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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Feature

The Alibaba Cloud Dynamic Route for CDN (DCDN) console allows you to configure and manage domain
names. It also provides resource monitoring for real-time data analysis. The DCDN console also displays
the billing status and allows you to change the billing method. T his topic describes the DCDN console
and the domain management features.

@ Note To help you understand and obtain up-to-date information about DCDN, this topic
divides the features in the DCDN console into domain management and service management based
on your business requirements.

Domain management features
Feature Reference Description Default

Allows you to copy one

or more configurations

of an accelerated None
domain to another one

or more domains.

Copy configurations to

Copy configurations )
Py 9 domain names

Modify basic Allows you to modify
. . . None
information the accelerated region.

Basic settings
Configure an origin Allows you to modify None
server the origin information.

Allows you to modify
Configure an origin host the domain name of the Disabled
origin host.

Enables DCDN to
communicate with the
origin based on the
specified origin
protocol policy. If you

Configure the static specify the Match Client

origin protocol policy policy, DCDN
communicates with the
origin over HTTP or
HTTPS, depending on
the protocol of the
client request.

Disabled

Grants DCDN
permissions to access
Configure private the specified private
bucket origin Object Storage Service
(0SS) bucket that
serves as the origin.

Disabled
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Begkdte-origin settings

Dynamic acceleration
rules

Reference

Configure an origin SNI

Configure range origin
fetch

Customize an origin
HTTP header

Specify static file paths

Configure static file
types

Specify static file URIs

Configure back-to-
origin requests to
retrieve dynamic
content

Description

Allows you to set a
Server Name Indication
(SNI) value to specify
the requested domain
name when DCDN
communicates with the
origin over HTTPS. You
must enable this
feature if the origin IP
address is bound to
multiple domain names.

Enables DCDN to
retrieve content from
the origin based on
HTTP range requests.
This reduces the back-
to-origin data usage
and shortens the
resource response time.

Allows you to add or
remove HTTP headers
when DCDN
communicates with the
origin over HTTP.

Allows you to specify
the paths of the static
files.

Allows you to specify
the file extensions of
the static files.

Specifies the Uniform
Resource Identifiers
(URIs) of the static files.

Enables DCDN to
communicate with the
origin based on the
specified origin
protocol policy when
DCDN requests dynamic
content from the origin.
If you specify the Match
Client policy, DCDN
communicates with
your origin over HTTP or
HTTPS, depending on
the protocol of the
client request.

Default

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled
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Feature Reference Description Default

Allows you to

Add a cache rule for customize cache
S None

resources expiration rules for

specified resources.

Allows you to

customize HTTP
Customize an HTTP response headers. DCDN None
header provides 10 HTTP

response headers for
customization.

Cache settings

Allows you to

customize a full URL to

redirect to foran HTTP 404

or HTTPS response

code.

Customize an error
page

Allows you to modify a
request URI and
Create a URI rewrite rule perform a 302 redirect None
to the specified
destination URI.

Provides an end-to-end
HTTPS secure
acceleration solution.
You can enable the
secure acceleration
mode and upload the
certificate and the Disabled
private key for an
accelerated domain.
This feature also allows
you to view, disable,
enable, or modify the
certificate.

Configure an SSL
certificate

Enables the binary
protocol HTTP/2 to
provide multiple
Enable HTTP/2 benefits including Disabled
extensibility, security,
multiplexing, and
header compression.
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Feature Reference

HTTPS settings

Configure OCSP stapling

Configure force redirect

Configure TLS version
control

Configure HSTS

Configure a referer
whitelist or blacklist to
enable hotlink
protection

Description

OCSP stapling is an
alternative to the Online
Certificate Status
Protocol (OCSP) that
you can use to validate
digital certificates. OCSP
stapling allows Dynamic
Route for CDN (DCDN)
servers to retrieve OCSP
details. This reduces the
latency when clients
send requests to
validate digital
certificates and
minimizes the time that
is consumed by clients
to receive the validation
responses.

Redirects requests from
clients to L1 nodes as
HTTP or HTTPS requests
if HTTPS secure
acceleration is enabled.

Enables a Transport
Layer Security (TLS)
protocol version for an
accelerated domain to
enable the TLS
handshake. Only TLS
1.0, TLS 1.1, TLS 1.2,
and TLS 1.3 are
supported.

Configures HTTP Strict
Transport Security
(HSTS) to force clients
such as browsers to use
HTTPS to connect to
the server.

Allows you to configure
a referer blacklist or
whitelist to
authenticate and
authorize visitors.

Default

Disabled

Disabled

Disabled

Disabled

Disabled

10
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Feature

Access control

Performance
optimization

Reference

Configure URL
authentication

Configure an IP address
blacklist or whitelist

Configure a User-Agent
blacklist or whitelist

Configure HT ML
optimization

Configure intelligent
compression

Configure the
parameter filtering
feature

Configure video seeking

Description

Allows you to configure
URL authentication to
prevent unauthorized
downloads and access
to the resources on the
origin server.

Allows you to configure
an IP blacklist or
whitelist to
authenticate and
authorize visitors.

Allows you to configure
a User-Agent blacklist
or whitelist to
authenticate and
authorize visitors.

Compresses and
removes HT ML
redundant content,
such as blank lines and
carriage return
characters, to reduce
the file size.

Supports smart
compression for
content in multiple
formats to reduce the
size of transmitted
content.

Determines whether
DCDN ignores the
parameters following a
questionmark( 2 )in
the URL of a request
when DCDN retrieves
and caches the
requested content from
the origin.

Allows you to seek a
specified position when
you play video and
audio content without
compromising the
playback quality.

Default

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled
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Feature

Advanced Settings

Websocket

Reference

Configure IPv6

Configure WebSocket

Description

After you enable IPv6 in
the console, IPv6 clients
can send IPv6 requests
to DCDN. DCDN can
include the IPv6
information of the
clients in back-to-origin
requests.

Enables WebSocket to
reduce server resource
and bandwidth usage
and facilitate real-time
communication.

Default

Disabled

Disabled

12
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2.Copy configurations to
domain names

Alibaba Cloud Dynamic Route for CDN (DCDN) allows you to copy configurations from a domain name to
one or more domain names. T his topic describes how to copy configurations to one or more domain
names.

Scenarios

If you want to apply the same configurations to multiple domain names, you can copy the
configurations from a source domain name to specified domain names. T his f acilitates domain name
configurations.

Precautions
e Afteryou copy the configurations of one domain name to another domain name, the copy operation
cannot be undone. Make sure that the configurations that you want to copy are correct.

e For domain names that have high traffic or bandwidth usage, proceed with caution to prevent
unexpected financial losses.

e Special configurations that are applied through tickets cannot be copied.

Procedure

2. Inthe left-side navigation pane, click Domain Names.

3. Onthe Domain Names page, find the domain name that you want to manage and click Copy
Configurations.

4. Select the configuration items that you want to copy and click Next.

@ Note

o You cannot copy the origin information and basic information including the CNAME,
business type, and acceleration region at the same time.

o You cannot copy SSL certificates from one domain name to another domain name.

o When you copy custom back-to-origin HT TP headers to another domain name, the
HT TP headers overwrite the existing HTTP headers of the destination domain name. For
example, if you set cache _controlto private for Domain Name A and set cache_control
to public for Domain Name B. After you copy cache_control from Domain Name B to
Domain Name A, cache_control of Domain Name A is set to public.

o When you copy configurations of feature switches, referer whitelist, referer blacklist, IP
whitelist, or IP blacklist to another domain name, the copied configurations overwrite
the existing configurations.
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« Copy Configurations =

@ Configuration copy allows you to replcate the

0 -
Confi

onfigurati
on items

and helps you bulk

annot c items at the same time. Copy 0

Configuration Item

Orgin Host

Cache Duration

HITPS2

Acceleration Rules

Cancel

3 Complete

Enabled

Ensbled

5. Select the domain names to which you want to apply the copied configurations and click Next .

You can enter a keyword to search for domain names.

« Copy Configurations

@ Configuration copy allows you to replicate the canfiguration of s domsin name to multiple domian names, and helps you bulk configure domain names.

)

(V) select

v Configurati
on Items

Cancel

6. Inthe Copy Configurations dialog box, click OK.

14
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3.Verify the ownership of a
domain name

The first time a domain name is added to Dynamic Route for CDN (DCDN), DCDN verifies the ownership of
the domain name. This ensures that the domain name is added by the owner. if a domain name that
belongs to User A is added to DCDN by User B, security issues may arise. If the domain name has passed
the verification, the ownership verification is not required when you add the domain name to DCDN for
a second time or add the subdomains of the domain name.

Verification methods

Log onto the DCDN console and go to the Add Domain Name page. Set the parameters and click
Next. You are redirected to the verification page, as shown in the following figure. You can prove the
ownership by adding a DNS record or uploading a verification file. Choose one of the methods based on
your business requirements. You can add a domain name to DCDN only after the domain name passes
ownership verification.

Method 1: Add a DNS record to prove the ownership (recommended)
The domain name image.example.com is used as example to demonstrate how to verify the
ownership of a domain name by adding a DNS record.

1. Onthe verification page, click the Method 1: DNS Settings tab.

The system automatically recognizes the record type, host, and record value. Do not close the
verification page before the verification process is completed.

@ Note If you want to add the domain name to DCDN by calling the AddDcdnDomain or
BatchAddDcdnDomain operation, you must first call the DescribeDcdnVerifyContent operation
to query the record value and add a TXT record for the domain name. Then, you can call the
AddDcdnDomain or BatchAddDcdnDomain operation to add the domain name to DCDN.

2. Add a TXT record in the system of your DNS service provider.

Alibaba Cloud DNS is used in this topic to demonstrate how to add a TXT record. You can use
similar methods to add TXT records in the systems of other DNS service providers, such as Tencent
Cloud and Xinnet.

i. Logontothe Alibaba Cloud DNS console.

ii. Navigate to the Manage DNS page, find the root domain name example.com ,and then
click Configure inthe Actions column.
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iii. ClickAdd Record and enterthe record type, host, and record value obtained in Step 1.

Edit Record
Type
Host:
om @
ISP Line:
€ aefault value NEN the que 5 NOt matched 1o an = ())
* Value:
# TTL:
Parameter Description Example
Type Select TXT. TXT
Host Enter the prefix of the domain name. verification
. . . We recommend
. Select the Internet service provider (ISP) of the domain
ISP Line that you keep the
name. .
default setting.
verify _293b6443326
Value Enter the record value obtained in Step 1. fbbc7ff5e61d7768f
*kkk
Enter a time-to-live (TTL) value for the TXT record. A We recommend
TTL smaller value indicates a shorter period of time to apply that you keep the
record updates. The default TTL value is 10 minutes. default setting.
iv. Click OK.

3. Afterthe TXT record takes effect, log onto the DCDN console. Click Verify to complete the
verification process.

If the system prompts that the domain name fails the verification, check whether the TXT record is
correct. Wait forthe TXT record to take effect and try again.

Method 2: Upload a verification file to prove the ownership

The domain name image.example.com IS used as example to demonstrate how to verify the
ownership of a domain name by adding a DNS record.
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1. Onthe verification page, clickthe Method 2: Verification File tab.

Do not close the verification page before the verification process is completed.

< Add Domain Name

€ You must verify the ownership of the domain name before you can add | . You can use the following

methods to verify the ownership.

Method 1: DNS Settings Method 2: Verification File

(O Download verification file verification html

O Upload the file to the root directary of

| After you upload the file, make sure that it can be accessed by visiting http://, ifverification.html.

O Uploaded

O Pending for verification

2. Click verification.html to download the verification file of the domain name.

@ Note Youcancallthe DescribeDcdnVerifyContent operation to generate strings that
must be used in the verification file. If you want to call the AddDcdnDomain or
BatchAddDcdnDomain operation to add the domain name to DCDN, you must first call the
DescribeDcdnVerifyContent operation to generate strings. Then, create a verification.html

file that contains the strings and upload the file to the origin server.

3. Upload the verification file to the root directory on the origin server of the domain name. The origin
server can be an Elastic Compute Service (ECS) instance, an Object Storage Service (0SS) bucket, a
Cloud Virtual Machine (CVM) instance, a Container-Optimized OS (COS) instance, or an Elastic
Compute Cloud (EC2) instance.

Afteryou upload the verification file, DCDN visits the origin serverat  http://example.com/verific
ation.html to obtainthe verification file. Then, DCDN determines whether you have uploaded the
verification file as required. Make sure that the verification file is accessible.

4. ClickVerify to complete the verification.

Related API operations

e VerifyDcdnDomainOwner: Adds a DNS record for ownership verification.

e DescribeDednVerifyContent: Uploads a verification file for ownership verification.

FAQ
The following issues may arise the first time a domain name is added to DCDN:
e Q: Why does Alibaba Cloud CDN verify the ownership of domain names?

A: Ownership verification ensures that domain names are added to Alibaba Cloud CDN only by their
owners. If a domain name that belongs to User A is added to Alibaba Cloud CDN by User B, security

issues may arise.

e Q: If Ihave multiple Alibaba Cloud accounts and this is the first time a domain name is added to
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nership of a domain name

Alibaba Cloud, does Alibaba Cloud CDN verify the ownership of the domain name for each account?

A: Yes. Each Alibaba Cloud account is identified as an independent user. The first time a domain name
is added to Alibaba Cloud CDN, Alibaba Cloud CDN verifies the ownership of the domain name for
each account (user).

Q: If a domain name passes ownership verification after | add a DNS record or upload a verification
file, can I delete the record or file?

A: Yes. The required DNS record or file is used only for ownership verification. After the domain name
passes the verification, you can delete the record orfile.

Q: Do I need to prove the ownership of a domain name that is already added to DCDN?

A: No, you do not need to prove the ownership of existing accelerated domain names. For example,
you have added the domain name *.example.comto DCDN and the Canonical Name (CNAME) record
that is assigned to the domain name works in an expected manner. In this case, you are considered to
own the domain name example.com. If you add a subdomain name of example.com, such as

** example.com or ***.example.com, you do not need to perform the ownership verification.

Q: Do I need to prove the ownership of a domain name if | call the AddDcdnDomain operation to add
the domain name to DCDN?

A: Yes, you need to prove the ownership of the domain name in this case. You must first add a DNS
record or upload a verification file to the root directory of the origin server of the domain name that
you want to add. Then, call the AddDcdnDomain operation to add the domain name to DCDN.

Q: What can I do if | cannot prove the ownership of my domain name by adding a DNS record or
uploading a verification file to the origin server?

A: To address this issue, you can . In the ticket, state the reason why you cannot prove the ownership
through the given methods, and include the information that can be used to prove your identity as
the domain name owner. Alibaba Cloud will conduct manual verification.

18
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4.Tag management
4.1. Tag overview

This topic provides an overview of domain name tags of Alibaba Cloud Dynamic Route for CDN (DCDN).
Tags do not carry special definitions. Each tag is a key-value pair that is used to mark or filter domain
names. You can use tags to mark, group, filter, and manage domain names.

Limits
Tags have the following limits:
e Eachtagisa key-value pair.

e You can add up to 20 tags to each domain name.

e Among the tags that are added to a domain name, the key of each tag must be unique. If two tags
have the same key but different values, the later one overwrites the earlier one. For example, if you
Createthe Keyl:valuel tagandthenthe xeyl:value2 tagforthedomainname example.ali
yundoc.com ,0nlythe Keyl:value2 tagisaddedto example.aliyundoc.com .

o A keycannot start with aliyun Or acs: ,contain http:// Or https:// ,o0rbe left
unspecified.

e Avalue cannot contain http:// Or https:// ,but canbe left unspecified.
e A key must be 1to 64 Unicode characters in length.
e A value must be 0 to 128 Unicode characters in length.

e Tags are case-sensitive.

Cases
Company information

A company added 100 domain names to DCDN. These domain names belong to e-commerce, gaming,
and entertainment departments, and are used to provide services such as marketing, Game A, Game B,
and post-production. The company has three O&M engineers: Alice, Tom, and Sam.

Create tags

To facilitate the management of these domain names, the company decides to use tags to group the
domain names. The following table describes the key-value pairs that are used to create the tags.

Tag key Tag value

Department E-commerce, gaming, and entertainment

Service Marketing, Game A, Game B, and post-production
Owner Alice, Tom, and Sam

The company can add the preceding key-value pairs to the domain names. The following table
describes the key-value pairs that are added to each domain name.

@ Note The domain names that are used in this topic are for reference only.
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Domain name value (keyis Value (key is Service) Value (key is Owner)
Department)
domaini E-commerce Marketing Sam
domain2 E-commerce Marketing Sam
domain3 Gaming Game A Alice
domain3 Gaming Game B Alice
domain4 Gaming Game B Alice
domain5 Gaming Game B Tom
domain6 Gaming Game B Tom
domain?7 Gaming Game B Tom
domain8 Entertainment Post-production Sam
domain9 Entertainment Post-production Sam
domaini0 Entertainment Post-production Sam

Filter domain names by tag

e [f you want to search for domain names that are managed by Sam, filter domain names by using the
following tag: Owner: Sam.

e [f you want to search for domain names that belong to the gaming department and are managed by
Tom, filter domain names by using the following tags: Department: Gaming and Owner: Tom.

References

You can add tags to domain names, use tags to manage or filter domain names, and remove tags from
domain names. For more information, see Tag management.

4.2. Tag management

Tags are used to mark domain names. You can filter domain names by tag. If a domain name no longer
needs a tag, you can remove the tag fromthe domain name.

Limits
Each tag is a key-value pair. Tags have the following limits:

e You can add at most 20 tags to each domain name.

e The keys of tags that are added to the same domain name must be unique.
If two tags added to the same domain name have the same key but different values, the tag added
later overwrites the one added earlier. For example, if you add tags Keyl:valuel and Keyl:value

2 tothedomainname test.example.com ,o0nlythetag xeyil:value2 isadded to the domain
Name test.example.com
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Add tags to domain names

You can add tags to domain names to facilitate the management of domain names.
1.
2.
3. Add tags to domain names.
o Addtagsto a domain name

a. Onthe Domain Names page, find the domain name to which you want to add tags and
move your pointer over the tag icon.

b. Inthe message that appears, click Edit.
c. Inthe Edit Tag dialog box, specify the key and value and click OK.

You can select atag or click Create Tag.
Parameter Description

The tag key can be up to 64 Unicode characters in length, and cannot contain
Key http:// oOr https:// .Itcannot start with aliyun or acs: ,orbe
an empty string.

The tag value can be up to 128 Unicode characters in length, and cannot contain
Value http:// oOr https:// .ltcannot start with aliyun or acs: but
can be an empty string.

o Add tagsto multiple domain names at a time

a. Onthe Domain Names page, select the domain names to which you want to add tags and
choose Tags > Add Tag.

b. Inthe Add Tags dialog box, set the tag key and value, and click OK.

You can select atag orclick Create Tag.
Parameter Description

The tag key can be up to 64 Unicode characters in length, and cannot contain
Key http:// oOr https:// .Itcannot start with aliyun or acs: ,orbe
an empty string.

The tag value can be up to 128 Unicode characters in length, and cannot contain
Value http:// oOr https:// .Itcannot start with aliyun or acs: but
can be an empty string.

Use tags to manage domain names

Afteryou add tags to domain names, you can filter domain names by tag.
1.
2.
3. Onthe Domain Names page, clickthe Select Tag tab.

4. Select one or more tags to filter domain names.
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Query data of domain names by tag

Afteryou add tags to domain names, you can use tags to filter domain names and query data such as
data usage of the domain names.

1.
2. Filter domain names and query data.
i. Inthe left-side navigation pane, choose Monitoring > Monitoring.

i. Onthe Monitoring page, clickSelect Tag.

@ Note ff you select multiple tags, only the domain names that contain all the
selected tags are returned by the system.

iii. Select the tags that are used to filter domain names and click Search.

Remove tags from domain names

If a domain name no longer needs a tag, you can remove the tag fromthe domain name.
1.
2.
3. Select the domain name from which you want to remove tags and choose Tags > Delete Tag.

4. Inthe Delete Tags dialog box, select the tags that you want to remove and click OK.
@ Note You can remove a maximum of 20 tags from domain names at a time.

5. Onthe Domain Names page, click the refresh icon to check whether the tags are removed from
the domain names.

Related API operations

The following table describes the APl operations that you can performto manage tags.
Feature Description API

Adds tags to domain names to mark or group the

Add tags . TagDcdnResources
domain names.
Use tags to . . .
. Filters domain names by tag. You can use tags to DescribeDcdnT agResourc
manage domain .
group and manage domain names. es
names
Remove tags Removes tags from one or more domain names. UntagDcdnResources
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5.Basic Settings
5.1. Overview

Alibaba Cloud Dynamic Route for CDN (DCDN) allows you to configure accelerated domain names. You
can view information about accelerated domain names and origin servers, change the accelerated
region of domain names, and modify origin server information in the Alibaba Cloud DCDN console.

The following table lists operations that you can performin the DCDN console.
Operation Description

Modify basic
. Y . Changes the accelerated region.
information

Configure an origin
server

Modifies the type, address, priority, weight, and port of an origin server.

5.2. Modify basic information

You can change the acceleration region of your Dynamic Route for CDN (DCDN) service.

Procedure

1.
2.

3. Onthe Domain Names page, find the domain name that you want to manage, and click
Configure inthe Actions column.

4. Onthe Basic Settings tab, find the Basic Information section.
5. Inthe Basic Information section, clickModify next to Acceleration Region.

6. Inthe Acceleration Region dialog box, select the region you want to switch to.
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Acceleration Region X

© Domain names hosted in mainland China and outside mainland China are
charged at different price rates. Choose an appropriate service to meet your
business needs. If you want to accelerate domain names outside mainland
China, you do not need to apply for an ICP filing. Learn more

Acceleration Mainland China Only
Region @ Global
Global (Excluding Mainland China)
“ Cancel
Parameter Description

If you select Mainland China Only, you must apply for an Internet content

Mainland China provider (ICP) filing with the Ministry of Industry and Information Technology (MIIT)

Only of China. For more information, see Limits.

Global If you select Global, you must apply for the ICP filing with the MIIT of China. For
more information, see Limits.

Global

(Excluding If you select Global (Excluding Mainland China), no ICP filing is required.

Mainland China)

7. Click OK.

5.3. Configure an origin server

Alibaba Cloud CDN supports the following types of origin server: Object Storage Service (0SS)
endpoints, IP addresses of origin servers, and domain names of origin servers. You can specify one or
more origin servers of each type and specify primary and secondary origin servers to balance loads. T his
topic describes how to add an origin server, modify the information about an origin server, and
configure a health check policy for origin servers.

Usage notes

e When Alibaba Cloud DCDN retrieves resources from an origin server, the origin server is billed for data
transfer. For example, if the origin server is a data center, the data center is billed for data transfer
and bandwidth resources. If the origin server is an Object Storage Service (0SS) bucket, the 0SS
bucket is billed for data transfer.

e DCDN supports switchover between primary and secondary origin servers. If multiple origin servers are
configured, DCDN preferentially redirects requests to the origin server whose Priority is Primary. If
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the primary origin server fails three consecutive health checks, Alibaba Cloud CDN redirects requests
to the origin server whose Priority is Secondary. If the primary origin server passes the health check,
the system marks the origin server as available and restores the priority of the origin server to primary.

If you set the same priority for all origin servers, DCDN automatically redirects requests to origin
servers in turn.

@ Note Layer 4 health checks are performed on origin servers. Port 80, port 443, or custom
ports of origin servers are probed. Probes are sent every 2.5 seconds. If an origin server fails three
consecutive probes, the system marks the origin server as unavailable.

Add an origin server or modify the information about an origin
server

1.

2.

3.

4. Onthe Basic Settings tab, find the Origin Information section.

5. Inthe Origin Information section, click Modify.

6. Inthe Add Origin Server dialog box, set the following parameters.

Add Origin Server X

Type 0S5 Domain
® r

Site Domain

Enter an IP address

Priority ® Active
Standby
Weight 10
Port @® Port 80
Port 443
“ Cancel
7. Click OK.
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6.0rigin Fetch Settings
6.1. Overview

This topic provides an overview of origin fetch and its application scenarios.

What is origin fetch?

If a client requests resources that are not cached on Dynamic Route for CDN (DCDN) nodes, the request
to retrieve the resources is redirected to the origin server. This process is called origin fetch. Static
resources are cached on edge nodes, but dynamic resources are directly returned to the client. If you
run a prefetch task on edge nodes, the edge nodes retrieve resources from the origin server and cache
the resources. You can configure origin fetch based on your business requirements.

Scenarios

Origin fetch helps you manage domain names in the following scenarios.

Feature Description

If the IP address of your origin server is associated
with multiple domain names or sites, you can
modify the HOST header in HTTP requests to specify
the site to which requests are redirected. DCDN
redirects requests to the site that is specified by the
HOST header.

Specify a server
domain name for
origin fetch

If a client requests resources that are not cached on
edge nodes, DCDN redirects the request to the
origin server over the protocol that is specified by
the origin protocol policy. You can set the origin
protocol policy to Match Client, HTTP, or HTTPS.

Set the origin
protocol policy

If your origin server is a private Object Storage
Service (0OSS) bucket, you must enable the private
bucket origin feature and grant DCDN permissions to
access the 0SS bucket. Permission control can
prevent hotlinking.

Retrieve content
from private Object
Storage Service
(0SS) buckets

If edge nodes access your origin server over HTTPS
and the IP address of the origin server is associated
with multiple domain names, you can configure
Server Name Indication (SNI) to specify the domain
name that edge nodes can access.

Specify a site for
origin fetch

When DCDN nodes connect to origin servers over

Validate client HTTPS, the system compares common names in the

requests and reject
requests that are
not in the whitelist
to access the origin
server

certificates that are returned by the origin servers
with the SNI values included in client requests. If an
SNI value that is included in the client request does
not match the common name in the certificate that
is returned by the origin server, the client request is
rejected.

Reference

Configure an origin host

Configure the static
origin protocol policy

Configure private
bucket origin

Configure an origin SNI

Configure a common
name whitelist
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Feature

Return partial
content within the
specified range from
the origin server

Specify a maximum
timeout period for
back-to-origin
requests

Add, modify, or
delete an HTTP
header from back-
to-origin requests

6.2. Configure an origin host

Description

You can enable Range Origin Fetch to accelerate the
delivery of large files. This reduces the usage of
back-to-origin data transfer and shortens the
resource response time.

You can configure the amount of time that an edge
node waits for a response after a request is
redirected to the origin server. The default timeout
period is 30 seconds. If the edge node does not
receive a response within the specified timeout
period, the connection between the edge node and
origin server closes.

You can add HTTP headers to or delete HTTP
headers from back-to-origin HTTP requests.

Reference

Configure range origin
fetch

Configure a timeout
period for origin fetch
requests

Customize an origin
HTTP header

If multiple sites are hosted on your origin server, and the site for which back-to-origin routing is enabled
is different fromthe one to which the accelerated domain name points, you must configure an origin
host. An origin host specifies the site to which Alibaba Cloud Dynamic Route for CDN (DCDN) redirects

requests.

Context

Differences between an origin server and an origin host:

e An origin server is where your workloads run. If you set the origin server as the destination for back-
to-origin requests, the requests are redirected to the IP address of the origin server.

e An origin host is the value of the HOST header in back-to-origin requests. If you set the origin host as
the destination for back-to-origin requests, the requests are redirected to the site defined by the

origin host.

) Notice

e For a specific domain name, the origin host is the accelerated domain name by default.

e For a wildcard domain name, the origin host is the domain name that matches the wildcard
domain and is actually visited by users. For example, if the wildcard domain name is
*.aliyundoc.com and the domain name that is visited by users is example.aliyundoc.com, the
origin host is example.aliyundoc.com.

Procedure

1.
2.

3. Onthe Domain Names page, find the domain name that you want to manage and click Configure

in the Actions column.
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4.
5. Onthe Origin Fetch tab, find Origin Host.

6. Turn on Origin Host and specify Domain Type.

Origin Host X
Domain Type Domain Name to Accelerate Custom Domain
Domain Mame .com
OK Cancel
Parameter Description

Domain Name to

The domain name that users visit.
Accelerate

The domain name of the origin server.

@ Note

o If you set the type of the origin server to IP when you add
Origin Domain Name an origin server, Origin Domain Name is dimmed.

o If you set the type of the origin server to 0SS Domain
when you add an origin server, Origin Host is turned on
and Domain Type is set to Origin Domain Name.

You can specify a domain name.

@ Note

o Make sure that the custom domain name is associated
with the origin server. Otherwise, back-to-origin routing
Custom Domain fails.

o If your origin server is associated with multiple domain
names, you must specify a domain name to which
requests are redirected. Otherwise, back-to-origin routing
fails.

7. Click OK.

Configuration examples

Example 1: The address of the origin server is a domain name.
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Domain nhame Description

® |f you set Domain Type to Domain Name to Accelerate,
back-to-origin requests are redirected to  image.example.com

Accelerated domain name: i o
that is hosted on the origin server example.com

image.example.com . . A
e If you set Domain Type to Origin Domain Name, back-to-

Address of the origin server: origin requests are redirected to the origin server example.co

m
example.com

e [f you set Domain Type to Custom Domain, the origin host is
the custom domain name that you specify.

Example 2: The address of the origin server is an IP address.

Domain name Description

Accelerated domain name: e If you set Domain Type to Domain Name to Accelerate,
back-to-origin requests are redirected to example.com that
is hosted on the origin server 10.10.10.10

example.com

Address of the origin server:
e |f you set Domain Type to Custom Domain, back-to-origin

10.10.10.10 requests are redirected to the domain name that you specify.

Example 3: The address of the origin server is an 0SS domain name.

Domain name Description

® |f you set Domain Type to Domain Name to Accelerate,
back-to-origin requests are redirected to example.com onN

Accelerated domain name: o
the origin server example.oss-cn-

example.com .
P hangzhou.aliyuncs.com

Address of the origin server: e If you set Domain Type to Origin Domain Name, back-to-

origin requests are redirected to the origin server example.os
example.oss-cn-

. —-cn-hangzhou.aliyuncs.com
hangzhou.aliyuncs.com s-¢ angzhou.allyuncs.co

e |f you set Domain Type to Custom Domain, back-to-origin
requests are redirected to the domain name that you specify.

Related information

e BatchSetDcdnDomainConfigs

6.3. Configure the static origin
protocol policy

Alibaba Cloud Dynamic Route for CDN (DCDN) allows you to configure the protocol that is used by DCDN
nodes to retrieve static resources from origin servers. After you configure the static origin protocol
policy, DCDN redirects HTTP requests to the origin server over port 80 or HTTPS requests to the origin
server over port 443 based on the protocol that you specify.

Context
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By default, the static origin protocol policy is disabled. In this case, requests are redirected to the origin
server over the port that is specified in Basic Settings > Origin Information.

e If port 443 is used, requests are redirected to the origin server over HTTPS.
e If port 80 ora custom port is used, requests are redirected to the origin server over HTTP.

@ Note The static origin protocol policy supports only port 80 and port 443. After the static
origin protocol policy is enabled, the port that is specified in Origin Information becomes invalid.
If you want DCDN nodes to redirect requests to the origin server over a custom port, submit a ticket.

Procedure
1.
2.
3
4.
5. Onthe Origin Fetch tab, find Static Origin Protocol Policy.

6. TurnonStatic Origin Protocol Policy.

7. Inthe Static Origin Protocol Policy dialog box, set Redirect Type to Match Client, HTTP, or
HTTPS.

Static Origin Protocol Policy X

Redirect Type (® Match Client

HTTP
HTTPS
Cancel
Parameter Description

When a client sends an HTTP or an HTTPS request, DCDN redirects the request to
the origin server over the protocol used by the client. Make sure that both port
443 and port 80 are open on the origin server. Otherwise, DCDN may fail to redirect
client requests to the origin server.

@ Note The static origin protocol policy protects data from tampering
and leakage during transmission. If you want to transmit sensitive data such

Match Client ) ) . .
as user identity data over HTTPS, and other data such as image files over
HTTP, we recommend that you set Redirect Type to Follow.

HTTP DCDN redirects requests to the origin server over HTTP.
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Parameter Description

DCDN redirects requests to the origin server over HTTPS.

@ Note

o HTTPS encryption consumes additional computing resources on the
origin server.

o If you set Redirect Type to HTTPS, port 443 is used by default. If you

HTTPS want to use a custom port, submit a ticket.

8. Click OK.

Related information

e BatchSetDcdnDomainConfigs

6.4. Configure private bucket origin

If your origin server is a private Object Storage Service (OSS) bucket, you must enable the private bucket
origin feature and grant Dynamic Route for CDN (DCDN) permissions to access the 0SS bucket. T his
feature can be used for access authentication and protect origin servers from unauthorized access. This
topic describes how to enable and disable access to private 0SS buckets.

Background information

Afteryou grant DCDN permissions to access private 0SS buckets, you can also use features such as
hotlink protection and URL authentication provided by DCDN to protect resources from unauthorized
access. For more information, see Configure a referer whitelist or blacklist to enable hotlink protection and
Configure URL authentication.
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D Notice

e Afteryou grant DCDN permissions to access private OSS buckets, DCDN is granted read-only
permissions on all your OSS buckets.

e Afteryou enable the private bucket origin feature and grant DCDN permissions to access
private 0SS buckets, DCDN can access all resources in your private 0SS buckets by using the
accelerated domain names. Proceed with caution when you use this feature. Do not enable
the private bucket origin feature or grant DCDN permissions to access private 0SS buckets if
your private bucket is unsuitable as an origin for your domain name.

e If your website is vulnerable to attacks, we recommend that you purchase the Anti-DDoS
service. Do not enable the private bucket origin feature or grant DCDN permissions to access
private 0SS buckets.

e The private bucket origin feature conflicts with the settings of the default homepage of
the static website that is hosted on OSS. For more information about how to use the private
bucket origin feature and the static website hosting feature at the same time, see Why do
requests destined for my accelerated domain name trigger the error message "You are
forbidden to list buckets" after access to private Object Storage Service (0SS) is enabled?

Enable access to private 0SS buckets
1.

2
3.
4

5. (Optional) The first time you grant DCDN permissions to access private 0SS buckets, this step is
required. In the Alibaba Cloud 0SS Private Bucket Access section, click Authorize, and then
click Confirm Aut horization Policy.

@ CDN needs your permission to access your cloud resources.
Authorize CDN to use the following roles to access your cloud resources.

AliyunCDNAccessingPrivateO55Role  Expand details

Confirm Authonzation Policy Cancel

6. Inthe Alibaba Cloud 0SS Private Bucket Access section, turn on Alibaba Cloud OSS Private
Bucket Access.
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@ Note You need only to performthe preceding steps if you want to authorize DCDN to
access unencrypted files in a private 0SS bucket. If you want DCDN to access 0SS objects that
are encrypted by using Key Management Service (KMS), you must first attach the
AliyunKMSCryptoUserAccess policy to the RAM role AliyunCDNAccessingPrivateOSSRole.

7. (Optional) Attach the AliyunKMSCryptoUserAccess policy to the RAM role
AliyunCDNAccessingPrivateOSSRole.

i. Logontothe RAM console.
ii. Inthe left-side navigation pane, choose Identities > Roles.
jii. Inthe Role Name column, find the RAM role AliyunCDNAccessingPrivateOSSRole.

iv. Click Add Permissions inthe Actions column. In the Add Permissions panel, the value of the
Principal field is automatically specified.

v. ClickSystem Policy and enter AliyunKMSCrypt oUserAccess in the search box to search for
the AliyunKMSCryptoUserAccess permission policy. Click the permission policy to add it to
the Selected list.

vi. Click OK.

vii. ClickComplete.

Disable access to private 0SS buckets

If you no longer need an accelerated domain name to access your private 0SS buckets, you can log on
to the RAM console and revoke the access permissions that are granted to DCDN.

1. Log onto the RAM console.
2. Inthe left-side navigation pane, choose Identities > Roles.

3. Inthe Role Name column, find the RAM role AliyunCDNAccessingPrivateOSSRole.

< AliyunCDNAccessingPrivateOSSRole

Basic Information
ole Name AliyunCDMAccessingPrivateO55Rale Created Jun B, 2019, 15:40:58

> = st e, = o ARM acsram::1032013260742038 role/aliyuncdnaccessingprivateossrole

Permissions Trust Pelicy Management

Add Permissions Input and Attach c

Applicable Scape of Permission Palicy Palicy Type Nate Actions
All AdministratorAccess System Policy Provides full access to Alibaba Cloud services and resources, Remaove Permission

All AliyunCDNAccessingPrivateQSSRolePolicy System Policy The policy for AliyunCDNAccessingPrivateC0S5Role. Remove Permission

4. Revoke all permissions that are granted to the RAM role AliyunCDNAccessingPrivateOSSRole.
i. ClickRemove Permission inthe Actions column.
ii. Inthe Remove Permission message, click OK.

5. Choose Identities > Roles and delete AliyunCDNAccessingPrivateOSSRole.

i. Find the RAM role AliyunCDNAccessingPrivateOSSRole and click Delete inthe Actions
column.
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ii. Inthe Delete Role message, click OK.

6.5. Configure an origin SNI

If your origin IP address is bound to multiple domains, you must set a Server Name Indication (SNI) value
to ensure that the Dynamic Route for CDN (DCDN) node can access your origin server over HTTPS.

Context

SNlis an extension of Transport Layer Security (TLS) by which a client determines which hostname it is
attempting to connect to at the beginning of the handshake process. This allows a server to present
multiple certificates on the same IP address and TCP port. In this way, multiple HTTPS websites (or any
other service over TLS) that have different certificates can be served by the same IP address.

If your origin server uses one IP address to provide HTTPS service for multiple domains and you have
specified port 443 for DCDN to communicate with the origin server, you must set an SNIvalue to specify
the requested domain. This way, when a DCDN node accesses your origin server over HTTPS, the server
returns the correct certificate of the requested domain.

@ Note If your origin is an Alibaba Cloud Object Storage Service (0SS) bucket, you do not need
to set an SNlvalue.

The following figure shows how SNI works.

SNI(to specify domain) Domains
- > > example.com
« B example.org
Certificate associated with example.net
the SNI-specified domain example.edu
Client DCDN node Origin server

1. The DCDN node sends an HTTPS access request to the origin server. The requested domain is
included in SNI.

2. Afterthe origin server receives the request, it returns the certificate of the requested domain to
the DCDN node.

3. Afterthe DCDN node receives the certificate, it establishes a secure connection to the origin server.

Procedure

1.
2.
3

4.
5. Onthe Origin Fetch tab, find Origin SNI.

6. Turnon Origin SNI, and enter the name of the domain to be requested.
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In Alibaba Cloud DCDN, SNl specifies a domain name of your origin server. If your origin server uses
one IP address to provide HTTPS services for multiple domains, you must set an SNIvalue to specify
the requested domain name, for example, cdn.console.aliyun.com

Origin SNI X

SNI dedn.console.aliyun.com

7. Click OK.

6.6. Configure a common name
whitelist

When Dynamic Route for CDN (DCDN) nodes connect to origin servers over HTTPS, the system compares
common names in the certificates returned by the origin servers with Server Name Indication (SNI) values
included in client requests. To pass the origin certificate verification and connect the DCDN nodes to
the origin servers, you can enable and configure the common name whitelist feature.

Context

A common name refers to the specific website domain name that is used to apply for a Secure Sockets
Layer (SSL) certificate. The following figure shows that a client request is rejected when the SNl value
included in the request does not match the common name in the certificate returned by the origin
server. As a result, the DCDN node fails to connect to the origin server over HTTPS. However, if you
enable the common name whitelist feature and add domain2 to the common name whitelist, the DCDN
node can connect to the origin server over HTTPS.

SNI=domain1
Establish a connection Orlgln
over HTTPS server

Common name in the
certificate=domain2

Procedure
1.
2.
3
4.

5. Onthe Origin Fetch tab, find Common Name Whitelist--Beta, and turn on the Status switch.

6. Enter the domain name that you want to add to the common name whitelist.

@ Note Youcanenter multiple domain names and separate them with commas (,). For
example, you can enter example.com,example.org,example.net
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7. Click OK.

6.7. Configure range origin fetch

The range origin fetch feature enables Dynamic Route for CDN (DCDN) to retrieve resources fromthe
origin server based on HTTP range requests. The origin server then returns partial content within the
specified range. This accelerates delivery of large files. This feature reduces the back-to-origin data
usage and shortens the resource response time. T his topic describes how to configure range origin
fetch.

Context
Make sure that the origin server supports HTTP range requests. If the HTTP request header contains the
range field, the origin server can return 206 Partial Content.
Procedure
1.
2.
3
4.
5. Onthe Origin Fetch tab, find Range Origin Fetch.

6. Turn on or off Range Origin Fetch.

Range Origin Fetch @O

Enable a client to notify the origin server to return the requested range of an object. This improves the distribution efficiency for large files. What is range origin fetch?
Range
Origin Description Example
Fetch

If you need to access the specified
part of aresource file, turn on Range
Origin Fetch to improve resource
response efficiency. After Range

Origin Fetch is turned on, when DCDN If a client sends a request that contains

receives a byte-range request and 0-100 to DCDN, the request that is received by
cannot return the requested resources the origin server from DCDN contains
On from the cache, DCDN forwards the 00 .Based on the range field, the origin server

range:

range:0-1

request that contains the range field
to the origin server. When the origin
server receives the request, the origin
server returns a file that has the
specified number of bytes based on
the range field. Then, DCDN returns the
file to the client.

returns a file that has 101 bytes in the range of 0
to 100 to DCDN. Then, DCDN returns the file to the
client.

36
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Range
Origin Description Example
Fetch

If you need to access all the content of
the resource file, turn off Range
Origin Fetch. After Range Origin
Fetch is turned off, when DCDN
receives a byte-range request and
cannot return the requested resources
from the cache, DCDN forwards the
request that does not contain the
range field to the origin server. When
the origin server receives the request,

off the origin server returns the entire file
to DCDN. Then, DCDN returns the
requested range to the client. After
the client receives the requested
range, the client automatically closes
the HTTP connection to DCDN. As a
result, the file returned from the origin
server is not cached on DCDN. This
decreases the cache hit ratio and
increases the back-to-origin data
usage.

If a client sends a request that contains range:
0-100 to DCDN, the request that is received by
the origin server from DCDN does not contain the
range field. Then, the origin server returns the
entire file to DCDN, and DCDN returns 101 bytes to
the client based on the range field. When the
client receives the requested range, the client is
disconnected from DCDN. As a result, the file that
is returned from the origin server is not cached on
DCDN.

6.8. Configure a timeout period for
origin fetch requests

When Alibaba Cloud Dynamic Route for CDN (DCDN) requests resources from an origin server, the default
timeout period is 30 seconds. If an origin fetch request times out, the request fails. You can configure a
customtimeout period based on your business requirements to ensure that origin fetch requests can
work as expected. This topic describes how to configure a timeout period for origin fetch requests.

Precautions

The default request timeout period between L1 nodes (edge nodes) and L2 nodes (aggregate nodes) is
36 seconds. Therefore, the default timeout period for requests that are sent fromL1 nodesto L2
nodes and then reach the origin servers is 36 seconds. If you want to set a longer timeout period for
back-to-origin routing, you must submit a ticket.

Procedure
1.
2.
3
4.

5. Onthe Origin Fetch tab, find Origin Request Timeout and click Modify.

6. Inthe Origin Request Timeout dialog box, configure Timeout Value.
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Origin Request Timeout X
Timeout Value 30 Seconds
Default value: 30. Maximum value: 900. Set a timeout value no greater
than 100 if the origin fetch process is normal.
n Cancel
7.

Related information

e BatchSetDcdnDomainConfigs

6.9. Customize an origin HTTP header

HTTP headers are the components of the header section of request and response messages that are
transmitted over HTTP. HTTP headers define the resources being requested, the behavior of the client
or server, and the parameters of an HTTP transaction. You can add or remove HTTP headers if you
configure DCDN to communicate with the origin over HTTP.

Context

HTTP headers include general headers, request headers, and response headers.

Procedure
1.

Clickthe Custom Origin HTTP Header tab.
Click Add.

N o v ok~ w N

Inthe Custom HTTP Response Header Settings dialog box, select a parameter fromthe
Parameter drop-down list, and enter a value in the Value field.
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Custom HTTP Response Header Settings X
Parameter Custom Origin Header hd
EEMEH Conetent-Type

Value text/html

Cancel

8. Click OK.

6.10. Rewrite URIs in back-to-origin
requests

If you want to rewrite the Unif orm Resource Identifier (URI) in back-to-origin requests, you can create
rules to rewrite URIs. T his topic describes how to configure rules to rewrite URIs in the Alibaba Cloud
Dynamic Route for CDN (DCDN) console.

Context
If a request URIdoes not match the URI of the requested resource on an origin server, you must rewrite
the request URI. You can create multiple rewrite rules based on your business requirements.
Procedure

1.

2.

3

4.

5. Clickthe URI Rewrite tab.

6. Onthe URI Rewrite tab, clickAdd.
7. Inthe URI Rewrite dialog box that appears, specify the source URI, the target URI, and the flag.
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URI Rewrite X
o The system runs the listed rewrite rules in order from top to bottom. A change to
this order may lead to a different rewrite result.

Source URI “fhello$
Enter a URI that starts with a forward slash (/). The specified URI must
exclude the string http:// and domain names. PCRE regular expressions,
such as " /hello$, are supported.

Target URI /helloftest
Enter a URI that starts with a forward slash (/). The specified URI must
exclude the string http:// and domain names.

Flag None N

Parameter Example Description

Enter a URI that starts with a forward slash (/). The URI cannot
Source URI A /hello$ contain http:// or domain names. Perl Compatible Regular
Expressions (PCRE) are supported.

Enter a URI that starts with a forward slash (/). The URI cannot
Target URI /hello/test . .
contain http:// or domain names.
If multiple rules are configured, the system continues to match
None the request against the subsequent rules even after the current
rule is matched.

If this rule is matched, only the URIis rewritten. Then, the
system stops matching rules.

Flag break

If this rule is matched, the URI and its parameters are rewritten.

enhance_break .
- Then, the system stops matching rules.
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) Notice

o If you set the flag of a URI Rewrite rule to break, the query parameters in the request
URI'is not rewritten. However, the settings of Parameter Rewrit e still take effect.

o If you set the flag of a URI Rewrite rule to enhance_break, the parameter rewrite
settings may conflict with the settings of the Parameter Rewrite feature. If you
configure both features for the same domain name, make sure that the settings do not
conflict with each other.

o If you set the flag of a URI Rewrite rule to enhance_break, the parameter rewrite
settings may conflict with the settings of Retain Parameters orlgnore Parameters
on the Domain Names > Optimization page. If you configure these three features at
the same time, make sure that the settings do not conflict with each other.

8. Click OK to apply and run the rewrite rule.

To modify or delete a rewrite rule, find the rule on the URI Rewrite tab and click Modify or Delete
inthe Actions column.

) Notice
o You can configure up to 50 URI Rewrit e rules for a domain name.

o The systemruns the rewrite rules that are listed on the URI Rewrite tab in order fromtop
to bottom. If you change the order of the rewrite rules, you may obtain a different
result.

o The URI Rewrite feature is different from the Rewrite feature on the Caching page.
The Rewrite feature is performed on the edge nodes. This feature affects the internal
links of Alibaba Cloud CDN, and rewrites cache keys. The URI Rewrite feature is
performed on the origin nodes. This feature does not affect the internal links of Alibaba
Cloud CDN or rewrite the cache keys.

Example 1
Source URI A hello$
Target URI /index.html
Flag None
Original request: http://aliyundoc.com/hello
Final request: http://aliyundoc.com/index.html
Description
The system continues to match this request against the subsequent
URI rewrite rules that are listed on the URI Rewrite tab.
Example 2
Source URI A /hello.jpg$
Target URI /image/hello.jpg
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Flag break
Original request: http://aliyundoc.com/hello.jpg
Final request: http://aliyundoc.com/image/hello.jpg
Description
The system stops matching this request against the subsequent URI
rewrite rules that are listed on the URI Rewrite tab.
Example 3
Source URI A hello.jpg?code=123%
Target URI /image/hello.jpg?code=321
Flag enhance_break
Original request: http://aliyundoc.com/hello.jpg?code=123
Final request: http://aliyundoc.com/image/hello.jpg?
Description code=321
The system stops matching this request against the subsequent URI
rewrite rules that are listed on the URI Rewrite tab.
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7.Dynamic and static
acceleration rules

7.1. Overview

If dynamic acceleration is enabled, you can create custom acceleration rules for static and dynamic
content. In this case, static content is cached on edge nodes and requests for dynamic content are
redirected to the origin server over the optimal route. If dynamic acceleration is disabled, the
acceleration for dynamic content delivery becomes unavailable, but static content is still cached on
edge nodes.

The following table lists the operations that you can performto configure acceleration rules for static
and dynamic content delivery.

Operation Description

Allows you to configure acceleration rules for static content by specifying the types of

Configure static . . . .
g files that can be cached on edge nodes. This prevents static content from occupying

file types . . .
P resources that are reserved for the acceleration of dynamic content delivery.
Allows you to configure acceleration rules for static content by specifying the Uniform
Specify static Resource Identifiers (URIs) of files that can be cached on edge nodes. This prevents
file URIs static content from occupying resources that are reserved for the acceleration of

dynamic content delivery.

Allows you to configure acceleration rules for static content by specifying the paths of
files that can be cached on edge nodes. This prevents static content from occupying
resources that are reserved for the acceleration of dynamic content delivery.

Specify static
file paths

Configure back-

to-origin Allows you to configure dynamic content retrieval settings, including the protocol used
requests to by the client to retrieve dynamic content from the origin server and whether to enable
retrieve dynamic load balancing. You can configure the settings based on your business requirements.
content

7.2. Configure static file types

To accelerate the delivery of both static and dynamic resources, you can enable the dynamic
acceleration feature. You can customize acceleration rules for static resources by configuring static file
types. In this case, static files no longer use dynamic acceleration. This allows you to cache static
resources on edge nodes and to retrieve dynamic resources fromthe origin server over an optimal route.
Context

The following acceleration rules are applicable to both static and dynamic resources:

e Enable dynamic acceleration

> Document Version: 20220712 43


https://www.alibabacloud.com/help/doc-detail/65096.htm#task-2332743
https://www.alibabacloud.com/help/doc-detail/65097.htm#task-2332743
https://www.alibabacloud.com/help/doc-detail/65098.htm#task-2332743
https://www.alibabacloud.com/help/doc-detail/142721.htm#task-2332743

Domain Management-Dynamic and

dcdn

static acceleration rules

To accelerate the delivery of static and dynamic resources, you must turn on Dynamic
Acceleration. You can configure acceleration rules for static file types based on your business
requirements. Then, static and dynamic resources are distributed based on these custom acceleration
rules. You can customize the file types, the Unif orm Resource Identifiers (URIs), and the direct ories of
static resources that can be cached on DCDN nodes.

e Disable dynamic acceleration

If you do not want to accelerate the delivery of dynamic resources, you can turn off Dynamic
Acceleration. After dynamic acceleration is disabled, the dynamic resources are dist ributed without
acceleration. Static resources are distributed based on edge cache rules. Only the default static file
acceleration rules are valid. All custom static file acceleration rules become invalid.

Procedure

1. Configure static file types.

Vi.

Vii.

In the left-side navigation pane, click Domain Names.

On the Domain Names page, find the domain name that you want to manage and click
Configure inthe Actions column.

The details page of the specified domain name appears. In the left-side navigation pane, click
Acceleration Rules.

Turn on Dynamic Acceleration.
Onthe Static File Types tab, click Modify.

Inthe Static File Types dialog box, choose to enable or disable Adaptive Caching, and
then configure Static File Types.

Static File Types X

Adaptive @® Enable Disahle

Caching

Static File

Types

Parameter Description

44
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Parameter

Adaptive
Caching

Static File Types

viii. Click OK.

Description

You can configure the adaptive cache settings based on the static file type
and the cache rule of the origin server.

®= Enable Adaptive Caching

If you enable adaptive caching, rules in Static File Types take
precedence over adaptive cache rules. All cache rules that are configured
for Cache Expiration in the DCDN console take effect. Cache rules take
effect in the following priorities:

= Priority 1: If you have configured Cache Expiration in the DCDN
console, the cache rules configured in Cache Expiration are applied.

= Priority 2: If you have not configured Cache Expiration in the DCDN
console, the cache rules that are configured on the origin server are
applied.

® Priority 3: If you have not configured cache rules in the DCDN console or
on the origin server, DCDN dynamically initiates back-to-origin requests.
= Disable Adaptive Caching

= |f you disable adaptive caching and have configured Static File Types
and Cache Expiration in the DCDN console, the cache rules configured
in Cache Expiration in the DCDN console are applied.

©) Note Make sure that the filename extensions specified in
Cache Expiration are included in Static File Types. Otherwise,
the cache rules configured in Cache Expiration do not take
effect.

= |f you disable adaptive caching and have configured Static File Types
but have not configured Cache Expiration, rules that are configured
on the origin server are applied.

The following static file types are supported:

® |mages: GIF, PNG, BMP, JPEG, and JPG.

® Web pages: HTML, HTM, and SHTML.

®  Audio and video files: MP3, WMA, FLV, MP4, WMV, OGG, and AVI.
® Text files: DOC, DOCX, XLS, XLSX, PPT, PPTX, TXT, and PDF.

m Qthers: ZIP, EXE, TAT, ICO, CSS, JS, SWF, APK, M3U8, and TS.

2. Create a cache expiration rule.

i. Inthe Cache Expiration section, clickAdd.
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ii. Inthe Cache Duration dialog box, select Directory or Filename Extension forthe Type
parameter and specify the other required parameters for the cache rule.

Cache Duration X

Type (® Directory

Filename Extension

+ Content enter a single configuration

« Expire In Enter an expiration perioc Seconds hd

Weight

Cancel

jii. Click OK.

7.3. Specify static file URIs

Dynamic Route for CDN (DCDN) allows you to identify static files by Unif orm Resource Identifier (URI).
DCDN no longer uses dynamic acceleration to deliver the specified static files. Instead, DCDN uses static
acceleration and allocates the optimal nodes for caching and delivery.

Context

The following acceleration rules are applicable to both static and dynamic resources:

Enable dynamic acceleration

To accelerate the delivery of static and dynamic resources, you must turn on Dynamic
Acceleration. You can configure acceleration rules for static file types based on your business
requirements. Then, static and dynamic resources are distributed based on these custom acceleration
rules. You can customize the file types, the Uniform Resource Identifiers (URIs), and the directories of
static resources that can be cached on DCDN nodes.

Disable dynamic acceleration

If you do not want to accelerate the delivery of dynamic resources, you can turn off Dynamic
Acceleration. After dynamic acceleration is disabled, the dynamic resources are distributed without
acceleration. Static resources are distributed based on edge cache rules. Only the default static file
acceleration rules are valid. All custom static file acceleration rules become invalid.

Procedure

46
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5. Turn on Dynamic Acceleration.

6. Onthe Static URIs tab, click Modify.

Dynamic Acceleration @)

illing for
d

celeration is disabled. Only edge caching is enabled.

Static File Types Static URIs Static Paths Dynamic Origin Protocol Policy

Static URIs £ Modify

the static file URIs for edge caching. How to specify static URIs

7. Inthe Static URIs dialog box, specify Static URIs.
Static URIs X

Static URIs fdomain/detail/log/logl.txt

fdomain/detaillog/flog2 td

Cancel

8.

7.4. Specify static file paths

Dynamic Route for CDN (DCDN) allows you to identify static files by file path. DCDN no longer uses
dynamic acceleration to deliver the specified static files. Instead, DCDN uses static acceleration and
allocates the optimal nodes for caching and delivery.

Context
The following acceleration rules are applicable to both static and dynamic resources:

e Enable dynamic acceleration

To accelerate the delivery of static and dynamic resources, you must turn on Dynamic
Acceleration. You can configure acceleration rules for static file types based on your business
requirements. Then, static and dynamic resources are distributed based on these custom acceleration
rules. You can customize the file types, the Unif orm Resource Identifiers (URIs), and the directories of
static resources that can be cached on DCDN nodes.

e Disable dynamic acceleration

If you do not want to accelerate the delivery of dynamic resources, you can turn off Dynamic
Acceleration. After dynamic acceleration is disabled, the dynamic resources are distributed without
acceleration. Static resources are distributed based on edge cache rules. Only the default static file
acceleration rules are valid. All custom static file acceleration rules become invalid.

Procedure
1.
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2.

3.

4,

5. Turn on Dynamic Acceleration.

6. Onthe Static Paths tab, clickModify.

Dynamic Acceleration @)

Billing for

bled

celeration is hing is enabled.
Static File Types Static URIs 0 Dynamic Origin Protocol Policy

Static Paths

Specify the dired

7. Inthe Static Paths dialog box, specify Static Paths.

Static Paths X

Static Paths Jabe/tests*

sE Carrnage returns 1o separate

Cancel

@ Note You can use wildcards for a fuzzy search of static file paths. Asterisks (*) and
question marks (?) can be used as wildcards. The asterisk (*) represents zero, one, or more
characters, and the question mark (?) represents one character.

8.

7.5. Configure back-to-origin requests
to retrieve dynamic content

Dynamic Route for CDN (DCDN) accelerates the delivery of dynamic content by using an optimal route
selected by an intelligent routing mechanism. T his topic describes how to configure back-to-origin
requests to retrieve dynamic content, including the protocol used to retrieve dynamic content and
whether to enable load balancing. These configurations are independent of each other. You can
perform configurations based on your business requirements.

Configure the origin protocol policy to retrieve dynamic content

The protocol used to retrieve dynamic content must be the same as that used by the client. If different
protocols are used, you can configure the protocol used to retrieve dynamic content. If you do not
configure the protocol, the protocol of the origin server port is used to retrieve dynamic content by
default.

1.
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. Click the Dynamic Content Retrieval Settings tab.

. Click Modify next to Dynamic Origin Protocol Policy.

2
3
4
5. Turn on Dynamic Acceleration.
6
7
8

. Inthe Dynamic Origin Protocol Policy dialog box, set Redirect Type.

Dynamic Origin Protocol Policy X

Redirect Type

Parameter

Match Client

Match Origin
Server

HTTP

HTTPS

9. Click OK.

Match Client

® Match Origin Server
HTTP
HTTPS

Description

When the client uses HTTP or HTTPS to request resources, DCDN communicates
with the origin server over the same protocol that is used by the client .

When the client uses HTTP or HTTPS to request resources, DCDN communicates

with the origin server over the same protocol that is used by the origin server port.

DCDN communicates with the origin server over HTTP.

DCDN communicates with the origin server over HTTPS.

Enable load balancing

Requests are redirected to origin servers based on the performance of origin servers. If you want
requests to be redirected based on the weights of origin servers, you must enable load balancing.
Then, requests are redirected to origin servers based on the specified weights to retrieve dynamic

content.

e Performance-based redirection

Requests are redirected to the origin server with the best performance.

e Weight-based redirection

Requests are redirected to origin servers based on the specified weights. To modify the weight of an
origin server, see Configure an origin server.
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3

4

5. Turn on Dynamic Acceleration.

6. Clickthe Dynamic Content Retrieval Settings tab.
7

. Turm on Load Balancing to enable Load Balancing.
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8.Cache settings
8.1. Overview

When Alibaba Cloud DCDN accelerates the delivery of static resources to a user, it retrieves the
resources fromthe origin server and caches them on the DCDN edge node that is nearest to the user.
When the resources are requested again, the DCDN edge node directly returns the cached resources to
the user. This accelerates content delivery. All the edge nodes of Alibaba Cloud DCDN are equipped
with a caching system. When a user or an origin server interacts with an edge node, the caching system
responds to user requests or processes responses fromthe origin server. For example, the caching
system specifies a time-to-live (TTL) for cached resources or rewrites back-to-origin requests.

DCDN supports the following caching features.
Feature Description

Allows you to configure cache expiration rules for static resources in a specified
Add a cache rule directory or with specified file extensions. In each cache expiration rule, you can set a
for resources TTL for the cached static resources and a priority for the rule. DCDN edge nodes cache
and expire static resources based on the cache expiration rules.

Create a cache
expiration rule for
HTTP status codes

Allows you to set a TTL for HTTP status codes that are returned to requests for
resources in a specified directory or with specified file extensions.

Customize an . .
Allows you to customize HTTP response headers for expired resources.
HTTP header
Customize an
error page

Allows you to customize an error page for a specific HTTP status code.

Create a URI

. Allows you to redirect request URIs to the specified URIs by using 302 redirects.
rewrite rule

8.2. Add a cache rule for resources

Cache duration refers to the amount of time that a resource is cached on Alibaba Cloud Dynamic Route
for CDN (DCDN) nodes. When the cache duration of a cached resource ends, the resource on the DCDN
nodes expires. Requests that attempt to access expired resources are redirected to the origin server.
The retrieved resources are returned to the clients and cached on the DCDN nodes. You can add a
cache rule for static resources based on file direct ories or filename extensions.

This topic consists of the following sections:

e Usage notes

e Procedure

e Priorities of DCDN cache rules
e HTTP caching mechanisms

e Configuration examples

e Related APl operations
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Usage notes

e When you update a file on the origin server, we recommend that you add version numbers to the
name of the file. This way, you can differentiate between file versions.
To differentiate file versions after updates, we recommend that you add version numbers to file
names. This way, each file version has a unique name. For example, you can name a file img-v1.0.jpg
before it is updated and img-v2.7.jpog after it is updated.
e The resource cache duration affects the back-to-origin routing frequency. Set a proper cache
duration based on your business requirements.
A short cache duration may cause frequent back-to-origin routing and increase loads on the origin
server. A long cache duration may cause resources on DCDN nodes to be outdated.
e (Cached resources that are infrequently requested may be removed fromthe DCDN nodes before they
expire.
o [f a DCDN node retrieves a static file from an origin server, the node processes the file based on the
priorities of the cache rules. For more information, see Priorities of DCDN cache rules.
Procedure
1.
2.
3
4.

5. Onthe Cache Duration tab, click Add.

6. Inthe Cache Duration dialog box, configure the parameters that are described in the following
table.

Cache Duration po4

Type @ Directory

Filename Extension

Content Enter a single configuration

Add a single directory. It must start with a forward slash (/), for

example, /directory/aaaa.

Expire In Enter an expiration period Seconds W

The maximum value is 3 years.

Weight Enter weight

Value range: 1 to 99

52
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Parameter Description

You can select Directory or Filename Extension.

o Directory: Add a cache rule for resources under the specified directory.

Type
o Filename Extension: Add a cache rule for resources with the specified
filename extension.
Specify the directories or filename extensions for which you want to add the cache
rule.
o |f you select Directory, take note of the following rules:
B You can enter only one directory at a time. You can use a forward slash (/) to
specify all directories.
® You can enter a full path. The path must start with a forward slash (/), for
example, /directory/aaa.
o |If you select Filename Extension, take note of the following rules:
® You can enter one or more filename extensions and separate them with
Content commas (,), for example, dpg,txt . Filename extensions are case-
sensitive.
The following static file types are supported:
® |mages: GIF, PNG, BMP, JPEG, and JPG.
= Web pages: HTML, HTM, and SHTML.
® Audio and video files: MP3, WMA, FLV, MP4, WMV, OGG, and AVI.
m Text files: DOC, DOCX, XLS, XLSX, PPT, PPTX, TXT, and PDF.
m QOthers: ZIP, EXE, TAT, ICO, CSS, JS, SWF, APK, M3U8, and TS.
® You cannot use a wildcard character (*) to specify all file types.
The cache duration for cached resources. The maximum cache duration is three
years. Take note of the following rules:
o Specify a cache duration of one month or longer for static files that are
infrequently updated, such as images and application packages.
Expire In

o Specify a cache duration based on your business requirements for static files
that are frequently updated, such as JS and CSS files.

o We recommend that you specify a cache duration of 0 seconds to disable
caching for dynamic files, such as PHP, JSP, and ASP files.
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Parameter Description

The weight for a cache rule, which indicates the priority of the cache rule. Valid
values are 1to 99. A greater value indicates a higher priority.

@ Note

o If you create multiple cache rules, we recommend that you set a
unique weight for each cache rule to define their priorities.

Weight ) o )

o Cache rules that have the same weight are prioritized in order of
creation time, regardless of the rule type. The rule with the earliest
creation time applies.

o If you have configured multiple cache rules for the same cached
resource, only the first matched rule is applied.

7. Click OK.

Afteryou add a cache rule, you can Modify or Delete the cache rule on the Cache Duration tab.

Priorities of DCDN cache rules

After a DCDN node retrieves a static file from an origin server, the node processes the static file based
on the cache rules in the following order. A smaller value indicates a higher priority.

Follows the cache rules set

Follows the cache rules set on the origin server

in the console
Not Cached Not Cached

) Cache rule priorities:
Cache rule priorities: Cache-Control >Expires>Last-
weight> rule creation time

Modified > ETag

@ | v @ v @ v

Is one of the following

cache rules

set on the origin server: Is a cache rule set in the
pragma:no-cache, cache- Alibaba Cloud DCDN
control:no-cache, cache- console?
control:no-store, or cache-

control:max-age=0?

Are other cache rules set on
the origin server?

Determine cache rule p

1. If the response carries the pragma:no-cache , cache-control:no-cache , cache-control:no-st
ore ,Or cache-control:max-age=0 directive, the static file is not cached.

2. DCDN follows the cache duration for cached resources, or the validity period for HTTP status codes
set in the DCDN console.
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@ Note

If a request matches multiple cache rules, only one rule is applied in the following order of
priority: weight > rule creation time.

o If you create multiple cache rules, we recommend that you set a unique weight for each
cache rule to define their priorities. A higher weight indicates a higher priority.

o Cache rules that have the same weight are prioritized in order of creation time,
regardless of the rule type. The rule with the earliest creation time applies.

3. DCDN follows other cache rules set on the origin server. Headers in responses from the origin server
are in the following descending order of priority: Cache-Control > Expires > Last-Modified > ET ag.

i. The response carriesthe cache-control header and the directiveis max-age , whichis set
to avalue greaterthan 0, for example, cache-control :max-age=3600

ii. The response carriesthe Expires header, forexample, expires:Tue, 25 Nov 2031 17:25:43
GMT.

ii. If the response carriesthe ETag Or Last-Modified header, the cache durationis
calculated based on the following rules:

a. If the response carriesthe 1ast-Modified header, the cache durationis calculated
based on the following formula: Cache duration = (Current time - Last-Modified) x 0.1. If
the result is between 10 seconds to 3,600 seconds, the result applies. If the result is less
than 10 seconds, the cache durationis 10 seconds. If the result is greater than 3,600
seconds, the cache duration is 3,600 seconds.

b. If the response carries only the &=rag header, the cache durationis 10 seconds.
4. If the response does not carrythe ETag , Last-Modified , Cache-Control ,OF Expires

header, the static file is not cached on the node.

HTTP caching mechanisms
HTTP provides three types of headers that can be used to control caching behaviors.
1. Cache duration

When a client requests resources from a server, the client and server define the cache duration of
the returned resources that are cached on DCDN nodes. The resources expire when the cache
duration ends.

HTTP provides the following types of headers that can be used to define the cache duration.

Header Protocol Description Example Type
version P P P

The Pragma header specifies

whether a resource is cached. If

Pragma is set to no-cache, the Request
Pragma HTTP/1.0 . ' . Pragma:no-cache and

resource is not cached. Pragma is

response

compatible with servers that use
only HTTP/1.0.
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Protocol
Header . Description Example Type
version P p yp
The Expires header specifies a date
and time. The cached resource
expires at the specified time.
Expires HTTP/1.0 P P Expires: Wed, 21 Oct Respons
P ’ If Expires is set to an invalid date, 2022 07:28:00 GMT e
such as 0, the resource has already
expired.
The following
directives specify that
files are not cached:
o Cache-Control:no-
The Cache-Control header can be cache
set to different directives to control o Cache-Control:no-
. . Request
Cache- the caching behaviors. Most store
Control HTTP/1.1 inst lient h and
ontro mainstream clients, such as o Cache-Control: max- response

2. Resource tags

browsers, use Cache-Control to
control the caching behaviors.

age=0

The following directive
specifies that files are
cached for 1 hour:
Cache-Control:max-
age=3600.

The first time a client requests a resource from a server, the server adds a tag to the response
headers. The next time the client requests the resource fromthe server, the tag is used to identify
the requested resource. The header of the subsequent requests for the same resource carries t his
tag. If the server checks the tag and confirms that the requested resource is not updated, the
HTTP 304 status code is returned to the clients. The clients retrieve the resource fromthe local
cache. If the server detects that the tag is different fromthat of the resource on the server, the
server informs the clients that the resource has been updated or has expired. In this case, the
clients must retrieve the latest version of the resource fromthe server.

HT TP provides the following types of headers that can be used to control cache versions.

Header

Last-
Modified

Protocol
version

HTTP/1.0

Description

Last-Modified indicates the time
when a resource was last updated.

Example Type

Last-Modified: Wed,
21 Oct 2015 07:28:00
GMT

Respons

56
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Protocol .
Header . Description
version
The ETag header is the unigue
identifier of each version of a
resource.
ETag indicates whether a resource
ETag HTTP/1.1 9

has been updated. If the resource
has been updated, the server does
not need to return a complete
response.

3. Content negotiation

Example Type
ETag:

"33a64df551425fcc55e Respons
4d42a148795d9f25f89 e

d4"

Caching software uses keywords to index objects on disks. In HTTP/1.0, URLs are used as keywords.
However, different resources may point to the same URL. To differentiate them, clients must
provide more information, such as the Accept-Language and Accept-Charset headers. HTTP/1.1
introduced the Vary response header to implement content negotiation. The Vary header lists the
request headers that must be included to implement content negotiation.

In content negotiation, Vary is used to differentiate versions of the requested resource so that the
clients can retrieve the desired version of the requested resource.

Protocol

Header .
version

Description

Examples

o Aserveruses Vary: Accept-En
coding to inform the recipient,
such as a DCDN node, that the
requested resource has two
versions. One is compressed, and
the other is not. When the client
sends requests to DCDN for the
same resource, the browser with
an earlier version requires the
resource to be uncompressed to
prevent incompatibility. The
browser with the latest version
requires the resource to be
compressed to reduce data
transfer.

Vary HTTP/1.1

o The server uses Vary: User-Ag
ent to identify the browsers
that initiate the requests and

inform the recipient, such as a

DCDN node, of the browser types.

The DCDN node caches the
resource of the required version
based on the browser types.

Example Type
Vary: Accept-Encoding

Respons
Vary: Accept- e

Encoding,User-Agent
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Configuration examples

Example 1: If you want DCDN nodes to cache .txt files for 7 days, add a cache rule for .txt filesinthe
DCDN console and set the cache durationto 7 days.

Create Expiration Rule X

Type Directory

S - -
(@) File Extension

File Extension tt
Expire In T Days hd
Weight 60

Example 2: The following cache rules are set for the accelerated domain name demo.aliyun.com
When DCDN nodes retrieve the resource  http://demo.aliyun.com/image/example.png , €ach of the
rules is a match. In addition, the rules have the same weight. In this case, the rules are prioritized in order
of creation time. The rule with the earliest creation time has the higher priority. Therefore, the rule that
is set forthe /image directory is applied because the rule is created the earliest.

Object Type Expire In Weight at Actions

Status
fimage Directory 1 Days 10 Successfu Modify | Delete
Successfu

ipg.png File Extension 1 Months 10

Modify | Delete

Related API operations

BatchSetDcdnDomainConfigs

8.3. Create a cache expiration rule for
HTTP status codes

This topic describes how to set atime-to-live (TTL) value for HTTP status codes that are returned to
requests for static resources in a specified directory or with specified file extensions. T his allows DCDN
edge nodes to directly return HTTP status codes to requests and reduces loads on origin servers.

Scenarios
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HTTP 2xx status codes indicate that DCDN edge nodes have retrieved the requested resources fromthe
origin server. In this case, the origin server returns an HTTP 2xx status code to the DCDN edge nodes.
Then, the DCDN edge nodes process the requests based on cache expiration rules. If the origin server
fails to return HTTP status codes, such as an HTTP 2xx status code, to the DCDN edge nodes, and you
do not want the origin server to respond to every request, you can set a TTL value for HTTP status
codes. Then, DCDN edge nodes directly return HTTP status codes to requests to reduce loads on the
origin server.

@ Note
e HTTP 303, 304,401,407, 600, and 601 status codes are not supported.

e [f the Cache-Control, Pragma or Expires header is configured on the origin server, Alibaba
Cloud DCDN caches the following HTTP status codes based on the Cache-Control, Pragma
or Expires directive: 204, 305, 400, 403, 404, 405, 414, 500, 501, 502, 503, and 504. If you do
not set a TTL value forthese HTTP status codes, orthe HTTP response header of the origin
server does not contain the field Cache-Control, Pragma or Expires, the TTL value is set to 1
second by default.

Procedure
1.
2.
3
4.

5. Clickthe Status Codes and Expiration Time tab.

6. ClickAdd to create an expiration rule for HTTP status codes.
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Create Expiration Rule b4

Type ® Directory

(") File Extension

Ohbject Enter one or more objects

The directery (a full path is supported) must start with a forward slash

' L
() E

(/). Separate multiple directories with commas (). Example:
fdirectory/aaa.

Expire In Enter one or more pairs of status code and duration

You can set an expiration time for 4xx and 5x HTTP status codes.
Separate multiple HTTP status codes with commas (). The expiration
time can be in seconds, Example: 403=10,404=15. For mare
infarmation, see How do | set an expiration time for HTTP status codes?.

Parameter Description

You can select Directory or File Extension. Select a type based on your
business requirements.

Type @ Note If youset TTL values for the HTTP status codes of both a
directory and files with specified extensions, whichever rule that is set first
takes effect. All other rules are ignored.

o |f you select Directory, take note of the following rules:
® You can add only one directory in each rule.

® You can enter a full path. It must start with a forward slash (/), for
example, /directory/aaa.

Object ) ) )
o |f you select File Extension, take note of the following rules:

® You can enter one or more file extensions. Separate file extensions with
commas (,), for example, JPG, TXT

® You cannot use an asterisk (*) to specify all file types.
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Parameter Description

o Youcanset a TTL value for 4xx and 5xx HTTP status codes. The TTL value is
in seconds. Separate HTTP status codes with commas (,), for example,
4xx=10,5xx=15.

Expire In o You cannot set a TTL value for 2xx or 3xx status codes. You canset aTTL
value only for specific HTTP status codes, including 201 and 302 status
codes. The TTL value is measured in seconds. For example, you can set
201=10,302=15.

7. Click OK.
After an expiration rule for HTTP status codes is created, it is displayed on the Status Code
Expiration Time tab. You can Modify or Delete the rule.
Related API operations

BatchAddDcdnDomain

8.4. Customize an HTTP header

HT TP headers define the resources that are being requested, the behaviors of clients or servers, and
the operation parameters of HTTP requests. This topic describes how to customize an HTTP response
header.

Context

HTTP headers are the components of header sections in request and response messages that are
transferred over HTTP.

HT TP headers include general headers, request headers, and response headers.
When you create an HTTP response header, pay attention to the following notes:

e The configurations of the HTTP response header for an accelerated domain name affect how a
client programresponds to all the requests that are destined for the domain. The client program can
be a browser. The header configurations do not affect the cache server.

e You canset the value of Access-Control-Allow-Origin to anasterisk( * )to specify allthe
domain names. You can also set the value to a specific domain name, such as www.aliyun.com

e DCDN does not support configuring response headers for wildcard domains.

Procedure
1.

2.
3
4.

5. Onthe HTTP Header tab, click Add.

6. Inthe Custom HTTP Response Header Settings dialog box, select an HTTP headerfromthe
Parameter drop-down list and specify the Value parameter.
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HTTP Header Setting %
Parameter Content-Type v
Description Specifies the content type that is used by the browser to respond

to objects
Value image

Cancel

The following table describes the 10 HTTP response headers that are provided by Dynamic Route
for CDN (DCDN). If you need to specify other HTTP response headers,submit a ticket.

Parameter

Content-Type

Cache-Control

Content-Disposition

Content-Language

Expires

Access-Control-Allow-
Origin

Description

Specifies the type of the content that is
returned to the client program.

Specifies the cache policy that the client
program follows for requests and
responses.

Specifies the default file name that is
provided by the client program when the
requested content is saved as afile.

Specifies the language of the intended
audience for the content that is returned to
the client program.

Specifies the expiration time of the content
that is returned to the client program.

Specifies the origins from which cross-origin
requests are allowed.

Example

image

no-cache

123.txt

zh-CN

Wed, 21 Oct 2015

07:28:00 GMT

*

@ Note Youcan
enter * inthe

Value field to
specify all the
domain names. You
can also enter a full
domain name, such
as www.aliyun.co

m
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Parameter Description Example
Access-Control-Allow- Specifies the fields that are allowed in cross-
. X-Custom-Header
Headers origin requests.
POST, GET
@ Note To add
Access-Control-Allow- Specifies the request methods that are e LBV meties
- and the GET
Methods allowed for cross-origin requests.
method, separate
them with a comma
()
Specifies the time to live (TTL) during which
the response can be cached for a preflight
Access-Control-Max-Age o . 600
request that is initiated by the client
program for a particular resource.
Access-Control-Expose- Specifies the headers that can be exposed as
Content-Length
Headers part of the response.
7. Click OK.

Onthe HTTP Header page, you can click Modify or Delete to manage the HTTP header.

8.5. Customize an error page

When a client requests a web service through a browser, the website hosting server returns the def ault
404 Not Found page if the requested URL does not exist. The default error page of a web server may
not meet your requirement. To improve user experience, you can associate full URLs with error codes
that are included in HTTP or HTTPS responses. When an error occurs, the server returns the associated
custom page. T his topic describes how to customize an error page.

Context

Alibaba Cloud provides the default page and the custom page for HTTP error codes. The 404 error
code is taken as an example to describe the differences between the default page and the custom

page.

e Default page: When the HTTP response includes the 404 status code, the server returns the default
404 Not Found page.

e Custom page: When the HTTP response includes the 404 status code, the server returns the custom
page. You must specify a full URL for the custom page.

@ Note Custom pages are considered as personal resources and fees are charged based on
the specified billing rules.

Procedure
1.
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2.

3.

4,

5. Clickthe Custom Pages tab.

6. Onthe Custom Pages tab, click Add.

7. Inthe Custom Pages dialog box, specify the Error Code and Link parameters.

For example, you want to storethe error404.ntml page and other static files on the origin
server. You also want to return this error page to requests that are destined for the accelerated
domain name exp.aliyun.com .Then, you only need to select 404 fromthe Error Code drop-
down list and enterthe full URL http://exp.aliyun.com/error404.html inthe Linkfield.

Customize Page X
Error Cade 404 hd
Description  This code is returned when a webpage does not exist on the server.,
Link http://exp.aliyun.com/errard0d.html

8. Click OK.

Onthe Custom Pages page, you can clickModify or Delete to manage the custom page.

8.6. Create a URI rewrite rule

You can create a URI rewrite rule to redirect requests fromHTTP URIs to HTTPS URIs, or rewrite URIs in
requests to the URIs of the requested resources.

Scenarios

If you want to rewrite URIs in requests to the URIs of the requested resources, you can create a URI

rewrite rule. If a request matches the rewrite rule, Alibaba Cloud Dynamic Route for CDN (DCDN)

performs a 302 redirect to redirect the request to the final URL. For example, users visit
www.example.com/hello over HTTP. After you create a rewrite rule, requests that are sent to
www.example.com/hello are redirected tO0 www.example.com/index.html

Procedure
1.
2.
3
4.

5. Clickthe URI Rewrite tab.

6. Click Add and configure URI to Be Rewritten, Target URI, and Executing Rules based on your
business requirements.
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@ Note Youcancreate up to 50 rewrite rules for each domain name.
Rewrite X
URI to Be fdomainfimage/123.png
Rewritten It must start with a forward slash {/) and cannot include the
protocol information and domain name. PCRE regular expressions,
such as "/hello$, are supported.
Target URI /domain/image/123_gif
It must start with a forward slash (/) and cannot include the
protacol information and domain name.
Executing Rules (@ Redirect
() Break
If you choose Redirect, the Location header carrying the target
URI is retumned to the clients. Requests then are redirected to the
target URL ( The URI parameters are not modified.)
“ Cancel
Parameter Description
URI to Be Enter a URI that starts with a forward slash (/). The URI cannot contain http:// or
. domain names. You can use Perl Compatible Regular Expressions (PCRE) to specify
Rewritten
the URI, for example, */hello$.
Enter a URI that starts with a forward slash (/). The URI cannot contain http:// or
Target URI . .
domain names. Example: /index.html.
Redirect and Break are supported.
o Redirect: If the URIin a request matches the current rule, Alibaba Cloud DCDN
Executing Rules performs a 302 redirect to redirect the request to the final URI.
o Break: If the URIin a request matches the current rule, Alibaba Cloud DCDN
returns the content of the final URI and skips other rewrite rules.
7. Click OK.
After a rewrite rule is created, it is displayed on the URI Rewrite tab. You can Modify or Delete
the rule.
Configuration examples
Executi
Example URI to Be Target n Description
P Rewritten URI 9 P
Rules
A client requests
Example /index.htm . example.aliyundoc.com/hello .DCDN nodes
/hello Redirect : -
1 l perform a 302 redirect to redirect the request to
example.aliyundoc.com/index.html
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Executi
Example URI to Be Target n Description
P Rewritten URI 9 P
Rules

A client requests example.aliyundoc.com

Example /index.htm . DCDN nodes perform a 302 redirect to redirect the
S Redirect
2 l request to
example.aliyundoc.com/index.html

A client requests

Example /hello/ind ) example.aliyundoc.com/hello .DCDN nodes
/hello Redirect . :
3 ex.html perform a 302 redirect to redirect the request to
example.aliyundoc.com/hello/index.html

A client requests

Ex L Jindex ht example.aliyundoc.com/hello .DCDN nodes
ample index.htm

4 P ~/hello$ l Break return the content of

example.aliyundoc.com/index.html and skip
the subsequent rules.

APl operations

BatchSetDcdnDomainConfigs
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9.HTTPS settings

9.1. What is HTTPS secure
acceleration?

This topic describes the benefits and usage notes of HTTPS secure acceleration and how it works.
HTTPS secure acceleration is used to encrypt connections between clients and Dynamic Route for CDN
(DCDN) nodes. HTTPS ensures data security during transmission.

This topic consists of the following sections:

e What is HTTPS?
e How it works
e Billing

e Benefits

e Scenarios

e Usage notes

e Enable HTTPS secure acceleration

What is HTTPS?

HTTP transmits data in plaintext and does not encrypt data. HTTPS is an extension of HTTP and is
designed to ensure data security. In HTTPS, the communication protocol is encrypted by using
Transport Layer Security (TLS), formerly known as Secure Sockets Layer (SSL). HTTPS is used to encrypt
connections. HTTPS is widely used to protect sensitive user data for services such as payment
transactions.

How it works

Afteryou enable HTTPS in the DCDN console, transmissions between clients and DCDN nodes are
encrypted over HTTPS. If you want to enable end-to-end HTTPS encryption, you must configure DCDN
nodes to redirect requests to origin servers over HT TPS. Make sure that the origin servers support
HTTPS.
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The following figure shows how HTTPS works.

HTTPS

HTTPS

Client

Origin

1. Inthe Alibaba Cloud DCDN console, configure the public and private keys of the SSL certificate on
DCDN nodes.

@ Note Youcan acquire the public and private keys by applying for or uploading an SSL
certificate.

2. The DCDN node sends the public and private keys to the client.
3. The client parses the public key to verify the validity.

o If the public key is valid, the client generates a random number. The client uses the public key to
encrypt the random number and transmits the number to the DCDN node.

o If the public key is invalid, SSL handshakes fail. You must configure a valid SSL certificate.

@ Note A certificate is considered valid only if the following requirements are met:

o

The certificate is not expired.

o

The certificate is issued by a trusted certificate authority (CA).

o

The public key of the certificate can decrypt the certificate signature signed by the CA.

The domain name on the certificate matches the accelerated domain name.

o

4. The DCDN node uses the private key to decrypt the encrypted random number.
5. The DCDN node uses the random number to encrypt data transmission.

6. The client uses the random number to decrypt the received data.
Billing

HTTPS secure acceleration is a value-added service. After you enable HTTPS, you are charged based on
the number of HTTPS requests. For more information, see Billing of requests and WebSocket.
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@ Note HTTPS requests are separately billed, and the fees cannot be offset by data transfer
plans of DCDN. Make sure that you have a sufficient balance in your Alibaba Cloud account.
Otherwise, overdue payments may occur and cause service suspension.

Benefits

HTTPS secure acceleration provides the following benefits:

e HTTPS secure acceleration protects communications from eavesdropping, tampering, impersonation

attacks, and man-in-the-middle (MIT M) attacks.

e HTTPS encrypts sensitive information such as session IDs and cookies before transmission. T his
minimizes the risk of sensitive information leaks.

e HTTPS checks data integrity during transmission to protect the data from MITM attacks, such as DNS

hijacking and tampering.

e HTTPS is the new standard. An increasing number of mainstream browsers such as Google Chrome 70

and later and Mozilla Firefox have labeled HTTP web URLs as not secure since 2018. If you choose to

use HTTP, your website may be exposed to security risks. Users who visit your website by using these
browsers are prompted that this website is not secure. This compromises user experience and may
reduce visits to the website.

e Mainstream search engines have a higher weight for HTTPS-capable websites. After you enable
HTTPS for your website, the website can achieve a higher ranking in search engine optimization (SOE).
HTTP/2 is supported by a growing number of browsers because HTTP/2 can provide a better user
experience. A website must support HTTPS before it can support HTTP/2. HTTPS is a more reliable
choice in terms of security, market presence, and user experience. Therefore, we recommend that you
upgrade your communication protocolto HTTPS.

Scenarios

The following table describes the use scenarios of HTTPS secure acceleration.

Scenario

Enterprise
applications

Public service
websites

Payment systems

APl operations

Enterprise
websites

Description

HTTPS protects confidential information on enterprise websites from being hijacked
or intercepted. Leaks of the confidential information, such as customer relationship
management (CRM) data and enterprise resource planning (ERP) data, may cause fatal
damages to enterprises.

HTTPS protects sensitive information on public service websites against attacks such
as phishing and hijacking. Leaks of such information may compromise public trust.

HTTPS protects sensitive data such as customer names and phone numbers used in
payment transactions against hijacking and spoofing. If sensitive data is leaked,
attackers can use such data to trick customers into making duplicate payments. T his
causes losses to both the customer and the enterprise.

APl operations can use HTTPS to encrypt important information, such as sensitive data
and important instructions. This protects the information against hijacking.

HTTPS improves user trust and experience. Web browsers display a lock icon in the
address bar for websites with domain validated (DV) or organization validated (OV)
certificates. The enterprise name is displayed together with the lock icon for websites
that include extended validated (EV) certificates.
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Usage notes

The following table describes the usage notes of HTTPS.

Catego
ry

Scenari
o]

Billing

Certific
ate
manag
ement

Note

All domain names can enable HTTPS regardless of the content type.
You can enable HTTPS for a wildcard domain name.

You can renew an SSL certificate. Proceed with caution. After an SSL certificate is renewed, it
takes effect within one minute.

Usage notes on enabling and disabling HTTPS:

Enable HTTPS: After you enable HTTPS, you can change SSL certificates. You can also configure
URL redirection to redirect user requests from HTTP to HTTPS. For more information, see
Configure force redirect.

Disable HTTPS: After you disable HTTPS, the system no longer supports HTTPS requests and
retains the SSL certificate or private key information. If you want to enable HTTPS again, you
must select an SSL certificate from Certificate Management Service. For more information, see
Configure an SSL certificate.

HTTPS secure acceleration is a value-added service. After you enable HTTPS, you are charged
based on the number of HTTPS requests. For more information, see Billing of requests and
WebSocket.

@ Note HTTPS requests are separately billed, and the fees cannot be offset by data
transfer plans of DCDN. Before you enable HTTPS secure acceleration, make sure that you
have a sufficient balance in your Alibaba Cloud account. If the balance is insufficient, DCDN
may be suspended.

You must upload SSL certificates and private keys in  Privacy-Enhanced Mail (PEM)
format for domain names for which you want to enable HTTPS secure acceleration.

@ Note The Tengine web server used by DCDN is designed based on the NGINX web
server architecture. Therefore, the web server supports only certificate files in NGINX-
compatible PEM format. For more information, see Certificate formats.

The uploaded SSL certificate must match the private key. Otherwise, requests sent from clients
fail the authentication.

The system does not support the private keys for which passwords are configured.
Only SSL and TLS handshakes that include Server Name Indication (SNI) values are supported.

You can view SSL certificates. You cannot view private keys because they are sensitive
information. Keep certificate-related information confidential.

Enable HTTPS secure acceleration

70

> Document Version: 20220712


https://www.alibabacloud.com/help/doc-detail/65104.htm#task-261642
https://www.alibabacloud.com/help/doc-detail/65101.htm#task-2339799
https://www.alibabacloud.com/help/doc-detail/212986.htm#concept-2071526
https://www.alibabacloud.com/help/doc-detail/65102.htm#concept-orq-3bd-zdb

dcdn

Domain Management-HTTPS settin
gs

Prepare a certificate Enable HTTPS secure acceleration
(In Certificate Management Service) (In DCDN)

Method 1: Use a paid certificate with a
higher security level

i . Apply for ine ceriificale (assodale ]
Fucizse acotcae [ PO s S S |

Choose a method —

— Conﬁg_jure the
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, . ; certificate

Methad 2: Use a third-party certificate

Upload a certificate

1. Prepare an SSL certificate in the Certificate Management Service console.

The following types of SSL certificates are supported. Select a type based on your business
requirements and configure an SSL certificate in the Certificate Management Service console.

o Premium certificates (with higher security): Purchase a certificate > Submit a certificate

application.

o Third-party certificates: You must upload the certificate to Certificate Management Service. For
more information, see Upload a certificate.

2. Enable HTTPS in the DCDN console.

i. Afteryou prepare an SSL certificate, you must configure the certificate before HTTPS can be
enabled. For more information, see Configure an SSL certificate.

ii. (Optional) You can configure advanced features such as Force Redirect based on your business

requirements.

Feature

Enable HTTP/2

Configure force

redirect

Configure HSTS

Configure TLS
version control

Configure OCSP
stapling

Description

HTTP/2 is a binary protocol developed based on HTTP/1.1. HTTP/2
significantly improves web performance and reduces latency by enabling
multiplexing and header compression. HTTP/2 is supported by mainstream
browsers, including Google Chrome, Microsoft Edge, Safari, and Mozilla
Firefox.

Redirects requests to HTTP or HTTPS.

Forces clients such as browsers to communicate with servers over HTTPS. This
reduces the risk of cookie hijacking.

Ensures communication security and data integrity.

Caches the revocation status of SSL certificates and returns the information to
clients. Clients do not need to query the revocation status of SSL certificates
from certificate authorities (CAs). This reduces the verification time.
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9.2. Certificate formats

To access resources over HTTPS secure acceleration, you must configure an SSL certificate. T his t opic
describes the certificate formats that are supported by Alibaba Cloud Dynamic Route for CDN (DCDN)
and how to convert certificate formats.

Root CA certificates

Root CA certificates are issued by root certificate authorities (CAs) including Apache, IS, NGINX, and
Tomcat. Each root CA certificate is unique. Alibaba Cloud DCDN uses root CA certificates that are issued
by NGINX. The certificate information is contained ina .crt file and the private key is contained in a

.key file.
Take note of the following rules when you upload a certificate:

e The certificate must start with  -—-———- BEGIN CERTIFICATE-—--- and end with  ————- END CERTIFICAT

o Alllines except the last line must be 64 characters in length. The last line can be up to 64 characters
in length.

The following figure shows a sample certificate in pev format that is used in Linux.

MIIE+TCCA+GgAwIBAQIQUIBEHIX4Ks10TWLs2A2lr TANBgkghki GOw@BAQUFADCE
tTELMAKGAIUEBhMCVVMxFzAVBgNVBASTD1Z1 cm TaWdul CBJbmMuMR 8wHQYDVQQL
ExZWZXJpU21nbiBUcnVzdCBOZXR3b3IrMTswOQYDVQQLEzIUZX I tcyBvZiBlc2Ug
YXQgaHR@cHMELy93d3cudmVyaXNpZ24uY20+L 3 JwY SoAYykwOTEVMCAGALLUEAxMm
VimVyaVMpZ 24 g()2xh c3MgMyBTZWN1cmllgLi2VydmVy TENBICBgRz IwHh cNMT AxMDA4
MDAWMD Awtiih cMMTMbMDA 3M M1 OTUSWj BgMOswC O YDVQOGEwWIVUZE TMBEGALUECEMK
V2FzaG1uZ3Rvbj EQMA4GATUERxQHUZ2 VhdHRsZTEYMBY GALUE ChQPOW1hemOuLmiyv
bSBJbmMuMRowGAYDVQQDFR FpYWOuYW1hemOuYX dz L mNvb TCBnzANBgkghlki GOw@E
AQEFAADE jQAwg YkCgYEAIXbOEGea2d BAQGEUWL cEpwvGawEkUdLZmGL1r()ZdeeN
IvaF+Z TmBQwSAdk2 Gr/RwYX tpx@dxv(Xmm+3YmicsHmCZ druCriV1eN/POwB fgMMZ
X064( jVov3INrF5AuxUS jgtwdyu//CIhnDuIVGdg76626g900)5aj48R2ZnAMNV cC
AwEAAQDCAJEwggHNMAKGAL UdEwQCMAAWCWYDVRAPBAQDAgNgMEL GALLIdHwOQ+MDwnw
OgA40DaGNGhBdHAGLYITVLITZANLonl HRzT +Y3 1sLnZ 1 cmlzaNdulmNvbSATVLIT
ZWN1 emVHM1 5 j crmwRAYDVR@gBDOw0z ASBgt ghk gBhvhFAQcXAzAgMCgGCCsGAQUF
BwIBFhxodHRwezovl 3d3dy522X)pc2 1nbi5 jb2@venBhMBBGAIUE IQOWMBOGCC SG
AQUFBwMBBggrBgEFBQcDAjAfBgNVHSMEGDAWNgBS] 7wsRzsBBAGNKZZBI shzgVy19
RzB2BggrBgEFBQcBAQRgMGgwIAY TKwYEBQUHMAGGGChBAHAGLY VY INWLNZ Lamlz
aldulmNvbTBABggrBgE FBcwAcY@aHRBcDovL INWULNLY3VyZS1HML 1haWEudmVy
aXNpZ24uY29+LINWULNLY3VyZUcylLmNl cjBuBggrBgEFBQcBDARIMGChXgB cMFow
WDBWFg1pbWFnZSOnalWYwITAfMACGBSsOAwIaBBRLa kolgYMuOBS0)sprEsHiyEF
GDAmFiRodHRwO1 BvbGOnby 522X pc2 1nbi5 jb2BvdnNsb2 dvMSSnalWYwDQY JKoZI
hvcNAQEFBQADggEBALpFBXeG782(0sTGwEEIZB VLK rs13dWK1dFig30P4y/Bi
ZBYEywB+t8zNuYFUE25Ub/zmvmpe7p@G76tm(8bRp/4qk)oiSesHIvFglimksr3I0
3gaE1aN2BSUTHxGLnONAFAOhYwwbeEZalxfgBildEIodNwzevG]+2L1DWGI0GrNI
NMB56xjqhJCPxYzkObuuCl1B4KzuBC Thexz /i EgYV+DiuTxcFA4ulwMDSednynbn
1qiwRk450mC0ngH4 1y4P41 X002+ 4A/DI1I8ZNct/Qf 16%a2L fEvcOrF7BELTBeS5Y
R7CKx7fcSxRae(dyGj/d)evmOBF /mSdnclS5vas=
END CERTIFICATE

Certificates issued by an intermediate CA

A certificate file that is issued by an intermediate CA contains multiple certificates. When you configure
HTTPS, you must combine the intermediate certificates and server certificate into a complete
certificate before you upload it.

@ Note When you combine the certificates, make sure that the server certificate is followed by
the intermediate certificate. In most cases, the CA provides the instructions when the CA issues a
certificate. Pay attention to the instructions.

A chain of certificates that are issued by an intermediate CA:
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The certificates in the chain must comply with the following rules:

e Empty lines are not allowed between certificates.
e Each certificate must be in PEM format.

RSA private key formats

A Rivest-Shamir-Adleman (RSA) private key must comply with the following rules:

e Runthe openssl genrsa -out privateKey.pem 2048 command to generate the RSA private key. p
rivateKey.pem IS the private key file.

e The private key must start with  -—-—-—- BEGIN RSA PRIVATE KEY----- and end with  ———-—- END RSA P
RIVATE KEY-----

o Alllines except the last line must be 64 characters in length. The last line can be less than 64
characters in length.

MITEpATBAAKCAQEAVZ1SSSChHETbmT 8mFykAxQ1tKCYukwBiWZwk0S+FEBTWHy 8K
+THSFD1uOTL6qy crHEG? cj YDADK+LVIHU/OF /plWiOLLnr E3W34DaVz(dKARATIIA
Xwd5grqF M) cLvaZkhNKAL+tNPSCPIooODDrP 7w 7 cQx7LbMbRd fZ8858KIoluz]
/FD@XXyulogalePZKO0Njn957ZEPhjtUpVZuhS3409DDM/ £ 13T18aaNYWhrPBcD
FNcz@Z6XQGF1rZG/ Ve528GXerbSdUYpdcfXzNSWMExY g8al L7UHDHHPI4AY satdG
z5TMPnmE £ 8y ZPUYudT 1xgMVAowv] r@0Dg+5Dm3QIDAQABACIBAG1 682/ nnFyRHrFi
laF6+Wen8ZvNgkmBhAMOWIJh1Vplf174//80yea/EviltulHyBET ./ 2PZ0oNVhxe3s
cg93Tx424WGpCwlishS FxewfbAY G FIur BN0xqBull@7BAxakHNcmNG 7 dGyolUowRu
S+yXLrpVzH1YkuH8TTS3udd6TeTWL 77 r BdkGi9KSAZBpRa19B7t+CHK I zmbybs /2
Qe /zHZAY Aewk TY1KGH o1 eYs111ah1AMICVgT 3+ L zG2 pIpMy T+ KOnHC Seswvid
15x0h/0T/ujZsyX0POPalyE2bgy@t080+GexMA765svAKVRKFWW]LUnh FEWcqFCD
xghhxkECgYEA+PftNbGeyX1+/Y/UBNMZ fg3+rSCms@jIBg+O+yZzF5GhqgHuledl
ZXIHr]9u6B1XElarpijVs/ WHmFhYSTmEDbdD7S 1+ Ly@BY4 cPTRhzi FTKE8AKTXMK
605udiWsg@Z8hn1X1410x2cWIZ0a/HC YudeyQot PANsMIWgpBY7LCAC YEAwWvNF
@f+/jUjt@HoyxChd STAgk4UBod-+hBCObWCKVSqCz4mRy TaWz FEGS/ARIMAZ2 rhmZ i
Gnl5fdfe7uY+1sQfX205]jwTadl BM4 1ed0Sa/ukRal4UzVgnYp2ZalkKxtulf fWbl
+kf728ZIRAGazSLvGmABhu/GLEbg FU3FlSkwO3ECgYBpYKFTT 7 JvwnAErMEI F2yS
ICRKb(QaB3gPSe/1CgzylnhtaFOUbMxGeuowl AZRBwrz 7X3TZgHEDCY 0] 7mk3460f
OhGLITyoehkbYkAUtq03RYO4EKhES, TzMzBOf rXiPKgOs8UK)zkHGSE7ootlita
REXzu835EwxT6BwNN1abpQKBgNC8Tial ClgqlFteXQyGcldcRelMncUhKIKCP/ +xn
R3kV10EMZC fAdqirAjiQNaPkh9Bxbp2eHCrb81MFANLROS Lok 79b/ §VmTZMC 3upd
E1/1SWiZKPbw7hCFAeRtPhxyNT151dETuIUBEQid8111gi Pgn@p3sE@HpDIAGqZX
aaiMEQKBgQDK2bsnZESy@ZWhGTeuddvziKmFrSkIMGHEpLaTiliwliRhRYWIysZ9
BOIDxnrmwiPaS9bCtEpKE@zq28dq7 qupCsOCavRevOBhSHxByy23mOhFRzfDe(7z
NTKh193HHF1joNM&1 LHFyGRFEWNrrolSg fBudREUSRNR/ 6101 1x7 Xwe=
END RSA PRIVATE KEY

If you do not generate the private key as instructed and the private key does not start with  ——--—-
BEGIN PRIVATE KEY-——-- orend with  ---—- END PRIVATE KEY----- , run the following command to
convert the private key:

openssl rsa -in old server key.pem -out new server key.pem

Then, upload the new server key.pem file and the certificate together.

Convert certificate formats
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HTTPS configuration supports only certificates that are in the PEM format. If your certificates are not in
the PEM format, you must convert themto the PEM format. We recommend that you use OpenSSLto
convert certificate formats. This section describes how to convert certificates to PEM:

e Convert acertificate fromDERto PEM
The DER format is typically used for Java.
o Convert the certificate format:

openssl x509 -inform der -in certificate.cer -out certificate.pem

o Convert the private key format:

openssl rsa —-inform DER -outform pem -in privatekey.der -out privatekey.pem

e Convert a certificate fromP7B to PEM
The P7B format is typically used for Windows Server and Tomcat.
o Convert the certificate format:
openssl pkcs7 -print certs -in incertificat.p7b -out outcertificate.cer
Openthe outcertificat.cer file.Then, upload the part that starts with  ---——- BEGIN CERTIFIC
ATE---—- and ends with  ——-——- END CERTIFICATE-----

o A certificate inthe P7B format does not include a private key. When you configure an SSL
certificate in the DCDN console, specify the certificate information. You do not need to specify the

private key.

e Convert a certificate from PFX to PEM
The PFX format is typically used for Windows Server.

o Convert the certificate format:

openssl pkcsl2 -in certname.pfx -nokeys -out cert.pem

o Convert the private key format:

openssl pkcsl2 -in certname.pfx -nocerts -out key.pem -nodes

9.3. Configure an SSL certificate

Dynamic Route for CDN (DCDN) supports HTTPS secure acceleration. You can upload a custom
certificate or add a purchased certificate from SSL Certificates Service to DCDN to enable HTTPS secure
acceleration. HTTPS secure acceleration implements encryption for data in transit. T his topic describes
how to configure and renew an SSL certificate.

Prerequisites

e [f youwant to use a custom certificate, it must be in a valid format. For more information, see
Certificate formats.

Context
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DCDN supports only certificatesinthe pev format. If a certificate is not inthe pem format, convert
the certificatetothe pem format. For more information, see Convert certificate formats.

@ Note

Step 1: Configure or renew an SSL certificate

HTTPS secure acceleration is a value-added service. After you enable HTTPS, you are charged based on
the number of HTTPS requests. You cannot use DCDN data transfer plans to offset the fees. For more
information about HTTPS pricing, see Billing of requests and WebSocket.

1.

Inthe HTTPS Certificate section, click Modify.

o v A W N

Inthe HTTPS Settings dialog box, turn on SSL Acceleration.

Afteryou turn on SSL Acceleration, the system prompts that you will be charged for using
HTTPS. You can choose to enable or disable HTTPS based on your business requirements. For more
information about HTTPS pricing, see Billing of requests and WebSocket.

7. Onthe page that appears, configure parameters.
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HTTPS Settings X

Certificate authorities have adjusted the rules for free certificate applications. We

recommend that you apply for certificates in the S5L Certificate Service console.

S5L Acceleration ()

Value-added service. After you enable this service, HTTPS requests will be

charged.

Certificate Source () SSL Certificates Service  Alibaba Cloud Security Certificate Service
() Custom Certificate (Certificate + Private Key)

() Free Certificate
Certificate Name Enter a name for the certificate. Do not enter an existing

Certificate (Public

Key)
Pem Code Example
Private Key
Pem Code Example
“ Cancel
Parameter Description
Certificate Source contains an Alibaba Cloud certificate, a custom certificate,
and a free certificate. You can switch among these three types of certificates
based on your business requirements.
Certificate
o
Source
o
o
Certificate
Name
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Parameter Description
Certificate If you set the Certificate Source parameter to Custom Certificate
(Public Key) (Certificate + Private Key), you must set the Certificate (Public Key) and
Private Key parameters. For more information, see PEM Encoding Reference
Private Key below the Certificate (Public Key) and Private Key fields.
8. Click OK.

Step 3: Disable HTTPS secure acceleration

If you no longer require HTTPS secure acceleration, you can disable this feature in the DCDN console at
any time. HTTPS secure acceleration is disabled immediately after you turn of f the switch.

9.4. Enable HTTP/2

HTTP/2 is the latest version of HTTP. HTTP/2 enables more secure and efficient access to resources.
This topic describes the concept and benefits of HTTP/2. This topic also describes how to enable
HTTP/2.

Prerequisites

An HTTPS certificate is configured. For more information, see Configure an SSL certificate.

@ Note

e [f you are configuring an HTTPS certificate for the first time, you must wait forthe
certificate to take effect before you enable HTTP/2.

e [f you disable HTTPS certificates after your enable HTTP/2, HTTP/2 is automatically
disabled.

Context

HTTP/2, originally named HTTP 2.0, is the latest version of HTTP. It is supported by all major browsers
such as Google Chrome, Internet Explorer 11, Saf ari, and Mozilla Firefox. HT TP/2 provides optimized
performance and is compatible with HTTP/1.1 semantics. HTTP/2 is similar to SPDY but differs greatly
fromHTTP/1.1.

Benefits of HTTP/2:

e Binary encoding: Unlike HTTP 1.x that parses data into texts, HTTP/2 splits the data to be
transmitted into messages and frames and encodes theminto binary formats. Binary encoding makes
HTTP/2 more scalable. For example, frames can be introduced to transmit data and instructions.

e Content security: HTTP/2 is designed based on HTTPS, protecting content security while maint aining
network performance.

e Multiplexing: HTTP/2 allows multiplexing of multiple concurrent streams on a single connection.
Specifically, you can initiate countless requests at the same time over one connection by using a
browser, and the server returns the responses to these requests at the same time. In addition, you
can set stream dependencies, which the client uses to informthe server of the importance of a given
stream relative to other streams on the same connection, so that resources can be allocated
appropriately.

e Header compression: HTTP headers carry large volumes of information, which is transmitted
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repeatedly. HTTP/2 compresses HTTP headers into the HPACK format, allowing both ends of the
communications to each cache a copy of the HTTP header indexes and hence transmit only index
numbers for duplicate HTTP headers. This increases transmission speed and efficiency.

Procedure
1.

2.
3.
4.
5. Inthe HTTP/2 Setting section, tum on HTTP/2.

HTTP/2 Setting @)
Latest HTTP protocol. Make sure that you have configured the S5L certificate. What is HTTP/2?

9.5. Configure OCSP stapling

Online Certificate Status Protocol (OCSP) stapling allows Dynamic Route for CDN (DCDN) nodes to cache
the revocation status of SSL certificates and return the information to clients. Clients do not need to
query the revocation status of SSL certificates from certificate authorities (CAs). This reduces the time
that is required for the certificate validation process. This topic describes the OCSP stapling feature, the
prerequisites for enabling OCSP stapling, and how to enable OCSP stapling.

This topic consists of the following sections:

e QOverview
e Prerequisites

e Procedure

Overview

The OCSP information is provided by CAs. Clients can use OCSP to check the revocation status of SSL
certificates.

After OCSP stapling is enabled, the query process is performed by DCDN nodes. DCDN sends requests to
retrieve OCSP information at a low frequency and caches the retrieved OCSP information on DCDN
nodes. The default time-to-live (TTL) for cached OCSP information is 60 minutes. When a client sends a
Transport Layer Security (TLS) handshake request to DCDN, DCDN returns the certificate and OCSP
information to the client. The client can check the revocation status of the certificate without sending
queries to the CA. This improves the TLS handshake efficiency and reduces the validation time.

QCSP Stapling Disabled OCSP Stapling Enabled
1. Send an HTTP request 1. Send an HTTP request
_________ . e
o L1 Node [N Clent | L1 Node
2. Return the certificate 3. Return the certificate 4+

+ Return the OCSP response

CA
- 2. Send a query to the OCSP server

+ Cache to the node

3. Send a query to the OCSP server
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> Notice
e By default, OCSP stapling is disabled.

e The default TTL of cached OCSP information is one hour. After the information expires,
OCSP stapling does not take effect until the OCSP information is acquired again.

e You can enable or disable OCSP stapling for accelerated domain names that have HTTPS
secure acceleration enabled. If you delete the certificate settings, OCSP stapling is disabled.

e The OCSP stapling process does not raise security risks because the OCSP information of
digital certificates cannot be forged.

Prerequisites
Make sure that the following prerequisites are met before you configure OCSP stapling:

e AnSSL certificate is configured. For more information, see Configure an SSL certificate.
e 0CSP-specific extension fields are supported by clients. Otherwise, OCSP stapling cannot take effect.
e A medium or high number of queries per second (QPS) is maintained by your workloads. Otherwise,

OCSP stapling cannot take effect.
Procedure

1.
2.

3. Onthe Domain Names page, find the domain name that you want to manage and click Configure
in the Actions column.

4. Inthe left-side navigation pane of the domain name, click HTTPS Settings.

5. Inthe OCSP Stapling section, turn on OCSP Stapling.

OCSP Stapling @)

OCSP Stapling can improve the certificate verification performance. Learn More?

9.6. Configure force redirect

Prerequisites

An HTTPS certificate is configured. For more information, see Configure an SSL certificate.

Scenarios
HTTP and HTTPS force redirect features are suitable for the following scenarios:

e Foraccelerated domain names that have SSL certificates configured, you can enable 301 redirection
to redirect HTTP requests between clients and Dynamic Route for CDN (DCDN) nodes to HTTPS.
Compared with HTTP, HTTPS provides reinforced protection.
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e For security-insensitive applications, you can enable 301 redirection to redirect HTTPS requests
between clients and DCDN nodes to HTTP.

By default, the force redirect feature uses the HTTP 301 status code. You can change the HTTP status
code to 308. To change the HTTP status code, submit a ticket.

HTTP status code Description Processing method Use scenario

GET requests remain
unchanged. Requests
301 Moved Permanently that use other request Website refactoring.
methods may be
changed to GET.

Website refactoring.
This HTTP status code
is suitable for requests
that use request
methods other than
GET (with non-GET
links/operations).

Both the request
method and message
body remain
unchanged.

308 Permanent Redirect

Billing rules

e If you set Force Redirect to HTTPS to HTTP, you are charged for HTTPS requests before
redirection. HTTP requests that are redirected from HTTPS are free of charge.

e If you set Force Redirect to HTTP to HTTPS, you are charged for HTTPS requests that are
redirected fromHTTP. HTTP requests before redirection are free of charge.

Procedure
1.
2.
3
4.

5. Inthe Force Redirect section, click Modify.

6. Inthe Force Redirect dialog box, select a Redirect Type.
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Redirect type Description
Default Both HTTP and HTTPS requests are supported.
HTTPS to HTTP Redirects client requests from HTTPS to HTTP.
HTTP to HTTPS Redirects client requests from HTTP to HTTPS for secure data transmission.
7. Click OK.

9.7. Configure TLS version control

Alibaba Cloud Dynamic Route for CDN (DCDN) supports Transport Layer Security (TLS) version control.
You can enable TLS versions for your domain names based on your business requirements. Early versions
of TLS support browsers of earlier versions, but provide relatively low security. The latest versions of
TLS provide enhanced security, but may not be compatible with browsers of earlier versions. T his t opic
describes the concepts, use scenarios, and configuration method of TLS version control.

TLS versions

TLS is designed to ensure the security and integrity of data transmitted between two applications. A
typical use case of TLS is HTTPS. HTTPS, also known as HTTP over TLS, is a secure version of HTTP.
HTTPS runs below the top application layer (HTTP) and above the transport layer (TCP), and provides

data encryption and decryption services.

Version Description

TLS 1.0 was defined in RFC 2246 in 1999 as an update to SSL
3.0. TLS 1.0 is vulnerable to various attacks, such as BEAST and
TLSv1. POODLE attacks. TLS 1.0 is no longer recommended for network
0 protection due to the weak encryption performance. TLS 1.0 is
not compliant with Payment Card Industry Data Security
Standard (PCI DSS).

TLSv1. TLS 1.1 was defined in RFC 4346 in 2006 as an update to TLS
1 1.0. TLS 1.1 fixed some vulnerabilities in TLS 1.0.

TLSv1. TLS 1.2 was defined in RFC 5246 in 2008 and is a widely used
2 TLS version.

Supported mainstream
browser

Internet Explorer 6 and
later

Google Chrome 1 and later

Firefox 2 and later

Internet Explorer 11 and
later

Google Chrome 22 and
later

Firefox 24 and later

Safari 7 and later

Internet Explorer 11 and
later

Google Chrome 30 and
later

Firefox 27 and later

Safari 7 and later
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. . Supported mainstream
Version Description PP

browser
TLS 1.3 was defined in RFC 8446 in 2018 as the latest TLS
version. TLS 1.3 supports the zero round trip time resumption ® Google Chrome 70 and
TLSv1. . .
3 (0-RTT) mode and allows you to establish faster connections. later
TLS 1.3 supports only key exchange algorithms of perfect e Firefox 63 and later
forward secrecy to enhance security.
Procedure

An SSL certificate is configured for the domain name. For more information, see Configure an SSL
certificate.

@ Note By default, TLS 1.0, TLS 1.1, and TLS 1.2 are enabled.

voA W

. Inthe TLS Version Control section, enable or disable specific TLS versions based on your business
requirements.

TLS Version Control

After a version of the TLS protocol is enabled or disabled, the TLS protocol is also enabled or disabled for your accelerated domain name. What is TLS?
TLSv1.0 O
TLSv1.1 «©
Tisvi.2 «©
TLSv1.3 >

Recommended versions

Scenario Recommended version

Require compatibility with browsers of earlier

. L — TLS1.0,TLS 1.1, and TLS 1.2
versions and security is not a priority

Security is a priority and incompatibility with some

TLS 1.2
browsers is acceptable

Early adopters TLS 1.0, TLS 1.1, TLS 1.2, and TLS 1.3

9.8. Configure HSTS

This topic describes how to configure HTTP Strict Transport Security (HSTS). After HSTS is configured,
clients such as browsers can establish only HTTPS connections to Dynamic Route for CDN (DCDN) nodes.
HSTS protects requests from hijacking.
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Prerequisites

An SSL certificate is configured for the domain name. For more information, see Configure an SSL
certificate.

Context

HSTS is a policy mechanism that allows websites to accept only HTTPS connections. Websites can use
HSTS to demand that clients such as browsers must use HTTPS. AILHTTP requests and untrusted SSL
certificates are rejected. HSTS prevents man-in-the-middle (MIT M) attacks during the first visits from
clients.

If HSTS is disabled and HTTPS is enabled on DCDN nodes, HTTP requests sent to the DCDN nodes are
redirected to HTTPS based onthe HTTP 301 or 302 status code when redirection fromHTTP to HTTPS
is enabled. The first HTTP request sent from a client to a DCDN node may be hijacked or tampered with.
Hijacking and tampering raise security issues. If HSTS is enabled, clients can access the origin server only
over HTTPS. This prevents requests from hijacking and tampering.

The HSTS response header is provided in the format of strict-Transport-Security:max-
age=expireTime [;includeSubDomains] [;preload] .The following table describesthe parameters in
the header.

Parameter Description
max-age The time-to-live (TTL) of the HSTS header. Unit: seconds.

Optional. If this parameter is set, HSTS is enabled for the domain name

includesubDomains and all subdomains of the domain name.

Optional. This parameter allows you to add the domain name to the HSTS

L
preload preloaded list of the browser.

Limits
e Before HSTS takes effect, you can Configure force redirect to redirect the first HTTP request froma
client to HTTPS by using 301 redirection.

e The HSTS response header applies to the responses to HTTPS requests but does not apply to the
responses to HTTP requests.

e HSTS applies only to port 443.

e HSTS applies only to domain names. It does not apply to IP addresses.

Procedure

voA W

. Inthe HSTS section, turn on HSTS and specify the Expire In and Include Subdomains
parameters.

o Expire In: specifies the TTLforthe HSTS response header to be cached on the browser. You can
specify a value between 0 and 730. We recommend that you set the value to 60. Unit: days.
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o Include Subdomains: Proceed with caution. Make sure that HTTPS is enabled for all subdomains
of the accelerated domain name. Ot herwise, URLs to the subdomains become inaccessible after
the requests are redirected to HTTPS.

Configure HSTS X

Expire In &0

Include

Subdomains

Cancel

6. Click OK.

9.9. Enable ShangMi for HTTPS

Alibaba Cloud provides the ShangMi (SM) for HTTPS feature to meet your security requirements. T his
topic describes how to enable ShangMifor HTTPS.

Prerequisites

e AnSMcertificate is purchased and deployed in the SSL Certificates Service console. For more
information, see Step .

@ Note Youmust purchase an SM certificate in the SSL Certificates Service console. You
cannot upload a custom SM certificate.

e AnSSL certificate is configured for your domain name. For more information, see Configure an SSL
certificate.

Background information

e ShangMifor HTTPS supports the SM2 algorithm and security protocols of the Chinese cryptographic
standards. The SM2 algorithm s a public key cryptographic algorithm based on elliptic curves. You can
use the Chinese cryptographic algorithmto establish an encrypted connection based on SSL and
verify server identities. The browser that you use must support the Chinese cryptographic algorithm.

e Alibaba Cloud Dynamic Route for CDN (DCDN) provides more secure transmission over HTTPS based on
the SM2 and SM3 algorithms. The SM2 algorithm is a public key cryptographic algorithm based on
elliptic curves. The SM3 algorithm is a cryptographic hash algorithm.

e Cipher suites that are supported include ECC-SM2-WIT H-SM4-SM3 and ECDHE-SM2-WIT H-SM4-SM3.
The cipher suites are used to verify whether the Chinese cryptographic algorithmis enabled.

e You can use the Chinese cryptographic algorithm for HTTPS only in Linux. If you use AliOS, you must
deploy BabaSSL.

Procedure
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In the left-side navigation pane, choose Content Delivery > Domain Names.

Find the domain name for which you want to enable ShangMifor HTTPS, click HTTPS Settings in
the Actions column, and then click HTTPS Settings in the left-side navigation pane.

. Inthe ShangMi for HTTPS section, turn on ShangMi for HTTPS.

. (Optional) If the message No SSL certificate is available appears, clickBuy and Configure

Certificate.
i. Logontothe SSL Certificates Service console to purchase a certificate.

ii. Upload the certificate. For more information, see Upload a certificate.

. If a certificate is available, select the certificate and click OK to enable ShangMifor HTTPS.
. (Optional) If you want to disable the ShangMi for HTTPS feature, turn off ShangMi for HTTPS

inthe ShangMi for HTTPS section.

Related API operations

Operation Description

Enables or disables an SM certificate for a domain

SetDcdnDomainSMCertificate

name.

DescribeDcdnSMCertificateDetail Queries the details about an SM certificate.

Queries the SM certificates of an accelerated domain

DescribeDcdnSMCertificateList

name.

9.10. Enable authentication on client

C

ertificates

By default, SSL certificates can be used only for one-way authentication. These certificates are used by
a client to verify the identity of a server. Alibaba Cloud Dynamic Route for CDN (DCDN) supports the
authentication of client certificates. You can add a custom certificate authority (CA) certificate to verify
the identity of the client for the server. This way, the client and the server can verify the identity of

each other and communication between the website and the user is secured. T his topic describes how

to

enable and configure the authentication on client certificates feature.

Prerequisites

e The SSL Certificate feature is enabled and configured. For more information, see Configure an SSL

certificate.

e Aclient CA certificate is issued.

Procedure

1.

2. Inthe left-side navigation pane, click Domain Names.

3. Onthe Domain Names page, find the domain name that you want to manage and click Configure
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in the Actions column.
4. Inthe left-side navigation pane of the domain name, click HTTPS Settings.

5. Tumon Authentication on Client Certificates. Inthe Configure Authentication on Client
Certificates dialog box, enter a customclient CA certificate inthe Client CA Certificate field.

Turnon Authentication on Client Certificates.

Authentication on Client Certificates

You can deploy CA certificates in DCDN to check the validity of client certificates. What is authentication on client certificates?

Enter a customClient CA Certificate inthe Client CA Certificate field.

Configure Authentication on Client Certificates X
Client CA Enter a client certificate
Certificate

PEM Encoding Reference What is authentication on client

certificates?

6. Click OK.

Afteryou enable Authentication on Client Certificates, DCDN checks whether the certificate of
a client is valid when the client sends an HTTPS request. If the certificate of the client is valid, the
request is allowed. Otherwise, the request is rejected.
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10.Access Control
10.1. Overview

You can use Referer-based hotlink protection, URL signing, IP blacklists and whitelists, and User-Agent
blacklists and whitelists to recognize and filter user requests. These features regulate access to Alibaba
Cloud DCDN and improve service security.

You can use the following features to implement access control.

Feature

Configure a referer
whitelist or

blacklist to enable
hotlink protection

Configure URL
authentication

Configure an IP
address blacklist
or whitelist

Configure a User-
Agent blacklist or
whitelist

Description

Allows you to configure a Referer whitelist or blacklist to recognize and filter user
requests. This feature requlates access to Alibaba Cloud DCDN and protects your
websites from hotlinks.

Allows origin servers to authenticate requests based on signatures. URL signing
supports custom signature strings and timestamps, and protects origin servers from
unauthorized access. Compared with Referer-based hotlink protection, URL signing
provides enhanced protection and is suitable for protecting security-sensitive files.

Allows you to configure an IP whitelist or blacklist to recognize and filter user
requests. This feature regulates access to Alibaba Cloud DCDN and prevents security
issues such as IP theft and attacks.

A user agent identifies a client. You can configure a User-Agent blacklist or whitelist to
recognize and filter user requests. Only authorized clients have access to your
resources.

10.2. Configure a referer whitelist or
blacklist to enable hotlink protection

You can configure a Referer whitelist or blacklist to specify whether Referer headers with empty values
are allowed to access your resources. You can use the Referer header to control access to resources
and protect websites from unauthorized access.

Context

) Notice
e By default, hotlink protection is disabled.
e Afteryou add a domain name to the referer whitelist or blacklist, the wildcard domain name

that the domain name matches is automatically added to the whitelist or blacklist. For
example, if youadd example.com to the whitelist or blacklist, the domain name that takes

effectis *.example.com .Hotlink protection takes effect on all domain names that match
*.example.com.
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The Referer header is a component of the header section in HTTP requests and carries information
about the source address, including the protocol, domain name, and query string. Refereris used to
identify the source of arequest.

You can configure a referer whitelist or blacklist to identify the sources of requests that are sent to
Alibaba Cloud Dynamic Route for DCDN nodes, and determine whether to allow the requests to access
your resources. If a request is allowed, DCDN returns the URL of the requested resource. If a request is
not allowed, DCDN returns an HTTP 403 status code.

! ieq
Uest f
I eSour
Ces

Referer whitelist Return the

reque
reso;_u-,:,es Steq

Request for resources
DCDN node
Return 403

S

Referer blacklist

Procedure

1.
2.
3

4,
5. Onthe Hotlink Protection tab, turn on Hotlink Protection.

6. Select Blacklist or Whitelist based on your business requirements.
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Hotlink Protection X
Type () Blacklist
(@ Whitelist
The blacklist and whitelist are mutually exclusive. Only one can be
used at any time.
Rules Enter a rule
Separate multiple referers by pressing Enter. Wildcards are
supported. For example, you can enter a.*b.com to match domain
names such as a.aliyun.b.com and a.img.b.com.
Allow resource URL access from browsers.
Requests with an empty referer header are allowed to access
DCDN resources.
OK Cancel
Parameter Description
o Blacklist
Requests from the domain names in the blacklist cannot access the current
resource.
o Whitelist
Type Only requests from the domain names in the whitelist are allowed to access the

current resource.

@ Note Blacklists and whitelists are mutually exclusive. You can configure
only one of them.

© You can add multiple domain names to the Referer whitelist or blacklist.
Separate domain names with carriage return characters.

© You can use an asterisk (*) to specify wildcard domain names. For example, if
Rules you specify  .*developer.aliyundoc.com , image.developer.aliyundoc.
com and video.developer.aliyundoc.com match the wildcard domain

name.
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Parameter Description
Allow resource If you select this check box, requests that have empty referer values or do not
URL access carry the referer field, such as requests sent from browsers, are allowed to access
from browsers. the requested resource regardless of the referer whitelist or blacklist.

7. Click OK.

10.3. URL authentication
10.3.1. Configure URL authentication

By default, content distributed by Dynamic Route for CDN (DCDN) is publicly available. Users can access
the content by using URLs. If you want to prevent your resources from hotlinking and unaut horized
access, you can use referer whitelist and blacklist, IP whitelist and blacklist, and URL authentication to
regulate access control. URL authentication adds signature strings and timestamps to URLs to enhance
access control. This topic describes how URL authentication works, how to enable or disable URL
authentication, and how to verify the URL authentication settings.

This topic consists of the following sections:

e How URL authentication works
e Configure and enable URL authentication
e Checkthe URL authentication result

e Disable URL authentication

How URL authentication works

DCDN nodes work with origin servers to implement URL authentication to protect resources on the origin
servers in a more secure and reliable manner. URL authentication involves the following objects:

e QOrigin server: The origin server encrypts URLs based on the URL authentication rules, including
authentication algorithms and cryptographic keys. Then, the origin server returns the encrypted URLs
to clients.

e Client: The client initiates a request and sends the encrypted URL to DCDN nodes for authentication.

e DCDN nodes: The DCDN nodes verify the authentication information, including the signature and
timestamp, in the encrypted URL.
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@ Verify Signed URL
DCDN node
. @Signed URL: Request
o resources

Back-to-origin:

DCDM restores the URL to the original one:

http://DomainMName/FileName

@ Authgnncatlon v @ Visit page
key, timestamp, —
etc. > < / 7
D @ signed URL i I .-
. . . A .
DCDN user (Origin) Application server 1 Client
1

Type A: i
http//DomainName/Filename?auth_key=timestamp-rand-uid-md5Shash ]
Type B: i
http-//DomainName/timestamp/md5Shash/FileMame |
Type C: i

* Format 1: http://DomainName/{<mdShash=/<timestamp=}/FileMames i

* Format 2: http://DomainMame/FileName{&KEY1=<md5hash>&KEYZ2=<>} timestamp |

1. You must configure URL authentication rules, including authentication algorithms and
cryptographic keys, on your origin server.

Forexample, nttp://DomainName/timestamp/md5hash/FileName IS a URL encrypted by the origin
server.

2. When a client attempts to access a URL, the origin server encrypts the URL based on the
authentication rules, and then returns the encrypted URL to the client, as shown in Step 2 and Step
3 inthe preceding figure.

3. The client uses the encrypted URL to request resources from DCDN nodes, as shown in Step 4 inthe
preceding figure.

4. The DCDN nodes check the authentication information, including the signature string and
timestamp, in the encrypted URL and determine whether the request is valid, as shown in Step 5 in
the preceding figure.

o If the request fails the authentication, DCDN nodes reject the request.

o If the request passes the authentication, DCDN nodes respond to the request.

@ Note

m [f the requested resource is not cached on DCDN nodes, the nodes remove the
authentication parameters fromthe URL and restore the URL to the original version
before the request is redirected to the origin server. For example, the URL is restored
to nttp://DomainName/FileName .Then,the original URLis used to generate a cache
key or initiate a back-to-origin request.

m Afterarequest passes the authentication, the special characters such as equal signs
( = )and plussigns ( + )inthe URL are escaped.
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Configure and enable URL authentication

) Notice

e Before you enable URL authentication, make sure that you have configured URL
authentication rules, including authentication algorithms and cryptographic keys, on the
origin server.

e The authentication logic on DCDN nodes must be the same as that on the origin server.

2.
3

4.

5. Clickthe URL Authentication tab.

6. Turnon URL Authentication Setting.

7. Inthe URL Authentication dialog box, configure URL authentication parameters.

URL Authentication

Authentication

Type

Primary Key

Secondary Key

validity Period

Parameter

(@ Method &
) Method B

() Methed C

Enter a primary key
The primary key must be 16 to 128 characters in length, and can
contain letters, digits, and special characters. It cannot contain
space characters or dollar signs (3).

Enter a secondary key

The secondary key must be 16 to 128 characters in length, and
can contain |etters, digits, and special characters. It cannot contain
space characters or dollar signs (3).

1800

The default validity period is 1,800 seconds.

Description

X

92
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Parameter Description

Alibaba Cloud DCDN supports three URL authentication methods. You can select an

authentication method based on your business requirements to protect resources on

your origin server. Supported authentication methods are:

°o Type A signing

o Authentication type B

o Authentication type C

Authentica @ Note If a URL authentication error occurs, a 403 error is returned.
tion Type .
© Invalid MD5 values
Example: X-Tengine-Error:denied by req auth: invalid md5hash=d
e7bfdc915ced05e17380a149bd760be
o Invalid timestamps
Example: X-Tengine-Error:denied by req auth: expired timestamp
=1439469547
Primar
Key y Specify the primary key for the selected authentication method.
Secondary . .
Key Specify the secondary key for the selected authentication method.

Specify a validity period for encrypted URLs. Users can access DCDN nodes before the

encrypted URLs expire. The expiration time of an encrypted URL is determined by the

timestamp value and the specified validity period.

o Unit: seconds.

validity o Valid values: 1 to 31536000.
Period o Default value: 1800, which equals 30 minutes.

o For example, the timestamp of an encrypted URL is 2020-08-15 15:00:00 (UTC+8),
and the value of validity period is 1800. In this case, the encrypted URL remains valid
until 15:30:00 on August 15, 2020 (UT C+8).

8. Click OK.

Check the URL authentication result

To ensure that the authentication logic is correctly implemented, we recommend that you run a test in
the DCDN console to verify whether the encrypted URLs are correct.

1. Inthe Generate Signed URL section, configure Original URL and other parameters.
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Generate Encrypted URL for Testing
+ Orginal URL Enter an absolute URL
Authentication @ Method &
Type ) Method B
() Methad €
Authentication Enter the primary or secondary key
Key
Walidity Period Enter a validity peried in seconds, such as 1800
Parameter Description
Original )
URL Enter a complete URL, for example, https://www.aliyun.com
Tvoe Select the URL authentication method that you specified in Configure and enable URL
yp authentication.
Cryptogra Configure Primary Key or Secondary Key based on the key that you specified in
phic Key Configure and enable URL authentication.
Validity Enter the validity period of the encrypted URL that you specified in Configure and enable
Period URL authentication.

2. ClickGenerate to obtain the Authentication URL and Timestamp.

Authentication URL Copy
n n

oy R o B BB P NPty I N

Timestamp

Disable URL authentication

) Notice If URL authentication is disabled on DCDN nodes, but user requests still carry
authentication parameters, DCDN nodes fail to remove the authentication parameters. In this case,
the requests cannot hit cache on DCDN nodes and are redirected to the origin server. T his increases
network traffic on the origin server and data transfer fees. If you want to disable URL
authentication, make sure that URL authentication is disabled on both the origin server and DCDN
nodes.
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Drop in cache hit ratio
P Increase in back-to-origin traffic [ o]
> g o]
I . 1 Request resources: Signed Back-to-origin: Signed URL [ o]
. URL A A - . - .
Client ! DCDN node ! (Origin) Application
: L server
Type A:
http://DomainName/Filename?auth_key=timestamp-rand-uid-mdShash
H Type B:

http://DomainName/timestamp/mdShash/FileName

Type C:
* Format 1: http://DomainName/{<md5hash>/<timestamp>}/FileName
* Format 2: http://DomainMame/FileName{&KEY1=<mdShash>&KEY2=<>} timestamp

1. Log onto the DCDN console, navigate to the URL Authentication Setting section, and then turn off

Modify.

2. Onthe origin server, delete the URL authentication settings.

10.3.2. Type A signing

Dynamic Route for CDN (DCDN) provides the URL signing feature to protect origin servers from

unauthorized access and downloads. The URL signing feature supports three signing types. This topic

describes how type A signing works.

How it works

URLs are signed in the following format:

http://DomainName/Filename?auth key=timestamp-rand-uid-md5hash

The following table describes the fields in a signed URL.

Field

DomainName

Filename

auth_key

timestamp

rand

Description
The accelerated domain name.

The actual URL that points to the requested resource on the origin server. The
Filename field must start with a forward slash (/).

The cryptographic key that you have set.

The time when a URL expires. The value is a 10-digit positive integer. It specifies the
number of seconds that have elapsed since 00:00:00 (UTC+8) on January 1, 1970 and
the time-to-live (TTL) value of the cryptographic key. The TTL value of the
cryptographic key is set on user clients. If the TTL value is set to 1,800 seconds by a
user when they initiate a request, the URL of the request expires 1,800 seconds after
the client connects to the CDN node.

For example, if the connection between the client and origin server is established at
15:00:00 (UTC+8) on August 15, 2020 (2020-08-15 15:00:00), the URL of the request
expires at 15:30:00 (UTC+8) on August 15 (2020-08-15 15:30:00).

A random number. The number must not contain hyphens (-). Example:
477b3bbc253f467b8def6711128c7bec. We recommend that you use a universally
unique identifier (UUID).
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Field Description
uid The user ID. Set this field to 0.

The string that is calculated by using the MD5 algorithm. It must be 32 characters in

md5hash
length, and can contain digits and lowercase letters.

When a DCDN node receives a request, it determines whetherthe timestamp inthe request is earlier
thanthe current time.

e [f the timestamp is earlier than the current time, the DCDN node determines that the URL expires and
returns a 403 error.

e [f the timestamp is later than the current time, the DCDN node generates a string in the same format
asthe sstring string. It then uses the MD5 algorithmto calculate the Hashvalue , and compares

it withthe mdshash value inthe request.

o If they are the same, the request passes the authentication. The DCDN node returns the requested
resource.

o If they are different, the authentication fails. The CDN node returns a 403 error.
The Hashvalue is calculated based onthe following string:

sstring = "URI-Timestamp-rand-uid-PrivateKey". The URI specifies the address that points
to the requested resource. It does not contain parameters such as /Filename.

HashValue = md5sum(sstring)

Example
The following example shows how to implement type A signing.
1. A userwants to retrieve a resource by using req auth
http:// cdn.example.com/video/standard/1K.html

2. The cryptographic key is aliyuncdnexp1234.

3. The expiration time of the authentication configuration file is 00:00:00 (UT C+8) on October 10,
2015 (2015-10-10 00:00:00). Therefore, the validity period is 1,444,406,400 seconds.

4. The DCDN node generates a signature string to calculate the Hashvalue

/video/standard/1K.html-1444435200-0-0-aliyuncdnexpl234

5. The DCDN node calculates Hashvalue based on the signature string.

HashValue = md5sum("/video/standard/1K.html1-1444435200-0-0-aliyuncdnexpl234") = 80cd386
2d699p7118eed99103f2a3a4f

6. Sign the request URL.

http://cdn.example.com/video/standard/1K.html?auth key=1444435200-0-0-80cd3862d699b7118
eed99103f2a3a4f

If the Hashvalue calculated by the CDN node isthe same asthe mdshash value contained inthe
request (both are 80cd3862d699b7118eed99103f2a3a4f in this example), the request passes the
authentication. Otherwise, the request fails the authentication.

96 > Document Version: 20220712



Domain Management-Access Contr
ol

dcdn

10.3.3. Authentication type B

The URL authentication feature protects resources on origin servers from unauthorized access and
downloads. Dynamic Route for CDN (DCDN) provides you with three authentication types. T his t opic
describes how authentication type B works and provides an example.

How it works

A request URL is encrypted in the following format:

http://DomainName/timestamp/md5hash/FileName

If the request passes authentication, the actual URL used to access the origin server is in the following
format:

http://DomainName/FileName

The following table describes the fields in an encrypted URL.
Field Description
DomainName The domain name of the DCDN node.
The time when the URL expires. The time is included in the URL and is used to calculate

the md5hash value. The time follows the YYYYMMDDHHMM format. The time-to-
live (TTL) value of a URL is 1,800 seconds.

timestamp . .
For example, if you set the access time to 15:00:00 (UT C+8) on August 15, 2020
(2020-08-15 15:00:00), the request URL expires at 15:30:00 (UTC+8) on August 15,
2020 (2020-08-15 15:30:00).

md5hash The string that is calculated by using the MD5 algorithm. The string is 32 characters in
length, and can contain digits and lowercase letters.

. The actual URL that points to the requested resource on the origin server. The

FileName . . .

Filename field must start with a forward slash (/).
Example

The following example shows how to implement type-B authentication.

1. Retrieve the following object fromthe origin server.

http://cdn.example.com/4/44/44c0909%cfc20a0lafaf256ca99a8b8b.mp3

2. Set the key to aliyuncdnexp1234.
3. Set the time when the origin server is accessed to 201508150800.

4. The DCDN node creates a signature string to calculate Hashvalue

aliyuncdnexpl234201508150800/4/44/44c0909bcfc20a0lafaf256ca99a8b8b.mp3

5. The DCDN node calculatesthe mdshash value based on the signature string Hashvalue
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md5hash = md5sum("aliyuncdnexpl234201508150800/4/44/44c0909bcfc20a0lafaf256ca%99a8b8b.mp
3") = 9044548efl527deadafa49a890a377£0

6. Encrypt the request URL.

http://cdn.example.com/201508150800/9044548ef1527deadafad49a890a377£0/4/44/44c0909%bcfc20
allafaf256ca99%a8b8b.mp3

If the value of mdshash calculated by the DCDN node is the same as the value of mdshash
contained in the request (both are 9044548ef1527deadafa49a890a377f0), then URL authentication
succeeds. Otherwise, URL authentication fails.

10.3.4. Authentication type C

The URL authentication feature protects resources on origin servers from unauthorized access and
downloads. Dynamic Route for CDN (DCDN) provides you with three authentication types. T his t opic
describes how authentication type C works and provides an example.

How it works
A URL is encrypted in one of the following formats:

e Format 1

http://DomainName/ {<md5hash>/<timestamp>}/FileName

e Format 2

http://DomainName/FileName { &KEY1=<md5hash>&KEY2=<timestamp>}

@ Note The content enclosed by braces ( {1 )indicates the encrypted information that is
added based on the standard URL format.

The following table describes the fields in an encrypted URL.

Field Description
DomainNam
o The domain name of the DCDN node.
. The actual URL that points to the requested resource on the origin server. The Filename
FileName . )
field must start with a forward slash (/).
The time when the origin server is accessed. The time must be in UNIX time. The value of
. the field is an unencrypted plaintext string. It is 10 digits in length. The value indicates the
timestamp . . .
number of seconds that have elapsed since January 1, 1970. The number is a hexadecimal
value.
md5hash The string that is calculated by using the MD5 algorithm. The string 32 characters in length.
It can contain digits and lowercase letters.
Example

The following example shows how to implement type-C authentication.
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e Set the value of the PrivateKey field to aliyuncdnexp1234
e Set the value of the FileName fieldto /lesson-01.mp4
e Set the value of the timestamp field to 55cEs100

e Calculate the value of md5hash.

md5Shash = md5sum(aliyuncdnexpl234/lesson-01.mp455CE8100) = a37fab50a5fb8£71214ble7c95ecT**

* %

e The following encrypted URLs may be generated:
o Format 1:

http://example.aliyundoc.com/a37fa50a5fb8f71214ble7c95ecT****/55CE8100/lesson-01 .mp4

o Format 2:

http://example.aliyundoc.com/lesson-01.mp4?KEY1=a37fa50a5fb8f71214ble7c95ecT****gKEY2=5
5CE8100

When a client uses the encrypted URL to access a DCDN node, the DCDN node extracts encrypted string
1 and obtains Filename and access time fromthe original URL. The DCDN node performs the

following steps to validate the request based on the defined business logic:
1. The CDN node usesthe Filename ,accesstime,and privatekey Of the original URLto perform
MD5 encryption. Encrypted string 2 is generated.

2. The DCDN node compares string 1 and string 2. If the two strings are different, the request is
rejected.

3. The DCDN node checks whether the difference between its current time and the time in the original
URL exceeds the time-to-live (TTL) value. By default, the value of TTLis 1,800 seconds.
o If the time difference is smaller than the TTL value, the DCDN node returns a successful response.

o If the time difference is greater than the TTL value, the DCDN node rejects the request and
returns a 403 error.

@ Note Assume that the TTL of 1,800 seconds is used for a request. If the difference
between the time you access the origin server and the preset access time inthe URL is greater
than 1,800 seconds, the request fails authentication. For example, if you set the access time to
15:00:00 (UTC+8) on August 15, 2020 (2020-08-15 15:00:00), the URL expires at 15:30:00
(UTC+8) on August 15, 2020 (2020-08-15 15:30:00).

10.4. Configure an IP address blacklist
or whitelist

An IP blacklist or whitelist filters user requests and blocks or allows requests from specified IP addresses.
IP lists can protect origin servers from IP theft and attacks. This topic describes how to configure an IP
blacklist or whitelist.

Usage notes

e By default, the IP list feature is disabled. The IP blacklist and whitelist are mutually exclusive. You can
configure only one of them.
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e [f anIP address is added to the blacklist, requests fromthe IP address can still be sent to DCDN edge
nodes. However, the DCDN edge nodes will reject the request and return a 403 error. Requests sent
fromIP addresses that are on the blacklist are recorded in the DCDN logs.

e The IP blacklist and whitelist identify IP addresses based on Layer 7 HTTP IP recognition techniques.
Network traffic may be generated when DCDN edge nodes blocks requests. If clients access DCDN
edge nodes over HTTPS, HTTPS request fees are incurred due to resources consumed for processing
requests on DCDN edge nodes.

Procedure

1.
2.
3

4.

5. Onthe right side of the page that appears, clickthe IP Blacklist /Whitelist tab.
6. Turn on IP Blacklist /Whitelist, and configure an IP address Blacklist or Whitelist as prompted.

Configure Rules X
Type (® EBlacklist
Whitelist
The blacklist and whitelist cannot be configured at the same time.
Rules

Parameter Description

The following types of IP list are supported:
o Blacklist

Requests from IP addresses on the blacklist are blocked.
Type
o Whitelist

Only requests from IP addresses on the whitelist are allowed to access resources on
DCDN edge nodes.

100 > Document Version: 20220712



Domain Management-Access Contr

dcdn
ol

Parameter Description

Enter CIDR blocks such as 192.0.2.1/24 or IP addresses such as 192.168.0.1. Make sure
that the CIDR blocks are not duplicate. Both IPv4 and IPv6 addresses are supported. You
can add a maximum of 100 IP addresses to the whitelist or blacklist. Separate IP
addresses with carriage return characters.

Rules ) o .
IPv6: Both the blacklist and whitelist support IPv6 addresses. The letters in IPv6

addresses must be in uppercase, for example, 2001:DB8:0:23:8:800:200C: **** or
2001:0DB8:0000:0023:0008:0800:200C: ****, The notation of an IPv6 address must not
be shortened. For example, 2001:0DB8::0008:0800:200C: **** is invalid.

7. Click OK.

Configuration examples
e Whitelist

CIDR clock: 192.0.2.1/24

Expected result: only IP addresses that range from 192.0.2.1 to 192.0.2.254 (192.0.2.1 and
192.0.2.254 included) can access the resources of the accelerated domain name.

e Blacklist
IP address: 192.168.0.1

Expected result: The IP address 192.168.0.1 is not allowed to access the resources of the accelerated
domain name.

10.5. Configure a User-Agent blacklist
or whitelist

You can configure a User-Agent blacklist or whitelist to authenticate and filter visitors. This can restrict
access to Dynamic Route for CDN (DCDN) resources and improve DCDN security. T his topic describes how
to configure a User-Agent blacklist or whitelist.

Context

If you need to implement access control based on the User-Agent field, you must configure a User-
Agent blacklist or whitelist to filter requests.

e User-Agent blacklist: The User-Agent fields in the blacklist cannot be used to access resources.

If your User-Agent field is added to the blacklist, a request with the User-Agent field can be sent to a
DCDN node. However, the DCDN node rejects the request and returns a 403 error. The requests that
contain the User-Agent fields in the blacklist are recorded in DCDN logs.

e User-Agent whitelist: Only User-Agent fields in the whitelist can be used to access resources.

Procedure
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5. Onthe right side of the page that appears, clickthe User-Agent Black/White List tab.
6. Turmn on User-Agent Black/White List, and configure a User-Agent Blacklist or Whitelist as
prompted.
Configure Rules X
Type @ Blacklist
() Whitelist
The blacklist and whitelist cannot be configured at the same time.
Rules
Wildcards and multiple values are supported. For example,
*curl*|*IE*|*chrome*|*firefox*. Multiple values are separated by a
pipe delimiter.
Parameter Description
The following two types are supported:
o Blacklist
The User-Agent fields in the blacklist cannot be used to access the current resources.
Type o Whitelist
Only User-Agent fields in the whitelist can be used to access the current resources.
Blacklists and whitelists are mutually exclusive. The most recent configuration takes
effect.
When you configure the User-Agent fields, separate values with vertical bars (]). The
Rules User-Agent fields can contain wildcards (*), such as  *curl*|*IE*|*chrome* | *firefo
X*
7. Click OK.
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11.Performance Optimization
11.1. Overview

Dynamic Route for CDN (DCDN) provides multiple optimization features. These features help to reduce
the size of the content that you want to access, accelerate content delivery, and improve the
readability of the requested web pages.

DCDN supports the following optimization features.

Feature

Configure HT ML
optimization

Configure
intelligent
compression
Configure video

seeking

Ignore parameters

Description

Enables DCDN to automatically remove redundant comments and duplicate spaces
from all HTML pages. This helps to reduce file size and improve page readability.

Enables DCDN to compress static files by using Gzip. This helps to reduce the size of
the transmitted files and accelerate content delivery.

Allows you to seek a specified position when you play video and audio content
without compromising the playback quality.

Enables DCDN to ignore the parameters following a question mark (2 ) inthe URL
of areceived request when it retrieves and caches the requested resource from the
origin server.

11.2. Configure HTML optimization

Dynamic Route for CDN (DCDN) supports the HT ML optimization feature. This feat ure enables DCDN to
automatically remove redundant content fromweb pages, such as comments and additional
whitespace characters in HTML pages and CSS or JavaScript code. This reduces file sizes, accelerates
content delivery, and improves website readability.

Limits

e If MD5 validation is configured for a file on the origin server, do not enable the HT ML optimization

feature.

The HTML optimization feature changes the MD5 value of a file. Afterthe file is optimized, the MD5
value of the file is no longer the same as the original file stored on the origin server.

e [f the origin server has Gzip or Brotli compression enabled, HT ML optimization does not take effect.
DCDN directly returns compressed files to clients.

e [f both HTML optimization and Intelligent or Brotli compression are enabled, HT ML optimization does
not take effect. DCDN only compresses files.

Procedure

P w N
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5. Inthe HT ML Beautifier section, you can turn on HT ML Optimization, CSS Optimization, or
JavaScript Optimization.

@ Note

HTML Beautifier
Remove re on the page such as HTML pages, annotations in embedded JavaScript and C5S code, and repeated blank characters. Configure page optimization

HTML Optimization

CSS Optimization

JavaScript Optimization

Related API operations

BatchSetDcdnDomainConfigs

11.3. Configure intelligent
compression

Afteryou enable the intelligent compression feature, Alibaba Cloud Dynamic Route for CDN (DCDN)
nodes compress resources before the resources are returned to clients. This reduces file sizes,
accelerates file distribution, and reduces bandwidth consumption.

Context

e Both Gzip compression and Brotli compression are supported. Intelligent compression uses Gzip to
compress files. For more information about Brotli compression, see Configure Brotli compression.

e Intelligent compression compresses files that are larger than 1 KB. Files smaller than 1 KB are not
compressed.

e Intelligent compression supports the following formats: text/xml, text/plain, text/css,
application/javascript, application/x-javascript, application/rss+xml, text/javascript, image/tiff,
image/svg+xml, application/json, and application/xml.

e [f arequest carriesthe Accept-Encoding: gzip request header, the client expects the requested
resources to be Gzip-compressed.

e [f aresponse fromthe origin server carries the content-Encoding: gzip response header, the
resources returned to the client are Gzip-compressed.

Usage notes

e Intelligent compression (Gzip compression) is compatible with all browsers. Brotli compression is not
compatible with outdated browsers. You can query whether a browser supports Brotli compression
as needed.

e When DCDN compresses static files, the MD5 values of the files are changed. If the origin server has
MD5 verification enabled, disable intelligent compression and Brotli compression.

o If compression is enabled on the origin server and the response carries content encoding
compression on DCDN nodes does not take effect.

e If both Brotli compression and intelligent compression are enabled, and the Accept-Encoding
request header carries both br and gzip , only Brotlicompression takes effect.

e [f HTML optimization and file or Brotli compression are enabled, HT ML optimization does not take
effect. DCDN only compresses files.
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e Common types of image files such as PNG, JPG, and JPEG and video files such as MP4, AVI, and WMV
have already been compressed. Intelligent compression and Brotli compression do not take effect for
these files. We recommend that you disable intelligent compression and Brotli compression. If you
want to further reduce image file sizes, you can use the image editing feature. If you want to further
reduce the sizes of video files, you can use the video transcoding feature.

Procedure

voA W

. Inthe Intelligent Compression section, turn onIntelligent Compression.

Afterintelligent compression is enabled, you can compare the file types before and after
intelligent compression is enabled. If the file extension is .gzip, the file is compressed.

Intelligent Compression @)

Compresses static resources to reduce the size of the transmitted content. Configure intelligent compression

Related API operations

BatchSetDcdnDomainConfigs

11.4. Configure Brotli compression

To compress static text files, you can enable the Brotli compression feature to reduce the size of the
transmitted content and accelerate delivery. T his topic describes how to enable the Brotlicompression

feature.

Context

Brotliis a new open source compression algorithm. After you enable Brotli compression, Dynamic

Content for CDN (DCDN) nodes compress text files such as HTML, JS, and CSS files when DCDN returns

the requested resources. Brotli compression is 15% to 25% more efficient than gzip compression.

e [f arequest containsthe Accept-Encoding: br header, this indicates that the requested resources
are required to be compressed by using Brotli.

e [f aresponse fromDCDN includes the content-Encoding: br header, this indicates that Brotliis
used to compress the requested resources.

P Notice
e [f both Brotli compression and gzip compression are enabled, and the Accept-Encoding
request header contains obr and gzip , Brotlicompression prevails over gzip
compression.
e [f compression is enabled on an origin server and the response contains the content-Encodi
ng header, Brotlicompression is not supported.

Procedure
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1.
2.
3.

4. Onthe details page of the specified domain name, click Optimization in the left-side navigation
pane.

5. Inthe Brotli Compression section, turn on Brotli Compression.

11.5. Configure image editing
11.5.1. Image editing and its benefits

Dynamic Route for CDN (DCDN) allows you to use image editing to edit and distribute images on edge
nodes. This relieves pressure on origin servers, reduces the number of requests that are redirected to
origin servers, and reduces the amount of network traffic generated during the back-to-origin process.
You can use image editing to perform operations such as adding watermarks to images, resizing images,
and cropping images based on your business requirements. The image editing feature of Alibaba Cloud
CDN, DCDN, and Object Storage Service (0SS) are independent of each other and cannot be used
together.

@ Note
e Before you use image editing, you must to activate this feature.

e |mage editing is a paid service. It is currently free of charge until further notice.

Scenarios

You must add a domain name to DCDN before you can enable image editing. The image editing feature
allows you to edit and cache images on DCDN nodes. T his reduces the loads on origin servers.

Benefits

[ ]

e Reduced loads on origin servers
If images are edited and stored on origin servers, the images consume a lot of storage and compute
resources on the origin servers. These increase the maintenance costs of your origin servers. The

image editing feature allows you to edit and cache images on DCDN nodes. T his reduces the loads on
origin servers.

Configure image editing
Usage notes

DCDN allows you to edit images on edge nodes. You can set parameters to specify how you want to
edit images. You must pass one or more actions suchas crop Or rotate tothe image process
object to specify how you want to edit images. Separate multiple actions with forward slashes (/).
DCDN edits images in order of actions. Forexample, image process=resize,w 200/rotate, 90
specifies that the image is resized to a width of 200 pixels first, and rotates 90°.
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Add parameters to the URL of an image

You can add image editing parameters to the end of the URL of an image.

e Format: http://example.com/example.jpg?image process=action,param value
0  example.com :the domain name accelerated by DCDN.
o example.jpg :the name of the image.
o image process :the object to whichyou can passimage editing parameters.

0 action,param value :the action, parameter, and value that specify how the image is to be
edited. For more information, see Actions.

[ Example: http://example.com/example.jpg?image process=resize,w 200/rotate, 90

Actions

You can specify one or more actions to performon animage. The following table describes the actions
that you can perform onimages cached on DCDN nodes.

Feature Action Description

Convert image

format Converts images to different formats.
formats
Change image . . . .
. quality Adjusts the quality of images.
quality
Crop images crop Crops images.
Resize images resize Resizes images.
® auto-orient:
automatically rotates auto-orient rotates images based on the orientation
Rotate images animage. property. rotate rotates images clockwise based on the
e rotate: manually angle that you specify.
rotates an image.
® bright: specifies the
brightness of images.
Change the color e contrast: specifies the Adjusts the brightness, contrast, and sharpness of
of animage contrast of images. images.

® sharpen: specifies the
sharpness of images.

Manage image

watermark Adds picture or text watermarks to images.
watermarks
Query image info Queries image information, including the width, height,
information format, and quality.

11.5.2. Convert image formats
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Dynamic Route for CDN (DCDN) can automatically convert image formats to WebP or covert imagesto a
specified format. You can convert images that are stored on DCDN nodes to a specified format. This
topic describes how to convert image formats and provides examples.

@ Note
e Before you use image editing, you must to activate this feature.

e |Image editing is a paid service. It is currently free of charge until further notice.

Automatically convert images to WebP

DCDN determines whether to convert images to the WebP format based on the Accept headerin a
request. If  image/webp isincluded inthe Accept header, DCDN automatically converts images to the
WebP format.

11.5.3. Change image quality

You can adjust the quality of an image by compressing the image, changing the absolute quality value,
or changing the quality coefficient. Dynamic Route for CDN (DCDN) allows you to compress images
stored on DCDN nodes without changing the image format.

@ Note
e Before you use image editing, you must to activate this feature.

e |Image editing is a paid service. It is currently free of charge until further notice.

Compress images

You can compress an image without resizing the image or changing the image format. Image
compression compromises image quality but helps reduce data transfer costs.

11.5.4. Crop images

Dynamic Route for CDN (DCDN) allows you to crop images based on a specified size. This topic describes
how to crop images and provides examples.

@ Note
e Before you use image editing, you must to activate this feature.

e |mage editing is a paid service. It is currently free of charge until further notice.

11.5.5. Resize images

Dynamic Route for CDN (DCDN) allows you to resize images. T his topic describes how to resize images
and provides examples.
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@ Note
e Before you use image editing, you must to activate this feature.

e |mage editing is a paid service. It is currently free of charge until further notice.

11.5.6. Rotate images

Dynamic Route for CDN (DCDN) supports automatic and manual image rotation. You can set DCDN to
automatically rotate images to a proper orientation or rotate images to a specified orientation. T his
topic describes how to rotate images and provides examples.

@ Note
e Before you use image editing, you must to activate this feature.

e Image editing is a paid service. It is currently free of charge until further notice.

Automatic rotation

Images taken by some cameras carry the orientation property. Automatic rotation is applicable to only
images that carry the orientation property. After you enable the automatic rotation feature, DCDN
automatically rotates these images to a proper orientation.

@ Note

Set the actionto auto-orient

Examples

image process=auto-orient

11.5.7. Change the color of an image

The color of animage includes the brightness, contrast, and sharpness. Dynamic Route for CDN (DCDN)
allows you to change the brightness, contrast, and sharpness of images stored on DCDN nodes. T his
topic describes how to change the color of images and provides examples.

@ Note
e Before you use image editing, you must to activate this feature.

e |mage editing is a paid service. It is currently free of charge until further notice.

11.5.8. Manage image watermarks

Dynamic Route for CDN (DCDN) supports picture watermarks and text watermarks. You can add picture
watermarks and text watermarks to images. T his topic describes how to add watermarks to images and
provides examples.
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@ Note

e Before you use image editing, you must to activate this feature.

e Image editing is a paid service. It is currently free of charge until further notice.

Picture watermarks

Feature

Watermark
URL

Description Parameter
You can specify watermark URLs
that are accessible from the
Internet. If authentication or
permissions are required to access
the specified URL, DCDN may fail to

. image
retrieve the watermark. 9

Watermark URLs must be encoded
in Base64. For more information, see
Watermark encoding.

Text watermarks

Feature

Text
content

Text font

Text color

Text
rotation

Description Parameter
Specifies the content of a text

watermark. The text content must

be encoded in Base64. For more text
information, see Watermark

encoding.

Specifies the font of a text

watermark. The font name must be
encoded in Base64. For more type
information, see Watermark

encoding.

Specifies the color of a text

color
watermark.

Specifies the angle to which the

. . rotate
text is rotated clockwise.

Valid value

A Base64-encoded string.

Valid value

A Base64-encoded string that
contains at most 60 characters in
length.

Up to 10 fonts are supported. For
more information, see Text fonts.

@ Note If you use afont
that is not included in the 10
fonts, the font is recognized as
the default font alihyaihei.

RGB color codes. For example,
000000 represents black and FFFFFF
represents white.

Default value: 000000.

Supported angles are 90°, 180°, and
270°.
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Feature Description Parameter Valid value
Valid values: 0 and 1. Default value:
0.
o Specifies whether to tile an image ) e 0: does not tile an image with
Text tiling fill

with text watermarks. text watermarks.

® 1: tiles animage with text
watermarks.

The following table describes the text fonts that are supported by text watermarks.

Text fonts
Text font Description Code
alihyainei ?O:Eld font. This is the default yWxpaHlhawhlaQ
hysong A Songti font variant. aHlzb25n
hyhei A Heiti font variant. aHloZwk

hyshuangxian
fzltzhk
fzshengsks
fzqusongjian
zzgfxingyan
comfortaa

notosans
Watermark positions

Watermark encoding

11.5.9. Query image information

A double line font.

A Heiti font variant.

A regular script font.

A Songti font variant.

An artistic font.

Comfortaa

NotoSans

aHlzaHVhbmd4awFu

ZnpsdHpoaw

ZnpzaGVuZ3Nrcw

ZnpxdXNvbmdgawFu

enpnZnhpbmd5Yw4

Y29tZm9ydGFh

bm90b3NhbnM

This topic describes how to query image information and provides examples.

Parameters

Set the actionto info

The image information is returned in JSON format. The information includes the height, width, format,

quality, and orientation of the specified image.
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"Length":1055089,
"Width":1920,
"Height":1080,
"Quality":100,
"Format":"JPEG",
"Orientation" :"UNDEFINED"}

Examples

example.com/image0l.png?image process=info

11.6. Configure the parameter
filtering feature

The parameter filtering feature enables Dynamic Route for CDN (DCDN) to delete the query string in the
URL of a request after DCDN receives the request. A query string contains parameters that follow the
questionmark (?) inarequest URL.This feature increases the cache hit ratio and reduces the number
of times that Dynamic Route for CDN (DCDN) retrieves resources fromthe origin. Therefore, this feature
reduces data transfer costs and improves the efficiency of content delivery. This topic describes how
to configure the parameter filtering feature.

Context
e Enable the parameterfiltering feature

A request URL may carry a query string that follows a questionmark (2) ,forexample, http://ali
baba.com/content?a . If the query string is not essential for retrieving the requested content, we
recommend that you enable the parameter filtering feature. After you enable this feature, DCDN
automatically deletes the query string that follows the question mark (2) inrequest URLs. T his
increases the cache hit ratio.

For example, the first time you retrieve http://www.****.com/image ,the resource is fetched from
the origin server instead of a DCDN node. Next time you retrieve http://www.**** . com/image?testl

, DCDN deletes the query string that follows the question mark (2) because the parameter
filtering feature is enabled. The request directly hits the cached resource http://www.**** . com/imag

e
e Disable the parameterfiltering feature

A request URL may carry a query string that follows a question mark (2) . If the query string
specifies important content, we recommend that you disable the parameter filtering feature. After
the parameterfiltering feature is disabled, the query string that follows the question mark (2) in
a request URL must exactly match that of the cached version. Exact matches increase the accuracy of
content retrieval.
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For example, the first time you retrieve http://www.***x.com/image ,the resource is fetched from
the origin server instead of a DCDN node. Next time you retrieve nttp://www.**** . com/image?testl

, the query string that follows the question mark (2) inthe URL must exactly match that of the
cached resource.Otherwise, DCDN does not return the cached version nttp://www.**** . com/image
Instead, DCDN retrieves the requested resource nttp://www.**** com/image?testl fromthe origin
server.

@ Note The URL authentication feature has a higher priority over the parameter filt ering
feature. The authentication information in type A contains the parameters of an HTTP request.
Therefore, a DCDN node must verify the signed URL of the request before the DCDN node caches a
version of the requested resource. For more information about how to configure URL
authentication, see Configure URL authentication.

Procedure
1.

2

3

4,

5. Inthe Modify section, Click Parameter Filtering. The following figure shows how to configure
parameter filtering.
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Parameter Filtering X

If you switch to another filter mode, existing configurations are cleared.

Filter Mode (@) Retain Specified Parameters

() Delete Specified Parameters

Parameter () Yes

Filtering @ No
After you enable this feature, all parameters in back-to-origin
requests are retained. If you disabled this feature, the parameters
remain the same as those in the hash keys.

Retain Enter a parameter

Specified

Parameters

Use single-byte commas to separate up to 10 parameters.

Retain () Yes
Parameters in ® Neo

.. After you enable this feature, all parameters in back-to-origin
Back-to-origin ) i ;
requests are retained. If you disabled this feature, the parameters

Parameters remain the same as those in the hash keys.

@ Note I you change the filtering mode, the current configuration is cleared.

You can select Retain Specified Parameters orDelete Specified Parameters for Filter Mode.
The following table describes the parameters.

Filtering

Parameter Description
mode

°o Yes: DCDN deletes the query string that follows the question mark
(?) inrequest URLs. This increases the cache hit ratio.

@ Note If youenable Parameter Filtering and do not
Parameter specify parameters in Retain Specified Parameters, all
Filtering parameters that follow the question mark (2) are deleted.

o No: The query string that follows the question mark (2) ina
request URL must exactly match that of a cached version. Exact
matches increase the accuracy of content retrieval.
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Filterin .
g Parameter Description
mode
Specify the parameters that you want to retain. You can specify up to
10 parameters. Separate multiple parameters with commas (,).

@ Note If you specify only Retain Specified Parameters,
the parameter filtering setting does not take effect. This
parameter must be specified together with Parameter Filtering
and Retain Parameters in Back-to-origin Parameters.

Examples:

o Example 1: Only Parameter Filtering is enabled. Retain
Parameters in Back-to-origin Parameters is disabled.

Original URL: http://example.com/image_01.png?
key1=123&key2=321

Cached key: http://example.com/image_01.png
Back-to-origin URL: http://example.com/image_01.png

o Example 2: Parameter Filtering is enabled, and key1 is
specified in Retain Specified Parameters.

Original URL: http://example.com/image_01.png?

Retai.n. key1=123&key2=321
Specified Retain
Parameter Specified Cached key: http://example.com/image_01.png?key1=123

s Parameter Back-to-origin URL: http://example.com/image_01.png?
s key1=123

o Example 3: Parameter Filtering and Retain Parameters
in Back-to-origin Parameters are enabled.

Original URL: http://example.com/image_01.png?
key1=123&key2=321

Cached key: http://example.com/image_01.png

Back-to-origin URL: http://example.com/image_01.png?
key1=123&key2=321

o Example 4: Parameter Filtering and Retain Parameters
in Back-to-origin Parameters are enabled. Key1 is
specified in Retain Specified Parameters.

Original URL: http://example.com/image_01.png?
key1=123&key2=321

Cached key: http://example.com/image_01.png?key1=123

Back-to-origin URL: http://example.com/image_01.png?
key1=123&key2=321
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mode
Retain
Parameter o Yes: DCDN retains the entire query string in a request URL when it
s in Back- forwards the request back to the origin server.
to-origin o No: DCDN retains only the specified parameters in a request URL
Parameter when it forwards the request back to the origin server.
s
Specifies the parameters that you want to delete. You can specify up
to 10 parameters. Separate multiple parameters with space characters.
Delete Example: Key1 is specified in Delete Specified Parameters and
. Retain Parameters in Back-to-origin Parameters is enabled.
Specified
Parameter Original URL: http://example.com/image_01.png?key1=123&key2=321
s
Delete Cached key: http://example.com/image_01.png?key2=321
Specified - .
P Back-to-origin URL: http://example.com/image_01.png?
Parameter
s key1=123&key2=321
Retain . . R .
°o Yes: DCDN retains the entire query string in a request URL when it
Parameter .
. forwards the request back to the origin server.
s in Back-
to-origin © No: DCDN deletes the specified parameters in a request URL when it
Parameter forwards the request back to the origin server.
s
6. Click OK.

11.7. Configure video seeking

Video seeking allows you to seek a specified position without compromising the playback quality when
you play video and audio content. This topic describes how to configure video seeking.

Context

Aftervideo seeking is enabled, if a client seeks a specified position when it plays video or audio on
demand, the client sends a request to the server. The request contains the URL of the video or audio
file,suchas http://www.aliyun.com/test.flv?start=10 .The start parameter specifies the position
that you want to seek. In the example, the specified positionis the tenth byte. After the server receives
the request, the server seeks the keyframe at the specified position and then returns the content that
starts fromthis keyframe. If no keyframe can be found at the specified position, the server seeks the
last keyframe before the specified position.

e Before you configure video seeking, make sure that the origin server supports HTTP range requests. If
an HTTP request header contains the Range field, the origin server must return the following status
message: 206 partial content.

e The following table describes the sample URLs and the file formats that are supported by video
seeking.
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; Meta information start parameter Example
The start parameter
specifies the start time. The
start time is measured in
seconds. Decimals are
supported to indicate
The meta information about milliseconds. For example, The request URL  http://d
a video file on the origin start=1.01 indicates that the omain/video.mp4? start=1
MP4 server must be contained in video is played from 1.01 0 indicates that the video
the file header and cannot seconds. If the frame at the is played from the tenth
be contained in the file tail. position that is specified by second.
the start parameter is not a
keyframe, Dynamic Route for
CDN (DCDN) locates the last
keyframe before that
position.
The request URL http: //
The start parameter domain/ video.flv? sta
specifies the byte. If the byte rt=10 indicates that a
Video files on origin servers that is specified by the start video is played from the
FLV must contain meta parameter is not a keyframe, tenth byte. If the tenth byte
information. DCDN automatically locates is not a keyframe, the video
the last keyframe before is played from the last
that byte. keyframe before the tenth
byte.
Procedure
1.
2.
3.
4.
5. Inthe Drag/Drop Playback section, turn on Drag/Drop Playback.

Drag/Drop Playback @)

Enable random drag and drop audio or video playback in an on demand scenario. How to enable drag/drop playback
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12.Security Settings

12.1. Configure bot traffic
management

To prevent your business from malicious traffic or crawlers, Alibaba Cloud Dynamic Route for CDN
(DCDN) provides the bot traffic management feature. This feature is integrated with Alintelligent
protection and uses information such as authorized crawlers and threat intelligence to identify and
block malicious requests. This topic describes how to enable and configure bot traffic management.

Context

Bot traffic management is enabledin the DCDN console.To enable bot traffic management, .

Procedure

1.

2
3.
4

. Inthe left-side navigation pane on the details page of the specified domain name, click Security

Settings.

Onthe Bot Traffic Management tab, set Authorized Crawlers, Threat Intelligence, and Al
Intelligent Protection.

Parameter Description

You can enable or disable this feature.

@ Note Authorized crawlers function as a whitelist that contains authorized

Authorized

Crawlers search engines. Requests from authorized crawlers are allowed to access the
domain name. You can click Modify to view, enable, or disable authorized
crawlers.

You can enable or disable this feature.

@ Note Threat intelligence provides information about bot traffic, such as
fingerprints, IP libraries, and proxy IP addresses. You can enable threat
intelligence after simple configurations to block malicious requests. You can click

Threat Modify to view, enable, or disable threat intelligence.

Intelligence
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Parameter Description

You can enable or disable this feature.

@ Note Alintelligent protection automatically analyzes and studies
workloads based on algorithms, generates bot traffic fingerprints, and creates
protection rules against malicious requests. You can click Modify to view, enable,

Allntelligent or disable Al intelligent protection.
Protection

12.2. Configure precise access control

This topic describes the precise access control feature, and how to enable and configure this feature.

Overview

The precise access control feature allows you to add custom match conditions to match user requests
and perform specified actions on requests that matches the conditions. Match conditions support
common HTTP fields such as IP, URL, and header. You can add different match conditions to meet the
protection requirements in dif ferent scenarios.

ACL rules

An access control list (ACL) rule consists of one or more match conditions and one action. You can add
one or more ACL rules. If you add multiple ACL rules, the rules are listed and matched against requests in
descending order of priority. When a rule is matched, the system stops matching subsequent rules.

Enable precise access control

To enable the precise access control feature, visit the Contact Sales page, and leave your contact
information. An Alibaba Cloud sales representative will contact you as soon as possible.

Procedure
1.
2.
3.

4. ClickSecurity Settings and select the Precise Access Control tab.
5. Add an ACL rule.

> Document Version: 20220712 119


https://www.alibabacloud.com/zh/solutions/content-delivery/support

Domain Management-Security Setti

Custom Rules X
Name

rule2
The name must be 4 to 30 characters in length, and can contain letters and digits. The names of rules that are configured for the same domain name must be unique
Match Conditions
The rule is triggered only if all conditions are matched. You can specify at most 5 conditions.

Field Parameter Match Mode Relational Operator Matched Content Actions

request_uri v string N include b images Copy | Delete

+ Add Condition

Action

bypass v

Required Modules @

Bot Traffic Management X A

Bot Traffic Management v

Match conditionsSpecifies the HTTP field of the request to match.

@ Note

o You can add one or more match conditions. If you add multiple match conditions, the
ACL rule is triggered only if all conditions are matched.

o A match condition consists of Field, Parameter, Match Mode, Relational Operator, and
Match Content. When you configure a match condition, parameters that cannot be
configured are not used in the match condition. You can ignore these parameters.

The following table describes the parameters of a match condition, such as Field and Relational

Operator.
i Relational
Field Parameter Match mode Matched content
operator
RegEx match or Strin
9 NotMatch 9
requst_uri N/A .
include, exclude,
string equal, or String
NotEqual
match or .
RegEx Strin
9 NotMatch 9
include, exclude,
header Request header ) )
string equal, or String
NotEqual
string NotExist N/A
) equal or )
method N/A strin Strin
9 NotEqual 9
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Field

referer

user-agent

cookie

content-type

x-forwarded-for

post-body

params

Parameter

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Match mode

string

RegEx

string

RegEx

string

RegEx

string

RegEx

string

RegEx

string

RegEx

string

RegEx

string

Relational
operator

in or NotIn

match or
NotMatch

include, exclude,
equal, or
NotEqual

match or
NotMatch

include, exclude,
equal, or
NotEqual

match or
NotMatch

include, exclude,
equal, or
NotEqual

match or
NotMatch

include, exclude,
equal, or
NotEqual

match or
NotMatch

include, exclude,
equal, or
NotEqual

match or
NotMatch

include, exclude,
equal, or
NotEqual

match or
NotMatch

include, exclude,
equal, or
NotEqual

Matched content

IP addresses that

are separated

with commas (,).

String

String

String

String

String

String

String

String

String

String

String

String

String

String
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ActionThe action that is performed when a request matches the conditions that you configure.
Valid values:

o observe: Requests that match the configured conditions are allowed and recorded in the log.
These requests carry a header when they are redirected to the origin server. This header defines
the risk level of these requests and helps the origin server process these requests.

o block Requests that match the configured conditions are rejected. A 403 status code is
returned.

o bypass. Requests that match the configured conditions are allowed. You need to select a
required module. The selected module will process requests that match the configured
conditions. Modules that are not selected allow these requests.

6. Afterthe ACLrule is configured, click OK.
7. (Optional) You can add multiple ACL rules and adjust the priority of the rules that you add.
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13.Advanced Settings
13.1. Configure IPv6

This topic describes how to enable the IPv6 feature in the Alibaba Cloud Dynamic Route for CDN (DCDN)
console. After you enable IPv6 in the console, IPv6 clients can send IPvé requests to DCDN. DCDN can
include the IPv6 information of the clients in back-to-origin requests.

Context

Most of the DCDN nodes support IPv6. You can enable this feature for an accelerated domain when you
configure features for the domain.

After IPv6 is enabled, clients can send IPv6 requests to the DCDN nodes that are nearest to the clients
over an IPv6 network if these DCDN nodes support IPvé. If the nearest DCDN nodes do not support IPv6,
the clients can access the DCDN nodes by sending IPv4 requests.

@ Note The DCDN nodes in China (Hong Kong), China (Macao), China (T aiwan), and regions
outside China do not support IPvé.

Procedure
1.

In the left-side navigation pane of the page that appears, click Advanced Settings.

vk wWwN

TurnonIPv6.
IPvc @)

After you enable IPv6, an IPv6 client can access DCON by using the |Pv6 protocol, and DCDN will reroute client requests with the IPv6 address information to your origin server. View details

Afteryou enable IPv6, a client can send IPv6 requests to DCDN nodes. Requests that are redirected
from DCDN nodes to your origin server can include the IPv6 information of the client.
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14.WebSocket
14.1. What is WebSocket?

This topic describes the concept, benefits, and application scenarios of WebSocket.

) Notice

Overview

WebSocket is a new network protocol that enables interaction between a web browser and a web
server over a persistent Transmission Control Protocol (TCP) connection. WebSocket supports full-
duplex communications that allow the serverto actively send data to the client. Therefore, WebSocket
requires only one handshake to establish a bi-directional, full-duplex, and persistent connection
between the browser and the server. This simplifies the data exchanges between the client and the
server.

Benefits

Many websites are using Asynchronous Javascript and XML (AJAX) polling to implement push
technologies. Based on the polling technique, the browser sends HTTP requests to the server at
specific intervals, such as every second. Then, the server returns the most recent data to the browser of
the client.

The disadvantage of this model is that the browser has to continuously send requests to the server.
HT TP requests may have a large header and a small payload. The HTTP requests of this type result in a
waste of bandwidth and other resources. The WebSocket protocol that is defined by HTMLS5 has the
following benefits:

e Each message that is exchanged between the client and the server contains a small header. The size
of the header is about 2 bytes.

e Instead of returning data after receiving a request fromthe browser, the server actively pushes data
to the browser when new data is available.

e The WebSocket protocol helps you minimize the usage of server and bandwidth resources, and
facilitate real-time communication.

Scenarios

Scenario Description

User A sends a live comment through a mobile phone and wants to use the mobile
phone to view the live comments that are sent by other clients. To meet the

Live commenting requirements, you can use WebSocket to push the live comments that are sent by
other clients to the mobile phone of User A. Then, User A can view the live comments
that are sent by other users.

When a teacher offers courses to students online, the teacher can use a client to send
Online education data to the clients of the students in real time based on WebSocket communication.
The examples of the sent data include notes and outlines.
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Scenario
Real-time quotes

for financial
products

Live sportscast

Video
conferencing

Location-aware
applications

Description

To handle the fluctuating prices of financial products, such as stock and gold,
WebSocket pushes the up-to-date prices to the clients of global traders in real time.
This helps the traders make informed decisions at the earliest opportunity.

Live sportscasts are the top concern for a large number of sports lovers all over the
world. WebSocket allows for real-time updates in live sportscasts to ensure optimal
user experience.

Video conferencing is widely used in diverse scenarios. In a video conference,
WebSocket helps to deliver real-time information to participants who join the
conference through multiple ends.

An increasing number of developers apply the GPS feature of mobile devices to
location-aware applications. You can use WebSocket to keep tracking the location of
a user. For example, your WebSocket-based application can record the movement
trails of the user. This allows you to collect more details about the user.

14.2. Configure WebSocket

The WebSocket protocol simplifies data exchange between a client and a server by allowing the server
to push datato the client. WebSocket increases the utilization of server and bandwidth resources and
reduces latency. This topic describes how to enable and configure WebSocket.

) Notice

e By default, WebSocket is disabled. After you enable the WebSocket feature, the feature is
displayed in the Dynamic Route for CDN (DCDN) console.

If you want to enable WebSocket, submit a ticket.

e \WebSocket is used only for dynamic content delivery.

The following sections describe how to enable and use the WebSocket feature:

Apply to use WebSocket
Enable WebSocket

e Query bandwidth usage and HTTP status codes

e Disable WebSocket

Apply to use WebSocket

Apply to use WebSocket: You can submit a ticket and apply to use WebSocket. Only enterprise users
can apply to use WebSocket. You cannot enable WebSocket for domain names whose origin servers are
deployed outside the Chinese mainland and whose acceleration region is set to Mainland China Only or

Global.

Alibaba Cloud customer service reviews the application and notifies you of the result by text messages
and emails wit hin one business day. After your application is approved, you can enable WebSocket in

the console.
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) Notice WebSocket is a value-added feature and is billed as an independent service. For more
information about WebSocket billing, see DCDN Pricing.

Enable WebSocket

@ Note

Before you enable the WebSocket feature, make sure that the following requirements are met:

e Your Alibaba Cloud account has passed real-name verification for enterprises, and a domain

name that belongs to your Alibaba Cloud account has a valid Internet Content Provider (ICP)
number.

e HTTP/2is disabled.

If clients do not support HTTP/2, you must disable HTTP/2 for DCDN. Ot herwise, service
errors may occur. For more information, see Enable HTTP/2.

1.
2.
3.
4. (Optional)Turn on Dynamic Acceleration. If the feature is enabled, skip this step.
i. Inthe left-side navigation pane of the domain name, click Acceleration Rules.

ii. TurnonDynamic Acceleration.

Basic Settings Websocket @O £ Modify

Before you enable WebSocket, make sure that HTTP/2 is disabled. What is WebSocket?

Crigin Fetch
Acceleration Rules
Caching

HTTPS Settings
Access Control
Optimization
Security Settings
Advanced Settings
Websocket

EdgeRoutine

5. Inthe left-side navigation pane of the domain name, click Websocket and turn on Websocket.
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Basic Settings

Websocket @)

Crrigin Fetch
Acceleration Rules
Caching

HTTPS Settings
MAccess Control
Optimization
Security Settings
Advanced Settings
Websocket

EdgeRoutine

6. ClickModify.

Before you enable WebSocket, make sure that HTTP/2 is disabled. What is WebSocket?

£ Wodify

7. Inthe Configure WebSocket dialog box, configure the Connection Timeout Period and Back-to-
Origin Protocol parameters.

Configure WebSocket

Connection &0

Timeout Period  Valid values:

1 to 300 seconds.

Back-to-Origin ) Fallow
Protocol ) HTTP

() HTTPS
Parameter Description

X
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Parameter Description

The timeout period is the interval at which the client sends data packets to the
server to synchronize the current status.

o Default value: 60.
o Unit: seconds.

o We recommend that you set the timeout period based on the following rule: A
<BsC

Connection = A: the timeout period of the clients.

Timeout Period ) .
® B: the timeout period of DCDN.

®m C: the timeout period of the origin server.

@ Note If the timeout period of the client is longer than that of the origin
Server, errors may occur.

You can specify a protocol over which requests are redirected to the origin server.

o Follow: DCDN uses the same protocol (HTTP or HTTPS) as the client to redirect
requests to the origin server. Port 443 or 80 of the origin server must be
Back-to-0Origin open.

Protocol ) .
o HTTP: DCDN redirects requests to the origin server over HTTP.

o HTTPS: DCDN redirects requests to the origin server over HTTPS. Port 443 of
the origin server must be open.

8. Click OK.

Query bandwidth usage and HTTP status codes

Afteryou configure and use WebSocket, click WebSocket in the left-side navigation pane in the DCDN
console to go to the Websocket page. Then, you can view monitoring information about Bandwidth
and HTTP CODE.

DCDN DCDN / WebSackst

Websocket

WebSocket-based Domain Name Bandwidth HTTP CODE

AllDomain Names v ISP~ Region v 5 Minutes Vesterday | Last7 Days | Customize Search

- Websocket
-

bps

Obps
2021224598 00:00 2021284598 0400 202154598 0800 202154598 1200 202154598 16:00 202154598 20:00

A Web Bandwidth
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Disable WebSocket

If you no longer want to use WebSocket, you can disable WebSocket in the DCDN console. The
WebSocket is disabled immediately after you turn off the switch.
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