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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by
any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

3. The content of this document may be changed because of product version upgrade, adjustment, or
other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and services.
Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

5. By law, all the contents in Alibaba Cloud documents, including but not limited to pictures, architecture
design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

6. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Sandbox description

This topic describes the concept of a sandbox and the related features and solutions for domains in
the sandbox.

What is a sandbox?

Dynamic Route for CDN (DCDN) integrates the technologies that are used to accelerate the delivery of
dynamic content and static content. When an accelerated domain name is under DDoS or HTTP flood
attacks, the CDN system automatically adds the domain name to the sandbox. T his allows you to
ensure the same level of service for other DCDN users. If the attack s severe, other accelerated domain
names under the same account are also added to the sandbox. After a domain name is added to the
sandbox, the service may be temporarily unavailable for certain periods.

What is the effect after an accelerated domain name is added to the
sandbox?

An accelerated domain in the sandbox can still be accelerated by DCDN, but the service may be
compromised.

Can a domain name be restored after it is added to the sandbox?

No, a domain name cannot be restored after it is added to the sandbox. This ensures that the
acceleration service of other domain names can work as expected.

How do | check whether a domain name is added to the sandbox?

The system automatically sends a Short Message Service (SMS) notification after your domain name is
added to the sandbox. You can also log on to the DCDN console and check the domain status.

How can I resolve the issue after a domain name is added to the
sandbox?

By default, DCDN does not provide protection against network attacks. After an accelerated domain
name is added to the sandbox, the acceleration service is not guaranteed and the domain cannot be
restored. You can purchase Secure Content Delivery Network or Alibaba Cloud Anti-DDoS Pro to meet
your security requirements.

@) Notice

e DCDN reserves the right to disable the acceleration service for domains that are frequently
attacked and for domains that are attacked because of violations of DCDN use limits. If your
domain name is under attack because it has failed to comply with DCDN use limits, DCDN
does not bear any responsibility and all fees incurred are borne by you.

e [f you use a unfiled domain name whose acceleration region is outside China, the domain
name cannot be accessed afterit is added to the sandbox.

> Document Version: 20220712 5


https://www.aliyun.com/product/scdn
https://www.aliyun.com/product/yundunall

FAQ-How do | configure CORS for DC
DN and what are the notes that Im dcdn
ust pay attentionto?

2.How do | configure CORS for
DCDN and what are the notes
that | must pay attention to?

Dynamic Route for CDN (DCDN) supports whitelist configurations for cross-origin resource sharing
(CORS). This topic describes how to configure CORS for DCDN and the relevant notes.

Procedure
1.

2. Inthe left-side navigation pane, click Domain Names.

3. Onthe Domain Names page, find the domain name that you want to manage and click
Configure.

4. Inthe left-side navigation pane of the page that appears, click Caching.

5. Clickthe HTTP Header tab.

6. Onthe HTTP Header tab, click Add.

7. Inthe Custom HTTP Response Header dialog box that appears, select Access-Control-Allow-
origin fromthe Parameter drop-down list, specify the Value field based on the actual
environment, and then click OK. Repeat the same steps to add the Access-Control-Allow-Methods

header.
HTTP Header Setting X
Parameter Access-Control-Allow-Methods o
Description specifies the cross-origin request method that is allowed
alue Enter a value
Cancel
Notes

When you configure CORS whitelists, pay attention to the following notes:

e Wildcard domain names are not supported, such as *.aliyundoc.com. You must specify the exact
domain names.

e Only one domain name can be configured in a whitelist for an account.

o If the origin server uses an 0SS domain name and CORS is configured in the 0SS and DCDN consoles,
the CORS settings in DCDN overwrite the settings in OSS.
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3.Does DCDN support wildcard
domain names?

Dynamic Route for CDN (DCDN) supports wildcard domain names. T his topic introduces wildcard domain
names and describes how to add a wildcard domain name to DCDN.

What does the acceleration feature for wildcard domain names do?

The acceleration feature for wildcard domain names accelerates the domain names that match a
specified wildcard domain name. You can add a wildcard domain name to DCDN, and domain names
that match the wildcard domain name are accelerated. Forexample, .example.com is a wildcard
domain name. The second-level domain a.example.com matches the wildcard domain name. The
domain name b.a.example.com is a lower-level domain of a.example.com.

Example: .example.com is added to DCDN as a wildcard domain name. After .example.com is
mapped to the CNAME assigned by DCDN, all domain names that match .example.com, such as
a.example.com and «c. example.com ,ale mapped to the CNAME of . example.com , and are

accelerated by DCDN.
e Scenario 1: You want few second-level domains that match the wildcard domain name to be

accelerated by DCDN. We recommend that you add the second-level domains that you want to
accelerate to DCDN. For more information, see Add a domain name.

e Scenario 2: You want most second-level domains that match the wildcard domain name to be
accelerated by DCDN. We recommend that you do not configure CNAME records for the second-level
domains that you do not want to accelerate by using DCDN in Alibaba Cloud DNS.

@) Notice

e Afteryou add a wildcard domain name in the DCDN console, if the system displays a
message that the CNAME is not configured, you need to configure a CNAME record forthe
wildcard domain name in Alibaba Cloud DNS.

e DCDN cannot accelerate domain names of the third level or lower. For example, DCDN
cannot accelerate the third-leveldomain b.a.example.com Of .example.com .

e Refresh and prefetch tasks do not support URLs or directories of wildcard domain names.
You can specify URLs and directories of specific domain names, including second-level
domains. For example, http://example.com/a/b.mp4 IS NOt supported. http://a.example
.com/a/b.mp4 is supported.

Rules for adding wildcard domain names
Before you add a wildcard domain name to DCDN, the following requirements must be met:

e The wildcard domain name must be up to 100 bytes in length.

e Supported formats of a wildcard domain name include .example.com and *.example.com .Both
formats produce the same result. In this example, .example.com is displayed inthe console
regardless of which format is used.

e DCDN supports top-level, second-level, and third-level wildcard domain names. A third-level domain
contains three periods (.), for example, *.b.example.com .

e Domain names that match the wildcard domain names incur data transfer fees in the same manner as
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specific domain names. Data usage generated by domain names that are matched by wildcard
domain names is summarized and displayed on the Resource Monitoring page of the console. When
you use DCDN, you are charged for each wildcard domain name in the same manner as an individual
accelerated domain name. DCDN provides billing details of wildcard domain names (accelerated
domain names) instead of the domain names that match the wildcard domain names.

Logs of wildcard domain names

A log file is generated for each wildcard domain name at each time interval. The log file contains log
data of all domain names that match the wildcard domain name. For more information, see Download
offline logs.

Procedure

1. Log onto the DCDN console.

2. Add a wildcard domain name to DCDN. For more information, see Add a domain name.
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4.Why are fees still incurred
after | disable the Dynamic
Route for CDN (DCDN) service?

This topic describes how to troubleshoot and solve the issue if your account continues to incur fees
afteryou stop the DCDN service.

If you have stopped the DCDN service, fees are still incurred in the following scenarios:

e The local DNS server has cached resources. After you stop the service, if the cache inthe local DNS
server does not expire, the local DNS server still resolves requests to the unavailable domain name to
DCDN nodes. T his may incur a small amount of fees for DCDN traffic.

e The local DNS server has cached software to be downloaded After you stop the service, if the cache
in the local DNS server does not expire, the software still resolves requests to the unavailable domain
name to DCDN nodes. This may incur a small amount of fees for DCDN traffic.
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5.FAQ about operations report

T his topic provides answers to frequently asked questions (FAQ) about operations report.

Why am | unable to view the custom operations report that |
created?

The log data may not be up-to-date. Typically, a custom operations report that is created on the
current day is generated on the next day. For example, if you create a custom operations report on
August 1, 2021, the operations report is generated on August 2, 2021.

If you still cannot view the operations report in the console on the next day, it may be caused by the
following reasons:

e The operations report that you queried is not the custom operations report that you created. To
check whether the operations report that you queried is the one that you created, see Report IDs and
metrics. If the report that you queried is not the one that you created, you need to re-create a
custom operations report.

e The log data may not be up-to-date. The data may require some time to generate. We recommend
that you wait for a few hours before you query the operations report.

Can | add custom metrics to an operations report for analysis?

Operations report does not support analysis on custom metrics. If you want to perform non-time-
sensitive custom analysis on log data, we recommend that you use the log storage feature. For more
information, see Use DLA to process and persist log data to 0SS.

How many tracking tasks can | create?

An Alibaba Cloud account and the RAM users under this account can create up to five tracking tasks.
Before you create a tracking task, make sure that you have created a custom operations report.
Otherwise, you cannot create a tracking task.
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