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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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IPsec-VPN allows you connect a data center to a VPC. This topic describes how to use IPsec-VPN.

PrerequisitesPrerequisites
Before you use IPsec-VPN to connect a data center to a VPC, make sure that the following
requirements are met:

The gateway device in the data center supports the IKEv1 and IKEv2 protocols.

IPsec-VPN supports the IKEv1 and IKEv2 protocols. All gateway devices that support  these two
protocols can connect to VPN gateways on Alibaba Cloud.

A stat ic public IP address is assigned to the gateway device in the data center

The CIDR block of the data center does not overlap with the CIDR block of the VPC.

You have read and understand the security group rules that apply to the Elast ic Compute Service
(ECS) instances in the VPC, and the security rules allow gateway devices in the data center to access
cloud resources. For more information, see Query security group rules.

ProcedureProcedure

1. Create a VPN gateway

You must enable the IPsec-VPN feature for the VPN gateway. You can create mult iple IPsec-VPN
connections for each VPN gateway.

2. Create a customer gateway

A customer gateway registers the information about the gateway device in the data center to
Alibaba Cloud.

3. Create an IPsec-VPN connection

An IPsec-VPN connection is a VPN channel between the VPN gateway and the gateway device in
the data center. The data center can exchange encrypted data with Alibaba Cloud only after an
IPsec-VPN connection is created.

4. Configure the gateway device

You must load the configuration of the VPN gateway on Alibaba Cloud to the gateway device in
the data center. For more information, see Configure a gateway device in a data center.

5. Configure routes for the VPN gateway

You must configure routes for the VPN gateway and advert ise these routes to the VPC route table.
This way, the VPC and the data center can communicate with each other. For more information, see
VPN Gateway route overview.

6. Test  the connectivity

1.Overview of IPsec-VPN1.Overview of IPsec-VPN

VPN Gat eway IPsec-VPN Quick St art ··Overview of I
Psec-VPN

> Document  Version: 20211228 5

https://www.alibabacloud.com/help/doc-detail/25472.htm#task-1357273
https://www.alibabacloud.com/help/doc-detail/65368.htm#task-snz-rc2-xdb
https://www.alibabacloud.com/help/doc-detail/111997.htm#concept-zlb-mvx-bhb


Log on to an Elast ic Compute Service (ECS) instance that is not assigned a public IP address in the
VPC. Run the pingping command to pingping the private IP address of a server that resides in the data
center, and test  the connectivity.

Basic scenariosBasic scenarios
Connect a data center to a VPC

Connect a data center to a VPC and enable BGP dynamic routing

IPsec-VPN Quick St art ··Overview of I
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This topic describes how to use IPsec-VPN to connect a data center to a virtual private cloud (VPC).
After you establish an IPsec-VPN connection, the data center and the VPC can communicate with each
other.

PrerequisitesPrerequisites
An Alibaba Cloud account is created. If  you do not have an Alibaba Cloud account, create one.

The gateway device in the data center support  the IKEv1 and IKEv2 protocols. All gateway devices
that support  these protocols can connect to the VPN gateway.

A stat ic public IP address is assigned to the gateway device in the data center.

The CIDR block of the data center does not overlap with the CIDR block of the VPC.

You have read and understand the security group rules that apply to the ECS instances in VPCs, and
the security group rules allow gateway devices in the data center to access cloud resources. For more
information, see Query security group rules and Add security group rules.

ContextContext
The following scenario is used as an example in this topic. An enterprise has created a VPC on Alibaba
Cloud. The CIDR block of the VPC is 192.168.0.0/16. The CIDR block of the data center is 172.16.0.0/12.
The stat ic public IP address for the gateway device in the data center is 211.XX.XX.68. To meet
business requirements, the enterprise needs to connect the data center to the VPC. You can establish
an IPsec-VPN connection between the data center and the VPC, as shown in the following figure. This
way, the data center and VPC can share resources with each other.

Step 1: Create a VPN gatewayStep 1: Create a VPN gateway
1. Log on to the VPN gateway console.

2. On the VPN Gat ewaysVPN Gat eways page, click Creat e VPN Gat ewayCreat e VPN Gat eway.

3. On the buy page, set  the following parameters, click Buy NowBuy Now, and then complete the payment.

NameName: Enter a name for the VPN gateway.

RegionRegion:Select  the region where you want to deploy the VPN gateway.

Not e Not e Make sure that the VPC and the VPN gateway are deployed in the same region.

VPCVPC:Select  the VPC to be associated with the VPN gateway.

Specif y vSwit chSpecif y vSwit ch: Specify whether to create the VPN gateway in a vSwitch of the VPC. In this

2.Connect a data center to a VPC2.Connect a data center to a VPC
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example, NoNo is selected.

If  you select  YesYes, you must also specify a vSwit chvSwit ch.

Peak Bandwidt hPeak Bandwidt h: Select  a maximum bandwidth value for the VPN gateway. Unit: Mbit/s.

T raf f icT raf f ic: By default , the VPN gateway uses the pay-by-data-transfer billing method. For more
information, see Pay-as-you-go.

IPsec-VPNIPsec-VPN: Specify whether to enable IPsec-VPN for the VPN gateway. In this example, EnableEnable
is selected.

SSL-VPNSSL-VPN: Specify whether to enable SSL-VPN. In this example, DisableDisable is selected.

Durat ionDurat ion: By default , the VPN gateway is billed on an hourly basis. For more billing information,
see Pay-as-you-go.

4. Return to the VPN Gateways page to view the VPN gateway.

The newly created VPN gateway is in the PreparingPreparing state. The VPN gateway changes to the
NormalNormal state after about 1 to 5 minutes. After the status changes to NormalNormal, the VPN gateway is
ready for use.

Step 2: Create a customer gatewayStep 2: Create a customer gateway
1. In the left-side navigation pane, choose Int erconnect ionsInt erconnect ions >  > VPNVPN >  > Cust omer Gat ewaysCust omer Gat eways.

2. In the top navigation bar, select  the region where you want to create the customer gateway.

Not e Not e Make sure that the customer gateway and the VPN gateway to be connected
belong to the same region.

3. On the User Gat ewayUser Gat eway page, click Creat e Cust omer Gat ewayCreat e Cust omer Gat eway.

4. On the Creat e Cust omer Gat ewayCreat e Cust omer Gat eway page, set  the following parameters and click OKOK.

NameName: Enter a name for the customer gateway.

IP AddressIP Address: Enter the public IP address of the gateway device in the data center that you want
to connect to the VPC. In this example,211.XX.XX.68 is entered.

Descript ionDescript ion: Enter a descript ion for the customer gateway.

For more information about the related parameters, see Create a customer gateway.

Step 3: Create an IPsec-VPN connectionStep 3: Create an IPsec-VPN connection
1. In the left-side navigation pane, choose Int erconnect ionsInt erconnect ions >  > VPNVPN >  > IPsec Connect ionsIPsec Connect ions.

2. In the top navigation bar, select  the region where you want to create the IPsec-VPN connection.

Not e Not e Make sure that the IPsec-VPN connection and the VPN gateway to be connected
belong to the same region.

3. On the IPsec Connect ionsIPsec Connect ions page, click Creat e IPsec Connect ionCreat e IPsec Connect ion.

4. On the Creat e IPsec Connect ionCreat e IPsec Connect ion page, set  the following parameters for the IPsec-VPN
connection, and click OKOK.

NameName: Enter a name for the IPsec-VPN connection.

VPN Gat ewayVPN Gat eway: Select  the VPN gateway that you created.

Cust omer Gat ewayCust omer Gat eway: Select  the customer gateway that you created.

IPsec-VPN Quick St art ··Connect  a da
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Rout ing ModeRout ing Mode: Select  a routing mode. In this example, Dest inat ion Rout ing ModeDest inat ion Rout ing Mode is selected.

Ef f ect ive Immediat elyEf f ect ive Immediat ely: Select  whether to immediately start  connection negotiat ions. In this
example, NoNo is selected.

YesYes: immediately starts negotiat ions after you complete the configuration.

NoNo: starts negotiat ions when traffic is detected.

Pre-shared KeyPre-shared Key: Enter a pre-shared key (PSK). The pre-shared key must be the same as the pre-
shared key of the gateway device in the data center.

If  you do not enter a value, the system generates a 16-bit  random string by default .

Use the default  sett ings for other parameters. For more information, see Create an IPsec-VPN
connection.

Step 4: Load the configuration of the IPsec-VPN connection to theStep 4: Load the configuration of the IPsec-VPN connection to the
gateway device in the data centergateway device in the data center

1. In the left-side navigation pane, choose Int erconnect ionsInt erconnect ions >  > VPNVPN >  > IPsec Connect ionsIPsec Connect ions.

2. On the IPsec Connect ionsIPsec Connect ions page, find the IPsec-VPN connection that you want to manage, and
choose  >  > Download Conf igurat ionDownload Conf igurat ion in the Act ionsAct ions column.

3. Load the configuration of the IPsec-VPN connection to the gateway device in the data center. For
more information, see Configure on-premises gateway devices. .

Step 5: Configure routes for the VPN gatewayStep 5: Configure routes for the VPN gateway
1. In the left-side navigation pane, choose Int erconnect ionsInt erconnect ions >  > VPNVPN >  > VPN Gat ewaysVPN Gat eways.

2. On the VPN Gat ewayVPN Gat eway page, find the VPN gateway that you want to manage and click its ID.

3. On the Dest inat ion-based Rout ingDest inat ion-based Rout ing tab, click Add Rout e Ent ryAdd Rout e Ent ry.

4. In the Add Rout e Ent ryAdd Rout e Ent ry panel, set  the following parameters and click OKOK.

Dest inat ion CIDR BlockDest inat ion CIDR Block: Enter the CIDR block of the data center. In this example,
172.16.0.0/12172.16.0.0/12 is entered.

Next  Hop T ypeNext  Hop T ype: Select  IPsec Connect ionIPsec Connect ion.

Next  HopNext  Hop: Select  the IPsec-VPN connection that you created.

Publish t o VPCPublish t o VPC: Specify whether to automatically advert ise new routes to the VPC route table.
In this example, YesYes is selected.

WeightWeight : Select  a weight for the route. In this example, 100100 is selected.

100100: specifies a high priority for the route.

00: specifies a low priority for the route.

Not e Not e If  two dest ination-based routes are configured with the same destination CIDR
block, you cannot set  the weights of the routes to 100.

Step 6: Test the connectivityStep 6: Test the connectivity
1. Log on to an ECS instance that is not assigned a public address in the VPC. For more information

about how to log on to an ECS instance, see Methods used to connect to ECS instances.
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2. Run the pingping command to access a server in the data center and test  the connectivity.
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This topic describes how to establish an IPsec-VPN connection between a virtual private cloud (VPC)
and a data center, and how to configure Border Gateway Protocol (BGP) dynamic routing for a VPN
gateway to automatically learn routes. This way, the VPC and the data center can share resources with
each other. This reduces network maintenance costs and network configuration errors.

ScenarioScenario
The following scenario is used as an example. An enterprise has created a VPC in the Germany
(Frankfurt) region. The private CIDR block of the VPC is 10.0.0.0/8 and the autonomous system number
(ASN) is 10001. The company has a data center in Frankfurt. The public IP address of the data center is
2.XX.XX.2, the CIDR block is 172.17.0.0/16, and the ASN is 10002. The enterprise wants to establish a
connection between the VPC and the data center for business development.

You can use IPsec-VPN to establish a connection between the VPC and the data center, and configure
BGP dynamic routing. After the configuration is completed, the VPC and the data center can
automatically learn routes and can communicate with each other. This reduces network maintenance
costs and network configuration errors.

Not e Not e An autonomous system (AS) is a small unit  that independently decides which routing
protocol to adopt in the system. This unit  is an independent and manageable network unit . It  may
consist  of a simple network or a network group that is controlled by one or more network
administrators. Each AS has a globally unique identifier called ASN.

Regions that support BGP dynamic routingRegions that support BGP dynamic routing

Area Region

Asia Pacific

China (Hangzhou), China (Shanghai), China (Qingdao), China (Beijing),
China (Zhangjiakou), China (Hohhot), China (Shenzhen), China (Hong
Kong), Singapore (Singapore), Japan (Tokyo), Malaysia (Kuala Lumpur),
Indonesia (Jakarta), and Australia (Sydney)

Europe & Americas US (Virginia), US (Silicon Valley), Germany (Frankfurt), and UK (London)

Middle East & India India (Mumbai) and UAE (Dubai)

PrerequisitesPrerequisites

3.Connect a data center to a VPC3.Connect a data center to a VPC
and enable BGP dynamic routingand enable BGP dynamic routing

VPN Gat eway
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An Alibaba Cloud account is created. If  you do not have an Alibaba Cloud account, create one.

A VPC is created in the Germany (Frankfurt) region and cloud services are deployed in the VPC. For
more information, see Create an IPv4 VPC.

The gateway device in the data center supports the Internet Key Exchange Version 1 (IKEv1) and
IKEv2 protocols. All gateway devices that support  these protocols can connect to the VPN gateway.

A stat ic public IP address is assigned to the gateway device in the data center.

The CIDR block of the data center does not overlap with the CIDR block of the VPC.

You have read and understand the security group rules that apply to the ECS instances in VPCs, and
the security group rules allow gateway devices in the data center to access cloud resources. For more
information, see Query security group rules and Add security group rules.

ProcedureProcedure

Step 1: Create a VPN gatewayStep 1: Create a VPN gateway
1. Log on to the VPN gateway console.

2. On the VPN Gat ewaysVPN Gat eways page, click Creat e VPN Gat ewayCreat e VPN Gat eway.

3. On the buy page, set  the following parameters, click Buy NowBuy Now, and then complete the payment.

NameName: Enter a name for the VPN gateway. In this example, VPN is used.

RegionRegion:Select  the region where you want to deploy the VPN gateway.

Make sure that the VPN gateway and the VPC are deployed in the same region. In this example,
Germany (Frankf urt )Germany (Frankf urt ) is selected.

VPCVPC:Select  the VPC to be associated with the VPN gateway. In this example, the VPC that is
created in Germany (Frankfurt) is selected.

Specif y vSwit chSpecif y vSwit ch: Select  whether to specify a vSwitch for the VPN gateway. In this example, NoNo
is selected.

If  you select  YesYes, you must also specify a vSwit chvSwit ch.

Peak Bandwidt hPeak Bandwidt h: Select  a maximum bandwidth value for the VPN gateway. Unit: Mbit/s.

The bandwidth is used for data transfer over the Internet. In this example,5 M5 M is selected.

T raf f icT raf f ic: By default , the VPN gateway uses the pay-by-data-transfer metering method. For
more information, see Pay-as-you-go.

IPsec-VPNIPsec-VPN: Specify whether to enable IPsec-VPN for the VPN gateway. In this example, EnableEnable
is elected.

SSL-VPNSSL-VPN: Specify whether to enable SSL-VPN. In this example, DisableDisable is selected.

IPsec-VPN Quick St art ··Connect  a da
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Durat ionDurat ion: By default , the VPN gateway is billed on an hourly basis. For more information about
billing, see Pay-as-you-go.

The newly created VPN gateway is in the PreparingPreparing state and changes to the NormalNormal state after
about 1 to 5 minutes. After the VPN gateway changes to the NormalNormal state, the VPN gateway is ready
for use. After the VPN gateway is created, a public IP address is automatically assigned to the gateway
for establishing VPN connections.

Not e Not e If  you want to use an exist ing VPN gateway, make sure that it  is updated to the latest
version. If  the exist ing VPN gateway does not use the latest  version, you cannot use BGP dynamic
routing by default .

You can check whether your VPN gateway uses the latest  version based on the status of the
UpgradeUpgrade button. If  your VPN gateway does not use the latest  version, you can click upgradeupgrade to
update your VPN gateway. For more information, see Update a VPN gateway.

Step 2: Enable BGP dynamic routingStep 2: Enable BGP dynamic routing
BGP is used to exchange routing information in different ASs. To use BGP dynamic routing, you must
enable it  for the VPN gateway.

Not e Not e You cannot disable BGP dynamic routing after you enable it .

1. In the left-side navigation pane, choose Int erconnect ionsInt erconnect ions >  > VPNVPN >  > VPN Gat ewaysVPN Gat eways.

2. In the top navigation bar, select  the region of the VPN gateway.

3. On the VPN Gat ewaysVPN Gat eways page, find the VPN gateway that you created and select   >  > EnableEnable

Aut omat ic BGP Propagat ionAut omat ic BGP Propagat ion in the Act ionsAct ions column.

4. In the Enable Aut omat ic BGP Propagat ionEnable Aut omat ic BGP Propagat ion dialog box, click OKOK.

After you enable automatic BGP advert ising, the VPN gateway automatically advert ises BGP routes
to the VPC.

Step 3: Create a customer gatewayStep 3: Create a customer gateway
You can create a customer gateway to register and update information about the data center to
Alibaba Cloud, and then connect the customer gateway to the VPN gateway.

1. In the left-side navigation pane, choose Int erconnect ionsInt erconnect ions >  > VPNVPN >  > Cust omer Gat ewaysCust omer Gat eways.

2. In the top navigation bar, select  the region where you want to create the customer gateway.

VPN Gat eway
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Not e Not e Make sure that the customer gateway and the VPN gateway to be connected are
deployed in the same region.

3. On the User Gat ewayUser Gat eway page, click Creat e Cust omer Gat ewayCreat e Cust omer Gat eway.

4. On the Creat e Cust omer Gat ewayCreat e Cust omer Gat eway page, set  the following parameters and click OKOK.

NameName: Enter a name for the customer gateway. In this example, CGW is entered.

IP AddressIP Address: Enter the public IP address of the gateway device in the data center. In this
example, 2.XX.XX.2 is used.

ASNASN: Enter the ASN of the data center. In this example, 10002 is entered.

Descript ionDescript ion: Enter a descript ion for the customer gateway.

For more information about the parameters, see Create a customer gateway.

Step 4: Create an IPsec-VPN connectionStep 4: Create an IPsec-VPN connection
1. In the left-side navigation pane, choose Int erconnect ionsInt erconnect ions >  > VPNVPN >  > IPsec Connect ionsIPsec Connect ions.

2. In the top navigation bar, select  the region where you want to create the IPsec-VPN connection.

Not e Not e Make sure that the IPsec-VPN connection and the VPN gateway to be connected
are deployed in the same region.

3. On the IPsec Connect ionsIPsec Connect ions page, click Creat e IPsec Connect ionCreat e IPsec Connect ion.

4. On the Creat e IPsec Connect ionCreat e IPsec Connect ion page that appears, set  the following parameters to create an
IPsec-VPN connection between the VPC and the data center, and click OKOK.

NameName: Enter a name for the IPsec-VPN connection. In this example, VPC TO IDC is entered.

VPN Gat ewayVPN Gat eway: Select  the VPN gateway to be connected.

In this example, the VPN gateway that is created in Step 1 is selected.

Cust omer Gat ewayCust omer Gat eway: Select  the customer gateway to be connected.

In this example, the customer gateway that is created in Step 3 is selected.

Rout ing ModeRout ing Mode: Select  a routing mode. In this example, Dest inat ion Rout ing ModeDest inat ion Rout ing Mode is selected.

Ef f ect ive Immediat elyEf f ect ive Immediat ely: Select  whether to immediately start  negotiat ions.

YesYes: starts negotiat ions immediately after you complete the configuration.

NoNo: starts negotiat ions when data transfer is detected.

YesYes is selected in this example.

Pre-shared KeyPre-shared Key: Enter a pre-shared key (PSK).

Make sure that the VPC and the data center use the same PSK. In this example, 123456 is used.

VersionVersion: Select  an IKE version. In this example, ikev2ikev2 is selected.

Encrypt ion Algorit hmEncrypt ion Algorit hm: Select  an encryption algorithm. In this example, aesaes is selected.

Aut hent icat ion Algorit hmAut hent icat ion Algorit hm: Select  an authentication algorithm. In this example, sha1sha1 is
selected.

DH GroupDH Group: Select  a Diffie-Hellman (DH) group. In this example, group2group2 is selected.

T unnel CIDR BlockT unnel CIDR Block: Enter the CIDR block of the IPsec tunnel. The CIDR block belongs to
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169.254.0.0/16. The subnet mask of the CIDR block is 30 bits in length. In this example,
169.254.10.0/30 is entered.

Local BGP IP AddressLocal BGP IP Address: Enter the BGP IP address of the VPC. This IP address falls within the CIDR
block of the IPsec tunnel. In this example, 169.254.10.1 is entered.

Not e Not e Make sure that the BGP IP addresses of the VPC and the data center do not
conflict  with each other.

Local ASNLocal ASN: Enter the ASN of the VPC. In this example, 10001 is entered.

Use the default  sett ings for other parameters. For more information, see Create an IPsec-VPN
connection.

Step 5: Load the configuration of the VPN gateway to the gatewayStep 5: Load the configuration of the VPN gateway to the gateway
device in the data centerdevice in the data center
To establish a connection between the VPC and the data center, you must load the configuration of
the VPN gateway to the gateway device in the data center after you create the IPsec-VPN connection
in the cloud.

The following example shows how to load the configuration of the VPN gateway to the gateway
device in the data center. A Cisco firewall device that runs the Cisco IOS XE system is used in the
example.

1. Log on to the command-line interface (CLI) of the Cisco firewall device.

2. Run the following commands to set  the IKEv2 proposal and policy:

crypto ikev2 proposal alicloud  
encryption aes-cbc-128          //Set the encryption algorithm. In this example, aes-cb
c-128 is used. 
integrity sha1                  //Set the authentication algorithm. In this example, sh
a1 is used. 
group 2                         //Set the DH group. In this example, group 2 is used. 
exit
!
crypto ikev2 policy Pureport_Pol_ikev2
proposal Pureport_prop
exit
!

3. Run the following commands to set  the IKEv2 keyring:

crypto ikev2 keyring alicloud
peer alicloud
address 1.XX.XX.1                //Set the public IP address of the VPN gateway on the 
VPC side. In this example, 1.XX.XX.1 is used. 
pre-shared-key 123456          //Set the PSK. In this example, 123456 is used. 
exit
!

4. Run the following commands to set  the IKEv2 profile:
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crypto ikev2 profile alicloud
match identity remote address 1.XX.XX.1 255.255.255.255    //Match the public IP addres
s of the VPN gateway on the VPC side. The matched IP address is 1.XX.XX.1 in this examp
le. 
identity local address 2.XX.XX.2    //Set the public IP address of the data center. In 
this example, 2.XX.XX.2 is used. 
authentication remote pre-share   //Set the authentication mode for the VPC to PSK. 
authentication local pre-share    //Set the authentication mode for the data center to 
PSK. 
keyring local alicloud            //Invoke the IKEv2 keyring. 
exit
!

5. Run the following commands to set  transform:

crypto ipsec transform-set TSET esp-aes esp-sha-hmac
mode tunnel
exit
!

6. Run the following commands to set  the IPsec profile and to invoke the transform, PFS, and IKEv2
profiles:

crypto ipsec profile alicloud
set transform-set TSET
set pfs group2
set ikev2-profile alicloud
exit
!

7. Run the following commands to set  the IPsec tunnel:

interface Tunnel100
ip address 169.254.10.2 255.255.255.252    //Set the tunnel address for the data center
. In this example, 169.254.10.2 is used. 
tunnel source GigabitEthernet1
tunnel mode ipsec ipv4
tunnel destination 1.XX.XX.1                 //The public IP address of the VPN gateway
on the Alibaba Cloud side. In this example, 1.XX.XX.1 is used. 
tunnel protection ipsec profile alicloud
no shutdown
exit
!
interface GigabitEthernet1
ip address 2.XX.XX.2 255.255.255.0
negotiation auto
!

8. Run the following commands to set  the BGP routing protocol:
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router bgp 10002                         //Enable BGP routing and set an ASN for the da
ta center. In this example, 10002 is used. 
bgp router-id 169.254.10.2               //Set the BGP router ID. In this example, 169.
254.10.2 is used. 
bgp log-neighbor-changes
neighbor 169.254.10.1 remote-as 10001    //Set an ASN for the BGP neighbor. 
neighbor 169.254.10.1 ebgp-multihop 10   //Set the EBGP hop-count to 10.   
!
address-family ipv4
network 172.17.0.0 mask 255.255.0.0      //Advertise the CIDR block of the data center.
In this example, the CIDR block is 172.17.0.0/16. 
neighbor 169.254.10.1 activate           //Activate the BGP neighbor. 
exit-address-family
!

After you establish the IPsec-VPN connection, the VPN gateway of the VPC and the gateway device in
the data center advert ise the following routes:

The gateway device in the data center automatically learns routes from the CIDR block of the data
center through BGP, and then advert ises the routes to the VPN gateway of the VPC. The VPN
gateway of the VPC automatically advert ises the learned routes to the VPC route table.

The VPN gateway of the VPC automatically learns routes from the route table of the VPC through
BGP, and then advert ises the routes to the gateway device in the data center.

Step 6: Test the connectivityStep 6: Test the connectivity
1. Log on to an Elast ic Compute Service (ECS) instance that is not assigned a public address in the VPC.

For more information about how to log on to an ECS instance, see Methods used to connect to ECS
instances.

2. Run the  ping  command to access a client  in the local data center and test  the connectivity.

The result  shows that the ECS instance in the VPC can access the client  in the data center.
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3. Log on to the client  in the data center.

4. Run the  ping  command to access an ECS instance in the VPC and test  the connectivity.

The result  shows that the client  in the data center can access the ECS instance in the VPC.
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This topic describes how to connect an iOS device to a VPN gateway by using the built-in VPN software
of the iOS device. This allows mobile clients to access resources in a virtual private cloud (VPC) that is
associated with the VPN gateway.

PrerequisitesPrerequisites
An Alibaba Cloud account is created. If  you do not have an Alibaba Cloud account, create one.

Your mobile client  runs the iOS operating system.

A VPC is created in a region that supports IPsec-VPN servers. For more information, see Create an IPv4
VPC.

Not eNot e

IPsec-VPN servers are supported only in the following regions: China (Hangzhou), China
(Shanghai), China (Qingdao), China (Beijing), China (Zhangjiakou), China (Ulanqab), China
(Shenzhen), China (Hong Kong), Singapore (Singapore), Japan (Tokyo), Malaysia (Kuala
Lumpur), Indonesia (Jakarta), Australia (Sydney), US (Virginia), US (Silicon Valley), Germany
(Frankfurt), UK (London), India (Mumbai), and UAE (Dubai).

Only iOS devices can connect to a VPN gateway by using the built-in VPN software.

ScenarioScenario

A company has created Elast ic Compute Service (ECS) instances in the China (Qingdao) region and
deployed enterprise applications on the ECS instances. Due to business growth, employees on business
trips need to remotely access the enterprise applications deployed on Alibaba Cloud from iOS devices.

You can create a VPN gateway and then create an IPsec-VPN server on the gateway. This way, the
employees can use the built-in VPN software of their iOS devices to connect to the VPN gateway. After
a mobile client  is connected to the VPN gateway, employees can remotely access the enterprise
applications deployed on Alibaba Cloud.

4.Connect an iOS device to a VPN4.Connect an iOS device to a VPN
gateway by using the built-in VPNgateway by using the built-in VPN
softwaresoftware
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ProcedureProcedure

Step 1: Create a VPN gatewayStep 1: Create a VPN gateway
1. Log on to the VPN Gateway console.

2. In the top navigation bar, select  the region of the VPC to be associated with the VPN gateway.
China (Qingdao)China (Qingdao) is selected in this example.

3. On the VPN Gat ewaysVPN Gat eways page, click Creat e VPN Gat ewayCreat e VPN Gat eway.

4. On the buy page, set  the following parameters, click Buy NowBuy Now, and then complete the payment:

NameName: Enter a name for the VPN gateway.

The name must be 2 to 128 characters in length, and can contain digits, hyphens (-), and
underscores (_). It  must start  with a letter.

RegionRegion: Select  the region where you want to deploy the VPN gateway.

China (Qingdao)China (Qingdao) is selected in this example.

VPCVPC: Select  the VPC to be associated with the VPN gateway.

Specif y VSwit chSpecif y VSwit ch: Select  whether to specify a vSwitch for the VPN gateway.

If  you select  NoNo, you do not need to specify a vSwitch for the VPN gateway. The system
connects the VPN gateway to a random vSwitch in the VPC.

If  you select  YesYes, you must specify a vSwitch for the VPN gateway. The system connects the
VPN gateway to the specified vSwitch.

Peak Bandwidt hPeak Bandwidt h: Specify the maximum bandwidth for the VPN gateway. The bandwidth is
used for data transfer over the Internet.

In this example, 10 M10 M is selected.

T raf f icT raf f ic: By default , the VPN gateway uses the pay-by-data-transfer metering method. For
more information, see Pay-as-you-go.

IPsec-VPNIPsec-VPN: Enable or disable the IPsec-VPN feature. After you enable this feature, you can
establish connections between data centers and VPCs.

DisableDisable is selected in this example.

SSL-VPNSSL-VPN: Enable or disable the SSL-VPN feature. The SSL-VPN feature allows you to connect to
a VPC from a device anywhere.

The SSL-VPN feature must be enabled before you can use the built-in VPN software of a mobile
device to establish a connection with the VPN gateway. EnabledEnabled is selected in this example.

SSL connect ionsSSL connect ions: Select  the maximum number of clients that can be connected to the VPN
gateway at  the same t ime.

55 is selected in this example.

IPsec-VPN Quick St art ··Connect  an i
OS device t o a VPN gat eway by usin
g t he built -in VPN soft ware

VPN Gat eway

20 > Document  Version: 20211228

https://vpc.console.aliyun.com/vpn
https://www.alibabacloud.com/help/doc-detail/72351.htm#concept-iyc-hwx-wdb


Not e Not e The number of SSL connections specified in this parameter includes both SSL-
VPN and IPsec-VPN connections. For example, if  you set  the maximum number of SSL
connections to 5 and three SSL clients are connected through SSL-VPN connections, it
indicates that you can connect only two mobile clients to the IPsec-VPN server.

Durat ionDurat ion: By default , the VPN gateway is billed on an hourly basis.

5. Return to the VPN Gateways page to view the VPN gateway.

The newly created VPN gateway is in the PreparingPreparing state. The VPN gateway enters the NormalNormal
state after about 2 minutes. The Normal state indicates that the VPN gateway is init ialized and
ready for use. The system assigns a public IP address to the VPN gateway. The IP address is used to
establish connections between mobile clients and the VPN gateway.

Not e Not e If  you want to use an exist ing VPN gateway instead of a new VPN gateway, make
sure that the VPN gateway is updated to the latest  version. If  the exist ing VPN gateway does
not use the latest  version, you cannot use the IPsec-VPN server.

You can check whether your VPN gateway uses the latest  version based on the status of the
UpgradeUpgrade button. If  your VPN gateway does not use the latest  version, you can click upgradeupgrade
to update your VPN gateway. For more information, see Update a VPN gateway.

Step 2: Create an IPsec-VPN serverStep 2: Create an IPsec-VPN server
1. Log on to the VPN Gateway console.

2. In the left-side navigation pane, choose Int erconnect ionsInt erconnect ions >  > VPNVPN >  > IPsec-VPN ServerIPsec-VPN Server.

3. In the top navigation bar, select  the region of the IPsec-VPN server.

4. On the IPsec-VPN ServerIPsec-VPN Server page, click Creat e IPsec-VPN ServerCreat e IPsec-VPN Server.

5. On the Creat e IPsec-VPN ServerCreat e IPsec-VPN Server page, set  the required parameters.

NameName: Enter a name for the IPsec-VPN server.

The name must be 2 to 128 characters in length, and can contain digits, hyphens (-), and
underscores (_). It  must start  with a letter.

VPN Gat ewayVPN Gat eway: Select  the VPN gateway to which you want to connect by using the built-in VPN
software of your mobile device.

The VPN gateway created in Step 1 is selected in this example.

Local Net workLocal Net work: Enter the CIDR block of the VPC to be accessed by the mobile device.

192.168.0.0/16192.168.0.0/16 is used in this example.

Client  SubnetClient  Subnet : Enter the private CIDR block of the mobile client  in the IPsec-VPN connection.

The client  subnet is not the private CIDR block of the mobile client  but the private CIDR block
assigned to the virtual network adapter of the mobile client. When the mobile client  accesses
the VPC, the VPN gateway assigns an IP address from the specified client  subnet to the client.

Not e Not e The CIDR block of the client  must not overlap with that of the vSwitch in the
VPC.

10.0.0.0/1610.0.0.0/16 is used in this example.
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Pre-Shared KeyPre-Shared Key: The pre-shared key is used for identity verificat ion between the IPsec-VPN
server and the mobile client. An IPsec-VPN connection can be established only when both ends
have the same key. You can specify a key or use the default  key that is randomly generated by
the system.

123456123456 is used in this example.

Ef f ect ive Immediat elyEf f ect ive Immediat ely: Select  whether to immediately start  connection negotiat ions.

YesYes: starts negotiat ions immediately after you complete the configuration.

NoNo: starts negotiat ions when data transfer is detected.

In this example, YesYes is selected.

Advanced Conf igurat ionAdvanced Conf igurat ion: The default  sett ings are used in this example.

6. Click OKOK.

After the IPsec-VPN server is created, you can go to the IPsec-VPN ServerIPsec-VPN Server page to view the created
IPsec-VPN server.
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Step 3: Connect to the VPN gateway by using the built-in VPNStep 3: Connect to the VPN gateway by using the built-in VPN
software of a mobile devicesoftware of a mobile device
The following operations describe how to connect an iOS device to a NAT gateway by using the built-
in VPN software. In this example, the device runs in iOS 14.

1. Go to Set t ingsSet t ings.

2. Choose GeneralGeneral >  > VPNVPN >  > Add VPN Conf igurat ionAdd VPN Conf igurat ion.

3. On the Add Conf igurat ionsAdd Conf igurat ions page, set  the following parameters:

T ypeT ype: Select  a VPN type.

IKEv2IKEv2 is selected in this example.

Descript ionDescript ion: Enter a descript ion for the VPN.

ServerServer: Enter the public IP address of the VPN gateway to which you want to connect the
mobile client.

In this example, the public IP address of the VPN gateway in Step 1 is entered.

Remot e IDRemot e ID: Enter the public IP address of the VPN gateway to which you want to connect the
mobile client.

In this example, the public IP address of the VPN gateway in Step 1 is entered.

Local IDLocal ID: This parameter is not set  in this example.

User Aut hent icat ionUser Aut hent icat ion: Select  a user authentication type.

NoneNone is selected in this example.

Use Cert if icat eUse Cert if icat e: The parameter is disabled in this example.

SecretSecret : The secret  is used for identity verificat ion between the IPsec-VPN server and the mobile
client. An IPsec-VPN connection can be established only when both ends use the same secret.

123456123456 is used in this example.

4. Click Complet eComplet e.

5. On the VPNVPN page, select  the VPN configuration and turn on St at usSt at us.

The IPsec-VPN connection is established after the status changes to Connect edConnect ed.

Step 4: Test network connectivityStep 4: Test network connectivity
Complete the following steps to test  the connectivity between the mobile device and the VPC.

1. Open a browser on the mobile device.

2. Enter the private IP address of an ECS instance into the address bar of the browser.

192.168.0.196192.168.0.196 is used in this example.
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The result  shows that the mobile client  can access resources deployed in the VPC.
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