
Alibaba Cloud

VPN Gateway
FAQ

Document Version: 20220302

Alibaba Cloud

VPN Gateway
FAQ

Document Version: 20220302



Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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1. What can I do if the state of an IPsec-VPN connection indicates
"Phase 1 negotiations failed"?
When the configuration of the VPN gateway on Alibaba Cloud is different from that of the on-premises
VPN gateway, Phase 1 negotiat ions may fail. The following table describes the possible causes and
solutions.

Cause Solution Log

The pre-shared keys are
different.

Configure the same pre-
shared key on both VPN
gateways.

invalid HASH_V1 payload length, 
decryption failed?
could not decrypt payloads
message parsing failed

The IKE protocol
versions are different.

Configure the same IKE
version. For example,
you can set the IKE
protocol version to
IKEv1 or IKEv2 on both
VPN gateways of the
IPsec-VPN connection.

parsed IKE_SA_INIT response 0 [ 
N(NO_PROP) ]
received NO_PROPOSAL_CHOSEN notify error
received AUTHENTICATION_FAILED error 
notify

The negotiation modes
are different.

Configure the same
negotiation mode. For
example, you can set
the negotiation mode
to main or aggressive
on both VPN gateways
of the IPsec-VPN
connection.

received AUTHENTICATION_FAILED error 
notifyed

The values of LocalId or
RemoteId are different.

Set the same value for
LocalId or RemoteId on
both VPN gateways.

[IKE] IDir xxxx does not match to xxxx

The encryption or
authentication
algorithms are
different.

Configure the same
encryption and
authentication
algorithms on both VPN
gateways.

N/A

The DH groups are
different.

Configure the same DH
group. For example, you
can set the DH group to
group 2 on both VPN
gateways of the IPsec-
VPN connection.

N/A

1.FAQ about IPsec-VPN connections
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The peering VPN
gateway does not
respond.

Make sure that the
peering VPN gateway
functions as expected.

[IKE] sending retransmit 1 of request 
message ID 0, seq 1

A wrong public IP
address is specified
when you create the
customer VPN gateway.

You must specify the
public IP address of the
on-premises VPN
gateway when you
create the customer
gateway.

received UNSUPPORTED_CRITICAL_PAYLOAD 
error notify

Cause Solution Log

In some scenarios, the state of the IPsec-VPN connection indicates "Phase 1 negotiat ions failed" even if
the preceding configurations on both VPN gateways are the same. To resolve this problem, we
recommend that you change the negotiat ion mode to aggressive.

2. What can I do if the state of an IPsec-VPN connection indicates
“Phase 2 negotiations failed”?
The following table describes the possible causes and solut ions.

Cause Solution Log

The interesting traffic
flows are different.

Check the private CIDR
blocks of both VPN
gateways of the IPsec-
VPN connection. Make
sure that the private
CIDR blocks are set
correctly.

Main mode

received INVALID_ID_INFORMATION error 
notify

Aggressive mode

received HASH payload does not match 
integrity check failed

The encryption or
authentication
algorithms are
different.

Configure the same
encryption and
authentication
algorithms on both VPN
gateways of the IPsec-
VPN connection.

parsed INFORMATIONAL_V1 request xxxx [ 
HASH N(NO_PROP) ]
received NO_PROPOSAL_CHOSEN error notify
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The DH groups are
different.

Configure the same DH
group on both VPN
gateways of the IPsec-
VPN connection.

ESP:AES_CBC_256/HMAC_SHA1_96/MODP_1024/N
O_EXT_SEQ
ESP:AES_CBC_128/HMAC_SHA1_96/MODP_1024/N
O_EXT_SEQ, 
ESP:AES_CBC_128/AES_CBC_192/AES_CBC_256/
3DES_CBC/BLOWFISH_CBC_256/HMAC_SHA2_256_
128/HMAC_SHA2_384_192/HMAC_SHA2_512_256/
HMAC_SHA1_96/AES_XCBC_96/HMAC_MD5_96/NO_
EXT_SEQ
no matching proposal found, sending 
NO_PROPOSAL_CHOSEN

Cause Solution Log

3. What can I do if the state of an IPsec-VPN connection indicates
“Phase 2 negotiations succeeded”, but the Elastic Compute Service
(ECS) instances in the virtual private cloud (VPC) cannot access the
servers in the on-premises data center?
If  public IP addresses are used as private IP addresses within the on-premises data center and the ECS
instances can access the Internet, submit  a t icket  to modify the configuration. Otherwise, check the
routes and other relevant configurations based on the following information:

Check the routes on the router of the VPC.

Check the configuration of the firewall or iptables in the on-premises data center. Make sure that
requests sent from the private CIDR block of the VPC are allowed to reach the on-premises data
center.

4. What can I do if the state of an IPsec-VPN connection indicates
“Phase 2 negotiations succeeded”, but servers in the on-premises
data center cannot access the ECS instances in the VPC?
Check the configurations based on the following information:

Check the routes and ACLs in the on-premises data center. Make sure that data is allowed to be
transmitted to the VPC through the IPsec-VPN connection.

Check the rules in the security group of the ECS instances. Make sure that requests from the private
CIDR block of the on-premises data center are allowed to reach the ECS instances.

5. What can I do if the state of the IPsec-VPN connection indicates
“Phase 2 negotiations succeeded”, but communication is
successful only in some of the CIDR blocks?
Check whether the IKEv2 protocol is used. If  you want to establish an IPsec-VPN connection to connect
mult iple CIDR blocks, we recommend that you use the IKEv2 protocol.

If  the IKEv2 protocol is used, check the Security Associat ion (SA) on the on-premises VPN gateway. In
most cases, only one SA is created for each IPsec-VPN connection, for example, 172.30.96.0/19 ===
10.0.0.0/8 172.30.128.0/17.
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If  more than one SA exists, it  indicates that the IKEv2 protocol that the on-premises VPN gateway uses
is not a standard protocol. To resolve this problem, you must create mult iple IPsec-VPN connections to
connect the CIDR blocks. For example, you can split  the IPsec-VPN connection 172.30.96.0/19 <=>
10.0.0.0/8 172.30.128.0/17 into IPsec-VPN connection A 172.30.96.0/19 <=> 10.0.0.0/8 and IPsec-VPN
connection B 172.30.96.0/19 <=> 172.30.128.0/17.

Not e   The two IPsec-VPN connections must share the Phase 1 SA. Make sure that the same
Phase 1 negotiat ion sett ings are configured for the IPsec-VPN connections.
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This topic provides answers to some frequently asked questions about VPN gateways.

Can I deploy a VPN gateway in a classic network?

What are the prerequisites for connecting a data center to a VPC through IPsec-VPN?

Can I use VPN gateways to connect VPCs across regions?

What types of gateway devices can connect to VPN gateways?

How many IPsec-VPN connections can be established to a VPN gateway?

Can I use VPN gateways to access the Internet?

Does network traffic between VPCs traverse the Internet?

Can I specify more than one client  CIDR block for an IPsec-VPN connection?

Can I downgrade a VPN gateway?

Can I enable SSL-VPN for VPN gateways that are created before the release date of SSL-VPN?

How can I configure network access control list  (ACL) rules on a VPN gateway?

Why am I unable to connect to an AWS VPN gateway through IPsec-VPN?

Can I deploy a VPN gateway in a classic network?
No, you cannot deploy a VPN gateway in a classic network.

VPN gateways support  only virtual private clouds (VPCs). If  you want the resources in a classic network
to use the VPN gateway of a VPC, you must enable ClassicLink for the VPC. For more information, see
Connect a data center to a classic network by using IPsec-VPN.

What are the prerequisites for connecting a data center to a VPC
through IPsec-VPN?

The gateway device of the data center must support  the IKEv1 and IKEv2 protocols.

IPsec-VPN supports both IKEv1 and IKEv2. All gateway devices that support  the IKEv1 and IKEv2
protocols can connect to VPN gateways on Alibaba Cloud.

A stat ic public IP address is assigned to the gateway device in the data center.

The client  CIDR block and the VPC CIDR block do not overlap with each other.

For more information about how to connect a data center to a VPC through IPsec-VPN, see Connect a
data center to a VPC.

Can I use VPN gateways to connect VPCs across regions?
Yes, you can use VPN gateways to connect VPCs across regions. For more information, see Establish
IPsec-VPN connections between two VPCs.

What types of gateway devices can connect to VPN gateways?
Alibaba Cloud VPN gateways support  the standard IKEv1 and IKEv2 protocols. All gateway devices that
support  the IKEv1 and IKEv2 protocols can connect to VPN gateways on Alibaba Cloud. For example,
gateway devices manufactured by H3C, Hillstone, Sangfor, Cisco ASA, Juniper, SonicWall, Nokia, IBM, and
Ixia can connect to VPN gateways on Alibaba Cloud. For more information, see Configure a gateway
device in a data center.

2.FAQ about VPN gateways
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How many IPsec-VPN connections can be established to a VPN
gateway?
By default , you can establish at  most 10 IPsec-VPN connections to a VPN gateway. To create more
IPsec-VPN connections, request  a quota increase. For more information, see Manage quotas.

Can I use VPN gateways to access the Internet?
No, you cannot use VPN gateways to access the Internet.

You can use VPN gateways to access only VPCs through private connections.

Does network traffic between VPCs traverse the Internet?
No, network traffic between VPCs does not traverse the Internet.

When you use VPN gateways to connect VPCs across regions, network traffic is transmitted only within
Alibaba Cloud.

Can I specify more than one client CIDR block for an IPsec-VPN
connection?
Yes, you can specify more than one client  CIDR block for an IPsec-VPN connection.

We recommend that you specify IKEv2 when you create the connection.

Can I downgrade a VPN gateway?
Yes, you can downgrade a VPN gateway.

To downgrade a VPN gateway,submit  a t icket.

Can I enable SSL-VPN for VPN gateways that are created before the
release date of SSL-VPN?
No, you cannot enable SSL-VPN for VPN gateways that are created before the release date of SSL-
VPN.

If you want to enable SSL-VPN for VPN gateways that are created before the release date, submit  a
t icket.

How can I configure network access control list  (ACL) rules on a VPN
gateway?

Type of VPN gateway Rule Configuration

IPsec-VPN

Configure outbound and inbound rules to allow the following CIDR
block and IP addresses. This way the VPN gateway can establish IPsec-
VPN connections.

100.104.0.0/16

The IP address of the customer gateway

The IP address of the VPN gateway

FAQ·FAQ about  VPN gat eways VPN Gat eway
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SSL-VPN

Configure inbound and outbound rules to allow the following IP
addresses and CIDR block and open the following port. This way, the
VPN gateway can establish SSL-VPN connections.

100.104.0.0/16

The public IP address of the client

The IP address of the VPN gateway

The port that can be used by SSL-VPN connections.

For example, you can specify port 1194.

Type of VPN gateway Rule Configuration

Why am I unable to connect to an AWS VPN gateway through IPsec-
VPN?

Cause

When you use an AWS VPN gateway to create an IPsec-VPN connection, each tunnel of the IPsec-
VPN connection supports only one security associat ion (SA). If  the routing mode of the IPsec-VPN
connection on the Alibaba Cloud side is set  to Protected Data Flows and mult iple VPC CIDR blocks or
client  CIDR blocks are specified for the IPsec-VPN connection, the AWS VPN gateway cannot forward
traffic.

Solut ion

If the routing mode of the IPsec-VPN connection on Alibaba Cloud is set  to Protected Data Flows,
you must specify only one VPC CIDR block and one client  CIDR block.

Change the routing mode of the IPsec-VPN connection on Alibaba Cloud to Destination Routing
Mode.
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