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event.userIdentity.accessKeyId: "LTAIDC4unc8R2qPu" | select count(1l
) as use_ak_LTAIDC4unc8R2qPu

B actiontrail_at-p... x ‘ actiontrail_at-p... x ‘

E3 actiontrail_at-product-account-audit (0 15Minutes(Relative) v Share Index Attributes Save Search Saved as Alarm
‘ 1 event.userldentity.accessKeyld: ‘L 1" | select count(1) as use_ak | ] & ° ‘ Search & Analysis
12
16:38:47 16:40:45 16:42:45 16:44:45 16:46:45 16:48:45 16:50:45 16:52:45

Log Entries:1 Search Status:The results are accurate. Scanned Rows:1 Search Time:208ms

Raw Logs LiveTail Graph
il W F o2 o0 e 8 e s KN :
Drilldewn Configurations use_ak_| s iy + 2

No drilldown configurations 1
available. Click the (+) icon in
the table header to add.

Total:1 20/ page Goto
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Alarm Rule X
use_ak_| -
Attribute
use_ak_ v
60

The unit of query range is minute from 1 to 60.

5

The check interval unit is minute.

1

Check Condition
use_ak L7 ~
Greater Than ~
1
Action
Notifications ~
AccessKey: s in use

A notification can contain up to 500 characters.
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I[ Alibaba Cloud] Log Service alarm: The project henshao-test-send-sls-600/trigger use_ak_b7z of

71887** @qg.com takes effect 2 > 1; content: AccessKey: LTAIDC4unc8R2gPu isin use. Context:
[use_ak LTAIDC4unc8R2gPu:2]J
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use_ak_LTAIDC4unc8R2qPuAlarm Records
at- pI’Od uct-acd Region: China East 2 (Shanghai)
3 Hours 6 Hours. 12 Hours. 1Day 2 Days
Endpoints
Alarm Triggering Number of triggers/nofification threshold (a notification is '
Check time Details Status  sent when these two values are equal)
2018-11-02 Succe .
16:58:06 2=1 s count/threshold:1/1
2018-11-02 Succe . .
use_ak_LTAIDC4unceR2 17:00:08 3=1 - count/threshold:1/1 View  Modify Delete
2018-11-02 Succe
3=1 count/thresheld:1/1
17:05:07 55 Total: 1 item(s),Per Page: 10 item(s) -
2018-11-02 Succe
a=1 t/threshold:1/1
17:10407 i s counvirestol
Total: 4 itemis).Per Page: 10 item(s) & >
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¥ LogHub - Collect
Enter a Logstore name to Search Search
[Doc] Collection Hel...
0 ! Data | t
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Wizard
Logtail Machine Grou...
actiontrail_at-product- 2 b Logtail Config (Manage) | Diagnose | More
~ LogHub - Consume account-audit
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- CreateTrail

- UpdateTrail

- DeleteTrail

- DescribeTrails
- GetTrailStatus
- StartLogging
- StopLogging

- LookupEvents
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acs:actiontrail:${region}:${AccountId}:*

HEDY —TarDy Yy —2Z,

ER{T5R) & —ofl
© wiAHD EHBEZFS %

"Version": "1",

"Statement": [{
"Effect": "Allow",
"Action": [

"actiontrail:LookupEvents",

"actiontrail:Describex",

"actiontrail:Getx"

1,

"Resource": "x"
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}
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{

"Version" : "1",
"Statement": [{

"Effect": "Allow",

"Action": [
"actiontrail:LookupEvents",
"actiontrail:Describex",
"actiontrail:Getx"

Aﬁesource": R

"Condition":{

"IpAddress": {
"acs:Sourcelp": "42.120.66.0/24"
}
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- AliyunActionTrailReadOnlyAccess (FtAHD EH 7 27 & ZHERR)
- AliyunActionTrailFullAccess (717 7 & ZHEfR)
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{
"Version": "1",
"Statement": [{

"Effect": "Allow",

"Action": [
"actiontrail:LookupEvents",
"actiontrail:Describex",
"actiontrail:Getx"

Aﬁesource": "k

"Condition":{

"IpAddress": {
"acs:SourcelIp": "42.120.66.0/24"
}
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