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1.1 FEASDK
1.1. CRANSDK

AREABNBCHRABISDKER /535 R XAPI, LinkloT Edgei2tCARABISDK, ZFRA linkedge-thing-
access-sdk-c,

ChRAFHRBISDKIRIBIE S 5 CE,

get _properties_callback

/*
* REEM (WMREFRYEEEMEEX) NEHRRE, TR EELIRNEL L SZE,

* Link IoT EdgeBERIEMEENEMN, sokRAAZEOENZRNISEHEAEERIGEIEFLSALL
nk IoT Edgeo

* FREFRERERE I HEERIRIRE, BFRNEINEMEERRedevice data tEIIETR,

* @dev_handle: Link IoT EdgefRBRNEMMNAKEMESE,

* @properties: BHERELSH, BHALXETERRERERMRNEINEEEEHEproper
tiesHl,

* @properties count: BT

* Qusr data: Mg EE, AP EENAEERE.

* PFERIMEIREMIIMNRELE_succEss, EMNREIHIRS (5F1le_error. niBIRBAEX) o

* ‘k/

typedef int (*get properties callback) (device handle t dev handle,
leda device data t properties[],
int properties count,

void *usr data);

set_properties_callback

/*

* IRERM (WMREFRYEREMEX) HNERKE, FRHHALRELINRER T SZE,

* Link IoT EdgeREBRBEFEMEENEMN, sokEBAREOBAFTHNELESRANARER, FRERE
EZAEE

* RBERRERMIRERIRE.

* @dev_handle: Link IoT EdgeEERBERMNEXEMEE,
* @properties: Link ToT EdgeFEIRBMIGEHEMRMFE,
* @properties count: BN

* @Qusr data: A EE, AREERNIEHRE,

* BHIREVIIMREILE succEss, KRMMIREEIRIS (B5F le error . hfRIRIBAEEN) o
* x/
typedef int (*set properties callback) (device handle t dev handle,
const leda device data t properties|],
int properties count,

void *usr data);

> MA4RRA: 20220119 7
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call_service _callback

/*
* RS (WENREF @YIEERSZEX) RANEIRRS, FEWRDFLELIIRS L SEE.
* Link IoT EdgeRBIHAREMREMIRSGHE, sokBFARZEOKRANRSSHERANAER, ARER
EEAMORE
* RRBRARKNRS, HIFRSEEERRedevice data tIEFEHloutput datas

* @dev_handle: Link IoT EdgeBERARARSHAGFEMNEE.
* @service name: Link IoT Edge%%ﬂﬁﬁ%ﬂ@lﬁ%ﬂ’gﬁw;’l\ﬂﬁ%%, BM5EE = mYER—,
* @data: Link IoT EdgeBEIFAAMNIGHENAGRENRSSH, SHERETRERFRIT—H

* @data count: Link IoT EdgeBERANRENEFENRSSHI K.
* @output data! HEREFEFRSABNREE, HRILE-RMREMENRSETEEZ output

* @usr data: AMSEE, AREERNIAEHE,

* BIREVEIIMREILE succESS, KRMNULREIFEIRIY (5% 1le error.hFIRBEEN) o
* x/
typedef int (*call service callback) (device handle t dev handle,
const char *service name,
const leda device data t datall,
int data count,
leda device data t output datal],

void *usr data);

leda_report_properties

* LiREE, EIREFMESRYIERPME T IREHNEE LIREN.

* EREM, AT ER—T, BRSSP —E ik,

* dev_handle: ®&EELink IoT EdgeZSHiME—HRiR,
* properties: @leda device data t, BME¥A.
* properties count: IR EIREMEA

~ PHEZEO, MINRELE success, KKGR[EFHIRG,
=y

int leda report properties(device handle t dev handle, const leda device data t properties]|

], int properties count);

leda_report_event

8 > RYBRA: 20220119
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/*

*

HREG, REAFNSEH LRENERESRMIERENE,

* dev_handle: i&#&fELink IoT EdgeZsiiMi—iniR.

* event name: HHER,

* data:l @leda device data t, BHSEHEA,
* data_ count: BEHSHBAEKE,

~ PHEZEO, MINRELE success, KKHR[EFEIRG.

wY
int leda report event(device handle t dev handle, const char *event name, const leda device
_data t datal], int data count);

leda_offline

/*
* THIRE, RIMNRETEERERRSHIZEREF, UL TLIRE, XfFLink ToT EdgeMFRMBRTRHE
BEIZEM,

*

* dev_handle: i&&7ELink IoT EdgeZsittME—#RiR,

*

* PHEEO, MINRELE success, KRKGR[EFHIRG,

*/

int leda offline(device handle t dev_handle);

leda_online

/*
* bEigE, RERFLAR, AHEWLink IoT EdgelRFl,

*

* dev handle: i&#&fELink IoT EdgeZsiiM—iniR.

*

* PHEEO, MINRELE succEss, KKGR[EFHIRG,
=Y

int leda online(device handle t dev handle);

leda_register_and _online_by device_name
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* BT EEMECYBEMT S IEINIEEdevice name, AMHF LEIEE, RIFLEH—ITRAR.
* BREBIMSNRE, WSRFERZEOBR,

* product key: £/ B =B T & R BRI~ M ProductKeyo

* device name: FEMERYIEXMNT S GIEANZE B DeviceNames

* device cb: ERIFAIREEERBEE, FAERIeleda device callbacke
* usr_data: REEMEENTAERIE, EEEPRELIRE,

* PAZEEO, REMEIREFELink IoT EdgeZsiE—iRiIE, >= 0RTEY, < 0 RERLH.

*/
device handle t leda register and online by device name (const char *product key, const char

*device name, leda device callback t *device cb, void *usr data);
leda_register_and_online_by local name

* BB ESCGERERM, EMH LIRS, RIHREE—IRIRM.
* BREAMSMEE, NS RBARZEOER,

* product key: TEMERMEMT S RIENF=MmProductKeyo

£ local_name: i S E AR R —ER %_5\; M?ﬁf*ﬁfﬁ_/l\product_keyﬂ?, BEMEBEBIEARE,
* device cb: ERFAIREEERBEE, FMAERICLleda device callbacke

* usr_data: REEMMENTAE IR, EEIAFSELRIRE,

* PAEEO, REEIREELink ToT EdgeiME—4iRIR, >= ORTER, < 0 RIAEHo

* 7 ER—FF@mProductkeyFHig&EM, FAWAXIZEOMleda register and online by device namel®
AR ER.

* BE— = @mProductkeyREEMBACAR—IZA, BMWREEIMELEFTIETH.

*/

device handle t leda register and online by local name (const char *product key, const char

*local name, leda device callback t *device cb, void *usr data);

leda_init

/%
* IREpIRIRAIEN, WRABSLBTIEAIEN, RTRITAEZYMBMT S TARNRERIEEKR, TIEEREHREE
dworker thread numsftE.

*

* worker thread nums: SR TIEAIZY, ZREREIMEHNEHTIRE.

*

~ PHEIZEO, MINRELE success, KKHR[EFEIRG.
Y/

int leda init (int worker thread nums);

leda_exit

10 > SCRYBRA: 20220119
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/*

*

IRENRIRIE o

*

BERIBLE, BRER.

*

* PHEREO,
*/

void leda exit (void);

leda_get_driver_info_size

/ *
* IRENIREHIE B K E,

*

* FEHZEEO, FMINRERHESKE, KBURE 0,
*/

int leda get driver info size(void);

leda_get_driver_info

> MA4RRA: 20220119
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/*
FREHES (EVBMTEEENRHEE) .

*

*

* driver_info: WRENER, FBERAFBEFREEN.

* size! WS 2KE, leda get driver info size, UIRfEANdriver infolbtEMFEEEABTKER
, RIR[E|LE_ERROR INVATILD PARAM.

*

~ PHEZEO, MINRELE success, KKGR[EFEIRFG.

*

* BEERT:
{

"Json": {
"ip":"127.0.0.1",
"port":54321

by

"kv'": [

{
"key":"ip",
"value":"127.0.0.1",
"note": "ipihik"
s
{
"key":"port",
"value":"54321",
"note": "portimH"
}
1,
"fileList": [
{
"path":"device config.json"
}
]
}
2

int leda get driver info(char *driver info, int size);

leda_get_device_info_size

/ *
* RENREESKE,

* [RZEEO, MINREREESKE, KKURE 0,
*/

int leda get device info size(void);

leda_get_device_info

15 > SCRYBRA: 20220119
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/*

* RENREER (EYBENTESEENISEEIE) -

* device info! IREER, RERAPBEFAFEN.

* size! RBEEBKE, ZKE®Zleda get device info sizel&EMIRBY, MEREANdevice info
LbSRFFEE BB KEE, RREILE ERROR INVATLD PARAM,

*

~ PHEZEO, MINRELE success, KKGR[EFEIRFG.

*

* BEERT:
[
{

"custom": {
"port":12345,
"ip":"127.0.0.1"

}y

"deviceName":"devicel",

"productKey":"alccxxeypky"

}
]
wY

int leda _get device info(char *device_info, int size);

leda_get_config_size

/ *
* RO E K,

*

* FEZEEO, FMENRERHEERKE, KKURE 0,
*/

int leda get config size(void);

leda_get_config
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/ *
* FRENIREHPREECE.

*

* config: RohEeE, TERABIEFRNFEN.
* size: BB EKE, ZKE®idleda get config sizelEOIREY, AREANcontigttEFFEEER

BKEM, RBELE ERROR INVAILD PARAM,

*

~ PHEZEO, MINRELE success, KKGR[EFEIRFG.

*

* BEERT:
{
"config": {

"json": {
"ip":"127.0.0.1",
"port":54321

by

"kv'": [

{
"key":"ip",
"value":"127.0.0.1",
"note": "ipihik"
by
{
"key":"port",
"value":"54321",
"note": "portimMA"
}
I
"fileList": [
{
"path":"device config.json"
}
]
s
"deviceList": [

{
"custom":"{"port":12345,"ip":"127.0.0.1"}",
"deviceName":"devicel",
"productKey":"alccxxeypky"

}

]
}
2y

int leda get config(char *config, int size);

config_changed_callback

14
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/*

*

RenECE X B OiFE O,

*

* config: [

*

* PAEEO, MINREILE succEss, KMIREIHHIRE.

*/

typedef int (*config changed callback) (const char *config);

leda_register_config_changed callback

/*
* TR EHEC B 3 & kA [El iR,

*

* config cb: EeE T EEMEEREO,

* PHEEO, MINREILE succEss, KKGR[EFHIRG,
R/

int leda register config changed callback(config changed callback config cb);

leda_get_tsl _size

/%
* FREEEZ MmProductKey W MYIERABTKE,

*

* product key: FEamProductKeyo

* PAEHEO, MIhRElproduct keyWMYMERRNBKE, KKRE0,
*/

int leda get tsl size(const char *product key);

leda_get_tsl

/ *
* REMERE = fProductKey M AIER NA,

*

* product key: FEERProductKeyo

* tsl: MIRERE, FEREAHBFREREN.
* size: MIRBENEKE, ﬁﬁrgf@ﬁleda_get_tsl_size}%ﬂﬁﬂy, MBENsILELFYIER RS

KEE, &R[ELE FRROR TINVAILD PARAM,

*

* PHEEO, MINRELE success, KKGR[EFHIRG,
Y/

int leda get tsl(const char *product key, char *tsl, int size);

leda_get_tsl_ext_info_size

> MA4RRA: 20220119 15
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/*

*

REUERE = mProductKey M MNMEEY BEEABTKE.

*

* product_ key: FE@mProductKeyo

*

* PAZEEN, BYREproduct keyMMAMREY RIESRBKE, KKEE O,
*/
int leda get tsl ext info size(const char *product key);

leda_get_tsl _ext_info

/*

*

REGEE = mProductkey M YHEERY BRIEEZNE,

* product key: FE@mProductKeyo

* tsl ext_info. YEERRER, FERAMBIEFHNEEN.

* size: YIERY BERKE, ZKE@idleda get tsl ext info sizelEMFREY, WMRfEAtsl e
xt_infolt RFRIER BIESNAKER, RREILE ERROR INVAILD PARAM,

~ PHEEO, MINRELE success, KKGR[EFHEIRG,

“/

int leda get tsl ext info(const char *product key, char *tsl ext info, int size);

leda_get_device_handle

/*

*

RENIR & DR

*

* product key: FEgAProductKeyo

* device name: I&&BFDeviceName,

*

* PHEENO, MIhEE|device handle t, KREBOREVNFoHIE.
Y

device handle t leda get device handle(const char *product key, const char *device name);

1.2. NodejsiRASDK

REBEANSDKRFEEMX ALK, BiIREFEEIIMX, #MEEIYMENES,
Node.jsiR A& FFRBISDKIRESE MR Node js /&,
ZERMEH
1. BT LAUEZ I T ep L K&K SDK,
npm install linkedge-thing-access-sdk

2. RR7THE, BULMARIESDKE ABTIRHF A,

D 38 ZRBEHFLRE, EEETRERESR, YHBIMBENTAEE, BEFLNK
BERIWX P OIRT. BERDEMXORIEBESERHDFL.

16 > SCRYBRA: 20220119
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{5 FA SDKFF & IKE B R BI4CHS F BRIN T AR

const {
Config,
ThingAccessClient
} = require ('linkedge-thing-access-sdk');
const callbacks = {
setProperties: function (properties) {
// Set properties to the physical thing and return the result.

// Return an object representing the result or the promise wrapper of the object.
return {

code: O,
message: 'success',
bi
s
getProperties: function (keys) {
// Get properties from the physical thing and return the result.

// Return an object representing the result or the promise wrapper of the object.
return {

code: 0,
message: 'success',
params: {
keyl: 'valuel',
key2: 'value2',

}i
}y
callService: function (name, args) {
// Call services on the physical thing and return the result.
// Return an object representing the result or the promise wrapper of the object.
return new Promise ((resolve) => {

resolve ({

code: 0,
message: 'success',
1)
1)
}
bi
Config.get ()

.then (config => {
const thingInfos = config.getThingInfos() ;
thingInfos.forEach (thingInfo => {
const client = new ThingAccessClient (thingInfo, callbacks);
client.registerAndOnline ()
.then(() => {
return new Promise(() => {
setInterval (() => {
client.reportEvent ('high temperature', { temperature: 41 });
client.reportProperties ({ 'temperature': 41 });
}, 2000);
1) i
})
.catch(err => {

rancnla Tanlarv) .
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client.cleanup() ;
}) i
.catch(err => {
console.log (err) ;
1)

Alh B3 e

B EENX
BR E-Jil)
PRODUCT _KEY String
DEVICE_NAME String
LOCAL_NAME String
CALL_SERVICE String
GET_PROPERTIES String
SET_PROPERT IES String

P

REXNR (B4AThingAccessClient#iE R %) HgE,

IEE =B E M productKey,

BEENS (f£4ThingAccessClient ¥ R ) BIFE,

— i

EE =B B deviceName,

BEXNR (f&LAThingAccessClientfiER%) B9 E,

BEABEEXNRES.

EEN S (1£4AThingAccessClient#giE R ) BORME,
EERAEERESEREY ., DRRMEXES

M callbacks.callService(),

EEX SR (f£4AThingAccessClient#9iE R %) BUEE,
BERBIEEBEMEEAERE., EEARSIERIES

Ncallbacks.getProperties(),

EAXN SR (f£4AThingAccessClient#iE R ) BOsRME,
EERERERMEOARL ., EEARIHIEIES

I callbacks.setProperties().

RESULT _SUCCESS Number BRI, BT ENEREHUR EHRSES,
RESULT _FAILURE Number BERM. BFEERFURENRSS,
ERROR_CLEANUP String WM cleanup() K FE 1R,
ERROR_CONNECT String @ AregisterAndOnline() £ f5 45121,
ERROR_DISCONNECT String A offline() HEHEIRT
ERROR_GET_CONFIG String A getConfig() HEE£51RHD,
ERROR_GET _TSL String T getTsl()HEEEIRE,
ERROR_GET _TSL_EXT_IN
- OR_GET_TSL_EXT_ String SR getT slExtinfo() i 4812,
ERROR_UNREGISTER String A unregister() 5 1REG
Config
18 > MA4pRA: 20220119
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KEXRERER.
e static get()

ROLBHEHNEENSR, ZEEBEAERESENRFXKNBRRAENEMN.

@ 88 ZEOBCOnfig.get )BA A %S get Config)EONKRIET, getConfig)iREE BZ™

&$, Config.get(IREEEXN K.
R[EE:
Promise<Config>

e static registerChangedCallback(callback)
A EC B EEIE R,

BERSH
B Bt
callback(String) Function

e static unregisterChangedCallback(callback)
FHEETERTRRE,

BERSH
B Bt
callback(String) Function

e Config(string)
ETREFHFBEMEHNMN ConfigR.,

BEREH

B ESit)
string String

e getThingInfos()

REFABIREEXER.
R[EE:
ThingInfol]

e getDriverinfo()

REIREEXER .
R[EE:
Object

%
=

miERE, EEXEREEA,

Py

ElFRH, EEXENRBEA,

Py

JSONEEEZE/F &,
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Thinginfo

W (£84) FEOATFIRMREZSILnkloT EdgefIRRER, BIEMEEEES TLnkloT Edge, BBATIIL
BT I #4E O FRIFIZ g & B productKey, deviceName, BEXRESE R,

ThingInfo(productKey, deviceName, custom)

WE—NEFEThingInfold &,

BERBH
R KB R
productKey String FFmE—IRIR,
deviceName String BEER,
custom Object BEBEXRE,
ThingAccessClient

REBAE PR, MuLUBSZEFPHREN LREFEEXSZH, HENEZ TR FTANES
e ThingAccessClient(config, callbacks)
ISR, FAEERNCconfigflcallbackstdis

BRBH
B Eid) iR
TTHIE, BTREZEFK, EERXR:
{
config Object "productKey": "Your Product Key",
"deviceName": "Your Device Name"
}
ENARHN R, BEERRN:
callbacks: {
setProperties: function (properties)
{},
getProperties: function (keys) {},
callService: function (name, args)
{}
callbacks Object }

o EERBREBMNEIASE, 1
Fcallbacks.setProperties &

o EBERBUEEEMMNEIRSE, BEIAAXT
Fcallbacks.getProperties &

o IEEFAEERSNEIEASE, BELAXT
JFcallbacks.callService B &E

\31»

BAEXT

7

e callbacks.setProperties(properties)
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REAFRERMN@BRY, E@BRY, IMRERENEM.

BREH
B Bt iR
REBMAONSR, BUERKRA:
{
properties Object "keyl": "valuel",
"key2": "value2"
}
RENE:
{
"code": O,
"message": "string",
"params": {}
}
REIS#
B Eyic) iR
RS\,
code Number o 0: EOFAAMI,
o JE0: HMOIAAEAW, RIFOEXNMHEIR,
message String ESH, KEHERER.
. iE2#, ATRESMEMENREESR, HEAED
params Object

BHiIRERNLRME.

e callbacks.getProperties(keys)
REEMRERMENEIRRL., BEEFHREY, SRERENEM,
BERBH

B x= ]

5

REBMEX MR, BERIR:

keys String(] ['keyl', 'key2'l]

REE:

{
"code": 0O,
"message": "string",

"params": {}
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RES#
B HR ii:py
IRASEL,
code Number o 0: #EMBAKI,
o 3E0: #TMOAALMK, IRIEOEXTRAIEEIR,
message String ESH, KSHERER.
params Object o[iES#, BFREBMMAINE, REXNAEHE.

e callbacks.callService(name, args)

BEARERSOIFRL, EIEFRL, SIWBHRERS.

BREH
ZR i) iR
name String BERSER,
BREANSFIE, BERIA:
{
args Object "keyl": "valuel",
"key2": "value2"
}
REIS#
B HR ii:py
RASH,
code Number o 0: #E[MBAKI,
o 3E0: #TMOFAALMK, IRIEOEFTRAIEEIR,
message String iESH, KSHERER.
. sS4, BT RARRERSKINE, REMINGE
params Object &
e setup()

BEENZPBIGEK.
D & LinkloT Edge4BifR A ABERZEN, ZHEBHERERSHM,

RENE:

Promise<vVoid>
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registerAndOnline()

BREIMBMXPHBEHMX LLRE, REFEIMHLLE, REGA RV ZHETROESTE
RIEHIRE =G,

R[EE:

Promise<Void>

online()
BHMXREE L%, ZEO—REREBLEHERXLANER.
R[EE:

Promise<Void>

offline()
BHNXREEBEL.
R[EE:

Promise<vVoid>

reportEvent(eventName, args)
Fah HIRIEEEH.
BRBH
B Bt} iR

EMNNNER, SEEFREXPUREHNER—
.

eventName String

Ehha B EtkeySvalue, BUERNA:

{
args Object "keyl": "valuel",
"key2": "value2"

e reportProperties(properties)

i HIRIREEHE.
BREH
B el R
EBEDEENEMkeySvalue, BUEKNA:
{
properties Object "keyl": "valuel",

"key2": "value2"
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e getTsl()
RETSLFHE, HEERASHE—H.
R[EE:

Promise<Void>

e getTslConfig()

P #& LinkloT EdgeXFilR A ABERZEN, BERgetTsiExtinfo(fEO/E, ZRihEBH
HAAZ X,

REITSLIEEEZ/RFE,
R[EME:

Promise<String>

e getTslExtInfo()

RETS BERFFME,
REE:
Promise<String>
e cleanup()
BIREIWEED, &0 LA A %E O BRI EIR,
REE:
Promise<Void>

e unregister()
MRMXPBIRIEE, HERERZED,
R[EE:

Promise<vVoid>

getConfig()
RBERHNEEFRE, ZREBEARSSRIEFXENBEREENEMN.

@ B ZEOSstatic get(#E M Config.get(VE A 5 &M K BI7E Fget Config iR B R B 2%
&, Config.get()IREIE EX 5,

REME:

Promise<String>

destroy()
HEERNBAERR. BEANBERLENEMBdestroy(#E0.,
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REE:
Promise<Void>

1.3. PythonfRASDK

Link loT Edgei2#tPyt honfR ABISDK, ¥R let hingaccesssdk, IE R RN 4B Pyt honhR A< B9 SDK{E F /5 3%

K XSDK,

Pyt honhR AR FFIRBISDKIRES iE I 7+ 5 59 PythonfE,

L ERMEMH

1. WO LUET I TS KR %ESDK,

pip3 install lethingaccesssdk

2. BERTME, BOLARESDKEO#TIRHFA L.

D &

TREHALE, BEERETSRTER, DABIVEREGESS, BEFRKNIE

BEIMXPTTETHRIT, BEXRHERMXORIEESERDFL.

1 FI SDKFF & WX E B/~ I FE A BRI T B o

i =%= cocings WEE=H =%=
import logging

import time

import lethingaccesssdk

from threading import Timer

# Base on device, User need to implement the getProperties, setProperties and callServi

ce function.

class Temperature device (lethingaccesssdk.ThingCallback) :

def

def

def

~_init  (self):

self.temperature = 41
self.humidity = 80
getProperties (self, input value) :
IR
Get properties from the physical thing and return the result.
:param input value:
:return:
IR
retDict = {
"temperature": 41,
"humidity": 80
}
return 0, retDict
setProperties (self, input value) :
IR
Set properties to the physical thing and return the result.
:param input value:
:return:

[

return 0, {}

a A . ‘. a -
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aer callservice(selI, hame, 1nput value) :
IR
Call services on the physical thing and return the result.
:param name:
:param input value:
:return:
N
return 0, {}
def thing behavior (client, device):
while True:
properties = {"temperature": device.temperature,
"humidity": device.humidity}
client.reportProperties (properties)
client.reportEvent ("high temperature", {"temperature": 41})
time.sleep(2)
try:
thing config = lethingaccesssdk.Config() .getThingInfos ()
for config in thing config:
device = Temperature device ()
client = lethingaccesssdk.ThingAccessClient (config)
client.registerAndonline (device)
t = Timer (2, thing behavior, (client, device))
t.start ()
except Exception as e:
logging.error (e)
# don't remove this function
def handler (event, context):

return 'hello world'

Config
KEXEERER.
e Config()
BT YA IKE A E 7 S ERM B Confighd KR .
e getThinginfos()
REMBREEXER.

REEIRBIIT :
REHEE R TFE#ELnk loT EdgelIR BE RN,
REIS#
R ESid) iR
ThingInfo List REER.
ThingInfo& #4388
R ESid) iR
productKey String P amE—IRIR,

26
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B ESit)
deviceName String
custom Object

e getDriverinfo()

REIRFEXESR.
RENE:
dict

ThingCallback

13

5%

REBIR,

REBEXEE.

BHEBIBESIRE, 82— 1% (l0Demo_device) #7&ThingCallback, fAFEZZE (Demo_device) oo
St setProperties. getPropertiesflcallService=P ik $1,

e setProperties

BEAKREEERN,
BREH
B ESid]
properties Dict
AEES 5
B ESid]
code Integer
output Dict

e getProperties
REEMRIRERMENRE,
BREH

#

5

RERM, RERIA:

{

"propertyl": "valuel",

"property2": "value2"

H

5%

EIREINMREO0, KMNEREIF0H IR,

HIERBBEX, fim:

{
"keyl": xxx,

"key2": yyy,
}

EXLREME, WEAZ
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AR £ T3

[

REVEMX MAFFR, BERIRN:

keys List ["keyl', "key2']
RESH
2R Bl iR
code Integer EIREUNIONGREIO, KMNIREIFEOEIRTE
REE, F:
{
output Dict 'propertyl': xxx,
'property2': yyy,
).
}
e callService
BERIRERS R
BREH
B B3] HR
name String RERSEWR,
BREANSHER, BUERRA:
{
args Dict "keyl": "valuel",
"key2": "value2"
}
RESH
B E3i] iR
code Integer EIRBUEIINIREIO, KMMIREJE0HEIRE
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5

AR £ #
HIERBEEX, F:

{
"keyl": xxx,
output Dict key2": yyy,

}

HEREREHE, WEAE ()

ThingAccessClient(config)
REBAEZRPG, BuLUBTZEFiHREN LRIGEBULEH, RUENEIHTRNES.
BEREBH
Bm et R
BIEFETHAEIProductKeyfldeviceName,
fian,

{
config Dict "productKey": "xxx",

"deviceName": "yyy"

e reqgisterAndOnline(T hingCallback)

RBREEIMBIMX P HBEMMNX LLIRE, REFEIMH LLE, REGAEREZFETRNESHE

RIEHIRE =
BERSH
R ESid) R
ThingCallback Object B &EMcallbackits .,
e reportProperties(properties)
T FRIRER M.
BERBH
B ESit) R

> MA4RRA: 20220119
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[

B £} 3
BHTEENEEkeySvalue, BUEERA:

{
"keyl": "valuel",

"key2": "value2"

properties Dict }

e reportEvent(eventName, args)

F&) FRIRESEH.
BRBH
Bm E-Sic) R
. EHNNNER, SREFREXPEIESHNER—
eventName String H
EHhaENEkeySvalue, BUEEZA:
{
"keyl": "valuel",
"key2": "value2"
args Dict !
e getTsl()
REITSLFR&, HEEAERH .
R[EE:
TSLFET &

e getTslExtInfo()
RETS BERFME,
REE:

TsLy BIEEFFTH

e online()

BHMXIRE L%, ZEO—REREBLEBRLANER.
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e offline()

BRAMNXIREES%.
e cleanup()

BIREIWGED, &0 LA A ZE O BRI EIR,
e unregister()

BRIREMNMXNPEXR, HERERZED.

getConfig()
RERFHEXEERER.
REEARNEEERFHE,

1.4. JavaR A&RSDK

REEASDK (JavafRA) XFFFAEFERlavaiBE A RIREEANEY (ATERED) . EFPFMXKRE
ZHEBLNk 0T EdgeEFHN£ET REH Blavaiz T RERI Tz {T)avalk s,

JavahR AR SDKEYRB A RAERRA, B RAEavaE,

LedaConfig
° ?é% éfﬂ"\ com.aliyun.linkedge.sdk.LedaConfig
o X750
public class LedaConfig
o JavazEiieg:
RAERAAE 75 EAI 88

getDriverConfig()

static String SRS

getDeviceConfig()

static String FEIRERE,
K3

getTsl(String productKey)

static String ERproductKey (7= RIE—HRHRMA) X REMAER (TSL) .

getTslConfig(String productKey)

static String REXproductKeys M AR RECE ,

LedaDevice
o EZPIR: com.aliyun.linkedge.sdk.LedaDevice

o 7EHR:
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public class LedaDevice

o HMERE:

LedaDevice (String productKey, String deviceName)
e Javarsikinee:
PRERFRIEEY AR

getProperties(List<String> propertyNamelList)

LedaData RIBIEENEMBR, REEME., EAZAEN, SEXLUEY
(Overload) ,

setProperties(HashMap<String, Object> properties)

int BRERESRAEME. EA%5 AN, TESNE,

callService(String methodName, HashMap<String, Object> params)

LedaData WTERENE, BRZAEN, FEINEL,

online()
nt EHRE,

offline()

int N
T&IRE.

reportProperties(HashMap<String, Object> properties)
TREEREM,

int

reportEvents(String eventName, HashMap<String, Object>
outputData)

LRIRESMH,

int

Az
o EZLIR: com.aliyun.linkedge.sdk.LedaDevice
o X!
public class LedaData
o ISR

LedaData (int code, HashMap<String, Object> data)

o JavaF kiR :
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PRERFFIEEY F 5015 BB
setCode(int code)
id
Vol RERDSH.
getCode()
int
" SREVRASE.,
setData(HashMap<String, Object> data)
void

HashMap<String, Object>

ARG

REHEARS.

getData()
REHEAS.

o EEZLIR: com.aliyun.linkedge.sdk.exception.LedaErrorCode

o X750
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public class LedaErrorCode {

public
public
public
public
public
public
public
public
public
public
public
public
public
public
public

static

static

final int

final int

LE SUCCESS
LE_ERROR_UNKNOWN

static final int

static final int

static final int

static final int

static final int

static final int

static final int

static final int

static final int

static final int

static final int

static final int

static final int

LE ERROR INVALID PARAM
LE_ERROR TIMEOUT

LE ERROR PARAM RANGE OVERFLOW
LE ERROR SERVICE UNREACHABLE
LEDA ERROR DEVICE UNREGISTER
LEDA ERROR DEVICE OFFLINE

LEDA ERROR PROPERTY NOT EXIST
LEDA ERROR PROPERTY READ ONLY
LEDA_ERROR PROPERTY WRITE_ONLY
LEDA ERROR SERVICE NOT EXIST
LEDA ERROR SERVICE INPUT PARAM
LEDA ERROR INVALID JSON

LEDA ERROR INVALID TYPE

private static final String LE SUCCESS MSG

/* AR

/

private static final String LE ERROR INVALID PARAM MSG
/* FENBBANULLETR */
private static final String LE ERROR TIMEOUT MSG

/* R/
private
ow";
private
e";
private
ter";
private
",.
private
private

ort read";
private
ort write";

private

static final String

LE_ERROR PARAM RANGE OVERFLOW MSG

/* BECEEESR -/

static final String
/* ARSARE/
static final String
* IREAREM/
static final String
/* REB T/
static final String
/* BEFREFE/
static final String
/* BRI/
static final String
/+ BERE*/

static final String

/* BRBARFE/

private
lid";

d",’

static final String

LE ERROR SERVICE UNREACHABLE MSG

LEDA ERROR DEVICE UNREGISTER MSG

LEDA ERROR DEVICE OFFLINE MSG

LEDA ERROR PROPERTY NOT EXIST MSG

LEDA ERROR PROPERTY READ ONLY MSG

LEDA ERROR PROPERTY WRITE ONLY MSG

LEDA ERROR SERVICE NOT EXIST MSG

LEDA ERROR SERVICE INPUT PARAM MSG

/* BRSNS EMEIRG ~/
private static final String LEDA ERROR INVALID JSON MSG

/* JSONFRTUFHIR

*/

private static final String LEDA ERROR INVALID TYPE MSG
/* BERBEIRY/

J3 5 MR

getMessage(int code)

IREVERIRBD XS R BIH R

0;

100000;
100001;
100006;
100007;
100008;
109000;
109001;
109002;
109003;
109004;
109005;
109006;
109007;
109008;

"Success";

"Invalid params";

"Tiemout";

"Param range overfl

"Service unreachabl

"Device has't regis

"Device has offline

"Property no exist"

"Property only supp

"Property only supp

"Service no exist";

"Service param inva

"Json format invali

"Param type invalid

> MAYRRA: 20220119



MBIt E BEIRT R ISR KA ESDK

2. REFHESDK

S AN
2.1. 1@9)
VHEREITESDKEZEQLE TIREFRE. HEAR. RHUABEXINENEZEO,

I BERR A
AT AR SO BTN RE.

REIRIE

BEEEROTHEIRENNTER, ATHENREERHTIES, BEREGTESDKIRE T TEANI)
BEAPI:

o FREUREREM

o IREREREM

o ARIRERSE

o RFEMBTRIUEETIE

HREH

MEIFFSERAMED, BREREETopickiEEENEEN, BRUMUESRE EERH, IEERRES
TR T ZTopicH RN E T HEMEEERRXE =,

BREUE

RETERETEHERMNEERE, EHRUMURIRSEENENS, Ll ECRHARBEXK,
F—PMREGFERNA— M NEFESEFE, oA ERHS—H8EA, BRARNEANS

¥, HiREI4LIEBE

%% SDK
DR HSDKIRHENode jsiRARIPythoniR A, HEZEMIELkIOT EdgeR AN, THESIA.

1. 3KBYSDKEE,
o Node.js SDKiR#, ES W15 ESDKIFENode jskE,
o Python SDKR#E, {E& ML 5+ ESDKFIEPYthonfE,
2. 5|FHSDKEE,
o 3|ANode.js SDKEE,

const leSdk = require ('linkedge-core-sdk');

o B|APython SDKEE,

import lecoresdk

2.2. Nodejs
2.2.1. Publish

BAZEOARTHESEBENXNTopic,
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publish(params,callback)

¥ R iR
params object BENR, FESHNLESH, BFSANTERparamsS 407,

EAEE, HE avaScriptifES ik,
callback(err) function o FAMIN, errnull,
o FHRAKLM, erB B RENEIRER.

paramsZ #3588
et ESid) iR
topic String EYCE BB EHRT opic,
payload String HESEH,

150N
BTRAIPEX AT LEIMBEMMEN, [ /nello/vorla X MTopic RE—RHKA,

'use strict';
const leSdk = require ('linkedge-core-sdk') ;
const iotData = new leSdk.IoTData();
exports.handler = function (event, context, callback) {
var message = {
topic: '/hello/world',
payload: 'Hello World.',
}i
iotData.publish (message, (err, data)=> {
if (err == null) {
console.log ("-- Publish HelloWorld success.");
}
callback (err) ;
}) i
bi

2.2.2. getThingProperties
AR ZEORPIECRENEREMLE.

getThingProperties(params, callback)

e ESid] R
params object BHNR, FESNLESH, BHSMKparamsS40REA,

Bl R4, EiE)avascriptinfEEE, BAESIEallbacka4k

callback(err, data) function -
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params #4315 88
B Bt
productKey String
deviceName String
payload Array
callback& #5785
e ESic)
err Error
data object
A A =Bl

i

[

REMEF@AProductkey, CUEFmEY, YIEBXREAAZ™TmEN
B HE—RIRA,

R&EMDeviceName, GIEIREEMBEZIR,

BEERMNREREENIdentifiersil, BWAKRINKIREZEMEXF]
i PSPVEI=IN

EVBEMTEEFE, $EMETBIFERANINEEXN R, REYE
B TSL, BNo]&EEEEMMIdentifier,

T3

[

e SFRAAMIN, errAnull,
e FHXLMK, erBAKENERER.

REEEREEENE,

PAT R BI5REUIR F Light Dev2iLight SwitchBHE (BNFFEIRE) &
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'use strict';
const leSdk = require ('linkedge-core-sdk');
const iotData = new leSdk.IoTData();
const getPropertiesParams = {
productKey: 'alZJTVs****',  // Please replace it with your Product Key.
deviceName: 'LightDev2', // Please replace it with your Device Name.
payload: ['LightSwitch'] // The property defined in the Product TSL.
}i
/* Promise wrapper for getThingProperties. */
function getThingProperties (params) {
return new Promise ((resolve, reject) => {
iotData.getThingProperties (params, (err, data) => {
err ? reject(err) : resolve(data);
}) i
});
}
exports.handler = function (event, context, callback) {
getThingProperties (getPropertiesParams) .then ( (data) => {
console.log(data); // Return value example: { LightSwitch: 0 }
if (null == data.LightSwitch) {

console.log ("-- [Warn] No property LightSwitch return.");
} else {
console.log ("-- [Success] LightSwitch = " + data.LightSwitch);
if (data.LightSwitch == '0"') ({
console.log ("-- Light is off.");
} else {
console.log("-- Light is on.");

}
callback (null);
}) .catch((err) => {
console.log (err) ;
callback (err) ;
1)
}i

2.2.3. setThingProperties
ARZEAANEEREREETELE.

setThingProperties(params, callback)

3 ESid] R
params object SHENR, FEANLESH, BESREparamsS 07,

EA &L, B avaScriptifiES ik,
callback(err) function * ERAMI, errAnull,
o FRLK, erBARENERER.

params2 #3588
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b ESid] R
. REFMEFmBProductkey, S mEY, MEBXRFEENZ=mER
productKey String

B HE—RIR,

deviceName String K& HIDeviceName, BIEIRENEMNZIR,

BaEMidentifierflEZRBHNBEMHE.

payload Object EYERMTAEEE, RERBEFRIEERNMEEENT, BEyE
B TSL, ENoJEEZEMENIdentifierflBUESEH .

1E)ERR
PAT R B iR Light Dev2fiLight SwitchB &A1 (B “F" RE) &

'use strict';
const leSdk = require ('linkedge-core-sdk') ;
const iotData = new leSdk.IoTData();
const setPropertiesParams = {
productKey: 'alZJTVs****',6 // Please replace it with your Product Key.
deviceName: 'LightDev2', // Please replace it with your Device Name.
payload: {'LightSwitch': 'l'} // The property defined in the Product TSL.
}i
/* Promise wrapper for setThingProperties. */
function setThingProperties (params) {
return new Promise ((resolve, reject) => {
iotData.setThingProperties (params, (err, data) => ({
err ? reject(err) : resolve(data);
}) i
}) i
}
exports.handler = function (event, context, callback) {
setThingProperties (setPropertiesParams) .then ((data) => {
console.log ("-- Set Property Success. Return " + JSON.stringify(data));
callback (null) ;
}) .catch((err) => {
console.log(err) ;
callback (err) ;
1) i
bi

2.2.4. callThingService
ARZEDAREERENEDRS .

callThingService(params, callback)

28 i iR
params object SHENR, FTEENVESH, BERRparams=400H,




BRI A ISR AT ESDK MEX R D5t E

24 £ i

[

\u > A3 /) H =V \§§|—| 2;& A
callback(err, data) function EliERE ., BiEavaScriptir Ll ., BiRES I Ecallbackz40i

B,
paramsZ #3588
S B iR
. R &EEF@BIProductkey, BIEF@ET, MBMFEENIZFREMN
productKey String .
B HE—HRIR
deviceName String & & MDeviceName, BJZIREFNEMBIZFR,
BA B8 AR Sidentifier,
service String EMBEMEAREE, REFEFSEBRNDEEN R, BEmE
B TSL, BNojEEEZRSMidentifier,
BREERSHNEMASEHNIdentifierfl{E.,
payload String|Buffer
TRUENYMER TSL, EERSH@MASHidentifierflBUEERE .,
callback&#i% 88
S B3] iR
e SERAMIN, errAnull,
err Error
o FRXLK, erBARENERER.
data object HIARRESHIREE.
15): R

PAT 7~ 4038 F 18 & Light Dev28 AR $5tumn,
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'use strict';
const leSdk = require ('linkedge-core-sdk');
const iotData = new leSdk.IoTData();
const callServiceParams = {
productKey: 'alZJTVs****',6 // Please replace it with your Product Key.
deviceName: 'LightDev2', // Please replace it with your Device Name.
service: 'turn', // The service defined in the Product TSL.
payload: {'LightSwitch': 0},
bi
/* Promise wrapper for callThingService. */
function callThingService (params) {
return new Promise ((resolve, reject) => {
iotData.callThingService (params, (err, data) => {
err ? reject(err) : resolve(data);
});
1) i
}
exports.handler = function (event, context, callback) {
callThingService (callServiceParams) .then ((data) => {
console.log("-- Call service Success. Return " + JSON.stringify(data));
callback (null) ;
}) .catch((err) => {
console.log (err) ;
callback (err) ;
1) i
}i

2.2.5. getThingsWithTags
B AZEORBIREKRBUIRETIE,

i B8

BENSMRE, REHEABMRERHNIREIX,

getThingswithTags(params, callback)

5 P R
params object BHNR., FEBNLESH, B Eparams=4URHE,

1) bR &1 iptAnELE =) S0
callbackerr, data) function EliERE ., BEiEavaScriptiREsLl ., BRiBES & ccallbackz404

1z
params2 35 88
B ESid] H R
payload Array BENMEER . —PMHAHES> <rEE>FARNEA,
callback& #1588
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24

err

data

15) BN
T REIEEIREN

'use strict';

Error

Array

e
B
[

o FHAEAMIN, errAnull,
o FHHXLM, emrBAKENERER,

REHERERFNIREEEHA.

location: master bedroom EQﬁiﬁﬁo

const leSdk = require('linkedge-core-sdk');

const iotData = new leSdk.IoTData();

const deviceTags =

payload: [{'location':

}i

{

'master bedroom'}],

/* Promise wrapper for getThingsWithTags. */

function getThingsWithTags (params)

return new Promise ((resolve, reject) => {

iotData.getThingsWithTags (params,

err ? reject
1)
1)
}

exports.handler =

(err)

function

(err, things) => {

: resolve (things) ;

(event, context, callback) {

getThingsWithTags (deviceTags) .then ( (things) => {

console.log (JSON.stringify (things));

for (var i=0; i<things.length; i++)

{

console.log ('-- productKey='+things[i] ["productKey"] + ', deviceName='+things[i] ["dev

iceName"]) ;

}
callback (null)

’

}) .catch ((err) => {

console.log (err) ;

callback (err) ;
})
};

2.2.6. invokeFunction

AR%ZED, HAREENRH.

5 BA

FRRENLGER, WERITUAEHRE (RE) BEEER, EXAIZ:

o RIAMHBERENEN, FHEEKRIE

REWBERERE, SREWBRAELEREREIER,

o RHHERREM[N, KEEAFERFBENEREER,

invokeFunction(params, callback)

42
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24

params
callback(err, data)

params 2% 88
£

serviceName

functionName

invocationType

payload
callbackz #1157 B8

2

err

data

A AR Bl

o BRAERLLERM

S]]

object

function

E
X

String

String

String

String|Buffer

E3id)

Error

object

i

[

SHMR, FESNLFSH, BENFKparamsS LN,

ElEK L, BiEavascriptimELile, BERiES & callbackz407
8.

B!

Bt

RSB, REENEZ AT EPRERSIEIR,
R¥E, ENEZRATEPRENRESE,

LEEESEH

° Sync: REEA.
* Async: REREA.
BIANNBLEA,

SHEBFRREEBEA,

i

556

o AT, errAnull,
o FRALK, erBAKENERER.

BIRRHENREE,

TEInvokerdh, A serviceName=EdgeFC, functionName=helloworld&i& %1,
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'use strict';
const leSdk = require ('linkedge-core-sdk') ;
const fc = new leSdk.FCClient();
module.exports.handler = function (event, context, callback) {
var ctx = {
custom: {
data: 'Custom context from Invoker',
by
}i
var invokerContext = Buffer.from(JSON.stringify (ctx)).toString('base64’') ;
var invokeParams = {
serviceName: 'EdgeFC',
functionName: 'helloworld',
invocationType: 'Sync',
invokerContext: invokerContext,
payload: 'String message from Invoker.'
}i
fc.invokeFunction (invokeParams, (err, data) => {
if (err) {
console.log(err) ;
} else {
console.log(data.payload); // Message from helloworld
}
callback (null) ;
1)
}i

o iR AR £ R A
T helloworld #4088 R R 408 F REUNARTE B ERANSH, URNTEEERSBHE.

module.exports.handler = function(event, context, callback) {
console.log (event) ; // String message from Invoker.
console.log (context); // { requestId: '4', invokerContext: {custom: { data: 'Custom dat
a from Invoker' }}}
console.log (context.invokerContext.custom.data); // Custom data from Invoker
console.log('-- hello world');
callback (null, 'Message from helloworld'); // Return the result to Invoker.
}i

2.2.7. CredentialProviderChain
WAHRZEOD, KBRREEE=ERNIFEIERE,

CredentialProviderChain().resolvePromise()

ZIZEOIREI—PromiseX &, BT ZREINBREIL DN EZHEEZERNIRINERE, SHESEHEH
(EAR150E) . AtHAPRNEC=ERIERE, HRRZEOEHERE, SHEEISHUWT:

2 i) R
i PIEBEBEIRIR . 1802548 B AccessKeyIDF1AccessKeySecret A/,
accessKeyld String

BFZREAPRE KIS HAIE.
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e Eid) iR
accessKeySecret String HIRER,
securityToken String Y,

B AR

:

@ B REABEEMBIETINSE MR 0SSR HE.,

'use strict';

var leSdk = require ('linkedge-core-sdk');

var credChain= new leSdk.CredentialProviderChain();

var OSS = require('./node modules/ali-oss');

exports.handler = function (event, context, callback) {
// Retrieves group role credential.
credChain.resolvePromise ()

.then ((cred) => {

console.log ('Access Key Id: %s, Access Key Secret: %s, Security Token: %s',

cred.accessKeyId, cred.accessKeySecret, cred.securityToken) ;
// Constructs a client to interact with 0SS cloud service.
var client = new 0SS ({

accessKeyId: cred.accessKeyld,

accessKeySecret: cred.accessKeySecret,

stsToken: cred.securityToken,

region: 'oss-cn-shanghai',

bucket: 'le-fc-bucket',

1)
/* Upload local file to cloud. */

AX LB IER S FEEOSSTEARS A6, iR CredentialProviderChain().resolvePromise() %, RAMCEDEN

return client.put ('fileFromEdge.txt', "/linkedge/run/localFile.txt");

})

.then ((result) => {
console.log (result) ;
callback (null) ;

1)

.catch((err) => {
console.log (err) ;
callback (err) ;

}) i

}i

2.3. Python
2.3.1. publish

BAZEOARMTHESEBENXNTopICc,
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YIEX MRS+ E

publish(params)

BERSH

B ESyic) R

params dict BENR, FESHNLESH, BN TERparamsS 407,
params& #1588

B ESid] R

topic String ECE BB BHRT opic,

payload String HERE,
REME

2% % 3R

ARARLY, WEERNER, SURELHERER.
return dict ® we EENABERREREDRARYN, FREME

RIEMI,

B A=A

BT RAIDE XS LA ELAKE, B /ropic/nello X MTopic KE—HA.

# —-*- coding: utf-8 -*-

import lecoresdk

lesdk = lecoresdk.IoTData /()

def handler (event, context):
pub params = {"topic": "/topic/hello",

"payload": "Hello World"}

lesdk.publish (pub params)
print ("Publish message to /topic/hello.")

return 'Hello world'

2.3.2. getThingProperties
BAAZEORNEERENERELE,

getThingProperties(params)

=54, BEA T ERparamsZS2078H,

BREH
S e i) iR
params dict BREBHNR, &
46
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params #4315 88
ol £t} iR
. REFEFmEIProductkey, IR RE, MEANFEE NZTRER
productKey String .
B9 E—ARIR,
deviceName String & & MDeviceName, AIEIEEITEMRBIZTR,
AEEFRBNIREREENIdentifierstdH, BRAMINGIREZE XA
BIXT RZ{E
payload List
EYBERMTEESEFE, REMBEFDIFRANIhGEEX R, BEHYE
B TSL, BorEE&REMNidentifier,
R[EE
2 B3] R
) BREMAI, WEREZREMNEEEENE;, SUREIR DR HE
return dict

R

15N
T RBIREE & Light Dev2eiLight SwitchEMEAE (BIFFERT) .

# —*— coding;: utf—8 —*—
import lecoresdk
lesdk = lecoresdk.IoTData ()
def handler (event, context):
get params = {"productKey": "alZJTVsqgj2y", # Please replace it with your Product Key.
"deviceName": "LightDev2", # Please replace it with your Device Name.
"payload": ["LightSwitch"]} # The property defined in the Product TSL.
res = lesdk.getThingProperties (get params)
print (res)

if 'LightSwitch' in res.keys():

print ("-- [Success] LightSwitch = %s" % res['LightSwitch'])
if res['LightSwitch'] == '0':
print ("-- Light is off.")
else:
print ("-- Light is on.")
else:
print ("-- [Warn] No property LightSwitch return.");

return 'OK'

2.3.3. setThingProperties
BRZEAANMEEREREEZTELE.

setThingProperties(params)
BERSH
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24 ESid] R
params dict BREHNR, FEANNLESH, BEAL TERparams= 4w,
params 2 #1568
= ESid] R
. REFEFmEIProductkey, I mEY, YMEANFEENZTmER
productKey String .
B9 E—HRIR,
deviceName String K& BIDeviceName, BIEIRENEMNZIR,

aaEMidentifierfl BIRBNEHEE.

payload dict EYERTAEHE, RSEFEFSEETRNNEEN T, BEyE
B TSL, BojEESFEMENidentifierfl1BUEEE.

REME
28 e} iR
return dict EARI, WiREtrue; FNRELIRE IR HEEE.

A A =Bl
AT R B1i% B iR & Light DeviLight SwitchBME R0 (BN “X" RE) .

# -*- coding: utf-8 -*-
import lecoresdk
lesdk = lecoresdk.IoTData ()
def handler (event, context):
set params = {"productKey": "alZJTVs****",6 # Please replace it with your Product Key.
"deviceName": "LightDev", # Please replace it with your Device Name.
"payload": {"LightSwitch":0}}# The property defined in the Product TSL.
res = lesdk.setThingProperties (set params)
print (res)

return 'OK'

2.3.4. callThingService
BARZEDAREERENETRRS.

callThingService(params)

BERSH
S# £} R
params dict BREHNR., FEBHNLESEH, BSARparamsSH0RHA,
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params& #0588
B et}
productKey String
deviceName String
service String
payload String|Bytes
REE
B B3t}
return dict

A AR B

AT R B8 A& & Light Dev2BtumpR 5 .

# -*- coding: utf-8 -*-
import lecoresdk
lesdk = lecoresdk.IoTData ()

def handler (event, context):

?'H-\ s

14

REFMEF@mAEProductkey, U mEY, YIEBXWEEAZ™T@mEMN
B HE—RIR,

R&EMDeviceName, BIEIREEMBZIR,
A A RIBR identifier,

EVBEMTEEEZFE, $EMETBIFERANINEEXN R, REYE
B TSL, BIO&EEERSNidentifier,

BEEERSHEASHNIdentifierflE,
LB YER TSL, EFERSIBMASHidentifierflBETEE.

i

5%

BAMY, WEREHERRSHREE; SWRER ERHERS
1%\0

get params = {"productKey": "alZJTVs****",6 # Please replace it with your Product Key.

"deviceName" :

"service":"turn",

"LightDev2", # Please replace it with your Device Name.

# The service defined in the Product TSL.

"payload": {"LightSwitch": 1}}

res = lesdk.callThingService (get params)

print (res)

return 'OK'

2.3.5. getThingswithTags

B AZEORERSRBURETIE,

B %1l ¢ BA

BERAZMIRE, REREHEABRERMFNIRETIE,

getThingswithTags(params)

BEREH
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S B3] iR

params dict SHENR, FEANLESH, BESREparamsS 07,
params2 #3588

S e i) R

payload List NSERMA, HmEZHkey": "value "ERARHIEA ,
REME

28 el iR

BAMDI, WEE#HEFRHNREEEEHAE; SNREWRE LR

return dict Hyvas
B3/t o

B R R

AT RAIEEFRE N location: master bedroom HIIREF.

# -*- coding: utf-8 -*-
import lecoresdk
lesdk = lecoresdk.IoTData ()
def handler (event, context):

get params = {"payload": [{"location":"master bedroom"}]}

res = lesdk.getThingsWithTags (get params)

print (res)

for device in res:

print ("device %s: PK=%s DN=%s" % (res.index(device) + 1, device|['productKey'], devicel['

deviceName']))

return 'OK'

2.3.6. invokeFunction

WAHR%ZED, AREENRE,

1589
WHREREMERYE, MBS UAEHRE (RE) EMEERER, BEXAE:

o WHFHMHERER@AN, FRELNSHRAMARER, SRIFARELERRLONER,
o RHHRREM[N, REEAFERFRENEREER,

invokeFunction(params)

BREH
2 EJid) R
params dict SHNR, FEENLESH, BN ERparamsZ 4078,
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params #4315 88
¥ £t} R
serviceName String REE., RETENE = HETEPFRERESHER,
functionName String REE, EMEZ BRI EPIRENREE,
TR,
. ) . e Sync: BHEA.,
invocationType String
e Async: BEERA,
FKINHIR LA,
payload String|Bytes SHEREARHNBMA,
REME
2l Bt} R
return dict %R FA R 1 BYIR [E11E

ARG
o FHRHERBABRA
1EInvokerdh, EHserviceName=EdgeFC, functionName=helloworldf&24.

# —-*- coding: utf-8 -*-
import lecoresdk
edgefc = lecoresdk.Client ()

def handler (event, context):

context = {"custom": {"data": "customData"}}
invokeParams = {
"serviceName": 'EdgeFC',
"functionName": 'helloworld',
"invocationType": 'Sync',

"invokerContext": context,

"payload": 'String message from Python Invoker.'
}i
res = edgefc.invoke function (invokeParams)
print (res)

return 'OK'

o iR ARHBA B R
AT helloworld U3 R R 408 A REUARTR B E R ANSH, URNETEEERSFRE.

# —*— coding: wtE-8 —*-

import logging

import lecoresdk

def handler (event, context) :
logging.debug (event)
logging.debug (context)

return 'hello world'
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2.3.7. CredentialProviderChain
BRZEORRE RS IFIDER,

CredentialProviderChain().get_credential()

ZEOREFENAZRSNIGHER, FREESHER (BAR150H) . AHIATERHEERSE, FH
RzEOEHER, TEEXASHNT:

Bt

B S fi

=

PIEBEAEIRIR,. 1602548 B AccessKeyIDF1AccessKeySecret A/,

accessKeyld Strin — . o) s

Y 9 BT R BBSAPIE RIS HINE,
accessKeySecret String HIREH,
securityT oken String ZeLR,

& ARG
A LABIE0SSTRE Jfl, iR CredentialProviderChain().get_credential) 8%, =~EIMLBIMT:

@ Bl RARBDKRITE= A Eoss2, o FTHEEMABEputOssFilePy-code.zip, & =BHA
g,

# —*— coding;: utf—8 —*-

import oss2

import lecoresdk

def handler (event, context):
cred = lecoresdk.CredentialProviderChain () .get credential ()
auth = oss2.StsAuth (cred['accessKeyId'], cred['accessKeySecret'], cred['securityToken'])
bucket = oss2.Bucket (auth, 'http://oss-cn-shanghai.aliyuncs.com', 'le-fc-bucket')
bucket.put object ('fileFromEdgePy.txt', 'Content of object')
print ("-- Put fileFromEdgePy.txt to 0SS.")

return 'OK'
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3.1 % 0penAPI

3.1. #f¥s

B &% 0penAPIZ YR N A ELink IoT Edgefi4t— A0, @iZOpenAPWIMER BT LIRELERER. 188
RERME. MARBUTERAZE.

@ B BIFARANNSEOpenAPHIE B Fv2.9.0% M AR A LNk IoT Edge, E#RHLink IoT Edge

MRAMEFv2.9.0, MIRYERHE KiEAV2.0MZA B, V1.0 Zx0penAPI,

API1%I &
o BHINER

APIZ R
CreateAuthCookie

DeleteAuthCookie

o REEEE
APIEZFR
ListThings
SearchThings
SetThingProperties
GetThingProperties
CallT hingServices

BulkActions

o WIRRIETEA
APIZFR
GetTSL

o NRETEAE
APIZFR

InvokeFunction

o IFREXFNE

APHE IR

BIEIANIECookie,

M BRIAIE Cookie,

APl#R

FIHAARERERS,

RiEENBEHRERIRE,

REREREM.

REUREREM.

BRARERS .

REHITHERIE.

APHEIR

REUEEF mOVEER,

APHE IR

AREENRA.
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W BIwFRIERE- 1505 0penAPl YIBX B &iTE

APIZTR APHER

ListScenes 7 a5 KB R ERE.
EnableScene EREENHSEIAN,
DisableScene =REENH RN,

3.2. AL

A %imOpenAPIEY, FEBEBERMEMIDLME.,
B &imOpenAPIRY MR ARS BIHOS A 9999 . ARIEERZTE, FrEEOMNSIFHTTPSIMNY,
IVER

B # Z #18 13 CookieiAE 5 T i ) OpenAPl, FF & & W HRIBID CreateAuthCookiedE AFRBUAIE Cookie 7 gE# —
SEAEEAP, ERSBUNTHR.

1.

BRI T, BERAZMXEGE, BEEAPIHRINR,

https://{ip}:9999

Hoy, {ipfAmMXFrEEREIPHbIE,

o

@ e BRNEMERHAERRE, BERERNEMERHE.

\

. WA CreateAuthCookied®E O BIZRIAUE Cookie,

CreateAuthCookiefE O X A Basic AuthenticatiomAIER T, BI@EHTTPIERLER Authorization F
BRAZEINIEFRIR,
AuthorizationZERE M T AR,

Authorization: Basic <base64 (username:password) >

Hdh, base64(username:password)i <E RN ZMEE#EHIH 5 Zf5>01Base64miBF /&,

Fn, BRHERMEBEHENEFE Hadmin, BB ANadmin1234, M authorization FERHNBIT
FfiRo

Authorization: Basic YWRtaW46YWRtaW4xMjMO

. MCreateauthCookie3EOQBIHTTPIMESLh, FKEY set-Cookie S ME.

Set-Cookie %EEQH%ECﬂDTTEEERO

Set-Cookie: token=d71020ad5cb58faf04a6fd81d6df9680582b987eb6d0ce7b33bc3al3edf******; Max
-Age=3600; Path=/

. ¥4CreateAuthCookieEOIIM LA set-Cookie BHE, H_METAPIHTTPIERLE cookie B

&,
HTTPiERLEY cookie BEHIRAM TR,
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Cookie: token=d71020ad5cb58faf04a6£d81d6df9680582b987eb6d0ce7b33bc3ald3edfx*****; Max-Age
=3600; Path=/

5. B AR CreateAuthCookieZ I E B 0penAPIRT, EIFHTTPIERLE cookie FERABIEINEARIR
Token, LinkloT EdgeSIRIEZINEFRIRTokenE E BB X MAPIHH R,

Ui Rz #58
o WAEW®: MERSBYREHTTPIE., HERTH, H2LKSH,
o MRk: MELEEAAMTFRBIME.

Server: openresty/1.13.6.2

Date: Thu, 31 Oct 2019 07:51:57 GMT
Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive
o INAGHBA: IMASERIEASONERAE, HENE,
o HFAAPIRINE, STAPIRENRRMABTHAR, FHEESLEFAPIEONH,

o HIFHAPIEE, BNMMRTEAIE 2+ FLEPREH (FIa 302 . 400 F) , WEIERAEA
BIREERE, BAMTHAR.

{

"Code": "string", // What kind of error, such as InvalidParameter.

"Message": "string" // Detailed description about the error.

3.3. REHIG

N 5iHOpenAPIZFEAE = T RPostman#tTAX FH B AR ERARE, PR ESARRBNN
E18

FEB—: THZLEPostman

Postman2—MNAPHF A IMEE S, REAPINENEG AL, BIMAPERH. Ak, Bik. WX E/RBERR
EE.’IO

THHZ&KPostman, BIEFIE, 1BE R PostmanE /5314,

@ BB ANXHASMEE, Lwindows 641 &%t FE7.25.0M8APost manJ i,

FEBT . RESSL

PostmanBRiAFF B X BRE i B EE®WHNSSL (Secure Sockets Layer) EREIGIE, FRIEAPIEEEA,
WO RIESLFRIE R, RN TRDNAEPH—, #HTSSLRE:

o X FISSLIGIE
i. ¥3TFFPostmaniz/s.

i. ZEPostmanE T, %EEJ:%EH:, i&#FSettings,

i. ZESETTINGSXHEHEB FGeneralti%s, ¥SSL certificate verificationFF % & 3 OFF,
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YIEX MRS+ E

& Postman
File Edit View Help

SETTINGS

General Themes Shortcuts Data

REQUEST

Trim keys and values in request body
New Code Generation Mode

Use next generation URL processing

SSL certificate verification

Always open requests in new tab
Always ask when closing unsaved tabs
Language detection

Request timeout in ms
g a request should wait for a

e timing out. To never

o ECECAIEH

Certificates  Proxy  Update

HEADERS

Send no-cache header
Send Postman Token header
Retain headers when clicking on links

Automatically follow redirects

Send anonymous usage data to Postman

USER INTERFACE

Editor Font Size (px)
Two-pane view
Show icons with tab names

Variable autocomplete

RO ATELINK loT EdgeFR1ENL 88 L1 /linkedge/gateway/build/bin/console/certs/ca.x509.pemB & T
K EOpenAPIBBRSZIHCAIES, HEZEB THE A, XTFERECAIEREXRE, BE5lrn— g5

iEH,
i. ¥TFFPostmaniZf.

i, ZEPOStmanERE, EE&EJ:%.*/T\, sEESettings,

iii. ZESETTINGSXHEIESR FCertificatesT®, Y4 CA CertificatesFFXEAO0N,
iv. B#Select File, B ETHEAME ca.x509.pen 44 L 1EZ|Postman,
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MEX A ZITE

B GuHTFF RIS 11505 0penAPI

& Postman

File Edit View Help

SEB=: FHAPI

SETTINGS
General Themes Shortcuts Data Add-ons

Certificates Proxy

CA Certificates

The file should consist of one or mere trusted certificates in PEM format.

PEM file

Client Certificates

Add and manage SSL certificates on a per domain basis.

Learn more about working with certificates at our Learning Center.

PostmanziF McURLGF S S NAPEEK .
1. fEPostmanE i HE, BFHZE EAImport,

2. E#EHIIMPORT 3HEE D B FRaw Text I,

& Postman

File Edit View Help

IMPORT

File Folder Link Raw Text

Paste raw text

Update

Add Certificate

N CreateAuthCookie?®E O BICURLEG S,

curl -i -c token.cookie -u admin
30/auth/cookies

-k -X POST https://127.0.0.1:9999/2020-04-

3. B#Continue, Z%MEZ Confirm your import E, Postman&f@HTcURLGSHBEMERISKE

B, Bfiimport,

4. fEPostmanETim, BFSend&iXEXK, TJEEFIRET 201 Created RS,
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YIEX MRS+ E

IR ESL (Headers) df{Set-Cookie2 EREO{E, BNIAIECookie,

mo

& Postman

File Edit View Help

My Workspace ~

SHZEREFIRMLISFELEE

& Invite

BB New ~ | Import Runner

Q

History Collections APIs
Save Responses Clear all

v Today

https://127.0.0.1:9999/2020-04-30/aut
h/cookies

B R B8

No Environment v o
Launchpad hitps//127.00.1:9999/2020-0.. @+ e+ ®
Untitled Request
POST ¥ https://127.0.0.1:9999/2020-04-30/auth/cookies m Save ~¥
Params Authorization @ Headers (9) Body Pre-request Script Tests Settings C
TYPE @ Heads up! These parameters hold sensitive data. p this data secure w x
Avironment, we recommend using variab about va
Basic Auth . environment, we recommend using variabls u
Username admin
Password

Body Cookies (1) Headers (6) TestResults
KEY
Server
Date

Content-Type

Show Password

s: 201 Created

Time: 177ms  Size: 294B

Save Response ¥
VALUE

openresty,

Wed, 10 Jun 2020 07:34:13 GMT

application/json; charset=utf-8

Transfer-Encoding chunked
Connection keep-alive
Set-Cookie token=8e21252f8823d667678ef69470f.

N

O]

© Bootcamp

5. 3REUAIECookie/s, EEFRI~FR4, TILUFAETEAPI,

TEGLUERLStThings#OA46, E£PostmanER@E, BEHA LAImport & AListThingstE O /iEK
cURLEE/E, #&Continue > Import, TTLAE FIPostmanB 5% Creat eAut hCookiedE [0 fz5H 2 3L
Set-CookieF B IR BIE A List Thingsig KiE Bk HCookieEt, AFEHEESend,

@ postman

File Edit View Help

[

Runner

My Workspace v

#; Invite

History Collections APIs

Save Responses Clear all
v Today

https://127.0.0.1:9999/2020-04-30/thi
ngs

GET

https://127.0.0.1:9999/2020-04-30/aut

h/cookies

SEM: £RiE

No Environment v o
Launchpad https:/ GET https://127.0.0.1:9999/2020..@ + === b
Untitled Request
GET v https://127.0.0.1:9999/2020-04-30/things
Params  Authorization  Headers (7) Body  PrerequestScript  Tests  Settings
Headers ¢ Hide auto-generated headers
KEY VALUE DESCRIPTION .. Bulk Edit Presets v
Cookie token=bc4ec22d3395292909c2bd5dda274
Postman-Token <calculated when request is sent>
Host <calculated when request is sent>
User-Agent PostmanRuntime/7.25.0
Accept T
Accept-Encoding gzip, deflate, br
Connection keep-alive
Body Cookies (1) Headers (5) Test Results Status: 200 OK  Time: 30 ms  Size: 1.49KB Save Response v
Pretty Raw Preview Visualize JSON ¥ = mQ
10f N
2 "Data": {
3 “Things™: [
4 {
5 "DriverName": "",
6 “Status”: "Inactivated”,
7 “NickName": "

© Booteamp [ gh

)
Q@
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Postmanz B &£ ERKE.
1. EPostmanE R E S FAAMINAPIRELM BEECode,
2. RBEERAMBESHMIFRER, ERESERIRFARSE,

@ Postman - [m} X

File Edit View Help

GENERATE CODE SNIPPETS

Filter languages. Q Generated code for Java - OkHttp Contribute on GitHub ¥ Settings [l

1 OkfittpClient client = new OkHttpClient().newBuilder()
_build();

Request request = new Request.Builder()
Lurl("https://127.0.0.1:9999/2020-04-30/things")
.method("GET", null)

.addHeader("Authorization”, "Basic
. addHeader("Cookie",
"token=
cled53e8")
_build();
Java - OkHttp Response response - client.newCall(request).execute();

C - libcurl
C# - RestSharp

cURL

2
3
4
5
6
7

Go - Native

HTTP

Java - Unirest
JavaScript - Fetch
JavaScript - jQuery
Javascript - XHR
Node]s - Axios.
NodeJs - Native

Nodels - Request

PAListThingsiE A4, &3 Postman4 s EEBRBE RGN T :

o Node.js
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var https = require('https'):;
var options = {
'method': 'GET',
'hostname': '127.0.0.1',
'port': 9999,
'path': '/2020-04-30/things"',
'headers': {
'Cookie': 'token=2c2cbbc36af52216a6dd0bdba38£575e2b94b029d1bf45bb7a377£x****x*H4k*

s
}i
var req = https.request (options, function (res) {
var chunks = [];
res.on("data", function (chunk) {
chunks.push (chunk) ;
}) i
res.on ("end", function (chunk) {
var body = Buffer.concat (chunks) ;
console.log (body.toString()) ;
}) i
res.on ("error", function (error) {
console.error (error) ;
}) i
}) i

reg.end();

o Python

import requests
url = "https://127.0.0.1:9999/2020-04-30/things"
payload = {}
headers = {
'Cookie': 'token=2c2cbbc36af52216a6dd0bdba38£f575e2b94b029d1bf45bb7a377£****x &k k1
}
response = requests.request ("GET", url, headers=headers, data = payload)

print (response.text.encode ('utf8'))

o Java

OkHttpClient client = new OkHttpClient () .newBuilder ()

build() ;
Request request = new Request.Builder ()

.url ("https://127.0.0.1:9999/2020-04-30/things")

.method ("GET", null)

.addHeader ("Cookie", "token=2c2cbbc36af52216a6dd0bdba38f575e2b94b029d1bf45bb7a377f*
*********")

build()

Response response = client.newCall (request) .execute ()

3.4. RS

BEIHAPIBVRSB I T RGP
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HT T PIRASHE f51=6 (Code) R
200 OK x EOARRKI.
201 Created % BERBRINFERSSECETHNER,

EBEXAIR, HEERTERRSRER, RIEHTEL,
BUNEFHRANZEERZZEK,

400 Bad Request BadRequest HMEEIREE, EEBEATTA00 Bad Requestii s
BiEMEIREREFRE.
B S BN SINECookie RIEH, EEEHF
401 Unauthorized Unauthorized A CreateAuthCookieE Q& #Cookie, BEMEG TR MkEE
TR EMAPI,
. . REBELEMIBER, BELHNTIER, BEHTNIRRK
403 Forbidden Forbidden %, BANHBREPEEERRERERAR,
BEREM, RERSH/LEAMBERFFESINER. H
404 Not Found NotFound B\ REN 2SR,
405 Method Not MethodNot Allowed BERITPEENBERAEREREA T IERENNER, 6
Allowed M, REIEERPOSTA.,
RSBEAEER,
HFHENEIRER, BEEAXTH500 Internal Server
ErrorR S IEMEIREERE,
500 Internal Server Error InternalServerError @ P8  $I 500 Internal Server
Error fHi=E, BMNEREEHRZERRERRNEEAR
FHERB, HENELEMBRERRBR, BoJPUERT
BERRBIVREIRAZ .
st s 4 =) A BT AZ BE M2
503 Service Unavailable ServiceUnavailable ;H?IIEEE’]HE,,%%E?F:EHE,,%EQ%L RS ESAL
ERLIBEK,
400 Bad Request RSB IEMEIRER
fHIR1S (Code) HR
InvalidParameter BRBHEIR, BEAERNSERSH, RAEER.
MissingParameter ROBERBERSH, BWMALERNERSH, RAEER.
500 Internal Server ErrorR ST IFAEIRE R
f5IR18 (Code) R
Cookie.Handler.Create TiEBIZ S MINIECookie,
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YIEX MRS+ E

f51R1 (Code)
Cookie.Set

HMAC
Connection.Create
Connection.Lost
Message.Create
Message.SendAndReply

Message.InvalidReply
Message.FailedReply

Service.NotExist
Service.Data.Get
Service.Data.Set
Service.Data.KeyNotExist
Service.Thing.Call
Service.Function.NotExist
Service.Function.Timeout

Service.Scene.NotExist

Service.Scene.NotAtLevelO

3.5. B4AE

Ei:ipu

TEREFESHINECookie,

INEBERNREEE (HMAC) EBEXM,
xS LERFEILERE.

5 EERSHEZECHF.

TEQRRER EERSIER.

RIXHBE LIRS, RERLERRSERRE.
AR S5 I Bz 948 T AR IEF

EHERSNNNERER, BREOXK,

4 EFRSIREINERSY (Code) REAITTT Service. {name}.
{error} MHAMWEFRFIZDE, RRENZHEIRS.

LERSAEE. BE LERSREHNHEFRDE, RILEIRD,
Tk MR DR ERER IR .

TFRREHUIRBIEIRE P L.

TENSIRROREEE, ENSENkeyREH,
FERAREROLN. FARE, BEELREE)NREHE,
BIRRHAFHE,

REHATEE

HEMUAEE,

ZIMTIRE, ERGREHNETIRENIENormalE, FliNSceneless

BRE, BEHEANormaliERNFER,

3.5.1. CreateAuthCookie

fiE A% $ O B — MR EIAIE Cookie,
ERIEE

POST /2020-04-30/auth/cookies

Authorization: Authorization
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D FEE H, 2020-04-30 SHEHOpenAPHIIEES, BMEX.

A 3 L
BRESH
SHEM Eid) ERWIE iR
X¥#FBasicAIE, XA  Basic
base64 (username:password) o
g0 Basic
Y2h5aWbn* * ¥ * * ***NTY=
@ e
L. . =
Authorization String = o username NESNERE
EHSNRERE,
L password ABERIBEMX
EHaHEE,
FEESAERIGMXEFHENE,
N N
R[5
HTTP/1.1 StatusCode
Set-Cookie: Cookie
Content-Type: application/json
REIS#
SHER ESid] iR
HTTPIRSHE, REI201FRRAI, REHEREHEERTR
StatusCode Number . . - R
KM, REWIFEE, BFSREBD,
Cookie String EEGINECookie, BT iH—SBIAPIEA.,

TR

curl -i -c token.cookie -u admin:adminl234 -k -X POST https://127.0.0.1:9999/2020-04-30/aut
h/cookies

HTTP/1.1 201 Created

Server: openresty/1.13.6.2

Date: Wed, 15 Apr 2020 11:03:05 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: token=e82c2e9b7fe55a42143d89d1d635cd90a8ecef772a9520e3547028adba******; Max-Age
=3600; Path=/
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YIEX MRS+ E

3.5.2. DeleteAuthCookie

1 iz 1% O M BRIAE Cookie,

BRIEZX

DELETE /2020-04-30/auth/cookies/Token

Cookie: Cookie

D k& Ho,

BREH
SHEWR
Token

Cookie

iR [B118 &

2020-04-30 2WHHEOpenAPIKIRAS, BE/IEXK,

String

String

HTTP/1.1 StatusCode
Content-Type: application/json

AEIES
SHEH

StatusCode

3N

it

Number

WO

WO

?-H-\ N

[

JAECookie®Token,

MCreateAuthCookieth3REXBIIAIE Cookie,

P

HTTPIRZSHE . IR[EI200F% R, IREHEEREHBERR
KM, WRBIFEE, BSLREE,

$ curl -i -b token.cookie -k -X DELETE https://127.0.0.1:9999/2020-04-30/auth/cookies/e82c2
e97fe55a42143d89d1d635cd90a8ecef772a9520e3547028adba****x**

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Wed, 15 Apr 2020 11:03:40 GMT
Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

3.6. IRFEH
3.6.1. ListThings

64
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MBIt E

B ZIHFF R ISR %05 OpenAP|

EAZED, JIHAERERERTS.

BRIEX

R o] LAfE AProductKey>R I RIS € @ THIRE, HERNEA
ProductKey#DeviceNameiR Bl E M EIKIRE

GET /2020-04-30/things?productkey=ProductKey&devicename=DeviceName HTTP/1.1

Cookie: Cookie

D #F& Hth, 2020-04-30 2iHBHOpenAPIIIRAS, BE/EK.

A 3 <>

BXRSH
SHEWR ESid]
ProductKey String
DeviceName String
Cookie String

R[5 X
HTTP/1.1 StatusCode

Content-Type: application/json
Payload

iR [ 24

SHEM Eit)
StatusCode Number
Payload JSON

REPayloadt& R T AR,

iy

iy

Jalil

Hi

[

REPTE T E—IRIRA

RER,

8 H CreateAut hCookiedE O BIZZ EYIAE
Cookie,

R

EORSH, EE200ERMY, EELESREBERE
W, RSB, HBLREE,

ERBHIREER,
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"Data": {
"Things": [{

"ProductName": "string",
"ProductKey": "string",
"DeviceName": "string",
"DriverId": "string",
"DriverName": "string",
"Tags": [{"string": "string"}],
"Status": "Inactivated|Failed|Online|Offline",

"Connected": true|false,
"ConnectTime": "string"

}]

3L

$ curl -i -b token.cookie -k https://127.0.0.1:9999/2020-04-30/things
HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Wed, 22 Apr 2020 15:18:16 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Things": [{"DriverName":"LightSensor","Status":"Online", "NickName":"","DriverId":"
e0bb1b48964e451904a52f9%b****1dd3", "ProductKey" :"alt****n42K", "Connected" : true, "ConnectTime"
:"1587526047107", "DeviceName" : "GjCbILKXgcKXel******" "productName":"","Tags": []1}]1}}

3.6.2. SearchThings
FERZED, REEYTRFMHERERE.
B RIE %

POST /2020-04-30/things/search HTTP/1.1

Cookie: Cookie

Payload

P #F& Hth, 2020-04-30 SiHBHEOpenAPIIIRAS, EMEK.

s o
BRESH

SHER ESid) EENIE R

Cookie String =2 WA CreateAuthCookiei®& O B BIIAIE Cookie,
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BRI D i E BT EISE- 1505 0penAP]

SHEWR i BABWIE P

JSONBHFRF S, HRMIFHRRERRRE, TRE
ZMRE, BRRBNHEMERESNIRE,

Payload JSON =
B BELRE T HEKRPayloadi& =,
BKPayloadt& X W T AR,
{
"Tags": {
"Keyl": "valuel",
"Key2": "value2"
}
}
REIEE
HTTP/1.1 StatusCode
Content-Type: application/json
Payload
Ay <>
R[EIZ#
SHER E3id] HR
HTTPRRSME, REI200%FRKY, REEBREHER
StatusCode Number o s - B
KM, BIRBERE, BERREHE,
Payload JSON ERIMNKEER.
REPayloadi& R I T iR,
{
"Data": {
"Things": [{
"ProductName": "string",
"ProductKey": "string",
"DeviceName": "string",
"DriverId": "string",
"DriverName": "string",
"Tags": [{"Keyl": "Valuel"}],
"Status": "Inactivated|Failed|Online|Offline",

"Connected": true|false,
"ConnectTime": "string"

H

ERH
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$ curl -i -b token.cookie -d '{"Tags":{"Name":"LightSensor"}}' -k -X POST https://127.0.0.1
:9999/2020-04-30/things/search

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Wed, 22 Apr 2020 15:18:16 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Things": [{"DriverName":"LightSensor","Status":"Online", "NickName":"","DriverId":"
e0bb1b48964e451904a52f9%b****1dd3", "ProductKey" :"alt****n42K", "Connected" : true, "ConnectTime"
:"1587526047107", "DeviceName":"test", "ProductName" :"", "Tags": {"Name" : "LightSensor"}}]}}

3.6.3. GetThingProperties
FRZEORBIEEIRENEMLE.
BKIBE
GET /2020-04-30/things/ProductKey/DeviceName/properties?identifiers=Identifierl&identifiers

=Identifier2&... HTTP/1.1

Cookie: Cookie

D F&E Hth, 2020-04-30 SiHBHEOpenAPIIIRAS, BEMEK.

BRSH
SHEM ESid] BENIE R
Productke Strin o REBFOE—IRRR, T NIENF
Y ° = BEHIAKR,
DeviceName String 2 WENEZR, I NIEEWFE1EHI S IREL,
dentifiers string o RENEMIMNATIIER, RETHMET005%
= BMEE,
, _ < A CreateAuthCookiefE O BIZHIAIE

Cookie String =

Cookie,

R[5 X
HTTP/1.1 StatusCode

Content-Type: application/json
Payload

AEIES
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SHEWR e P

HTTPIRZSHEE . IR[EI200F R, IREEEREHBER

StatusCode Number M, REEEE, EELRSE,
Payload JSON BIRBMIREEM.

R[EPayloadt& X 0 T Friw.

"Data": {
"Properties": {
"Identifierl": valuel,
"Identifier2": value2,

"Identifier3": value3,

o
"Timestamp": 1568262117344

TR

$ curl -i -b token.cookie -k https://127.0.0.1:9999/2020-04-30/things/alW****CGHU/NOhBItiVW
WZE****KHgs/properties?identifiers=LightSwitch

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Wed, 22 Apr 2020 17:01:50 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Timestamp":1587574910136, "Properties": {"LightSwitch":1}}}

3.6.4. SetThingProperties
FERZEONEENRERERM.
BXKIEE

POST /2020-04-30/things/ProductKey/DeviceName/properties HTTP/1.1
Cookie: Cookie

Payload

D #& Hth, 2020-04-30 2iNBHOpenAPIIIEAS, BE/EK.

BREH
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YIEX MRS+ E

SHEM Eid) BB WIE
ProductKey String =
DeviceName String =
Cookie String =
Payload JSON =

BEXKPayloadt& X WM T 7R,

{
"Properties": ({
"Identifierl": valuel,
"Identifier2": value?2,

"Identifier3": value3,

R [E1EE
HTTP/1.1 StatusCode

Content-Type: application/json
Payload

LS

SHEWR it
StatusCode Number
Payload JSON

R [E]Payloadt& N T A7

{
"Data": {
"Data": string|boolean|number|array|object,
nderlying set
"Timestamp": 1568262117344

TR

o
B

REEF @EE—IRIRA . TMAIENE
[SEEUI=EN:

RENBIR, TN ESEF GIKE,

A CreateAuthCookieig O8I BIIAE
Cookie,

RERERM, BN BELERETHIEK
Payload#&=(,

HTTPRE, EEI200%RMY, EEHEREBER
KM, REBES, ESLRTE,

RERMREROERENASR.

// A optional data that returned from the u

70
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curl -i -b token.cookie -d '{"Properties":{"LightSwitch":0}}' -k -X POST https://127.0.0.1:
9999/2020-04-30/things/alW****CGHU/NOhBOtiVWWZE****KHgs/properties

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Wed, 22 Apr 2020 17:06:07 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Data":[],"Timestamp":1587575167259}}

3.6.5. CallThingServices
FERZEOBTRENRS AR,
&SRB

POST /2020-04-30/things/ProductKey/DeviceName/services HTTP/1.1

Cookie: Cookie

Payload

P #F& Hth, 2020-04-30 2iHBHEOpenAPIIIRAS, BEMEK.

BREH
SHEM Bt} EBWIE iR
ProductKey String o BEEFEmE—IRRR ., T NIERNFE
= AEH AR,
DeviceName String 2 BEBNBIR, oI NN &6 & 3REL,
, , o @A CreateAuthCookiefE O BIZHIAIE
Cookie String = Cookie
HERRSHERNSH., LRSEYEW
o FEEHE, AEREMErFmBEN TR
Payload JSON =

B, RENRSIMNSHEFT B, &
RiIENFIE T AHi5KPayloadig=,

BEKPayloadt& X WM T FA7R,

{
"Services": [
{
"Name": "string",

"Args": args // Optional arguments for the service.
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R [EEE
HTTP/1.1 StatusCode

Content-Type: application/json
Payload

AEIES

SHEM e iR

StatusCode Number EOREME, RE200%FRKY, REECKRSBERE
W, REBEE, BSIAREE,

Payload JSON AARERSHNEREESR.

IR [E]Payloadt& N T A7 o

"Data": {
"Services": [
{
"Name": "string",

"Returns": {
"Code": "string", // Error code that returned from the underlying call to the thi
ng service.
"Message": "string", // Error message that returned from the underlying call serv
ices call.
"Data": string|boolean|number|array|object, // An optional data that returned fro
m the underlying call services call.
}
}
1,
"Timestamp": 1568262117344

TERH

$ curl -i -b token.cookie -d '{"Services":[{"Name":"setColor","Args": {"color":"red"}}]1}' -
k -X POST https://127.0.0.1:9999/2019-09-30/things/alWabAEC***/NOhBItiVWWZFMpALK***/service
s

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Thu, 31 Oct 2019 11:17:47 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data": {"Services": [{"Name":"setColor", "Returns": {"Message" :"success","Data":[]}}],"Timest
amp":1572520667899}, "Code" :200, "Message" : "success" }
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3.6.6. BulkActions
FERZEOMSBREIRE.
B KIE&

POST /2020-04-30/things/bulk HTTP/1.1
Cookie: Cookie

Payload

) #& Hth, 2020-04-30 2iBBIHEOpenAPIIIRAS,
\E\ kY
BREH

SHEWR il EENIE

Cookie String =

Payload JSON =

BXKPayloadt& X W T AR,

{

"BulkAction": "string"
"Things": [
{
"ProductKey": "string",
"DeviceName": "string",

. // Parameters for BulkAction

PayloadZ&#{i% BH
SHAWR KR 2B

BB,

?-H-s o

[

IR CreateAuthCookietE O BIZBIAIE
Cookie,

JSONY R, BESHERIENENE
(BulkAction) . #4EX&R (Things) RHE
BXsH, BXEE, BERRETH
Payloadi& =,

o
Bt
5
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YIEX MRS+ E

SHEWR £ BB W

BulkAction

fim

String

fim

Things Array

R [EEE
HTTP/1.1 StatusCode

Content-Type: ContentType
Payload

iR o] 2

SHER B
StatusCode Number
ContentType String
Payload JSON

iR [E Payloadt& X t0 FEA7R.

{

"Data": {}
}
Payload& #4388
SHEM £t
Data Object

o
B

BEBEROBERIE, DARWTEESH

Zz—:

® SetProperites: RR#HtERBIREREM.

® GetProperites: FRHEFRILERE
",

e Callservices: RRMtERBIRERS.

* Watch: RRKRBUIRENE—HIEES
.

JSON#4E, BEEBRENRREXNNARIES
#., BXiES, BERAXT

73 GetProperties, SetProperties, CallServ
ices. WatchthigskPayloadi& =X 9T hings

R

HTTPIRZSHEE . IR[EI200F R, IREEEREHBESR
KM, WSBIFE, BELREHE,

RESEE (Payload) 8928, BURFH ERIENINE
(BulkAction) ,

HERENREER,

R

BAMSRENRBER., BAFES, BSLAXT
JGetProperties, SetProperties. CallServices, Watc
hoiREIPayloadig X HIDatas #1.,

74
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GetProperties
o i5KPayloadt& =

"BulkAction": "GetProperties",
"Things": [
{
"ProductKey": "string",
"DeviceName": "string",
"Identifiers": [ // Property Identifiers
"string",
"string",
"string",

e JR[EPayloadi& =t

Content-Type: application/json

"Data": {
"Results": [
{

"ProductKey": "string",

"DeviceName": "string",

"Returns": {
"Code": "string", // Error code
"Message": "reason for failure", // Error message

"Data": { // The properties returned from the underlying get properties call.

"Identifierl": wvaluel,
"Identifier2": value2,

"Identifier3": value3

"Timestamp": 1568262117344

> MA4RRA: 20220119
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$ curl -i -b token.cookie -d '{"BulkAction":"GetProperties","Things": [{"ProductKey":"alW*
***CGHU", "DeviceName" : "NOhBOtiVWWZF****KHgs", "Identifiers": ["LightSwitch"]1}]}' -k -X POST
https://127.0.0.1:9999/2020-04-30/things/bulk

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Wed, 22 Apr 2020 17:41:04 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data": {"Results":[{"Returns":{"Data":{"LightSwitch":0}}, "DeviceName":"NOhBOtiVWWZEF****K
Hgs", "ProductKey" :"alW****CGHU" } ], "Timestamp" :1587577264304}}

SetProperties
o FXKPayloadt& =t

"BulkAction": "SetProperties",
"Things": [
{
"ProductKey": "string",
"DeviceName": "string",

"Properties": {
"Identifierl": valuel,
"Identifier2": value?2,

"Identifier3": value3,

e JR[OlPayload#

Content-Type: application/json

"Data": {
"Results": [
{

"ProductKey": "string",
"DeviceName": "string",
"Returns": {
"Code": "string", // Error code
"Message": "reason for failure", // Error message

"Data": string|boolean|number|array|object // A optional data that returned fro
m the underlying set properties call.
by
}

] r
"Timestamp": 1568262117344
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curl -i -b token.cookie -d '{"BulkAction":"SetProperties","Things":[{"ProductKey":"alW***
*CGHU", "DeviceName" : "NOhBOtiVWWZE****KHgs", "Properties": {"LightSwitch":1}}]}' -k -X POST
https://127.0.0.1:9999/2020-04-30/things/bulk

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Wed, 22 Apr 2020 17:44:21 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data": {"Results":[{"Returns":{"Data":[]}, "DeviceName" :"NOhBOtiVWWZEF****KHgs", "ProductKe
y":"alWr***CGHU"}], "Timestamp" :1587577461238}}

CallServices
o FXKPayloadt&t

"BulkAction": "CallServices",
"Things": [
{

"ProductKey": "string",

"DeviceName": "string",

"Services": [

{
"Name": "string",

"Args": args // Optional arguments for the service.

e JR[OlPayload#

Content-Type: application/json
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"Data": {
"Results": [
{

"ProductKey": "string",

"DeviceName": "string",
"Services": [
{
"Name": "string",
"Returns": {
"Code": "string", // Error code
"Message": "reason for failure", // Error message

"Data": string|boolean|number|array|object // A optional data that returned
from the underlying call services call.

"Timestamp": 1568262117344

o TR

curl -i -b token.cookie -d '{"BulkAction":"CallServices","Things":[{"ProductKey":"alW****
CGHU", "DeviceName" : "NOhBOtiVWWZE****KHgs", "Services": [ {"Name" :"setColor", "Args": {"color":
"red"}}1}1}" -k -X POST https://127.0.0.1:9999//2020-04-30/things/bulk

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Wed, 22 Apr 2020 17:47:02 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Results":[{"Services":[{"Name":"setColor", "Returns":{"Data":[]1}}],"DeviceName":
"NOhBOtiVWWZE****KHgs", "ProductKey" :"alW****CGHU" } ], "Timestamp" :1587577622555} }

Watch
o iERPayloadt& =

"BulkAction": "Watch",

"Things": [
{
"ProductKey": "string",
"DeviceName": "string",
"Watches": "all |properties|events" // default is "all"

o iR[OPayloadt&zt
Content-Type: text/plain
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o BHHR

"Message": "success",
"Data": {
"ProductKey": "string",
"DeviceName": "string",
"Event": "string",
"Args": {}, // Optional arguments along with the event.
"Timestamp": 1568010749340

o LEKER

"Message": "heartbeat",
"Data": {
"Timestamp": 1568010749340

o TERA

$ curl -b token.cookie -d '{"BulkAction":"Watch","Things":[]}' -k -X POST https://127.0.0

.1:9999//2020-04-30/things/bulk
{"Message":"success", "Data": {"Timestamp":1587577766731, "Event" : "propertiesChanged", "Produ
ctKey":"altb*****x*" "Arggs": {"MeasuredIlluminance":{"time":1587577766729,"value":200}},"D

eviceName" : "GjChILKXgcKXel**x*x*xx1} }
{"Message" :"heartbeat", "Data": {"Timestamp":1587577767732}}
{"Message":"success", "Data": {"Timestamp":1587577768734, "Event" : "propertiesChanged", "Produ
ctKey":"alt9bx*****" "Args":{"MeasuredIlluminance":{"time":1587577768733,"value":100}},"D

eviceName" : "GjChILKXgcKXel**x*x*xx1} }

3.7. PRBER

3.7.1. GetTSL

fiE P IR BRI T 7= SR B M R L 04
BXREX

GET /2020-04-30/tsls/ProdcutKey HTTP/1.1

Cookie: Cookie

D #F& Hth, 2020-04-30 2iNBIHOpenAPIIIRAS, BE/EK.
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SHAMR ESid] ERRIE HR
ProductKey String 2 REEF MBI E—IRIRFF,
Cookie String = WA CreateAuthCookiei® A B BIIAIECookie,
R [EIE &
HTTP/1.1 StatusCode
Content-Type: application/json
Payload
Ay <>
iR [B] 241
SHAMR B3l Hk
StatusCode Number HTTPRRSHE, 1REI200% MY, BREHBREHEERR
KM, REWBEFERE, B2RREE,
o N = =2l E/%\I ‘E:H N P
Payload JSON Eiﬂﬂ‘]?uu%’fiir 155 M FRE T FPayload
N,

R[EPayloadt& X 80 T Fir.
{

"Data": {
"TSL": {}

SRR
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$ curl -i -b token.cookie -k https://127.0.0.1:9999/2020-04-30/tsls/alt****nd2K

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Tue, 21 Apr 2020 13:30:37 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive
{"Data":{"TSL":{"schema":"https://iotx-tsl.oss-ap-southeast-1.aliyuncs.com/schema.json", "se
rvices": [{"desc":"BMI&E", "method" : "thing.service.property.set", "identifier": "set", "inputD
ata":[],"required":true,"outputData":[],"name":"set","callType":"async"},{"desc":"ﬁgfiiﬁﬁy",
"method":"thing.service.property.get","identifier":"get", "inputData": ["MeasuredIlluminance"
1, "required":true, "outputData": [{"dataType": {"type":"double", "specs": {"max":"65535", "unit":
"Lux","Step":"0.0l","min":"O","unitName":"EﬂE?"}},"identifier":"Measuredllluminance","name":
"yﬁ%ﬂgﬁﬁmﬁﬁ"}],"name":"get","callType":"async"}],"profile":{"productKey":"alt****n42K"},"ev
ents": [{"desc": "B EIR", "method": "thing.event .property.post", "identifier": "post", "type":"i
nfo","outputData”: [{"dataType": {"type":"double", "specs": {"max":"65535", "unit":"Lux", "step":
"0.01", "min":"0", "unitName" :"BBE"}}, "identifier": "MeasuredIlluminance", "name" : "JEERERNE"
}1,"name" : "post", "required":true}, {"method" :"thing.event.LowIlluminance.post", "identifier":
"LowIlluminance", "type":"alert", "outputData": [{"dataType":{"type":"double", "specs": {"max":"
65535","unit":"lm","min":"O","step":"0.0l"}},"identifier":"Measuredllluminance","name":"ﬁ%ﬁﬁ
lgﬁimwﬁ"},{"dataType":{"type":"int","specs":{"max":"50","min":"—50","step":"l"}},"identifie
r":"int32","name":"%éggégﬁk"},{"dataType":{"type":"float","specs":{"max":"S0.0","min":"—50.0
", "step":"0.1"}},"identifier":"float", "name": "B¥EEZFHBBE "}, {("dataType": {"type": "double"
,"specs":{"max":"S0.0","min":"—50.0","step":"O.l"}},"identifier":"double","name":"?ﬂ*ﬁﬂ???ﬁi
gﬁ%?ﬁk"},{"dataType":{"type":"enum","specs":{"l":"l","2":"2"}},"identifier":"enum","name":"
MEEXERBH ), {"dataType": {"type":"bool", "specs”: {"1":"1","0":"0"}}, "identifier":"bool", "nam
e "FIREBBH "}, {"dataType": {"type": "text", "specs": {"length":"2048"}}, "identifier": "text",
"name" : "FRIBREBH ), {"dataType": {"type":"date","specs":[]},"identifier":"date", "name":"
BYiE]BY "}, ("dataType": {"type":"array", "specs":{"size":"10", "item": {"type":"int"}}}, "identifie
r":"array", "name" : "¥ALEBRBEN ") |, "name" : "HBEMEZ ", "required": false}], "properties": [{"ac
cessMode":"r", "dataType": {"type":"double", "specs": {"max":"65535", "unit" :"Lux", "step":"0.01"
,"min":"0", "unitName": "BBE"}}, "required":true, "name" : "FEHREME", "identifier": "MeasuredIl

luminance"}]}}}

3.8. REUTE

3.8.1. InvokeFunction
ERZEOAREENRE.
BXRIEZE

POST /2020-04-30/functions/Function/invocations HTTP/1.1

Cookie: Cookie

Payload

)& Hop, 2020-04-30 2HZEHOpenAPHIIRAS, B/EX.

EREH
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YIEX MRS+ E

SHEWR £ 2B

Function String =
Cookie String =
Payload JSON =

REIEE
HTTP/1.1 StatusCode

X-Fc-Error-Type: ErrorType
Payload

AEIES 5

SHER Eic)
StatusCode Number
ErrorType String
Payload JSON

REIPayloadt& X W T EA7R.

{
"Message": "string",

"StackTrace": []

i

FEAANEMER. BN TRAARNE N :
o TEMARNEN: XA acs:fc:<yourRegion>:<
yourAccountld>: service: <yourServiceName>: fu

nction:<yourFunctionName>

o IIAARNER: XA service:<yourServiceNam
e>: function: <yourfFunctionName>

) &  ARNBISRAAZA M T ENERRE
=,

(*acs:fc: ([a-z]{2}-[a-z]+(-\d)?)?:
(\d{16})?:)?service: ([a-zA-Z] [\w-]
{0,127}) : function: ([a-zA-Z] [\w-]
{0,127})$

Y H CreateAuthCookied O8I 89IAE Cookie,

PayloadWI N B ¥ EE A H(ELL RE .

iR

HTTPIRESED . IREI200FR MY, REIHERSHERT
KM, RSWBIEFEE, BSRREH,

ERHHTRESZNEMNSHE, BUTRME:
e Handled: F/REH -RVEIR.

¢ Unhandled: FHRHHERUF LRNER, &
ERHLEENIAEFAEFHER.

RHEREMAS, ERE TPayloadt& U FTREIEIR
BR.

82
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TERH

$ curl -i -b token.cookie -k -X POST https://127.0.0.1:9999/2020-04-30/functions/service:he

lloworld: function:helloworld/invocations

HTTP/1.1 200 OK
Server: openresty/1.13.6.2
Date: Tue, 21 Apr 2020 14:37:38 GMT

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked
Connection: keep-alive
Hello World

3.9. IF=EERD

3.9.1. ListScenes
FERZZEOJNEERSEMMN R ERTS,
B KiEx

GET /2020-04-30/scenes HTTP/1.1

Cookie: Cookie

D skE  Hop,

A 0y Y

BERESH
SHAR ESit) =
Cookie String =

R [E1EE
HTTP/1.1 StatusCode

Content-Type: application/json
Payload

AEIES

SHEM B3]
StatusCode Number
Payload JSON

R [E]Payloadt& N T A7

2020-04-30 2IBZIFEOpenAPIBIRAS , BIIEK.

AR CreateAuthCookiet® O8I Z2HIIAUECookie,

EiEipu

HTTPIRZSE, IRE200%F "M, REHERSHBERT
KW, HIREEE, BELREE,

ERBNHREHANER,
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"Data": { // The returned data if success, otherwise null.
"Scenes": [{
"Id": "string",
"Name": "string",
"Running": true|false

H

TR

$ curl -i -b token.cookie -k https://127.0.0.1:9999/2020-04-30/scenes

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Wed, 15 Apr 2020 08:02:06 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Scenes": [{"Running":true, "Name":"scene test types","Id":"d14122632aaf4d1d8e325963

**kk*Q508M} ] )}

3.9.2. EnableScene
FERZEOSBIEENGIBEFMN,
B KIB&E

POST /2020-04-30/scenes/Scene/enable HTTP/1.1

Cookie: Cookie

D & Hib, 2020-04-30 RINZIHOPenAPIHIIRAS, E/MEXK.

BRSH
SHAER ESid] BB WIE H ik
Scene String = {Eiﬁ%ﬁ%iﬂfmma‘\]mo A ListScenesiE M 3REN7A 2B
EMMID,
Cookie String 2 A CreateAut hCookied& O I BIIAIECookie,

iR [B115 %

HTTP/1.1 StatusCode
Content-Type: application/json

iR [o] 2 £
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SHEM E i) iR
StatusCode Number HTTPIRZSHE . IR[EI200F% R, IREHEEREHBERR
KM, WSBIFE, BSLREHE,
STERH

$ curl -i -b token.cookie -k -X POST https://127.0.0.1:9999/2020-04-30/scenes/d14122632aaf4
d1d8e325963****9528 /enable

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Thu, 16 Apr 2020 01:51:27 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

3.9.3. DisableScene
FRZEDEFERIEENZSBEEIMN,
ERIEE

POST /2020-04-30/scenes/Scene/disable HTTP/1.1

Cookie: Cookie

) & Hth, 2020-04-30 2HEEEOpenAPIBIRAS, EMEXK.

BRSH

SHAR xE = EWIE HR

Scene String = ?_Ez"ﬁ%%ﬂ*f}l%mﬂu 89D, A ListScenesEOKREIH R

MWD,

Cookie String =2 Y H CreateAuthCookiedE O8I B9IAIE Cookie,
R[5

HTTP/1.1 StatusCode

Content-Type: application/json
R EZ#

SHER E3id] R

HTTPIRASE . IRE200%F <M, REHERSHBET

StatusCode Number . N .
KM, WSBIES, BEREE,
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YIEX MRS+ E

TRERH

$ curl -i -b token.cookie -k -X POST https://127.0.0.1:9999/2020-04-30/scenes/d14122632aaf4
d1d8e325963****9528/disable

HTTP/1.1 200 OK

Server: openresty/1.13.6.2
Date: Thu, 16 Apr 2020 01:51:08 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

3.10. V2.0

3.10.1. HER

HMER R A O] LUE IS 8 4 % OpenAPRA [EILINK IoT EdgeH KBRS SR . REIXRSEYE. BHERIGTES,

@ B ZERAOpenAPHEETEV2.1.2 (&) ~v2.9.0 (FE) RAMLNk 0T EdgethfEf; v2.1.25L
ThRALink loT Edgeth #&{E Fv1.0MRA0penAPl; v2.9.0% A ERRASLink loT Edgeth{E B R HTARAH

OpenAPI,

API%l &
o BMIAIEE
APIZFR

CreateAuthCookie

DeleteAuthCookie

o REEHEX
APIZFR
ListThings
SetThingProperties
GetThingProperties
CallT hingServices
BulkActions

o RIItEAE
APIZFR

InvokeFunction

APH#ER

BIEINIECookie,

I BRIAIE Cookie,

APHE IR

P HIRERERT,

REREREM.

REUREREM.

BRARERS .

R EHITHERIE.

APHEIR

BREENERE

86
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3.10.2. K&

BEIRAPIEVRSB I T RGN,

IR[EES (code)

200

201

302

400

401

403

404

405

421

500

503

3.10.3. CreateAuthCookie

REER
success
Created

Move temporarily

Bad Request

Unauthorized

Forbidden

Not Found

Method Not Allowed

Too Many Connections

Internal Server Error

Service Unavailable

£ iz & O eI — DT B9IAE Cookie,

ERIEE

EORAMAL.
BERRINFERSHOET HOERE,
URLEE M,

RIZE IR T RER M TP REA :

° EXNHIR, HUAERTERRSHRER, RIEHTE
K, BUEFPHASEERRZEK,

o BRSHHIR.

LHIBEREERFRIE, BlCookieB 38, SEEHA
FCreateAuthCookied® Q& #iCookie, TG AL EE
ERAEMAPI,

REFBELEMBR, BEBLHIITER, BEHTHRR
B, WASRERAFREERRIEAERAPL

BREM, RERSHLEABERFFEFINRR. &
ERINERNAPISHEEIER.

BERITDEENBRGEREEB T IERENNER, 6
M, RZIFEBPOSTHE,

MR P s R P E IR B RSS2 A E R BE T
BRS5 28 A VFHIER KRS,

@ 8 PSR RS B LB
EPunitil, B0 P89 MKE A ERS S M
i,

BRSSFBE T —PRETREPRR, SBIRETRIIER
HLE, EBEBRT, RS[IRALEHIMERTRIZE
=,

BT IRET BRSSP SRS 3, FULARS[H[E
ELEBIEK,
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POST /2019-09-30/auth/cookies
Authorization: Authorization

A= S 3
BRSH
SHER ESic) BRNIE b
Z¥BasiciAIE, XA  Basic
base64 (username:password) o
fBlan  Basic
Y2h5aWhn** ¥ ** ***NTY=
@ e
L . =
Authorization String = o username HERNEFEE
ZHENEFPE,
o password AERBLERX
2 S B EED,
FBEBEENERLEMXEHERNS,
REIEE
HTTP/1.1 StatusCode
Set-Cookie: Cookie
Content-Type: application/json
Payload
REIS#
SHER Eic) iR
HTTPRRESHE, IREI201RTMY), BREHEREHEERTR
StatusCode Number e 7 e
QEMO '{k/u\ﬁgﬁlﬁﬁilﬁgm%/mﬁ%o
Cookie String FEBINIECookie, AFH—SHIAPIEAHR.
Payload JSON REGER .
R[EPayloadt& X 80T Fir.
{
"Code": 201,
"Message": "sucess|reason for failure"
}
. —
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$ curl -i -c token.cookie -u admin:adminl234 -k -X POST https://127.0.0.1:9999/2019-09-30/a

uth/cookies

HTTP/1.1 201 Created

Server: openresty/1.13.6.2

Date: Thu, 31 Oct 2019 07:51:57 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: token=57e22d4f9fb237fcf5c0b59%abf62lddeecdelef740a84fbeb78540******bbe4;

=3600; Path=/
{"Code":201, "Message" :"success"}

3.10.4. DeleteAuthCookie

{8 FBiZ 3% O M BRIAIE Cookie,
BKIEE

DELETE /2019-09-30/auth/cookies/Token

Authorization: Authorization

3 o kY
BREH
SHAWR ESic)
Token String
Authorization String

iR [6]15 %

Jalit

fim

R

5

JNIECookieBT oken,

BEAERER. %8XHN  Basic

base64 (username:password) o

530 Basic
V2l 5al5ms = s s S A= M

@ s
® username ABERIBEMX
EHSNEFE,
L4 password AERIBLZMX
BHENZESE,

FREENBERUVENXEGHERE,

Max-Age
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HTTP/1.1 StatusCode
Content-Type: application/json
Payload

iR [o] 2 £

SHEWR Bl iR

StatusCode Number HTTPIREE . BEI200%RAY, REREREHER
KW, RSBFBBES LRSS,

Payload JSON RETER.

R [E Payloadt& AN T Fi7R.

"Code": 200,

"Message": "sucess|reason for failure"

TR

$ curl -i -u admin:adminl234 -k -X DELETE https://127.0.0.1:9999/2019-09-30/auth/cookies/57
€22d4£9fb237fcf5c0b59%abf621ddeecdelef740a84fbeb78540* * ****bbed

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Thu, 31 Oct 2019 07:57:23 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Code":200, "Message" :"success"}

3.10.5. ListThings
FERZEOFHIRERERE,
BEXKIEE

GET /2019-09-30/things HTTP/1.1

Cookie: Cookie

BRBH
SHAMR et} B WIE HA
. i = A CreateAuthCookiei® O B2 BIIAIE
Cookie String =

Cookie,

iR [B]18 %
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HTTP/1.1 StatusCode
Content-Type: application/json
Payload

iR [o] 2 £

SHEM il iR

StatusCode Number EBEORSE, RE200FR7RMY, REEERSHBERE
W, REBFBEBESNIREE,

Payload JSON ERNINEEER.

R [E Payloadt& AN T Fi7R.

"Code": number,

"Message": "success|reason for failure",
"Data": {
"Things": [{

"ProductName": "string",
"ProductKey": "string",
"DeviceName": "string",
"DriverId": "string",
"DriverName": "string",
"Tags": [{"string": "string"}],
"Status": "Inactivated|Failed|Online|Offline",

"Connected": true|false,

"ConnectTime": "string"

H

TERH

$ curl -i -b token.cookie -k https://127.0.0.1:9999/2019-09-30/things
HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Thu, 31 Oct 2019 08:23:21 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Things": [{"DriverName":"e0bblb48964e451904a52f9b719%el***", "ConnectTime":"15725101
91943", "DeviceName" : "GjCbILKXgcKXeluG****" "DriverId":"", "ProductKey":"", "Connected":true,"

ProductName":"","Tags":[],"Status":"Online"}]},"Code":200, "Message":"success"}

3.10.6. GetThingProperties

ERAZEORBIEERENELEE,
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YIEX MRS+ E

BRIEX

GET /2019-09-30/things/ProductKey/DeviceName/properties?identifiers=Identifierl&identifiers

=Identifier2&... HTTP/1.1

Cookie: Cookie

A=
BRSH
SHER ESid] =B/
ProductKey String =
DeviceName String =
Identifiers String =
Cookie String =
N N
R [EE X
HTTP/1.1 StatusCode
Content-Type: application/json
Payload
REIZ4
SHER ESid]
StatusCode Number
Payload JSON
R EPayloadt& R T AR,
{
"Code": 200,
"Message": "sucess|reason for failure",
"Data": {
"Properties": {
"Identifierl": "valuel",
"Identifier2": "value2",
"Identifier3": "value3"

}l
"Timestamp": 1568262117344

o
B

REEF @EE—IRIRA . TMIENFE
B AR,

RENBIR, TN ESEF SR,

RENBMUIRRFIIR. RZTRRI00F
BHE.

A CreateAuthCookiedg O8I BYIAE
Cookie,

i

HTTPIRZSHE, IR[E200%F "M, REEBRKHBERTR
KW, BRBFBEESLIRGE,

EXRBHIREREL.

92
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TERH

$ curl -b token.cookie -k https://127.0.0.1:9999/2019-09-30/things/alWabAEC***/NOhBItiVWWZF
MpALK*** /properties?identifiers=LightSwitch
{"Data":{"Timestamp":1572512318420, "Properties": {"LightSwitch":1}},"Code":200, "Message":"su

ccess"}

3.10.7. SetThingProperties
FERZEONEENRERERM.
BKIEE

POST /2019-09-30/things/ProductKey/DeviceName/properties HTTP/1.1

Cookie: Cookie

Payload
BREH
SHER £ EEWIE iR
Productkey String = REFEFROE—IRRR. TTWIEKF
= SEALII=EIN:I
DeviceName String 2 WENEIR, ST NYEEW AR EI S IR,
. . = A CreateAuthCookiei® O B2 BIIAIE
Cookie String = i
Cookie,
A N---RY, 8 == 7] N E
Payload JSON = RERERME., BXBELERETHE

Payloadig&=t,

BEKPayloadt& X WM T A7,

{
"Properties": {
"Identifierl": valuel,
"Identifier2": value2,

"Identifier3": value3

REIEE
HTTP/1.1 StatusCode

Content-Type: application/json
Payload

iR [o] 2 £
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SHER et R

StatusCode Number HTTPIRSME, REI200%RRY, REHEREHER
KM, REBIFEBFESLIREE,

Payload JSON EERMEEEORENASR,

R[EPayloadt& X 80 T iR,

{

"Code": 200,
"Message": "sucess|reason for failure",
"Data": {

"Data": string|boolean|number|array|object, // A optional data that returned from the u
nderlying set
"Timestamp": 1568262117344

TERH

$ curl -b token.cookie -d '{"Properties":{"LightSwitch":0}}' -k -X POST https://127.0.0.1:9
999/2019-09-30/things/alWabAEC***/NOhBOt iVWNZFMpALK***/properties
{"Data":{"Data":[],"Timestamp":1572512468781}, "Code":200, "Message" :"success"}

3.10.8. CallThingServices
FERZEOBTIRENRS AR,
BXRIEE

POST /2019-09-30/things/ProductKey/DeviceName/services HTTP/1.1

Cookie: Cookie

Payload
BREH
SHEM B3] EEIE IR
ProductKey String o REREFRNE—RRT, o] AIEEK
= AREIARE,
DeviceName String 2 WENEZR, oI NIEEWFB1EHI S IREL,
) . B CreateAuthCookielZ O BIZR EYIAE
Cookie String =

Cookie,
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MBIt E

B ZIHFF R ISR %05 OpenAP|

SHAMR et} B WIE
Payload JSON =

BKPayloadt& X W T AR,

{
"Services": [
{

"Name": "string",

i

[

WERNRESHNERMSH., BDRSEWEE
MESEHE, AEEREFREEXNT R
MEEEERN, RESSRMSHRE—B,
KR IBERERE T HiEKPayloadigsl,

"Args": args // Optional arguments for the service.

R [EEE
HTTP/1.1 StatusCode

Content-Type: application/json
Payload

AEIES 5

SHEMR EJid]
StatusCode Number
Payload JSON

REIPayloadt& X W T FA7R,

EiEipuN

EOREG, RE200FRMY, REEEREHERRE
W, ERLFEESDLASHE,

BRRSHEEER,
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"Code": 200,
"Message": "sucess|reason for failure",
"Data": {
"Services": [
{
"Name": "string",
"Returns": {
"Message": "success|reason for failure",
"Data": string|boolean|number |array|object, // A optional data that returned from
the underlying call services call.
}

1,
"Timestamp": 1568262117344

TRERH

$ curl -i -b token.cookie -d '{"Services":[{"Name":"setColor","Args": {"color":"red"}}1}' -
k -X POST https://127.0.0.1:9999/2019-09-30/things/alWabAEC***/NOhBItiVWWZFMpALK***/service
s

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Thu, 31 Oct 2019 11:17:47 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Services": [{"Name":"setColoxr", "Returns": {"Message" :"success","Data":[]}}],"Timest
amp":1572520667899}, "Code" :200, "Message" : "success" }

3.10.9. BulkActions
FERZEOMSBRIEIRE.
B Kigx

POST /2019-09-30/things/bulk HTTP/1.1

Cookie: Cookie

Payload
A o Y
BREH
SHER B3} ERWIE b
) . @A CreateAuthCookieZ O A ZHIAIE
Cookie String =

Cookie,
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SHEWR £ =3

Payload JSON

Jalil

BXKPayloadt& X W T AR,

{

"BulkAction": "string"
"Things": [
{
"ProductKey": "string",
"DeviceName": "string",

. // Parameters for BulkAction

Payload& #4388
SHEM B =
BulkAction String =
Things Array =

iR [6115 &

HTTP/1.1 StatusCode
Content-Type: ContentType
Payload

iR B 24

SHEWR it

B

o
B

JSONX R, BESHERIENENE
(BulkAction) . #EXR (Things) RE
XS, BN FBBESAERETA
Payload#& =,

T»x s

[

EBEEROMERIE, DARMTIEESH

z—:

e SetProperites: RRHEREREREE.

e GetProperites: RRtEKRIUREE
",

e Callservices: RRMERMIRERS.

* Watch: RRBEIFRENE—HEES
.

JSON#4H, BEBRENRRENMARIES
#H., BXFEBBESLAXT
JiGetProperties, SetProperties, CallServ
ices, WatchdigskPayload#&zLHIT hings

> MA4RRA: 20220119
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SHER Eid]
StatusCode Number
ContentType String
Payload JSON

"Code": number,

"Message": "success|reason for failure"
"Data": {}

}

Payload& #1388

SHER Eic)

Code Number

Message String

Data Object

GetProperties
e EKPayloadt& =

{

"BulkAction": "GetProperties",
"Things": [
{
"ProductKey": "string",
"DeviceName": "string",

i

HTTPIRZSHEE . IR[EI200F R, IREEEREHBER
KM, KEBIFBHFS LIRS,

REEER (Payload) B9EE, EURTFHLERENIE
(BulkAction)

HERENREER,

R

EOR@B, RE200%7RMY, BREHSREHERE
W, RSWBFEEESDASHE,

FHAMRINNRE success ; EALKBNRE L ME R
=,

BFMERFENEREER., BXIFBEESLAXT
JFGetProperties. SetProperties. CallServices, Watc
hdhiR[E Payloadi& X BIDataS #,

"Identifiers": [ // Property Identifiers

"string",
"string",

"string",

}

e jR[OlPayload#z{

Content-Type: application/json

98
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"Code": number,
"Message": "success|reason for failure",
"Data": {
"Results": [
{

"ProductKey": "string",
"DeviceName": "string",
"Returns": {
"Message": "success|reason for failure",

"Data": { // The properties returned from the underlying get properties call.
"Identifierl": wvaluel,
"Identifier2": value?2,

"Identifier3": value3

"Timestamp": 1568262117344

o TERHA

$ curl -i -b token.cookie -d '{"BulkAction":"GetProperties","Things": [{"ProductKey":"alWa
bAEC***", "DeviceName" : "NOhBOtiVWWZFMpALK***", "Identifiers": ["LightSwitch"]}]1}' -k -X POST
https://127.0.0.1:9999//2019-09-30/things/bulk

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Thu, 31 Oct 2019 11:30:40 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Results": [{"Returns": {"Message":"success", "Data": {"LightSwitch":1}}, "DeviceName
":"NOhBOtiVWWZEFMpALK***", "ProductKey" : "alWabAEC***"} ], "Timestamp" :1572521440288}, "Code" : 2
00, "Message":"success"}

SetProperties
o {&EXkPayloadig =t
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"BulkAction": "SetProperties",
"Things": [
{
"ProductKey": "string",
"DeviceName": "string",
"Properties": ({
"Identifierl": wvaluel,
"Identifier2": value2,

"Identifier3": value3

o jR[EPayloadt& =

Content-Type: application/json

"Code": number,

"Message": "success|reason for failure",
"Data": {
"Results": [
{
"ProductKey": "string",
"DeviceName": "string",
"Returns": {
"Message": "success|reason for failure",

"Data": string|boolean|number |array|object // An optional data that returned fr
om the underlying set properties call.
s
}

1,
"Timestamp": 1568262117344

o TERA

$ curl -i -b token.cookie -d '{"BulkAction":"SetProperties","Things":[{"ProductKey":"alWa
DbAEC***", "DeviceName" : "NOhBOtiVWWZFMpALK***", "Properties": {"LightSwitch":1}}]1}' -k -X POS
T https://127.0.0.1:9999//2019-09-30/things/bulk

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Thu, 31 Oct 2019 11:46:53 GMT

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

{"Data":{"Results": [{"Returns": {"Message" :"success","Data":[]}, "DeviceName" : "NOhBItiVWWZF
MpALK***" "ProductKey":"alWabAEC***"} ], "Timestamp":1572522413633}, "Code":200, "Message":"s

uccess"}
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CallServices
o i5KPayloadt& =

"BulkAction": "CallServices",
"Things": [
{
"ProductKey": "string",
"DeviceName": "string",
"Services": [

{
"Name": "string",

"Args": args // Optional arguments for the service.

o JR[EPayloadi& =t

Content-Type: application/json

"Code": number,

"Message": "success|reason for failure",
"Data": {
"Results": [
{
"ProductKey": "string",
"DeviceName": "string",
"Services": [
{
"Name": "string",
"Returns": {
"Message": "success|reason for failure",

"Data": string|boolean|number|array|object // An optional data that returne

d from the underlying call services call.

] r
"Timestamp": 1568262117344
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$ curl -i -b token.cookie -d '{"BulkAction":"CallServices","Things": [{"ProductKey":"alWab

AEC***" "DeviceName" :"NOhBOtiVWWZEMpALK***", "Services": [ {"Name" :"setColor", "Args":{"color

":"red"}}1}1}"' -k -X POST https
HTTP/1.1 200 OK

Server: openresty/1.13.6.2
Date: Thu, 31 Oct 2019 11:52:13
Content-Type: application/json;
Transfer-Encoding: chunked
Connection: keep-alive

{"Data": {"Results":[{"Services"

://127.0.0.1:9999//2019-09-30/things/bulk

GMT

charset=utf-8

:[{"Name":"setColor", "Returns": {"Message" :"success", "Data"

:[1}}]1,"DeviceName" : "NOhBOtiVWWZFMpALK***" , "ProductKey" : "alWabAEC***"} ], "Timestamp" :15725
22733310}, "Code":200, "Message" : "success" }

Watch
e EXPayloadt& =t

"BulkAction": "Watch",
"Things": [
{
"ProductKey": "string",

"DeviceName": "string",

"Watches": "all |properties|events" // default is "all"

e iR[EPayloadt& =
Content-Type: text/plain

o BHIHE

"Code": number,
"Message": "success|reason
"Data": {
"ProductKey": "string",
"DeviceName": "string",

"Event": "string",

for failure",

"Args": {}, // Optional arguments along with the event.
"Timestamp": 1568010749340

o LEKER

"Code": 200,
"Message": "heartbeat",
"Data": {

"Timestamp": 1568010749340
}

102
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o TETRHA

$ curl -b token.cookie -d '{"BulkAction":"Watch","Things":[]}' -k -X POST https://127.0.0
.1:9999//2019-09-30/things/bulk

{"Data": {"Timestamp":1572510704112, "Event": "propertiesChanged", "ProductKey" :"alt9b6Nn***"
,"Args": {"MeasuredIlluminance": {"time":1572510704110, "value":400}}, "DeviceName" : "GjCb9LKX
gcKXeluGJ***"}, "Code":200, "Message" : "success"}

{"Data": {"Timestamp":1572510706116, "Event": "propertiesChanged", "ProductKey" :"alt9b6Nn***"
,"Args": {"MeasuredIlluminance": {"time":1572510706114,"value":300}}, "DeviceName":"GjCbILKX
gcKXeluGJ***"}, "Code":200, "Message" : "success"}
{"Data":{"Timestamp":1572510706117},"Code":200, "Message" : "heartbeat"}

{"Data": {"Timestamp":1572510708119, "Event": "propertiesChanged", "ProductKey":"alt9b6Nn***"
,"Args": {"MeasuredIlluminance": {"time":1572510708118, "value":200}}, "DeviceName" : "GjCb9LKX

gcKXeluGJ***"}, "Code":200, "Message" : "success"}

3.10.10. InvokeFunction
ERZEORREENRE,
B KIB&E

POST /2019-09-30/functions/Function/invocations HTTP/1.1
Cookie: Cookie

Payload
s
BXRESH
SHER ESid] ERDIE HR
FEZRARNERHER. BUNTHRAPARNER
o TEMARNEN: XA acs: fc:<yourRegion>: <
YyourAccountld>: sexrvice: <yourServiceName>: fu
nction:<yourFunctionName> |
o EAARNFER : 18X A  service:<yourServiceNam
e>: function: <yourfFunctionName>
Function Strin =
9 = D sm  ARNBBIBAF A TENR AR
X,
(facs:fc: ([a-z]{2}-[a-z]+(-\d)?)?:
(\d{16})?:)?service: ([a-zA-7Z] [\w-]
{0,127}) : function: ([a-zA-Z] [\w-]
{0,127})$
Cookie String = B H CreateAuthCookiedE O8I B9IAIE Cookie,
Payload JSON 2 PayloadBI A B RE RENELREL.

iR [B118 &
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HTTP/1.1 StatusCode
X-Fc-Error-Type: ErrorType
Payload

iR [o] 2 £
SHER ] sk

StatusCode Number HTTPIREE . BEI200%RAY, REREREHER
KW, RSBFBBES LRSS,

ERHEHTREE RN ENNSH, BN TRAE,
e Handled: EREH LRIIEIR.

ErrorType String
e Unhandled: FRHBRHITERVH LRNER, &
BERHLEBNEAFAEEER.
payload JSON Eiﬂ@%ﬂﬁ,Q%QEWT%WWm%ﬁWEW%ﬁ

iR [EPayloadt& X 80 FEA7R.

{
"Message": "string",
"StackTrace": []

TR

$ curl -i -b token.cookie -k -X POST https://127.0.0.1:9999/2019-09-30/functions/service:he
lloworld: function:helloworld/invocations

HTTP/1.1 200 OK

Server: openresty/1.13.6.2

Date: Tue, 19 Nov 2019 09:25:42 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

HelloWorld

3.11. v1.0kR A
3.11.1. #iR

MBI E T ER B ZIRAPIEEEATNXNRE, SFRKRRERREIIR. RERERME. 1T
FIREEME ., MERAPBIXIMEMRSNHOSH 0999 , FIEEOMIFHTTPSEEIAIE.

@ B ZARAOpenAPHEZFEV2.1.1RIA T ARAMILINK IoT Edgedh{Ef, v2.1.1A EARALink loT
Edgeth 7= {E I B =5 R A B OpenAPI,
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HRAN
B i%OpenAPZIFHTTPEEHTTPSIER, AAFPOST T4,
A PR AR 56 A1, il

W57 OpenAPIR fBasic AuthenticationBERINEAR, FRELAMENXNAFAZSEH, HREZAP
BEFNOENAPIEIIRRA BESEAIE DR,

@ $8  REGMEAFZRadmin, BBRadmin1234, TELHBDERMEEHAERBREE
WBAAPLA R ARBR . 3B %M XIZE & HRIEESE RSN,

API%l &
o MIRKIR X%
EEHLEEZME, BITIAEIKEcookie/5, FeEdksiEAEMIEN,

APIZ R API#R

Login BFRERINEEO,

Logout APBCHINEZO,
o REEMEAE

MIRERM/ RS/ BHNRERSERTREREL,
API Z R AP iR

. REMXFIRE (REBEANXERANXFIRE) S, FRBREELRSH
queryT hingCount

TR,
getAuthedDeviceList KEMXFIRETIR, FRBIEEFRS. REELRSTIR.
setThingProperties REGENEE, ZFREEBRENZNEE,
getThingProperties REUGENEM., HFRREUEENSNEL.
invokeT hingServices ERRERS.
getThingsEventsinfo ITERESMH., IHITREMIENS NS4,

3.11.2. RE&E

BZIHAPIEPR LI T RIGFI R,

R[EES (code) EBEER iR
200 Success EOBARRKRI,
204 Heartbeats ITFHEES4H0BE .,
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IR[ES (code) REER HR
302 Move temporarily URLEEM,

RIZFE IR T RER M TP RE

o ENER, UHWREFRBSBIER, BIETE
400 Bad Request B, ENEPHFRELRILAR,

°* BERBHER,

HAERFERFPRIE. BlcookieEZH, TEEHRE

401 Unauthorized FlLoginE OB Hicookie, M HALE A EAAPI,
403 Forbidden REBEXLEBMIER, BIEBNITIER, BEHRHTHIRR
%, WMINMAIERBFR2EENRIARIERAPL,
404 Not Found BREM, RERSH/LEAMBERAEESINER. F
EMIANERKNAPISHERIES,
BERTPEENBERGEREEBTERENNER, 6
4 Meth Not A
05 ethod Not Allowed W, REEEPOST 5.
MNEHBIZE P iR EN P E R RS SR ANEESEN T
REBAFHRKIRS .
421 Too Many Connections Q) PE  ABIPHEHEISBY R MRS B B BIAY
EPumiil, AP HMXDERERS SN
ik,
RFEBE T —NREMHIRA, SBLETRIER
500 Internal Server Error KM, BEBRT, RES[OELEENERNRZE
R,
. . BT IR AR S 24P RS 280 5, FEULRSRHATE
503 Service Unavailable

ELIRER,

3.11.3. Login

POST /auth/login

REf R

APEZERRXINENED, BA%EDTREREOKRER Cookie, REIRENCookie/s 7 At 1T EL tB4E X AP
BE M.

@ 3B XEAMFTEE DRSS E S A 0K E 8 Cookie,

EREH
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SHAMR ESid] ERNIE
UserName String =
Password String =

iR [B] 7= B
o EXRERA)

{

"code": 200,
"message": "success",
"data": {

//UserName: AP #&
"UserName": string

—

}
o REIRERA

{

"code": 400,
"message": "Invalid username or password",
"data": {

"UserName": string

TRERH

# RN

BERMXNBIAE.

@ #mE  WEOVEEPEER

admin, Z#EAadmin1234, @A
I35 ) 3 2 ) B 25 P 2 2 R FS AP
SHEAIR . a4 W 1 A B R4

BEERRERSZIIE,

P& R 28,

curl -c token.cookie -d '{"id":111,"version":"1.0","request":{"apiver":"0.6"}, "params": {"Us
erName":"admin", "Password":"adminl234"}}' -k -X POST https://127.0.0.1:9999/auth/login

# Wit

{
"code":200,
"message'":"success",
"data": {

"UserName" :"admin"

3.11.4. Logout
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POST /auth/logout

N EEH AR
BFEEMXBED, —BEWEMI, HAisessionETTiE8kEEiEHAPI,

BHAR 3l 2EWiE 3

BRMENEBNAPE.

@ 38 WXODEEPER
UserName String = admin, TLEIAIEBEMNXIEF & &

AP B REAAPREERIR, HiEn L
MR IEH B NRIEIESERERS
)8

iR [B] 7 1
o EXRERA

{
"code":200,

"message":"success",
"data":{
}

}

o REIREIRH

{

"code":400,
"message":"cookie is invalid",
"data": {
}
}
BRI

# RN

curl -b token.cookie -d '{"id":111,"version":"1.0","request":{"apivVer":"0.6"}, "params": {"Us
erName":"admin"}}' -k -X POST https://127.0.0.1:9999/auth/logout

# %

{
"code":200,
"message":"success",
"data": {

}
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3.11.5. queryThingCount

POST /thing/device/count

haes ik
BiEproductKeyFkBUR EHHE .,

s 3
BREH
SHER e} ERWIE b
productKey String = REFMEFEROE—IRRR, TTNIERF
- BEH AR,
RENRERS., RENT:
o null: ZEERS
activeStatus Intger & .
¢ = o 0: KHE
° 1: BUE
RENELRS. ENT:
o null: ZERE
H 3=
onlineStatus Intger A . 0 mH
o 1 EX
iR [E] 7R B
o IFFEIR[EI/RA
{
"code": 200,
"data": {"deviceCount": 30},
"message": "success"
}
o REIREIRA
{
"code": 401,
"data": null,
"message": "resqust auth error"
}
SRR
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# BN

curl -b token.cookie -d '{"request":{"apiVer":"0.6"},"params":{}}' -k -X POST https://127.0

.0.1:9999/thing/device/count

#
{
"code":200,

"message" :"success",

"data": {

"deviceCount":4

3.11.6. getAuthedDevicelist

POST /thing/device/list-authed

ThaefE b

REEINEREFRTIR,

BREH
SHEWR il EENIE TPy
productKey String - REREFRNE—RRR, o] AIEEKF
- AEEIARE,
PEENEENIRNETR, BUEINT:
o EAIRFEZFR: ModbussOPCUAE]
driverName String & WebSocket.,
o EMBMESEHE, BEHE > Kah
EE P EENNIRNEIR,
DeviceT ags JSON = RERES R, tI ANIBENFEEEFHIEIR
- B,
REARMELRS, BUEWT:
LocalState String & ® Online: &4
e Offline: B4
BERIHELRS., BUEINT:
® |nactive: XEE
CloudState String 5 ® ActivationFailed: BiEXK
e Online: £%
o Offline: B%
PageSize Intaer o EEROERETERERNERHE. R
? ¢ = BRER0, WEEFGRENE.
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SHAMR et} B WIE R
= EEEREREERTHNENTNARNE. A
CurrentPage Intger = N
=V
BREZERPRENHFAR, PIRESIZDN
NEFHEE, RENT:
SortMethod String = * TimeDesc: ff5

® TimeAsc: IEf
ZINAEEE FHEE .

iR [8] 7= B
o EREERY)

"code": 200,
"data": {
"TotalNum": int,
"PageSize": int,
"CurrentPage": int, //M1FFEITE
"List": [
//LocalState: [Inactive, ActivationFailed, Online, Offline], Inactive, FU&E; A
ctivationFailed, BUEAKM; online, ZASMITELR; Offline, ALK
//CloudState: [Inactive, ActivationFailed, Online, Offline], Inactive, Fipi&E; A
ctivationFailed, HUEKM; online, HBiFELL; Offline, HimEL
//Devicelocalld: R&FEMITMENRIZERR
//DeviceName: &&EMBING, PEMNTIHERIIGEZM (EHIEPBEMDeviceName)
{"ProductKey": string, "DeviceName": string, "DriverName": string, "DeviceLocal
Id": string, "DeviceTags": [string, string, string], "LocalState": string, "CloudState":
string, "LastLocalOnlineTime": string, "LastCloudOnlineTime": string, "DeviceLocalId": "a
bcabcedfg2"},
{"ProductKey": string, "DeviceName": string, "DriverName": string, "DeviceLocal
Id": string, "DeviceTags": [string, string, string], "LocalState": string, "CloudState":
string, "LastLocalOnlineTime": string, "LastCloudOnlineTime": string, "DeviceLocalId": "a
bcabcedfg2"},
{"ProductKey": string, "DeviceName": string, "DriverName": string, "DeviceLocal
Id": string, "DeviceTags": [string, string, string], "LocalState": string, "CloudState":
string, "LastLocalOnlineTime": string, "LastCloudOnlineTime": string, "DeviceLocalId": "a
bcabcedfg2"}
]
by

"message": "success"

o REIREIRM

"code": 403,
"data": null,

"message": "device not found"
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TERH

# BN

curl -b token.cookie -d '{"request":{"apiVer":"0.6"},"params":{"PageSize":15,"CurrentPage":
1}}' -k -X POST https://127.0.0.1:9999/thing/device/list-authed

# i

{

"code":200,

"List":[

{

"message" :"success",

"LocalState":"Offline",
"DriverName":"websocket",
"LastCloudOnlineTime":"1536538951000",
"DeviceName" : "F3eKBL2 fLEQxXSSh2****"
"CloudState":"Offline",

"DeviceTags": [

1y

"LastLinkTime":"1536538951000",
"ProductKey" :"alJJ3QEx***",
"LastLocalOnlineTime":"1536538951000",
"DeviceLocalId":"abcabcedfg2"

"LocalState":"Offline",
"DriverName":"websocket",
"LastCloudOnlineTime":"1536538950000",
"DeviceName" : "bdzP2VNcomSaaY3Ux***"
"CloudState":"Offline",

"DeviceTags": [

1y

"LastLinkTime":"1536538950000",
"ProductKey": "alJJ3QE****",
"LastLocalOnlineTime":"1536538950000",
"DeviceLocalId":"abcabcedfgl"

"LocalState":"Offline",
"DriverName" : "websocket",
"LastCloudOnlineTime":"1536538490000",
"DeviceName" : "B62SxMDUQ30WOgAJ* *** ',
"CloudState":"Offline",

"DeviceTags": [

1,

"LastLinkTime":"1536538490000",
"ProductKey" :"alJJ3QE***x",
"LastLocalOnlineTime":"1536538490000",
"DeviceLocalId":"abcabcedfg0"

"LocalState":"Online",
"DriverName":"gateway monitor",
"LastCloudOnlineTime":"1536344986000",

112
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"DeviceName":"openapi gw****",
"CloudState":"Online",

"DeviceTags": [

1y

"LastLinkTime":"1536344986000",
"ProductKey" : "b1xONOb**** ™,
"LastLocalOnlineTime":"1536344986000",

"DeviceLocalId":"openapi gwx*xx"

1,
"CurrentPage":1,
"TotalNum":4,
"PageSize":15

3.11.7. setThingProperties

POST /thing/device/properties/set

W eEHR
RERENEY. BRZENFEHERERTRIREL,

BERSH
SHAMR et} B WIE R
productkey String = REFTEF @O E—ARRA ., oI AR
= BEHIEIREL,
deviceName String 2 BENBIR, T NN &6 & 3REL,
RENEMIR, BRAWT:
{
"cpu core number":1,

properties JSON = Mama:D

iR [8] 7= B
o EREERY

{
"code": 200,
"data": null

}

o REIREIRM
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"code": 403,
"data": null

TRERH

# BN

curl -b token.cookie -d '{"request":{"apiVer":"0.6"},"params": {"productKey":"alVCsnA***xx"

deviceName":"cloud sync ****" "properties":{"cpu core number":1,"aaa":2}}}' -k -X POST http

s://127.0.0.1:9999/thing/device/properties/set
# Hitd
{

"code":200,
"message" :"success",
"data":null

3.11.8. getThingProperties
POST /thing/device/property/query

Th gl ik

REURENINEMLE. ARZEDSEEERERTRIRE L,

ERESH

REREM @ E—IRIRA . TMIENE

SHER £t} BB WIE b
productKey String =
deviceName String =

B aIkE,

RENBIR, TN ESEF GIKE,

RENBEMERIRF, SXMT:

[

WO

propertyldentifier JSONArray

iR [B] 7= 51
o EXRERA

"cpu usage"

"cpu core number",

114
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"code": 200,

"message": "success",

"data": [
{
"iotId; H: llll,
"batchId": "",
"attribute;": "xxx",
llgrOup; n : nn 0
"value": "xxxx",

"gmtModified": 1237891329

o REREIZHRA

{

"code": 401,

"data": null,

"message": "device not found"
}

SRR
# BN

//EE, iotId EHIEBAT,

//3EER, group TEBEHAT,

curl -b token.cookie -d '{"request":{"apiVer":"0.6"},"params": {"productKey":"alacbea****" "

deviceName":"RijJCeD63BODXKQs****" "propertyIdentifier": ["cpu core number","cpu usage"]}}'
-k =X POST https://127.0.0.1:9999/thing/device/property/query

# M

{
"code":200,
"message":"success",
"data": [

{
"iotId":"",
"value":"8",
"gmtModified":"1552035452",
"attribute":"cpu core number",
"groud":"",

"batchId":""

"iotId":"",
"value":"16.730524",
"gmtModified":"1552035452",
"attribute":"cpu usage",
"groud":"",

"batchId":""
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3.11.9. invokeThingServices

POST /thing/device/service/invoke

REf R

RENRSER.
BRESH
BHER B3} ERWIE Eiba
roductK Strin - REMEFEROE—IRRA, T NIEKF
productrey d = BEEIARE,
BREANS, DASEDERESEHE, N
inputParams JSON 2 RERBTREEN T RINAEMEENRS
BWASHERRET B,
REHE. DASEVEMNESERNEG,
method String 2 REREFERENT B EERIZ &R SR
IRFFRIF—EL
deviceName String 2 BENBIR, oI NI &6 & 3REL,
R E 7RI
o IFEIR[EI/RHA
{
"code": 200,
"data": null,
"message": "success"
}
o REIREI/RA
{
"code": 400,
"data": null,
"message": "device not found"

TR
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# A
curl -b token.cookie -d '{"request":{"apiVer":"0.6"},"params":{"productKey":"alVCsnA****x"
deviceName":"Led****", "method":"power on","inputParams":{"a":"1234abc"}}}' -k -X POST https

://127.0.0.1:9999/thing/device/service/invoke

#

{
"code":200,
"message":"success",
"data": {

"code":0,

"data": {
"rtn":"asdfasdf",
"uid":"111",
"code":1

}l

"message" :"ok"

3.11.10. getThingsEventsinfo
POST /thing/device/events/get

I REH B

ITARESM., ZBROSRSREZEAURKEEFER, EAREBH LR, VESMROPROLEDRA
&

@ 3B ZEOXBTHS NSNS EH,

ZEORERKEEN, REEENEAA  stength\r\n\$content$Length\r\n$content , BIFHERNE
KEMI6#E . 1™ \r\n . SEFRHEERER,

BREH
SHEWR Bt =EWIE R
BRSHSIE, EBER (1 , WREF
BRENFREEHS. DARFE)SONSAER
FHRNR
eventinfo JSON 2 i, SHLAE

& productKey . deviceName # e
ventIdentifier =" ‘key, EAEXBER
B KRA,

IR &N
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"eventinfo": [{
"productKey": "aaa", //i&#&HMproductkey, AP RIUYIBMTSIRHFEE->IEHE B EIZEN Prod
uctKeyo

"deviceName": "bbbl", //I&FEM. AP ATUEYBMTESIREEE — RS EEIULEIEEHDeviceName

"eventIdentifier": [//¥INEMIRIAN,; IEMIE, ATREFREEN; BENUSHAFEVEBENTSLIE™ R
TE X mIIEER RN B E X EH BRI —

"aaaa", "bbbb", "ccc"

"productKey": "aaa",
"deviceName": "bbb2",
"eventIdentifier": [//¥IMEBMHIRIRF; IEKIE, NTREMEEN,;

uaaaau’ "bbbb", "eee"

"productKey": "aaa",
"deviceName": "bbb3",
"eventIdentifier": [//¥JVEMHIRATF; IFME, ATREIFFIESEMG;

uaaaau, "bbbb", "oee"

iR [8] 7= B
o EXEERA

{

"code": 200,
"message": "success",
"data": {

"items": {

"productKey": string,

"deviceName": string,

"eventCode": "Error",

ety TP, //ER, iotId EBSGHAE,
"eventName": "aaaaa",

"eventType": "info",

"eventBody": {

"ErrorCode": 0
s
"batchid": "", //3FE, batchId EBZIHAT.
"timestamp": 1516342985261

}I
"timestamp": 1516343075699

}
/AR, ZEIIXBERKERE, HserverEmhitfclient, FAEEEXFHttp header BEMTransfer-Enco
ding:chunked¥FE&o
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o REREIZSHRA

"code": 401,
"data": null,

"message": "device not found"

o LBEIR[EIRA

"code":204,
"message":"heartbeats",
"data":null
}
TERH
# BN
curl -b token.cookie -d '{"request":{"apiVer":"0.6"}, "params": {"eventInfo": [{"productKey":"
alJJ3QE****" "deyiceName":"1njlnxNbdHs4EmOh****" "eventIdentifier":["abc","edf"]}, {"product
Key":"alJJ3QE****" "deviceName":"8sQa2kvIKpWitIFF****" "eyentIdentifier":["abc","edf"]}]1}}"
-k -X POST https://127.0.0.1:9999/thing/device/events/get
# Hitd
34
{
"code":204,
"message" : "heartbeats",
"data":null
}
34
{
"code":204,
"message":"heartbeats",
"data":null
}
151
{
"code":200,
"data": {
"timestamp":"",
"items": {

"productKey":string,
"deviceName":string,
"iotId":"",
"eventBody" : {
"params": {

"value": {
"timestamp":"88888",
"markingTime":66666,
"designName":"this is design name"

}y

"time":1535206490271
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I

"eventType" :"machinestatuschange",
"batchldll : mwn 0
"eventName" : "machinestatuschange",
"eventCode":"",

"timestamp":""

}l

"message" :"success"

151
{
"code":200,
"data":{
"timestamp":"",
"items": {
"productKey":string,
"deviceName" :string,
"iotId":"",
"eventBody": {
"params": {
"value": {
"timestamp":"88888",
"markingTime":66666,
"designName":"this is design name"
}y
"time":1535206491073
}
3y
"eventType":"machinestatuschange",
"batchId":"",
"eventName" : "machinestatuschange",
"eventCode":"",
"timestamp":""
}
by
"message'":"success"
}
151
{
"code":200,
"data": {
"timestamp":"",
"items": {
"productKey" :string,
"deviceName":string,
"iotId":"",
"eventBody": {
"params": {
"value": {
"timestamp":"88888",
"markingTime":66666,
"designName":"this is design name"
}y
"time":1535206492272
120
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s
"eventType":"machinestatuschange",
"batchId":"",
"eventName" : "machinestatuschange",
"eventCode":"",

"timestamp":""

}l

"message" :"success"

151
{
"code":200,
"data": {
"timestamp":"",
"items": {
"productKey" :string,
"deviceName":string,
"iotId":"",
"eventBody" : {
"params": {
"value": {
"timestamp":"88888",
"markingTime":66666,
"designName":"this is design name"
}y
"time":1535206493074
}
3y
"eventType":"machinestatuschange",
"batchId":"",
"eventName" : "machinestatuschange",
"eventCode":"",
"timestamp":""
}
o
"message" :"success"
}
151
{
"code":200,
"data": {

"timestamp":"",
"items": {
"productKey" :string,
"deviceName" :string,
T il @ieiel¥ g VY,
"eventBody": {
"params" : {
"value": {
"timestamp":"88888",
"markingTime":66666,

"designName":"this is design name"
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b
"time":1535206494272

}y
"eventType":"machinestatuschange",
"batchId":"",
"eventName" : "machinestatuschange",
"eventCode":"",

"timestamp":""

be

"message'":"success"
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