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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Smart  Access Gateway (SAG) is a one-stop solut ion for connecting private networks to Alibaba Cloud.
You can connect private networks to Alibaba Cloud through SAG in a secure, intelligent, and reliable
way.

Product typesProduct types
SAG provides the following types:

SAG cust omer-premises equipment  (CPE) devicesSAG cust omer-premises equipment  (CPE) devices: applicable to connecting sites to Alibaba
Cloud.

After you deploy SAG CPE devices in your data centers and branch offices, you can connect your
private networks to Alibaba Cloud. SAG CPE devices provide the following models: SAG-100WM and
SAG-1000.

SAG-100WMSAG-100WM devices can be placed on desks and in extra-low voltage boxes. You can connect
broadband and 4G networks to the WAN ports, and wired and Wi-Fi networks to the LAN ports.
The maximum bandwidth of encrypted private networks supported by SAG-100WM devices is 50
Mbit/s (the packet length in the performance test  is 512 bytes). SAG-100WM devices are suitable
for quickly connecting small branch offices and stores to Alibaba Cloud.

SAG-1000SAG-1000 devices can be placed on server racks. You can connect a hybrid network that consists
of Express Connect circuits, broadband networks, and 4G networks to the WAN ports, and wired
networks to the LAN ports. The maximum bandwidth of encrypted private networks supported by
SAG-1000 devices is 500 Mbit/s (the packet length in the performance test  is 512 bytes). SAG-1000
devices are suitable for connecting data centers and large branch offices to Alibaba Cloud.

SAG vCPESAG vCPE: applicable to connecting sites to Alibaba Cloud.

SAG vCPE provides an image that can be deployed on data center servers, Edge Node Service (ENS)
instances, Alibaba Cloud instances, Amazon Web Services (AWS) instances, and Microsoft  Azure
instances. After you deploy the SAG vCPE image on an instance, the instance serves as a vCPE device.
The bandwidth of private networks for encrypted connections can reach 300 Mbit/s and higher (the
packet length in the performance test  is 1,024 bytes). This allows you to connect private networks to
Alibaba Cloud in a more flexible way.

SAG appSAG app: applicable to connecting terminals to Alibaba Cloud.

You can install the SAG app on terminals such as computers and mobile phones to connect them to
Alibaba Cloud. The SAG app supports the following operating systems: Windows (Windows 7 SP1
and later), macOS (10.11.1 and later), Android (5.0 to 10.0), and iOS (12.0 and later).

ComponentsComponents
The following figure shows a use scenario of SAG. In this scenario, data centers and branch offices are
connected to Alibaba Cloud through SAG devices. Terminals such as computers and mobile phones are
connected to Alibaba Cloud through the SAG app. Other networks are connected to Alibaba Cloud
through SAG vCPE. After your networks are connected to Alibaba Cloud, you can use Cloud Enterprise
Network (CEN) to connect the following networks in different regions: virtual private clouds (VPCs),
data centers, branch offices, mobile clients, and other network nodes on Alibaba Cloud. This forms an
enterprise network that is centered on Alibaba Cloud.

1.What is SAG?1.What is SAG?
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Component Description Background information

SAG CPE CPE devices What is SAG?

SAG vCPE vCPE devices What is SAG vCPE?

The SAG app The SAG app What is the SAG app?

Cloud Connect Network (CCN)
A matrix of Alibaba Cloud
distributed gateways

What is CCN?

CEN Connect networks across regions What is CEN?

VPCs
Private networks on Alibaba
Cloud

What is a VPC?

ArchitectureArchitecture
SAG uses a Software Defined Wide Area Networks (SD-WAN) architecture based on cloud-native
technologies of Alibaba Cloud. Compared with the tradit ional SD-WAN architecture, SAG offers the
following benefits:

Zero touch provisioning (ZTP) installat ion and deployment to facilitate management and O&M

Alibaba Cloud provides you with a software-defined method to manage SAG CPE devices by using
the SAG console, API, and CloudMonitor. Managing SAG CPE instances is similar to managing VPCs and
Elast ic Compute Service (ECS) instances.

Hybrid networks

Product  Int roduct ion··What  is SAG? 智能接入网关
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SAG provides a data plane based on private WANs on Alibaba Cloud. You can connect private
networks to Alibaba Cloud through a hybrid network that consists of Express Connect circuits,
broadband networks, and 4G networks. This increases the ut ilizat ion of Express Connect circuits and
improves network performance.

Integration of networks and cloud services

An architecture that integrates the cloud, networks, and edge:

SAG supports automatic protocol negotiat ion between the on-premises VPN and cloud VPN. No
addit ional configuration is required.

Quick access from private networks to Alibaba Cloud services.

End-to-end security policies for both on-premises and cloud workloads.

智能接入网关 Product  Int roduct ion··What  is SAG?
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Smart  Access Gateway (SAG) allows you to connect private networks to Alibaba Cloud over WANs, 4G
networks, and Express Connect circuits. SAG also provides various features such as flow logs, access
control lists (ACLs), and NAT to facilitate network management.

Multiple network typesMultiple network types
SAG allows you to connect private networks to Alibaba Cloud over WANs, 4G networks, and Express
Connect circuits. These network connections support  the act ive-standby mode to ensure high
availability.

Act ive and standby connections - WAN and 4G: SAG devices can be connected to Alibaba Cloud over
WANs and 4G networks. Connections over WANs and 4G networks support  the act ive-standby mode.

Not e Not e Each SAG device has a built-in 4G SIM card. However, this card is used only to receive
configurations from Alibaba Cloud and does not support  data transfer. We recommend that you
purchase a 4G SIM card that supports data transfer from an Internet service provider (ISP). After
you insert  the card into an SAG device, the card can provide a standby network connection. When
an error occurs to the WAN connection, the 4G network connection takes over.

Act ive and standby connections - SAG and Express Connect: If  your private networks are already
connected to Alibaba Cloud over an Express Connect circuit , you can use an SAG device to provide a
standby connection.

Active and standby connections - Express Connect and Internet: SAG supports Internet connections
and connections over Express Connect circuits as act ive and standby connections. When the act ive
connection is down, the standby connection takes over.

Not e Not e Only SAG-1000 devices support  connections over Express Connect circuits. SAG-
100WM devices do not support  connections over Express Connect circuits. For more information,
see What is Express Connect?.

Routing methodRouting method
SAG devices support  mult iple routing methods, including stat ic routing, Border Gateway Protocol (BGP)
dynamic routing, and Open Shortest  Path First  (OSPF) dynamic routing. For more information, see Add a
static route.

Quality of service (QoS)Quality of service (QoS)
SAG supports QoS policies that consist  of 5-tuples. You can create QoS policies to priorit ize your
workloads and allocate bandwidth resources based on workload priorit ies.

You can use QoS policies to allocate bandwidth resources for data transmission and reduce network
latency, packet loss, and network jit ter. This improves the network performance.

If  you use different service systems such as enterprise resource planning (ERP), office automation (OA),
and order management, these systems may compete for bandwidth resources. As a result , business-
crit ical services may have insufficient  bandwidth resources, which causes packet loss.

In this case, you can create QoS policies to properly allocate bandwidth resources based on the
priorit ies of your services. This ensures that your business-crit ical services have sufficient  bandwidth
resources. For more information, see What is a QoS policy?.

2.Functions and features2.Functions and features

Product  Int roduct ion··Funct ions and 
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NATNAT
SAG supports NAT. You can use NAT to hide private IP addresses, resolve IP conflicts in private
networks, and improve network security.

SNAT: hides private IP addresses and resolves IP conflicts in private networks. You can use SNAT to
translate private IP addresses to public IP addresses. This way, you can use the SAG device to access
external networks over the Internet. However, your private networks cannot be accessed over the
Internet. For more information, see Configure an SNAT rule.

DNAT: maps private IP addresses to public IP addresses. Your private networks can provide services
over the Internet. For more information, see Add a DNAT rule.

ACLsACLs
SAG supports ACLs that allow you to configure whitelists and blacklists for different SAG instances. For
more information, see Overview.

Flow logsFlow logs
SAG supports flow logs that can record information about inbound and outbound traffic of SAG
instances. Flow logs help you monitor network traffic and troubleshoot network errors. You can also
analyze workloads and make informed business decisions based on flow logs. For more information, see
Overview.

Health checksHealth checks
SAG supports health checks. You can create a health check to test  the network connectivity between
an SAG device and the dest ination. For more information, see Create a health check instance.

智能接入网关 Product  Int roduct ion··Funct ions and 
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SAG is intelligent, secure, and reliable. It  provides a management platform to help you facilitate
gateway management.

IntelligenceIntelligence
An out-of-the-box service that supports automatic configurations and dynamically adjusts network
sett ings to adapt to network topology changes.

ReliabilityReliability
Private networks are connected to the nearest  Alibaba Cloud infrastructure through the Internet.
Device-based and link-based high availability (HA) ensure reliable connections between private
networks and Alibaba Cloud.

Device-based HA

SAG devices support  act ive-standby mode. When an error occurs to the act ive device, network
connections are switched to the standby device.

Link-based HA

Each SAG device provides two encrypted links to implement automatic optimal link select ion and real-
t ime link failover when errors occur.

SecuritySecurity
SAG provides encrypted connections among private networks. Data transmitted over the Internet is
encrypted and authenticated.

Data encryption

You can use the IKE and IPsec protocols to encrypt data to ensure secure and reliable data
transmission.

Anti-replay

SAG authenticates data sources to prevent replay attacks.

Tamper-proofing

SAG provides mult iple methods to authenticate data.

Centralized managementCentralized management
The SAG console allows you to perform management operations centrally.

3.Benefits3.Benefits
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This topic describes the terms of Smart  Access Gateway (SAG).

Term Description

Smart Access Gateway

Smart Access Gateway is a one-stop solution for connecting private networks to
Alibaba Cloud.

SAG allows enterprises to connect to the nearest VPC network through
encrypted connections over the Internet. This is a more intelligent, secure, and
reliable approach to migrate workloads to Alibaba Cloud.

Smart Access Gateway
device

Smart Access Gateway devices are customer-premises equipment (CPE) devices
that connect private networks to Alibaba Cloud.

To purchase an SAG device, create an SAG instance in the SAG console. Alibaba
Cloud will deliver an SAG device to the specified address. You can also query the
shipping status and configure SAG devices in the SAG console.

Cloud Connect Network
(CCN)

CCN is a device matrix that consists of Alibaba Cloud distributed gateways.

You can associate multiple SAG devices with a CCN instance and then associate
the CCN instance with a Cloud Enterprise Network (CEN) instance to establish
connections between private networks and Alibaba Cloud.

4.Terms4.Terms
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This topic describes the limits on Smart  Access Gateway (SAG).

Limits on SAG instancesLimits on SAG instances

Resource Limit Adjustable

The maximum number of SAG instances
that can be created by an Alibaba Cloud
account

500 Submit a t icket

The maximum number of private CIDR
blocks that can be associated with an
SAG instance

10 Submit a t icket

Limits on CCNLimits on CCN

Resource Limit Adjustable

The maximum number of Cloud Connect
Network (CCN) instances that can be
created by an Alibaba Cloud account

10 Submit a t icket

The maximum number of CCN instances
that can be attached to an SAG instance

1 Not supported

The maximum number of Cloud
Enterprise Network (CEN) instances that
can be attached to a CCN instance

1 Not supported

The maximum number of private CIDR
blocks that can be added to a CCN
instance

5 Submit a t icket

The maximum subnet length supported
by CCN instances

24 Not supported

Limits on QoS policiesLimits on QoS policies

Resource Limit Adjustable

The maximum number of quality of
service (QoS) policies that can be created
by an Alibaba Cloud account

10 Submit a t icket

The maximum number of QoS policies
that can be applied to an SAG instance

1 Not supported

5.Limits5.Limits
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The maximum number of traffic
throttling rules that can be created in a
QoS policy

3

Submit a t icket

Not e Not e The upper limit is 4.

The maximum number of traffic
classification rules that can be created
for a traffic throttling rule

50 Submit a t icket

Resource Limit Adjustable

Limits on ACLsLimits on ACLs

Resource Limit Adjustable

The number of access control lists (ACLs)
that can be created by an Alibaba Cloud
account

10 Submit a t icket

The maximum number of ACLs that can
be associated with an SAG instance

1 Not supported

The number of ACL rules that can be
created in an ACL

50 Submit a t icket

Limits on SAG devicesLimits on SAG devices

Resource Limit Adjustable

The maximum number of terminals that
can connect to an SAG-100WM device
over Wi-Fi

20 Not supported

Limits on the SAG appLimits on the SAG app

Resource Limit Adjustable

The maximum bandwidth supported by
the SAG app, in Kbit/s

20000 Not supported

Limits on enterprise codesLimits on enterprise codes

Resource Limit Adjustable

The maximum number of enterprise
codes that can be created by an Alibaba
Cloud account

5 Not supported

The maximum number of characters
supported by an enterprise code

5 Not supported

智能接入网关 Product  Int roduct ion··Limit s
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Smart  Access Gateway (SAG) supports two deployment modes: inline mode and one-arm mode.

Inline modeInline mode
SAG devices can connect small office branches and organizations to Alibaba Cloud. In inline mode, all
local network traffic must be transmitted through SAG devices.

One-arm modeOne-arm mode

6.Smart Access Gateway device6.Smart Access Gateway device
6.1. Deployment modes6.1. Deployment modes
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You can deploy SAG devices in one-arm mode, which avoids networking changes. In one-arm mode,
traffic within the private network is transmitted through SAG devices. Network traffic dest ined for the
Internet is transmitted through your Internet-facing device.

Smart  Access Gateway (SAG) provides different scenarios with solut ions to migrate workloads to the
cloud. You can choose a suitable network topology based on your actual requirements.

Connect mobile devices to Alibaba CloudConnect mobile devices to Alibaba Cloud
To connect mobile devices or remote devices to Alibaba Cloud, you can use SAG APP. SAG APP supports
dial-up access from client  devices such as PCs and mobile phones to Alibaba Cloud. Network
connections between private networks and Alibaba Cloud are encrypted. SAG APP is suitable for office
automation and remote operations and maintenance.

6.2. Network topology6.2. Network topology

智能接入网关 Product  Int roduct ion··Smart  Access 
Gat eway device
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Connect small-scale networks to Alibaba CloudConnect small-scale networks to Alibaba Cloud
To connect small office branches or stores to Alibaba Cloud, you can deploy SAG devices in inline mode.

Product  Int roduct ion··Smart  Access 
Gat eway device
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Before you deploy an SAG device to connect a small-scale network to Alibaba Cloud, we recommend
that you purchase a 4G subscriber identity module (SIM) card and insert  it  into the device. The 4G SIM
card provides standby network connections. When an error occurs to the act ive network connection,
data transmission is automatically switched to the standby connection. This improves network
reliability.

Connect large-scale networks to Alibaba CloudConnect large-scale networks to Alibaba Cloud
To connect large-scale networks to Alibaba Cloud, you can deploy SAG devices in one-arm mode.

Before you deploy an SAG device to connect a large-scale network to Alibaba Cloud, we recommend
that you purchase a SIM card and leased line. In this way, the broadband network, 4G network, and
leased line are deployed in act ive-standby mode. This improves network reliability.

Deploy a leased line (connected to an SAG device) to set  up standby network connections

智能接入网关 Product  Int roduct ion··Smart  Access 
Gat eway device
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If  you connect a leased line to the SAG device deployed in your network, local network traffic is
transmitted through the leased line preferentially.

Deploy a leased line (connected to a local Internet-facing device) to set  up standby network
connections

If you connect a leased line to a local Internet-facing device, you can priorit ize the use of SAG and
local devices for data transmission.

Product  Int roduct ion··Smart  Access 
Gat eway device
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If  your workloads require high availability (HA), you can use two Smart  Access Gateway (SAG) devices
when you design the network topology.

Background informationBackground information
You can purchase two SAG devices to enable network HA when you connect a private network to
Alibaba Cloud. The two SAG devices can be deployed in act ive-standby or act ive-active mode.

Active-standby: One act ive device and one standby device. When an error occurs to the act ive
device, you can switch network connections to the standby device. You must manually switch the
standby device to the new active device in the console.

Act ive-active: Two act ive devices. When an error occurs to one device, network connections are
automatically switched to the other device.

SAG-100WM adopts act ive-standby mode by default . To request  act ive-active mode, submit  a t icket.
SAG-1000 supports act ive-active mode only.

Device-based HA in inline modeDevice-based HA in inline mode
When you connect a private network to Alibaba Cloud, you can deploy two SAG devices in inline mode
in your network and enable device-based HA. When an error occurs to one SAG device, network
connections are automatically switched to the other device to avoid single point  of failures (SPOFs).
This improves network reliability.

Device-based HA in one-arm modeDevice-based HA in one-arm mode
To connect a private network to Alibaba Cloud, you can deploy two SAG devices in one-arm mode in
your network and enable dynamic routing. This reduces system latency and improves network reliability.

6.3. HA topology6.3. HA topology
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After dynamic routing is enabled, SAG automatically learns and selects the optimal routes to local
devices. Dynamic routing satisfies the needs of large-scale networks that require frequent networking
changes and reduces operations and maintenance expenses.
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