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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.View the Overview page of
Traffic Security

The Overview page of Traffic Security provides insight into the network traffic attacks on your network
assets, which helps you handle the attacks. The Overview page also enables you to view the protection
status and attacktrends of assets, evaluate the security status of assets, and view hotspot assets. In
this topic, network traffic attacks are referred to as traffic attacks for short. This topic describes how
to query data and details about the data on the Overview page of Traffic Security.

Query data on the Overview page of Traffic Security
1.
2. Inthe left-side navigation pane, click Overview.

3. Onthe Overview page, view the overall data of traffic security.

> Document Version: 20220629 6
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Anti-DDoS

Traffic Security

Overview

W Attack Status

Total Attacked Assets Attacked IP Addresses Attacked Websites First Attacked At
Coming Soon

0 0 -

Service Interruption
Duration
Your assets are exposed to threats, such as intrusions or worms. Handle the 0Seconds

threats at your earliest convenience.
No attacks are detected in the last 24 hours.

Attack Type
Handle N
DDoS

(@ Protection Status (Data is updated daily.)

" Websites { ComingSoon ) Risks Peak Attack Throughput (Gbps) B suggestions
0/0 Protected/Total - i 1 Configure Monitoring and Configure
Alerting Mow
Loss Due to DDoS Attacks (Approximately): ( Coming Soon Protection Coverage o o p o AftackType L bpors Unnecessayte Ve
It :
* kkk
1 , I Open Details
@ Attack Status L]
3 Deploy Anti-DDoS Services Buy Now

® Current Protection Status  Monthly Under Attacks

4 Deploy Web Applicati

Firewall  Buy Now

bt Attack Analysis

Attack Trend (IP Address) Peak Attack Throughput (IP Address) Attacked Duration (IP Address) Attack Trend (Web Last 1 Week | Last 1 Month | Last 3 Months

0
2020-04-13 2020-04-15
= Mitigation === Blackhole Filtering Event IP Address Under Mitigation === IP Address Under Blackhole Filtering

£ Hotspot Assets (Last Vear)

No data

Traffic Security Documentation .

® Industry Risk Insight Current Industry

Industry: | Research Institutes ™

=
S
i

Coming Soon

The following table describes the data that you can query on the Overview page of Traffic
Security.
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Name

Attack
Status
(Section 1 in
the preceding
figure)

Protection
Status
(Section 2 in
the preceding
figure)

Attack
Analysis
(Section 3 in
the preceding
figure)

Hotspot
Assets
(Section 4 in
the preceding
figure)

Industry
Risk Insight
(Section 5 in
the preceding
figure)

Traffic
Security
Documentat
ion (Section 6
in the
preceding
figure)

Description

Provides an overview about the
traffic attacks on your network
assets and helps you handle
attacks that interrupt your
service. Traffic Security
supports only public IP
addresses.

Displays the security status of
your network assets and
provides security hardening
suggestions.

Displays the trend of traffic
attacks on your network assets
over the last year. This helps
you evaluate potential risks to
your service and what is

required to protect your service.

Ranks the most attacked assets
over the last year. This helps
you identify core assets.

Helps you analyze the trend in
the quantity of traffic attacks in
the industry of your business
over the last six months. This
helps you understand the
industry-specific security
posture.

Provides the latest updates in
the field of traffic security. This
helps you obtain up-to-date
information in this field.

Detailed description of Attack Status

Supported operation

You can click Handle Now to
view the emergency response
operations and mitigation plans
that are provided to specific
attacked assets.

If your network assets have
security risks, we recommend
that you implement security
hardening based on the
suggestions to reinforce
security.

You can switch between the
time ranges of data and the
types of attack data that you
want to query.

None.

You can specify the industry of
your business to focus on the
security risks in the industry.

You can view the details of the
update in which you are
interested.

Detailed
description

Detailed
description of
Attack Status

Detailed
description of
Protection
Status

Detailed
description of
Attack
Analysis

Detailed
description of
Hotspot
Assets

Detailed
description of
Industry Risk
Insight

Traffic
Security
Documentati
on
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The Attack Status section displays an overview of the traffic attacks on your network assets. Traffic
Security supports only public IP addresses. The overview includes the following information: Total
Attacked Assets, Attacked IP Addresses, First Attacked At, Service Interruption Duration, and
Attack Type.

W Attack Status

Total Attacked Assets Attacked IP Addresses  Attacked Websites First Attacked At

Service Interruption
Duration

OSeconds

Mo attacks are detected in the last 24 hours,
Attack Type

DDoS

If this section displays an attackthat has interrupted your service, you can click Handle Now to query
the information, Emergency Response, and Mitigation Plan forthe attack. The following list
describes the details:

e You can referto the information in the Emergency Response section to restore your service at the
earliest opportunity. However, this does not prevent potential attacks on your service. Limits are also
imposed on emergency response operations. For example, both the operation quota and the
protection capability are limited.

e You canreferto the information in the Mitigation Plan section to deploy a service that helps you
avoid attacks of the same type. After you deploy a security service, service interruptions caused by
the attacks are reduced or no longer occur.

For example, if your service is interrupted due to a distributed denial of service (DDoS) attack, you can
use two methods to handle the attack on the Handle Now page. First, in the Emergency Response
section, deactivate blackfiltering for the IP address that is attacked. If this quota is exhausted, you
must deploy a mitigation plan. Second, in the Mitigation Plan section, deploy Anti-DDoS Pro or Anti-
DDoS Origin to better protect your service against DDoS attacks. For more information about mitigation
plans and how to activate the services, see the information on the Handle Now page.
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Handle Now X

@ For more information about DDoS attacks and mitigation, see Anti-DDoS documentation

If the throughput of the attack on your assets exceeds the provided protection capacity, the system activates blackhole filtering for the IP addresses

ome inaccessible from the

of your servers, which blocks all traffic destined for the IP addresses. This avoids further damage, but the IP addre:

Internet. After the attack stops, the system automatically deactivates blackhole filtering for the IP addre A

‘ou can use the emerges

esponse

cki

feature to deactivate blackhole filtering prior to the original deactivation time. However, if an attack occurs on your assets again, the system

sutomatically activates blackhole filtering for the attacked IP addresses

7 The emergency response cannot mitigate DDaS attacks, but allows some time for you to deploy a mitigation plan.

1 Emergency Response

12, IP Addresses in Blackhole Filtering @ Monthly Deactivation Quota nsumed Deactivation Quota

0 5

IP Address in Blackhole Filtering Actions.

4

2 Mitigation Plan
Anti-DDoS Premium Anti-DDoS Origin
From USD |/Month From USD/ FNear

Transparent Deployment []
Deployment Method

Reverse Proxy Deployment

Volumetric Attacks (] []

DDos Attack Connection Flood Attacks
Mitigation
Application Resource Exhaustion ® Supported in Combination with
Attacks WAF
Metwork Type Network of BGP Scrubbing Centers Native Network of Alibaba Cloud
Network

Average Additional Latency of 20
Network Latency verege Rodmensltateney ot £ No Additional Latency
ms

Hiding of Origin Servers (]

Other Features Full Log Anlysis (] Public Preview

Automated Attck Traceabiliy Manual Tr‘a(e‘a:;‘\ty Service Manual T::eabmty Service
Available vailable

Purchase Anti-DDoS Origin

“ Conee '

Detailed description of Protection Status

The Protection Status section displays the security status of your network assets, such as the
proportion of protected assets to all assets and the security evaluation of your service. This section
also displays Suggestions for security hardening. This helps you understand the network-related
weaknesses in your service and offers suggestions to improve protection.

@ Protection Status (Data is updated daily.)

P Websites | Coming Sean Risks El Suggestions

Peak Attack Throughput (Gbps)

- 1 1 Canfigure Monitering and Configure
Alerting Now
i : ( Coming Soo Protection Coverage  « PANEN Attack Type
Loss Due to DDoS Attacks (Approximately): | Coming Soon 9 ) YPE 5 Liide I/Ports Unnecessary to View
T*5%* owvpvear Open Details

® Attack Status

o Coment Protec 3 Deploy Anti-DDoS Services

nStatus  Monthly Under Attacks

4 Deploy Web Application Firewall
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If the security evaluation result for your service is Risks as shown in the preceding figure, we recommend
that you implement the security hardening measures in the Suggestions section. This improves
protection for your service.

Detailed description of Attack Analysis

The Attack Analysis section displays the trend of traffic attacks on your network assets over the last
year. This helps you evaluate potential risks to your service and what is required to protect your service.

bt Attack Analysis

Attack Trend (IP Address) Peak Attack Throughput (IP Address) Attacked Duration (IP Address) Attack Trend (Wet Last 1 Week | Last 1 Month | Last 3 Months | Last 1 Year l

You can query the following data:

e Attack Trend (IP Address): the basic information about the traffic attacks on your IP addresses.
The information includes Mitigation, Blackhole Filtering Event, IP Address Under Mitigation,
and IP Address Under Blackhole Filtering.

e Peak Attack Throughput (IP Address): the trend of peak attacktraffic based on IP addresses.

o Attacked Duration (IP Address): the trend of the duration of traffic attacks based on IP
addresses.

You can click the buttons in the upper-right corner of the section to switch between time ranges to
query. The time ranges are Last 1 Week, Last 1 Month, Last 3 Months, and Last 1 Year.

Detailed description of Hotspot Assets

The Hotspot Assets section ranks the most attacked assets over the last year. This helps you identify
core assets.

€ Hotspot Assets (Last Year

(Attacks)

We recommend that you deploy a comprehensive security hardening solution for the most attacked
assets. For more information, see Best practices for mitigating DDoS attacks.

Detailed description of Industry Risk Insight

The Industry Risk Insight section displays the trend in the quantity of traffic attacks in various
industries over the last six months. This helps you understand the security posture specific to the
industry of your business.

You can click All Industries or Current Industry inthe upper-right corner of the section to query the
related data. The following list describes the details:

11 > Document Version: 20220629
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e Afteryou click All Industries, you can select an industry in which you are interested fromthe
Industry drop-down list. Then, you can query the quantity of traffic attacks in the industry overthe
last six months. For example, you can select Research Institutes, Automotive Manufacturing, or
Gaming.

e Afteryou click Current Industry, you can specify the industry of your business and query the
quantity of traffic attacks in the industry over the last six months

Traffic Security Documentation

The Traffic Security Documentation section provides links to the latest updates in the field of

traffic security. T his helps you understand the background of traffic security and obtain up-to-date
information in this field.

You can click a link to view the details of the update in which you are interested.

> Document Version: 20220629 12
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2.Assets

Anti-DDoS Origin Basic is enabled by default. it provides a protection capacity of up to 5 Gbit/s for
Elastic Compute Service (ECS) instances, Server Load Balancer (SLB) instances, and elastic IP addresses
(EIPs) under your Alibaba Cloud account. Protection against distributed denial of service (DDoS) attacks
forthe preceding assets is provided free of charge. The Assets page shows the assets that belong to
an Alibaba Cloud account and their protection status along with traffic trends. These assets include
ECS instances, SLB instances, and EIPs. The information allows you to obtain an overview of the security
risks from DDoS attacks on your assets. You can also use the information to improve protection of your
assets.

Procedure

1.
2.

3. Onthe Assets page, view protection information in the DDoS Attack Protection Information

section.

| Assets

DDoS Attack Protection Information

When the IP suffer DDoS attack bandwidth than cleaning threshold, alibaba will begin to attack the flow of clean as possible and to protect your business
available
If the attack bandwidth is below the basic protection threshold, you can clean the attack traffic for free. The Default Basic Protection Threshold varies

according fo the IP address location

When you attack bandwidth beyond the elastic pretection threshold, Alibaba will attack IP into Blackholing (Blackholing Disabled At: 4320 Minute(s)
state.We recommend that you use Anti-DDoS Pro fo enhance attack protection.Learn More

Inthe DDoS Attack Protection Information section, you can performthe following operations:

o Click Default Basic Protection Threshold to view default blackhole triggering thresholds for
different assets that reside in each region.

o ClickBlackholing to view the blackhole filtering policy of Alibaba Cloud.

o ClickAnti-DDoS Origin to go to the Manage Instances page. You can purchase Anti-DDoS
Origin instances as needed. For more information, see Purchase an Anti-DDoS Origin Enterprise
instance.

. Clickthe ECS, SLB, EIP (including NAT), or Others tab based on the type of cloud services that

you want to protect.

@ Note The Others tab shows all the on-demand Anti-DDoS Origin instances under your
account. On-demand instances can protect servers in on-premises data centers outside China
and cloud assets based on CIDR blocks. You can manually enable or disable protection in the
console or by using APl operations. For more information, see Enable traffic rerouting to an on-
demand instance and ModifyOnDemaondDefenseSt at us.

. Inthe list of assets, view the protection status of each asset.

The Assets page lists all assets in a region and provides further details about protection against
DDoS attacks for each asset. The details include Status, Protection Capacity, and Cleaning
Trigger Value.

o Status indicates the security status of an instance. Available states include Normal, Cleaning,
and Black Hole Activated.

13
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m [f aninstance is in the Cleaning state, you can manually cancel traffic scrubbing. For more
information, see Cancel traffic cleaning.

m [f aninstance is in the Black Hole Activated state, you can view the blackhole events. For more
information, see View the time when a black hole is enabled for an instance and the reason for
enabling the black hole.

o Protection Capacity indicates the capacity of aninstance to mitigate DDoS attacks. The
capacity indicates the maximum bandwidth of DDoS attacks that the instance can mitigate. If
the bandwidth consumed by DDoS attacks exceeds the protection capacity of aninstance,
blackhole filtering is triggered. As a result, all traffic that is destined for the instance is routed to
a blackhole. For more information about how to improve the protection capacity of aninstance,
see Step 6.

o Cleaning Trigger Value indicates the minimum bandwidth that must be reached before traffic
scrubbing is triggered. The bandwidth is measured in Mbit/s and packets per second (PPS). For
more information, see Configure a traffic scrubbing threshold.

6. Improve the protection capacity of a specific asset.
o Enable Anti-DDoS Origin

If you have purchased an Anti-DDoS Origin Enterprise instance in the current region, you can
performthe following operations to enable Anti-DDoS Origin for a specific asset.

Anti-DDoS Origin Enterprise instances provide account-level DDoS mitigation for all your assets
and services. T his helps mitigate DDoS attack risks on the cloud. Enterprises can protect their
large-scale services at controllable costs, without the need to change their service architecture
or increase latency. For more information, see what is Anti-DDoS Origin?

The procedure used to configure Anti-DDoS Origin for different assets, such as ECS, SLB, and EIP
assets, is similar. The following procedure describes how to enable Anti-DDoS Origin for an ECS
instance. You can use this example as a reference for other types of assets.

a. Select the ECS instance for which you want to enable Anti-DDoS Origin fromthe ECS
instance list and click Add Anti-DDoS Origin.

ECS SLB EIP (including NAT) Gthers

Instance ID % | Please enter Q

[+]

1P/Remark Status 7 Protection Capacity Cleaning Trigger Valuz

47) 48 ® Normal BPS 300M | PPS 70.00€
5.200G

P — T
18 ® Normal ¢ BPS 300M | PPS 70.00€

Ulimited

Add Anti-DDoS Origin 1”1

b. Inthe Anti-DDoS Origin instance list, find the required instance and click Add inthe
Operation column.

Anti-DDaoS Origin X

Anti-DDoS Crigin P Version Protected IPs/Quota Qperation

ddosbgp-cn-mpe e Pyd 1/100
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c. Inthe OK message, click OK.

9 ok

Add the IP addresses: 47 48

to Anti-DDoS Origin ddosbgp-cn-§;

n Cance'

o Activate Anti-DDoS Pro or Anti-DDoS Premium

If your services face a high risk of DDoS attacks, we recommend that you activate Anti-DDoS Pro
or Anti-DDoS Premium. For example, if your services experience frequent DDoS attacks, volumetric
DDoS attacks, or DDoS attacks that severely affect your services, you can activate Anti-DDoS Pro
or Anti-DDoS Premium. Anti-DDoS Pro and Anti-DDoS Premium defend against volumetric DDoS
attacks. For more information, see What are Anti-DDoS Pro and Anti-DDoS Premium?

In the left-side navigation pane, click Anti-DDoS Services. Then, click Anti-DDoS Pro or Anti-
DDoS Premium to go to the related console.

m Anti-DDoS Pro is ideal for services that are deployed in mainland China.

m Anti-DDoS Premium is ideal for services that are deployed outside mainland China.

15
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3.Use Traffic Security Manager

Traffic Security Manager displays the architecture of the traffic protection solution that is provided by
Alibaba Cloud and the protection status of your network assets. This way, you can analyze the pain
points in the traffic protection capability of your service and view the solutions to reinforce security.
This topic describes how to use Traffic Security Manager.

Context

You can view the total number of network assets that belong to the current Alibaba Cloud account.
The network assets can belong to Elastic Compute Service (ECS), Server Load Balancer (SLB), Elastic IP
Address (EIP), NAT Gateway (NAT), or Virtual Private Cloud (VPC). You can also view the total number of
attacked network assets and check whether each security service of Alibaba Cloud is activated forthe
account.

Procedure
1.

2.

3. Inthe upper-right corner of the Traffic Security Manager page, click Start to experience the
demo of Traffic Security Manager.

The demo provides a walkt hrough that allows you to view the following information: Asset
Security Overview, Traffic Type Overview, Attacked Assets, Attack Sources, and Attack
Events.

) Notice The datainthe demo is for reference only.

o MafficSecurity
Manager

Welcome to Traffic Security Manager
Demo

B2

23

359

Ranking:  TOP10 v @ High-risk

Medium-risk Low-risk v Secure @

4. Join invitational preview.
If you want to view your actual traffic data by using Traffic Security Manager, submit a .

After Alibaba Cloud engineers receive your application to join invitational preview, they contact
you by using the contact information that you submit and confirm information that is related to
your application.

Afteryour application is approved, you can view the actual traffic data onthe Traffic Security
Manager page.
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4.Purchase an Anti-DDoS Origin
Enterprise instance

If you want to improve the DDoS mitigation capabilities for the public IP addresses of Alibaba Cloud
resources, you can purchase an Anti-DDoS Origin Enterprise instance. The public IP addresses include
public IP addresses of Elastic Compute Service (ECS) instances, Server Load Balancer (SLB) instances, and
Application Load Balancer (ALB) instances, elastic IP addresses (EIPs), IP addresses of Network Address
Translation (NAT) gateways, and IP addresses of Web Application Firewall (WAF) instances.

Prerequisites

e The real-name verification is completed for your Alibaba Cloud account.

e The public IP addresses that you want to protect are public IP addresses of Elastic Compute Service
(ECS) instances, Server Load Balancer (SLB) instances, and Application Load Balancer (ALB) instances,
elastic IP addresses (EIPs), IP addresses of Network Address Translation (NAT) gateways, and IP
addresses of Web Application Firewall (WAF) instances.

Context

Anti-DDoS Origin is of fered in two editions: Anti-DDoS Origin Basic and Anti-DDoS Origin Enterprise.

e By default, Anti-DDoS Origin Basic is activated. Anti-DDoS Origin Basic provides a basic protection
capacity of up to 5 Gbit/s against DDoS attacks free of charge for the public IP addresses of Alibaba
Cloud resources.

e Anti-DDoS Origin Enterprise is a paid service that protects the public IP addresses of Alibaba Cloud
resources. Anti-DDoS Origin Enterprise provides shared and unlimited protection capacities. You do
not need to change your service IP address.

Unlimited protection defends against DDoS attacks based on the total network capacity of Alibaba
Cloud. The unlimited protection capacity increases with the increase of the overall network capacity
of Alibaba Cloud. You do not need to pay extra fees for the increase in capacity.

For more information about the billing methods of Anti-DDoS Origin, see Billing methods of Anti-DDoS
Origin.
Procedure

1. Access the Anti-DDoS Origin buy page by using your Alibaba Cloud account.
2. Onthe Anti-DDoS Origin buy page, set Product Type to Anti-DDoS Origin and configure the
following parameters.

Parameter Description

. The mitigation plan of the Anti-DDoS Origin instance. Default value:

Mitigation Plan : .
Enterprise. You cannot change the value of this parameter.

. . . The mitigation sessions. Default value: Unlimited. You cannot change the

Mitigation Times .

value of this parameter.

IP Version The version of the IP protocol. Valid values: IPV4 and IPV6.
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Parameter Description
The region where the Anti-DDoS Origin Enterprise instance resides.
) Notice
o The Anti-DDoS Origin Enterprise instance must reside in the same
region as the assets whose public IP addresses you want to
protect. The public IP addresses include public IP addresses of
Elastic Compute Service (ECS) instances, Server Load Balancer
. (SLB) instances, and Application Load Balancer (ALB) instances,
Region

Business Scale

IP Addresses

Resource Group

Quantity

Duration

3. Click Buy Now.

elastic IP addresses (EIPs), IP addresses of Network Address
Translation (NAT) gateways, and IP addresses of Web
Application Firewall (WAF) instances.

o Anti-DDoS Origin Enterprise instances are available only in the
Chinese mainland. If you want to purchase an Anti-DDoS Origin
Enterprise instance outside the Chinese mainland, submit a or
contact the sales personnel.

The average network bandwidth of the business that you want to protect.

For more information about how to estimate the business scale, see Instance
specifications of Anti-DDoS Origin Enterprise.

The subscription fee of an Anti-DDoS Origin Enterprise instance increases with
the business scale. For more information, see Billing methods of Anti-DDoS
Origin.

The total number of public IP addresses that you want to protect. The
minimum value that you can specify for this parameter is 100. If you want to
protect more public IP addresses, you can increase the value.

The subscription fee of an Anti-DDoS Origin Enterprise instance increases with
the number of public IP addresses. For more information, see Billing methods
of Anti-DDoS Origin.

A resource group is a group of resources that belong to an Alibaba Cloud
account. You can manage members, permissions, and resources in a resource
group. You can select an existing resource group or create a resource group.

For more information, see Create a resource group.

The number of Anti-DDoS Origin Enterprise instances that you want to
purchase.

The validity period of the Anti-DDoS Origin Enterprise instance. You can select
Auto-renewal based on your business requirements.

4. Confirmthe order and complete the payment.

Result
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After you purchase the Anti-DDoS Origin Enterprise instance, you can view the instance on the Manage
Instances page inthe Anti-DDoS Origin console. You can add specific public IP addresses that you want

to protect to the Anti-DDoS Origin Enterprise instance. For more information, see Add a cloud service to
Anti-DDoS Origin Enterprise for protection.
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5.Use the service monitoring
feature

The Service Monitoring page shows the protection data of the Anti-DDoS Origin instance to help you
understand the security posture of your service. The protection data includes the traffic trends of
protected assets and the DDoS attack events. This topic describes the monitoring data and how to
query service monitoring data.

Prerequisites

An Anti-DDoS Origin instance is purchased, and your assets are protected by the instance.

For more information, see Purchase an Anti-DDoS Origin Enterprise instance and Add a cloud service to Anti-
DDoS Origin Enterprise for protection.

Context

On the Service Monitoring page, you can query data generated on and afterjune 3, 2021. If you want to
query datathat is generated before June 3, 2021, perform operations described in View security reports.
Query service monitoring data

1.
2.
3.

4. Inthe upper-left corner of the page that appears, select the Anti-DDoS Origin instance that you
want to query.

5. View the service monitoring data of the Anti-DDoS Origin instance.
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@ The new monitoring feature is released to display data in more detail (You cannot use the new feature ta query data generated before June 3, 2021, View data generated before June 3, 2021)
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The following table describes the data that you can view on the Service Monitoring page.

Section

Service
statistics
(Section 1)

Traffic trend
charts
(Section 2)

Purpose

The statistics help you
understand the historical peak
traffic of attacks that are
detected by the Anti-DDoS
Origin instance. The statistics
include Continuous Monitoring
and Protection For, Peak
Detection Traffic (in bit/s), Peak
Detection Traffic (in pps), Peak
Defense Traffic (in bit/s), and
Peak Defense Traffic (in pps).

The charts help you understand
the trends of inbound traffic
destined for the public IP
addresses that are protected
by the Anti-DDoS Origin
instance. The charts include the
Inbound Traffic (bit/s) and
Packets (pps) charts.

Supported operation

None.

You can specify a protected
object and a time range to
query related data.

Description

Description of
service
statistics

Description of
traffic trend
charts
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Section Purpose Supported operation Description
The event list and charts allow © You can specify a protected
you to view details about object and a time range to
attack events detected by the query related data.
DDoS attack Anti-DDoS Origin instance. The o You can view attack analysis Description of
events events include traffic scrubbing results, manually cancel DDoS attack
(Section 3) and blackhole filtering events. traffic scrubbing, and events
You can analyze and handle download packet capture
attack events based on the files for a specific DDoS
details. attack event.
The charts help you understand
the trends of network attacks
detected by the Anti-DDoS N
Attack trend . . . Description of
Origin instance over the last You can specify a time range to
charts . attack trend
. year. This helps you evaluate query related data.
(Section 4) charts

potential risks to your service
and what is required to protect
your service.

Description of service statistics
Section 1 displays the following data:

e Continuous Monitoring and Protection For: indicates the number of days that the Anti-DDoS
Origin instance protects your assets.

e Peak Detection Traffic: indicates the peak traffic of your service that is detected by the Anti-
DDoS Origin instance. The peak traffic is measured by both bandwidth in bit/s and packet forwarding
rate in pps.

e Peak Defense Traffic: indicates the peaktraffic of attacks that are detected by the Anti-DDoS
Origin instance. The peak traffic is measured by both bandwidth in bit/s and packet forwarding rate

in pps.
Description of traffic trend charts
Section 2 provides the following charts:

e Inbound Traffic (bit/s): shows the trends of inbound traffic for protected IP addresses. Unit: bit/s.
This chart shows the total traffic and attack traffic.

e Packets (pps): shows the trends of packet forwarding rate in the inbound direction for protected IP
addresses. Unit: pps. This chart shows the forwarding rates of all packets and attack packets.

In this section, you can configure the following items to query related data:

e Protected object: You can select All Protected Objects fromthe drop-down list or enter an IP
address that is protected in the search box to query related data.

If you select All Protected Objects, you can click a point on atrend chart to query the top 20 IP
addresses that are protected in descending order by traffic volume at that point in time.

e Time range: You can select Last 30 Minutes, Last Day, Last 7 Days, orLast 30 Days. You can also
customize a time range to query related data.

A customtime range must be within the last 30 days.
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Description of DDoS attack events

List of attack events: shows all the attack events that are detected by the Anti-DDoS Origin instance.
Each attack event record contains the following information: Attack Time, Event, Attacked IP
Address, Triggered Attack Traffic (bit/s), Peak Attack Traffic (bit/s), and Peak Attack Traffic
(pps).

You can performthe following operations on an attack event:

e Cancel Scrubbing: You can performthis operation only on in-progress traffic scrubbing events. If

you confirmthat a traffic surge is not caused by attacks, you can manually cancel traffic scrubbing.
For example, a traffic surge may be caused by promotional events.

e Download: You can performthis operation to download the packet capture files for the attack
event. You can use the downloaded files as evidence to report to network supervisors.

e View Attack Analysis: You can performthis operation to view analysis details about the attack
event. For more information, see View information on the Attack Analysis page.

You can specify a protected object and a time range in the traffic trend charts sectionto filter attack
events.

Description of attack trend charts

Section 4 displays the trends of network attacks detected by the Anti-DDoS Origin instance over the
last year. This section provides the following charts:

e Attack Trend (IP Address): displays the trends of the number of attacks detected by the Anti-
DDoS Origin instance. You can view the following information: Mitigation, Blackhole Filtering
Event, IP Address Under Mitigation, and IP Address Under Blackhole Filtering.

e Peak Attack Throughput (IP Address): displays the trends of peaktraffic of attacks detected by
the Anti-DDoS Origin instance.

e Attacked Duration (IP): displays the trends of attacks by duration. The durations include Less
Than 10 Minutes, 10-30 Minutes, 30-120 Minutes, 2-10 Hours, and More Than 10 Hours.

In the upper-right corner above a chart, you can specify a time range to query related data. You can
select Last 1 Week, Last 1 Month, Last 3 Months, orLast 1 Year to query related data.
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6.View information on the
Attack Analysis page

Afteryou add your public IP address in the cloud to an Anti-DDoS Origin Enterprise instance, you can
query the DDoS attack events that occur on the asset and the event details on the Attack Analysis
page. This way, you can view the details of the attack mitigation process. This topic describes how to
view information on the Attack Analysis page.

Prerequisites
e An Anti-DDoS Origin Enterprise instance is purchased.
For more information, see Purchase an Anti-DDoS Origin Enterprise instance.

e The public IP addresses that you want to protect are added to the Anti-DDoS Origin Enterprise
instance.

For more information, see Add a cloud service to Anti-DDoS Origin Enterprise for protection.

Context

The Attack Analysis page displays the events of volumetric DDoS attacks and the event details. On
the Attack Analysis page, you can view the information about an attack event, such as the attack
target, start time, end time, and peak attacktraffic. You can also view the event details onthe Attack
Analysis. The details include the source IP addresses, attack types, and source locations. This allows
you to view the attack mitigation process in a visualized manner. User experience is improved.

Procedure

1.
2.
3. Onthe Attack Analysis page, select atime range to query attack events.

You can select Last 30 Minutes, Last Day, Last 7 Days, or Last 30 Days. You can also specify a
customtime range. A customtime range must be within the last 30 days.

Anti-DDas Origin

Attack Analysis

0 2021/08/13 07:43:25 ~ 2021/08/13 074825 e View Details

0 2021/08/13 07:20:10 ~ 2021/08/13 07:25:10

The Attack Analysis page displays the volumetric DDoS attack events that occur on your public IP
addresses that are protected by the Anti-DDoS Origin Enterprise instance. The IP addresses may be
fromdifferent regions. Each attack event contains the following information:

o Attack Types: Only Volumetric is supported.
o Attack Target: the public IP address that is attacked.
o Start and End Time: the start time and end time of the attack.

o Peak Attack Throughput: the peak attack bandwidth in bit/s and the peak forwarding rate of
attack packets in pps.

4. View event details.
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You can click View Det ails in the Actions column of an attack event to go to the Event Details
page. On this page, you can view the event details and performthe required operations.

& Export Report

< Event Details

ttack Time  2021+0800eamr25Augont7251313amy25 07:43:25 — 2021+0800eamr25AugontT251313amy25 07:4825 | OHoursSMinutes Peak Attack Traffic Peak Attack Traffic Peak Defense Traffic Peak Defense Traffic

ST 800 0. 0 1.32 cone 128.67

Source IP Addresses Top 10) More Source Ports (Top 10) More Attack Target Ports

Attack Source Locations More Attack Types More Attack Source ISPs

The Event Details page displays the following information:

o Attack Time, Attack Target, Peak Attack Traffic, and Peak Defense Traffic, which are in
the upper part of the page.

Peak Attack Traffic: displays the peak attack bandwidth and the peak forwarding rate of the
attack packets that are detected by the Anti-DDoS Origin Enterprise instance. Peak Defense
Traffic: displays the peak attack bandwidth that is scrubbed by the Anti-DDoS Origin Enterprise
instance and the peakforwarding rate of the attack packets. The peak attack bandwidth is in
bit /s and the peak forwarding rate is in pps.

o Attack Mitigation Det ails: displays the trends of bandwidth changes to the inbound traffic
and the scrubbed traffic, and the trends of forwarding rate changes to the inbound packets and
the traffic scrubbing packets. The bandwidths of the inbound traffic and the scrubbed traffic
are in bit/s and the forwarding rates of the inbound packets and the traffic scrubbing packets
are in pps.

Source IP Addresses (Top 10): displays the source locations and IP addresses of requests. The
list displays the top 10 IP addresses from which the most requests are initiated. You can click
More to view the top 100 IP addresses.

@ Note The requests include attack requests and normal service requests.

o Source Ports (Top 10): displays the source ports and protocols of the requests. The list

displays the top 10 ports from which the most requests are initiated. You can click More to view
the top 100 ports.
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@ Note The requests include attack requests and normal service requests.

o Attack Target Ports: displays the distribution of destination ports. You can click More to view
the distribution of requests destined for different destination ports.

@ Note The requests include attack requests and normal service requests.

o Attack Source Locations: displays the distribution of locations from which attack traffic is
originated. You can click More to view the distribution of requests originated from different
locations.

o Attack Types: displays the distribution of attacktypes. You can clickMore to view the
distribution of different attacktypes.

o Attack Source ISPs: displays the distribution of Internet service providers (ISPs) from which
attack traffic is originated. You can click More to view the distribution of requests originated
from different ISP networks.
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7.0n-demand protection

7.1. Enable traffic rerouting to an on-
demand instance

After you purchase an on-demand Anti-DDoS Origin instance, you can manually enable traffic rerouting
to the instance if DDoS attacks are detected on a server in a data center. Then, traffic is rerouted to
the traffic scrubbing centers of Alibaba Cloud around the world for traffic scrubbing. After the attacks
stop, you can manually disable traffic rerouting to the on-demand instance to prevent a latency
increase for your services. T his topic describes how to enable and disable traffic rerouting to an on-
demand instance for a serverin a data center.

Scenarios

You can use on-demand instances to protect servers in data centers outside the Chinese mainland
without the need to change IP addresses and network architecture for your services.

Prerequisites

An on-demand Anti-DDoS Origin instance is purchased.

@ Note

Procedure
1.

vk wWwN

Find the on-demand instance for which you want to enable traffic rerouting and click Start
Redirection in the Operation column. In the message that appears, click OK.

Afteryou enable traffic rerouting to the on-demand instance, the instance enters the Redirecting
state. This indicates that the systemis rerouting the traffic destined for protected assets to
mitigate DDoS attacks.

If you want to stop traffic rerouting to the on-demand instance, click Pause Redirection inthe
Operation column.

@ Note Afteryou click Pause Redirection, the system no longer reroutes the traffic
destined for protected assets to your on-demand instance and does not mitigate DDoS
attacks for your assets.

What to do next

You can also enable the Automatic (NetFlow) mode to automatically reroute traffic to an on-demand
instance. You can enable or disable traffic rerouting to an on-demand instance based on the NetFlow
information about your servers in data centers and rules that you specified. For more information about
how to enable the Automatic (NetFlow) mode, see Enable the Automatic (NetFlow) mode.
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Related operations

e ModifyOnDemaondDefenseStatus

7.2. Enable the Automatic (NetFlow)
mode

After you purchase an on-demand Anti-DDoS Origin instance, you can configure the start mode forthe
instance. If you use the default start mode and DDoS attacks are detected on your server in a data
center, you must manually enable traffic rerouting to the instance. You can also enable the Automatic
(NetFlow) mode. If the inbound bandwidth or packets consecutively exceed a threshold forthe
specified number of times, the Automatic (NetFlow) mode allows the systemto automatically reroute
traffic to the instance.

Prerequisites

e Anon-demand Anti-DDoS Origin instance is purchased.

@ Note

e To protect the assets that are not deployed on Alibaba Cloud, such as servers in data centers, you
must provide the NetFlow information of these servers for Alibaba Cloud. For more information,
submit a or use a DingTalk group to submit the application.

Procedure
1.
2.
3.

4. Find the on-demand instance for which you want to enable the Automatic (NetFlow) mode and
choose More > Configure Start Mode in the Operation column.

5. Inthe Configure Start Mode panel, configure the parameters.
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Configure Start Mode

* Traffic Rate

At Least 100 Mbit/s

* Packet Rate (pps)

At Least 10 Kbit/s

* Threshold

* Start Mode () Manuzl (@ Automatic [NetFlow)

Mbps

Consecutive Times

* Stop Mode () Manual @ Automatic
* Time Zone GMT-12:00
* Stop Time 03:00

“ e

Parameter

Start Mode

Traffic Rate

Packet Rate (pps)

Description

The mode used to enable traffic rerouting to the on-demand instance. Valid
values:

o Manual: If DDoS attacks are detected on your server in a data center, you
must manually enable traffic rerouting to the on-demand instance. After
the attacks stop, you must manually disable traffic rerouting to the on-
demand instance. This is the default value.

If you select this option, you do not need to configure other parameters.

o Automatic (NetFlow): If the inbound bandwidth or packets
consecutively exceed the threshold for the specified number of times, the
system automatically reroutes traffic to the on-demand instance.

If you select this option, you must configure other parameters, including
Stop Mode.

(]) Notice Before you enable the Automatic (NetFlow) mode,
make sure that you have provided the NetFlow information of your
server for Alibaba Cloud.

The threshold of inbound bandwidth. Unit: Mbit/s. Minimum value: 100.

The threshold of inbound packets. Unit: Kpps. Minimum value: 10.
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Parameter Description
If the inbound bandwidth or packets consecutively exceed the threshold for
the specified number of times, the system automatically reroutes traffic to
Threshold

the on-demand instance. The specified number of times is the value of this
parameter.

The mode used to stop traffic rerouting to the on-demand instance. Valid
values:

o Manual: If the DDoS attacks stop, you must manually disable traffic
rerouting to the on-demand instance. This is the default value.

o Automatic: If the DDoS attacks stop, the system no longer reroutes
traffic to the on-demand instance from the time you specified.

If you select this option, you must configure the following parameters:

= Time Zone: the time zone of your server. The time zone must be in
Stop Mode the GMT-hh:mm format. For example, the value GMT-08:00
indicates that the time zone is UT C+8.

®m Stop Time: the time from which the system no longer reroutes traffic
to the on-demand instance. The time must be in the 24-hour clock and
inthe hh:mm format.

We recommend that you set this parameter to a value that is defined as
off-peak hours. If the system detects that DDoS attacks stop, the
system no longer reroutes traffic to the on-demand instance from the
time you specified.

6. Click OK.
After the Automatic (NetFlow) mode is enabled, if the inbound bandwidth or packets
consecutively exceed the threshold for the specified number of times, the system automatically
reroutes traffic to the on-demand instance. You can view the protection status of the on-demand
instance on the Others tab of the Assets page. For more information, see Enable traffic rerouting
to an on-demand instance.

References

e SetinstanceModeOnDemand: specifies the scheduling mode for an on-demand instance.

CreateSchedruleOnDemand: creates a scheduling rule for an on-demand instance.

QuerySchedruleOnDemand: queries the scheduling rule of an on-demand instance.

ConfigSchedruleOnDemand: modifies the scheduling rule of an on-demand instance.

DeleteSchedruleOnDemand: deletes the scheduling rule of an on-demand instance.
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8.Cleaning settings
8.1. Configure a traffic scrubbing
threshold

By default, Anti-DDoS Origin provides free basic protection for your assets that are deployed on
Alibaba Cloud. The assets include the public IP addresses of Elastic Compute Service (ECS) instances,
public IP addresses of Server Load Balancer (SLB) instances, and elastic IP addresses (EIPs). Basic
protection can be used to mitigate DDoS attacks of up to 5 Gbit/s. If the service traffic of an asset
exceeds the normal service traffic, Anti-DDoS Origin scrubs the attacktraffic to ensure service
availability. This topic describes how to configure a traffic scrubbing threshold.

Context

Anti-DDoS Origin uses artificial intelligence (Al) to analyze and scrub attack traffic. You can configure a
traffic scrubbing threshold based on your normal service traffic. Then, Anti-DDoS Qrigin uses the big
data capabilities provided by Alibaba Cloud to learn the normal service traffic and uses algorithms to
identify DDoS attacks.

Anti-DDoS Origin scrubs attack traffic only when Anti-DDoS Origin identifies DDoS attacks and the
attack traffic reaches the traffic scrubbing threshold that you configure. This prevents traffic scrubbing
by mistake due to a fixed traffic scrubbing threshold. For example, if your normal service traffic
fluctuates and exceeds the fixed traffic scrubbing threshold, traffic scrubbing may be triggered by

mist ake.

Procedure
1.
2
3.
4. Clickthe ECS, SLB, orEIP (including NAT)) tab and select an asset for which you want to
configure a traffic scrubbing threshold.

@ Note OntheOthers tab, you can configure on-demand Anti-DDoS Origin instances. You
cannot configure traffic scrubbing on this tab. For more information about on-demand Anti-
DDoS Origin instances, see Enable traffic rerouting to an on-demand instance.

5. Inthe IP address list, click the IP address for which you want to configure a traffic scrubbing
threshold in the IP/Remark column.

| ECS SLB EIP (including NAT; Others |

| Instance 1D Q |

IP/Remark Status 57 Protection Capacity Cleaning Trigger Value

® Normal EFS 1000M | PPS 300.00K
2200G

6. Inthe Instance Details panel, click Cleaning Settings.
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Instance Details X
|P/Remark 139 3612 77Z  Cleaning Trigger Value: BPS 1000M | PPS: 300K

7. Inthe Cleaning Settings panel, specify Cleaning threshold forthe IP address.
Cleaning Settings X

Cleaning threshold:  YEPNTRM  Manual setiing

You can set Cleaning threshold to one of the following values to configure a traffic scrubbing
threshold:

o Default: Anti-DDoS Origin adjusts the traffic scrubbing threshold based on the throughput of
your ECS instance.

o Manual setting: You can select a specific threshold that includes Traffic and Packets per
Second.

@ Note If DDoS attacks are detected, orthe throughput orthe packets per second (pps)
reaches the selected threshold, traffic scrubbing is triggered.

If you select Manual setting, take note of the following items:

m Configure a traffic scrubbing threshold that is slightly greater than the actual throughput and
pps. If the threshold is significantly greater than the actual throughput or pps, the protection
effect is compromised. If the threshold is significantly less than the actual throughput or pps,
normal traffic may be scrubbed.

m [f normal traffic is scrubbed, we recommend that you increase the traffic scrubbing threshold.

m During large promotions or activities for a website, we recommend that you increase the
traffic scrubbing threshold.

8. Click OK.

8.2. Cancel traffic cleaning

Anti-DDoS Basic provides default protection against distributed denial of service (DDoS) attacks for
Alibaba Cloud instances. Anti-DDoS Basic automatically detects attacks and cleans excessively high
traffic forinstances that experience flood attacks. You can cancel traffic cleaning for IP-bound assets
that are in an abnormal state such as cleaning.

Context

Cleaning refers to real-time monitoring that Anti-DDoS Basic performs on incoming data traffic of
instances. Based on the monitoring result, Anti-DDoS identifies suspicious traffic such as DDoS attacks.
On the premises of business continuity, Anti-DDoS Basic cleans excessively high traffic and redirects
suspicious traffic from original routes to a cleaning module. Then, the cleaning module identifies and
strips malicious content from suspicious traffic. After the filtering process, legitimate traffic is returned
to the original routes and then forwarded to target systems.
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@ Note You can cancel cleaning a maximum of three times a day for each account.

Procedure

1.
2.

3. Clickthe ECS, SLB, orEIP (including NAT)) tab and select an asset for which you want to
configure a traffic scrubbing threshold.

@ Note OntheOthers tab, you can configure on-demand Anti-DDoS Origin instances. You
cannot configure traffic scrubbing on this tab. For more information about on-demand Anti-
DDoS Origin instances, see Enable traffic rerouting to an on-demand instance.

4. In alist of instances, find an instance of which the Status is Cleaning, and click the IP of the
instance.

5. OntheInstance Details page, find an entry of which the Event is Traffic Scrubbing and the
End Time is empty and click Cancel cleaning in the Operation column.

@ Note If no traffic scrubbing event exists, the cancel cleaning operation is unavailable.
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Instance Details X
IP/Remark: 47 u Cleaning Trigger Value: BPS 61M | PPS: 12K
Cleaning Settings
Packets Today 3Day(s) TDay(s)
1
0
01-14 16:52  01-1522:37 01-17 04:22  01-18 10:07  01-1915:52  01-20 21:37
o Ingress
. . Recently -
Start time End time Event delay time Operation
®
Jan 21, 2019, Cancel cleaning
16:19:53 - frafic - Download
Scrubbing

Result

The traffic cleaning operation is canceled.

What's next

After you cancel traffic cleaning, we recommend that you increase cleaning thresholds in specific
scenarios, such as scenarios with a sharp increase in traffic during large activities or promotions. T his
action avoids triggering traffic cleaning again. For more information, see Configure a traffic scrubbing
threshold.

@ Note The maximum cleaning threshold for each instance of a cloud service changes based on
the instance type. If the maximum cleaning threshold that you can configure cannot meet your
requirements, we recommend that you upgrade the specified instance type of the cloud service.

8.3. Cloud service specification and
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cleaning trigger value

Alibaba Cloud provides basic DDoS protection capabilities to help mitigate DDoS attacks on cloud
products open to the public network. When the network traffic of the public IP address of the cloud
product exceeds the specified cleaning threshold, the traffic to this IP is automatically scrubbed to
protect your normal service from DDoS attacks.

For more information about traffic scrubbing, see Traffic scrubbing, black hole, and threshold value.

The maximum cleaning threshold supported for each Alibaba cloud service depends on the
specifications of the instance. When you create or change an ECS or SLB instance, the system
automatically adjusts the maximum cleaning threshold based on the current instance specification.

® Note The actual black hole threshold for each instance IP is calculated based on factors such
as maximum cleaning threshold and security credibility score.

e Forthe specific calculation method of the maximum cleaning threshold of ECS instances, see Basic
DDoS Protection for ECS.

e Forthe specific calculation method of the maximum cleaning threshold of SLB instances, see Basic
DDoS Protection for SLB.

8.4. Perform a stress test on an ECS
instance

Anti-DDoS Origin Basic provides protection against DDoS attacks for Elastic Compute Service (ECS)
instances free of charge. By default, if the network bandwidth of an ECS instance exceeds 180 Mbit/s,
the number of packets exceeds 30,000 per second, or the number of HTTP requests exceeds 480 per
second, Anti-DDoS Origin Basic automatically scrubs traffic. The preceding values may vary based on
instance types.

Before you perform a stress test on an ECS instance, you must log onto the Anti-DDoS console to
change the protection threshold for the ECS instance. For more information, see Configure a traffic
scrubbing threshold.

@ Note We recommend that you do not increase the request volume more than 100 times per
minute during the stress test.
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9.Instances
9.1. Add a cloud service to Anti-DDoS

Origin Enterprise for protection

Afteryou purchase an Anti-DDoS Origin Enterprise instance, you can add the IP addresses of your Elastic
Compute Service (ECS) instances, Server Load Balancer (SLB) instances, Web Application Firewall (WAF)
instances, or your elastic IP addresses (EIPs) to Anti-DDoS Origin Enterprise for protection.

Prerequisites

An Anti-DDoS Origin Enterprise instance is purchased. For more information, see Purchase an Anti-DDoS
Origin Enterprise instance.

® Note

Procedure

1.
2.
3.

4. Onthe Manage Instances page, find the purchased Anti-DDoS Origin Enterprise instance. In the
Actions column, click Add Protected Asset.

@ Note Add Protected Asset appears only if no IP addresses of cloud services are added
to the instance. If the IP address of a cloud service is added to the instance, you can click
Manage in the Actions column. On the Instances page, click Add Protected Asset.

Purchase Anti-DDoS Origin Protected Asset P ™ Enter Q

Protection Protected Suspicious IP

T Actions
apacity IPs/Quota Count T °

Anti-DDoS Qrigin IP Version

Public IPs of
IPv4/1PvE 1.20G Alibaba Cloud - Unlimited
Resources

Purchased At
Edition: Enterprise Apr 8, 2020, 11:46:19
e P4 Unlimited 0/100 0
£ Expires At
Untagged Jun 9, 2020, 00:00:00

5. (Optional)Authorize Anti-DDoS Origin Enterprise to access other cloud services.

o If you use Anti-DDoS Origin Enterprise for the first time, you must follow the instructions that are
provided on the page to complete the authorization for the cloud services under your account.

@ Note The authorization prompt appears only if you use the Anti-DDoS Origin
Enterprise instance for the first time. If authorization is complete, no prompt appears.

o If you have already completed the authorization, skip this step.

6. Inthe Add Protection Target dialog box, add the IP address of a cloud service that you want to
protect, and click OK.
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@ Note
o You must enterthe IP addresses of ECS, SLB, and WAF instances, and EIPs under your
Alibaba Cloud account. These instances and EIPs must be in the same region as the Anti-
DDoS Origin Enterprise instance.
o You must separate multiple IP addresses with commas (,).
Add Protected Asset X
Enter the IP addresses of assets that you want to protect:
Separate multiple P addresse n comma:
'oU can a P addresses,
Cancel

After the configuration is complete, Anti-DDoS Origin Enterprise protects the IP address that you
added.
FAQ:
o Whenladd the IP address of a service, the system prompts that the number of IP addresses

reaches the upper limit. What do 1do?
o What do Ido if the error message "The IP address does not belong to your account" is displayed

when ladd an IP address to Anti-DDoS Origin?

References

e View security reports

e Deactivate blackhole filtering

9.2. View security reports

Afteryou add an IP address to an Anti-DDoS Origin instance for protection, you can view security
reports in the Anti-DDoS Origin console. The security reports include the traffic overview of the
instance, traffic information about each IP address, and DDoS attack events.

Procedure
1.

2
3.
4. Onthe Manage Instances page, find the instance whose security reports you want to view and

click View Monitoring Details in the Actions column. The Monitoring page appears.

5. Onthe Monitoring page, select a protected object and a time range. The console shows the trend
of network traffic and DDoS attack events. The network traffic metric includes the inbound traffic
and number of received data packets.
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@ Note Youcan query security reports of the last 30 days.

9.3. View operation logs

This topic describes how to view the operation logs of Anti-DDoS Origin instances. In the Anti-DDoS
Origin console, you can trace configuration changes of each instance.

Procedure
1.
2
3.
4. Onthe Manage Instances page, find the instance whose operation logs you want to view and
click Operation Log inthe Actions column.

5. Onthe Operation Log page, view the configuration change logs of the instance.
You can specify a time range and query operation logs that are generated within the time range.
Each operation log includes the operation time and details.

@ Note You can view operation logs of the last 30 days.

9.4. Upgrade an Anti-DDoS Origin
Enterprise instance

If the clean bandwidth and the protected IP addresses of your Anti-DDoS Origin Enterprise instance do
not meet your business requirements, you can upgrade the instance. T his topic describes how to
upgrade your Anti-DDoS Origin Enterprise instance.

Prerequisites

An Anti-DDoS Origin Enterprise instance is purchased. For more information, see Purchase an Anti-DDoS
Origin Enterprise instance.

Context

You can increase the values of Business Scale and IP Addresses of the purchased Anti-DDoS Origin
Enterprise instance. For more information about instance specifications, see Purchase an Anti-DDoS
Origin Enterprise instance.

@ Note You cannot upgrade an Anti-DDoS Origin Basic instance. If you use an Anti-DDoS Origin
Basic instance and the default 5 Gbit/s protection bandwidth does not meet your business
requirements, you can purchase an Anti-DDoS Origin Enterprise instance. For more information, see
Purchase an Anti-DDoS Origin Enterprise instance.

Procedure
1.
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4. Onthe Manage Instances page, find the instance that you want to upgrade. In the Actions
column, click the More icon and select Upgrade.

5. Onthe Upgrade/Downgrade page, upgrade the instance.
6. Read and select Anti-DDoS Origin Terms of Service and click Buy Now.

7. Complete the payment.

9.5. Specify an alias for an Anti-DDoS
Origin instance

You can specify an alias for an Anti-DDoS Origin instance. If you have multiple Anti-DDoS Origin
instances, you can specify an alias for each instance based on the characteristics of the instances. The
characteristics include the applicable object, usage scenario, and object scope. You can use aliases to
differentiate instances to simplify identification and management of your instances.

Procedure
1.
2.
3.

4. Onthe Manage Instances page, find the instance for which you want to specify an alias and click
the Edit icon to the right of Remark.

5. Inthe Change Remark dialog box, enter an alias and click OK.

Change Remark X

Result

Afteryou specify the alias, the alias is displayed below the ID of the instance. You can repeat the
preceding steps to change the alias of an Anti-DDoS Origin instance at any time based on your business
requirements.
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10.Mitigation settings (public
preview)

10.1. Configure cross-border traffic
blocking

Afteryou add the IP address of your cloud asset to Anti-DDoS Origin Enterprise, you can enable the
cross-border traffic blocking feature to block cross-border traffic. T his improves DDoS mitigation
effects. This feature is applicable to scenarios where your service does not involve cross-border traffic.

Prerequisites

e An Anti-DDoS Origin Enterprise instance is purchased.

For more information, see Purchase an Anti-DDoS Origin Enterprise instance.

@ Note The mitigation settings feature is now public preview. If you have purchased an Anti-
DDoS Origin Enterprise instance, you can submit a to enable this feature.

e The IP address of your cloud asset is added to Anti-DDoS Origin Enterprise.

For more information, see Add a cloud service to Anti-DDoS Origin Enterprise for protection.

Context
The cross-border traffic blocking feature blocks cross-border traffic within a specific blocking period

e Cross-border traffic:

o [f your cloud asset resides in mainland China, the feature blocks traffic that originates from outside
mainland China.

o If your cloud asset resides outside mainland Ching, this feature blocks traffic that originates from
mainland China.

e Blocking period: 30 minutesto 1 day.

e Limits: By default, you can enable this feature 10 times per month for each Anti-DDoS Origin
Enterprise instance.

If your quota is exhausted, you can submit a to request technical support.

You can manually disable this feature at any time during the blocking period.

Enable cross-border traffic blocking

1.
2.

3. Onthe Cross-Border Traffic Blocking tab, select the region where the Anti-DDoS Origin
Enterprise instance resides and the instance that you want to manage.

4. Inthe protected asset list, find the IP address that you want to manage and enable the feature.

You can use one of the following methods to enable the feature:
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o Foran IP address: Find the IP address and turn on Region Blocking.
o For multiple IP addresses: Select the IP addresses and click Batch Enable.
5. Inthe Configure Blocking Period dialog box, select a duration and click OK.

Valid values: 30 minutes to 1 day.

@ Note The blocking period cannot be modified after it is applied. If you need to modify
the blocking period, you must disable the cross-border traffic blocking feature and configure

the blocking period again.

Afterthe preceding settings are completed, Region Blocking for the IP address is turned on, and
the feature takes effect immediately. In the protected asset list, you can view the Start Time and
End Time of the blocking period.

Afterthe blocking period ends, the feature no longer blocks cross-border traffic, and Region
Blocking forthe IP address is turned off.

Manually disable cross-border traffic blocking

You can manually disable the cross-border traffic blocking feature during the blocking period.

@ Note If thisfeature is enabled for an IP address, you cannot remove the IP address from the
Anti-DDoS Origin Enterprise instance during the blocking period. To remove the IP address, you must

disable the feature.

3. Onthe Cross-Border Traffic Blocking tab, select the region where the Anti-DDoS Origin
Enterprise instance resides and the instance that you want to manage.

4. Inthe protected asset list, find the IP address that you want to manage and disable the feature.
You can use one of the following methods to disable the feature:
o ForanIP address: Find the IP address and turn off Region Blocking.
o Formultiple IP addresses: Select the IP addresses and click Batch Disable.

5. Inthe dialog box that appears, click OK.
Afterthe preceding settings are completed, Region Blocking forthe IP address is turned off, and

the feature no longer blocks cross-border traffic.

10.2. Configure policies

After you add the IP addresses of your cloud services to your Anti-DDoS Origin Enterprise instance, you
can configure policies based on your business requirements to allow or deny requests that have specific
characteristics. This better protects your cloud services against distributed denial-of-service (DDoS)

attacks.

Prerequisites

e An Anti-DDoS Origin Enterprise instance is purchased. For more information, see Purchase an Anti-
DDoS Origin Enterprise instance.
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@ Note

The Mitigation Settings feature that provides policy configuration is in public preview

and is free of charge. This feature is available only if an Anti-DDoS Origin Enterprise instance is
purchased. If you want to enable this feature, submit a .

e The IP addresses of your cloud services are added to the Anti-DDoS Origin Enterprise instance. For
more information, see Add a cloud service to Anti-DDoS Origin Enterprise for protection.

Procedure overview

If this is the first time you use the policy configuration feature, perform the following steps:

1. Create a policy template. For more information, see Select or create a policy template.

2. Add cloud services to the policy template. The policy template is applied to the added cloud
services. For more information, see Add cloud services to the policy template.

3. Configure specific policies in the template. After you configure the policies, the policies take effect
onthe cloud services that you added in the preceding step.

The following table describes the supported policies.

Policy

ICMP
Blocking

Source Port
Blocking

Blacklist
and
Whitelist

Description

Denies Internet Control Message
Protocol (ICMP) requests during
traffic scrubbing. This protects
the origin server against scans
and helps mitigate ICMP flood
attacks.

Denies User Datagram Protocol
(UDP) or Transmission Control
Protocol (TCP) requests over
the source or destination ports
to mitigate UDP reflection
attacks.

Denies or allows requests from
specific source IP addresses.

Configuration

Turn on or off Status of ICMP Blocking. After
you enable this policy, ICMP requests are denied.

@ Note This policy takes effect on the IP
addresses in the whitelist. ICMP requests
from the IP addresses are also denied.

For more information, see Configure the ICMP
Blocking policy.

Specify the protocols and ports to deny requests.
After you enable this policy, requests are denied
based on the specified protocol and ports.

For more information, see Configure the Source
Port Blocking policy.

Configure the IP address blacklist and whitelist.
After you enable this policy, requests from the IP
addresses that are included in the blacklist are
denied, and requests from the IP addresses that
are included in the whitelist are allowed.

For more information, see Configure the Blacklist
and Whitelist policy.
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Policy Description

Matches bytes for the content
of specific packets to deny,

B.yte—Match allow, or limit the rates of
Filter . .
requests when the instance is
scrubbing traffic.
Procedure
1.
2.

3. Clickthe Policy Configuration tab.

4. Select orcreate a policy template.

Configuration

Specify Byte-Match Filter rules to match the
required bytes. If requests contain the matching
bytes, the requests are denied, allowed, or
limited based on the policy.

For more information, see Configure the Byte-
Match Filter policy.

o If you have created policy templates, click the required policy template below Policy Template.

o If you have not created policy templates, performthe following steps to create a policy

template:

a. ClickCreate Policy next to Policy Template.

b. Inthe Add dialog box, specify Policy Name and click OK.

Add

* Policy Name

X

Cancel

Afteryou create the policy template, the template is automatically selected.

5. Add cloud services to the policy template.

i. Inthe Target assets section on the right, click Add IP Addresses.

43
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ii. Inthe Add IP Addresses dialog box, select the IP addresses of the required cloud service to
apply the policy template.

Add IP Addresses X
* Region
China (Hangzhau) v
* Instance
ddosbgp- 1 v

© 1P Address

Enter an IP address Q Selected IP addresses: 0

I Asset Type
101, 67 EIP
Parameter Description

The region of the cloud service whose IP addresses you want to add to

Region
9l the Anti-DDoS Origin Enterprise instance.
The Anti-DDoS Origin Enterprise instance to which you want to add the IP
Instance
addresses.
The IP addresses of the cloud service.
IP Address @ Note AnIP address can be added to only one policy template.
You cannot select an IP address that is added to a different policy
template.
iii. Click OK.

Afteryou add the IP addresses, requests to the IP addresses are processed based on the policies in
this template. By default, no policies are enabled in the newly created policy template. You must
configure specific policies to deny or allow specific requests.

You can clickRemove to remove the IP addresses of cloud services fromthe Target assets
section.

6. (Optional)Configure the ICMP Blocking policy.
To enable or disable the ICMP Blocking policy, performthe following steps:
i. Onthe Policy Configuration tab, turn on or off Status forthe ICMP Blocking option.

ICMP Blocking status (_ JI

Block ICMP requests during traffic scrubbing to avoid the
L

n server from being scanned and defend against ICMP

n the IP

a

-
]

v alzo takes effec

m
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ii. Inthe Ok dialog box, click OK.
7. (Optional)Configure the Source Port Blocking policy.
To configure the Source Port Blocking policy, performthe following steps:

i. Onthe Policy Configuration tab, click Configure forthe Source Port Blocking option.

Source Port Blocking

Block or allow the requests from source UDP or TCP ports
to defend against UDP reflection attacks.

Configured port blocking rules: 1 Configure

ii. Inthe Configure Source Port Blocking panel, clickAdd.

@ Note You can add a maximum of eight port blocking rules.
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ii. Inthe Add Port dialog box, configure the following parameters.

Add Port

Source Port

* Port Range

1 —

ddosbgp.block.portrule.validat

* Action

Block

n CaHCE|

Parameter

Protocol

Type

Port Range

Action

Description

The protocol of the requests that you want to block. Valid values: TCP
and UDP.

The type of port used by the requests that you want to block. Valid
values: Source Port and Destination Port.

The range of ports used by the requests that you want to block. Valid
values: 1to 65535.

@ Note Make sure that the port ranges of two port blocking
rules that have the same protocol and port type do not overlap.

The action that is triggered by requests that use the specified protocol
and ports. The value is fixed as Block.

For more information about the recommended configurations of the Source Port Blocking
policy, see Recommended configurations for the Source Port Blocking policy.

Click OK.

Afteryou add a port blocking rule, the rule automatically takes effect. Requests that use the

specified protocol and ports are denied. You can manage configured port blocking rules in the
Configure Source Port Blocking panel. For example, you can click Edit or Delete to edit or
delete a port blocking rule.

8. (Optional)Configure the Blacklist and Whitelist policy.

To configure the Blacklist and Whitelist policy, performthe following steps:
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i. Onthe Policy Configuration tab, click Configure for the Blacklist and Whitelist option.

Blacklist and Whitelist

Block or allow the requests from source IP addresses

|F addresses in the blacklist: 1/1P address in the
L Configure
whitelist: O

ii. Inthe Blacklist and Whitelist panel, clickAdd IP Addresses.

ii. Inthe Add IP Addresses dialog box, configure the blacklist and whitelist.
You can add a maximum of 10,000 IP addresses to the blacklist and a maximum of 10,000 IP
addresses to the whitelist. You must separate multiple IP addresses with spaces or line feeds.

Add IP Addresses X

Blacklist Whitelist

€@ You can add a maxmium of 10000 IP addresses. Currently, you can add 9999 IP addresses.

iv. Click OK.
After you configure the Blacklist and Whitelist policy, the policy immediately takes effect.
Requests fromthe IP addresses that are included in the blacklist are denied, and requests from
the IP addresses that are included in the whitelist are allowed. You can manage the configured
blacklist and whitelist in the Blacklist and Whitelist panel. For example, you can click Delete
to delete an IP address or click Clear to clear the blacklist or whitelist.

9. (Optional)Configure the Byte-Match Filter policy.

To configure the Byte-Match Filter policy, perform the following steps:
i. Onthe Policy Configuration tab, click Configure for the Byte-Match Filter option.

Byte-Match Filter

il -~

Aatrh Futas Far +h [P S merific narkete ¥4 b \
atch bytes for the conte pecific packets to block o

L
(i)
—t
I
~

allow the requests when the instance is s

Configure
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ii. Inthe Configure Byte-Match Filter panel, click Add.
@ Note You can add a maximum of eight Byte-Match Filter rules.

ii. Inthe Add Byte-Match Filter Rule dialog box, configure the following parameters.
Add Byte-Match Filter Rule

* Protocol

TCP hd

* Source Port Range

0 — 65535

* Destination Port Range

0 — 65535

Enter a port number that ranges from 0 to 63535. This value cannot be empty.

* Packet Length Range

Enter a number that ranges from 1 to 1500. The maximum packet length must be greater than the

minimum packet length. This value can not be empty

Offset )
0

Payload

Enter a hexadecimal string that starts with 0x.

* Action
Allow A
Cancel
Parameter Description
Protocol The type of the protocol. Valid values: TCP and UDP.
Source Port Range The range of source ports. Valid values: 1 to 65535.

Destination Port
Range The range of destination ports. Valid values: 1 to 65535.

Packet Length The range of packet lengths. Valid values: 1 to 1500. Unit: bytes.

Range

The offset of bytes in UDP or TCP packets. Valid values: 0 to 1500. Unit:
Offset bytes.

If you set the offset to 0, the system starts matching from the first byte.
payload The matching payload of UDP or TCP packets. You must enter a

hexadecimal string that starts with 0x.
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Parameter Description

The action that is triggered by the matching requests. Valid values:
Allow, Block, Limit Bandwidth of Source IP Address, and Limit
Bandwidth of Session.

Action If you select Limit Bandwidth of Source IP Address or Limit
Bandwidth of Session, you must specify Bandwidth. Valid values of
Bandwidth: 1 to 100000.
iv. Click OK.

After you configure the Byte-Match Filter policy, the policy automatically takes effect.
Requests that meet the rules are denied, allowed, or limited based on the policy. You can
manage the configured Byte-Match Filter rules in the Configure Byte-Match Filter panel. For
example, you can click Edit, Delet e, Move Down, or Move Up to manage the rules.

@ Note Youcan adjust the order of rules for better management. The adjustment
does not affect the rules.

Recommended configurations for the Source Port Blocking policy

We recommend that you configure the Source Port Blocking policy based on the following description
and your business requirements. For more information, see Configure the Source Port Blocking policy.

e If your cloud services that are protected by Anti-DDoS Origin Enterprise do not provide UDP services,
we recommend that you block all source UDP ports.

The following figure shows the port configuration.

Configure Source Port Blocking

@ The port ranges of two port blacking rules that use the same protocol and port type cannot overlap. You can add a maximum of eight port

blocking rules.

Protocol Type Start Port End Port Actions Actions.

| ubr Source Port 1 65535 Block Edit | Delete

e [f your cloud services that are protected by Anti-DDoS Origin Enterprise provide UDP services, we
recommend that you block the common source ports that are exploited by UDP reflection attacks.
The ports include ports 1to 52, ports 54 to 161, port 389, port 1900, and port 11211.
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The following figure shows the port configuration.

Configure Source Port Blocking

@ The port ranges of two port blocking rules that use the same protacol and port type cannot overlap. You can add a maximum of eight port

blocking rules.

Protocol Type Start Port End Port Actions
uop Source Port 1 52 Block
uop Source Port 54 161 Block
uop Source Port 389 380 Block
uop Source Port 1900 1900 Block
uor Source Port 1mzn 121 Block

Actions

Edit | Delete
Edit | Delete
Edit | Delete
Edit | Delete
Edit | Delete
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11.Mitigation analysis (public
preview)
11.1. Enable mitigation analysis

Anti-DDoS Origin Enterprise provides the mitigation analysis feature. The feature is free of charge and
under public preview. You can use this feature to query and analyze mitigation logs and view mitigation
reports. This topic describes how to enable the mitigation analysis feature of an Anti-DDoS Origin
Enterprise instance.

Prerequisites
An Anti-DDoS Origin Enterprise instance in mainland China is purchased.

For more information, see Purchase an Anti-DDoS Origin Enterprise instance.

Procedure
1.
2
3.
4. (Optional)if you use the feature forthe first time, you must complete RAM authorization. If you
have already completed RAM authorization, skip this step.
i. ClickAuthorize Now.

ii. Onthe Cloud Resource Access Authorization page, click Confirm Authorization Policy.

iii. Afterthe authorizationis completed, go backto the Mitigation Analysis (Beta) page and
refresh the page.

5. Onthe Mitigation Analysis (Beta) page, select an Anti-DDoS Origin Enterprise instance and click
Upgrade Now.

6. Onthe Upgrade/Downgrade page, select On for Mitigation Analysis (Beta).
7. Read and select Anti-DDoS Origin Terms of Service, and click Buy Now.

8. Complete the payment.
@ Note The mitigation analysis feature is free of charge and under public preview.

Afteryou complete the payment, you must manually enable this feature to start analysis.

9. Onthe Mitigation Analysis (Beta) page, clickEnable Now.
Afterthe feature is enabled, the Anti-DDoS Origin Enterprise instance collects mitigation log data,
which is stored in Log Service. This way, you can query and analyze mitigation logs and view
mitigation reports. To enable or disable the feature, you can turn on or off Status.

What's next

e Query mitigation logs

e View mitigation reports
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11.2. Query mitigation logs

After you enable the mitigation analysis feature, you can query and analyze mitigation logs that record
the events of an Anti-DDoS Origin Enterprise instance. The events cover traffic scrubbing, blackhole
filtering, and traffic rerouting.

Prerequisites

The mitigation analysis feature is enabled. For more information, see Enable mitigation analysis.

Query and analyze mitigation logs

1.
2.
3.
4. Onthe Mitigation Analysis (Beta) page, select an Anti-DDoS Origin Enterprise instance.

@ Note To query the mitigation logs, you must turn on Status for the mitigation analysis
feature. For more information about how to enable the feature, see Enable mitigation analysis.

Mitigation Analysis (Beta)

||nstan:e (8RR A | Mitigation Logs Mitigation Reports Status ()

@ ddosbgp-logstore ® 15 Minutes(Relative) ¥  [IEFRERE S Save as Alert
v ‘ 1 instance_id:“ddosbgp- - fey - ] | Search & Analyze
0

16:57:51 17:00:15 17:02:45 17:05:15 17:07:45 17:10:15 17:12:36
Log Entries:0) Search StatusiThe results are accurate.
Raw Logs Graph
Quick Analysis
- Q (@ The specified query did net return any results. When no results have been found, you can try the following:

| _topic__ @ 1. Modify the Date Range
| cata_type @ 2. Optimize Query Conditions
| destination_ip ® To learn more about query statements, see:Search Syntax.
| event time - Use General Query terms containing the foo prefix. foo®

Search i -
| event_type
Use Full-text
. Query logs with fields containing foot. foot
| instance_id @ Query vies 9

ge:| 20 v Previous Page .

5. Enter a query statement in the input field.

A query statement consists of a search statement and an analytic statement in the format of
Search statement|Analytic statement. For more information, see Search syntax and SQL syntax.

6. Inthe upper-right corner of the page, click Please Select and set a time range for the query.

You can specify a relative time range, time frame, or custom time range.

@ Note The query results contain logs that are generated 1 minute earlier or later than the
specified time range.
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7. ClickSearch & Analyze to view the query and analysis results.

Manage query and analysis results

Log Service displays query and analysis results in a log distribution histogram, on the Raw Logs tab, and
onthe Graph tab. Log Service allows you to perform operations on the results. For example, you can
configure alerts and create saved searches.

@ Note When you execute a query statement, only 100 lines of data is returned by default. You

can use a LIMIT clause to specify the number of lines that can be returned. For more information,
see LIMIT clause.

e Log distribution histogram

The log distribution histogram shows the distribution of returned logs in different periods of time.

N B0 5vinuesReate) - JESIERPLHCENCRAN

Start AtFeb 24, 2022, 14:24:00
End Time:Feb 24, 2022, 14:24:30
o Oceurrences:
141615 1418115 142015

14:26:15 14:28:15 14:30:15

3.327 The results are accurate.

o When you move the pointer over a green rectangle, you can view the period of time that is
represented by the rectangle and the number of returned logs within the period.

o If you click a green rectangle, you can view log distribution at a finer-grained level. In addition, you
can view the returned logs within the period of time on the Raw Logs tab.

e Raw Logstab

The Raw Logs tab displays the logs that are queried. You can clickthe Table orRaw Data tabto
view the logs and performthe following operations:

Raw Logs Graph LogReduce

Quick Analysis i New Line @D Time = ltems per page: 20V - 2| 3 4 | 62 |> Goto Page View
Search by field Q 1 Feb 23, 15:24:46
e - ¥ content: {}
@timestamp : "2022-02-23707:24:45.736Z"
@metadata » @netadata: {}
status oK™
content & query : "POST /logstores/general-db-logstore/shards/1b"
@metadata beat BIES: “http

» host: {}
> agent: {}
> url: {}

» http: {3

content v

@metadata.type

o Quick Analysis: You can analyze the distribution of a field within a period of time. For more
information, see Quick analysis.

You can clickthe : iconto specify whether to show the names or aliases of fields. You can create
aliases when you configure indexes. For example, if the alias of host_name is host, host is displayed
in the Quick Analysis list after you select Show Field Aliases.

@ Note If afield does not have an alias, the name of the field is displayed in the Quick
Analysis list even if you select Show Field Aliases.
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o Context query: Onthe Raw Data tab, you can find a log and clickthe [Q] iconto query the

context information about the log in the raw log file. For more information, see Context query.

@ Note Youcan perform context query only on the logs that are collected by Logtail.

o LiveTail: Onthe Raw Data tab, you can find a log and clickthe [} icon to monitor logs in real time

and extract important information fromthe logs. For more information, see LiveT ail.

@ Note You can use LiveTail only onthe logs that are collected by Logtail.

o Tag Configurations: On the Raw Data tab, you can clickthe (& icon and select Tag

Configurations to hide less important fields.

2 Feb23,15:24:44 ) [Q [ ++- > | @17 120 Bizb dtutz

¥ content: {}
@timestamp : "2822-82-23T87:24:43.826Z2"
b @metadata: {}

o Column Settings: On the Table tab, you can clickthe (©; icon and select Column Settings to

specify the columns that you want to display in the table. The column names are field names, and
the column content is field values.

Column Settings X
Default Configurations +Add
Configuration Details
¥i_source__ __tag_:_receive_ti-
__tag_:_receive_time__ Add __topic__

body_bytes_sent
client_ip
host A4

= 1/2items 33 items

o JSON Configurations: Onthe Table orRaw Data tab, you can clickthe (; icon and select JSON
Configurations to specify the level for JSON expansion.

o Event Settings: Onthe Table orRaw Data tab, you can clickthe (@ icon and select Event
Settings to configure events for raw logs. For more information, see Configure events.

o Log Download: Onthe Table orRaw Data tab, you can clickthe . iconto download logs. You

can specify the tool that is used to download logs and the range of logs to download. For more
information, see T H .

e Graphtab

Afteryou execute a query statement, you can view the query and analysis results on the Graph tab.
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o View query and analysis results: Log Service renders the results of the query statement to charts.
Log Service provides various types of charts, such as tables, line charts, and column charts. For
more information, see Chart overview.

o Add a chart to a dashboard: Log Service provides dashboards on which you can analyze data in
real time. You can click Add to New Dashboard to save the query and analysis results as a chart
to a dashboard. For more information, see T4l {LAEEIA,

o Configure interactive events: Interactive events are important for data analysis. You can use
interactive events to switch between the levels of data dimensions and the analysis granularities
to obtain more detailed information. Interactive events include events to open a Logstore, open
quick analysis, open a dashboard, open trace analysis, open trace details, and customize an HTTP
link. For more information, see Drill-down events.

e LogReducetab

Onthe LogReduce tab, you can clickEnable LogReduce to cluster similar logs during log
collection. For more information, see LogReduce.

e Alerting

On the query and analysis page, you can choose Save as Alert > New Alert to configure alerts
based on the query and analysis results. For more information, see Configure an alert monitoring rule in
Log Service.

e Saved search

On the query and analysis page, you can click Save Search to save a query statement as a saved
search. For more information, see Saved search.

11.3. View mitigation reports

After you enable the mitigation analysis feature, you can view mitigation reports on the DDoS BGP
Mitigation Report and DDoS BGP Events Report tabs.

Prerequisites

The mitigation analysis feature is enabled. For more information, see Enable mitigation analysis.

Procedure
1.
2.
3.

4. Onthe Mitigation Analysis (Beta) page, select an Anti-DDoS QOrigin Enterprise instance and click
Mitigation Reports.

@ Note To view the mitigation reports, you must turn on Status for the mitigation analysis
feature. For more information about how to enable the feature, see Enable mitigation analysis.
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oM itigation Analysis (Beta)

Instance [ v | IR | \itigation Reports sets @)
(5 DDoS BGP Wit (S DDos 8GP Even
=
@ DDoS BGP Mitigation Report ddosbgp-project- -en-hangzhou @ Please Select ¥ [ Subscribe ) Refresh Reset Time

Filter: | instance.id:"ddosbgp-

5. Clickthe tab for areport that you want to view. The tabs include:

o DDoS BGP Mitigation Report: records Inbound Traffic Monitor, Inbound Traffic Monitor (sort
by scrubbing centers), Inbound Traffic Monitor (sort by flow types), Pkt Chk, syn cookie, SrcChk,
FDR, DipRate, SrcRate, L7 Filter, L4 Filter, DFPDR, DnsChk, IpDR, AntiT cp, AntiUdp, and
AntiOtherTcp.

o DDo0S BGP Events Report: records statistics on DDoS events.
6. Inthe upper-right corner of the page, click Please Select and set a time range for query.

You can specify a relative time range, time frame, or custom time range.

@ Note The query results contain reports that are generated 1 minute earlier or later than
the specified time range.

7. View the mitigation reports.

11.4. Fields in logs

This topic describes all fields in the logs of Anti-DDoS Origin.
The fields are classified into the following types:

e Event fields: record information about the events that occur on the protected assets. The events
include traffic scrubbing, blackhole filtering, and on-demand protection. The information includes
the time at which the events occurred and the status of the events.

e Traffic detection fields: record information about the traffic that is generated on the protected
assets. The information includes the transmission rate of inbound traffic and the packet forwarding
rates of different types of data packets.

e Traffic scrubbing fields: record information about the traffic that is denied or allowed by different
mitigation policies during traffic scrubbing.

Event fields

Field Description Example value
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Field Description Example value
The data type. Valid values:
® Global SC_Detection: indicates data about the traffic that is
forwarded by the traffic scrubbing center of Anti-DDoS. The
traffic is protected by an on-demand instance.
e Global SC_Mitigation: indicates data about the traffic that is
scrubbed by the scrubbing center of Anti-DDoS. The traffic is Regional_SC_Mitig
data_type protected by an on-demand instance. ation
® Regional_SC_Detection: indicates data about the inbound
traffic of the region in which Alibaba Cloud assets reside.
® Regional_SC_Mitigation: indicates data about the scrubbed
traffic of the region in which Alibaba Cloud assets reside.
e event: indicates data about attack events.
event_time T.he time at Wh.ICh an event occurred. This value is a UNIX 1624434027
timestamp. Unit: seconds.
The type of an event. Valid values:
® mitigation_begin: A traffic scrubbing event begins.
event_type e mitigation_ended: A traffic scrubbing event ends. mitigation_begin
e Dblackhole_begin: A blackhole filtering event begins.
e plackhole_ended: A blackhole filtering event ends.
ddosbgp-cn-
instance_id The ID of the Anti-DDoS Origin instance. 05bgP C*T**
n6w203qg
The IP f hat i he Anti-DD
i .e‘ .address of an asset that is protected by the Anti-DDoS 39.XX.XX.23
Origin instance.
kbps_in The bandwidth of inbound traffic. Unit: Kbit/s. 1000
new_con The number of new connections. 1000
Th ket f i te of i traffic. Unit: ket
pps_in e packet forwarding rate of inbound traffic. Unit: packets 1000
per second.
qps The number of queries per second (QPS). Unit: QPS. 1000
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Field

scrubbing_center

subnet

user_id

Description

The region where the traffic scrubbing center resides. Valid
values:

e us_west: US (Virginia)

e us_east: US (Silicon Valley)

e frankfurt: Germany (Frankfurt)

® hk: China (Hong Kong)

® singapore: Singapore (Singapore)
® malaysia: Malaysia (Kuala Lumpur)
® uk: UK (London)

® japan: Japan (Tokyo)

e total_summary: all regions

® assets_base_region: the region where the asset resides

The CIDR block for on-demand protection.

The ID of an Alibaba Cloud account.

Traffic detection fields

Field

P

Time

Kbpsin

KbpsOut

Ppsin

PpsOut

PpsinSyn

PpsinSynack

PpsInFin

Description
The source IP address.

The point in time at which the log entry about traffic detection
was generated. This value is a UNIX timestamp. Unit: seconds.

The bandwidth of inbound traffic at the point in time. Unit:
Kbit/s.

The bandwidth of outbound traffic at the point in time. Unit:
Kbit/s.

The forwarding rate of all inbound packets at the point in time.

Unit: packets per second.

The forwarding rate of all outbound packets at the point in
time. Unit: packets per second.

The forwarding rate of inbound SYN packets at the point in
time. Unit: packets per second.

The forwarding rate of inbound SYN-ACK packets at the point
in time. Unit: packets per second.

The forwarding rate of inbound FIN or RST packets at the point
in time. Unit: packets per second.

Example value

us_west

T.XX.XX.1/24

170457416359****

Example value

T.XX.XX.1

1624434027

1000

1000

1000

1000

1000

1000

1000
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Field

PpsinHttpReq

PpsinHttpResp

PpsinHttpFlags

Ppsinicmp

PpsinDns

PpsinUdprisk

PpsinUdpunknown

Description

The forwarding rate of inbound TCP packets at the point in
time. Unit: packets per second. The TCP packets must meet all
the following conditions:

e The TCP packets are not SYN, SYN-ACK, FIN, or RST packets.
e The destination port is 80, 3128, 8080, or 8088.

® The TCP packets contain payloads. The first four bytes of
the payloads in HTTP packets are GET, PUT, HEAD, or POST.

The forwarding rate of inbound TCP packets at the point in
time. Unit: packets per second. The TCP packets must meet all
the following conditions:

® The TCP packets are not SYN, SYN-ACK, FIN, or RST packets.
e The destination port is 80, 3128, 8080, or 8088.

® The TCP packets contain payloads. The first four bytes of
the payloads in HTTP packets are HTTP.

The forwarding rate of inbound TCP-ACK packets at the point in
time. Unit: packets per second. The TCP-ACK packets are not
SYN, SYN-ACK, FIN, or RST packets.

The forwarding rate of inbound ICMP packets at the point in
time. Unit: packets per second.

The forwarding rate of inbound DNS packets at the point in
time. Unit: packets per second. The DNS packets are forwarded
over UDP, and the source or destination port of the packets is
53.

The forwarding rate of packets that use a vulnerable source
UDP port at the point in time. Unit: packets per second.

The forwarding rate of inbound UDP packets at the point in
time. Unit: packets per second. The forwarding rate of the UDP
packets indicated by this field does not include that indicated
by the PpsinDns field. The UDP packets are forwarded over UDP,
but the source or destination port of the packets is not 53.

Traffic scrubbing fields

Field

instance_id

time

destination_ip

Description

The ID of the Anti-DDoS Origin instance.

The point in time at which the log entry about traffic scrubbing
was generated. This value is a UNIX timestamp. Unit: seconds.

The destination IP address.

Example value

1000

1000

1000

1000

1000

1000

1000

Example value

ddosbgp-cn-
V641is26****

1624434027

123.XX.XX.169

59
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Field Description Example value
The destination port. Valid values:
e gl (default): indicates the data of all ports
port e Specific port: indicates the data of a specific port, such as 80
port 80

total_traffic_in_bp The total number of bytes in all types of packets that are

. 8000
s scrubbed. Unit: byte per second.
total_traffic_drop The total number of bytes of all types of packets that are 800
_bps scrubbed and discarded. Unit: byte per second.
total_traffic_in_pp The forwarding rate of all types of inbound packets. Unit: 1000
s packets per second.
total_traffic_drop The forwarding rate of all types of packets that are discarded. 1000
_pps Unit: packets per second.
pps_types_in_tcp_ The forwarding rate of inbound TCP packets. Unit: packets per 100
pps second.
pps_types_in_udp The forwarding rate of inbound UDP packets. Unit: packets per 1000
_pps second.
pps_types_in_icm The forwarding rate of inbound ICMP packets. Unit: packets per 1000
p_pps second.
pps_types_in_syn_ The forwarding rate of inbound SYN packets. Unit: packets per 1000
pps second.
pps_types_in_ack_ The forwarding rate of inbound ACK packets. Unit: packets per 1000
pps second.
pps_types_in_syna The forwarding rate of inbound SYN-ACK packets. Unit: packets 1000
ck_pps per second.
pps_types_in_finrs The forwarding rate of inbound FIN or RST packets. Unit: 1000
t_pps packets per second.
pps_types_in_dns_ The forwarding rate of inbound DNS packets. Unit: packets per 1000
pps second.
pps_types_drop_t The forwarding rate of the TCP packets that are discarded. 1000
cp_pps Unit: packets per second.
pps_types_drop_u The forwarding rate of the UDP packets that are discarded. 1000
dp_pps Unit: packets per second.
pps_types_drop_ic The forwarding rate of the ICMP packets that are discarded. 1100
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Field

pps_types_drop_s
yn_pps

pps_types_drop_a
ck_pps

pps_types_drop_s
ynack_pps

pps_types_finrst

pps_types_dns

policy packet che
cking_acct_pps

policy_packet_che
cking_drop_pps

policy_dns_retrans
mission_authentic
ation_drop_pps

policy dns_retrans
mission_authentic
ation_acct_pps

policy_source_ip_a
uthentication_succ
eed_pps

policy_source_ip_a
uthentication_chec
ked_pps

policy source_ip_a
uthentication_acct
_pps

policy_source_ip_a
uthentication_dro
p_pps

policy_source_ip_r
ate_limitation_dro
p_syn_pps

Description

The forwarding rate of the SYN packets that are discarded.
Unit: packets per second.

The forwarding rate of the ACK packets that are discarded.
Unit: packets per second.

The forwarding rate of the SYN-ACK packets that are
discarded. Unit: packets per second.

The forwarding rate of the FIN or RST packets that are
discarded. Unit: packets per second.

The forwarding rate of the DNS packets that are discarded.
Unit: packets per second.

The forwarding rate of the packets that are allowed by the
default packet checking policy. Unit: packets per second.

The forwarding rate of the packets that are denied by the
default packet checking policy. Unit: packets per second.

The forwarding rate of the packets that are denied by the
default first-packet-dropping policy of a domain name. Unit:
packets per second.

The forwarding rate of the packets that are allowed by the
default first-packet-dropping policy of a domain name. Unit:
packets per second.

The forwarding rate of the packets that pass the check by the
default source IP address-based authentication policy. Unit:
packets per second.

The forwarding rate of the packets that are being checked by
the default source IP address-based authentication policy Unit:
packets per second.

The forwarding rate of the packets that are allowed by the
default source IP address-based authentication policy. Unit:
packets per second.

The forwarding rate of the packets that are denied by the
default source IP address-based authentication policy. Unit:
packets per second.

The forwarding rate of the SYN packets that are denied by the
default source IP address-based throttling policy. Unit: packets
per second.

Example value

1000

1000

1000

1000

1000

1000

1000

1000

100

1000

1000

1000

1000

1000
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Field

policy_source_ip_r
ate_limitation_dro
p_con_max_pps

policy_source_ip_r
ate_limitation_dro
p_con_rate_pps

policy_source_ip_r
ate_limitation_dro
p_udp_rate_pps

policy_source_ip_r
ate_limitation_dro
p_tcpack_rate_pp
s

policy source_ip_r
ate_limitation_dro
p_tcpsynack_rate_
pps

policy_destination
_ip_rate_limitation
_drop_syn_rate

policy_destination
_ip_rate_limitation
_drop_udp_rate

policy destination
_ip_rate_limitation
_drop_ack_rate

policy_destination
_ip_rate_limitation
_drop_icmp_rate

policy_destination
_ip_rate_limitation
_drop_other_rate

policy_destination
_ip_rate_limitation
_drop_synack_rate

Description

The forwarding rate of the packets that are denied by the
default source IP address-based throttling policy for concurrent
connections. The packets are denied because the number of
concurrent connections initiated from the source IP addresses
exceeds the maximum number of concurrent connections
allowed in the policy. Unit: packets per second.

The forwarding rate of the packets that are denied by the
default source IP address-based throttling policy for concurrent
connections. The packets are denied because the connection
rate of concurrent connections initiated from the source IP
addresses exceeds the maximum connection rate allowed in
the policy. Unit: packets per second.

The forwarding rate of the packets that are denied by the
default source IP address-based throttling policy for UDP
packets. Unit: packets per second.

The forwarding rate of the packets that are denied by the
default source IP address-based throttling policy for ACK
packets. Unit: packets per second.

The forwarding rate of the packets that are denied by the
default source IP address-based throttling policy for SYN-ACK
packets. Unit: packets per second.

The forwarding rate of the SYN packets that are denied by the
default source IP address-based throttling policy Unit: packets
per second.

The bandwidth of the UDP packets that are denied by the
default destination IP address-based throttling policy. Unit:
packets per second.

The bandwidth of the ACK packets that are denied by the
default destination IP address-based throttling policy. Unit:
packets per second.

The bandwidth of the ICMP packets that are denied by the
default destination IP address-based throttling policy. Unit:
packets per second.

The forwarding rate of the packets that are denied by the
default destination IP address-based throttling policy. Unit:
packets per second. The packets exclude UDP, ICMP, TCP-SYN,
TCP-SYN-ACK, and TCP-ACK packets.

The forwarding rate of the SYN-ACK packets that are denied by
the default destination IP address-based throttling policy. Unit:
packets per second.

Example value

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000
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Field

policy_layer_4 filt
er_l4 filiter_drop_
pps

policy_layer_4 filt
er_l4 filiter_acct_n
um

policy_layer_4 filt
er_l4_filite_drop_r
ule_1_pps

policy layer_4 filt
er_l4 _filite_drop_r
ule_2 pps

policy_layer_4 filt
er_l4 filite_drop_r
ule_3 pps

policy_layer_4 filt
er_l4 filite_drop_r
ule_4_pps

policy_layer_4 filt
er_l4_filite_drop_r
ule_5_pps

policy_layer_4_filt
er_l4 _filite_drop_r
ule_6_pps

policy_layer_4 filt
er_l4 filite_drop_r
ule_7_pps

policy_layer_4 filt
er_l4_filite_drop_r
ule_8 pps

policy_dns_domai
n_authentication_s
ucc_domain_pps

Description

The forwarding rate of the packets that are denied by all
fingerprint filtering policies. Unit: packets per second. You can
customize the fingerprint filtering policies in Mitigation
Settings.

The forwarding rate of the packets that are allowed by all the
policies in the module of fingerprint filtering policies. Unit:
packets per second. You can customize the module of
fingerprint filtering policies in Mitigation Settings.

The forwarding rate of the packets that are denied by the first
fingerprint filtering policy in the module of fingerprint filtering
policies. Unit: packets per second. You can customize the
fingerprint filtering policy in Mitigation Settings.

The forwarding rate of the packets that are denied by the
second fingerprint filtering policy in the module of fingerprint
filtering policies. Unit: packets per second. You can customize
the fingerprint filtering policy in Mitigation Settings.

The forwarding rate of the packets that are denied by the third
fingerprint filtering policy in the module of fingerprint filtering
policies. Unit: packets per second. You can customize the
fingerprint filtering policy in Mitigation Settings.

The forwarding rate of the packets that are denied by the
fourth fingerprint filtering policy in the module of fingerprint
filtering policies. Unit: packets per second. You can customize
the fingerprint filtering policy in Mitigation Settings.

The forwarding rate of the packets that are denied by the fifth
fingerprint filtering policy in the module of fingerprint filtering
policies. Unit: packets per second. You can customize the
fingerprint filtering policy in Mitigation Settings.

The forwarding rate of the packets that are denied by the sixth
fingerprint filtering policy in the module of fingerprint filtering
policies. Unit: packets per second. You can customize the
fingerprint filtering policy in Mitigation Settings.

The forwarding rate of the packets that are denied by the
seventh fingerprint filtering policy in the module of fingerprint
filtering policies. Unit: packets per second. You can customize
the fingerprint filtering policy in Mitigation Settings.

The forwarding rate of the packets that are denied by the
eighth fingerprint filtering policy in the module of fingerprint
filtering policies. Unit: packets per second. You can customize
the fingerprint filtering policy in Mitigation Settings.

The forwarding rate of the packets that pass the check based
on the default domain-based authentication policy. Unit:
packets per second.

Example value

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000
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Field

policy_dns_domai
n_authentication_f
ail_domain_pps

policy_dns_domai
n_authentication_

drop_pps

policy_dns_domai
n_authentication_
acct_pps

policy_syn_cookie_

succ_check_pps

policy_syn_cookie_

fail_check_pps

policy_syn_cookie_

drop_pps

policy_syn_cookie_

rebound_check pp
s

policy_syn_cookie_

acct_pps

policy_udp_defens
e_drop_pps

policy_antiothertc
p_drop_pps

policy_antiothertc
p_acct_pps

policy_antitcp_dro
p_tcp_pps

policy_antitcp_dro
p_ack_pps

policy_retransmiss
ion_authentication
_acct_pps

policy _retransmiss
ion_authentication
_drop_pps

Description

The forwarding rate of the packets that fail the check based on
the default domain-based authentication policy. Unit: packets
per second.

The forwarding rate of the packets that are denied by the
default domain-based authentication policy. Unit: packets per
second.

The forwarding rate of the packets that are allowed by the
default domain-based authentication policy. Unit: packets per
second.

The forwarding rate of the packets that pass the check based
on the default SYN cookie-based policy. Unit: packets per
second.

The forwarding rate of the packets that fail the check based on
the default SYN cookie-based policy. Unit: packets per second.

The forwarding rate of the packets that are denied by the
default SYN cookie-based policy. Unit: packets per second.

The forwarding rate of the packets that are reversely verified
by the default SYN cookie-based policy. Unit: packets per
second.

The forwarding rate of the packets that are allowed by the
default SYN cookie-based policy. Unit: packets per second.

The forwarding rate of the packets that are denied by the
default UDP protection policy. Unit: packets per second.

The forwarding rate of the packets that are denied by other
default TCP protection policies. Unit: packets per second.

The forwarding rate of the packets that are allowed by other
default TCP protection policies. Unit: packets per second.

The forwarding rate of all TCP packets that are denied by the
default TCP protection policy. Unit: packets per second.

The forwarding rate of all ACK packets that are denied by the
default TCP protection policy. Unit: packets per second.

The forwarding rate of the packets that are allowed by the
default first-packet-dropping policy. Unit: packets per second.

The forwarding rate of the packets that are denied by the
default first-packet-dropping policy. Unit: packets per second.

Example value

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000

1000
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12.Black hole policies
12.1. View the duration of blackhole
filtering

If blackhole filtering is triggered on a server that encounters distributed denial of service (DDoS) attacks,
access to the public IP address of the serveris blocked for a specific duration and resumes after the
duration expires. The default duration of blackhole filtering varies based on the region where an asset
resides. The actual duration varies based on the severity of attacks that the asset encounters. You can
view the actual duration for your asset in the Anti-DDoS console.

Context

The default duration of blackhole filtering is 2.5 hours. The actual duration varies from 30 minutes to 24
hours based on the attack severity. The duration for blackhole filtering changes based on the following
factors:

e The duration of attacks. If an attack lasts for a long time, the duration of blackhole filtering is
extended.

e The frequency of attacks. The first time an asset encounters an attack, the duration of blackhole
filtering is shortened. If the asset is frequently attacked, it may suffer from continuous attacks. In this
case, the duration of blackhole filtering is extended.

The actual duration and blackhole triggering threshold in the Anti-DDoS console shall prevail. To view
the information, perform the operations in this topic.

@ Note

e If an asset triggers blackhole filtering too frequently, Alibaba Cloud may further extend the
duration of blackhole filtering and lower the threshold to trigger blackhole filtering for the
asset.

e Blackhole filtering is a service that Internet service providers (ISPs) provide for Alibaba Cloud.
ISPs have strict limits on the time to deactivate blackhole filtering. In most cases, the
duration of blackhole filtering is greater than or equal to 30 minutes. In addition, the
duration is automatically adjusted as the security credit score of your account changes.

For more information about the blackhole filtering policy of Alibaba Cloud, see Blackhole filtering policy
of Alibaba Cloud.

Procedure

1.
2.

3. Onthe Assets page, view the protection descriptions in the DDoS Attack Protection
Information section.

The time that follows Blackholing Disabled At inthe DDoS Attack Protection Information
section indicates the duration of blackhole filtering for assets in the current region.
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Assets

DDoS Attack Protection Information

When the IP suffer DDoS aftack bandwidth than cleaning threshold, alibaba will begin to attack the flow of clean as possible and to protect your
business available.

If the attack bandwidth is below the basic protection threshold, you can clean the attack traffic for free. The Default Basic Protection Threshold
varies according to the IF addre cat

cation.

When you att b tack IP into Blackholing IE-acI-.I': ing Disabled AL: 150 I
Minute(s)) stat commend 1se Anti-DDoS Pro to enhance attack protection.Learn More

12.2. View the time when a black hole
is enabled for an instance and the
reason for enabling the black hole

In the Anti-DDoS Pro console, you can view a list of black hole events for all assets that belong to an
account. For example, you can view the time point when a black hole is enabled for an asset and a list
of IP addresses from which attacks originate.

Context

The public IP address of an Elastic Compute Service (ECS) or Server Load Balancer (SLB) instance may
experience a large number of distributed denial of service (DDoS) attacks. If the throughput of these
attacks exceeds the predefined black hole triggering threshold, all traffic to the public IP address is
routed to a black hole. Your businesses are no longer accessible by clients because all exterior traffic is

dropped.

The black hole triggering threshold for an instance changes based on the region where the instance
resides. For more information about black holes, see Blackhole filtering policy of Alibaba Cloud.

Procedure

1.
2.

3. Clickthe ECS, SLB, or EIP (including NAT)) tab and select an asset for which you want to
configure a traffic scrubbing threshold.

@ Note OntheOthers tab, you can configure on-demand Anti-DDoS Origin instances. You
cannot configure traffic scrubbing on this tab. For more information about on-demand Anti-
DDoS Origin instances, see Enable traffic rerouting to an on-demand instance.

4. Inthe IP address list, click the IP address for which you want to configure a traffic scrubbing
threshold in the IP/Remark column.

| ECS SLB EIP (including NAT; Others |

| Instance 1D Q |

IP/Remark Status §7 Protection Capacity Cleaning Trigger Value

® Normal BEPS 1000M | PPS 300.00K
2.200G

5. OntheInstance Details page, view a list of historical black hole events where the Event is Black
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Hole and view the peaktraffic for each attack.

The Start time and End time of a black hole event are displayed.

@ Note If no black hole or scrubbing event for an asset exists, no result is displayed in the
event list.

6. (Optional)in the Operation column of the target event, click Download. You can use the
downloaded packet file forthe attack event as evidence of criminal activity. You can send the
evidence to the Internet Crime Reporting Center.

12.3. Connect to an ECS instance for
which blackhole filtering is triggered

This topic describes how to connect to an ECS instance for which blackhole filtering is triggered from
another ECS instance that resides in the same region.

Context

If your ECS instance encounters a volumetric attack that triggers blackhole filtering, all Internet traffic
to the ECS instance is blocked. However, you can still access the ECS instance from Alibaba Cloud
services that are in the same region as this ECS instance.

Therefore, after blackhole filtering is triggered for an ECS instance, you can connect to it from another
ECS instance in the same region.

Procedure

1. Log onto anormal ECS instance that is in the same region as the ECS instance for which blackhole
filtering is triggered.

@ Note These two ECS instances must be in the same VPC and be able to communicate
with each other. Make sure that communication is not blocked by security group rules. For more
information, see Overview.

2. Use atool orthe command line interface to connect to the ECS instance for which blackhole
filtering is triggered.
Afterthe connection is successful, you can modify configuration files on this ECS instance or
transfer files to the normal ECS instance to which you log on.

12.4. Anti-DDoS Basic black hole
threshold for web hosting

The default black hole threshold for web hosting is as follows (unit: bps).
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@ Note For shared web hosting, the specific black hole threshold cannot be defined as multiple
web hosting may share one IP address. Additionally, the actual threshold must be lowerthan the
default threshold value. When a shared web hosting server triggers the black hole, all the other
servers that share IP address with this server becomes inaccessible. We strongly recommend that
you buy ECS instance if you give utmost importance to the security.

Region Web hosting threshold
China (Hangzhou) 5G

China (Qingdao) 5G

China (Shenzhen) 2G

China (Beijing) 2G

China (Shanghai) 2G

China (Hong Kong) 500 M

US West 500 M

Singapore 500 M

The black hole duration is the amount of time the triggered back hole lasts, 2.5 hours by default. The
actual black hole duration varies from 30 minutes to 24 hours, depending on attack intensity.
Additionally, the following factors are considered:

e Attack Continuity. The black hole duration is extended, if the attack continues.

e Attack Frequency. The black hole duration is shortened automatically when the ECS instance is
attacked forthe first time, but can be prolonged accordingly, if under frequent attacks.

@ Note If anECS instance triggers too many black holes, Alibaba Cloud Security reserves the
right to extend the black hole duration and lower its threshold. You can check the actual duration
and threshold information in Alibaba Cloud Anti-DDoS Basic console.

To get more powerful DDoS mitigation capacities, see Alibaba Cloud Anti-DDoS Pro.

12.5. Deactivate blackhole filtering

This topic describes how to deactivate blackhole filtering that has been triggered for an IP address that
is protected by Anti-DDoS Origin Enterprise.

Context

After you purchase an Anti-DDoS Origin Enterprise instance, you can deactivate blackhole filtering 100
times per month free of charge. In the validity period of your Anti-DDoS Origin Enterprise instance, the
number of times to deactivate blackhole filtering is automatically reset to 100 at the beginning of each
month.
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@ Note If the number of times in a month is not used up, the systemclears it by the end of the
month and does not add it to the number in the next month.

Before you manually deactivate blackhole filtering, check the time of automatic deactivation in the
Anti-DDoS Origin console. If the time is acceptable, we recommend that you wait for blackhole filtering
to be automatically deactivated. For more information, see View the duration of blackhole filtering.

Procedure

1.

2
3.
4

In the left-side navigation pane, choose Anti-DDoS Origin > Manage Instances.

. Onthe Manage Instances page, find the required instance and click Deactivate Black Hole in

the Actions column.

@ Note Youcandeactivate blackhole filtering only when blackhole filtering is triggered
forlP addresses protected by the instance. If blackhole filtering is not triggered, the
Deactivate Black Hole operation is not available in the console.

5. Onthe Protection Target tab, find a protected IP address that is in the Blackholing state and
click Deactivate Black Hole in the Actions column.
6. Inthe Deactivate Black Hole dialog box, view the remaining times that you can deactivate
blackhole filtering and click OK.
@ Note Blackhole filtering is a risk management policy used by the backend servers of
Alibaba Cloud. If your request to deactivate blackhole filtering fails, your deactivation times for
the day are not deducted.
Result

If an error message appears, the deactivation fails. You can wait and try again later. If no error message
appears, blackhole filtering is deactivated.

Related information

e DeleteBlackhole
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13.Best Practices

13.1. Configure alert notifications for
DDoS attack events

This topic describes how to configure alert notifications for blackhole filtering events and traffic
scrubbing events that occur on an Anti-DDoS Origin instance. After alert notifications are configured,
Alibaba Cloud notifies you of the latest DDoS attack events that occur on your Anti-DDoS Origin
instance. This allows you to handle exceptions and restore workloads at the earliest opportunity.

Description of alert notification channels
Anti-DDoS Origin supports the following alert notification channels:
o Message Center

Message Center is a message notification service that is provided for Alibaba Cloud accounts. You can
use Message Center to configure different types of notifications for Alibaba Cloud services. You can
enable Security Notice in Message Center. If security events are detected on your assets, Alibaba
Cloud sends alert notificationsto the specified contacts by using methods, such as internal messages
and emails.

e CloudMonitor

CloudMonitor monitors Internet applications and Alibaba Cloud resources. You can use CloudMonitor
to monitor DDoS attack events that occur on Anti-DDoS Origin instances. The DDoS attack events
include the following types of events:

o Blackhole filtering events: If the peak bandwidth of DDoS attacks exceeds the blackhole filtering
threshold specified for your asset, blackhole filtering is triggered on your asset.

o Traffic scrubbing events: If the traffic volume of DDoS attacks exceeds the traffic scrubbing
threshold, traffic scrubbing is triggered.

You can configure event alert rules for Anti-DDoS Origin. If CloudMonitor detects that DDoS attack
events occur on Anti-DDoS Origin instances, CloudMonitor sends alert notifications to the specified
contacts by using methods, such as emails and DingT alk. This way, you are notified of the latest
attack events and can handle exceptions at the earliest opportunity. For more information, see
Configure alert rules in CloudMonitor.

e Log Service

Anti-DDoS Origin Enterprise supports mitigation analysis based on traffic logs. After you enable
mitigation analysis for an Anti-DDoS Origin Enterprise instance, the instance collects the service traffic
and mitigation logs of the protected assets. You can view and analyze the logs. In addition, you can
create custom alert rules for specific service metrics based on the analysis results. If the service
metrics for the Anti-DDoS Origin Enterprise instance are abnormal, Log Service sends alert
notifications at the earliest opportunity.

For more information about how to configure alert rules in Log Service, see Configure an alert
monitoring rule in Log Service.

The following table compares the alert notification methods from different dimensions. You can
choose an alert notification method based on your business requirements.
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Configuratio
n
complexity

Flexibility

Notification
method

Reliability
and
timeliness

notified of attacks

Low

Low

Alerts can be reported at
the beginning and end of an
event.

® |nternal messages

® Emails

The reliability is extremely
high, and an alert
notification is sent within 5
minutes after the alert is
generated.

alert notifications of
important events

Medium

Medium

Alerts can be reported at
the beginning and end of an
event at this time.

® Emails

e Webhook

The reliability is high, and an
alert notification is sent 5 to
10 minutes after the alert is
generated.

. Anti-DDoS
actices
ltem Message Center CloudMonitor Log Service
Supported . . .
pp . . . Anti-DDoS Origin Enterprise
editions of Anti-DDoS Origin Enterprise ) . . )
) ) ) Anti-DDoS Origin Enterprise instances that have the
Anti-DDoS instances and Anti-DDoS . . ) )
. . . instances mitigation analysis feature
Origin Origin Basic instances
. enabled
instances
Enterprise-level alerting
scenarios in which you can
General alerting scenarios in configure items such as
General alerting scenarios in which you can use simple service metrics, alert
Scenarios which you need only to be filter conditions to receive policies, notification

methods, and content and
generate statistical reports
based on different

combinations of the items

High

High

Alerts can be reported at
the beginning and end of an
event based on traffic
thresholds or based on a
combination of conditions.

® Emails

e Webhook

The reliability is high, and an
alert notification is sent 5
to 10 minutes after the
alert is generated.

Configure alert notifications in CloudMonitor (available only for

Anti-DDoS Origin Enterprise)

If you have purchased an Anti-DDoS Origin Enterprise instance, you can performthe following steps to
configure alert notifications for DDoS attack events in the CloudMonitor console. If you use an Anti-

DDoS Origin Basic instance, we recommend that you use Message Centerto configure alert notifications.
You cannot configure alert notifications for an Anti-DDoS Origin Basic instance in the CloudMonitor

console.

1. Log onto the CloudMonitor console.

2. (Optional)Create an alert contact. If you have created a contact, skip this step.

i. Inthe left-side navigation pane, choose Alerts > Alert Contacts.

i. Onthe Alert Contacts tab, clickCreate Alert Contact.
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ii. Inthe Set Alert Contact panel, configure the parameters, drag the slider to complete
verification, and then click OK.

3. (Optional)Create an alert group. If you have created an alert group, skip this step.

@ Note CloudMonitor sends alert notifications only to an alert group. You can add one or
more alert contacts to an alert group.

i. Inthe left-side navigation pane, choose Alerts > Alert Contacts.
i. Onthe Alert Contact Group tab, clickCreate Alert Contact Group.

iii. Inthe Create Alert Contact Group panel, enter a group name in the Group Name field.
Select the alert contact that you create fromthe Existing Contacts section and add the
contact to the Selected Contacts section. Then, click Confirm.

4. Inthe left-side navigation pane, choose Alerts > Alert Rules.

5. Onthe page that appears, clickthe Event Alert tab. Onthe Event Alert tab, click Create Event
Alert.

6. Inthe Create / Modify Event Alert panel, configure the parameters and click OK.
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Create / Modify Event Alert p

Basic Infomation

® Alert Rule Mame

anti-ddos-origin-ddos-event

If the name of the alarm rule is the same, the existing rule will be
overridden
Event Alert

Event Type

(O] System Event () Custom Event

Preduct Type

Anti-DDoS Origin -

Event Type

All types % M

Event Level

CRITICAL % v

Event Name

ddosbgp_event_blackhole ¥ ddosbgp_event_clean %

Resource Range

@ All Resources () Application Groups

Alert Type

Alert Notification

Contact Group Delete

-

Netification Method

Info (Email ID+DingTalk Robot } -

+Add

I mms queue
[ Function service
OJ URL callback

] Log Service

“ Cance'

Section Parameter Description

Basic Alert Rule

. Enter a name for the alert rule.
Information Name

Event Type Select System Event.
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Section

Event Alert

Alert Type

Parameter

Product Type

Event Type

Event Level

Event Name

Resource
Range

Alert
Notification

MNS queue

Function
service

URL callback

Log Service

Description

Select Anti-DDoS Origin, which indicates Anti-DDoS Origin
Enterprise instances.

Select the type of event for which you want to receive alert
notifications. Valid value: DDoS attacks.

Select the level of events for which you want to receive alert
notifications. Valid values: CRITICAL, WARN, and INFO.

< Notice You can select multiple levels. If you
select multiple levels, you must select CRITICAL for all
events.

Select the event for which you want to receive alert
notifications. Valid values: ddosbgp_event_blackhole
and ddosbgp_event_clean.

Select All Resources.

Select Alert Notification and configure Contact Group
and Notification Method.

o Contact Group: Select an existing contact group.

o Notification Method:Set the value to Info (Email
ID+DingTalk Robot). Only this option is supported.

You can click Add to add more contact groups and
notification methods.

You do not need to specify this parameter.
You do not need to specify this parameter.

You do not need to specify this parameter.

You do not need to specify this parameter.

After an alert rule is created, you can view the rule in the rule list. The new alert rule is enabled by

default. If DDoS attack events occur on an Anti-DDoS Origin Enterprise instance, Alibaba Cloud sends
alert notifications to the contacts in the selected contact group. Supported DDoS attack events are
blackhole filtering events and traffic scrubbing events.

" Enabled  Anti-DDoS Advanced | CRITICAL| ddasbgp_event_blackhole\ddasogp._event diean

Modify | test | Disable | Delete

Configure alert notifications in Message Center (available for Anti-
DDoS Origin Basic and Anti-DDoS Origin Enterprise)
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You can performthe following steps to configure alert notifications in Message Center.

1. Log onto the Message Center console.
2. Inthe left-side navigation pane, choose Message Settings > Common Settings.
3. Onthe Common Settings page, select Security Notice. Then, select the notification methods

based on your business requirements.

Alibaba Cloud Security Notifications (Server
Security Notice Guard, Anti-DDoS, and Web Application
Firewall)

Account Contact
Modify
The following notification methods are supported:

o Internal Messages: If you select this option, Alibaba Cloud sends alert notifications by using
internal messages. You can view the internal messages by clicking the

icon in the upper-right corner of the Alibaba Cloud Management Console.

o Email: If you select this option, Alibaba Cloud sends alert notifications by using emails. The alert
notifications are sent to the email addresses of the contacts that you specify.

4. ClickAdd Message Recipient.
5. Inthe Modify Contact dialog box, select or configure contacts. Then, click Save.

After you complete the configurations, Alibaba Cloud sends alert notifications to the specified
contacts when DDoS attack events occur on an Anti-DDoS Origin instance.

13.2. Activate Anti-DDoS Origin to
protect IP addresses from DDoS
attacks

By default, Alibaba Cloud provides basic protection capacity for resources that have public IP addresses
configured. These resources include Elastic Compute Service (ECS) instances, Server Load Balancer (SLB)
instances, Elastic IP (EIP) instances, and Web Application Firewall (WAF) assets. If the throughput of a
DDoS attackis more than the default protection capacity of the resource, we recommend that you
purchase Anti-DDoS Origin Enterprise instance. Anti-DDoS Origin Enterprise uses all protection capacity
of a region where the public IP address resides to defense against the attacks. This ensures business
continuity.

Context

Anti-DDoS Origin Enterprise provides unlimited protection. When DDoS attacks are detected, Anti-DDoS
Origin Enterprise automatically uses all the protection capacity of a region where an instance resides to
defend against the DDoS attacks.

Prerequisites

Before activating Anti-DDoS Origin Enterprise, you need to confirmthe following information:

e The IP address that you want to protect.
e The region where the IP address resides.
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@ Note Anti-DDoS Origin is not available in all regions. Bef ore you activate Anti-DDoS Origin,
ensure that Anti-DDoS Origin is available in the region where an IP address that you want to
protect resides. For more information about supported regions where you can activate Anti-
DDoS Origin Enterprise, see What is Anti-DDoS Origin?.

Procedure

1. For more information about how to purchase an Anti-DDoS Origin Enterprise instance, see Purchase
an Anti-DDoS Origin Enterprise instance.

@ Note Ensurethat the region where an Anti-DDoS Origin instance resides is the same as
the region where resources that are protected by the instance reside. T he resources include
Elastic Compute Service (ECS) instances, Server Load Balancer (SLB) instances, and Elastic IP (EIP)
instances.

2. Logontothe Anti-DDoS Basic console.

3. Onthe Anti-DDoS Origin page, find the target instance, and click Add a cloud service to Anti-DDoS
Origin Enterprise for protection to add the addresses that you want to protect to the instance.

Result

Afteryou add an IP address to an Anti-DDoS Origin instance, the protection capacity of the instance
applies to the IP address. On the Assets page, you can find that the protection capacity of the IP
address increases to the protection capacity of the instance.

13.3. Upgrade Anti-DDoS Origin
Enterprise to Anti-DDoS Pro or Anti-
DD0S Premium

This topic describes how to upgrade Anti-DDoS Origin Enterprise to Anti-DDoS Pro or Anti-DDoS
Premiumto enhance protection for your assets. If the protection capability of Anti-DDoS Origin
Enterprise cannot meet your business requirements, we recommend that you upgrade Anti-DDoS Origin
Enterprise to Anti-DDoS Pro or Anti-DDoS Premium.

Context

For more information about the scenarios for which Anti-DDoS Origin Enterprise is suitable, see Scenarios.

If one of the following issues occurs when you use Anti-DDoS Origin Enterprise, we recommend that you
upgrade Anti-DDoS Origin Enterprise to Anti-DDoS Pro or Anti-DDoS Premium:

e Volumetric DDoS attacks exist for a long period of time.

e HTTP flood attacks that cannot be mitigated by Anti-DDoS Origin Enterprise occur.

e Other specific issues.

> Notice ff you upgrade Anti-DDoS Origin Enterprise to Anti-DDoS Pro or Anti-DDoS Premium,
Alibaba Cloud refunds you for the remaining subscription period of the Anti-DDoS Origin Enterprise
instance.
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If Anti-DDoS Origin Enterprise, Anti-DDoS Pro, or Anti-DDoS Premium cannot meet your business
requirements, we recommend that you use Anti-DDoS Origin Enterprise together with Anti-DDoS Pro or
Anti-DDoS Premium. For more information, see Use Anti-DDoS Origin Enterprise and Anti-DDoS Pro.

Procedure

1. Contact customer service in the DingT alk group.
If you are not inthe DingT alk group, search for the DingT alk group ID 31182544 to join the DingTalk
group.

2. Alibaba Cloud technical support engineers evaluate your business scenario and determine whet her
all upgrade conditions are met.

3. If all conditions are met, Alibaba Cloud refunds you for the remaining subscription period of Anti-
DDoS Origin Enterprise. The refund is calculated based on the specifications and remaining
subscription period of the Anti-DDoS Origin Enterprise instance.

4. Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.
For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.
5. Add your services to Anti-DDoS Pro or Anti-DDoS Premium for protection.
For more information about how to add website services, see Step 1: Add forwarding rules.

For more information about how to add non-website services, see Step 1: Create a port forwarding
rule.

13.4. Best practices for automatic
deactivation of blackhole filtering

If your service IP address encounters volumetric DDoS attacks after your service IP address is added to
Anti-DDoS Origin Enterprise, blackhole filtering may still be triggered. To avoid extended periods of
service disruption, you must deactivate blackhole filtering at the earliest opportunity. Anti-DDoS Origin
Enterprise provides a solution to configure alerts and automatically deactivate blackhole filtering.

Prerequisites

This solution requires you to call an APl operation of Anti-DDoS Origin Enterprise. Therefore, this
solution is available only for Anti-DDoS Origin Enterprise instances. Before you use this solution, make
sure that your service IP address is added to an Anti-DDoS Origin Enterprise instance. For more
information, see Add a cloud service to Anti-DDoS Origin Enterprise for protection.

Context

You can manually deactivate blackhole filtering for Anti-DDoS Origin Enterprise instances in the Anti-
DDoS Basic console. For more information, see Deactivate blackhole filtering. However, manual
deactivation may result in delays and unexpected errors. If your service requires a high level of stability
and continuity, use the following method to configure alerts and automatically deactivate blackhole
filtering:

1. Create an alert rule in the Cloud Monitor console to monitor blackhole filtering that is triggered on
an Anti-DDoS Origin Enterprise instance.
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@ Note If blackhole filtering is triggered and detected on the IP addresses that are added
to Anti-DDoS Origin Enterprise, Cloud Monitor sends messages about blackhole filtering. In
other scenarios, no messages about blackhole filtering are sent.

2. Create an alert rule to automatically deactivate blackhole filtering on Anti-DDoS Origin Enterprise
by calling the DeleteBlackhole operation. For more information, see DeleteBlackhole.

Similarly, you can create rules to automatically call an APl operation of Alibaba Cloud DNS. The
operation resolves your domain name to the IP address of an Anti-DDoS Pro or Anti-DDoS Premium
instance during DDoS attacks.

Procedure
1. Log onto the Cloud Monitor console.
2. Inthe left-side navigation pane, choose Alerts > Alert Rules.
3. Onthe Alert Rules page, clickthe Event Alert tab.
4. ClickCreate Event Alert to create a rule for blackhole filtering.
o Inthe panelthat appears, set Product Type to Anti-DDoS Origin.
o Inthe Event Name drop-down list, select ddosbgp_event_blackhole.
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Create / Modify Event Alert

Basic Infomation

® Alert Rule Name

Blackhole

Event alert

Event Type

@® System Event

(O Custom Event

Product Type

Anti-DDoS Origin

Event Type

All types %

Event Level

CRITICAL ®

Event Name

ddosbgp_event_blackhole %

Resource Range

.

5. Select the channel to push alert notifications based your service requirements and click OK.

Cloud Monitor supports the following channels:

o MNS queue

o Function service

o URL callback

o Log Service
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Alarm Type

#| Alarm Notification

Contact Group Delete

doctest -

Notification Method

Warning (Message+Email ID+DingTalk Robot ) -

+Add

MNS queue

Function service (Best Practices)

URL callback

Log Service

The event alert is created. When Cloud Monitor detects that blackhole filtering is triggered on an IP
address that is added to Anti-DDoS Origin Enterprise, Cloud Monitor generates an alert and pushes
the following message through the specified channel.

Sample alert message:

"action": "add", //The event status. The value add indicates that the event begins,
and the value del indicates that the event ends.

"bps": 0, //The throughput when the event is triggered. Unit: Mbit/s.

"pps": 0, //The packet rate when the event is triggered. Unit: packets per second (

PPS) .

"instancelId": "ddosbgp-cn-78v17******" = //The ID of the Anti-DDoS Origin Enterprise
instance.

"ip": "47. *. *. *",  //The IP address on which the event is triggered.

"regionId": "cn-hangzhou", //The ID of the region where the Anti-DDoS Origin Enterp

rise instance resides.

"time": 1564104493000, //The time when the event begins. The value is a timestamp.
Unit: milliseconds.

"type": "blackhole" //The event type. The value defense indicates a traffic scrubb
ing event and the value blackhole indicates a blackhole filtering event.
}

6. Specify an alert action that calls the DeleteBlackhole operation to automatically deactivate
blackhole filtering. For more information, see DeleteBlackhole.

13.5. Use Anti-DDoS Origin Enterprise
and Anti-DDoS Pro
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This topic describes how to use Anti-DDoS Origin Enterprise and Anti-DDoS Pro. This solution provides
effective protection for your services against distributed denial of service (DDoS) attacks without
compromising service continuity. To use Anti-DDoS Origin Enterprise and Anti-DDoS Pro, you can create
a scheduling rule for Sec-Traffic Manager of Anti-DDoS Pro to achieve tiered protection.

Background information

Anti-DDoS Origin Enterprise provides protection against DDoS attacks for specific Alibaba Cloud
resources. These resources include Elastic Compute Service (ECS) instances, Server Load Balancer (SLB)
instances, elastic IP addresses (EIPs), and Web Application Firewall (WAF) instances. Anti-DDoS Origin
Enterprise directly protects Alibaba Cloud resources. You do not need to change the IP addresses of
resources that you want to protect. You also do not need to limit the number of Layer 4 ports and the
number of Layer 7 domain names. Anti-DDoS Origin Enterprise provides out-of-the-box features and
elastic protection. If your services encounter volumetric DDoS attacks, Anti-DDoS Origin Enterprise uses
all resources that reside in a region to provide unlimited protection. Anti-DDoS Origin Enterprise provides
unlimited protection, such as protection against DDoS attacks peaked up to hundreds of Gbit/s.

Anti-DDoS Pro provides a maximum of 1.5 Thbit/s bandwidth to implement BGP-based DDoS mitigation
with a support for 8 lines. The BGP-based DDoS mitigation with a support for 8 lines can be
implemented only in regions inside mainland China. Anti-DDoS Pro protects your services from volumetric
DDoS attacks peaked up to Thit/s. Anti-DDoS Pro forwards DDoS attack traffic to scrubbing centers
based on DNS records. Anti-DDoS Pro provides high-quality BGP bandwidth resources for China
Telecom, China Unicom, China Mobile, China Education and Research Network (CERNET), and other
Internet service providers (ISPs) in mainland China. The average latency is about 20 ms.

To enable interaction between Anti-DDoS Origin Enterprise and Anti-DDoS Pro, you can create a
scheduling rule for Sec-Traffic Manager of Anti-DDoS Pro. T his rule allows you to use Anti-DDoS Origin
Enterprise for daily protection against common DDoS attacks. This rule triggers a switchover from Anti-
DDoS Origin Enterprise to Anti-DDoS Pro when volumetric DDoS attacks occur.

Solution overview

This solution allows you to use both Anti-DDoS Origin Enterprise and Anti-DDoS Pro. This solution
supports protection for all assets, transparent deployment without extra latencies, and protection
against volumetric DDoS attacks. It also helps control costs.

If you want to use this solution, purchase an Anti-DDoS Origin Enterprise instance to protect a maximum
of 255 IP addresses of a specific region and enable unlimited protection. Anti-DDoS Origin Enterprise
provides a protection bandwidth that ranges from 100 Gbit/s to 300 Gbit/s based on regions. You must
also purchase an Anti-DDoS Pro instance as a backup to defend against DDoS attacks of greater than
300 Gbit/s. Afteryou create a scheduling rule, all cloud resources are added to Sec-Traffic Manager for
centralized management. If blackhole filtering is triggered by Anti-DDoS Origin Enterprise, Sec-Traffic
Manager automatically switches traffic over to Anti-DDoS Pro.

This solution provides the following features:
e Anti-DDoS Origin Enterprise provides multi-region account-level protection without extra latencies.
You do not need to change the IP addresses of cloud resources and business structures.

e Anti-DDoS Origin Enterprise provides protection bandwidth that ranges from 100 Gbit/s to 300 Gbit/s
based on regions. Anti-DDoS Pro is used to defend against DDoS attacks of greaterthan 300 Gbit/s.

e If blackhole filtering is triggered, a switchover is automatically performed from Anti-DDoS Origin
Enterprise to Anti-DDoS Pro based on DNS records. A switchover requires 1 to 3 minutes or5to 10
minutes to complete based on the deployment region of local DNS servers.

e Express Connect circuits are provided for back-to-origin traffic. This eliminates the effect of
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blackhole filtering.

After you use Anti-DDoS Origin Enterprise and Anti-DDoS Pro, SLB, ECS, or WAF instances are under the
protection of Anti-DDoS Origin Enterprise without extra latencies. If volumetric attacks occur, blackhole
filtering is triggered by Anti-DDoS Origin Enterprise. In this case, Sec-Traffic Manager switches traffic
from Anti-DDoS Origin Enterprise to Anti-DDoS Pro, which forwards inbound traffic to a scrubbing
center but has a latency of about 20 ms. If the attack stops, inbound traffic is forwarded backto SLB,
ECS, or WAF instances, and Anti-DDoS Origin Enterprise starts to provide protection.

e [f the local DNS servers are deployed in mainland China, the switchover requires 5 to 10 minutes.

@ Note If the local DNS servers are deployed outside mainland China, the switchover requires
1to 3 minutes.

e |f protectionis switched overto Anti-DDoS Pro, the blackhole filtering threshold is limited to the
maximum protection bandwidth of Anti-DDoS Pro. Anti-DDoS Pro provides basic protection of up to
30 Gbit/s and elastic protection of up to 300 Gbit/s. You can also submit a to upgrade the
protection bandwidth to 1 Tbit/s or higher.

e Afterthe attack stops, Anti-DDoS Pro is not immediately switched backto Anti-DDoS Origin
Enterprise. You can configure the intervals at which Sec-Traffic Manager performs switchovers. The
default intervalis 120 minutes (two hours). This configuration allows you to avoid frequent
switchovers due to continuous attacks and ensures service continuity.

Activate and configure Anti-DDoS Origin Enterprise

Create an Anti-DDoS Origin Enterprise instance and add Alibaba Cloud resources to the instance for
protection. Make sure that these resources and the instance are located in the same region. These
resources include ECS, SLB, and WAF instances, and EIPs.

@) Notice

e If the public IP addresses of resources are used to provide services, make sure that the
network specifications and specified scrubbing threshold that is related to each resource
meet your business requirements. You can view the scrubbing threshold for each resource in
the Anti-DDoS Origin console.

e Before sales promotions, you must estimate the peak bandwidth and inform Alibaba Cloud
technical support. This allows you to avoid traffic scrubbing or throttling by mistake and
reduces the impact on your business.

1. Create an Anti-DDoS Origin Enterprise instance.
For more information, see Purchase an Anti-DDoS Origin Enterprise instance.
2. Add the IP address of your origin server to the Anti-DDoS Origin Enterprise instance for protection.

For more information, see Add a cloud service to Anti-DDoS Origin Enterprise for protection.

Configure Anti-DDoS Pro and Sec-Traffic Manager

Create an Anti-DDoS Pro instance of the Professional plan, add a forwarding rule, and create a
scheduling rule for Sec-Traffic Manager. After the configuration is complete, inbound traffic is
forwarded to the address pointed by the Canonical Name (CNAME) record of Sec-Traffic Manager.

1. Create an Anti-DDoS Pro instance of the Professional plan.

For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.
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2. Add a domainto the Anti-DDoS Pro instance of the Professional plan.

For more information, see Add a website.

@ Note Afteryou add the forwarding rule for a domain, you do not need to modify the
DNS record.

3. Create a scheduling rule for Sec-Traffic Manager to achieve tiered protection.
For more information, see Create a tiered protection rule.

Afteryou create the rule, you can obtain a CNAME record of Sec-Traffic Manager in the General
rule list.

4. Update the DNS record of your domain. Visit the website of your DNS provider to change the DNS
record so that traffic is forwarded to the CNAME record of Sec-Traffic Manager.

13.6. Use Anti-DDoS Origin and WAF

This topic describes how to use Anti-DDoS Origin and Web Application Firewall (WAF) to provide
protection. This solution protects your website against Layer 4 distributed denial of service (DDoS)
attacks, Layer 7 web attacks, and HTTP flood attacks.

Prerequisites

e An Elastic Compute Service (ECS) instance is created and has web applications installed. The ECS
instance has a public IP address, and your website has a domain name.

@ Note your website provides services in mainland China, the domain name of your website
must have an Internet Content Provider (ICP) license. Otherwise, you cannot add the domain name
to WAF instances in mainland China to protect your website.

e An Anti-DDoS Origin Enterprise instance is purchased. For more information, see Purchase an Anti-
DDoS Origin Enterprise instance.

@ Note When you purchase an Anti-DDoS Origin Enterprise instance, you must select a region.
Make sure that the Anti-DDoS Origin Enterprise instance and the ECS instance reside in the same
region.

e A WAF instance is purchased. For more information, see Purchase a WAF instance.

Context

You can use Anti-DDoS Origin Enterprise to mitigate DDoS attacks for your website. If your website
encounters web attacks and HTTP flood attacks, we recommend that you use WAF to protect your
website. For more information about WAF, see What is WAF?.

If you use Anti-DDoS Origin Enterprise and WAF to protect your website, you must add your website to
WAF and then add the IP address of the WAF instance to Anti-DDoS Origin Enterprise for protection. In
this case, all service traffic is first scrubbed by WAF, and only normal traffic is forwarded to the origin
server. Attacktraffic, such as DDoS attacks, web attacks, and HTTP flood attacks, is blocked.

Procedure

1. Add your website to WAF.

83 > Document Version: 20220629


https://www.alibabacloud.com/help/doc-detail/143347.htm#task-2325689
https://www.alibabacloud.com/help/doc-detail/179118.htm#task-1937544
https://www.alibabacloud.com/help/doc-detail/63651.htm#task561
https://www.alibabacloud.com/help/doc-detail/28524.htm#task-1989532
https://www.alibabacloud.com/help/doc-detail/28517.htm#concept-tzp-g2m-42b

Anti-DDoS

Anti-DDoS Origin User Guide-Best Pr
actices

Vi.

Vii.

Vi,

. Log onto the WAF console.

i. Inthe top navigation bar, select the Mainland China orInternational region.

WAF automatically determines the specific region based on the location of the origin server.

iii. Inthe left-side navigation pane, choose Asset Center > Website Access.

. ClickAdd Domain Name.

You can add your website in two modes: CNAME and transparent proxy. In CNAME mode, the
website can be automatically or manually added. In transparent proxy mode, only origin servers
that are deployed in the China (Beijing) region are supported.

This topic describes how to add a website in CNAME mode.

. (Optional)On the Add Domain Name page, click Manually Add Other Websites. If the Add

Domain Name page does not appear, skip this step.

Complete the configurations in the Enter your website information step of the Add
Domain Name wizard and click Next.

You must specify the following website parameters:
m Domain Name: Enter the domain name of the website.

m Protocol Type: Select the protocol supported by the website. If your website supports
HTTPS, select HTTPS and upload the certificate after you add the website. For more
information, see Upload an HTTPS certificate.

m Destination Server (IP Address): Select IP and enter the public IP address of the ECS
instance.

m Destination Server Port: After you specify Protocol Type, the server port is automatically
matched. You can also specify a non-standard server port. For more information, see View
the allowed port range.

m Does a layer 7 proxy (DDoS Protection/CDN, etc.) exist in front of WAF: Select No.

If you configure a Layer 7 proxy such as Anti-DDoS Pro, Anti-DDoS Premium, or Content
Delivery Network (CDN) bef ore WAF, the requests from a client are forwarded to the Layer 7
proxy before they reach WAF. Anti-DDoS Origin Enterprise is not a Layer 7 proxy. In this case,
select No.

For more information about the website parameters, see Add domain names.

ClickCompleted. Return to the website list.
A CNAME record is created for the added website. You can obtain the CNAME record of WAF
fromthe website list.

Runthe ping the CNAME record of WAF command onyour computerto obtainthe IP
address of the WAF instance.

2. Configure your origin server to allow the back-to-origin Classless Inter-Domain Routing (CIDR) blocks
of WAF.

For more information, see Allow access from back-to-origin CIDR blocks of WAF.

3. Change the DNS settings to resolve the domain name of the website to the CNAME record of WAF
that you obtainin Step 1.

For more information, see Change a DNS record.

Afteryou change the DNS settings, all requests sent to your website are forwarded to WAF for
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traffic scrubbing. WAF blocks web attacks and HTTP flood attacks and only forwards normal traffic
to the origin server.

The WAF instance cannot mitigate volumetric DDoS attacks. If your service encounters volumetric
DDoS attacks, the performance of the WAF instance deteriorates, which affects service forwarding.
Therefore, you must use an Anti-DDoS Origin Enterprise with the WAF instance to protect your
service from DDoS attacks.

4. Add the IP address of the WAF instance to your Anti-DDoS Origin Enterprise instance for protection.
For more information, see Add a cloud service to Anti-DDoS Origin Enterprise for protection.

Afteryou add the IP address of the WAF instance, the Anti-DDoS Origin Enterprise instance
provides unlimited protection. The Anti-DDoS Origin Enterprise instance automatically scrubs service
traffic to mitigate DDoS attacks.

13.7. Use Anti-DDoS Origin and SLB

This topic describes how to configure Server Load Balancer (SLB) and Anti-DDoS Origin to protect a
website that is hosted on an Elastic Compute Service (ECS) instance. This combination provides better
protection than Anti-DDoS Origin Enterprise alone.

Prerequisites

e AnECS instance is created and has web applications installed. For more information, see Overview.

e An Anti-DDoS Origin Enterprise instance is purchased. For more information, see Purchase an Anti-
DDoS Origin Enterprise instance.

Context

To use Anti-DDoS Origin Enterprise to protect your website, we recommend that you deploy an SLB
instance for the ECS instance where your website is hosted. Then, add the IP address of the SLB
instance to Anti-DDoS Origin Enterprise for protection. The SLB instance can discard traffic whose
protocol and port are not specified in the SLB listener. This helps mitigate distributed denial of service
(DDoS) attacks. The preceding solution defends against different types of DDoS attacks, such as
reflection attacks, User Datagram Protocol (UDP) flood attacks, and SYN flood attacks (large packets).
The reflection attacks include Simple Service Discovery Protocol (SSDP), Network Time Protocol (NTP),
and Memcached attacks.

The following procedure describes how to implement this combination solution.

@ Note If your origin server is deployed with SLB, you only need to add the IP address of the
SLB instance to Anti-DDoS Origin Enterprise for protection. For more information, see Add a cloud
service to Anti-DDoS Origin Enterprise for protection.

Procedure
1. Create an Internet-facing SLB instance.
For more information, see Create a CLB instance.
When you create an Internet-facing SLB instance, note the following points:

o SLBdoes not support cross-region deployment. Make sure that the ECS instance and the SLB
instance are in the same region.

o Anti-DDoS Origin provides protection only for Alibaba Cloud services that have public IP
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addresses. Therefore, you must create an Internet-facing SLB instance.
For more information, see Preparations.

After an Internet-facing SLB instance is created, you can obtain the IP Address of the SLB instance
onthe Instances page inthe SLB console.

2. Configure the Internet-facing SLB instance.
For more information, see Configure a CLB instance.
When you configure the Internet-facing SLB instance, note the following points:

o Inthe Protocol and Listener step, specify only the listening protocol and ports that are
required. You can select TCP, UDP, HTTP, or HTTPS. Traffic whose protocol and port are not
specified in the SLB listener is discarded and not forwarded to the backend ECS instance.

o Inthe Backend Servers step, select the instance where your website is hosted.

@ Note The Internet -facing SLB instance communicates with the backend ECS instance
over the internal network. Therefore, we recommend that you disable Internet access to the
backend ECS instance after you configure the SLB instance. Make sure that the SLB instance
functions properly.

Afterthe SLB instance is configured, the SLB instance forwards requests from a client to the
backend ECS instance based on the existing configurations.

3. Change the DNS settings.

o If your website is accessed by using its IP address, you can add the IP address of the Internet-
facing SLB instance obtained in Step 1 as the IP address of your website. In this case, you do not
need to change the DNS settings.

o If your website is accessed by using its domain name, you must resolve the domain name to the IP
address of the SLB instance obtained in Step 1. For more information, see Use an A record to
resolve a domain name to an IP address.

4. Add the IP address of the SLB instance to the Anti-DDoS Origin Enterprise instance for protection.
For more information, see Add a cloud service to Anti-DDoS Origin Enterprise for protection.

Afteryou add the IP address of the SLB instance, the Anti-DDoS Origin Enterprise instance provides
unlimited protection. The Anti-DDoS Origin Enterprise instance automatically scrubs service traffic
to mitigate DDoS attacks.

13.8. Use an on-demand Anti-DDoS
Origin instance to enable automatic
protection for your assets

This topic describes the best practices to use an on-demand Anti-DDoS Origin instance to automatically
protect your assets against heavy DDoS attacks. If an attack occurs, you can call APl operations to
enable automatic protection.

Prerequisites

e An Anti-DDoS Origin Enterprise instance is purchased. For more information, see Purchase an Anti-
DDoS Origin Enterprise instance.
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e Anon-demand Anti-DDoS Origin instance is enabled. To do so, you must contact the sales personnel.

e Alert contacts and alert groups are created in Cloud Monitor. For more information, see Create an
alert contact or alert contact group.

Context

An on-demand Anti-DDoS Origin instance can provide protection against DDoS attacks for on-premises
data centers, small carriers, customers outside mainland China, and customers who have their own BGP
networks. You do not need to change your service IP addresses or network architecture. The following
figure shows the protection mechanism of the on-demand Anti-DDoS Origin instance.

;8)]' frra, 4jnder DDos Attack
..'

Normal Traffic *

*s
. B
’@‘ S Alibaba Cloud
Internet ‘Lv—J.L—@‘ Global Anycast Scrubbing Centers
.
O
L]

announce BGP routes to redirect traffic

[
b o

L
Alibaba Cloud — ~ o

Regional Scrubbing Center, ‘.0‘
> Thidet

CJ Alibaba Cloud

Description:
e The service traffic is normal, or a small-scale attack occurs: The traffic is forwarded to the local
scrubbing center of Anti-DDoS Origin. The service latency does not increase.

e A DDoS attack occurs: The scrubbing centers distributed across the world declare routes to forward

and scrub the traffic. The service latency slightly increases, but the protection capability can reach a
Thit/s level.

You can configure alert rules in Cloud Monitorto monitor DDoS attacks in the local scrubbing center of
Anti-DDoS Origin. If an attack occurs, you can call APl operations to enable traffic redirection of the on-
demand Anti-DDoS Origin instance and disable traffic redirection after the attack stops.

@ Note Inthis topic, APl request parameters are described inthe <pParameter description>
format. For example, specify the ID of the on-demand Anti-DDoS Origin instance in  instanceId=

<yourOnDemandInstanceId>

You must replace <parameter description> Withthe actual parameter value. For example,

contact the sales personnel to obtain the ID of your on-demand Anti-DDoS Origin instance and
replace <yourOnDemandInstanceId> Withthe ID.

Procedure

1. Configure an alert rule in Cloud Monitor to monitor blackhole filtering and traffic scrubbing events
in the local scrubbing center of Anti-DDoS Origin.

i. Logontothe Cloud Monitor console.

ii. Inthe left-side navigation pane, choose Alarms > Alarm Rules.
jii. Clickthe Event Alarm tab.
iv. Onthe Event Alarmtab, click Create Event Alert.

v. Inthe Create / Modify Event Alert pane, configure the following alert parameters.
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Create / Modify Event Alert

Basic Infomation

* Alert Rule Name

Event alert

Event Type

System Event Custom Event

Product Type

Anti-DDo5 Advanced hd

Event Type

DDoS e X e

Event Level

All Levels X -

Event Name

ddosbgp_event_blackhole ¥ | ddosbgp_event_clean %

Resource Range

@ AllResources (O Application Groups

Alert Type

Alert Notification

Contact Group Delete

doctest hd

Notification Method

‘Warning (Message+Email ID+DingTalk Robot ) -

+Add

O mNs queus
[ Function service (Best Practices)
[ URL callback

O Log Service
Parameter Description

Enter the name of the alert rule. For example, enter Alert for DDoS

Alarm Rule Name
Y attacks of Anti-DDoS Origin.

Event Type Select System Event.

Product Type Select Anti-DDoS Advanced.

Event Level Select All Levels.

Event Name Select ddosbgp_event_blackhole and ddosbgp_event_clean.
Resource Range Select All Resources.
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Parameter Description

Select Alarm Notification. Then, specify Contact Group and

Al Notification
arm Notiticatio Notification Method.

vi. Click OK.

The created alert rule automatically takes effect. If the Anti-DDoS Origin instance detects a DDoS
attack, contacts in the alert group receive a notification. You can view and manage event alert
rules in the list. For more information, see Create an alert rule.

Threshold Value Alert Event Alert

Create Event Alert Search

Alert Notification | doctest | Warning (Message+Ema Modify | test | Disable
1D+ DingTalk Robot ) Delete

O anti-ddos-origin-ddos-e Enabled Anti-DDoS Advanced | * | ddosbgp_event_blackhole All Resources

vents \ddosbgp_event_clean

O Total 1 Records | 10 -

2. If aDDoS attack occurs, the contacts receive a notification of the blackhole filtering or traffic
scrubbing event. In this case, call the ModifyonDemaondDefenseStatus APl operation to redirect
traffic to the global anycast scrubbing centers of Alibaba Cloud.

You must specify the following request parameters:

? Action=ModifyOnDemaondDefenseStatus
&DdosRegionId=<yourInstanceRegionId>
&DefenseStatus=Defense

&Instanceld=<yourOnDemandInstanceId>

3. (Optional)Disable blackhole filtering in the on-demand Anti-DDoS Origin instance.

o If blackhole filtering is not triggered, skip this step.

o If blackhole filtering is triggered, call the DeleteBlackhole APl operation to disable it 10 seconds
afteryou enable traffic redirection.

You must specify the following request parameters:

? Action=DeleteBlackhole
&Instanceld=<yourOnDemandInstanceId>

&Ip=<yourOnDemandInstanceIp>

4. Callthe pDescribeTopTraffic APl operation to check whether the DDoS attack stops.

You must specify the following request parameters:

? Action=DescribeTopTraffic
&Ipnet=<onDemandInstancelpnetToQuery>
&Instanceld=<yourOnDemandInstanceId>
&StartTime=<startTimeToQuery>

&EndTime=<endTimeToQuery>

If the value of the AttackBps parameter returned by the APl operation is smaller than 300000 for
more than 30 minutes, the DDoS attack stops. This parameter indicates the volume of attack
traffic, in Kbit/s.

5. Afterthe DDoS attack stops, call the ModifyonbDemaondDefenseStatus APl operation during of f-peak
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hours to stop traffic redirection in the on-demand Anti-DDoS Origin instance.

@ Note We recommend that you call this APl operation during off-peak hours to minimize
service impact caused by traffic switching.

You must specify the following request parameters:

? Action=ModifyOnDemaondDefenseStatus
&DdosRegionId=<yourDdosRegionId>
&DefenseStatus=UnDefense

&Instanceld=<yourOnDemandInstanceId>
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