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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Purchase an Anti-DDoS Pro or
Anti-DDoS Premium instance

e ) Notice

(0]

o What are Anti-DDoS Pro and Anti-DDoS Premium?

eo @ Note Configure Anti-DDoS Premium Sec-MCA

o @Note Overview

@ Note
Billing methods of Anti-DDoS Pro
P Notice

1.
2.
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Modify the burstable protection bandwidth of an instance

warning
Clients Anti-DDoS Service Servers
:.% &) Back-To-Source
v

L e r———
. Outbound

=
1

Function plan

warning

Create a resource group

o

o

Enable auto-renewal

10
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4,

Billing methods of the Insurance and Unlimited mitigation plans

) Notice
1.
2.
Billing methods of the Insurance and Unlimited mitigation plans
@ Note
o
o
warning
Clients Anti-DDoS Service Servers
:.% &) Back-To-Source > [(—— ¢
. e —m
Function plan
o
o
warning
o
o
Enable auto-renewal
3.
4.
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Billing methods of the MCA mitigation plan

) Notice
1.
2.
) Notice
o
o
warning
Clients Anti-DDoS Service Servers
=‘= %) Back-To-Source >
. Outbound | m— o]
3.
4.

Sec-MCA billing methods

D Notice
[ )
[ )
1.
2.
@ Notice
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warning

Clients Anti-DDoS Service Servers

... &) Back-To-Source . [ — ]
swe — e

—
& = —m

Function plan

warning

o

o

Enable auto-renewal

3,
4.

Related information

e (reate an Anti-DDoS Pro or Anti-DDoS Premium instance by calling an APl operation
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2.Quick Start
2.1. Set up Anti-DDoS Pro using

domains
2.1.1. Overview

Anti-DDoS

T his topic describes how to configure and use Anti-DDoS Pro or Anti-DDoS Premiumto protect website
services.

The following table describes the required steps.
Operation Description

In the Anti-DDoS Pro or Anti-DDoS Premium console, add a website service
that you want to protect by using a domain name, associate the service
with an Anti-DDoS Pro or Anti-DDoS Premium instance, and configure the
traffic forwarding rules.

Step 1: Add forwarding rules

Modify the DNS records of your domain name to reroute the traffic

Step 2: Configure service directed to your website to an Anti-DDoS Pro or Anti-DDoS Premium

traffic forwarding instance. The instance scrubs the traffic and then forwards the traffic to
the origin server, which protects your website service against DDoS attacks.

After you set up an Anti-DDoS Pro or Anti-DDoS Premium instance to
protect your website service, Intelligent Protection is enabled
Step 3: Configure protection automatically. You can manually adjust anti-DDoS protection policies for
policies your website service, which include Intelligent Protection, Black Lists and
White Lists (Domain Names), Blocked Regions (Domain Names), Accurate
Access Control, and Frequency Control.

After you set up an Anti-DDoS Pro or Anti-DDoS Premium instance to
protect your website service, you can use the Security Reports feature and
log-related features to view the protection data in the Anti-DDoS Pro or

Step 4: View the protection Anti-DDoS Premium console.

data of your website services
@ Note Only Anti-DDoS Pro supports the Security Reports and
Operation Logs features.

2.1.2. Step 1: Add forwarding rules

To use Anti-DDoS Pro or Anti-DDoS Premiumto protect your website service, you must first add the
domain name you want to protect and then add a traffic forwarding rule in the Anti-DDoS Pro or Anti-
DDoS Premium console.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is available. For more information, see Purchase an
Anti-DDoS Pro or Anti-DDoS Premium instance.
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Context

@ Note

This topic uses Anti-DDoS Pro as an example to describe this specific operation. If you use Anti-DDoS
Premium, see Add a website.

Procedure
1.
2. Inthe top navigation bar, select Mainland China.
3.
4. Onthe Website Config page, click Add Domain.

@ Note Youcanalso import website configurations in batches. For more information, see
Import the configurations of more than one website at a time.

5. Complete the Add Domain wizard.

i. Inthe Enter Site Information step, configure the parameters and click Add.
Anti-DDoS ~ Website Config

< Add Domain

Enter Site
Information
* Function Plan & Enhanced
* Instance |:|
You can associate a domain with a maximum of eight Anti-DDoS instances. You have selected 0 instances.
Domain
Supports top-level domains, such as com, an v level domains, such as www com,
* Protocal HTTP HTTPS \:‘ ‘Websocket D Websockets Advanced Settings <

Enable HTTPS Routing & (_JJI

[When HTTPS routing is enforced, HTTP requests are routed to HTTPS port 443, Function will not be

available if websocket is included.)

tnable HTTP - (D)

(Please enable this function if your

Enable HTTR/2 & C‘
Enable OCSP C)

*Server P (@ Origin Server [P () Qrigin Server Domain
Separate multiple IP addresses with commas (). You can add a maximum of 20 IP addresses. Do not repeat.
@) the IP addresses of your origin server have been exposed, dlick here to leam
how to fix the issue.
ServerPort  HTTPBO HTTPS 443 Custom

Cancel
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Applicable L
Parameter . PP Description
instance
The function plan of the Anti-DDoS Pro or Anti-DDoS
Premium instance that you want to use. Valid values:
Standard Function and Enhanced Function.
You can move the pointer over the 3 icon next to
Function Plan to view the differences between the
Standard and Enhanced function plans. The following
figure shows the differences.
Category Feature Standard Enhanced
Anti-DDoS Pro Protection against DoS attacks
and Anti-DDoS .
Function Plan ) ‘Pmn:e(lmn algor Pmt:nnmn agamZlarezou;e:xhausmn attacks
premlum itht (TCP and HTTP flood attacks)
inst ances Intelligent protection
Blacklist and whitelist
Srules
Protection rule Accurate access control Partial matching sup 10 rules
Geo-blacking X
HTTP (80/8080), HTTPS (443/8443)
Non-standard HTTP and HTTPS ports X 10 ports
Connection met
hod Custom TLS version and cipher suite settings. X
HTTP 2.0, Enable HTTPS, HTTP to the origins and Load Balancing Al
gorithm to the origin
Others Static page caching S
The Anti-DDoS Pro or Anti-DDoS Premium instance that
you want to use. You can associate a maximum of eight
instances with a domain name. The instances associated
with the domain name must use the same function
Anti-DDoS Pro plan.
and Anti-DDoS . . . .
Instance Premium Available instances are displayed after you configure
. Function Plan. If no instances are displayed, no
instances

instances use the function plan that you select. In this
case, you can purchase an instance or upgrade the
Standard function plan to the Enhanced function plan. For
more information, see Upgrade an instance.
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Applicable

Parameter .
instance

Anti-DDoS Pro
and Anti-DDoS
Premium
instances

Domain

Description

The domain name of the website that you want to
protect. The domain name must meet the following
requirements:

= The domain name can contain letters, digits, and

hyphens (-). The domain name must start with a letter
or a digit.

® The domain name can be a wildcard domain name,

suchas *.aliyundoc.com . If youenter a wildcard
domain name, Anti-DDoS Pro or Anti-DDoS Premium
automatically matches all subdomains of the wildcard
domain name.

® [f you configure a wildcard domain name and an exact-

match domain name, the forwarding rules and
mitigation policies of the exact-match domain name
take precedence. For example, if you configure *.ali
yundoc.com and www.aliyundoc.com ,the
forwarding rules and mitigation policies of www.aliy
undoc.com take precedence.

The type of the protocol that the website uses. Valid
values:

B HTTP
® HTTPS: If the website uses HTTPS, select HTTPS and

upload an SSL certificate file after you save the
website configurations. For more information, see
Upload an HTTPS certificate.

® Websocket: If you select Websocket, HTTP is

automatically selected. You cannot select only
Websocket for the Protocol parameter.

= Websockets: If you select Websockets, HTTPS is

automatically selected. You cannot select only
Websockets for the Protocol parameter.

If you select HTTPS, you can click Advanced Settings to
configure the following options.

" Protaco HTTP B HTTPS | Websockst | Websocksts

Enzble HTTPS Routing @ (I

Enzble HTTP2 @ (D

> Document Version: 20220629
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. = Epable HTTPS Routing: If the website supports both
Parameter Appllcable Dekfdridtiamd HTTPS, this feature is available. If you enable
LELCIT this feature, all HTTP requests to access the website
are redirected to HTTPS requests on the standard port
4 443,
Anti-DDoS Pro
and Anti-DDoS
Protocol Bremium ) Notice
instances m This feature is available only when both

HTTP and HTTPS are selected and
Websocket is cleared.

® |f you access the website over HTTP on a
non-standard port and enable this feature,
all HTTP requests are redirected to HTTPS
requests on the standard port 443.

= Enable HTTP: If the website does not support HTTPS,
this feature is available. If this feature is enabled, all
HTTPS requests are redirected to HTTP requests and
forwarded to origin servers, and all WebSockets
requests are redirected to WebSocket requests and
forwarded to origin servers. By default, the requests
are redirected over the standard port 80.

) Notice

m |f the website does not support HTTPS,
turn on Enable HTTP.

® |f you access the website over HTTPS on a
non-standard port and enable this feature,
all HTTPS requests are redirected to HTTP
requests on the standard port 80.

= Enable HTTP2: After you turn on Enable HTTP/2,
HTTP/2 is used.
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Applicable

Parameter .
instance

Anti-DDoS Pro
and Anti-DDoS
Premium
instances

Enable OCSP

Description

Specifies whether to enable the Online Certificate Status
Protocol (OCSP) feature.

(]) Notice This feature is available only for a
website that supports HTTPS. If HTTPS is selected
for Protocol, we recommend that you enable this
feature.

OCSP is an Internet protocol that is used by a Certificate
Authority (CA) to check the revocation status of a
certificate. When a client initiates a Transport Layer
Security (TLS) handshake with a server, the client must
obtain the certificate and an OCSP response.

The OCSP feature is disabled by default. In this case, OCSP
queries are sent from a browser that the client uses to a
CA. Before the client obtains an OCSP response,
subsequent events are blocked. If transient connections
or network disconnections occur, a blank page is
displayed for a long period of time, and the performance
of the website that supports HTTPS is compromised.

If the OCSP feature is enabled, Anti-DDoS Pro or Anti-DDoS
Premium executes OCSP queries and caches the query
results for 300 seconds. When a client initiates a TLS
handshake with the server, Anti-DDoS Pro or Anti-DDoS
Premium returns the OCSP details and the certificate chain
to the client. This prevents blocking issues caused by
OCSP queries from the client. OCSP does not cause
security risks because OCSP responses cannot be forged.
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Parameter

Server IP

Applicable
instance

Anti-DDoS Pro
and Anti-DDoS
Premium
instances

Description

The address type of the origin server. You must enter the
address of the origin server. Valid values:

= Qrigin Server IP: the IP address of the origin server.
You can enter a maximum of 20 IP addresses. If you
enter more than one IP address, separate them with
commas (,).

= |f the origin server is hosted on an Elastic Compute
Service (ECS) instance, enter the public IP address of
the ECS instance. If the ECS instance is associated
with a Server Load Balancer (SLB) instance, enter the
public IP address of the SLB instance.

m [f the origin server is deployed in data centers or on

other clouds, you canrunthe ping Domain name

command to query the public IP address to which

the domain name is resolved and enter the public IP
address.

® QOrigin Server Domain: the domain name of the origin
server. Select this option when you deploy a proxy
service, such as Web Application Firewall (WAF),
between the origin server and Anti-DDoS Pro or Anti-
DDoS Premium. You must also enter the address of the
proxy, such as a CNAME. You can enter a maximum of
10 domain names. If you enter more than one domain
name, separate them with line breaks.

If you want to use Anti-DDoS Pro or Anti-DDoS Premium
together with WAF, select Origin Server Domain and
enter the CNAME that WAF assigns. This provides
enhanced protection for the website. For more
information, see Add a website to both Anti-DDoS Pro
or Anti-DDoS Premium and WAF.

'<]> Notice If you enter the default public
endpoint of an Object Storage Service (0OSS)
bucket for Origin Server Domain, a custom
domain name must be mapped to the bucket. For
more information, see Regions and endpoints and
Map custom domain names.

If you enter more than one IP address or domain name,
Anti-DDoS Pro or Anti-DDoS Premium uses IP hash to
forward website traffic to the origin servers. After you
save the website configurations, you can change the load
balancing algorithm. For more information, see Modify
the back-to-origin settings for a website.

The server port that you specify based on the value of
Protocol.
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If you select HTTP, the default port 80 is used. If you

Applicable pelaaigiohPS, the default port 443 is used.

Parameter .
instance

2 Notice

® The port for Websocket is the same as the
port for HTTP.

= The port for Websockets and HTTP/2 is the
same as the port for HTTPS.

You can click Custom to the right of the Server Port
parameter to specify one or more custom ports. You can
specify multiple custom HTTP or HTTPS ports. If you
specify multiple custom ports, separate the ports with
commas (,).

Server Port m HTTPS Save | Cancel

80

If there are other poarts, please add them and separate them by *[View optional range

Take note of the following limits when you specify
custom ports:

® The custom ports that you want to specify must be
supported by Anti-DDoS Pro or Anti-DDoS Premium.
You can click View optional range to view the HTTP
and HTTPS ports that are supported.

Ant"DD(.)S Pro The ports that are supported vary based on the
and Anti-DDoS

Server Port function plan of your Anti-DDoS Pro or Anti-DDoS

Premium . .
. emiu Premium instance.
instances

= Anti-DDoS Pro or Anti-DDoS Premium instance of the
Standard function plan:

® HTTP ports: ports 80 and 8080
® HTTPS ports: ports 443 and 8443
= Anti-DDoS Pro or Anti-DDoS Premium instance of the
Enhanced function plan:
= HTTP ports: ports that range from 80 to 65535
® HTTPS ports: ports that range from 80 to 65535
® You can specify up to 10 custom ports for all websites
that are added to your Anti-DDoS Pro or Anti-DDoS

Premium instance. The custom ports include HTTP
ports and HTTPS ports.

For example, you want to add Website A and Website B
to your Anti-DDoS Pro or Anti-DDoS Premium instance,
Website A provides services over HTTP ports, and
Website B provides services over HTTPS ports.

If you specify HTTP ports 80 and 8080 for Website A,
you can specify up to eight HTTPS ports for Website B.
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Applicable L
Parameter . PP Description

instance
Specifies whether to enable CNAME reuse.
If more than one website is hosted on the same server,

. this feature is available. After CNAME reuse is enabled,
Anti-DDoS

Cname Reuse Premium you need only to map the domain names hosted on the
same server to the CNAME that is assigned by Anti-DDoS
Premium. For more information, see Use the CNAME reuse
feature.

ii. Inthe Complete step, performthe subsequent operations as instructed.

< Add Domain

@ Enter Site o Complete

Information

@ The domain is added. Perform the following steps to enable DDoS protection for your site.
If you need help, you can contact our technical support team by using DingTalk to scan the QR code.
If you are using a third-party firewall to protect your server, disable the firewall or add the Back-To-Source CIDR
blocks of Anti-DDoS5 instances to the whitelist.

View Back-To-Source CIDR Blocks

1 - =]

2 | If the IP addresses of your origin site have been exposed. we recommend that you change these IP addresses so that
hackers cannot bypass Anti-DDo5 protection to attack your site.

Change ECS 1P

Go to your DNS provider and change DNS records to forward incoming traffic to Anti-DDoS5.

CNAME: Taliyunddos1030.com

Websites List Add Domain Do not show this page again

a. Allow back-to-origin IP addresses to access the origin server:

If security software, such as a firewall, is installed on the origin server, you must add the
back-to-origin IP addresses of the Anti-DDoS Pro or Anti-DDoS Premiuminstance to the
whitelist of the origin server. This ensures that the traffic from Anti-DDoS Pro or Anti-DDoS
Premium is not blocked by the security software on your origin server.

If no security software is installed, skip this step.
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b. Change the public IP address of an ECS origin server:

If your origin server is an ECS instance and the origin IP address is exposed, you must
change the public IP address of the ECS instance. This prevents attackers from bypassing
Anti-DDoS Pro or Anti-DDoS Premiumto attack your origin server.

If your origin server is not an ECS instance and the origin IP address is not exposed, skip this
step.

€. Upload an HTTPS certificate:

If a website that provides HTTPS services is added to Anti-DDoS Pro or Anti-DDoS
Premium, you must upload the SSL certificate file that is associated with the domain name
of the website. This way, HTTPS requests can be redirected to Anti-DDoS Pro or Anti-
DDoS Premium for protection.

(@ Note If awebsite is associated with an Anti-DDoS Pro or Anti-DDoS Premium
instance that uses the Enhanced function plan, you can create a custom TLS policy for
the website after you upload an SSL certificate file. For more information, see
Customize a TLS policy.

If the website provides only HTTP services, skip this step.
d. (Optional)Verify the forwarding configurations on your local computer:

Verify that the website configurations that you added to Anti-DDoS Pro or Anti-DDoS
Premium take effect on your computer. If you change the DNS record before the
configurations for the website take effect, services may be interrupted.

e. Change the DNS record:

Anti-DDoS Pro or Anti-DDoS Premium assigns a CNAME to the website that you added. You
must change the DNS record to map the domain name to the CNAME. T his way, service
traffic can be switched to Anti-DDoS Pro or Anti-DDoS Premium for protection. You can
manually change the DNS record or use the NS Access Mode feature to enable the system
to automatically change the DNS record.

For more information, see Change DNS records to protect website services and Enable NS Mode
Access to protect a website.

iii. ClickWebsites List to view the domain name that you added and the CNAME that is assigned
by Anti-DDoS Pro or Anti-DDoS Premium in the website list.

Afteryou complete the Add Domain wizard, you can performthe following operations on the
newly added domain name:

o Add remarks: You can click the
Fa

icon next to Remark to add remarks that help you identify the website configurations.

o Modify or delete the domain name: You can click Edit or Delete to manage the website
configurations that you added.
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P Notice Afteryou click Edit in the Actions column, you can turn on Getting source port
fromthe real customer on the page that appears. After you turn on Getting source port
fromthe real customer, you can obtain the actual ports of clients or markthe back-to-origin
requests that Anti-DDoS Pro or Anti-DDoS Premium forwards to the origin server by using
custom HTTP headers. For more information, see Mark back-to-origin requests.

o Configure DNS settings: If you purchase a paid edition of Alibaba Cloud DNS, you can enable
NS Access Mode. This way, the system automatically changes the DNS record of the domain
name and redirects traffic to Anti-DDoS Pro or Anti-DDoS Premium.

For more information, see Enable NS Mode Access to protect a website.

o Configure mitigation settings: You can click Mitigation Settings in the Actions columnto go to
the Protection for Website Services tab and modify the mitigation settings.

Afteryou add the website, Intelligent Protection and Frequency Control are enabled by
default. You can enable more features and modify protection rules for the website on the
Protection for Website Services tab.

For more information, see Use the intelligent protection feature.

o Configure back-to-origin settings: If the website that you add to Anti-DDoS Pro or Anti-DDoS
Premium resides on more than one origin server, you can clickBack to the origin settings to
change the load balancing algorithm for back-to-origin traffic.

For more information, see Modify the back-to-origin settings for a website.

Result

Anti-DDoS Pro assigns a CNAME record to the domain name. You only need to map the DNS record of
the domain name to the CNAME record of the Anti-DDoS Pro instance to reroute inbound traffic to the
instance for traffic scrubbing.

What's next

e Configure service traffic forwarding. For more information, see Step 2: Configure service traffic
forwarding.

e (Optional)Upload an HTTPS certificate. If your website supports the HTTPS protocol, you must
upload your SSL certificate to enable the Anti-DDoS Pro instance to filter HTTPS requests.

2.1.3. Step 2: Configure service traffic forwarding

Afteryou add a website to an Anti-DDoS Pro or Anti-DDoS Premium instance, you must modify the DNS
records of the domain name for the website to reroute the traffic directed to your website to the
instance. The instance scrubs the traffic and forwards normal traffic to the origin server. This topic
describes how to modify the CNAME record of a domain name. In this example, the DNS resolution
service is provided by Alibaba Cloud DNS.

Prerequisites

e A domain name is added to an Anti-DDoS Pro or Anti-DDoS Premium instance. For more information,
see Step 1: Add forwarding rules.

e The back-to-origin IP addresses of the Anti-DDoS Pro or Anti-DDoS Premium instance are added to
the whitelist of the origin server. If you deploy third-party security software, such as a firewall, on
your origin server, add the back-to-origin IP addresses to the whitelist of the security software. For
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more information, see Allow back-to-origin IP addresses to access the origin server.

e The traffic forwarding settings are in effect. Before you switch service traffic to the Anti-DDoS Pro or
Anti-DDoS Premium instance, we recommend that you use your local computer to verify that the
instance can forward traffic to the origin server. For more information, see Verify the forwarding
configurations on your local computer.

warning If you switch your service traffic to the Anti-DDoS Pro or Anti-DDoS Premium
instance before the forwarding settings take effect, your service may be interrupted.

Context

In the following example, your domain name is hosted on Alibaba Cloud DNS.

@ Note Alibaba Cloud DNS provides basic DNS services free of charge. It also offers other
value-added services in the paid editions. If you activated a paid edition of Alibaba Cloud DNS for
your website, we recommend that you enable NS Mode Access to redirect traffic to Anti-DDoS Pro
or Anti-DDoS Premium. For more information, see Enable NS Mode Access to protect a website.

If you use a third-party DNS service, log on to the system of the DNS provider to change the DNS
records. The following example is only for reference.

Assume that you add the domain name example.aliyundoc.com to Anti-DDoS Pro or Anti-DDoS

Premium. T he following procedure describes how to change and add DNS records in the Alibaba Cloud
DNS console.

Procedure

1. Log onto the Alibaba Cloud DNS console.

2. Onthe Manage DNS page, find the domain name aliyundoc.com and click Configure inthe
Actions column.

3. Onthe DNS Settings page, find the A or CNAME record whose Host is bgp and click Edit inthe
Actions column.

@ Note I you cannot find the DNS record that you want to manage in the list, you can click
Add Record to add the record.

4. Inthe Edit Record or Add Record dialog box, set Type to CNAME and change Value to the
CNAME assigned by Anti-DDoS Pro or Anti-DDoS Premium.

5. Click Confirm and wait for the settings to take effect.

What's next

Step 3: Configure protection policies
2.1.4. Step 3: Configure protection policies

Afteryou set up an Anti-DDoS Pro or Anti-DDoS Premium instance to protect your website service,
Intelligent Protection is enabled automatically. You can manually adjust anti-DDoS protection policies
for your website service, which include Intelligent Protection, Black Lists and White Lists (Domain Names),
Blocked Regions (Domain Names), Accurate Access Control, and Frequency Control.
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Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is set up by using a domain name. For more
information, see Step 1: Add forwarding rules.
Procedure

1.

2.

3.

4. Onthe Website Config page, find the target domain name and click Mitigation Settings inthe
Actions column.

Add Demain Search by domain E

Domain Origin Server IP Associated Instance [P Protocol Certificate Status Protection Settings Actions
http Edit
Domain com ort8070127013 @ No Certificate A
CNAME: aliyunddos000.. 22 20338 perER A DTS HTTP Flood Protection: @ Nermal Delete _
Protection Package:Enhanced https LS Security Settings Configure DNS Settings

5. Onthe Protection for Website Services tab, configure protection policies for the domain name.
Supported protection policies include Intelligent Protection, Black Lists and White Lists (Domain
Names), Blocked Regions (Domain Names), Accurate Access Control, and Frequency Control.

Protection for Infrastructure Protection for Website Services Protection for Non-website Services

Enter Q

Intelligent Protection - Q A

With adaptive learning about a business traffic baseline, the intelligent analysis engine for big data helps you identify and
m v 9 9 y 9 ¥ y

block next- generation CC att en traffic becomes abnormal, the engine dynamically changes the protec

polices of

ach function module to block abnormal request. These decisions are all based on the distribution of historical traffic. The § /
Protection mode s set to Normal and enabled by default. g -
17N
. 24
Pending Enable Modify ~ S

-More custom protection palicies-

Black Lists and White Lists (Domain Names) Blocked Regions (Domain Names)
Allow or deny IP requests. Check the source IP address and block traf phica
ocation
Status You have created 200 blacklists and 200 whitelists. Change Settin Status You have blocked 34 Chinese provindial regions and
«© =i @ provndal regionsand _« wngs

1 international regions.

Accurate Access Control Frequency Control

a policy as the protection policy fo Control access from saurce IP address by using the frequency

- stats (@)
Status () You have set 10 access contral rules. Change Settings Preset Mode @) @® Normal Emergency Strict Super Strict
Custom Rule (> Currently, you have created 3 rules. Change Settings

o Intelligent Protection: It is enabled by default. Intelligent Protection enables the intelligent
and big data-based analysis engine to learn the traffic patterns of workloads, detect and block
new types of HTTP flood attacks, and dynamically adjust policies to block malicious requests.
You can manually change the protection mode and level. For more information, see Use the
intelligent protection feature.

o Black Lists and White Lists (Domain Names): After this policy is enabled, access requests
fromthe IP addresses or CIDR blocks in the blacklist are blocked, while access requests fromthe IP
addresses or CIDR blocks in the whitelist are allowed. For more information, see Configure
blacklists and whitelists for domain names.
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o Blocked Regions (Domain Names): You can specify both the regions inside and outside China
that you want to block. Requests from IP addresses in the blocked regions are blocked. For more
information, see Configure a location blacklist for a domain name.

o Accurate Access Control: allows you to customize access control rules. You can filter access
requests based on a combination of criteria of commonly used HTTP fields, such as IP, UR|,
Referer, User-Agent, and Params. For requests that meet these criteria, you can allow, block, or
verify them. For more information, see Configure accurate access control rules.

o Frequency Control: allows you to restrict the frequency of access from a source IP address to
your website. Frequency Control takes effect immediately after it is enabled. By default, the
normal mode is used to protect website services against common HTTP flood attacks. You can
manually change the protection mode and create custom rules to reinforce protection. For more
information, see Configure frequency control.

2.1.5. Step 4: View the protection data of your

website services

After you configure an Anti-DDoS Pro or Anti-DDoS Premium instance to protect your website services,
you can use the security overview feature and log-related features to view the protection data inthe
Anti-DDoS Pro or Anti-DDoS Premium console.

Prerequisites

e A domain name is added to an Anti-DDoS Pro or Anti-DDoS Premium instance. For more information,
see Step 1: Add forwarding rules.

e The traffic forwarding configuration for your website service is complete. For more information, see
Step 2: Configure service traffic forwarding.

Procedure

1.
2.
3. Checkthe protection data on the Security Overview page.

i. Inthe left-side navigation pane, click Security Overview.
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ii. Clickthe Domains tab, and select the domain name and time range to view the protection

data.

I Security Overview

Instances Domains

Traffic Flow Dizgram (I Product Updates EE

2] a

All Domains b Real-time 6 Hours 1 Day 7 Days Feb 4, 2020 12:00:00 Mar 5, 2020 12:00:00
Peak HTTP Attack Traffic @ Peak HTTPS Attack Traffic
33,094 .. 0.
Requests @ Attack Events:d

Antack Target
— Al — Mormal —— Attack

LE

o

o

L

@® Anti-DBOS Pro

Origin Server

Seurce Locations

— 04— Sxx 502

® Zhejiang @ Beijing

Most Requested URIs Slow Loading URIs

More Cache Hit Rate

For more information, see Check the security overview.

4. Query and analyze log data.

o Query operations logs.

@ Note

Premium, we recommend that you enable the log analysis feature.

® Serubbing Ended @ Scrubbing

Time

02/17, 15:50:00 ~ 0217, 17:32:30

02/13, 16:15:00 ~ Q2/13, 1T:57:30

02/12, 16:42:30 ~ 0212, 16:50:30

02/08, 14:07:00 ~ Scrubbing

Global @ China Mor-

All

161,457,167 .

- Zhie

= Cache Hit Rate

Only Anti-DDoS Pro supports the operations log feature. If you use Anti-DDoS

An operations log records the important operations in the last 30 days. For example, this log
records the operations performed on IP addresses of protected assets and ECS instances.

a. Inthe left-side navigation pane, choose Investigation > Operation Logs.
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b. Onthe Operation Logs page, select the operation object and time range to view the
operations log record.

| Operation Logs Praduct Updates ES

The operation logs orly record important operations in the last 30 days. X

2020-02-28 13:49:03 User 12 90 deactivated blackhole status of IP 203, AEFA

2020-02-21 09:06:43

2020-02-20 18:42:15 User 12 90 unblocked flow to IP 203. .132. The China Telecom line is unblocked.
2020-02-20 18:42:09 User 12, 90 enabled the Flow Blocking function to IP 203. -132. The blocked period is 17 Minutes 0 Seconds, and the blocked line is China Telecom.

2020-02-20 12:35:19 ddoscoo.log.operate recovery

For more information, see View operations logs.
Query log analysis.

If you need to analyze log data in real time and display results by using graphs, we recommend
that you activate the Log Analysis feature. Afterthe Log Analysis feature is activated, the logs
of access to your website and HTTP flood attack logs are collected and maintained by Alibaba
Cloud Log Service. You can search and analyze log data in real time, and view search results on
dashboards. For more information, see What is Log Service?.

The Log Analysis feature is a value-added service. To use this service, you must both activate
and enable it. To use the log analysis feature, you must performthe following operations:

a. Activate the feature. For more information, see Activate the Log Analysis feature.
b. Enable the feature. For more information, see Enable the Log Analysis feature for a website.

Afterthe Log Analysis feature is activated and enabled, you can navigate to the Investigation
> Log Analysis page to search and analyze log data in real time. You can also view and edit
dashboards, and configure monitoring and alerts on this page.

@ Note For more information about the fields supported by the Log Analysis feature,
see Fields supported by the Log Analysis feature.
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| Log Service Details Expires At032/18/2020, 24:00:00 Renew | Upgrade | Downgrade 27.50K/300T | Clear @@ Full Log | Report Introduction

Select 3 domain .com v Full Log Log Reports Advanced Management  Status ()

@ ddoscoo-logstore @ 15 Minutes(Relative) ¥ [T
~| 1 matched_host:" . com” Rl Bl scarch & Analyze
0

17:23:22 17:25:45 17:28:15 17:30:45 17:33:15 17:35:45 17:38:07
Log Entriesi0 Search StatusThe results are accurate.
Graph
Quick Analysis
Semrch Q (1) The specified query did not return any results. When no results have been found, you can try the following:
| _topic__ 1. Madify the Date Range
| body_bytes_sent 2. Optimize Query Conditions
| cache_status To learn more about query statements, see:Search Syntax
i Use General
| cc_action o= benere Query terms containing the foo prefix. foo*
Search
| cc_blocks
Use Full-text . :
Query logs with fields cantaining foot. foot

| cc_phase Query

For more information, see Overview.

2.2. Set up Anti-DDoS Pro using IPs

and ports
2.2.1. Overview

This topic describes how to configure and use Anti-DDoS Pro or Anti-DDoS Premiumto protect non-
website services, such as client-based games, mobile games, or apps.

The following table describes the required steps.

Step

Step 1: Create a port
forwarding rule

Step 2: Configure port
forwarding and DDoS
mitigation policies

Step 3: View the protection
data of a port

Description

Add a non-website service that you want to protect by using a port in the
Anti-DDoS Pro or Anti-DDoS Premium console. Use the IP address of your
Anti-DDoS Pro or Anti-DDoS Premium instance as your service IP address to
reroute inbound traffic to your instance. After you change the IP address,
the instance scrubs the inbound traffic and then forwards the traffic to the
origin server.

Configure port forwarding policies as required, such as session persistence
and health checks for multiple origin IP addresses. You can also configure
anti-DDoS protection policies for non-website services, such as False
Source, Speed Limit for Destination, Packet Length Limit, and Speed Limit
for Source.

View the traffic that goes through a port on the Security Overview page of
the Anti-DDoS Pro or Anti-DDoS Premium console after you set up an Anti-
DDoS Pro or Anti-DDoS Premium instance to protect your non-website
service.
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2.2.2. Step 1: Create a port forwarding rule

To use Anti-DDoS Pro or Anti-DDoS Premiumto protect non-website services, such as client-based
games, mobile games, or apps, you must create port forwarding rules. You must also use the IP address
of your Anti-DDoS Pro or Anti-DDoS Premium instance as the service IP address. T his topic describes how
to create a port forwarding rule in the Anti-DDoS Pro or Anti-DDoS Premium console.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see Purchase an
Anti-DDoS Pro or Anti-DDoS Premium instance.

Context

If you configure your Anti-DDoS Pro or Anti-DDoS Premium instance to protect non-website services,
your instance supports only Layer 4 forwarding. Both Anti-DDoS Pro and Anti-DDoS Premium provide
protection only against Layer 4 attacks, such as SYN and UDP flood attacks. They do not parse Layer 7
packets or mitigate Layer 7 attacks, such as HTTP flood attacks and web attacks. To create an instance
to protect non-website services, you need only to create port forwarding rules. Then, you can use the
IP address of your instance as the service IP address.

Procedure

1.
2.
3.

4. Onthe Port Config page, select the instance you want to use and click Create Rule.

@ Note You can also create more than one rule at a time. For more information, see Create
multiple forwarding rules at a time.

5. Inthe Create Rule dialog box, configure the following parameters.

Create Rule X

Click to view supported nan-standard ports
* Forwarding Protocol: @ TCP upp
* Farwarding Port
* Origin Server Port
Forwarding Mode:  Round-robin

= Origin Server IP:
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Parameter Description
Forwarding The protocol that you want to use to forward traffic. Valid values: TCP and
Protocol UDP.

The port that you want to use to forward traffic.

o We recommend that you specify the same value for both Forwarding
Port and Origin Server Port.

o To prevent domain owners from creating their own DNS servers, Anti-DDoS
Pro and Anti-DDoS Premium do not protect services that use port 53.

© You cannot specify a port that is used as the forwarding port for another
rule. In an instance, forwarding rules that use the same protocol must use
different forwarding ports. If you attempt to create a rule with a protocol
and forwarding port that are used by another rule, an error message
appears. The error message indicates that these rules overlap. Do not
create a rule that overlaps with forwarding rules that are automatically
generated. For more information, see Automatically generate forwarding
rules when you add website configurations.

Forwarding Port

Origin Server Port The port of the origin server.

The IP address of the origin server.

@ Note You can specify a maximum of 20 origin IP addresses to
implement load balancing. Separate multiple IP addresses with commas

()

Origin Server IP

6. Click OK.

What's next

After a port forwarding rule is created, you must change the IP address of your service to the IP address
of the Anti-DDoS Pro or Anti-DDoS Premium instance to redirect service traffic to the instance. After
you change the IP address, the instance scrubs inbound traffic and then forwards normal traffic to the
origin server.

) Notice Before you change the IP address to redirect inbound traffic to your instance, we
recommend that you verify that the forwarding rule is in effect. For more information, see Verify
the forwarding configurations on your local computer. If you change the IP address of the service
before the forwarding rule is applied, your service may be interrupted.

The Anti-DDoS Pro or Anti-DDoS Premium instance uses default policies to scrub and forward traffic.
You can customize DDoS mitigation policies and enable the session persistence and health check
features based on your business requirements. For more information, see Step 2: Configure port
forwarding and DDoS mitigation policies.

2.2.3. Step 2: Configure port forwarding and
DDoS mitigation policies
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This topic describes how to configure port forwarding policies, such as session persistence and health
checks for multiple origin server IP addresses. The topic also describes how to configure DDoS mitigation
policies for non-website services. The DDoS mitigation policies include False Source, Speed Limit for
Destination, Packet Length Limit, and Speed Limit for Source.

Prerequisites

A port forwarding rule is created. For more information, see Step 1: Create a port forwarding rule.

Context

You can configure port forwarding policies and DDoS mitigation policies for non-website services based
on your business requirements to improve the forwarding capability of Anti-DDoS Pro or Anti-DDoS
Premium.

Anti-DDoS Pro or Anti-DDoS Premium supports the following features:

e You can configure a session persistence policy to forward requests from a specific IP address to the
same backend server.

e You can enable the health check feature to check the availability of backend servers. T his ensures
that requests from clients are forwarded to healthy servers.

e You can configure DDoS mitigation policies to limit the connection speeds and packet lengths of
non-website services that are protected by Anti-DDoS Pro or Anti-DDoS Premium. T his protects your
non-website services against connection-oriented DDoS attacks that consume low bandwidth.

Procedure

S

Onthe Port Config page, select an instance, find the forwarding rule that you want to manage,
and then configure the session persistence, health check, and DDoS mitigation policies for non-
website services based on your business requirements.

Anti-DDoS / Provisioning / Port Config

oo
Product ‘.zdatsso Purchase Instances oo
| Forwarding Port El You can create a maximum of 50 rules. You have already created 2 rules. “E

warding Protocol 7 Forwarding Port  Origin Server Port  Forwarding Mede  Origin Server P Session Persistence Health Check Anti-DDoS Protection Policy ~ Actions

Port Config

I| 202 880 v

e @ 443 443

ce 5000 5000 Round-robin 30, 37 Disabled Change Disabled Change . Enab\ECOCﬂaga

o Session Persistence
a. ClickChange inthe Session Persistence column.

b. Inthe Session Persistence dialog box, enable or disable session persistence based on your
business requirements.

m To enable session persistence, set the Timeout Period parameter and click Complete.
m To disable session persistence, click Disable Session Persistence.
o Health Check
a. ClickChange inthe Health Check column.
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b. Inthe Health Check dialog box, configure the parameters. For more information about the
parameters, see Configure a health check.

Health Check X

Layer 4 Health Check Layer 7 Health Check

Port 456

" Check Interval 13

c. ClickComplete.

To disable a health check, click Change in the Health Check column. In the Health Check dialog
box, click Disable Health Check.

o Protection for non-website services

a. ClickChange inthe Anti-DDoS Protection Policy column.
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b. Onthe Protection for Non-website Services tab, configure DDoS mitigation policies
based on your business requirements. You can configure the following policies:

| Protection Policies The new versin of the protection strategy is open, welcome to experience  Details> proaurupanes RN OO

Intelligent protection - ‘ A
2 b

False Source Speed Limit for Destination

Packet Length Limit Speed Limit for Source

False Source: verifies and filters DDoS attacks that are initiated fromforged IP
addresses.

Speed Limit for Destination: The data transfer rate of the port used by the instance
that exceeds the maximum visit frequency is limited based on the IP address and port of
an Anti-DDoS Pro or Anti-DDoS Premium instance. The data transfer rates of other ports
are not limited.

Packet Length Limit : specifies the minimum and maximum lengths of packets that are
allowed to pass through. Packets with invalid lengths are discarded.

Speed Limit for Source: The data transfer rate of a source IP address from which access
requests exceed the maximum visit frequency is limited based on the IP address and port
of an Anti-DDoS Pro or Anti-DDoS Premium instance. The data transfer rates of source IP
addresses from which access requests do not exceed the maximum visit frequency are not
limited. This policy also supports the blacklist policy. This is when an IP address is added to
the blacklist. It applies to IP addresses from which access requests exceed the maximum
visit frequency five times within 60 seconds. You can also specify the blocking period.

For more information, see Create an anti-DDoS protection policy.

What's next

Step 3: View the protection data of a port
2.2.4. Step 3: View the protection data of a port

Afteryou set up an Anti-DDoS Pro or Anti-DDoS Premium instance to protect your non-website services,
you can view the traffic that goes through the port on the Security Overview page of the Anti-DDoS
Pro or Anti-DDoS Premium console.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is set up by using a port. For more information, see
Step 1: Create a port forwarding rule.
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Procedure

1.
2.
3.

4. Clickthe Instances tab, select one or more instances, and then specify a time range to view the
relevant metrics.

You can view the following instance information:
o Peak Attack Bandwidth (unit: bit/s) and Peak Attack Packet Rate (unit: pps)

o Traffic trends

= Anti-DDoS Pro provides the Bandwidth trend chart to show traffic information by bps or
pps. You can view the trends of inbound, outbound, and attack traffic of aninstance fora
specific time range.

m Anti-DDoS Premium provides the Overview tab to show bandwidth trends and the Inbound
Distribution tab to show the distribution of inbound traffic. Anti-DDoS Premium also provides
the Qutbound Distribution tab to show the distribution of outbound traffic.

o Attack Events of the Blackhole and Mitigation types

You can move the pointer over an IP address or a port to view the details of an attack, such as
Attack Target, Attack Type, Peak Attack Traffic, and Protection Effect.

o Connections on a port

m Concurrent Connections: the total number of concurrent TCP connections established
between clients and the instance

m New Connections: the number of new TCP connections established between clients and the
instance per second

m Active: the number of TCP connections in the Established state

m |nactive: the number of TCP connections in all states except the Established state

@ Note If you select aninstance, the Connections trend chart shows the numbers of
connections on different ports. If you select more than one instance, the Connections trend
chart shows the total number of connections on all ports.

o Source Locations and Source Service Providers

m Source Locations: the distribution of source locations from which normal traffic is sent.
Source locations are classified by Global and Mainland China.

m Source Service Providers: the distribution of Internet service providers (ISPs) from which
normal traffic is sent.
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3.Check the security overview

Afteryou switch traffic of your service to an Anti-DDoS Pro or Anti-DDoS Premium instance, you can
view the metrics and DDoS attack events in real time on the Security Overview page in the Anti-DDoS
Pro or Anti-DDoS Premium console.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased, and your service is protected by the
instance. For more information, see the following topics:

e Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance

e Add awebsite for website services

e (reate forwarding rules for non-website services

Background information
The Security Overview page provides an overview of the following metrics and DDoS attack events:

e Service metrics: clean bandwidth, queries per second (QPS), connections per second (CPS), protected
domain names, and protected ports

e Attackevents: volumetric DDoS attacks, connection flood attacks, and resource exhaustion attacks

Procedure
1.

2
3.
4. (Optional)Turn onTraffic Flow Diagram to view the background information and concepts.

Traffic Flow Diagram shows the relationship between origin servers and Anti-DDoS Pro or Anti-
DDoS Premium instances, terms, and commonly used units.

5. Clickthe Instances tab, select one or more instances, and then specify a time range to view the
relevant metrics.

You can view the following instance information:
o Peak Attack Bandwidth (unit: bit/s) and Peak Attack Packet Rate (unit: pps)

o Traffic trends

m Anti-DDoS Pro provides the Bandwidth trend chart to show traffic information by bps or
pps. You can view the trends of inbound, outbound, and attack traffic of aninstance fora
specific time range.

m Anti-DDoS Premium provides the Overview tab to show bandwidth trends and the Inbound
Distribution tab to show the distribution of inbound traffic. Anti-DDoS Premium also provides
the Outbound Distribution tab to show the distribution of outbound traffic.

o Attack Events of the Blackhole and Mitigation types

You can move the pointer over an IP address or a port to view the details of an attack, such as
Attack Target, Attack Type, Peak Attack Traffic, and Protection Effect.

o Connections on a port
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m Concurrent Connections: the total number of concurrent TCP connections established
between clients and the instance

m New Connections: the number of new TCP connections established between clients and the
instance per second

m Active: the number of TCP connections in the Established state

m Inactive: the number of TCP connections in all states except the Established state

@ Note you select an instance, the Connections trend chart shows the numbers of
connections on different ports. If you select more than one instance, the Connections trend
chart shows the total number of connections on all ports.

o Source Locations and Source Service Providers

m Source Locations: the distribution of source locations from which normal traffic is sent.
Source locations are classified by Global and Mainland China.

m Source Service Providers: the distribution of Internet service providers (ISPs) from which
normal traffic is sent.

. Clickthe Domains tab, select one or more domains, and then specify a time range to view the

relevant metrics.

You can view the following domain information:

o Peak HTTP Mitigation Traffic (unit: QPS) and Peak HTTPS Mitigation Traffic (unit: QPS)
o Requests trend chart

The trend of requests is displayed based on the peakvalues in a specific time range. The
displayed time granularity is based on the specific time range:

m [f the time range is less than 1 hour, the granularity is 1T minute.

m [f the time range is from 1 to less than 6 hours, the granularity is 10 minutes.
m [f the time range is from 6 to less than 24 hours, the granularity is 30 minutes.
m If the time range is from 1 to less than 7 days, the granularity is 1 hour.

m If the time range is from 7 to less than 15 days, the granularity is 4 hours.

m For larger time ranges, the granularity is 12 hours.

o Mitigation Events

You can move the pointer over a domain to view the details of an attack, such as Domains, Peak
Attack Traffic, and Attack Type.

o Response Codes trend chart

The trend chart of response codes shows the accumulated numbers of response codes within a
specific time range. The time range and time granularity in this trend chart have definitions similar
to the definitions in the Requests trend chart. Description of response codes:

m 2xx: The request is successfully received, understood, and accepted by the server.

@ Note Statistics on 2xx response codes include the statistics on the 200 response
code.

m 200: The request succeeded.

38
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m 3xx: The client must performfurther operations to complete the request. In most cases, a 3xx
response code indicates redirection.

m 4xx: The client may be faulty, which interrupts server processing.
m 5xx: An error or an exception occurred when the server processed the request.

m 502: Anti-DDoS Pro or Anti-DDoS Premium attempts to process the request as a proxy server,
but it receives invalid responses from the upstream server.

m 503: The server may be overloaded or in temporary maintenance and cannot process the
request.

m 504: Anti-DDoS Pro or Anti-DDoS Premium attempts to process the request as a proxy server,
but it does not receive responses from the upstream server in a timely manner.
o Source Locations: the distribution of source locations fromwhich requests are sent. Source
locations are classified by Global and Mainland China.
o Most Requested URIs and Slow Loading URIs

m Most Requested URIs: the top five most requested URIs. The URIs are displayed in
descending order. You can click More to view the total number of requests for each URI

m Slow Loading URIs: the top five URIs based on the response time, in milliseconds. The URIs
are displayed in descending order. You can click More to view the response time of each URI.

o Cache Hit Rate trend chart

You can view the trend chart of cache hit rates only after you enable the static page caching
feature. For more information, see Configure static page caching.
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4.Provisioning
4.1. Use domains
4.1.1. Add a website

Anti-DDoS Pro and Anti-DDoS Premium protect your website only after you add the website to Anti-
DDoS Pro or Anti-DDoS Premium and complete forwarding settings. You can add more than one website
at a time. This topic describes how to add your website. This topic also describes how to import the
configurations of more than one website to Anti-DDoS Pro or Anti-DDoS Premium at a time.

Prerequisites

e An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased.
For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.

e [f youwant to add your website to Anti-DDoS Pro, make sure that Internet Content Provider (ICP)

filing is complete for the domain name of your website. If you want to add your website to Anti-
DDoS Premium, ICP filing is not required.

For more information, see ICP filing application overview.

) Notice The information that you use to complete the ICP filing of your domain name must
be consistent with the actual information about your domain name. T his ensures the validity of
the ICP filing. After you add your website to Anti-DDoS Pro, we recommend that you keep the ICP
filing information up-to-date. Anti-DDoS Pro checks the status of ICP filing for protected domain
names on a regular basis. If the ICP filing of a domain name becomes invalid, Anti-DDoS Pro no
longer forwards the traffic of the domain name and displays a message on the Website Config
page. The following figure shows the message. If you want to resume traffic forwarding, you

must update the ICP filing information for the domain name at the earliest opportunity and
submit a .

I Domain

Domain: s
CNAMEymwgmm... ©

0 Protection Package:Enhanced
Remark— &

Invalid ICP domain recordation. Please update the ICP

recordation status,

Add a website

A wn

Onthe Website Config page, clickAdd Domain.

You can import the configurations of more than one website at a time. For more information, see
Import the configurations of more than one website at a time.

5. Complete the Add Domain wizard.

i. Inthe Enter Site Information step, configure the parameters and click Add.
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Anti-DDoS ~ Website Config

< Add Domain

o Enter Site

Information

* Function Plan & Enhanced

* Instance D

You can assodiate a domain with a maximum of eight Anti-DDoS instances. You have selected 0 instances.

Domain

| domains, such as | domains, such as www.

dary

* Protocol HTTP HTTPS [ Websocket [ ] Websockets Advanced Settings /

Enable HTTPS Routing & (JI

(When HTTPS routing is enforced, HTTP requests are routed to HTTPS port 443, Function will not be

available if websocket is included.)

enaple HTTP - (D)

(Please enable this function if your website does not support HTTPS access. The default port is 80. This
function will convert HTTPS request into HTTP access to the origin server, and Websockets will be

converted into websocket to the origin server.)

enable HTTR2 & (D)
Enable QCSP C)

*Server P @ Origin Server P () Origin Server Domain

Separate multiple IP addresses with commas (). You can add a maximum of 20 IP addresses. Do not repeat.

@ f the IP addresses of your origin server have been expased, dlick here to lzam
how to fix the issue.

Server Port HTTE 80 HTTPS 443 Custom

Cancel

Applicable

Parameter .
instance

Description
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Applicable L
Parameter . PP Description
instance
The function plan of the Anti-DDoS Pro or Anti-DDoS
Premium instance that you want to use. Valid values:
Standard Function and Enhanced Function.
You can move the pointer over the 3 icon next to
Function Plan to view the differences between the
Standard and Enhanced function plans. The following
figure shows the differences.
Category Feature Standard Enhanced
Protection against Do$ attacks
. Protection algor ~ Protection against resource exhaustion attacks.
Anti-DDoS Pro ithm (TCP and HTTP fload attacks)
. and Anti-DDoS Inteligent protection
Function Plan .
Premium Blacklist and whitelist
instances Srules
Protection rule Accurate access control Partial matching sup 10 rules
Geo-blacking X
HTTP (30/8080), HTTPS (443/3443)
Non-standard HTTP and HTTPS ports X 10 ports
Connection met
hod Custom TLS version and cipher suite settings. X
HTTP 2.0, Enable HTTPS, HTTP to the origins and Load Balancing Al
gorithm to the origin
Others Static page caching S
The Anti-DDoS Pro or Anti-DDoS Premium instance that
you want to use. You can associate a maximum of eight
instances with a domain name. The instances associated
with the domain name must use the same function
Anti-DDoS Pro plan.
and Anti-DDoS . . . .
Instance Premium Available instances are displayed after you configure
. Function Plan. If no instances are displayed, no
instances

instances use the function plan that you select. In this
case, you can purchase an instance or upgrade the
Standard function plan to the Enhanced function plan. For
more information, see Upgrade an instance.
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Applicable

Parameter .
instance

Anti-DDoS Pro
and Anti-DDoS
Premium
instances

Domain

Description

The domain name of the website that you want to
protect. The domain name must meet the following
requirements:

= The domain name can contain letters, digits, and

hyphens (-). The domain name must start with a letter
or a digit.

® The domain name can be a wildcard domain name,

suchas *.aliyundoc.com . If youenter a wildcard
domain name, Anti-DDoS Pro or Anti-DDoS Premium
automatically matches all subdomains of the wildcard
domain name.

® [f you configure a wildcard domain name and an exact-

match domain name, the forwarding rules and
mitigation policies of the exact-match domain name
take precedence. For example, if you configure *.ali
yundoc.com and www.aliyundoc.com ,the
forwarding rules and mitigation policies of www.aliy
undoc.com take precedence.

The type of the protocol that the website uses. Valid
values:

B HTTP
® HTTPS: If the website uses HTTPS, select HTTPS and

upload an SSL certificate file after you save the
website configurations. For more information, see
Upload an HTTPS certificate.

® Websocket: If you select Websocket, HTTP is

automatically selected. You cannot select only
Websocket for the Protocol parameter.

= Websockets: If you select Websockets, HTTPS is

automatically selected. You cannot select only
Websockets for the Protocol parameter.

If you select HTTPS, you can click Advanced Settings to
configure the following options.

" Protaco HTTP B HTTPS | Websockst | Websocksts

Enzble HTTPS Routing @ (I

Enzble HTTP2 @ (D
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Applicable

instance
Anti-DDoS Pro

and Anti-DDoS
Premium
instances

Parameter

Protocol

= Epable HTTPS Routing: If the website supports both

Dekfdrigtiemd HTTPS, this feature is available. If you enable
this feature, all HTTP requests to access the website
are redirected to HTTPS requests on the standard port
443,

) Notice

m This feature is available only when both
HTTP and HTTPS are selected and
Websocket is cleared.

® |f you access the website over HTTP on a
non-standard port and enable this feature,
all HTTP requests are redirected to HTTPS
requests on the standard port 443.

= Enable HTTP: If the website does not support HTTPS,
this feature is available. If this feature is enabled, all
HTTPS requests are redirected to HTTP requests and
forwarded to origin servers, and all WebSockets
requests are redirected to WebSocket requests and
forwarded to origin servers. By default, the requests
are redirected over the standard port 80.

) Notice

m |f the website does not support HTTPS,
turn on Enable HTTP.

® |f you access the website over HTTPS on a
non-standard port and enable this feature,
all HTTPS requests are redirected to HTTP
requests on the standard port 80.

= Enable HTTP2: After you turn on Enable HTTP/2,
HTTP/2 is used.

44
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Applicable

Parameter .
instance

Anti-DDoS Pro
and Anti-DDoS
Premium
instances

Enable OCSP

Description

Specifies whether to enable the Online Certificate Status
Protocol (OCSP) feature.

(]) Notice This feature is available only for a
website that supports HTTPS. If HTTPS is selected
for Protocol, we recommend that you enable this
feature.

OCSP is an Internet protocol that is used by a Certificate
Authority (CA) to check the revocation status of a
certificate. When a client initiates a Transport Layer
Security (TLS) handshake with a server, the client must
obtain the certificate and an OCSP response.

The OCSP feature is disabled by default. In this case, OCSP
queries are sent from a browser that the client uses to a
CA. Before the client obtains an OCSP response,
subsequent events are blocked. If transient connections
or network disconnections occur, a blank page is
displayed for a long period of time, and the performance
of the website that supports HTTPS is compromised.

If the OCSP feature is enabled, Anti-DDoS Pro or Anti-DDoS
Premium executes OCSP queries and caches the query
results for 300 seconds. When a client initiates a TLS
handshake with the server, Anti-DDoS Pro or Anti-DDoS
Premium returns the OCSP details and the certificate chain
to the client. This prevents blocking issues caused by
OCSP queries from the client. OCSP does not cause
security risks because OCSP responses cannot be forged.
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Parameter

Server IP

Applicable
instance

Anti-DDoS Pro
and Anti-DDoS
Premium
instances

Description

The address type of the origin server. You must enter the
address of the origin server. Valid values:

= Qrigin Server IP: the IP address of the origin server.
You can enter a maximum of 20 IP addresses. If you
enter more than one IP address, separate them with
commas (,).

= |f the origin server is hosted on an Elastic Compute
Service (ECS) instance, enter the public IP address of
the ECS instance. If the ECS instance is associated
with a Server Load Balancer (SLB) instance, enter the
public IP address of the SLB instance.

m [f the origin server is deployed in data centers or on

other clouds, you canrunthe ping Domain name

command to query the public IP address to which

the domain name is resolved and enter the public IP
address.

® QOrigin Server Domain: the domain name of the origin
server. Select this option when you deploy a proxy
service, such as Web Application Firewall (WAF),
between the origin server and Anti-DDoS Pro or Anti-
DDoS Premium. You must also enter the address of the
proxy, such as a CNAME. You can enter a maximum of
10 domain names. If you enter more than one domain
name, separate them with line breaks.

If you want to use Anti-DDoS Pro or Anti-DDoS Premium
together with WAF, select Origin Server Domain and
enter the CNAME that WAF assigns. This provides
enhanced protection for the website. For more
information, see Add a website to both Anti-DDoS Pro
or Anti-DDoS Premium and WAF.

'<]> Notice If you enter the default public
endpoint of an Object Storage Service (OSS)
bucket for Origin Server Domain, a custom
domain name must be mapped to the bucket. For
more information, see Regions and endpoints and
Map custom domain names.

If you enter more than one IP address or domain name,
Anti-DDoS Pro or Anti-DDoS Premium uses IP hash to
forward website traffic to the origin servers. After you
save the website configurations, you can change the load
balancing algorithm. For more information, see Modify
the back-to-origin settings for a website.

The server port that you specify based on the value of
Protocol.
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Parameter

Server Port

Applicable
instance

Anti-DDoS Pro
and Anti-DDoS
Premium
instances

If you select HTTP, the default port 80 is used. If you
pelaaigdohPS, the default port 443 is used.

2 Notice

® The port for Websocket is the same as the
port for HTTP.

= The port for Websockets and HTTP/2 is the
same as the port for HTTPS.

You can click Custom to the right of the Server Port
parameter to specify one or more custom ports. You can
specify multiple custom HTTP or HTTPS ports. If you
specify multiple custom ports, separate the ports with
commas (,).

Server Port m HTTPS Save | Cancel

80

If there are other poarts, please add them and separate them by *[View optional range

Take note of the following limits when you specify
custom ports:

® The custom ports that you want to specify must be

supported by Anti-DDoS Pro or Anti-DDoS Premium.
You can click View optional range to view the HTTP
and HTTPS ports that are supported.

The ports that are supported vary based on the
function plan of your Anti-DDoS Pro or Anti-DDoS
Premium instance.

= Anti-DDoS Pro or Anti-DDoS Premium instance of the
Standard function plan:

® HTTP ports: ports 80 and 8080
® HTTPS ports: ports 443 and 8443
= Anti-DDoS Pro or Anti-DDoS Premium instance of the
Enhanced function plan:
= HTTP ports: ports that range from 80 to 65535
® HTTPS ports: ports that range from 80 to 65535

® You can specify up to 10 custom ports for all websites

that are added to your Anti-DDoS Pro or Anti-DDoS
Premium instance. The custom ports include HTTP
ports and HTTPS ports.

For example, you want to add Website A and Website B
to your Anti-DDoS Pro or Anti-DDoS Premium instance,
Website A provides services over HTTP ports, and
Website B provides services over HTTPS ports.

If you specify HTTP ports 80 and 8080 for Website A,
you can specify up to eight HTTPS ports for Website B.
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Applicable
Parameter . PP
instance
Anti-DDoS
Cname Reuse I .
Premium

BB&eiRtORhether to enable CNAME reuse.

If more than one website is hosted on the same server,
this feature is available. After CNAME reuse is enabled,
you need only to map the domain names hosted on the
same server to the CNAME that is assigned by Anti-DDoS
Premium. For more information, see Use the CNAME reuse
feature.

ii. Inthe Complete step, performthe subsequent operations as instructed.

< Add Domain

@ Enter Site

Information

o Complete

@ The domain is added. Perform the following steps to enable DDoS protection for your site.

If you need help, you can contact our technical support team by using DingTalk to scan the OR code.

If you are using a third-party firewall to protect your server, disable the firewall or add the Back-To-Source CIDR

blocks of Anti-DDoS instances to the whitelist.

View Back-To-Source CIDR Blocks

1 - 40 =

2 | If the IP addresses of your origin site have been exposed, we recommend that you change these IP addresses so that

hackers cannot bypass Anti-DDo5 protection to attack your site.

Change ECS IP

Add Domain Do not show this page again

AN

Go to your DNS provider and change DNS records to forward incoming traffic to Anti-DDoS.

CNAME: aliyunddos1030.com

a. Allow back-to-origin IP addresses to access the origin server:

If security software, such as a firewall, is installed on the origin server, you must add the
back-to-origin IP addresses of the Anti-DDoS Pro or Anti-DDoS Premiuminstance to the
whitelist of the origin server. This ensures that the traffic from Anti-DDoS Pro or Anti-DDoS
Premium is not blocked by the security software on your origin server.

If no security software is installed, skip t his step.
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b. Change the public IP address of an ECS origin server:

If your origin server is an ECS instance and the origin IP address is exposed, you must
change the public IP address of the ECS instance. This prevents attackers from bypassing
Anti-DDoS Pro or Anti-DDoS Premiumto attack your origin server.

If your origin server is not an ECS instance and the origin IP address is not exposed, skip this
step.

€. Upload an HTTPS certificate:

If a website that provides HTTPS services is added to Anti-DDoS Pro or Anti-DDoS
Premium, you must upload the SSL certificate file that is associated with the domain name
of the website. This way, HTTPS requests can be redirected to Anti-DDoS Pro or Anti-
DDoS Premiumfor protection.

(@ Note If awebsite is associated with an Anti-DDoS Pro or Anti-DDoS Premium
instance that uses the Enhanced function plan, you can create a custom TLS policy for
the website after you upload an SSL certificate file. For more information, see
Customize a TLS policy.

If the website provides only HTTP services, skip this step.
d. (Optional)Verify the forwarding configurations on your local computer:

Verify that the website configurations that you added to Anti-DDoS Pro or Anti-DDoS
Premium take effect on your computer. If you change the DNS record before the
configurations for the website take effect, services may be interrupted.

e. Change the DNS record:

Anti-DDoS Pro or Anti-DDoS Premium assigns a CNAME to the website that you added. You
must change the DNS record to map the domain name to the CNAME. T his way, service
traffic can be switched to Anti-DDoS Pro or Anti-DDoS Premium for protection. You can
manually change the DNS record or use the NS Access Mode feature to enable the system
to automatically change the DNS record.

For more information, see Change DNS records to protect website services and Enable NS Mode
Access to protect a website.

iii. ClickWebsites List to view the domain name that you added and the CNAME that is assigned
by Anti-DDoS Pro or Anti-DDoS Premium in the website list.

Afteryou complete the Add Domain wizard, you can performthe following operations on the
newly added domain name:

o Add remarks: You can clickthe
Fa

icon next to Remark to add remarks that help you identify the website configurations.

o Modify or delete the domain name: You can click Edit or Delete to manage the website
configurations that you added.
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P Notice Afteryou click Edit in the Actions column, you can turn on Getting source port
fromthe real customer on the page that appears. After you turn on Getting source port
fromthe real customer, you can obtain the actual ports of clients or mark the back-to-origin
requests that Anti-DDoS Pro or Anti-DDoS Premium forwards to the origin server by using
custom HTTP headers. For more information, see Mark back-to-origin requests.

o Configure DNS settings: If you purchase a paid edition of Alibaba Cloud DNS, you can enable
NS Access Mode. T his way, the system automatically changes the DNS record of the domain
name and redirects traffic to Anti-DDoS Pro or Anti-DDoS Premium.

For more information, see Enable NS Mode Access to protect a website.

o Configure mitigation settings: You can click Mitigation Settings in the Actions columnto go to
the Protection for Website Services tab and modify the mitigation settings.

Afteryou add the website, Intelligent Protection and Frequency Control are enabled by
default. You can enable more features and modify protection rules for the website on the
Protection for Website Services tab.

For more information, see Use the intelligent protection feature.

o Configure back-to-origin settings: If the website that you add to Anti-DDoS Pro or Anti-DDoS
Premium resides on more than one origin server, you can clickBack to the origin settings to
change the load balancing algorithm for back-to-origin traffic.

For more information, see Modify the back-to-origin settings for a website.

What to do next

Afteryou add the website, you must performthe following operations to enable Anti-DDoS Pro or
Anti-DDoS Premiumto protect the website.

Configuration item Description References

® Configure the
global mitigation
policy

e Use the intelligent
protection feature

e (Configure
blacklists and
whitelists for
domain names

After you add the website, Global Mitigation Policies,
Intelligent Protection, and Frequency Control are
enabled by default. You can enable more features and
modify protection rules for the website on the Protection
for Website Services tab.

Protection for

website services e (Configure a

location blacklist
for a domain
name

® Configure
accurate access
control rules

e Configure
frequency control
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Configuration item

Alert rules in
CloudMonitor

Log Analysis feature

Description References

CloudMonitor allows you to configure threshold-triggered
alert rules for common service metrics and attack events
of Anti-DDoS Pro or Anti-DDoS Premium. The common
service metrics include the volume of traffic for an Anti-
DDoS Pro or Anti-DDoS Premium instance and the number
of connections for an Anti-DDoS Pro or Anti-DDoS Premium
instance. The traffic and connection metrics can be
measured at the IP address level. The attack events
include blackhole filtering events and traffic scrubbing
events. After you configure a threshold-triggered alert
rule, CloudMonitor reports an alert when the rule is
triggered. This way, you can handle exceptions and recover
your business at the earliest opportunity.

Create threshold-
triggered alert rules
in the CloudMonitor
console

After you enable the Log Analysis feature, Anti-DDoS Pro
or Anti-DDoS Premium collects and stores full logs of the
website. This way, you can query and analyze the logs that
are collected from the website. By default, the Log
Analysis feature stores full logs for 180 days. This helps
meet the requirements of classified protection.

Quick start

Import the configurations of more than one website at a time

ok wnN

and click Next.

Onthe Website Config page, clickBatch Domains Import.

Inthe Add Multiple Rules panel, enter the information about the websites that you want to add

If you want to add the configurations of more than one website at a time, save the configurations
in an XML file and import the file. For more information about file formats, see Website
configurations in an XML file.
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Add Multiple Rules x

oo
m €

If the content of the XML file is valid, the file is parsed into the configurations of the websites that
you want to add.

6. Inthe Import Rule panel, select the websites that you want to add and click OK.

Import Rule X

7. Afterthe configurations are imported, close the T he rules have been created panel.
4.1.2. Verify the forwarding configurations on
your local computer

Afteryou add a domain name or a port to an Anti-DDoS Pro or Anti-DDoS Premium instance, Anti-DDoS
Pro or Anti-DDoS Premium forwards the packets received by the port to the port of the origin server. To
ensure service stability, we recommend that you verify whether the forwarding configurations take
effect on your computer before the inbound traffic is rerouted to Anti-DDoS Pro or Anti-DDoS Premium.
This topic describes how to verify the configurations.

Prerequisites
e A website or port is added to an Anti-DDoS Pro or Anti-DDoS Premium instance. For more information,
see Add a website and Create forwarding rules.

e The back-to-origin CIDR blocks of the Anti-DDoS Pro or Anti-DDoS Premium instance are added to the
whitelist of the origin server. For more information, see Allow back-to-origin IP addresses to access
the origin server.

Context
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To protect a service that is accessed by using a domain name instead of an IP address, you must add a
website to Anti-DDoS Pro or Anti-DDoS Premium. After you add a website, you can modify the hosts file
or use the CNAME of the Anti-DDoS Pro or Anti-DDoS Premium instance to connect to the server and
check whether the forwarding configurations take effect.

Requests to access Layer 4 services, such as games, are processed by using IP addresses instead of
domain names. You must add port forwarding rules to Anti-DDoS Pro or Anti-DDoS Premiumto protect
these services. Then, you can verify the forwarding configurations by using the IP address of the Anti-
DDoS Pro or Anti-DDoS Premium instance to access the server.

) Notice If you switch your service traffic to Anti-DDoS Pro or Anti-DDoS Premium before the
forwarding configurations take effect, your service may be interrupted.

Modify the local hosts file

1. Modify the hosts file to reroute the inbound traffic of the protected website to Anti-DDoS Pro or
Anti-DDoS Premium. The following procedure shows how to modify the hosts file on a Windows
server.

i. Find the hosts file, which is typically stored in C:\Windows\System32\drivers\etc\.
ii. Openthe hosts file by using a text editor.

ii. Add both the IP address of the Anti-DDoS Pro or Anti-DDoS Premium instance and the o)
rotected domain name at the end of the file.

For example, if the IP address of the instanceis 180.173.xx.xx and the domain name is
demo.aliyundoc.com ,youmust add 180.173.XX.XX demo.aliyundoc.com at the end of
the file.

iv. Save the file.

2. Ping the protected domain name from your computer.
If the command output includes the IP address of the Anti-DDoS Pro or Anti-DDoS Premium
instance in the hosts file, the modification takes effect as expected. If the command output
includes the IP address of the origin server, refresh the local DNS cache by running  ipconfig/flush
dns in Command Prompt.

3. Afteryou verify that the protected domain name is resolved to the IP address of the Anti-DDoS Pro
or Anti-DDoS Premium instance, try to access the service by using the domain name. If you can
access the service, the configurations take effect.

Use the CNAME assigned by Anti-DDoS Pro or Anti-DDoS Premium to
access the origin server
If the client allows you to enter the domain name of the origin server, replace the domain name with

the CNAME assigned by Anti-DDoS Pro or Anti-DDoS Premium and check whet her the origin server is
accessible.

@ Note Afteryou add a domain name for protection, Anti-DDoS Pro or Anti-DDoS Premium
assigns a CNAME to the domain name. You can view the CNAME on the Website Config page.

If the origin server is unaccessible, check whether the prerequisites are met. If the error persists, contact
Alibaba Cloud technical support.
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Use the IP address of the Anti-DDoS Pro or Anti-DDoS Premium
instance to access the origin server

Assume that the IP address of the Anti-DDoS Pro or Anti-DDoS Premium instance is 99.99.XX.XX, the
forwarding port is 1234, the IP address of the origin serveris 11.11.XX.XX, and the port of the origin
serveris 1234.

You can use telnet commands to access the IP address of the Anti-DDoS Pro or Anti-DDoS Premium
instance over port 1234. If the IP address is accessible, the forwarding rule takes effect.

If the client allows youto enterthe IP address of the origin server, you can enter the IP address of the
Anti-DDoS Pro or Anti-DDoS Premium instance for verification.

4.1.3. Modify the back-to-origin settings for a

website

You can configure back-to-origin settings to specify the load balancing algorithmfor the back-to-
origin requests of a website that is added to Anti-DDoS Pro or Anti-DDoS Premium.

Prerequisites

A website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Add a website.

Context

if you configure multiple server addresses when you add the website, your Anti-DDoS Pro or Anti-DDoS
Premium instance automatically uses the round-robin algorithm to schedule requests destined for your
origin servers. T his enables load balancing among the origin servers. The server addresses can be origin
IP addresses or origin domain names. You can change the load balancing algorithm for back-to-origin
requests or specify weights for the server addresses.

The following table describes the load balancing algorithms that are supported.
Algorithm Description

P hash This algorithm is used to forward the requests from the same IP address to the
same server address.

This algorithm is used to forward requests to all server addresses in sequence.
This is the default algorithm. By default, all server addresses have the same
weight.

Round-robin . . .
You can change the weights of server addresses. The higher the weight of the

server address, the higher the possibility that back-to-origin requests are
forwarded to the server address.

The intelligent DNS resolution feature and the least-time algorithm are used to
Least time minimize the latency when service traffic is forwarded from your Anti-DDoS Pro
or Anti-DDoS Premium instance to origin servers.

Procedure

1.
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4. Find the forwarding rule for which you want to modify the back-to-origin settings and click Back
to the origin settings inthe Actions column.

5. Inthe Back to the origin settings dialog box, configure Load Balancing Algorithm to the
origin servers.

Valid values: IP hash, Round Robin, and Least time. For more information about algorithm
differences, see Algorithm descriptions.

Back to the origin settings
Domain om

Load Balancing Algorithm () IPhash @ Round Robin  (0) Least time

to the origin servers,

Origin IP address/domain Weight (3

39, 226 30

6. If you set Load Balancing Algorithmto the origin servers to Round Robin, specify weights for
server addresses. If you select another algorithm, skip this step.

A weight must be aninteger that ranges from 1 to 100. The higher the weight of the server
address, the higher the possibility that back-to-origin requests are forwarded to the server
address.

7. Click OK.
Afteryou configure the back-to-origin settings, the instance schedules requests among multiple
server addresses based on the load balancing algorithm that you specified.

4.1.4. Modify website configurations

You can modify the existing configuration of your website to add the website to another Anti-DDoS
Pro or Anti-DDoS Premium instance or change the origin IP address. For example, you can upgrade the
instance fromthe Standard function plan to the Enhanced function plan. You can modify the
configurations of multiple websites at a time. This topic describes how to modify the configurations of
one or more websites.

Prerequisites

A website is added to an Anti-DDoS Pro or Anti-DDoS Premium instance. For more information, see Add a
website.
Modify the configuration of a website

1.

2.

3.

4. Find the website whose configuration you want to modify and click Edit in the Actions column.
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@ Note Youcanalso modify the configurations of multiple websites at a time. For more
information, see Modify the configurations of multiple websites at a time.

5. Onthe website details page, modify the configuration of the website and click OK.

You can modify all parameters except for the domain name. For example, if you want to change
the instance to which the website is added, change the values of the Function Plan and Instance
parameters. If you want to change the origin IP address, change the value of the Server IP
parameter. For more information about the configuration of a website , see Website
configurations.

Modify the configurations of multiple websites at a time
1.

Onthe Website Config page, clickBatch Domains Edit.

vk wWwN

In the Batch Domains Edit panel, enter new configurations and click Next.

You can import an XML file to modify the configurations of multiple website at a time. For more
information about the XML file, see Website configurations in an XML file.

Batch Domains Edit b4

¥ View Example

The following example adds two site configurations, For site the protocols are the associated Anti-DDoS Pro instances are

; and the origin server IP addresses are View Documentation

oo
=l=]

:aFCEI

If the values of the parameters in the XML file are valid, the file is parsed into the website
configurations that you want to import.

6. Inthe Import Rule panel, select the websites that you want to add and click OK.
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Import Rule X

Select the rules you want to import

doctestddospracom

7. Afterthe configurations are imported, close the The rules have been created panel.

4.1.5. Delete a website configuration

If a website no longer requires anti-DDoS protection, you can delete the website configuration. Before
you perform this operation, you must update the DNS record. Make sure that the DNS record does not
use the IP address of an Anti-DDoS Pro or Anti-DDoS Premium instance or the CNAME record. The CNAME
record refers to that assigned by Anti-DDoS Pro or Anti-DDoS Premium, or that assigned by Sec-Traffic
Manager. If you delete a website configuration without updating its DNS record, your service may be
interrupted.

Prerequisites

The DNS record of the website is updated.

Procedure
1.
2.
3.

4. Find the website configuration that you want to delete and click Delete inthe Actions column.

@ Note Anti-DDoS Pro allows you to delete multiple website configurations at a time. You
can select multiple website configurations that you want to delete and clickBatch Delete
below the list.

5. Inthe message that appears, click OK.

4.1.6. Export multiple website configurations at a
time

Anti-DDoS Pro and Anti-DDoS Premium allow you to export multiple website configurations at a time.
You can export all website configurations as an XML file and download the file to your computer. The
exported files use the same format as the file that you use to import or modify website configurations
at atime.

Procedure

1.
2.
3.
4. ClickBatch Domains Export below the list to start the export task.
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5. Afterthe export taskstarts, click the Tasks icon in the upper-right corner of the page.

« 1
A" w = @

-

e JEE

6. Inthe Tasks panel, wait until the export taskis complete and click Download in the Actions
column.

@ Note If the taskisinthe Pending Export state, wait until the taskis complete.

Tasks
Mame Status Start Time Actions
03,/04,2020, Delete
Layer 7 Export ® Exported 15.3:00 Downlosd

You can use a text editor to view the website configuration in the downloaded XML file. For more
information, see Website configurations in an XML file.

@ Note If you use Anti-DDoS Pro, the name of the exported file starts with DDoSCoo_. If
you use Anti-DDoS Premium, the name of the exported file starts with DDoSDjp . The formats
of the files exported fromthe Anti-DDoS Pro and Anti-DDoS Premium consoles are the same.

<?xml version="1.0" encoding="UTF-&"?> <DomainList>
<DomainConfig=

<Domain= . zom </Domain=
<ProxyTypelist >

<ProxyConfig=

=Prony Type = websockets < /ProxyType=
<ProxyPorts>443 </ProxyPorts>
</ProxyConfig=

<PraxyConfigs

<ProxyType=hitp </ProxyTypes
<ProxyPorts>80,3333,3501 < /ProxyPorts>
<{ProxyConfig=>

<ProxyConfig>
<ProxyTypeshitps</ProxyTypes
<ProxyPorts » 443 < /ProxyPorts >
«</ProxyConfig=>

<ProxyConfig=

<ProxyType=websocket </ProxyType=
<ProxyPorts=80,3333,3501 < /ProxyPorts >
</ProxyConfig>

= /ProxyTypelist=

<InstanceConfig=
<Instancelist>ddoscoo-cn-<mm w s ddoscoo-cn o maifinstancelist>
«/InstanceConfig>

<RealServerConfig>
<ServerType=0</ServerType>
<Serverlist>47. 204 < fServerlist>
</RealServerConfig>

:fbcmainConfiga'];

</DomainList>

7. (Optional)in the Tasks panel, find the task that you want to delete and click Delete inthe Actions

column.

4.1.7. Specify custom ports
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By default, Anti-DDoS Pro and Anti-DDoS Premium protect websites that provide services over HTTP
port 80 and HTTPS port 443. If your website provides services over ports other than ports 80 and 443,
you must specify the custom ports when you add your website to Anti-DDoS Pro or Anti-DDoS Premium.

Limits on custom ports
Take note of the following limits when you specify custom ports:

e The custom ports that you want to specify must be supported by Anti-DDoS Pro and Anti-DDoS
Premium. The ports that are supported vary based on the function plan of your Anti-DDoS Pro or
Anti-DDoS Premium instance.

o Anti-DDoS Pro or Anti-DDoS Premium instance of the Standard function plan:
m HTTP ports: ports 80 and 8080
m HTTPS ports: ports 443 and 8443

o Anti-DDoS Pro or Anti-DDoS Premium instance of the Enhanced function plan:
m HTTP ports: ports that range from 80 to 65535
m HTTPS ports: ports that range from80 to 65535

e You can specify up to 10 custom ports for all websites that are added to your Anti-DDoS Pro or Anti-
DDoS Premium instance. The custom ports include HTTP ports and HTTPS ports.

For example, you want to add Website A and Website B to your Anti-DDoS Pro or Anti-DDoS Premium
instance, Website A provides services over HTTP ports, and Website B provides services over HTTPS
ports.

If you specify HTTP ports 80 and 8080 for Website A, you can specify up to eight HTTPS ports for
Website B.

Procedure

The following procedure shows how to change one or more ports for a website that is added to your
Anti-DDoS Pro or Anti-DDoS Premium instance. You can also specify one or more custom ports when you
add a website to your Anti-DDoS Pro or Anti-DDoS Premium instance. For more information, see Add a

website.

1.

Find the website whose ports you want to change and click Edit in the Actions column.

ok wnN

On the page that appears, click Custom to the right of Server Port.
Server Port  HTTP 80 HTTPS 443

6. Click HTTP and enter customHTTP ports. Click HTTPS and enter custom HTTPS ports. Then, click
Save.

Separate multiple ports with commas (,). You can click View optional range to view the HTTP and
HTTPS ports that are supported.
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80,8080
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If there are other ports, please add them and separate them by *" View optional range

7. Click OK. In the Confirm message, view the custom ports that you specify.

4.1.8. Upload an HTTPS certificate

To use Anti-DDoS Pro or Anti-DDoS Premiumto scrub HTTPS traffic, you must select HTTPS and upload
an HTTPS certificate when you add the domain name of a website. If the uploaded HTTPS certificate
changes, you must update the certificate in the Anti-DDoS Pro or Anti-DDoS Premium console.

Prerequisites

e A website that supports HTTPS is added to Anti-DDoS Pro or Anti-DDoS Premium. For more
information, see Add a website.

e The certificate file of the website is prepared.

If you have uploaded the certificate file to the SSL Certificates Service console, you can select the
certificate. Otherwise, you must upload your own certificate and private key files. The following files
are required:

o The public key file in the CRT format or the certificate file in the PEM format
o The private key file in the KEY format

Scenarios
You must upload the HTTPS certificate in the following scenarios:

e You select HTTPS when you add a domain name to Anti-DDoS Pro or Anti-DDoS Premium.

e You select HTTPS when you add a domain name to Anti-DDoS Pro or Anti-DDoS Premium and upload
a certificate. You need to replace the uploaded certificate or update the certificate when it expires.

Procedure

1.
2.
3.

4. Onthe Website Config page, find the domain name for which you want to upload a certificate,
and clickthe upload iconinthe Certificate Status column.

Add Domain \Zl

http
port: 80 ® No Cert "i:a:
https

port: 443

rotection Package-Enhanced

5. Inthe Upload SSL Certificate and Private Key dialog box, set Upload Method and configure
other parameters.

You can use one of the following methods to upload your certificate:
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o Select Existing Certificates (recommended)

If you have uploaded the certificate to SSL Certificates Service, you can select the certificate and
upload it to Anti-DDoS Pro or Anti-DDoS Premium.

Upload SSL Certificate and Private Key X
Upload Method: Manual Uplozd () Select Existing Certificates
Domain: .com
Select SSL com b

Certificate:

Ga to the S5L Certificates console

Cancel

If you have not uploaded the certificate to SSL Certificates Service, you can click Go to the SSL
Certificates console to upload your certificate. For more information about how to upload
certificates to SSL Certificates Service, see Upload a certificate.

o Manual Upload

Specify Certificate Name, copy and paste the content of the certificate file to the Certificate
File field, and then copy and paste the content of the private key file to the Private Key field.

Upload SSL Certificate and Private Key x

Upload Method: @ Manual Upload Select Existing Certificates

Damain: com

* Certificate

Name:

* Certificate File):

* Private Keyif)

Cancel

@ Note

m [f the certificate file is in the PEM, CER, or CRT format, you can use a text editorto
open the certificate file and copy the file content. If the certificate file is in other
formats, such as PFX and P7B, you must convert the file into the PEM format and use
atext editorto openthe file and copy the file content. For information about how
to convert the format of a certificate file, see How do | convert an HTTPS certificate
to the PEM format?.

m [f the certificate file has multiple certificates, such as a certificate chain, you must
concatenate the content of these certificates and copy the concatenated content
to the Certificate File field.
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Certificate file example

XXXXKXXKXXKXKXKVSOMTXCISENIZTrZ 9 fmxWr2BEN2XbahgnsSXM481ixZJ4krc+1M+j2kcubVpsE2cgHdj4v8H6T
Uz9J14mr7vMNS6dXv8PUk]1 /qoDeNGCNdyTS5NIL51ir+g92cL8IGOkjgvhlgqt9ve65CagbdmL+n5+DVOulyTZTW
/MojmlgfUekC2xiXa54nxJf17Y1TADGSbyJbsCO0QINIrHsP18YKkvRWVIAQYxXZ 7TWRWWWmMv4TMxFhWRiINY7yZ
T02ZUh102SIDNgglEeg==

XXXXKRXXXXKXKLZIUKHITRGNOmMioPOn2bgdKHop+B/dn/4VZ1L7Jt82zSDGMIsTMThLyvsmLOKBgQCr+ujntC1kN
6pGBj2Fw21/EA/W3rYEce2tyhjgmG7rZ+A/JVEIf1d5sQra6ZdwBcQJaiygolYoaMF2EjRwcOgwHalug0C15f
6ujSoHh2e+D5zdmkTg/3NKNJgNv6xA2gYpinVDzFdZ 9Zujxvuh904Vgf0YF8bv5UK5G04RtKadOw==

6. Click OK.
Afterthe certificate is uploaded, the Certificate Status becomes Normal.

Certificate Status

® Normal £

TLS Security Settings

If the certificate is updated, you must upload the updated certificate. To upload the certificate,
log onto the Anti-DDoS Pro console, click Website Config, and then clickthe # icon next to the

certificate to upload the updated certificate.

warning If the certificate is updated but is not uploaded in the Anti-DDoS Pro or Anti-
DDoS Premium console, HTTPS traffic cannot be forwarded to the origin server.

FAQ

How do I handle the mismatch between a certificate and its private key?
4.1.9. Customize a TLS policy

Anti-DDoS Pro and Anti-DDoS Premium allow you to customize Transport Layer Security (TLS) policies.
Afteryou add your website to Anti-DDoS Pro or Anti-DDoS Premium, you can select TLS protocol
versions and cipher suites for the website based on your business requirements. T his topic describes
how to customize a TLS policy.

Prerequisites

e A website is added to an Anti-DDoS Pro or Anti-DDoS Premium instance that uses the Enhanced
function plan. For more information, see Add a website.

You can customize a TLS policy only in an Anti-DDoS Pro or Anti-DDoS Premium instance that uses the
Enhanced function plan. If you use an Anti-DDoS Pro or Anti-DDoS Premium instance that uses the
Standard function plan, upgrade the function plan of your instance to Enhanced before you can
customize a TLS policy. For more information about how to upgrade an Anti-DDoS Pro or Anti-DDoS
Premium instance, see Upgrade an instance.
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e Your website supports HTTPS, and the required SSL certificate is uploaded. For more information,
see Upload an HTTPS certificate.

Context

Anti-DDoS Pro and Anti-DDoS Premium support TLS 1.0, TLS 1.1, TLS 1.2, and TLS 1.3. By default,
websites that are added to an Anti-DDoS Pro instance support TLS 1.0, TLS 1.1, and TLS 1.2 and
websites that are added to an Anti-DDoS Premium instance support TLS 1.1 and TLS 1.2. If the default
settings do not meet your business requirements, you can customize a TLS policy.

If one of your services must comply with PCI DSS 3.2, you must disable TLS 1.0 for the service. However,
the terminals that access other services support only TLS 1.0, you can customize the TLS policy for each
service.

Procedure

1.
2.
3.

4. Find the domain name that you want to configure and click TLS Security Settings inthe
Certificate Status column.

) Notice You can customize aTLS policy only if the following conditions are met: The
domain name of your website is added to an Anti-DDoS Pro or Anti-DDoS Premium instance
that uses the Enhanced function plan. Your website supports HTTPS. The Certificate
Status is Normal.

Add Domain Search by domair Q

Domain Crigin Server IP Asgociated Instance IP Protoco Certificate Status
websockets
portd43
hitp
: com O s . _
Somain P 158 port30,3333,3501 ® Mormal £
CNAME: aliyunddos000... B a7 204 ] 5
Protection Package:Enhanced 203 il https
port:443

websocket

port:80,3333,350

5. Inthe TLS Security Settings dialog box, configure TLS Versions and Cipher Suites.

TLS Security Settings @ X

Domain:
* TLS Versions: TLS 1.0 and later versions. This setting provides the best compa.,
Enable TLS 1.3

* Cipher Suites: Selecting Your Cipher Suites

AES128-5HA X AES256-5HA X hd

DES-CBC3-SHA X
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Parameter Description

Select TLS protocol versions that are supported by HTTPS. Valid values:

o TLS 1.0 and later versions. This setting provides the best
compatibility but a low security level.: TLS 1.0, TLS 1.1, and TLS 1.2
are supported. This is the default value.

o TLS1.1 and later versions. This setting provides a good
TLS Versions compatibility and a medium security level.: TLS 1.1 and TLS 1.2 are
supported.

o TLS1.2 and later versions. This setting provides a good
compatibility and a high security level.: TLS 1.2 is supported.

You can also select Enable TLS 1.3 based on your business requirements.

Select cipher suites that are supported by HTTPS. The following options are
available:

@ Note To view the cipher suites contained in an option, you can
move your pointer over the

7]

icon of an option.

o All cipher suites. This setting provides a low security level but a
high compatibility. This is the default value.

This option includes the following cipher suites:
® ECDHE-ECDSA-AES128-GCM-SHA256
® ECDHE-ECDSA-AES256-GCM-SHA384
® ECDHE-ECDSA-AES128-SHA256
® ECDHE-ECDSA-AES256-SHA384
® ECDHE-RSA-AES128-GCM-SHA256
® ECDHE-RSA-AES256-GCM-SHA384
® ECDHE-RSA-AES128-SHA256
® ECDHE-RSA-AES256-SHA384
® AES128-GCM-SHA256
m AES256-GCM-SHA384
m AES128-SHA256 AES256-SHA256
= ECDHE-ECDSA-AES128-SHA
Cipher Suites ® ECDHE-ECDSA-AES256-SHA
® ECDHE-RSA-AES128-SHA
= ECDHE-RSA-AES256-SHA
® AES128-SHA AES256-SHA
® DES-CBC3-SHA
o Strong cipher suites. This setting provides a high security level

but a low compatibility.: This option is available only when TLS
Versions is set to TLS1.2 and later versions. This setting provides
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ERI De.sacﬁgt(i)ct)jncompatibility and a high security level.
This option includes the following cipher suites:
B ECDHE-ECDSA-AES128-GCM-SHA256
B ECDHE-ECDSA-AES256-GCM-SHA384
m ECDHE-ECDSA-AES128-SHA256
® ECDHE-ECDSA-AES256-SHA384
® ECDHE-RSA-AES128-GCM-SHA256
® ECDHE-RSA-AES256-GCM-SHA384
® ECDHE-RSA-AES128-SHA256
® ECDHE-RSA-AES256-SHA384
® ECDHE-ECDSA-AES128-SHA
® ECDHE-ECDSA-AES256-SHA

o Selecting Your Cipher Suites: If you select this option, you must select
one or more cipher suites from all cipher suites.

6. Click OK.

Result

Afteryou customize the TLS policy for your website, Anti-DDoS Pro or Anti-DDoS Premium forwards
access requests that are destined for your website based on the TLS policy. If a client uses aTLS
protocol version that is not specified in the TLS policy, the access requests that are sent fromthe client
are discarded.

4.1.10. Mark back-to-origin requests

Afteryou add your website to Anti-DDoS Pro or Anti-DDoS Premium, you can turn on the Getting source
port fromthe real customer switch to obtain your actual source ports of clients. You can also markthe
back-to-origin requests that Anti-DDoS Pro or Anti-DDoS Premium forwards to the origin server by using
custom HTTP headers. This allows the backend servers to perform statistical analysis on the back-to-
origin requests in a more convenient manner. T his topic describes how to mark the back-to origin
requests that Anti-DDoS Pro or Anti-DDoS Premium forwards to your origin server.

Prerequisites

Your website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Add a
website.

Procedure

1.
2.
3.
4. Find the website whose configurations you want to edit and click Edit in the Actions column.

5. Onthe page that appears, find the Traffic mark section and configure the following parameters.
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Parameter Description

If you want to obtain the actual source port of a client, turn on this switch.

After you turn on the switch, Anti-DDoS Pro or Anti-DDoS Premium records
the actual source port of the client inthe X-Forwarded-ClientSrcPort
field when Anti-DDoS Pro or Anti-DDoS Premium forwards the back-to origin
requests to the origin server. To obtain the actual source port of the client,
you can parse the Xx-Forwarded-ClientSrcPort field inthe back-to-
origin requests. The specific procedures to obtain the actual source ports of
clients are similar to how the actual source IP addresses of clients are
obtained. For more information, see Obtain the actual source IP addresses of
requests.

Getting source port
from the real
customer

If you want to create custom HTTP headers, you must specify field names
and values.

After you create custom HTTP headers, Anti-DDoS Pro or Anti-DDoS Premium
adds the custom HTTP headers to the back-to-origin requests. This way, the
backend servers can perform statistical analysis on the back-to-origin
requests.

When you create a custom HTTP header, take note of the following points:
©o Do not use the following default HTTP headers as custom HTTP headers:

Custom Header ®  X-Forwarded-ClientSrcPort : This field is used to obtainthe
actual source ports of clients that access Anti-DDoS Pro or Anti-DDoS
Premium (a Layer 7 proxy).

B X-Forwarded-ProxyPort : This field is used to obtain the ports of
listeners that access Anti-DDoS Pro or Anti-DDoS Premium (a Layer 7
proxy).

©o Do not use standard HTTP headers such as User-Agent. If you use
standard HTTP headers, the original header fields may be overwritten.

© You can create up to five custom HTTP headers.

6. Click OK.

References

Obtain the actual source IP addresses of requests

4.1.11. Website configurations in an XML file

You can export, modify, orimport multiple website configurations at a time by using an XML file. This
topic describes how to configure a website in an XML file.

Parameters

The website configurations in an XML file start withthe <bomainnist> tag, end withthe
</DomainList> tag, and include the parameters for multiple websites between the <DomainList> tag
pair. The configurations for each website start withthe <pomainconfig> tag, ends with the
</DomainConfig> tag, and include parameters for each website between the <DomainConfig> tag
pair.
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@ Note Anextra tag pair <bomainConfig>...... </DomainConfig> is required for each

additional website configuration.

Parameter

<Domain>example.aliyundoc.com</D

omain>

<ProtocolConfig> <ProtocolList
>http, https</ProtocolList> </Pro
tocolConfig>

<InstanceConfig> <Instancelist
>ddoscoo-cn-
xxxxxxxxx001</InstancelList> </In

stanceConfig>

<RealServerConfig> <ServerType
>0</ServerType> <ServerList>192.
0.XX.XX</ServerList> </RealServe
rConfig>

Example

Description

The domain name that you want to associate with an Anti-
DDoS Pro or Anti-DDoS Premium instance. You can enter only
one domain name in a tag pair.

The protocol type of the domain name. You can separate
multiple protocol types with commas (,). In this example, the
protocol types of the domain name are HTTP and HTTPS.

The instances that you want to associate with the domain
name.

@ Note Each instance has a unique ID. Enter the
instance IDs between the <InstancelList> tag pair. Separate
multiple instance IDs with commas (,).

The information of the origin server. The configurations include

the following parameters:

®  <ServerType>0</ServerType> : identifies origin servers
by using IP addresses.

® <ServerType>l</ServerType> : identifies origin servers
by using domain names.

<ServerList>192.0.XX.XX</ServerList> : the addresses
of the origin server. Separate multiple addresses with commas

()

@ Note To associate the domain name of an origin
server with an instance, you can use either the IP address or
the domain name of an origin server.
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<DomainList>

<DomainConfig>
<Domain>example.aliyundoc.com</Domain>
<ProtocolConfig>
<ProtocolList>http,https</ProtocolList>
</ProtocolConfig>

<InstanceConfig>
<InstancelList>ddoscoo-cn-xxxxxxxxx001</InstanceList>
</InstanceConfig>

<RealServerConfig>

<ServerType>0</ServerType>
<ServerList>192.0.XX.XX</ServerList>
</RealServerConfig>

</DomainConfig>

<DomainConfig>

<Domain>demo.aliyundoc.com</Domain>

<ProtocolConfig>

<ProtocolList>http,websocket, websockets</ProtocolList>
</ProtocolConfig>

<InstanceConfig>
<Instancelist>ddoscoo-cn-xxxxxxxxx002, ddoscoo-cn-xxxxxxxxx00d</InstanceList>
</InstanceConfig>

<RealServerConfig>

<ServerType>1</ServerType>
<ServerList>learn.aliyundoc.com</ServerList>
</RealServerConfig>

</DomainConfig>

</DomainList>

In this example, the following website configurations are added:

e The domain name is example.aliyundoc.com. The protocols are HTTP and HTTPS. The associated
instance is ddoscoo-cn-xxxxxxxxx001. The IP address of the origin serveris 192.0.XX.XX.

e The domain name is demo.aliyundoc.com. The protocols are HTTP, WebSocket, and WebSockets. The
associated instances are ddoscoo-cn-xxxxxxxxx002 and ddoscoo-cn-xxxxxxxxx00dddoscoo-cn-
XXXxXxxxxx001. The domain name of the origin server is learn.aliyundoc.com.

4.1.12. Use the CNAME reuse feature

If you want to add multiple domain names that are hosted by the same serverto an Anti-DDoS Premium
instance, we recommend that you apply for the CNAME reuse feature. This feature allows you to
configure the instance only once and map multiple domain names hosted by the same serverto the
CNAME that is assigned by Anti-DDoS Premium.

After CNAME reuse is enabled, you can modify the CNAME to map the domain names hosted by the
same server to the CNAME assigned by Anti-DDoS Premium. T his way, all the domain names are added
to Anti-DDoS Premium.

Prerequisites

A is submitted to apply for CNAME reuse. In this topic, CNAME reuse is enabled.
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@ Note Only Anti-DDoS Premium supports CNAME reuse. Anti-DDoS Pro does not support
CNAME reuse.

Scenarios

CNAME reuse is suitable for the following scenarios:

e Customers, such as agents, independent software vendors (ISVs), or distributors, want to add a large
number of domain names to an Anti-DDoS Premium instance. Most of the domain names are hosted
by the same server, and the number of domain names frequently changes.

e Multiple second-level domain names are required for the promotion and search engine optimization
(SEO) of the same service.

e Multiple alternative domain names are required for a service.
Limits
The following table describes the limits of CNAME reuse.

ltem Description

HTTP and HTTPS are supported.

@ Note If you add domain names by using HTTPS, all the
domain names that are mapped to the same CNAME share an SSL
certificate after CNAME reuse is enabled.

Protocol

Domain names that are mapped to the same CNAME must be hosted

Origin server .
by the same origin server.

Enable CNAME reuse

You can use CNAME reuse along with Sec-Traffic Manager. When you enable CNAME reuse, you can
determine whether to use Sec-Traffic Manager. For more information about Sec-Traffic Manager, see
Overview.

e If you use Sec-Traffic Manager, you must select a general interaction rule. Then, the CNAME
configured in the rule is reused to resolve a domain name.

e [f you do not use Sec-Traffic Manager, the CNAME assigned by Anti-DDoS Premium is reused to
resolve a domain name.

The configuration descriptions in this topic are based on the following assumptions:
e The origin server has two IP addresses: 192.XX.XX.1 and 192.XX.XX.2.
e |P address 192.XX.XX.1 hosts three domain names: a.example, b.example, and c.example.

The following procedure describes how to use CNAME reuse to add multiple domain names, such as
a.example, b.example, and c.example that are hosted on the IP address 192.XX.XX.1, to an Anti-DDoS
Premium instance.

1. Enable CNAME reuse when you configure a website.
i. Logontothe Anti-DDoS Pro console.

ii. Inthe top navigation bar, select Outside Mainland China.
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iii. Inthe left-side navigation pane, choose Provisioning > Website Config.

iv. Add a domain name and enable CNAME reuse, or enable this feature for an existing domain
name. For more information about how to add a domain name, see Add a website.

Inthe example, the IP address of the origin serveris 192.XX.XX.1, and the domain name is
a.example.

< Add Domain

o Enter Site 2 Complete
Information

* Protocol HTTP HTTPS [ Websocket [ ] Websockets Advanced Settings

erlP @ Origin Server IP | (O Origin Server Domain

@ [fthe IP addre:

learn how to fix the issue.

Server Port HTTP 30 HTTPS 443

CNAME Reuse Decumentatian

2. Specify whether to use Sec-Traffic Manager. Update the CNAME of the protected domain name.
When you enable CNAME reuse, you must determine whether to use Sec-Traffic Manager.

o Enable CNAME reuse without Sec-Traffic Manager

a. Inthe Select Traffic Scheduling Rule dialog box, click Without Sec-Traffic Manager
and then OK.

Select Traffic Scheduling Rule X

Without Sec-Traffic Manager With Sec-Traffic Manager

2 o T

b. Aftera domain name is added, record the CNAME assigned for the domain name.

c. Inthe console of the DNS provider, update the DNS records for all the domain names that
are hosted on the IP address 192.XX.XX.1. The domain names are a.example, b.example, and

c.example. Then, create a CNAME and set the record value of the CNAME to that recorded in
the previous step.

o Enable CNAME reuse with Sec-Traffic Manager

70 > Document Version: 20220629


https://www.alibabacloud.com/help/doc-detail/143347.htm#task-2325689

Anti-DDOS Anti-DDoS Pro & Premium Us.e.r Gg|d
e-Provisioning

a. Inthe Select Traffic Scheduling Rule dialog box, clickWith Sec-Traffic Manager,
select a Sec-Traffic Manager rule, and then click OK.

Select Traffic Scheduling Rule X

Without Sec-Traffic Manager With Sec-Traffic Manager

2 Q' L & -

* Select Rule
test b

Create Sec-Traffic Manager Rule[3

If you enable CNAME reuse with Sec-Traffic Manager, the Sec-Traffic Manager rule must be
associated with the IP address of the origin server and the IP address of the Anti-DDoS
Premium instance used in the website configuration. In the example, the IP address of the
origin server is 192.XX.XX.1. If no rules are available, click Create Sec-Traffic Manager
Rule to create arule. Then, apply the rule.

€D Notice The IP address of the Anti-DDoS Premium instance in the Sec-Traffic
Manager rule must be the same as that used in the website configuration.

Create Rule

CnameReuse: () Domains that utilize the CNAME Reuse of Sec-Traffic Manager] i

c. Inthe console of the DNS provider, update the DNS records for all the domain names that
are hosted on the IP address 192.XX.XX.1. The domain names are a.example, b.example, and

c.example. Then, create a CNAME and set the record value of the CNAME to that recorded in
the previous step.

3. (Optional)To add domain names that are hosted on another IP address of the origin server
(192.XX.XX.2), repeat Step 1 and Step 2.

Disable CNAME reuse

You can disable CNAME reuse on the Website Config page.
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warning Before you disable this feature, make sure that the service traffic of all the domain
names mapped to the CNAME is no longer rerouted to your Anti-DDoS Premium instance. Otherwise,
the inbound traffic cannot be forwarded to the origin server.

. Inthe top navigation bar, select Outside Mainland China.

. Find the required domain, click Edit in the Actions column, and then disable CNAME reuse.

voA W N

. Specify whether to retain the website configuration or the Sec-Traffic Manager rule.
o If you retain the website configuration, the traffic forwarding rules still take effect.

o If you retain the Sec-Traffic Manager rule, Sec-Traffic Manager still takes effect.

4.2. Use ports

4.2.1. Create forwarding rules

To use Anti-DDoS Pro or Anti-DDoS Premiumto protect your non-website services, such as client-based
games, mobile games, or apps, you must create forwarding rules on the Port Config page. You can
configure DDoS mitigation settings for the forwarding rules that are created for Layer 4 services on the
Port Config page. DDoS mitigation settings include session persistence, health check, and DDoS
mitigation policies.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see Purchase an
Anti-DDoS Pro or Anti-DDoS Premium instance.

Create a forwarding rule
1.
2.

3.
4. Onthe Port Config page, select the instance that you want to manage and click Create Rule.

(@ Note You can also create more than one forwarding rule at a time. For more information,
see Create multiple forwarding rules at a time.

Forwarding Protocol

Forwarding Po
v

| Create Rule | . - ‘l Forvarding Port | Ener the fonwerding Port - Vou can create s maximum of  rules. You have alrescy created 5 rules.
vigin Server  Forwai
O ns

T This is the defaull
delete the r

Ti 8081 8081
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If the @ iconis displayed next to a protocol inthe Forwarding Protocol column of a forwarding

rule, the forwarding rule was automatically generated when you added a website. This forwarding
rule is used to forward the traffic of website services. For more information about how to add a
website, see Add a website.

o If you specify port 80 for the origin server when you add a domain name to your instance, Anti-
DDoS Pro or Anti-DDoS Premium automatically generates a forwarding rule. T his forwarding rule
is used to forward TCP traffic to the origin server over port 80.

o If you specify port 443 for the origin server when you add a domain name to your instance, Anti-
DDoS Pro or Anti-DDoS Premium automatically generates a forwarding rule. This forwarding rule
is used to forward TCP traffic to the origin server over port 443.

If Anti-DDoS Pro and Anti-DDoS Premium automatically generate the preceding forwarding rules
when you add another website, Anti-DDoS Pro and Anti-DDoS Premium do not generate the
forwarding rules again.

(@ Note You cannot edit or delete rules that are automatically generated. If the websites
that use these rules are disassociated from your instance, the rules are automatically deleted.

5. Inthe Create Rule dialog box, configure the parameters and click OK.

Create Rule X

Parameter Description
Forwarding The protocol that you want to use to forward traffic. Valid values: TCP and
Protocol UDP.
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Parameter Description

The port that you want to use to forward traffic.

@ Note

o We recommend that you specify the same value for both
Forwarding Port and Origin Server Port.

o To prevent domain owners from creating their own DNS servers,
Anti-DDoS Pro and Anti-DDoS Premium do not protect services
that use port 53.

© You cannot specify a port that is in use. For an instance,
forwarding rules that use the same protocol must use different
forwarding ports. If you attempt to create a rule with a protocol
and forwarding port that are configured for another rule, an
error message indicating that these rules overlap appears. Make
sure that the rule you want to create does not conflict with the
forwarding rules automatically generated when you add a
website to your instance. For more information, see Website
forwarding rules.

Forwarding Port

Origin Server Port The port of the origin server.

The IP address of the origin server.

@ Note You can specify a maximum of 20 origin IP addresses to
implement load balancing. Separate multiple IP addresses with commas

().

Origin Server IP

After a forwarding rule is created, you can view the rule in the forwarding rule list and performthe
following operations on the rule:

[J  Forwarding Protocol 7 Forwarding Port  Origin ServerPort  FonwardingMode  OriginServer [P | Session Persistence Health Check Anti-DDaS Protection Policy Actions

Edit

] e i‘::irkr 8000 Round-robin . Disabled Change Disabled Change ® Enadled @ change Delete
= Back to the origin settings
Batch Operations v
o Addremarks: Clickthe

icon in the Forwarding Port column to add remarks for the forwarding rule. You can identify the
use scenarios and functionality of different forwarding rules based on the remarks.

o Enable session persistence and health check or configure DDoS mitigation policies.
For more information, see Configure port forwarding and DDoS mitigation policies.

o Edit or delete rules.
For more information, see Edit forwarding rules and Delete forwarding rules.

o Modify back-to-origin settings to enable the origin redundancy feature for a port forwarding
rule. This feature enables Anti-DDoS Pro and Anti-DDoS Premium to deliver higher disaster
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recovery (DR) capabilities of back-to-origin links.
For more information, see Modify the back-to-origin settings for a port.
o Export multiple forwarding rules and mitigation settings at a time.

For more information, see Export multiple port configurations.
Create multiple forwarding rules at a time
1.
2
3.
4. Onthe Port Config page, select the instance that you want to manage and choose Batch
Operations > Create Rule.

5. Inthe Create Rule dialog box, enter the required information as shown in the sample file and click
OK.

Create Rule X

Sample File:

ddoscoo.layerd.add_rulesHtml

Create Cance

Take note of the following items when you enter the information:
o Each line represents a rule.

o Fromleft to right, the fields in each rule indicate the following information: traffic protocol,
forwarding port, origin server port, and origin IP address. Fields are separated by spaces.

For more information about the fields, see Rule parameters.

6. Checkthe information that you entered, select the rules that you want to create, and then click
OK.

> Document Version: 20220629 75


https://www.alibabacloud.com/help/doc-detail/300415.htm#task-2105946
https://www.alibabacloud.com/help/doc-detail/143351.htm#task-2338485

Anti-DDoS Pro & Premium User Guid

L Anti-DDoS
e-Provisioning

Create Rule X

o
i
“
L
@
o
)
o
I

7. Afterthe rules are uploaded, close the Create Rule dialog box.

What to do next

After you create forwarding rules, you must performthe following operations to enable your instance
to protect your non-website services.

1. Allow the back-to-origin IP address of your instance on the origin server. This way, the traffic from
your instance is allowed by the security software on your origin server.

For more information, see Allow back-to-origin IP addresses to access the origin server.

2. Verify that the forwarding rules are in effect on your computerto prevent service exceptions
caused by invalid forwarding rule configurations.

For more information, see Verify the forwarding configurations on your local computer.

warning If you switch your service traffic to your instance before the forwarding rules
take effect, your services may be interrupted.

3. Switchthe traffic of your non-website services to your instance by using one of the following
methods:

o [f your service is reachable over an IP address, replace the service IP address with the exclusive IP
address of your instance.

@ Note The method to replace the IP address varies based on your platform.

o If your service is also reachable over a domain name, such as example.com, that functions as the
server address or is added to a client program, change the A record at the DNS provider of the
domain name to redirect the traffic to the exclusive IP address of your instance.

For more information, see Change the DNS record.
4.2.2. Verify the forwarding configurations on
your local computer

Afteryou add a domain name or a port to an Anti-DDoS Pro or Anti-DDoS Premium instance, Anti-DDoS
Pro or Anti-DDoS Premium forwards the packets received by the port to the port of the origin server. To
ensure service stability, we recommend that you verify whether the forwarding configurations take
effect on your computer before the inbound traffic is rerouted to Anti-DDoS Pro or Anti-DDoS Premium.
This topic describes how to verify the configurations.
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Prerequisites

e A website or port is added to an Anti-DDoS Pro or Anti-DDoS Premium instance. For more information,
see Add a website and Create forwarding rules.

e The back-to-origin CIDR blocks of the Anti-DDoS Pro or Anti-DDoS Premium instance are added to the

whitelist of the origin server. For more information, see Allow back-to-origin IP addresses to access
the origin server.

Context

To protect a service that is accessed by using a domain name instead of an IP address, you must add a
website to Anti-DDoS Pro or Anti-DDoS Premium. After you add a website, you can modify the hosts file
or use the CNAME of the Anti-DDoS Pro or Anti-DDoS Premium instance to connect to the server and
check whether the forwarding configurations take effect.

Requests to access Layer 4 services, such as games, are processed by using IP addresses instead of
domain names. You must add port forwarding rules to Anti-DDoS Pro or Anti-DDoS Premiumto protect
these services. Then, you can verify the forwarding configurations by using the IP address of the Anti-
DDoS Pro or Anti-DDoS Premium instance to access the server.

D Notice If you switch your service traffic to Anti-DDoS Pro or Anti-DDoS Premium before the
forwarding configurations take effect, your service may be interrupted.

Modify the local hosts file

1. Modify the hosts file to reroute the inbound traffic of the protected website to Anti-DDoS Pro or
Anti-DDoS Premium. T he following procedure shows how to modify the hosts file on a Windows

server.
i. Find the hosts file, which is typically stored in C:\Windows\System32\drivers\etc\.
ii. Openthe hosts file by using a text editor.

ii. Add both the IP address of the Anti-DDoS Pro or Anti-DDoS Premium instance and the ]
rotected domain name at the end of the file.

For example, if the IP address of the instanceis 180.173.xx.xx and the domain name is

demo.aliyundoc.com ,youmust add 180.173.XX.XX demo.aliyundoc.com at the end of
the file.

iv. Save the file.

2. Ping the protected domain name from your computer.
If the command out put includes the IP address of the Anti-DDoS Pro or Anti-DDoS Premium
instance in the hosts file, the modification takes effect as expected. If the command output
includes the IP address of the origin server, refresh the local DNS cache by running  ipconfig/flush
dns in Command Prompt.

3. Afteryou verify that the protected domain name is resolved to the IP address of the Anti-DDoS Pro
or Anti-DDoS Premium instance, try to access the service by using the domain name. If you can
access the service, the configurations take effect.

Use the CNAME assigned by Anti-DDoS Pro or Anti-DDoS Premium to
access the origin server
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If the client allows you to enter the domain name of the origin server, replace the domain name with
the CNAME assigned by Anti-DDoS Pro or Anti-DDoS Premium and check whet her the origin server is
accessible.

@ Note Afteryou add a domain name for protection, Anti-DDoS Pro or Anti-DDoS Premium
assigns a CNAME to the domain name. You can view the CNAME on the Website Config page.

If the origin server is unaccessible, check whether the prerequisites are met. If the error persists, contact
Alibaba Cloud technical support.

Use the IP address of the Anti-DDoS Pro or Anti-DDoS Premium
instance to access the origin server

Assume that the IP address of the Anti-DDoS Pro or Anti-DDoS Premium instance is 99.99.XX.XX, the
forwarding port is 1234, the IP address of the origin serveris 11.11.XX.XX, and the port of the origin
serveris 1234.

You can use telnet commands to access the IP address of the Anti-DDoS Pro or Anti-DDoS Premium
instance over port 1234. If the IP address is accessible, the forwarding rule takes effect.

If the client allows you to enterthe IP address of the origin server, you can enter the IP address of the
Anti-DDoS Pro or Anti-DDoS Premium instance for verification.

4.2.3. Modify the back-to-origin settings for a
port

You can configure back-to-origin settings to enable the origin redundancy feature for a port
forwarding rule. This feature improves the disaster recovery (DR) capabilities of back-to-origin links for
Anti-DDoS Pro and Anti-DDoS Premium.

Prerequisites

A port forwarding rule is created. For more information, see Create forwarding rules.

Context

Origin redundancy allows you to configure the IP addresses of both the primary and secondary origin
servers. You can specify whether to forward back-to-origin requests to the primary origin server or
secondary origin server at any time. T his way, your Anti-DDoS Pro or Anti-DDoS Premium instance
forwards service traffic to the origin server that you specified. If a back-to-origin link f ails, you can
quickly switch service traffic to the backup link to ensure normal service access.

Enable origin redundancy

1.
2.
3.
4. Onthe page that appears, select the instance that you want to manage.

5. Find the forwarding rule for which you want to enable origin redundancy and click Back to the
origin settings inthe Actions column.
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| 2o 116 0 ddoscoo- v | Forvarding port - You can create a maximum of 50 rules. You have already created 2 rules.
[J  Forwarding Protocol 2 Forwarding Port Origin Server Port Forwarding Made Origin Server [P Session Persistence Health Check Anti-DDaS Protection Policy Actions
88 -
O we o a8 Round-rabin 192/ 1 Disabled Change Disabled Change ® Enabled @ Change

6. Inthe Back to the origin settings dialog box, turn on Redundant Mode to the Origin.

X
Back to the origin settings

Crigin Server IP

Origin Server Port

Redundant Mode to the ‘)

. Enable the master origin
Origin

192 1

D Enable the slave origin

192, 2182, 3

Separate multiple IP addresses with commas (). You can add a maximum of
20 IP addresses. Do not repeat

“ Cance

i. Inthe Note message, click OK.
When you enable origin redundancy, the current origin IP address of the forwarding rule is
automatically used as the IP address of the primary origin server, and service traffic is
forwarded to the primary origin server.

ii. Configure the IP addresses for the primary and secondary origin servers and select the origin
server that you want to enable.

You can configure a maximum of 20 IP addresses for each origin server. Separate multiple IP
addresses with commas (,).

jii. Click OK.

Afteryou enable origin redundancy, the value of Origin Server IP that you specified forthe
forwarding rule is changed to the IP address of the origin server that you enabled. When the origin
IP address of the forwarding rule is changed to the IP address of the origin server that you enabled,
you can no longer modify the forwarding rule to change the origin IP address.

203/ 1116 0 ddoscoo- v Fomwarding Part - Vou can create 2 maximum of 0 rules. You have already crested 2 rules.
) Forwarding Protocal 7 Forwarding Port OriginSewerPort  Forwarding Mode | Origin Server P | Session Persistence Health Check Anti-DDSS Protection Policy Actions
88 19202 N
P 88 -robin E. Change ed Change ® Enablec Change ete
[ Remerkctest & Round-rob s Dissbled Chang Dissbled Chang nabled @ Chang Delet
Back to the origin settings

If you want to switch between the origin servers, you need only to modify the back-to-origin
settings of the forwarding rule to select the origin server that you want to enable.

Disable origin redundancy

If you no longer need origin redundancy, you can turn off Redundant Mode to the Origin in the Back
to the origin settings dialog box. For more information, see Enable origin redundancy.
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@ Note Afteryou disable origin redundancy, the IP address of the origin server that you
enabled is automatically used as the origin IP address of the forwarding rule. For example, if the
secondary origin server is enabled and you disable origin redundancy, the IP address of the
secondary origin server is automatically used as the origin IP address of the forwarding rule to
forward service traffic.

Afteryou disable origin redundancy, you can modify the forwarding rule to change the origin IP address
of the forwarding rule. For more information, see Edit forwarding rules.

4.2.4. Edit forwarding rules

You can edit forwarding rules and change the origin server IP addresses in the rules. This topic describes

how to edit one or more forwarding rules.

Prerequisites

Forwarding rules are created for your Anti-DDoS Pro or Anti-DDoS Premium instance. For more

information, see Create forwarding rules.

Limits

e You can change the IP addresses of origin servers only for forwarding rules that are manually created.
Automatically generated rules do not support this operation.

o If the forwarding protocol and port of a rule are changed, we recommend that you create a
forwarding rule.
Edit a forwarding rule
1.
2.
3.
4. Onthe Port Config page, select the instance that you want to manage.

5. Find the rule that you want to edit, and click Edit in the Actions column.

@ Note If you use an Anti-DDoS Pro instance, you can edit more than one rule at a time. For
more information, see Edit more than one forwarding rule at a time.

6. Inthe Edit Rule dialog box, change the value of Origin Server IP and click OK.
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Edit Rule X

Forwarding TCP

Protocol:

Farwarding Port: 88

Crigin Server Port: 88

Forwarding Mode: Round-robin

Origin Server IP:

Separate multiple IP addresses with commas (). You can add a maximum of 20 IP

addresses.

Afteryou change the IP addresses of the origin servers, Anti-DDoS Pro or Anti-DDoS Premium
forwards traffic based on the new rule.

Edit more than one forwarding rule at a time

@ Note Only Anti-DDoS Pro allows you to edit more than one forwarding rule at a time. When
you modify more than one rule, you can change only the IP addresses of the origin servers.

1.
2.
3.

4. Onthe Port Config page, select the instance that you want to manage and choose Batch
Operations > Edit Rule.

Create Rule

Create Session Persistence/Health Check Settings

Create Anti-DDoS Protection Policy

5. Inthe Edit Rule dialog box, enter the information as shown in the sample file and click OK.

Edit Rule X

Sample File:

Edit Cancel

You can create a rule based on the following requirements.
o Each line represents a rule.

o Fromleft to right, the fields in each rule indicate the following parameters: forwarding protocol,
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forwarding port, origin server port, and IP address of the origin server. Fields are separated by
spaces. For more information about the parameters, see Rule parameters.

6. Confirmthe entered information, select the rules that you want to apply, and then click OK.

7. Close the Edit Rule dialog box.

4.2.5. Delete forwarding rules

You can delete manually created forwarding rules that are no longer required. Before this operation,
ensure that inbound traffic is no longer rerouted to Anti-DDoS Pro or Anti-DDoS Premium inst ances. If
you delete a forwarding rule before you restore the IP address of your service fromthat of your Anti-
DDoS Pro or Anti-DDoS Premium instance to the actual IP address, your service may be interrupted.

Prerequisites

The IP address of your service is restored from that of your Anti-DDoS Pro or Anti-DDoS Premium
instance to the actual IP address.

Procedure

1.
2.
3.
4. Onthe Port Config page, select the instance that you want to manage.

5. Find the rule that you want to delete and click Delete in the Actions column.

@ Note To delete multiple rules at atime, select the rules and click Batch Delete below
the rule list.

6. Inthe message that appears, click OK.

4.2.6. Export multiple port configurations

Anti-DDoS Pro and Anti-DDoS Premium allow you to export multiple port configurations at a time. You
can export manually created forwarding rules, session and health check settings, and anti-DDoS
protection policies under an Anti-DDoS Pro or Anti-DDoS Premium instance as a TXT file. You can also
download the file to your local machine. The exported file has the same format as the file used to
manage multiple rules, session and health check settings, and anti-DDoS protection policies.

Procedure

1.
2.
3.
4. Onthe Port Config page, select the target instance.

5. Below the rule list, click Batch Export and select Export Rule, Export Session/Health Settings,
orExport Anti-DDoS Protection Policy as required.
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Export Rule
Export Session/Health Settings

Export Anti-DDoS Protection Policy

Batch Export A

6. Afterthe export taskstarts, clickthe Tasks icon in the upper-right corner of the page.

« 1
A" w = @

—

Buy Instance EE

7. Inthe Tasks pane, clickDownload inthe Actions column that corresponds to the export record
after the export taskis completed.

@ Note If the taskisinthe Pending Export state, wait until the taskis completed.

Tasks ;
Mame Status Start Time Actions
3/06/2021 Delete
Layer 4 Export_ddoscoo-cn-o401... ® Exported 03/06/2020,

10:15:40 Dawnload

Afterthe exported file is downloaded to your local machine, you can open the TXT file to view the

rules or settings. For more information about the format in the TXT file, see The format of content
inthe files.

8. (Optional)in the Tasks pane, find the task that you want to delete and click Delete inthe Actions
column.

The format of content in the files

All exported files are in TXT format. The format in the files varies with the exported content.

@ Note If you use Anti-DDoS Pro, the name of the exported file starts with DDoSCoo . If you
use Anti-DDoS Premium, the name of the exported file starts with DDoSDjp . The formats of the
files exported fromthe Anti-DDoS Pro and Anti-DDoS Premium consoles are the same.

e Rule files

Each row represents a rule that contains four values. From left to right, the fields in each rule indicate

the following parameters: forwarding protocol, forwarding port, origin server port, and origin server
IP address.

lkcp 90 91 192. A1
tcpi23123 1.2
tcp 888 2222 1. .1
udp 3999 3999 1. .4
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For more information, see Create forwarding rules.
e Files of session and health check settings

Each row represents a rule. From left to right, the fields in each rule indicate the following
parameters: forwarding port, forwarding protocol, session persistence timeout, health check type,
port, response timeout period, check interval, unhealthy threshold, healthy threshold, path, and
domain. If the value of session persistence timeout is 0, session persistence is disabled. If no value is
specified for the health checktype, the health check s disabled, and the values that follow the
parameter are left blank. The values of path and domain are only provided for HTTP-based health
checks.

90 tep O
123 tcp 0
888 tep O
8080 tcp 400 http 22 5 5 3 3 /search.php example.com

For more information, see Configure session persistence.
e Files of anti-DDoS protection policies

Each row represents a rule. From left to right, the fields in each rule indicate the following
parameters: forwarding port, forwarding protocol, source new connection rate limit, source
concurrent connection rate limit, destination new connection rate limit, destination concurrent
connection rate limit, minimum packet length, maximum packet length, and false source and empty
connection. The value of the last field applies only when TCP is used. You must turn on False Source
before you turn on Empty Connection.

90 tcp 20000 50000 0 0 1 6000 on off
123 tcp 0 0 100000 0 0 6000 on on
8588 tcp 20000 0 0 0 0 6000 on off
8080 tcp 11 100 1000 0 6000 on off

For more information, see Create anti-DDoS protection policies for multiple port forwarding rules at a time.

4.2.7. Configure a health check

Anti-DDoS Pro and Anti-DDoS Premium provide Layer 4 and Layer 7 health checks for protected non-
website services. The health check feature is suitable for services that have more than one origin server
IP address. This feature is used to check the availability of the backend servers. After you add a port
forwarding rule to Anti-DDoS Pro or Anti-DDoS Premium, you can enable the health check feature for
the forwarding rule.

Prerequisites

e A port forwarding rule for a non-website service is configured on the Port Config page.

For more information, see Create forwarding rules.

e The IP addresses of origin servers are configured in the port forwarding rule.

) Notice If you configure only one IP address of the origin server in a port forwarding rule,
we recommend that you do not enable the health check feature.

Context
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The health check feature is suitable for services that have more than one origin server IP address. When
Anti-DDoS Pro or Anti-DDoS Premium forwards traffic to backend servers, this feature verifies the
availability of the backend servers. Therefore, traffic is forwarded to healthy backend servers to ensure
that the services properly run. For more information, see Health check overview.

Enable the health check feature
1.
2.
3.

4. Onthe Port Config page, select the instance, find the forwarding rule that you want to manage,
and then click Change in the Health Check column.

@ Note To configure the health check feature for more than one forwarding rule at a time,
you can select the rules and choose Batch Operations > Create Session Persistence/Health
Check Settings. For more information, see Configure session persistence and health checks for
more than one forwarding rule.

il = b | Forwarding Port El You can create a maximum of 50 rules.
warding Proto . Origi o . Ori er
Forwarding Protocal Forwarding Origin Server F?mardmg Origin Server Session Persistance Health Check
v Port Port Mode P
el } 50 80
el } 443 443
3. 3 zhle

Tce 56 33 Round-robin o Enabled @ e d

4. 4 Change

5. Inthe Health Check dialog box, configure the parameters and click Complete.

Health Check X
Layer 4 Health Check Layer 7 Health Check
* Port 456

Advanced Settings

* Response Timeout 5

Period

" Check Interval 15

* Healthy Threshold 3

Anti-DDoS Pro or Anti-DDoS Premium allows you to configure Layer 4 and Layer 7 health checks.
The following table describes the parameters.
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@ Note Youcan configure advanced options for Layer 4 and Layer 7 health checks. You
must click Advanced Settings to show advanced options. We recommend that you do not
modify the advanced options.

Type Parameter Description

The port that the health check feature uses to communicate with the
backend server. Valid values: 1 to 65535. By default, the backend port

Layer 4 configured for a listener is used.

Health Port
Check @ Note The Layer 4 health check is suitable for TCP and UDP
forwarding rules.

During a Layer 7 health check, Anti-DDoS Pro or Anti-DDoS Premium
sends an HTTP HEAD request to the default homepage of the origin
server.

@ Note The Layer 7 health check is suitable only for TCP
forwarding rules.
Domain

Layer 7 and Path If you do not want to use the default homepage of the origin server for

Health health checks, you must specify a domain name and a path of the page
Check that you want to check.

If you have limited the host field for the HTTP HEAD request, you need
only to specify a URI for health checks. The Domain parameter is
optional. The default value is the IP address of the backend server.

The port that the health check feature uses to communicate with the
Port backend server. Valid values: 1 to 65535. By default, the backend port
configured for a listener is used.

Response The timeout period of a health check. Valid values: 1 to 30. Unit:
Timeout seconds. If the backend server does not respond within the specified
Period timeout period, the backend server is unhealthy.

The interval between two consecutive health checks. Valid values: 1 to
30. Unit: seconds.

@ Note Each scrubbing node in the Anti-DDoS Pro or Anti-DDoS
Premium cluster performs health checks on backend servers at the
specified interval independently and concurrently. The scrubbing
nodes may perform health checks on the same backend server at
different points in time. Therefore, the health check records on the
. backend server do not indicate the time interval specified for the
Settings

health check.

Check
Interval

Advanced

The number of consecutive failed health checks performed on a
backend server by the same scrubbing node before the backend server
is declared as unhealthy. Valid values: 1 to 10.

Unhealthy
Threshold
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Type Parameter Description

The number of consecutive successful health checks performed on a
backend server by the same scrubbing node before the backend server
is declared as healthy. Valid values: 1 to 10.

Healthy
Threshold

Afterthe health check feature is enabled, Enabled appears in the Health Check column forthe
forwarding rule.

Forwarding Protocol Forwarding Origin Server Forwarding Origin Server

Port Port Mode: P Session Persistence Health Check
el i ] &0 &0
et i } 443 243
TCP 56 333 Round-robin ’ Enbled @ w
4 4 Change Change

Configure session persistence and health checks for more than one
forwarding rule

1.

2.

3.

4. Onthe Port Config page, select the instance that you want to manage and choose Batch
Operations > Create Session Persistence/Health Check Settings.

| Batch Operations H Batch Export V' |

Create Rule

Edit Rule

| Create Session Persistence/Health Check Settings |

Create Anti-DDoS Protection Policy

5. Inthe Create Session Persistence/Health Check Settings dialog box, enter the required
information as shown in the sample file and click OK.

Create Session/Health Settings x

Sample File:

ddascoo.layerd.export_rulesHtm

Create Cancel
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@ Note Youcan export health check settings to a TXT file, modify the settings in the TXT
file, and then copy and paste the settings to the Create Session Persistence/Health Check
Settings dialog box. For more information, see Export multiple port configurations.

The formats of session persistence and health check settings must meet the following
requirements:

(e]

(e]

Each line represents a forwarding rule.

From left to right, the fields in each forwarding rule indicate the following parameters:
forwarding port, forwarding protocol, session persistence timeout period, health checktype,
port, response timeout period, check interval, unhealthy threshold, healthy threshold, path, and
domain name. The supported forwarding protocols are TCP, HTTP, and UDP. T he session
persistence timeout period is measured in seconds, and the valid value ranges from 30 to 3600.
Fields are separated by spaces.

Forwarding ports must be the ports that are specified in forwarding rules.

If aforwarding rule uses UDP, we recommend that you configure a UDP health check. If a
forwarding rule uses TCP, we recommend that you configure a TCP health check (Layer 4 health
check) or HTTP health check (Layer 7 health check).

If you configure an HTTP health check, the Path parameter is required, but the Domain parameter
is optional.

4.2.8. Configure session persistence

Afteryou add non-website services to Anti-DDoS Pro or Anti-DDoS Premium, issues such as logon
timeout or disconnections may occur. In this case, you can enable the session persistence feature. This
feature forwards requests from the same client to the same backend server within a specified period.
This topic describes how to configure session persistence for a port forwarding rule.

Prerequisites

A port forwarding rule for a non-website service is configured on the Port Config page. For more
information, see Create forwarding rules.

Enable session persistence

1.

2
3.
4

. Onthe Port Config page, select the instance, find the forwarding rule that you want to manage,

and then click Change in the Session Persistence column.

@ Note You can also enable session persistence for more than one forwarding rule of an
instance at a time. For more information, see Configure session persistence and health checks
for more than one rule at a time.
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5. Inthe Session Persistence dialog box, set Timeout Period and click Complete. The timeout

period is measured in seconds, and the valid value ranges from 30 to 3600.
Afterthe session persistence feature is enabled, the status of Session Persistence changesto
Enabled.

Forwarding Protocol Forwarding Origin Server Forwarding Origin Server Session Persistence
Port Port Mode P - o
@ 80 80
@ 443 443
Tce 56 333 Round-robin = .
44 Change

Configure session persistence and health checks for more than one
forwarding rule

1.
2.
3.
4,

5.

Onthe Port Config page, select the instance that you want to manage and choose Batch
Operations > Create Session Persistence/Health Check Settings.

| Batch Operations H Batch Export ™ |

Create Rule

Edit Rule

| Create Session Persistence/Health Check Settings |

Create Anti-DDoS Protection Policy

Inthe Create Session Persistence/Health Check Settings dialog box, enter the required
information as shown in the sample file and click OK.
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Create Session/Health Settings X

Sample File:

ddoscoo.layerd.export_rulesHtm

Create Cance!

@ Note Youcan export health check settings to a TXT file, modify the settings in the TXT
file, and then copy and paste the settings to the Create Session Persistence/Health Check
Settings dialog box. For more information, see Export multiple port configurations.

The formats of session persistence and health check settings must meet the following
requirements:

o

(e]

Each line represents a forwarding rule.

From left to right, the fields in each forwarding rule indicate the following parameters:
forwarding port, forwarding protocol, session persistence timeout period, health checktype,
port, response timeout period, check interval, unhealthy threshold, healthy threshold, path, and
domain name. The supported forwarding protocols are TCP, HTTP, and UDP. The session
persistence timeout period is measured in seconds, and the valid value ranges from 30 to 3600.
Fields are separated by spaces.

Forwarding ports must be the ports that are specified in forwarding rules.

If aforwarding rule uses UDP, we recommend that you configure a UDP health check. If a
forwarding rule uses TCP, we recommend that you configure a TCP health check (Layer 4 health
check) or HTTP health check (Layer 7 health check).

If you configure an HTTP health check, the Path parameter is required, but the Domain parameter
is optional.

4.3. Provisioning settings
4.3.1. Change DNS records to protect website

services

Afteryou add a website to Anti-DDoS Pro or Anti-DDoS Premium, you must change the DNS records to
map the domain name of the website to a CNAME that is assigned by Anti-DDoS Pro or Anti-DDoS
Premium or to the IP address of an Anti-DDoS Pro or Anti-DDoS Premium instance. T his way, the traffic
that is destined for the website is redirected to Anti-DDoS Pro or Anti-DDoS Premium for protection.
This topic describes how to change the DNS records of a website. DNS records can be CNAME or A
records. In this example, the DNS resolution service is provided by the free edition of Alibaba Cloud DNS.
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Prerequisites

e A website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Add a website.

e The back-to-origin IP addresses of the Anti-DDoS Pro or Anti-DDoS Premium instance are added to
the whitelist of the origin server. If you deploy third-party security software, such as a firewall, on
your origin server, add the back-to-origin IP addresses to the whitelist of the security software. For
more information, see Allow back-to-origin IP addresses to access the arigin server.

e The traffic forwarding settings are in effect. Before you switch service traffic to the Anti-DDoS Pro or
Anti-DDoS Premium instance, we recommend that you use your local computer to verify that the
instance can forward traffic to the origin server. For more information, see Verify the forwarding
configurations on your local computer.

warning If you switch your service traffic to the Anti-DDoS Pro or Anti-DDoS Premium
instance before the forwarding settings take effect, your service may be interrupted.

Access methods

When you change the DNS records, you can map the domain name of the website to a CNAME that is
assigned by Anti-DDoS Pro or Anti-DDoS Premium orto the IP address of the Anti-DDoS Pro or Anti-
DDoS Premiuminstance. To obtain the two addresses, you can log onto the Anti-DDoS Pro console and
choose Provisioning > Website Config.

Add Domain Search by domain El

Domain Crigin Server IP Associated Instance IP

Domain: com
| cname: aliyunddos000.. B | 47, 204

Protection Package:Enhanced

203, 158
203. 38

The following list describes the differences between the access methods that use the CNAME record
and the A record:

e If you use the CNAME record, you need to change DNS records only once. If the IP address of the
Anti-DDoS Pro or Anti-DDoS Premium instance changes, the instance automatically redirects traffic
based on the CNAME record. If your website is associated with multiple instances, Anti-DDoS Pro or
Anti-DDoS Premium automatically schedules traffic to these instances.

e If you use the A record, you must change DNS records each time the IP address of the instance
changes. If your website is associated with multiple instances, you must manually schedule traffic to
these instances.

We recommend that you use the CNAME record. You can use the A record only if the CNAME record is
unavailable or conflicts with other DNS records.

Procedure

In the following example, your domain name is hosted on Alibaba Cloud DNS.

(@ Note Alibaba Cloud DNS provides basic DNS services free of charge. It also offers other
value-added services in the paid editions. If you activated a paid edition of Alibaba Cloud DNS for
your website, we recommend that you enable NS Mode Access to redirect traffic to Anti-DDoS Pro
or Anti-DDoS Premium. For more information, see Enable NS Mode Access to protect a website.
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If you use a third-party DNS service, log onto the system of the DNS provider to change the DNS
records. The following example is only for reference.

Assume that you add the domain name example.aliyundoc.com to Anti-DDoS Pro or Anti-DDoS
Premium. T he following procedure describes how to change and add DNS records in the Alibaba Cloud
DNS console.

1. Log onto the Alibaba Cloud DNS console.

2. Onthe Manage DNS page, find the domain name aliyundoc.com and click Configure inthe
Actions column.

3. Onthe DNS Settings page, find the A or CNAME record whose Host is bgp and click Edit inthe
Actions column.

@ Note If you cannot find the DNS record that you want to manage in the list, you can click
Add Record to add the record.

4. Inthe Add Record or Edit Record panel, select a record type and change the record.

o CNAME record: Set the Type parameter to CNAME and the Value parameter to the CNAME that
is assigned by Anti-DDoS Pro or Anti-DDoS Premium for the domain name. This record type is
recommended.

@ Note To obtainthe CNAME, log on to the Anti-DDoS Pro console and choose
Provisioning > Website Config.

o Arecord: Set the Type parameterto A and the Value parameterto the IP address of the Anti-
DDoS Pro or Anti-DDoS Premium inst ance with which the domain name is associated.

@ Note Toobtainthe IP address, log onto the Anti-DDoS Pro console and choose
Provisioning > Website Config.

5. Click Confirm and wait forthe settings to take effect.
6. Check whetherthe website is accessible.

If an exception occurs during website access, see How do | handle the issues of slow response, high
latency, and access failure on websites that are protected by an Anti-DDoS Pro or Anti-DDoS
Premium instance?.

References

Afteryou add your website to Anti-DDoS Pro or Anti-DDoS Premium, you can performthe following
operations:

e Enable Sec-Traffic Manager and configure scheduling rules between Anti-DDoS Pro or Anti-DDoS
Premium and protected cloud resources. These rules trigger Anti-DDoS Pro or Anti-DDoS Premium only
in specific scenarios. For more information, see Overview.

e Change the public IP address of the Elastic Compute Service (ECS) instance where your origin server
resides. If the IP address of your origin server is exposed, attackers may bypass Anti-DDoS Pro or Anti-
DDoS Premiumto attack the origin server. To protect against this type of attack, you can change the
IP address of the ECS origin server in the Anti-DDoS Pro or Anti-DDoS Premium console. For more
information, see Change the public IP address of an ECS origin server.
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4.3.2. Enable NS Mode Access to protect a
website

Afteryou add a website to Anti-DDoS Pro, you must modify the DNS records of your website to reroute
inbound traffic to the Anti-DDoS Pro instance. If you have purchased the paid edition of Alibaba Cloud
DNS service for domain name resolution, you can enable NS Mode Access to automatically modify DNS
records. This topic describes how to enable NS Mode Access in the Anti-DDoS Pro console.

Prerequisites

e An Anti-DDoS Pro instance is purchased.

@ Note Only Anti-DDoS Pro supports NS Mode Access. If you use Anti-DDoS Premium, we
recommend that you modify the DNS records of websites. For more information, see Change DNS
records to protect website services.

e The domain name of your website is managed by the paid edition of Alibaba Cloud DNS.
o A website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Add a website.

e The back-to-origin IP addresses of the Anti-DDoS Pro or Anti-DDoS Premium instance are added to
the whitelist of the origin server. If you deploy third-party security software, such as a firewall, on
your origin server, add the back-to-origin IP addresses to the whitelist of the security software. For
more information, see Allow back-to-origin IP addresses to access the origin server.

e The traffic forwarding settings are in effect. Before you switch service traffic to the Anti-DDoS Pro or
Anti-DDoS Premium instance, we recommend that you use your local computer to verify that the
instance can forward traffic to the origin server. For more information, see Verify the forwarding
configurations on your local computer.

warning If you switch your service traffic to the Anti-DDoS Pro or Anti-DDoS Premium
instance before the forwarding settings take effect, your service may be interrupted.

Context
After you enable NS Mode Access, Anti-DDoS Pro automatically modifies the DNS records based on the
forwarding rules in the website configuration. NS Mode Access supports the following two modes:

e Anti-DDoS: enables Anti-DDoS Pro and automatically modifies DNS records to reroute inbound traffic
to the Anti-DDoS Pro instance.

=
Update DNS i
Alibaba Cloud DNS

-

DNS: After selecting the
Anti-DDoS mode, auto
synchronize DNS

. 3

>
User The flows point to Anti-DDoS

\3)

New BGP Server

Anti-DDoS

e Back-To-Source: disables Anti-DDoS Pro and forwards the traffic to the origin server.
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=
R R
Alibaba Cloud DNS DNS: After selecting
the Server mode, auto
synchronize DNS
2 &
New BGP
Hser Anti-DDoS
The flows point to Server Server

We recommend that you use the following steps to configure NS Mode Access. If the domain name of
your website is managed by a third-party DNS service and cannot be migrated to Alibaba Cloud DNS, NS
Mode Access is unavailable. In this case, you must manually modify the DNS records of your website. For
more information, see Change DNS records to protect website services.

Procedure

1.

2
3.
4

. Onthe Website Config page, find the domain name whose DNS records you want to modify and

In the top navigation bar, select Mainland China.

click Configure DNS Settings inthe Actions column.

Domain Origin Server IP Associated Instance IP Protocol Certificate Status Mitigation Settings Actions

D a] http
omain:
H 8 ® No Certificate A, HT rotection:
CNAME:ongoogil... B AT 203, 158 port:80 rtificate 2, TP Flood Protection:
2 https TLS Security Settings ® Normal

Protection Package:Enhanced

port:443

. Onthe Configure DNS Settings page, find the NS Mode Access section, turn on Status, and

select Anti-DDoS or Back-To-Source as the access mode.

o If you select the Anti-DDoS mode, Anti-DDoS Pro automatically modifies the DNS records and
reroutes inbound traffic to the Anti-DDoS Pro instance.

o If you select the Back-to-Origin mode, Anti-DDoS Pro automatically modifies the DNS records and
forwards inbound traffic to the origin server.

NS Mode Access (Recommended, no DMS record change

required) Domain:

5. For Statu s:()

view Alibaba Cloud DNS. If your service cannot

cace arrace the cervica Mode:® Anti-DDoS Back-To-Source

ord. For more information, click to view the

configuration guide.

If you have purchased the paid edition of Alibaba Cloud DNS, you can enable this feature. If you did
not purchase the paid edition of Alibaba Cloud DNS, an error message appears.

. Wait forthe settings to take effect. You can use a third-party DNS testing platformto check

whether a domain name is resolved as expected.
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4.3.3. Modify the CNAME record to protect a non-

website service

To add a non-website service to Anti-DDoS Pro or Anti-DDoS Premium, you must create port forwarding
rules and change the IP address of the service to the IP address of an Anti-DDoS Pro or Anti-DDoS
Premium instance. In specific scenarios, you may need to use domain names to set up multiple Anti-
DDoS Pro instances for Layer 4 services and set up an automatic mechanismto switch service traffic
among these instances. In this is the case, we recommend that you add the domain names to Anti-DDoS
Pro or Anti-DDoS Premium instances and then modify the CNAME records of the domain names.

Context

T his example shows how to set up Anti-DDoS Pro for a gaming service whose domain is
demo.aliyundoc.com, TCP ports are 1234 and 5678, and the origin server IP address is 1.1.XX.XX.

Procedure

1. Add the website that you want to protect and obtain the CNAME record assigned to the website.
i. Logontothe Anti-DDoS Pro console.
ii. Inthe top navigation bar, select the region where your server is deployed.
= Mainland China: Anti-DDoS Pro
m Qutside Mainland China: Anti-DDoS Premium
iii. Inthe left-side navigation pane, choose Provisioning > Website Config.
iv. Onthe Website Config page, click Add Domain.

v. Onthe Add Domain wizard, set the parameters in the Enter Site Information step and click
Add.

The parameters are described as follows:

m Function Plan and Instance: Select the instances with which you want to associate the
domain name. In this example, the domain name is associated with two instances that use
the enhanced function plan.

® Domain: Enter the domain name that you want to protect. In this example, the domain
name is demo.aliyundoc.com.

m Protocol and Server Port: Use the default values.
m Server IP: Select Origin Server IP and enter the IP address of the origin server.

m [f the domain name provides website services, you must specify the actual protocol and IP
address of the origin server.

m If the domain name does not provide website services, you can enter any IP address. The
user traffic is rerouted by using the port forwarding rules created in step 2.
For more information, see Add a website.

Afteryou add a domain name, Anti-DDoS Pro or Anti-DDoS Premium assigns a CNAME record to the
domain name.

2. Create a port forwarding rule.

i. Inthe left-side navigation pane, choose Provisioning > Port Config.
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i. Onthe Port Config page, select the instance for which you want to create a port forwarding
rule and click Create Rule.

@ Note Select one of the associated instances from step 1.

iii. Inthe Create Rule dialog box, specify the required parameters and click Complete.
The parameter configurations in this example are described as follows:
m Forwarding Protocol: Select TCP.
m Forwarding Port: Enter 1234.
m Origin Server Port: Enter 1234.

= QOrigin Server IP: Enter 1.1.XX.XX. T his parameter specifies the IP address of the origin
server.

For more information, see Create forwarding rules.

iv. Repeat the preceding two stepsto create another port forwarding rule for the instance. In this
rule, set both the forwarding port and origin server port to 5678.

| 203, 320 “ | Forwarding Port Q ¥ou can create a maximum of 30 rules. You have already created 3 rules. (GRS

Forwarding Protocol Fonvard Srigin Server Forwarding Ovigin Server R _— .
e oot ok e g Session Persistence Health Check Anti-DDeS Protection Pelicy  Actions
t ort de P
e @ E
el i ] 443 443
TCP 1234 1234 Round-robin 11 Disabled Change Disabled Change ® Ensbled @ change
ete
e 5675 5678 Round-robin 11 Disabled Change Disabled Change ® Enabled @ change o
Dele

v. Repeat the preceding three steps to create port forwarding rules for other instances.

Q You can create a maximum of 50 rules. You have already created & rules. Create Rule

Session Persistence Health Check Anti-DDoS Protection Policy Actions
T B
el } 443 443
TCP 1234 1234 Round-rabin 11 Disabled Change Disabled Change ® Enabled @ change
ete
TR 5675 5678 Round-robin 11 Disabled Change Disabled Change ® Enabled @ change

3. Go to the DNS provider that has the domain name demo.aliyundoc.comto modify the DNS record.
Use the CNAME record to map the domain name to the CNAME record obtained in step 1.

Add Record mpart 8 Export Query Volume Getting Started ALL Exact Search Q fdvanced Search

Host Type Line{ISP) Valee T Status Remark

game CNAME Default alyunddos0001.com 10 minute(s) Norma Edit Disable Delete Remark

For more information, see Change DNS records to protect website services.

4.3.4. Change the CNAME record to redirect traffic

to Sec-Traffic Manager
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Afteryou use Sec-Traffic Manager to create a scheduling rule for a domain name, you must change the
CNAME record of the domain name to redirect traffic to Sec-Traffic Manager. The rule takes effect only
after you change the CNAME record. T his topic describes how to change the CNAME record of a domain
name to redirect traffic to Sec-Traffic Manager. In this example, the DNS resolution service is provided
by Alibaba Cloud DNS.

Prerequisites

A scheduling rule is added by using Sec-Traffic Manager. For more information, see Overview.

Context

Afteryou add a scheduling rule by using Sec-Traffic Manager, Sec-Traffic Manager generates a CNAME.
To redirect inbound traffic to Sec-Traffic Manager, you must change the CNAME record of the domain
name of the website to map the domain name to the CNAME that is assigned by Sec-Traffic Manager.

In the following example, your domain name is hosted on Alibaba Cloud DNS.

If you use a third-party DNS service, log on to the system of the DNS provider to change the DNS
records. The following example is only for reference.

Assume that the domain name that is specified in the scheduling rule is aliyundoc.com .The
following procedure describes how to change and add DNS records in the Alibaba Cloud DNS console.

Procedure

1. Log onto the Alibaba Cloud DNS console.

2. Onthe Manage DNS page, find the domain name aliyundoc.com and click Configure inthe
Actions column.

3. Onthe DNS Settings page, find the A or CNAME record whose Host is bgp and click Edit in the
Actions column.

@ Note ff you cannot find the DNS record that you want to manage in the list, you can click
Add Record to add the record.

4. Inthe Edit Record or Add Record panel, set the Type parameterto CNAME and the Value
parameter to the CNAME that is assigned by Sec-Traffic Manager.

To query the CNAME, log onto the Anti-DDoS Pro console and choose Provisioning > Sec-
Traffic Manager.

5. Click Confirm and wait forthe settings to take effect.
6. Check whetherthe website is accessible.

If an exception occurs during website access, see How do | handle the issues of slow response, high
latency, and access failure on websites that are protected by an Anti-DDoS Pro or Anti-DDoS
Premium instance?.

4.4. Sec-Traffic Manager

4.4.1. Overview
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Anti-DDoS Pro and Anti-DDoS Premium both provide Sec-Traffic Manager for you to configure rules on
the interaction between them and the protected cloud services. You can configure rules for Anti-DDoS
Pro or Anti-DDoS Premium. T hese rules take effect only in specific scenarios. This feature ensures service
continuity and provides protection against distributed denial-of-service (DDoS) attacks. Sec-Traffic
Manager provides features such as cloud service interaction, tiered protection, Content Delivery
Network (CDN) interaction, Dynamic Route for CDN (DCDN) interaction, network acceleration, and Sec-
MCA.

Scenarios

If you add your websites to Anti-DDoS Pro or Anti-DDoS Premium, you only need to add the domain
names of your websites. For more information, see Add a website. If you add your non-website services
to Anti-DDoS Pro or Anti-DDoS Premium, you only need to add the ports of your services. For more
information, see Create forwarding rules.

Afteryour services are added to Anti-DDoS Pro or Anti-DDoS Premium, all service traffic, including
normal and malicious traffic, is forwarded to Anti-DDoS Pro or Anti-DDoS Premium. Malicious traffic is
filtered out, and only normal traffic is forwarded to the origin server. During normal service access,
normal traffic is also forwarded by Anti-DDoS Pro or Anti-DDoS Premium. T his may cause a low latency
to the service.

To resolve this issue, you can enable the cloud service interaction feature of Sec-Traffic Manager. If no
attacks occur, normal traffic is directly forwarded to the origin server without increasing latency. If
attacks occur, traffic is switched to Anti-DDoS Pro or Anti-DDoS Premium for scrubbing and forwarding.

In addition to the preceding scenarios, Sec-Traffic Manager enables interactions between Anti-DDoS
Pro or Anti-DDoS Premium and Anti-DDoS Origin, CDN, DCDN, Mainland China Acceleration (MCA), and
Sec-MCA. For more information, see Benefits.

@ Note Anti-DDoS Pro and Anti-DDoS Premium provides Sec-Traffic Manager foryou to
configure rules for your service access. Whether to use Sec-Traffic Manager does not affect the
billing of Anti-DDoS Pro and Anti-DDoS Premium. For more information about the billing methods of
Anti-DDoS Pro and Anti-DDoS Premium, see Billing methods of Anti-DDoS Pro and Billing methods of
the Insurance and Unlimited mitigation plans.

Benefits
The following table describes the interaction scenarios of Sec-Traffic Manager and related topics.

x indicates that Anti-DDoS Pro does not support this interaction scenario.

Interaction L Anti-DDoS Anti-DDoS
. Description .
scenario Pro Premium

98 > Document Version: 20220629


https://www.alibabacloud.com/help/doc-detail/143347.htm#task-2325689
https://www.alibabacloud.com/help/doc-detail/143349.htm#task-2337687
https://www.alibabacloud.com/help/doc-detail/67901.htm#concept-67901-zh
https://www.alibabacloud.com/help/doc-detail/86324.htm#concept-86324-zh

Anti-DDoS Pro & Premium User Guid

Anti-DDoS

e-Provisioning

Interaction .

. Description

scenario
Your services use Alibaba Cloud public IP addresses and
are protected by Anti-DDoS Pro or Anti-DDoS Premium
to achieve the following effects:

e |f no DDoS attacks occur, service traffic is directly
forwarded to the origin server. Anti-DDoS Pro or Anti-
DDoS Premium is dormant to avoid a high latency.

Cloud e |f DDoS attacks occur, Anti-DDoS Pro or Anti-DDoS

Service Premium automatically takes effect. Anti-DDoS Pro or

Interaction Anti-DDoS Premium scrubs service traffic and forwards
normal traffic to the origin server.

@ Note Anti-DDoS Pro or Anti-DDoS Premium can
interact with Alibaba Cloud Global Accelerator (GA). For
more information, see 1+4 2 £ BK/NE.

Your services are protected by Anti-DDoS Origin
Enterprise and Anti-DDoS Pro or Anti-DDoS Premium
to achieve the following effects:

® Anti-DDoS Origin Enterprise protects your services from
Tiered low-volume DDoS attacks. Service traffic is directly
Protection forwarded to the origin server without increasing latency.

e |f volumetric DDoS attacks are detected, Anti-DDoS Pro or
Anti-DDoS Premium takes effect. Anti-DDoS Pro or Anti-
DDoS Premium scrubs service traffic and forwards normal
traffic to the origin server.

Your websites use Alibaba Cloud CDN or DCDN and are
protected by Anti-DDoS Pro or Anti-DDoS Premium to
achieve the following effects:
CDN/DCDN
Interaction

e |f no DDoS attacks occur, the nearest CDN or DCDN node is
used for acceleration.

e |f DDoS attacks occur, Anti-DDoS Pro or Anti-DDoS
Premium automatically takes effect.

Anti-DDoS Anti-DDoS
Pro Premium

Create a cloud service
interaction rule

Create atiered protection
rule

Create a CDN or DCDN
interaction rule
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Interaction Anti-DDoS Anti-DDoS

. Description -
scenario P Pro Premium

Your services are protected by Anti-DDoS Premium
Insurance or Unlimited plan and MCA to achieve the
following effects:

e |f no DDoS attacks occur, the IP address that network
acceleration provides is used to speed up service access.

e |f DDoS attacks occur, Anti-DDoS Premium automatically Create a
Network
. takes effect. network
Accelerati x )
acceleration
on

@ Note Network acceleration is suitable for the rule
scenarios in which services are deployed outside

mainland China and users of services come from

mainland China. For more information, see Configure

Anti-DDoS Premium MCA.

Your services are protected by Anti-DDoS Premium

Insurance or Unlimited plan and Sec-MCA to achieve the

following effects:

® The traffic from Internet service providers (ISPs) in
mainland China, excluding China Mobile, is redirected to
the IP address of the Anti-DDoS Premium Sec-MCA
instance.

e The traffic from China Mobile and ISPs outside mainland

Create a
China is redirected to the IP address of the Anti-DDoS
Sec-MCA . . X Sec-MCA
Premium instance. rule

@ Note Sec-MCA accelerates access of users in
mainland China to services in regions outside mainland
China. It also mitigates volumetric DDoS attacks on the
networks of ISPs in mainland China, excluding China
Mobile. For more information, see Configure Anti-DDoS
Premium Sec-MCA.

4.4.2. Create a cloud service interaction rule

You can create cloud service interaction rules to enable Anti-DDoS Pro or Anti-DDoS Premium to work
together with the Alibaba Cloud resources that have public IP addresses. The cloud service interaction
feature prevents additional service access latency after your website is added to your Anti-DDoS Pro or
Anti-DDoS Premium instance.

Prerequisites

e Your services use the Alibaba Cloud resources that have public IP addresses, such as an elastic IP
address (EIP) or a Web Application Firewall (WAF), Elastic Compute Service (ECS), or Server Load
Balancer (SLB) instance that has a public IP address.

e An Anti-DDoS Pro instance of the Profession mitigation plan or an Anti-DDoS Premium instance of the
Insurance or Unlimited mitigation plan is purchased.
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£} Notice The clean bandwidth and gueries per second (QPS) of the instance must meet the
protection requirements of your services.

For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.
e Your website is added to the Anti-DDoS Pro or Anti-DDoS Premium instance.
For more information, see Add a website.
e The Anti-DDoS Pro or Anti-DDoS Premium instance forwards service traffic as expected.

For more information, see Verify the forwarding configurations on your local computer.

Context

After you add your service to the Anti-DDoS Pro or Anti-DDoS Premium instance, service traffic is
automatically scrubbed by the instance. Then, only normal traffic is forwarded to the origin server. Even
if no attacks occur, service traffic is forwarded by the instance, which increases service access latency.

If you want to avoid additional latency, you can create a cloud service interaction rule for Sec-Traffic
Manager. T his rule allows service traffic to be switched to the instance for scrubbing and thento the
origin server only if an attack occurs. If no attacks occur, service traffic is directly forwarded to the
origin server.

Create an interaction rule
1.

2.

3.

4. Onthe General tab, click Create Rule.

5. Inthe Create Rule panel, configure a cloud service interaction rule and click Next.

Sample configuration of a cloud service interaction rule in the Anti-DDoS Pro console

Create Rule

* Interaction Scenario:

* Name: doctest

* Anti-DDoS Instance IP: 203 210 O tpro v

* Cloud Resource: East China 1 W4T 33|

+ Add Cloud Resource IP
* The waiting time of 60 Minute(s)

switching back

m Cancel

Parameter Description

Interaction Scenario Select Cloud Service Interaction.
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Parameter Description
Enter a name for the rule.
Name The name can be up to 128 characters in length and can contain letters,

6.

digits, and underscores ().

Anti-DDoS Instance . . . .

P Select an Anti-DDoS Pro or Anti-DDoS Premium instance.
Enter the IP address of the cloud resource. You can enter an EIP or enter
the IP address of an ECS instance, SLB instance, or WAF instance.

You can click Add Cloud Resource IP to add more IP addresses. You can
add a maximum of 20 IP addresses.

@ Note After you add multiple IP addresses, these IP addresses are
associated with the specified Anti-DDoS Pro or Anti-DDoS Premium
instance. If one of the IP addresses is attacked, service traffic is
forwarded to other IP addresses. Service traffic is forwarded to the Anti-
DDoS Pro or Anti-DDoS Premium instance only if all IP addresses are
attacked. For more information about how to forward service traffic to
Anti-DDoS Pro or Anti-DDoS Premium when one of the IP addresses is
attacked, see Share one Anti-DDoS Pro or Anti-DDoS Premium instance
among multiple cloud resources.

Cloud Service

Specify the waiting time before the service traffic is switched from your Anti-
DDoS Pro or Anti-DDoS Premium instance back to the IP address of a cloud
resource. When the attack stops and the waiting time that you specify
The waiting time of elapses, the service traffic is automatically switched back to the IP address
switching back of the cloud resource.

You can specify a value that ranges from 30 to 120. Unit: minutes. We
recommend that you set the value to 60.

Change the DNS records of the domain name as prompted and click Complete.

For the cloud service interaction rule to take effect, you must change the DNS records of your
domain name on the website of the DNS service provider to map the domain name to the CNAME
provided by Sec-Traffic Manager. If your DNS service is provided by Alibaba Cloud DNS, you need
only to change the DNS records in the Alibaba Cloud DNS console.

) Notice After you change the DNS records of your domain name, the cloud service
interaction rule takes effect. Before you change the DNS records, we recommend that you
modify the Aostsfile on your computer to verify the cloud service interaction rule. This helps
avoid incompatibility issues caused by inconsistent back-to-origin policies. Alibaba Cloud CDN
(CDN) allows you to change the origin host for back-to-origin requests. However, you cannot
use Anti-DDoS Pro or Anti-DDoS Premiumto change the origin host for back-to-origin requests.
If you use CDN together with Anti-DDoS Pro or Anti-DDoS Premiumto retrieve data froman
Object Storage Service (0SS) object, the normal traffic that is forwarded by Anti-DDoS Pro or
Anti-DDoS Premium cannot be identified by OSS. As a result, your services are interrupted. For
more information about origin hosts, see Origin hosts.
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For more information about how to verify traffic forwarding rules, see Vverify the forwarding
configurations on your local computer.

For more information about how to change the DNS records of a domain name, see Change the
CNAME record to redirect traffic to Sec-Traffic Manager.

If no DDoS attacks occur on your cloud resource after you enable the cloud service interaction rule,
service traffic is not scrubbed by your Anti-DDoS Pro or Anti-DDoS Premium instance and is directly
forwarded fromthe client to the cloud resource. If DDoS attacks occur on your cloud resource after you
enable the cloud service interaction rule, service traffic is automatically switched to your Anti-DDoS Pro
or Anti-DDoS Premium instance for scrubbing, and only normal traffic is forwarded to the cloud
resource. After service traffic is automatically switched to your Anti-DDoS Pro or Anti-DDoS Premium
instance, the instance switches the service traffic backto the cloud resource when the attacks stop
and the waiting time that you specify elapses.

In addition to automatic switchback, you can also manually switch the service traffic to your Anti-DDoS
Pro or Anti-DDoS Premium instance for scrubbing and then to the cloud resource based on the
protection requirements of your services. For more information, see What to do next.

What to do next

After a cloud service interaction rule is created, you can performthe following operations on the rule.
Operation Description

If traffic scrubbing by your Anti-DDoS Pro or Anti-DDoS Premium instance is not
automatically triggered, the

icon is displayed in the Cloud Service column. In this case, you can manually
switch service traffic to the instance for scrubbing. You can manually switch
service traffic before blackhole filtering is triggered. This reduces adverse
impacts on your services.

Name cNaME steraction Seznaric Anti-DDeS Instance 1P Cloud Service Actions

Switch to DDoS
Service traffic can be switched to your Anti-DDoS Pro or Anti-DDoS Premium

instance only if blackhole filtering is not triggered for the IP address of the
instance.

) Notice After you manually switch service traffic to your Anti-DDoS
Pro or Anti-DDoS Premium instance, the service traffic cannot be
automatically switched back to the associated cloud resources. To switch
the service traffic back to the associated cloud resources, you must click
Switch back to manually switch the service traffic.
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Operation Description

If service traffic is scrubbed by your Anti-DDoS Pro or Anti-DDoS Premium
instance, the

icon is displayed in the Anti-DDoS Instance IP column. In this case, you can
manually switch the service traffic back to the associated cloud resources.

Name CNAME Interaction Scenario Anti-DDoS Instance IP Cloud Service Actions

com © Cloud Sevice Interaction ® 203, 105 Edit | Delete | Switch bad

D Notice

e Before you manually switch the service traffic, make sure that the
attacks stop and the associated cloud resources also work as
expected. This prevents the associated cloud resources from being
added to sandboxes and prevents service interruptions.

e |f you click Switch to DDoS to switch service traffic to your Anti-
DDoS Pro or Anti-DDoS Premium instance, you can switch the service
traffic back to the associated cloud resource only by clicking Switch
back.

Switch back

If blackhole filtering is triggered for the IP addresses of all associated cloud
resources, the switchback fails. If blackhole filtering is deactivated for some
cloud resources, service traffic is first switched back to these cloud resources.
After blackhole filtering is deactivated for the remaining cloud resources, service
traffic is also switched back to these cloud resources.

Edit You can modify the cloud service interaction rule. However, you cannot change
the values of Interaction Scenario and Name for the rule.
You can delete the cloud service interaction rule.

Wwarning Before you delete a rule, make sure that the domain name
Delete of your website is not mapped to the CNAME provided by Sec-Traffic
Manager. Otherwise, access to the website may fail after you delete the
rule.

4.4.3. Create a tiered protection rule

104 > Document Version: 20220629



Anti-DDoS Pro & Premium User Guid
e-Provisioning

Anti-DDoS

You can create tiered protection rules to enable Anti-DDoS Pro or Anti-DDoS Premiumto work together
with Anti-DDoS Origin Enterprise. The tiered protection feature helps resolve the issue that the access
latency of normal traffic is increased after you add your website to your Anti-DDoS Pro or Anti-DDoS
Premiuminstance. If you enable tiered protection, Anti-DDoS Origin protects your services, which does
not increase access latency. If volumetric attacks occur, Anti-DDoS Pro or Anti-DDoS Premium starts to
protect your services instead.

Prerequisites

e Your services use the Alibaba Cloud resources that have public IP addresses, such as an elastic IP
address (EIP) or a Web Application Firewall (WAF), Elastic Compute Service (ECS), or Server Load
Balancer (SLB) instance that has a public IP address.

e An Anti-DDoS Origin Enterprise instance is purchased. The IP address of your cloud resource or an
elastic IP address (EIP) is added to the instance for protection. The cloud resource can be an Elastic
Compute Service (ECS) instance, Server Load Balancer (SLB) instance, or Web Application Firewall
(WAF) instance.

) Notice The Anti-DDoS Origin Enterprise instance must reside in the same region as your
cloud resource.

For more information, see Purchase an Anti-DDoS Origin Enterprise instance and Add a cloud service to Anti-
DDoS Origin Enterprise for protection.

e An Anti-DDoS Pro instance of the Profession mitigation plan or an Anti-DDoS Premium instance of the
Insurance or Unlimited mitigation plan is purchased.

) Notice The clean bandwidth and queries per second (QPS) of the instance must meet the
protection requirements of your services.

For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.
e Your website is added to the Anti-DDoS Pro or Anti-DDoS Premium instance.
For more information, see Add a website.
e The Anti-DDoS Pro or Anti-DDoS Premium instance forwards service traffic as expected.

For more information, see Verify the forwarding configurations on your local computer.

Create a tiered protection rule
1.
2.
3.
4. Onthe General tab, click Create Rule.

5. Inthe Create Rule panel, configure atiered protection rule and click Next.
Sample configuration of a tiered protection rule in the Anti-DDoS Pro console
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Create Rule
Tiered protection is only available to users who have purchased Anti-DDoS Origin-Enterprise.
* Name: testrule
The name must be 1 to 128 characters in length and contain letters, numbers, or underscores (
* Anti-DDaS Instancs IP: 203" 1452 0 ddoscoo-= =y v
* Cloud Service: i
Chins (Hangzhou) v | Enter the clou <5 1P address.

nly select cloud services that are supported by Anti-DDoS Origin-Enterprise, such as ECS,
1P, SLE, and WAF.
+ Add Cloud Resource IP

o

* The waiting time of 60 Minute(s)

switching back ting time for triggering the switching back

utes,

DS Pro o
utes

Cancel

Parameter Description
Interaction Scenario Select Tiered Protection.

Enter a name for the rule.

Name The name can be up to 128 characters in length and can contain letters,
digits, and underscores ().

Anti-DDoS Instance . . . .
P Select an Anti-DDoS Pro or Anti-DDoS Premium instance.
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Parameter Description

Cloud Resource IP: Select the region where the cloud resource resides and
enter the IP address of the cloud resource.

Ej) Notice You must enter an EIP or enter the IP address of a cloud
resource that is added to the Anti-DDoS Origin Enterprise instance. The
cloud resource can be an ECS instance, SLB instance, or WAF instance. For
more information, see Add a cloud service to Anti-DDoS Origin Enterprise
for protection.

You can click Add Cloud Resource IP to add more IP addresses. You can
add a maximum of 20 IP addresses.

@ Note After you add multiple IP addresses, these IP addresses are
associated with the specified Anti-DDoS Pro or Anti-DDoS Premium
instance. If one of the IP addresses is attacked, service traffic is

Cloud Service forwarded to other IP addresses. Service traffic is forwarded to the Anti-
DDoS Pro or Anti-DDoS Premium instance only if all IP addresses are
attacked. For more information about how to forward service traffic to
Anti-DDoS Pro or Anti-DDoS Premium when one of the IP addresses is
attacked, see Share one Anti-DDoS Pro or Anti-DDoS Premium instance
among multiple cloud resources.

Specify the waiting time before the service traffic is switched from your Anti-
DDoS Pro or Anti-DDoS Premium instance back to the IP address of a cloud
resource. When the attack stops and the waiting time that you specify
The waiting time of elapses, the service traffic is automatically switched back to the IP address
switching back of the cloud resource.

You can specify a value that ranges from 30 to 120. Unit: minutes. We
recommend that you set the value to 60.

6. Change the DNS records of the domain name as prompted and click Complete.

For the cloud service interaction rule to take effect, you must change the DNS records of your
domain name on the website of the DNS service provider to map the domain name to the CNAME
provided by Sec-Traffic Manager. If your DNS service is provided by Alibaba Cloud DNS, you need
only to change the DNS records in the Alibaba Cloud DNS console.
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) Notice After you change the DNS records of your domain name, the cloud service
interaction rule takes effect. Before you change the DNS records, we recommend that you
modify the hostsfile on your computerto verify the cloud service interaction rule. This helps
avoid incompatibility issues caused by inconsistent back-to-origin policies. Alibaba Cloud CDN
(CDN) allows you to change the origin host for back-to-origin requests. However, you cannot
use Anti-DDoS Pro or Anti-DDoS Premiumto change the origin host for back-to-origin requests.
If you use CDN together with Anti-DDoS Pro or Anti-DDoS Premiumto retrieve data froman
Object Storage Service (0OSS) object, the normal traffic that is forwarded by Anti-DDoS Pro or
Anti-DDoS Premium cannot be identified by OSS. As a result, your services are interrupted. For
more information about origin hosts, see Origin hosts.

For more information about how to verify traffic forwarding rules, see Vverify the forwarding
configurations on your local computer.

For more information about how to change the DNS records of a domain name, see Change the
CNAME record to redirect traffic to Sec-Traffic Manager.

Afterthe tiered protection rule is created, Anti-DDoS Origin Enterprise automatically protects the
service traffic that is destined for the IP address. The service traffic is automatically switched to your
Anti-DDoS Pro or Anti-DDoS Premium instance for scrubbing only if volumetric DDoS attacks occur on
the IP address. This way, only normal traffic is forwarded to the cloud resource. After the service traffic
is automatically switched to your Anti-DDoS Pro or Anti-DDoS Premium instance, the instance switches
the service traffic backto the cloud resource when the attacks stop and the waiting time that you
specify elapses. This way, Anti-DDoS Origin Enterprise continues to protect your services.

In addition to automatic switchover, you can also manually switch the service traffic to your Anti-DDoS
Pro or Anti-DDoS Premium instance and then manually switch the service traffic backto the cloud

resource based on the protection requirements of your services. For more information, see What to do
next.

What to do next

After a cloud service interaction rule is created, you can performthe following operations on the rule.

Operation Description
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Operation

Switch to DDoS

Switch back

Edit

Description

If traffic scrubbing by your Anti-DDoS Pro or Anti-DDoS Premium instance is not
automatically triggered, the

icon is displayed in the Cloud Service column. In this case, you can manually
switch service traffic to the instance for scrubbing. You can manually switch
service traffic before blackhole filtering is triggered. This reduces adverse
impacts on your services.

Name CNAME Interaction Scenario Anti-DDoS Instance IP Cloud Senvice Actions

Service traffic can be switched to your Anti-DDoS Pro or Anti-DDoS Premium
instance only if blackhole filtering is not triggered for the IP address of the
instance.

Q) Notice After you manually switch service traffic to your Anti-DDoS
Pro or Anti-DDoS Premium instance, the service traffic cannot be
automatically switched back to the associated cloud resources. To switch
the service traffic back to the associated cloud resources, you must click
Switch back to manually switch the service traffic.

If service traffic is scrubbed by your Anti-DDoS Pro or Anti-DDoS Premium
instance, the

icon is displayed in the Anti-DDoS Instance IP column. In this case, you can
manually switch the service traffic back to the associated cloud resources.

Name CNAME Interaction Scenario Anti-DDoS Instance IP Cloud Service Actions

com © Cloud Sevice Interaction ® 203, 105 Edit | Delete | Switch bad

) Notice

e Before you manually switch the service traffic, make sure that the
attacks stop and the associated cloud resources also work as
expected. This prevents the associated cloud resources from being
added to sandboxes and prevents service interruptions.

e |f you click Switch to DDoS to switch service traffic to your Anti-
DDoS Pro or Anti-DDoS Premium instance, you can switch the service
traffic back to the associated cloud resource only by clicking Switch
back.

If blackhole filtering is triggered for the IP addresses of all associated cloud
resources, the switchback fails. If blackhole filtering is deactivated for some
cloud resources, service traffic is first switched back to these cloud resources.
After blackhole filtering is deactivated for the remaining cloud resources, service
traffic is also switched back to these cloud resources.

You can modify the cloud service interaction rule. However, you cannot change
the values of Interaction Scenario and Name for the rule.
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Operation Description

You can delete the cloud service interaction rule.

warning Before you delete a rule, make sure that the domain name

Delete of your website is not mapped to the CNAME provided by Sec-Traffic
Manager. Otherwise, access to the website may fail after you delete the
rule.

4.4.4. Create a CDN or DCDN interaction rule

You can create Alibaba Cloud CDN (CDN) or Dynamic Route for CDN (DCDN) interaction rules to enable
Anti-DDoS Pro or Anti-DDoS Premiumto work together with CDN or DCDN. If no DDoS attacks occur
afteryou enable CDN or DCDN interaction, the nearest CDN or DCDN node is used to accelerate service
access. Service traffic is switched to your Anti-DDoS Pro or Anti-DDoS Premium instance for scrubbing
only if DDoS attacks occur.

Prerequisites

e The domain name is added to CDN or DCDN.

For more information, see Add a domain name for CDN interaction or Add a domain name for DCDN
interaction.

e An Anti-DDoS Pro instance of the Enhanced function plan and Profession mitigation plan or an Anti-
DDoS Premium instance of the Insurance or Unlimited mitigation plan is purchased.

€D Notice The clean bandwidth and queries per second (QPS) of the instance must meet the
protection requirements of your services.

For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.

e Your website is added to the Anti-DDoS Pro or Anti-DDoS Premium instance for protection.
For more information, see Add a website.

e The Anti-DDoS Pro or Anti-DDoS Premium instance forwards service traffic as expected.

For more information, see Verify the forwarding configurations on your local computer.

Usage notes

The following table describes the requirements that must be met before you can use CDN or DCDN
interaction.

ltem Description

You can enable CDN or DCDN interaction only for HTTP and HTTPS services. You

Service type . . . .
P cannot enable this feature for live video streaming.
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ltem Description

You can enable CDN or DCDN interaction in the following service scenarios:
® Your service is attacked more than three times per week.

e Your service requires DDoS mitigation settings to immediately take effect.

@ Note After service traffic is switched to your Anti-DDoS Pro or
Anti-DDoS Premium instance, the settings take effect based on the time
Service scenario to live (TTL) values of your domain name system (DNS) records.

® Your service bandwidth and QPS exceed the upper limits.

@ Note If your service bandwidth exceeds 3 Gbit/s and the QPS
exceeds 10,000, submit a to contact technical support.

A CDN- or DCDN-accelerated domain name cannot be added to a sandbox.

Status of CDN- or @
DCDN-accelerated M
domain names

If CDN or DCDN adds your domain name to a sandbox, we
recommend that you use only Anti-DDoS Pro or Anti-DDoS Premium and do
not enable CDN or DCDN interaction.

Conditions for automatic switchover

When you create a CDN or DCDN interaction rule, you must configure a QPS threshold to trigger
automatic traffic switchover between CDN or DCDN and Anti-DDoS Pro or Anti-DDoS Premium.

The following conditions must be met before an automatic switchover can be triggered:

e Conditions for the switchover from CDN or DCDN to Anti-DDoS Pro or Anti-DDoS Premium

o The QPS exceeds the threshold for 3 consecutive times within 3 minutes or for more than 6 times
within 10 minutes, and the traffic on the CDN or DCDN node does not exceed 10 Gbit/s.

o A domain name is added to a sandbox, and the traffic on the CDN or DCDN node does not exceed
10 Gbit/s.

e Conditions for the switchover from Anti-DDoS Pro or Anti-DDoS Premiumto CDN or DCDN

o The QPS remains less than 80% of the threshold, and the success rate of protection against HTTP
flood attacks remains less than 10% for more than 12 consecutive hours.

o The IP address of the Anti-DDoS Pro or Anti-DDoS Premium instance cannot be in blackhole filtering
or traffic scrubbing in the last 60 minutes. Your domain name is not added to a sandbox.

o Service traffic can be switched backto CDN or DCDN only in the time range from 08:00 to 23:00.

Create a CDN or DCDN interaction rule

The following procedure describes how to create a CDN or DCDN interaction rule in the Anti-DDoS Pro
console. You can also configure CDN interaction in the CDN console. For more information, see integrate
Alibaba Cloud CDN with Anti-DDoS.

1.
2.
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3.
4. Clickthe CDN/DCDN Interaction tab.

5. Find the domain name for which you want to create a CDN or DCDN interaction rule and click Add

Interaction inthe Actions column.

6. Inthe Add Interaction panel, configure the parameters and click Next.

Add Interaction

Basic Information

Domain s
Anti-DDoS Instance % Instance ID: 4 -y SR
203,72 =168
Cloud Service Alibaba Cloud CON @ Alibaba Cloud DCDN
vork. Click here to
configure an Alibaba Cloud CDN domain.
Parameter Description

X

The Anti-DDoS Pro or Anti-DDoS Premium instance to which the domain name

is added.

Make sure that the Anti-DDoS Pro or Anti-DDoS Premium instance uses the
Enhanced function plan. If the system returns the message To use the

Anti-DDoS Instance CDN interaction feature, you must purchase the Enhanced Function
plan for this instance., upgrade the instance as prompted.

If the system returns the message You have not selected any Anti-DDoS
instances., add your domain name to the Anti-DDoS Pro or Anti-DDoS
Premium instance. For more information, see Add a website.

If your domain name is added to CDN or DCDN, the cloud service is
automatically selected. No manual operations are required.

Cloud Service

If your domain name is not added to CDN or DCDN, select Alibaba Cloud
CDN or Alibaba Cloud DCDN and add the domain name as prompted.

The minimum QPS threshold. If the QPS reaches this threshold, traffic
switchover to Anti-DDoS Pro or Anti-DDoS Premium is triggered. For more
information, see Conditions for automatic switchover.

Request per Second @ Note We recommend that you set the value to more than two to
three times the historical peak QPS of your website to handle traffic
spikes. Do not specify a value that is less than 500 even if the QPS of

your website is low.

7. Change the DNS records of the domain name as prompted and click Complete.

For the cloud service interaction rule to take effect, you must change the DNS records of your
domain name on the website of the DNS service provider to map the domain name to the CNAME
provided by Sec-Traffic Manager. If your DNS service is provided by Alibaba Cloud DNS, you need
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only to change the DNS records in the Alibaba Cloud DNS console.

) Notice After you change the DNS records of your domain name, the cloud service
interaction rule takes effect. Before you change the DNS records, we recommend that you
modify the hostsfile on your computerto verify the cloud service interaction rule. This helps
avoid incompatibility issues caused by inconsistent back-to-origin policies. Alibaba Cloud CDN
(CDN) allows you to change the origin host for back-to-origin requests. However, you cannot
use Anti-DDoS Pro or Anti-DDoS Premiumto change the origin host for back-to-origin requests.
If you use CDN together with Anti-DDoS Pro or Anti-DDoS Premiumto retrieve data froman
Object Storage Service (0OSS) object, the normal traffic that is forwarded by Anti-DDoS Pro or
Anti-DDoS Premium cannot be identified by OSS. As a result, your services are interrupted. For
more information about origin hosts, see Origin hosts.

For more information about how to verify traffic forwarding rules, see Verify the forwarding
configurations on your local computer.

For more information about how to change the DNS records of a domain name, see Change the
CNAME record to redirect traffic to Sec-Traffic Manager.

After a CDN or DCDN interaction rule is created, if the QPS of the domain name does not meet the
conditions for the switchover from CDN or DCDN to Anti-DDoS Pro or Anti-DDoS Premium, service traffic
is routed to the nearest CDN or DCDN node to accelerate service access. In this case, service traffic is not
scrubbed by your Anti-DDoS Pro or Anti-DDoS Premium instance. Service traffic is switched to your Anti-
DDoS Pro or Anti-DDoS Premium instance for scrubbing only if the QPS of the domain name meets the
conditions for the switchover from CDN or DCDN to Anti-DDoS Pro or Anti-DDoS Premium. T his way, only
normal service traffic is forwarded to the origin server. After service traffic is automatically switched to
your Anti-DDoS Pro or Anti-DDoS Premium instance, the instance switches the service traffic backto the
CDN or DCDN node if the conditions for the switchover from Anti-DDoS Pro or Anti-DDoS Premiumto
CDN or DCDN are met.

In addition to automatic switchover, you can also manually switch the service traffic to your Anti-DDoS
Pro or Anti-DDoS Premium instance and then manually switch the service traffic backto the CDN or
DCDN node based on the protection requirements of your services. For more information, see What to
do next.

What to do next

After a CDN or DCDN interaction rule is created, you can performthe following operations on the rule.

Operation Description
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Operation Description

If traffic scrubbing by your Anti-DDoS Pro or Anti-DDoS Premium instance is not
automatically triggered, you can manually switch the service traffic to the
instance for scrubbing. You can manually switch service traffic before blackhole
filtering is triggered. This reduces adverse impacts on your services.

Domain CNAME Anti-DDoS Instance ~~ CDN Interaction  DCDN linkage status  Trigger Condition Actions (3)

=] 203 126 ® Enabled Minimum RequestQPSiS0  Edit | Delete If Switch to DDoS

Service traffic can be switched to your Anti-DDoS Pro or Anti-DDoS Premium
Switch to DDoS instance only if blackhole filtering is not triggered for the IP address of the
instance.

(]) Notice After you manually switch the service traffic to your Anti-
DDoS Pro or Anti-DDoS Premium instance, the service traffic cannot be
automatically switched back to the CDN or DCDN node. To switch the service
traffic back to the CDN or DCDN node, you must click Switch back to
manually switch the service traffic.

If service traffic is scrubbed by your Anti-DDoS Pro or Anti-DDoS Premium
instance, you can manually switch the service traffic back to the CDN or DCDN
node.

Domain CNAME Anti-DDoS Instance CDNInteraction  DCDN linkage status. Trigger Condition Actions (3)

e} 203,00 M 126 ® Enabled Minimum Request QPS50 Edit | Delete | 5o

D Notice
e Before you switch the service traffic back to the CDN or DCDN node,
make sure that the attacks stop and CDN or DCDN acceleration also
works as expected. This prevents the CDN- or DCDN-accelerated

domain name from being added to a sandbox and prevents service
Switch back interruptions.

e If you click Switch to DDoS to switch the service traffic to your
Anti-DDoS Pro or Anti-DDoS Premium instance, you must click
Switch back to switch the service traffic back to the CDN or DCDN
node.

You can modify the CDN or DCDN interaction rule and change the value of QPS to
Edit modify the conditions for the switchover to Anti-DDoS Pro or Anti-DDoS
Premium.
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Operation Description

You can delete the CDN or DCDN interaction rule.

warning Before you delete an interaction rule, make sure that the
Delete domain name of your website is not mapped to the CNAME provided by
Sec-Traffic Manager. Otherwise, access to the website may fail after you
delete the rule.

4.4.5. Create a network acceleration rule

You can create network acceleration rules to enable an Anti-DDoS Premium instance of the Insurance or
Unlimited mitigation plan to work together with an Anti-DDoS Premium instance of the MCA mitigation
plan. If no attacks occur after you enable the network acceleration feature, service access is
accelerated by the Anti-DDoS Premium instance of the MCA mitigation plan. If attacks occur, service
traffic is switched to the Anti-DDoS Premium instance of the Insurance or Unlimited mitigation plan for
scrubbing. This way, only normal service traffic is forwarded to the origin server.

Prerequisites
e An Anti-DDoS Premium instance of the MCA mitigation plan is purchased.

For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.

e An Anti-DDoS Premium instance of the Insurance or Unlimited mitigation plan is purchased.

€} Notice The clean bandwidth and queries per second (QPS) of the instance must meet the
protection requirements of your services.

For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.

e Your website is added to an Anti-DDoS Premium instance. The website is associated with both the
Anti-DDoS Premium instance of the MCA mitigation plan and the Anti-DDoS Premium instance of the
Insurance or Unlimited mitigation plan.

For more information, see Add a website.

e Boththe Anti-DDoS Premium instance of the MCA mitigation plan and the Anti-DDoS Premium
instance of the Insurance or Unlimited mitigation plan forward service traffic as expected.

For more information, see Verify the forwarding configurations on your local computer.

Context

Network acceleration is suitable for scenarios in which services are deployed outside mainland China but
most users of the services are located in mainland China. In these scenarios, if you use only the Anti-
DDoS Premium instance of the Insurance or Ultimate mitigation plan to protect your services, the access
latency is increased for the users in mainland China.

You can purchase an Anti-DDoS Premium instance of the Insurance or Unlimited mitigation plan and an
Anti-DDoS Premium instance of the MCA mitigation plan. This way, if no attacks occur, service access is
accelerated by the Anti-DDoS Premium instance of the MCA mitigation plan. If attacks occur, service
traffic is switched to the Anti-DDoS Premium instance of the Insurance or Unlimited mitigation plan for
scrubbing.
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The following figure shows how network acceleration works. For more information, see Configure Anti-
DDoS Premium MCA.

DNS Service Provider | s MCA (Mainland China Access)

s Anti-DDoS Service
Modify DNS Record
.&' ; MVCA
l x Servers
. ==
—CNAM E— Security Traffic Manager —
Anti-DDoS Service J [—— o]

Create a network acceleration rule
1.
2.
3.
4. Onthe General tab, click Create Rule.
5. Inthe Create Rule panel, configure a network acceleration rule and click Next.

Create Rule

* Interaction Scenario: Sec-MCA | Network Acceleration | Cloud Service Interaction | Tiered Protection

* Name: testrule

* Anti-DDoS Instance IP: 170, 21 0| v

* Mainland China 170 B0 v

Acceleration IP:

* The waiting time of

switching back

Parameter Description
Interaction Scenario Select Network Acceleration.

Enter a name for the rule.

Name The name can be up to 128 characters in length and can contain letters,
digits, and underscores ().

Anti-DDoS Instance
Select an Anti-DDoS Pro or Anti-DDoS Premium instance.

IP
Mainland China Select the IP address of the Anti-DDoS Premium instance of the MCA
Acceleration IP mitigation plan.
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Parameter Description

Specify the waiting time before the service traffic is switched back. Valid
values:

o Auto Switch-back: the waiting time before the service traffic is
automatically switched back based on the duration of attacks. Valid

The waiting time of values: 10 to 60. Unit: minutes.

switching back
o Customize: the custom waiting time that is required before the service

traffic is switched back. Valid values: 30 to 120. Unit: minutes. To avoid
frequent switchover operations, we recommend that you specify a waiting
time of 60 minutes.

6. Change the DNS records of the domain name as prompted and click Complete.

For the cloud service interaction rule to take effect, you must change the DNS records of your
domain name on the website of the DNS service provider to map the domain name to the CNAME
provided by Sec-Traffic Manager. If your DNS service is provided by Alibaba Cloud DNS, you need
only to change the DNS records in the Alibaba Cloud DNS console.

) Notice After you change the DNS records of your domain name, the cloud service
interaction rule takes effect. Before you change the DNS records, we recommend that you
modify the Aostsfile on your computer to verify the cloud service interaction rule. This helps
avoid incompatibility issues caused by inconsistent back-to-origin policies. Alibaba Cloud CDN
(CDN) allows you to change the origin host for back-to-origin requests. However, you cannot
use Anti-DDoS Pro or Anti-DDoS Premiumto change the origin host for back-to-origin requests.
If you use CDN together with Anti-DDoS Pro or Anti-DDoS Premiumto retrieve data froman
Object Storage Service (0SS) object, the normal traffic that is forwarded by Anti-DDoS Pro or
Anti-DDoS Premium cannot be identified by OSS. As a result, your services are interrupted. For
more information about origin hosts, see Origin hosts.

For more information about how to verify traffic forwarding rules, see Vverify the forwarding
configurations on your local computer.

For more information about how to change the DNS records of a domain name, see Change the
CNAME record to redirect traffic to Sec-Traffic Manager.

If no attacks occur after a network acceleration rule is created, service access of users in mainland China
is accelerated by using the Anti-DDoS Premium instance of the MCA mitigation plan. If attacks occur, the
service traffic is switched to the Anti-DDoS Premium instance of the Insurance or Unlimited mitigation
plan for scrubbing. T his way, only normal service traffic is forwarded to the origin server. If service
traffic is automatically switched to the Anti-DDoS Premium instance of the Insurance or Unlimited
mitigation plan, the instance switches the service traffic back to the Anti-DDoS Premium of the MCA
mitigation plan when the attacks stop and the waiting time that you specify elapses.

In addition to automatic switchover, you can also manually switch the service traffic to the Anti-DDoS
Premium instance of the Insurance or Unlimited mitigation plan and then manually switch the service
traffic backto the Anti-DDoS Premium instance of the MCA mitigation plan based on the protection
requirements of your services. For more information, see What to do next.

What to do next

After a cloud service interaction rule is created, you can performthe following operations on the rule.
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Operation Description

If traffic scrubbing by your Anti-DDoS Pro or Anti-DDoS Premium instance is not
automatically triggered, the

icon is displayed in the Cloud Service column. In this case, you can manually
switch service traffic to the instance for scrubbing. You can manually switch
service traffic before blackhole filtering is triggered. This reduces adverse
impacts on your services.

Name CNAME Interaction Scenario Anti-DDoS Instance IP Cloud Senvice Actions

Switch to DDoS
Service traffic can be switched to your Anti-DDoS Pro or Anti-DDoS Premium

instance only if blackhole filtering is not triggered for the IP address of the
instance.

Q) Notice After you manually switch service traffic to your Anti-DDoS
Pro or Anti-DDoS Premium instance, the service traffic cannot be
automatically switched back to the associated cloud resources. To switch
the service traffic back to the associated cloud resources, you must click
Switch back to manually switch the service traffic.

If service traffic is scrubbed by your Anti-DDoS Pro or Anti-DDoS Premium
instance, the

icon is displayed in the Anti-DDoS Instance IP column. In this case, you can
manually switch the service traffic back to the associated cloud resources.

Name CNAME Interaction Scenario Anti-DDoS Instance IP Cloud Service Actions

com © Cloud Sevice Interaction ® 203, 105 Edit | Delete | Switch bad

) Notice

e Before you manually switch the service traffic, make sure that the
attacks stop and the associated cloud resources also work as
Switch back expected. This prevents the associated cloud resources from being
added to sandboxes and prevents service interruptions.

e If you click Switch to DDoS to switch service traffic to your Anti-
DDoS Pro or Anti-DDoS Premium instance, you can switch the service
traffic back to the associated cloud resource only by clicking Switch
back.

If blackhole filtering is triggered for the IP addresses of all associated cloud
resources, the switchback fails. If blackhole filtering is deactivated for some
cloud resources, service traffic is first switched back to these cloud resources.
After blackhole filtering is deactivated for the remaining cloud resources, service
traffic is also switched back to these cloud resources.

You can modify the cloud service interaction rule. However, you cannot change

Edit
the values of Interaction Scenario and Name for the rule.
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You can delete the cloud service interaction rule.
warning Before you delete a rule, make sure that the domain name

Delete of your website is not mapped to the CNAME provided by Sec-Traffic

Manager. Otherwise, access to the website may fail after you delete the

rule.

4.4.6. Create a Sec-MCA rule

To add a Sec-MCA rule, you must purchase an Anti-DDoS Premium Insurance or Unlimited instance and
an Anti-DDoS Premium Sec-MCA instance. You can direct traffic from all ISPs in mainland China
(excluding China Mobile) to the IP address of the Sec-MCA instance and direct traffic from China Mobile
and regions outside mainland China to the IP address of the Anti-DDoS Premium instance.

Prerequisites

e A Sec-MCA instance is purchased, and your service is added to the instance. For more information,
see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance and Configure Anti-DDoS Premium
Sec-MCA.

@ Note You only need to add your service to the Sec-MCA instance and do not need to
modify DNS records of the domain name.

e Boththe Anti-DDoS Premium instance of the MCA mitigation plan and the Anti-DDoS Premium
instance of the Insurance or Unlimited mitigation plan forward service traffic as expected.

For more information, see Verify the forwarding configurations on your local computer.

Context

Sec-MCA accelerates service access in scenarios where your service is deployed outside mainland China
but your users reside in mainland China. It also mitigates volumetric DDoS attacks on the networks of
ISPs in mainland China, excluding China Mobile.

If you want to provide quick and stable access for all users, including users in and outside mainland
China and users from various ISPs, such as China Unicom and China Mobile, you can use the Sec-MCA
instance together with the Anti-DDoS Premium Insurance or Unlimited instance.

For more information, see Configure Anti-DDoS Premium Sec-MCA.

Procedure

1.
2.
3.
4. Onthe General tab, click Create Rule.

5. Inthe Create Rule pane, configure a Sec-MCA rule and click Next.
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Parameter Description
Interaction Scenario Select Sec-MCA.
Specify the name of the rule.
Name The rule name can be up to 128 characters in length and can contain letters,

digits, and underscores ().

Sec-MCA Select the IP address of the Sec-MCA instance.

Anti-DDoS Premium Select an Anti-DDoS Pro or Anti-DDoS Premium instance.

Afterthe rule is created, Sec-Traffic Manager assigns a CNAME address for the rule. You can view
the created rule and CNAME address in the rule list.

6. Modify the DNS records.

Modify the DNS records of your domain name on the website of the DNS service provider to point
the domain name to the CNAME address provided by Sec-Traffic Manager. For more information,
see Change the CNAME record to redirect traffic to Sec-Traffic Manager.

What to do next

e Edit aninteraction rule: On the General tab, find the rule that you want to edit and click Edit inthe
Actions column. You can modify parameters except Interaction Scenario and Name.

e Delete aninteraction rule: On the General tab, find the rule that you want to delete and click
Delete inthe Actions column.

warning Before you delete aninteraction rule, make sure that the service traffic is no
longer directed to the CNAME address assigned by Sec-Traffic Manager. Ot herwise, your service
becomes unavailable after you delete the rule.

4.4.7. Share one Anti-DDoS Pro or Anti-DDo0S
Premium instance among multiple cloud

resources

This topic describes how to associate IP addresses of multiple cloud resources to one Anti-DDoS Pro or
Anti-DDoS Premium instance in cloud service interaction and tiered protection scenarios. If one of the
cloud resources is attacked, service traffic of this cloud resource is switched to Anti-DDoS Pro or Anti-
DDoS Premium.

Cloud service interaction

1. Configure Sec-Traffic Manager.

For example, you have three cloud resources. Add an interaction rule for the IP address of each
resource and associate the three rules with the IP address of the Anti-DDoS Pro or Anti-DDoS
Premium instance. For more information, see Create a cloud service interaction rule.

2. Modify the DNS records.
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Add three CNAME records for your domain name and set the record values to the CNAME addresses
in the three rules created in Step 1. For more information, see Change the CNAME record to redirect
traffic to Sec-Traffic Manager.

3. Verify the DNS records. Open a DNS test website to verify that the CNAME records added in Step 2
take effect.

Tiered protection

1. Purchase an Anti-DDoS Origin Enterprise instance.

Add the three cloud resources to Anti-DDoS Origin Enterprise for protection. For more information,
see Add a cloud service to Anti-DDoS Origin Enterprise for protection.

2. Configure Sec-Traffic Manager.

Create atiered protection rule forthe IP address of each cloud resource and associate the three
rules with the IP address of the Anti-DDoS Pro or Anti-DDoS Premium instance. For more
information, see Create a tiered protection rule.

3. Modify the DNS records.

Add three CNAME records for your domain name and set the record values to the CNAME addresses
in the three rules created in Step 2. For more information, see Change the CNAME record to redirect
traffic to Sec-Traffic Manager.

4. Verify the DNS records. Open a DNS test website to verify that the CNAME records added in Step 3
take effect.

4.5. Allow back-to-origin IP addresses
to access the origin server

To use Anti-DDoS Pro or Anti-DDoS Premiumto protect your website, we recommend that you add the
back-to-origin IP addresses to the whitelist of the origin server. This ensures that the traffic from Anti-
DDoS Pro or Anti-DDoS Premium is not blocked by security software on your origin server.

Context

If you deploy third-party security software on your origin server, such as a firewall, add the back-to-
origin IP addresses of Anti-DDoS Pro or Anti-DDoS Premium to the whitelist of the security software.

) Notice Afteryou switch service traffic to Anti-DDoS Pro or Anti-DDoS Premium, the instance
scrubs the traffic and uses back-to-origin IP addresses to forward the traffic to the origin server. If
the back-to-origin IP addresses are not in the whitelist on your firewall, the traffic from Anti-DDoS
Pro or Anti-DDoS Premium may be blocked. T his results in a failure to access your website.

If you use Anti-DDoS Pro or Anti-DDoS Premium to protect your website, the inbound traffic is rerouted
to Anti-DDoS Pro or Anti-DDoS Premium for scrubbing. Then, Anti-DDoS Pro or Anti-DDoS Premium
forwards the normal traffic to the origin server. In the back-to-origin process, network traffic is
forwarded to the origin server by an Anti-DDoS Pro or Anti-DDoS Premium instance.

Anti-DDoS Pro and Anti-DDoS Premium function as reverse proxies and support the Full NAT mode.

Before Anti-DDoS Pro or Anti-DDoS Premium is used, the origin server receives requests fromthe
distributed IP addresses of clients. If no attacks are launched against your services, each source IP
address sends a small number of requests.

> Document Version: 20220629 121


https://www.alibabacloud.com/help/doc-detail/143474.htm#task-2339595
https://www.alibabacloud.com/help/doc-detail/63652.htm#task379
https://www.alibabacloud.com/help/doc-detail/179118.htm#task-1937544
https://www.alibabacloud.com/help/doc-detail/143474.htm#task-2339595

Anti-DDoS Pro & Premium User Guid

L Anti-DDoS
e-Provisioning

After Anti-DDoS Pro or Anti-DDoS Premium is used, the origin server receives all requests from a limited
number of back-to-origin IP addresses. Each IP address forwards a larger number of requests than the
client. As a result, the back-to-origin IP addresses may be regarded as malicious. If other DDoS
protection policies are configured on the origin server, these back-to-origin IP addresses may be
blocked or subject to bandwidth limits.

For example, the most common 502 error indicates that the origin server does not respond to the
requests forwarded from back-to-origin IP addresses, and the back-to-origin IP addresses may be
blocked by the firewall on the origin server.

Therefore, we recommend that you disable the firewall and other security software on the origin server
afteryou set up forwarding rules. This ensures that the back-to-origin IP addresses of Anti-DDoS Pro or
Anti-DDoS Premium are not affected by the protection policies on the origin server. Alternatively, you
can performthe following steps to find the back-to-origin IP addresses of Anti-DDoS Pro and Anti-
DDoS Premium and add themto the whitelist of the security software on the origin server.

Procedure
1.
2.
3.

4. Onthe Website Config page, clickView Back-To-Source CIDR Blocks in the upper-right corner.

5. Inthe Back-To-Source CIDR Block dialog box, copy the back-to-origin IP addresses used by Anti-
DDoS Pro or Anti-DDoS Premium.

Back-to-origin CIDR Block

112 1.0/24 2 0/24 2 0,24
118 /24 20. 0/24 20 0724
120, /24 20 0/24 120. 0724
121 1.0/24 2 3.0/24 23 0/24
182 /24 203. 0/24 203 0724
203 0/24 203, 0/24 47 0724
47.1 0/24 47.1 0/24 47.1 0724
47.1 /24 47.1 0/24 a7 24

6. Add the back-to-origin IP addresses to the whitelist of the security software on your origin server.

4.6. Change the public IP address of
an ECS origin server

If the IP address of your origin server is exposed, we recommend that you change the public IP address
of your Elastic Compute Service (ECS) instance to prevent attackers from bypassing Anti-DDoS Pro or
Anti-DDoS Premiumto attack the origin server. You can change the public IP address of an ECS instance
in the Anti-DDoS Pro or Anti-DDoS Premium console up to 10 times.

Procedure
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1.

2.

3.

4. Inthe upper-right corner of the Website Config page, clickChange ECS IP.
5. Inthe Change ECS IP dialog box, read the tips and click Next.

) Notice If you change the public IP address of an ECS instance, your service is interrupted
for afew minutes. We recommend that you back up your data before you performthis
operation.

Change ECS IP @ X

Tips

During the IP change process, the service on yaur ECS instance interrupts for several minutes, We strongly

recommend that you backup your data, and restart your instance after changing the IP.

You cannot recover back ta the current IP after you change ECS IP. Yau only have 3 opportunities to change the

IP for each ECS instance.

You can change ECS IP 10.

6. (Optional)Stop your ECS instance.

To change the IP address of your ECS instance, you must stop the instance. If you have stopped
your ECS instance, go to the next step.

If you do not stop your ECS instance, click Go to ECS inthe Change ECS IP dialog box. Then, stop
your ECS instance in the ECS console. For more information about how to stop an ECS instance, see

Stop aninstance.

Change ECS IP @ X

Enter your instance information Change ECS IP

Enter you ECS instance information:
Goto ECS »»

* ECS Instance ID: i-)

7. Returnto the Change ECS IP dialog box, specify ECS Instance ID, and then click Next.

8. Afterthe IP address is released, click Next . Anti-DDoS Pro or Anti-DDoS Premium automatically
assigns a new IP address to the ECS instance.

9. Click OK.

@ Note Afteryou change the IP address of an ECS origin server, set up Anti-DDoS Pro or
Anti-DDoS Premium and do not expose the new IP address.
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4.7. Configure Anti-DDoS Premium
MCA

An Anti-DDoS Premium Mainland China Acceleration (MCA) instance can be used with an Anti-DDoS
Premium Insurance Plan or Unlimited Plan instance to accelerate access to your services that are
deployed outside mainland China.

Prerequisites

An Anti-DDoS Premium instance is created.

@ Note Only Anti-DDoS Premium supports MCA. Anti-DDoS Pro does not support MCA.

Context

Afteryou configure an Anti-DDoS Premium MCA instance that is used with an Anti-DDoS Premium
Insurance Plan or Unlimited Plan instance, the instance protects your services. If no DDoS attacks are
launched, the Anti-DDoS Premium MCA instance accelerates web access to your services. Otherwise, the
Anti-DDoS Premium Insurance Plan or Unlimited Plan instance automatically takes over to mitigate DDoS
attacks against your services.

For more information about the scenarios to which MCA applies, see Scenarios of Anti-DDoS Premium.

DNS Service Provider MCA (Mainland China Access)

: mmmm Anti-DDoS Service
! Modify DNS Record

CH’.
. ‘ MCA

»

CNAME— Security Traffic Manager
Anti-DDo$S Service

Servers

You can configure an Anti-DDoS Premium MCA instance for a domain name (Layer 7) or service port
(Layer 4).

Afteryou purchase Anti-DDoS Premium MCA and Insurance Plan or Unlimited Plan instances, add your
domain name or service port to the instances in the Anti-DDoS Premium console. Then, configure a Sec-
Traffic Manager rule to enable the auto-switching between an Anti-DDoS Premium MCA instance and
an Anti-DDoS Premium Insurance Plan or Unlimited Plan instance. T his rule forwards non-attack traffic to
the origin server of your web service.

Procedure
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1.
2. Inthe top navigation bar, select Outside Mainland China.

3. Add your website or non-website services to both the Anti-DDoS Premium Insurance Plan or
Unlimited Plan instance and the Anti-DDoS Premium MCA instance.

@ Note Inthis step, you do not need to change the DNS record.

o Forinformation about how to add a website service to an Anti-DDoS Premium instance, see Add
a website. When you add the website service and select dedicated IP addresses of Anti-DDoS
Premium, select the dedicated IP addresses of both your Insurance Plan or Unlimited Plan and

MCA instances.

o Forinformation about how to add a service port to an Anti-DDoS Premium instance, see Create
forwarding rules. Create forwarding rules for the Anti-DDoS Premium MCA instance and the Anti-
DDoS Premium Insurance Plan or Unlimited Plan instance for your non-website services.

@ Note Before you add your non-website services to the Anti-DDoS Premium MCA
instance, make sure that the services can be accessed by using domain names. T his ensures
that traffic can be automatically redirected to the Anti-DDoS Premium MCA instance. If your
services are accessed by using IP addresses, traffic cannot be automatically redirected.

4. Navigate to the Sec-Traffic Manager page, clickthe General tab, and click Create Rule.

| Sec-Traffic Manager

Name CNAME nteraction Scenario Anti-DDoS Premium Instance Cloud Service Actions

® 47037
aliyunddos0004.com Tiered Protaction 170, 93 Edit Delete
* 39

5. Onthe Create Rule page, configure the required parameters and click Next.
o Interaction Scenario: Select Network Acceleration.

o Name: Enterthe name of the rule.

o Anti-DDoS Instance IP: Select the dedicated IP address of the Anti-DDoS Premium Insurance
Plan or Unlimited Plan instance.

o Acceleration IP: Select the dedicated IP address of the Anti-DDoS Premium MCA instance.
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Create Rule

Metwork Acceleration J| Cloud Service Interaction | Tiered Protection

* Interaction Scenario: Sec- \.'1CAI

* Name:

* Anti-DDo5 Instance IP:

* Mainland China Select hd

Acceleration IP:

* The waiting time of &0 Minute(s)

switching back After switch to Anti-DDoS Pro or Premium , the waiting time for triggering the s

Afterthe rule is created, the systemuses the Anti-DDoS Premium MCA instance to accelerate web
access if no DDoS attacks are launched. If DDoS attacks are launched, Sec-Traffic Manager
automatically redirects traffic to the Anti-DDoS Premium Insurance Plan or Unlimited Plan instance
fortraffic scrubbing.

Afteryou create a port forwarding rule, the system generates a CNAME address. You only need to
change the DNS record to map the domain name to the CNAME address.

@ Note When you add your services, make sure that you have selected the dedicated IP
addresses of both the Anti-DDoS Premium Insurance Plan or Unlimited Plan instance and the
Anti-DDoS Premium MCA instance.

6. Change the DNS record for the domain name at your DNS service provider.

After you map your domain name to the CNAME address generated in Sec-Traffic Manager, the
traffic is automatically redirected to Sec-Traffic Manager.

(@ Note Automatic traffic redirection is achieved based on the CNAME address. Therefore,
you must use the CNAME record.

4.8. Configure Anti-DDoS Premium
Sec-MCA

Anti-DDoS Premium supports Secure Mainland China Acceleration (Sec-MCA). T his allows you to
accelerate access from mainland China to services in regions outside mainland China. Sec-MCA provides
traffic scrubbing capabilities of more than 2 Thit/s. This improves the access speed and stability of your
business.

Prerequisites
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An Anti-DDoS Premium Sec-MCA instance is purchased. For more information, see Purchase an Anti-
DDoS Pro or Anti-DDoS Premium instance.

Context

Sec-MCA provides DDoS scrubbing capabilities and speeds up user access. Furthermore, you do not
need to switch to an Anti-DDoS Premium instance to protect your services.

@ Note MCA does not provide DDoS scrubbing capabilities. If your services are under attack,
you must switch to an Anti-DDoS Premium instance. If DDoS attacks occur frequently, you must
continually switch to an Anti-DDoS Premium instance.

The following table lists the differences between MCA and Sec-MCA.

Protect traffic from mainland China ISPs, excluding China Mobile

To provide quick and stable access for users who use mainland China Internet Service Providers (ISPs),
excluding China Mobile, you can use only Anti-DDoS Premium Sec-MCA.

@ Note Users of China Mobile or outside mainland China cannot access your services by using
the IP addresses of Sec-MCA. For information about how to accelerate access for these users, see
Protect traffic from all ISPs.

1.
2.
3. Add your website or non-website services to your Anti-DDoS Premium Sec-MCA instance.

o Website configuration: Select the dedicated IP address of your Anti-DDoS Premium Sec-MCA
instance. For more information, see Add a website.

o Port configuration for non-website services: Configure a port forwarding rule in an Anti-DDoS
Premium Sec-MCA instance. For more information, see Create forwarding rules.

4. Redirect the traffic to the Anti-DDoS Premium Sec-MCA instance and protect your services.

o Website configuration: Change the CNAME record to point the website to the CNAME address
assigned by Anti-DDoS Premium. For more information, see Change DNS records to protect
website services.

o Port configuration for non-website services: Afteryou create a port forwarding rule, set the IP
address to be protected to the IP address of the Anti-DDoS Premium instance.

Protect traffic from all ISPs

If you want to provide quick and stable access for users in and outside mainland China irrespective of
ISPs, you can use Anti-DDoS Premium Insurance Plan or Unlimited Plan and Sec-MCA. You must create a
Sec-MCA rule in Sec-Traffic Manager.

1.
2.

3. Add your website or non-website services to the Sec-MCA instance of Anti-DDoS Premium
Insurance Plan or Unlimited Plan.
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@ Note Inthis step, you do not need to change the DNS record.

o Website configuration: When you select the dedicated IP address of your Anti-DDoS Premium
instance, you must select the dedicated IP addresses of both the Anti-DDoS Premium Insurance
Plan or Unlimited Plan instance and the Anti-DDoS Premium Sec-MCA instance. For more

information, see Add a website.

o Port configuration for non-website services: You must configure a port forwarding rule in both
the Anti-DDoS Premium Insurance Plan or Unlimited Plan instance and the Anti-DDoS Premium
Sec-MCA instance. For more information, see Create forwarding rules.

@ Note Before you add your non-website services to an Anti-DDoS Premium Sec-MCA
instance, make sure that the services can be accessed by using domain names. T his ensures that
traffic can be automatically redirected to the Anti-DDoS Premium Sec-MCA instance. If your
services are accessed by using IP addresses, traffic cannot be automatically redirected.

4. Choose Provisioning > Sec-Traffic Manager. On the page that appears, click the General tab.

5. Click Create Rule. Inthe dialog box that appears, configure the following parameters and click
Next.

o Interaction Scenario: Select Sec-MCA.
o Name: Enter the name of the rule.
o Sec-MCA: Select an Anti-DDoS Premium Sec-MCA instance.

o Anti-DDoS Premium: Select an Anti-DDoS Premium Insurance Plan or Unlimited Plan instance.

Afteryou create a port forwarding rule, the system generates a CNAME address. You only need to
change the DNS record to map the domain name to the CNAME address.

o The traffic from mainland China ISPs, excluding China Mobile, is redirected to the IP address of
the Anti-DDoS Premium Sec-MCA instance.

o The traffic from China Mobile and regions outside mainland China is redirected to the IP address
of Anti-DDoS Premium.

@ Note When you add your services, make sure that you have selected the dedicated IP
addresses of both the Anti-DDoS Premium Insurance Plan or Unlimited Plan instance and the

Anti-DDoS Premium Sec-MCA instance.

6. Change the DNS record for the domain name at your DNS service provider.

After you map your domain name to the CNAME address generated in Sec-Traffic Manager, the
traffic is automatically redirected to Sec-Traffic Manager.

(® Note Automatic traffic redirection is achieved based on the CNAME address. Therefore,
you must use the CNAME record.
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5.Resource management
5.1. Overview

Asset management is used to manage the assets of Anti-DDoS Pro or Anti-DDoS Premium. The assets
include Anti-DDoS Pro or Anti-DDoS Premium instances, Anti-DDoS plans, and advanced global
protection sessions. For example, you can purchase instances, renew instances, and modify instance
specifications. T his topic describes the asset types and asset management operations that are
supported by Anti-DDoS Pro and Anti-DDoS Premium.

Asset management in Anti-DDoS Pro

The following table describes the asset types and asset management operations that are supported
by Anti-DDoS Pro.

Purchase

Asset type Description Supported operation
yp e p pp p
® Ppurchase mitigation
plans for Anti-DDoS Pro
and Anti-DDoS Premium
Anti-DDOS Pro voucan BGP networks in mainland China are T Fhe burstaple
instance of the purchase a used to intelligently defend against prote;ﬂon e
Professional subscription . genty 9 of an instance
. Thit/s-level DDoS attacks. .
plan instance. ® Upgrade an instance
® Renew an instance
® Manage tags of
instance
You cannot
purchase an
Anti-DDoS plan.
However, if An Anti-DDoS plan is used to pay for
. specific the fees that are generated for Apply for and use Anti-
Anti-DDoS plan P . g ) oY
requirements burstable protection provided by an DDoS plans

are met, you can Anti-DDoS Pro instance.
submit a ticket
to apply for an
Anti-DDoS plan.

Asset management in Anti-DDoS Premium

The following table describes the asset types and asset management operations that are supported
by Anti-DDoS Premium.
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Asset type

Anti-DDoS
Premium
instance of the
Insurance or
Unlimited plan

Anti-DDoS
Premium
instance of the
MCA plan

Anti-DDoS
Premium
instance of the
Sec-MCA plan

Purchase
method

You can
purchase a
subscription
instance.

You can
purchase a
subscription
instance.

You can
purchase a
subscription
instance.

Description

The global anycast network is used
to defend against the DDoS attacks
from locations that are close to the
attack source.

An Anti-DDoS Premium instance of
the MCA plan serves as an access
acceleration component to
accelerate access in mainland China
when no attacks occur. The instance
cannot mitigate DDoS attacks.

) Notice This instance

must be used together with an
Anti-DDoS Premium instance of
the Insurance or Unlimited plan.

An Anti-DDoS Premium instance of

the Sec-MCA plan is used to

accelerate access in mainland China.

The instance can mitigate DDoS

attacks for lines that are not

provided by China Mobile, such as °
China Telecom and China Unicom.

'ﬂ) Notice If youwant to °
mitigate DDoS attacks for lines
that are provided by China
Mobile and accelerate access in
regions outside mainland China,
you must use an Anti-DDoS
Premium instance of the Sec-
MCA plan together with an Anti-
DDoS Premium instance of the
Insurance or Unlimited plan.

Supported operation

Purchase mitigation
plans for Anti-DDoS Pro
and Anti-DDoS Premium

Upgrade an instance

Renew an instance
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Purchase . :
Asset type method Description Supported operation
If the two global advanced
mitigation sessions that are
You can provided free of charge each month
purchase global are exhausted, you can purchase
advanced more global advanced mitigation
Global advanced ~ mitigation b sessions.
mitigation sessgion A y Purchase global advanced
. ) mitigation sessions
session global advanced ) Notice Global advanced J
mitigation mitigation sessions must be

used together with an Anti-
DDoS Premium instance of the

Insurance plan.

5.2. Modify the burstable protection
bandwidth of an instance

After you purchase an Anti-DDoS Pro instance, you can modify the burstable protection bandwidth of
the instance based on your business requirements. The burstable protection bandwidth determines the
maximum capability of the instance to defend against DDoS attacks, which indicates the peak traffic of
the DDoS attacks that the instance can mitigate.

Prerequisites

An Anti-DDoS Pro instance is purchased. For more information, see Purchase mitigation plans for Anti-DDoS
Pro and Anti-DDoS Premium.

C) Notice The burstable protection bandwidth is available only for Anti-DDoS Pro instances. By
default, an Anti-DDoS Premium instance provides unlimited advanced protection, and no burstable
protection bandwidth is required for the instance.

Context

An Anti-DDoS Pro instance has both basic protection bandwidth and burstable protection bandwidth.
The burstable protection bandwidth must be no less than the basic protection bandwidth. The
methods to modify the basic protection bandwidth and burstable protection bandwidth of an Anti-
DDoS Pro instance vary based on the billing methods. To modify the basic protection bandwidth, you
must upgrade your instance. To modify the burstable protection bandwidth, you can change the
bandwidth value in the Anti-DDoS Pro console or upgrade your instance at any time. For more
information about the billing methods, see Anti-DDoS Pro billing methods.

A high burstable protection bandwidth indicates the high peak traffic of DDoS attacks that the
instance can mitigate. Burstable protection is triggered only when DDoS attacks occur and the peak
attack traffic is between the basic protection bandwidth and burstable protection bandwidth. Onthe
day after the attacks stop, a billis generated for the pay-as-you-go resources that are used by your
Anti-DDoS Pro instance to provide burstable protection. No costs are generated for the resources that
are used for burstable protection in the following scenarios:
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e No DDoS attacks occur, or DDoS attacks occur but the attacktraffic does not exceed the basic
protection bandwidth.

In this scenario, basic protection can cope with the attacks.
e DDoS attacks occur, and the attacktraffic exceeds the burstable protection bandwidth.

In this scenario, the IP address of the attacked asset enters the blackhole filtering state. The asset
becomes accessible over the Internet only after the attacks stop and blackhole filtering is
deactivated. For more information, see Blackhole filtering policy of Alibaba Cloud.

You can specify the burstable protection bandwidth for your Anti-DDoS Pro instance based on multiple
factors. The factors include the traffic volume of the DDoS attacks that your services may encounter
and your budget for service protection. You can set the burstable protection bandwidth to the
minimum value that is equal to the basic protection bandwidth. In this case, burstable protection is
disabled for your Anti-DDoS Pro instance, and no bills are generated for pay-as-you-go resources. The
maximum burstable protection bandwidth that you can set varies based on the basic protection
bandwidth of an Anti-DDoS Pro instance. For example, if the basic protection bandwidth of an Anti-
DDoS Pro instance is 30 Gbit /s, the maximum burstable protection bandwidth of the instance can be set
to 300 Gbit/s. If the basic protection bandwidth of an Anti-DDoS Pro instance is greater than or equal
to 300 Gbit /s, the maximum burstable protection bandwidth is unlimited.

Procedure
1.
2
3.
4. Find the required instance and click the
&

icon next to Protection Bandwidth in the Status column.

5. Inthe Change Burstable Bandwidth dialog box, select a value and click OK.
You can view the new protection bandwidth of the instance in the Status column. Burstable
***@ indicates that the current burstable protection bandwidth of the instance is *** Gbit/s.

References

FAQ about the billing of burstable protection

5.3. Configure burstable clean
bandwidth

If your business traffic may spike, we recommend that you enable the burstable clean bandwidth
feature for your Anti-DDoS Pro or Anti-DDoS Premium instance. This avoids packet loss when the peak
business traffic exceeds the clean bandwidth of your instance.

Prerequisites
An Anti-DDoS Pro instance is purchased.

For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.

Context
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By default, the burstable clean bandwidth feature is disabled for your instance. After you add services
to your instance, the peak business traffic may exceed the clean bandwidth that you select when you
purchase the instance. If this situation happens, random packet loss occurs during traffic forwarding. If
this situation lasts for a long period of time, throttling occurs, and the access to your services is
affected.

Clean Bandwidth 50Mbps 100Mbps 50Mbps 200Mbps

250Mbps 300Mbps

andwidth is the maximum normal business traffic size in non-DDoS attack status

The following list describes the scenarios in which the peak business traffic exceeds the clean
bandwidth and the solutions specific to the scenarios:

e [f the clean bandwidth of your instance cannot meet your business requirements, you must upgrade
your instance to increase the clean bandwidth. For more information, see Upgrade an instance.

o If the clean bandwidth of your instance can meet your daily business requirements but cannot meet

the requirements to handle traffic spikes, we recommend that you enable the burstable clean
bandwidth feature.

Afteryou enable the burstable clean bandwidth feature, you can specify a burstable clean
bandwidth to increase the upper limit of the total bandwidth that is supported by the instance. You
are charged for the burstable clean bandwidth based on the pay-as-you-go billing method. For more
information about the billing for the burstable clean bandwidth, see Billing of the burstable clean

bandwidth feature.

Scenarios

We recommend that you enable the burstable clean bandwidth feature for your instance in the
following scenarios:

e Holiday promotions, such as Black Friday

e Release of services, such as launch of a new gaming server or new product

e Sharp increase in the number of access requests to websites, such as access requests to online course
selection systems and government lottery systems wit hin a specific period of time

Limits
Afteryou enable the burstable clean bandwidth feature, the total bandwidth of the Anti-DDoS Pro
instance can be up to 5 Gbit/s. The total bandwidth is equal to the clean bandwidth plus the burstable

clean bandwidth that you specify. The burstable clean bandwidth cannot exceed nine times the clean
bandwidth.

Examples:

e [f the clean bandwidth is 100 Mbit /s, the maximum burstable clean bandwidth that you can specify is
900 Mbit/s. If you specify a burstable clean bandwidth of 900 Mbit/s, the Anti-DDoS Pro instance
supports the maximum business traffic of 1 Gbit/s.

e If the clean bandwidth is 1 Gbit/s, the maximum burstable clean bandwidth that you can specify is 4
Gbit/s. If you specify a burstable clean bandwidth of 4 Gbit/s, the Anti-DDoS Pro instance supports
the maximum business traffic of 5 Gbit/s.

e If the clean bandwidth is 5 Gbit/s, you cannot enable the burstable clean bandwidth feature. In this
case, if you need a higher bandwidth, submit a or contact customer service.

Enable the burstable clean bandwidth feature

> Document Version: 20220629 133


https://www.alibabacloud.com/help/doc-detail/84952.htm#task737
https://www.alibabacloud.com/help/doc-detail/309003.htm#concept-2108382

Anti-DDoS Pro & Premium User Guid
e-Resource management

Anti-DDoS

A w N

In the instance list, find the instance that you want to enable the feature and clickthe
[
iconto the right of Added burst bandwidth inthe Instance Type column.

Inthe Burst bandwidth dialog box, turn on Enable burst bandwidth and specify a burstable
clean bandwidth based on your business requirements.

Burst bandwidth x

Enable burst (:)

bandwidth

Added burst 50 M +

bandwidth (3)

Documentation

“ Canc

The minimum burstable clean bandwidth is 50 Mbit/s. The maximum burstable clean bandwidth can
be nine times the clean bandwidth of the instance. For example, if the clean bandwidth is 100
Mbit /s, the maximum burstable clean bandwidth that you can specify is 900 Mbit /s.

C) Notice The sumof the clean bandwidth and the burstable clean bandwidth that you
specify cannot exceed 5 Gbit/s. To prevent throttling, make sure that the sumis greaterthan
your peak business traffic. For more information, see Billing examples.

. Click OK.

Afteryou complete the preceding settings, you can view the value of Added burst bandwidth in
the Instance Type column.

After you enable the burstable clean bandwidth feature, you can refer to the preceding steps to
specify a greater value forthe Added burst bandwidth parameter. If you want to disable the
burstable clean bandwidth feature, turn off Enable burst bandwidth.
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@) Notice

e You candisable the burstable clean bandwidth feature for each instance only once within
one calendar month. If you disable the burstable clean bandwidth feature in a month, you
are charged for the burstable clean bandwidth that you use when the feature is enabled in
this month.

e The burstable clean bandwidth feature is automatically disabled in the following scenarios:
o Your instance expires. Expired instances do not provide services.

o Your Alibaba Cloud account has an overdue payment. In this case, all services that are
charged based on the pay-as-you-go billing method are unavailable.

To continue using the feature, you must renew your instance or settle the overdue payment
and enable the feature.

To view the logs of the burstable clean bandwidth, navigate to the Investigation > Operation Logs
page. You can view the logs that are generated when you enable and disable the burstable clean
bandwidth feature and modify the burstable clean bandwidth. For more information, see View
operations logs.

Query bills for the burstable clean bandwidth

After you enable the burstable clean bandwidth feature, you can query the bill for the burstable clean
bandwidth for each calendar month. To query the bills, log onto the and navigate to the
Investigation > System logs page.

The billing cycle is one calendar month. You are billed based on the following rules:

e At 10:00 onthe first day of each calendar month, the bill for the burstable clean bandwidth of the
previous month is displayed on the System logs page, and Alibaba Cloud sends notifications to the
contacts of your Alibaba Cloud account by email.

The billisinthe To be billed state. The bill covers only the burstable clean bandwidth that you
used within the previous month. You can view the bill details to check the usage of the burstable
clean bandwidt h within the previous month. For more information, see Query system logs.

If you have any concerns about the usage of the burstable clean bandwidth, submit a . If the amount
of the burstable clean bandwidth in the bill is different from your actual usage, the bill is
terminated, and you are not required to make a payment.

e [f you do not have concerns about the bill, the bill of the previous month is displayed on the System
logs page at 10:00 on the tenth day of the current month.

The billis in the Already billed state, and the fees are automatically deducted fromthe balance of
your Alibaba Cloud account. Make sure that the balance of your Alibaba Cloud account is sufficient. If
your account has an overdue payment, all services that are charged based on the pay-as-you-go
billing method become unavailable. The burstable clean bandwidth feature also becomes
unavailable.

5.4. Upgrade an instance
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If the specifications of your Anti-DDoS Pro or Anti-DDoS Premium instance cannot meet your business
requirements, you can upgrade the specifications of the instance in the Anti-DDoS Pro console. The
specifications include the function plan, clean bandwidth, and the numbers of protected domain
names and ports. This topic describes how to upgrade an Anti-DDoS Pro or Anti-DDoS Premium
instance.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see Purchase
mitigation plans for Anti-DDoS Pro and Anti-DDoS Premium.

Context

An instance upgrade indicates the upgrade of instance specifications. After you upgrade your instance,
you must pay the price difference for the validity period that remains. You cannot downgrade your
instance after the upgrade.

) Notice You can only upgrade your instance.

Supported asset types and specifications
The following table describes the asset types and specifications that can be upgraded.
Asset type Supported specification
Basic protection bandwidth, burstable protection bandwidth, clean

bandwidth, function plan, business QPS, and numbers of protected
ports and domain names.

Anti-DDoS Pro instance of the
Professional plan

Mitigation plan, clean bandwidth, function plan, business QPS, and
Anti-DDoS Premium instance of numbers of protected ports and domain names. You can upgrade the
the Insurance or Unlimited plan mitigation plan from Insurance to Mitigation only for an Anti-DDoS
Premium instance of the Insurance plan.

Anti-DDoS Premium instance of
Clean bandwidth.

the MCA plan
Anti-DDoS Premium instance of Clean bandwidth, function plan, business QPS, and numbers of
the Sec-MCA plan protected ports and domain names.
Procedure
1.
2.
3.
4. Find the instance that you want to upgrade and click Upgrade in the Actions column.
5. Onthe Upgrade/Downgrade page, configure the parameters based on your business

requirements. Read and select Terms of Service. Then, clickBuy Now.
6. Complete the payment.

You can view the new instance specifications on the Instances page.
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5.5. Renew an instance

Before your Anti-DDoS Pro or Anti-DDoS Premium instance is released, you can manually renew the
instance to extend the subscription period. To prevent your services from being adversely affected by
instance expiration, you can also enable auto-renewal before your instance expires. This way, Alibaba
Cloud automatically renews the instance when the instance is about to expire. This topic describes how
to manually renew an Anti-DDoS Pro or Anti-DDoS Premium instance. T his topic also describes how to
enable auto-renewal for the instance.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see Purchase an
Anti-DDoS Pro or Anti-DDoS Premium instance.

Supported asset types

You can renew the following types of Anti-DDoS Pro or Anti-DDoS Premium instances:

e Anti-DDoS Pro instance of the Profession mitigation plan

e Anti-DDoS Premium instance of the Insurance or Unlimited mitigation plan

e Anti-DDoS Premium instance of the MCA mitigation plan

e Anti-DDoS Premium instance of the Sec-MCA mitigation plan

Impacts of instance expiration

If you do not renew your Anti-DDoS Pro instance in time after the instance expires, your services are
adversely affected. The following table describes the impacts.

Time period

From the
expiration
dateto 7
calendar
days
(excluded)
after the
expiration
date

Protection capability Traffic forwarding
The instance provides only

the basic protection against

attacks of 5 Gbit/s.

If you renew your instance
within this time period, the
instance continues to
provide the protection
capabilities based on the
plan that you purchased.

The instance still forwards
service traffic.

Instance configuration

Instance configurations are
retained.
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Time period

7 calendar
days
(included)
after the
expiration
date to 15
calendar
days
(excluded)
after the
expiration
date

Protection capability

The instance provides only
the basic protection against
attacks of 5 Ghit/s.

Traffic forwarding

The instance no longer
forwards service traffic.

n warning If you
no longer need Anti-
DDoS Pro, you must
switch service traffic

from the Anti-DDoS Pro

instance to the origin
server seven calendar
days before the
expiration date.
Otherwise, access to
your services may be
adversely affected. If
you want to switch
service traffic, make
sure that the domain
name of your website
does not map to the
CNAME assigned by
Anti-DDoS Pro. You
must also make sure
that your non-website

service does not use an

exclusive IP address
provided by the
instance.

If you renew your instance
within this time period, the

instance continues to

forward service traffic, and

you do not need to
configure the instance
again.

Instance configuration

Instance configurations are
retained.
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Time period Protection capability Traffic forwarding Instance configuration
The Anti-DDoS Pro instance
is released.

Warning After
all Anti-DDoS Pro
instances that are
created by using your
Alibaba Cloud account
are released, the
configurations that are
added to Anti-DDoS
Pro, such as website
access configurations,
port access
configurations,
mitigation settings,
and reports, are

15 calendar deleted and cannot be
days restored. If you want
g?tc(all:?ﬁg) The instﬁance prO\{ides °rle The instance no longer ;O :isne Aonjl;]lqjl?scis e
expiration the basic protection against forwards service traffic. : hl ' d fi
attacks of 5 Ghit/s. purchase and contigure
date to another Anti-DDoS Pro
later points instance.
intime

If you do not renew your Anti-DDoS Premium instance in time after the instance expires, your services
are adversely affected. The following table describes the impacts.
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Time period

From the
expiration
date to 30
(excluded)
calendar
days after
the
expiration
date

Protection capability Traffic forwarding
The instance provides only

the basic protection against

attacks of 5 Gbit/s.

If you renew your instance
within this time period, the
instance continues to
provide the protection
capabilities based on the
plan that you purchased.

The instance still forwards
service traffic.

Instance configuration

Instance configurations are
retained.
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Time period Protection capability

30

(included)

calendar

days after The instance provides only
the the basic protection against
expiration attacks of 5 Gbit/s.

date to

later points

intime

Traffic forwarding

The instance no longer
forwards service traffic.

warning If you
no longer need Anti-
DDoS Premium, you
must switch service
traffic from the Anti-

DDoS Premium instance

to the origin server 30
calendar days before
the expiration date.
Otherwise, access to
your services may be
adversely affected. If
you want to switch
service traffic, make
sure that the domain
name of your website
does not map to the
CNAME assigned by
Anti-DDoS Premium.
You must also make
sure that your non-
website service does
not use an exclusive IP
address provided by
the instance.

Instance configuration

The Anti-DDoS Premium
instance is released.

warning  After
all Anti-DDoS Premium
instances that are
created by using your
Alibaba Cloud account
are released, the
configurations that are
added to Anti-DDoS
Premium, such as
website access
configurations, port
access configurations,
mitigation settings,
and reports, are
deleted and cannot be
restored. If you want
to use Anti-DDoS
Premium again, you
must purchase and
configure another Anti-
DDoS Premium
instance.

Manually renew an instance

Before your Anti-DDoS Pro or Anti-DDoS Premium instance is released, you can manually renew the
instance and retain the original configurations of the instance.
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£} Notice If the instance is released, you cannot manually renew the instance. For more
information, see Impacts of instance expiration.

We recommend that you manually renew your instance based on the following suggestions:

e Anti-DDoS Pro instance: Renew your Anti-DDoS Pro instance any time before the expiration date or
wit hin seven calendar days after the expiration date. This way, the forwarding of service traffic is not
adversely affected.

e Anti-DDoS Premium instance: Renew your Anti-DDoS Premium instance any time before the expiration
date or within 30 calendar days after the expiration date. This way, the forwarding of service traffic
is not adversely affected.

You can performthe following steps to manually renew your instance:
1.
2.
3.
4. Find the instance that you want to renew and click Renew inthe Actions column.

5. Onthe Renew page, set Plan, which specifies the renewal duration. Read and select Terms of
Service. Then, clickBuy Now.

Renew

Current Config

Subscription 1 Month 2 Mornths 3 Monthe 4Months 5 Months 6 Mornths

Expired On:

Terms of Service Anti-DDoS PremiumTerms of Service

Totel Configuration Cost

6. Complete the payment.
You can check the new expiration date of yourinstance on the Instances page. The subscription
period is extended based on the specified renewal duration.

Enable auto-renewal

You can enable auto-renewal only within two or more calendar days before the instance expires. If your
instance is about to expire the following day, you must manually renew the instance.

You can performthe following steps to enable auto-renewal for your instance.
1.

2. Inthe top navigation bar, choose Expenses > Renewal Management.
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3. Onthe Manual tab of the Renewal page, find the instance that you want to renew and click
Enable Auto Renewal inthe Actions column.

4. Inthe Enable Auto Renewal dialog box, select an auto-renewal period and click Auto Renew.
Enable Auto Renewal

1. After you enable auto renewal, the service fee is deducted 9 days befere the instance expires. Ensure that the payment account

balance is sufficient. If your instance expires on the next day, please manually renew the instance.

vs the instance based on its new

ed in renewal

pe automatically renewed after expiration. The uniform Unified Aute Renewal Cycle: is setto

Instance ID/Name Expire At Expire Within

ddosDip- /- 20210914 00:00:00 18 Days

Afteryou enable auto-renewal for the instance, you can view the auto-renewal settings of the
instance onthe Auto tab. Alibaba Cloud automatically deducts fees from your account balance to
renew your instance nine calendar days before the expiration date. Then, the subscription period of the
instance is extended based on the renewal duration that you specified.

If you no longer need auto-renewal for your instance, you can enable manual renewal for your
instance onthe Auto tab.

5.6. Manage tags of instance

Anti-DDoS Pro allows you to classify and query instances by using customtags. Afteryou create a
customtag, you can add the tag to Anti-DDoS Pro instances that have the same purpose or attribute.
This allows you to classify instances and query multiple instances at a time. This topic describes how to
create and manage customtags and also query instances based on the tags.

Context
Each tag is a key-value pair. Anti-DDoS Pro poses the following limits on tags:

You can add tags to only Anti-DDoS Pro instances, which are deployed in mainland China.

You can add up to 20 tags to aninstance.

The key of each tag that is added to an instance must be unique. If you add a tag that has the same
key as an existing tag, the value of the new tag overwrites that of the existing tag.

Each tag must be added to at least one instance.

Add a tag
1.
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2.

3.
4. Onthe Instances page, find the instance to which you want to add a tag and click the

e

icon next to atag inthe Instance column.

5. Inthe Edit Tag dialog box, add atag to the instance.
You can use one of the following methods to add atag to the instance:

o To add an existing tag, you can click Select Tag and select atag key and a tag value fromthe
tag list.
o To create atag, you canclickCreate Tag, specify Tag Key and Tag Value, and then click OK.

Edit Tag

site: china X

Select Tag | Create Tag

Tag Key business Tag Value web OK | Cancel

Cancel

You can add more than one tag to the instance.

6. Click OK.
Afterthe tag is added, you can view the tag in the Instance column.

Query instances based on tags

1.
2.

3.
4. Onthe Instances page, select Tag fromthe drop-down list next to the search box and select the
tag key and value.

144 > Document Version: 20220629



Anti-DDoS

Anti-DDoS Pro & Premium User Guid
e-Resource management

Instance ID Q

« Instance ID All china
Instance Ne site
Line IP testl
Tag testl0
testll

testl2

-

Instances that have the specified tag are displayed in the instance list.

Remove a tag

You can remove tags from only one instance at a time.

1.

2
3.
4

. Onthe Instances page, find the instance from which you want to remove a tag and clickthe
icon next to atag inthe Instance column.

Inthe Edit Tag dialog box, clickthe

¥

icon next to the tag that you want to remove and click OK.

@ Note Aftera tag is removed from an instance, the tag is deleted if it is not added to
other instances.

5.7. Apply for and use Anti-DDoS
plans

Anti-DDoS plans are a value-added feature that is provided by Anti-DDoS Pro. The plans can be used to
offset the bandwidth fees that are charged for protecting your workloads against volumetric DDoS
attacks after the basic protection bandwidth is exhausted.

What are Anti-DDoS plans

In most cases, if the peak throughput of DDoS attacks exceeds the basic protection bandwidth, you
can use burstable protection to protect your workloads or deactivate blackhole filtering.

If you use burstable protection, you can adjust the bandwidth based on the peakthroughput. Fees
are charged based on the difference between the basic protection bandwidth and the bandwidth
used to protect your workloads against DDoS attacks. For more information, see Anti-DDoS Pro billing
methods. If you adopt this protection approach, additional fees are charged

If you do not use burstable protection, the bandwidth of burstable protection equals the basic
protection bandwidth. In this case, if the attack throughput exceeds the basic protection bandwidth,
blackhole filtering is triggered. After the attacks stop, you must deactivate blackhole filtering to
recover your workloads. This protection approach has negative impacts on your workloads. However,
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no additional fees are charged.

If the attack throughput exceeds the basic protection bandwidth, you can use an Anti-DDoS planto
protect your workloads without paying additional fees.

@ Note Only Anti-DDoS Pro supports Anti-DDoS plans. If you use Anti-DDoS Premium, you
cannot use Anti-DDoS plans.

An Anti-DDoS plan consists of the protection bandwidth and the mitigation sessions. In this example,
you have an Anti-DDoS plan that provides up to three mitigation sessions and can be used to offset
the fees that are charged for up to 300 Gbit/s of protection bandwidth.

300 Gbit/s: If the basic protection bandwidth is exhausted, the plan can be used to offset the fees
that are charged for up to 300 Gbit/s of protection bandwidth. If the attack throughput is greater
than the basic protection bandwidth plus 300 Gbit/s, you cannot use the planto offset the
protection fees. In this case, fees are charged based on the actual usage. For more information, see
Anti-DDoS Pro billing methods.

Three mitigation sessions: The plan can be used three times. No matter how many attacks occur
wit hin one day, only one mitigation session is consumed.

If you use Anti-DDoS plans, take note of the following items:

Anti-DDoS plans do not improve protection capacity. You can use a plan to offset only the fees that
are charged for burstable protection within the protection bandwidth of the plan. The protection
capacity is based on the basic protection bandwidth and burstable protection bandwidth.

We recommend that you adjust the burstable protection bandwidth to use a planin a more efficient
manner. You can change the maximum bandwidth of burstable protection to the total amount of
the basic protection bandwidth plus the protection bandwidth of the plan.

For example, if the basic protection bandwidth is 30 Gbit/s and the protection bandwidth of the
planis 300 Gbit/s, you can set the burstable protection bandwidth to 330 Gbit/s. The actual
bandwidth must be within the supported bandwidth range.

Change Burstable Bandwidth

chenge [ 305 | [ ws | [ s | [ es | [ ms |

Burstanie [ s | [ 1os | [ 1m0s | [ 2006 |

Bandwidih

You will be charged if the burstable bancwidth exceeds the protection
bandwidth during a DDoS attack.For more information about postpaid billing,

click here.

K [

e [f the difference between the peak attack throughput and the basic protection bandwidth equals to

or is smaller than the protection bandwidth of a plan, you can use the plan to offset burstable
protection fees.

e [f you consume all the mitigation sessions of the plan, we recommend that you set the burstable

protection bandwidth to the basic protection bandwidth at the first opportunity to avoid
unexpected burstable protection fees.

e You can use the planto offset fees that are charged for burstable protection bandwidth only on or

afterthe day you obtain the plan. However, if the bills for burstable protection bandwidth are
generated, you cannot use the plan.
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Differences of Anti-DDoS plans between Anti-DDoS Pro and Anti-DDoS Pro of the previous version
ltem Anti-DDoS Pro of the previous version Anti-DDoS Pro

You do not need to associate a plan
with the IP address of an Anti-DDoS Pro
instance. Anti-DDoS Pro instances
automatically select the plan that has
the earliest expiration time.

You must associate a plan with the IP

Prerequisites
a address of an Anti-DDoS Pro instance.

Offsets pay-as-you-go bills generated

Offsets pay-as-you-go bills generated by the amount calculated based on the
Deductible fees upon burstable protection within the following formula: Peak attack
protection bandwidth of the plan. throughput - Basic protection
bandwidth.

Apply for Anti-DDoS plans

Anti-DDoS plans are a free value-added feature. If you meet one of the following requirements,
contact the sales manager or customer service in the DingT alk service group or submit a to apply for
this feature.

e You have purchased an Anti-DDoS Pro instance for the first time.
e You have been using Anti-DDoS Pro for more than three months.
e You have purchased an Anti-DDoS Pro instance on an annual subscription basis.

Use Anti-DDoS plans

After you obtain an Anti-DDoS plan, the plan is automatically applied if DDoS attacks occur and the
conditions of applying the plan are met. You can checkthe details of the plan and usage records in the
Anti-DDoS Pro console. A planis effective only within its validity period and if the plan still has
remaining mitigation sessions.

1.

2. Inthe top navigation bar, select Mainland China.

3.

4. Onthe Anti-DDoS Package page, view details of all plans.

o

Anti-DDoS Package ID: the unique identifier of a plan.

o

Size: the size of a plan.

o

Expire Time: the time when a plan expires.

o

Status: the status of a plan. Valid values: Valid, Exhausted, and Expired.

o

Available Protections: the number of remaining mitigation sessions.
| Ant-000s Package

(<]

3866-bead-46e0-2 1006 0510112018, 11:45:56

5. Click View Log inthe Actions column to view the records of operations.
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5.8. Purchase global advanced
mitigation sessions

An Anti-DDoS Premium instance of the Insurance mitigation plan or of the Secure Mainland China
Acceleration (Sec-MCA) mitigation plan provides two advanced mitigation sessions free of charge per
month. If the two advanced mitigation sessions that are provided each month cannot meet your
business requirements, we recommend that you purchase global advanced mitigation sessions to
improve mitigation capabilities.

Types of global advanced mitigation sessions
Global advanced mitigation sessions are categorized into the following types:

e Global advanced mitigation session for the Insurance mitigation plan: This type is available only for
Anti-DDoS Premium instances of the Insurance mitigation plan.

e Global advanced mitigation session for the Sec-MCA mitigation plan: This type is available only for
Anti-DDoS Premium instances of the Sec-MCA mitigation plan.

Method to use global advanced mitigation sessions

If the two advanced mitigation sessions that are provided free of charge are exhausted within a month
and a volumetric attack whose traffic exceeds the clean bandwidth of your Anti-DDoS Premium
instance occurs, Anti-DDoS Premium starts to consume the global advanced mitigation sessions that
you purchase to protect your service.

The global advanced mitigation sessions are shared by all valid Anti-DDoS Premium instances of the
Insurance mitigation plan and of the Sec-MCA mitigation plan within your Alibaba Cloud account. You
are not required to bind the global advanced mitigation sessions to the instances.

The validity period of global advanced mitigation sessions is one year. After you purchase global
advanced mitigation sessions, you must use the global advanced mitigation sessions within one year. If
you do not use the global advanced mitigation sessions within one year, the global advanced
mitigation sessions expire and cannot be used.

D Notice After you purchase global advanced mitigation sessions, you cannot request a refund
of the fees that you paid.

For more information about the billing methods of global advanced mitigation sessions, see Billing
methods of global advanced mitigation sessions.

Limits on the use of advanced mitigation sessions

Each Alibaba Cloud account can use advanced mitigation sessions up to 20 times per calendar month.
The advanced mitigation sessions include the advanced mitigation sessions that are provided free of
charge and the global advanced mitigation sessions that you purchase. After your Alibaba Cloud
account uses advanced mitigation sessions for 20 times within a calendar month, the advanced
mitigation feature is disabled.

In this case, you cannot use the advanced mitigation feature for the current calendar month. You can
only continue to use the feature in the following calendar month.
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@ Note If your business frequently experiences volumetric DDoS attacks, we recommend that
you purchase an Anti-DDoS Premium instance of the Ultimate mitigation plan. The instance provides
unlimited advanced mitigation sessions.

Procedure

1.

vos W

. Inthe upper-right corner of the Instances page, click Purchase.

. Onthe Global Advanced Mitigation page, select Insurance or Sec-MCA forProduct, and set

Quantity to the number of global advanced mitigation sessions that you want to purchase.
Anti-DDoS Global Advanced Mitigation

Product SecMCA ~

Specification

jour instance of the Sec-MCA mitigation plan are used up.

Quantity +

. Click Buy Now and complete the payment.

After you purchase global advanced mitigation sessions, you can view the numbers of available
advanced mitigation sessions for the Anti-DDoS Premium instances of the Insurance mitigation plan
and of the Sec-MCA mitigation plan above the instance list.

Instances

4 ced Mitigations for Insurance Plan Instances: 17
Instance ID | Enter Q Advanced Mitig 3
Advanced Mitigations for Sec-MCA Plan Instances: 1 orchase )

To view the global advanced mitigation sessions that you purchase and the validity period of the
global advanced mitigation sessions, log on to the Billing Management console and choose
Resource Packages > Overview.
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6.Query and analysis
6.1. View information on the Attack

Analysis page

Afteryou add your service to Anti-DDoS Pro or Anti-DDoS Premium, you can view the events and details
of attacks onthe Attack Analysis page. This way, you can view the protection status of your service.
You can also provide feedback on the protection effect. This topic describes how to view information
on the Attack Analysis page.

Prerequisites
e An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased.

For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.
e Your service is added to Anti-DDoS Pro or Anti-DDoS Premium.

For more information about how to add website services, see Add a website.

For more information about how to add non-website services, such as client gaming, mobile gaming,
and app services, see Create forwarding rules.

Context

The Attack Analysis page displays DDoS attack events and the event details. On the Attack Analysis
page, you can view the information about an attack event, such as the attack target, start time and
end time of the attack, and peak attack traffic. You can also provide feedback on the protection
effect.

DDoS attack events are classified into the following types:

e Volumetric attack events: Attackers send a multitude of service requests from a large number of
zombie servers to the IP address of an Anti-DDoS Pro or Anti-DDoS Premium instance at the same
time. As a result, the network devices and servers are overloaded, and network congestion and
service failures may occur.

If attackers send service requests to multiple IP addresses of your Anti-DDoS Pro instances or Anti-
DDoS Premium instances at the same time, multiple volumetric attack events are recorded.

e Events of web resource exhaustion attacks: Attackers simulate normal users to send service
requests to a web service whose domain name is added to an Anti-DDoS Pro or Anti-DDoS Premium
instance. The attackers frequently access pages that consume large amounts of resources in the web
service. As a result, the resources of the servers are exhausted, and the web service cannot respond
to normal service requests. For more information about how to add a domain name to an Anti-DDoS
Pro or Anti-DDoS Premium instance, see Add a website.

If attackers send service requests to multiple domain names that are protected by an Anti-DDoS Pro
or Anti-DDoS Premium instance at the same time, multiple events of web resource exhaustion attacks
are recorded.

e Eventsof connection flood attacks: Attackers establish TCP or UDP connections to a service port
that is added to an Anti-DDoS Pro or Anti-DDoS Premium instance. As a result, the servers of the
service are overloaded and cannot process new connection requests, and service failures may occur.
For more information about how to add a service port to an Anti-DDoS Pro or Anti-DDoS Premium
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instance by using ports, see Create forwarding rules.

If attackers send connection requests to multiple service ports that are added to an Anti-DDoS Pro or

Anti-DDoS Premium instance at the same time, multiple events of connection flood attacks are
recorded.

You can also view the event details on the Attack Analysis page. The details include the source IP

addresses, attack types, and source locations. This allows you to view the attack mitigation process in a
visualized manner. This also improves user experience.

Query attack events

1.
2.
3.
4.

Onthe Attack Analysis page, select an attacktype and a time range to query attack events.
The following attack types and time ranges are supported:

o Attacktype: Web Resource Exhaustion Attack, Connection Flood Attack, Volumetric
Attack, orAll attack types.

o Time range: One Day, Seven Days, or One Month. You can also specify a custom time range. A
customtime range must be within the last 180 days.

Anti-DDoS IP

Attack Analysis

All attack types hd Seven Days One Month 2021-07-15 11:57:29 2021-09-05 11:57:29 L]

Peak of Volumetric Attack @ Peak of Connection Flood Attack @ Peak of Web Resource Exhaustion Attack @

1.83 oo 5.06 ws 157 o

@ Support the query of details of large traffic attacks after 0:00 on September 30, 2020,

Attack type Attack target Starting and ending time Peak of Attack Actions

Connection Flood Attack 3.87 / 8081 2021.09.02 15:09:02 ~ 2021.09.02 15:12:22 5.06 Keps

Connection Flood Attack 3.87 /555 2021.08.30 15:39:02 ~ 2021.08.30 15:39:57 1.14 Keps

‘Web Resource Exhaustion Attack lcom 2021.08.19 16:31:30 ~ 2021.08.19 17:34:00 302 gps

‘Web Resource Exhaustion Attack ,com 2021.08.19 15:47:30 ~ 2021.08.19 15:35:30 459 gps

Volumetric Attack 203, 87 2021.08.19 01:03:30 ~ 2021.08.19 01:46:50 1.83 Gbps / 181.67 Kpps

The Attack Analysis page displays the following information:

o Inthe upper part of the page, Peak of Volumetric Attack (bps), Peak of Connection Flood
Attack (cps), and Peak of Web Resource Exhaustion Attack (qps) are displayed.

o Inthe lower part of the page, attack events are displayed. The information about each attack
event includes Attack type, Attack target, Starting and ending time, and Peak of Attack.

If you have suggestions or questions about the protection effect on an attack event, click
Feedback inthe Actions column to submit your feedback. All your suggestions are appreciated.

You can view the details about an attack event. You can click View details inthe Actions column
of an attack event to view the event details. For more information, see View event details of
volumetric attacks, View event details of web resource exhaustion attacks, and View event details
of connection flood attacks.

View event details of volumetric attacks
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Onthe Attack Analysis page, find a Volumetric Attack event and click View details in the Actions
column. The Det ails of the incident page appears. You can view the event details and configure
protection settings.

) Notice Youcan query the event details of volumetric attacks that occur after 00:00 on
September 30, 2020.

Anti-DDoS IP ~ Attack Analysis

2]
o
Rl
8
a
a

< Details of the incident

Attack Time  2021+0800=amrAugont1(30)1919amy 01:03:30 — 2021.08.12 01:46:50 | QHoura4Minute(s) Peak of attack bandwidth Peak of attack packet
U ——— 1.83 . 181,67
Attack protection details Source IP (Top 10) More
Serial Number 3 Source Area
bps  pps
1 B2 J2pan
@ Inbound @ Outbound @ Mitigation
79 Russia
36.109 India
0
4 1.100 United States
584 Viet Nam

6 105 Guangxi

Attack source ISP More Attack source area More Attack type More

The Details of the incident page displays the following information:

e Inthe upper part of the page, Attack Time, Attack Target, Peak of attack bandwidth (bps),
and Peak of attack packet (pps) are displayed. The Attack Target parameter indicates the IP
address of an Anti-DDoS Pro or Anti-DDoS Premium instance.

You can click Mitigation Settings next to Attack Target. Onthe Protection for Infrastructure
tab of the page that appears, you can configure mitigation policies for the Anti-DDoS Pro or Anti-
DDoS Premium instance that is attacked. For more information, see Configure the IP address blacklist and
whitelist for an Anti-DDoS Pro or Anti-DDoS Premium instance.

e Attack protection details: displays the trends of inbound and outbound traffic, the traffic
scrubbing bandwidth, and the packets during the attack. The bps tab displays the trends of inbound
and outbound traffic and the traffic scrubbing bandwidth. The pps tab displays the trends of
packets.

e Attack source IP: displays the top 10 IP addresses from which the most attacks are launched and
the locations to which the IP addresses belong. You can click More to view information about the
top 100 source IP addresses.
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@ Note The top source 100 IP addresses include the source IP addresses of attacks and the
source IP addresses of normal requests.

If you want to blocktraffic from specific IP addresses, click Blacklist Settings in the lower-left
corner of the Attack source IP section. Onthe Protection for Infrastructure tab of the page that
appears, configure Blacklist and Whitelist (Instance IP). For more information, see Configure the IP
address blacklist and whitelist for an Anti-DDoS Pro or Anti-DDoS Premium instance.

e Attack source ISP: displays the distribution of Internet service providers (ISPs) from which attack
traffic originates. You can click More to view the distribution of requests by ISP.

D Notice The Attack source ISP section is available only in the Anti-DDoS Pro console.

e Attack source area: displays the distribution of locations from which attack traffic originates. You
can click More to view the distribution of requests by location.

If you want to blocktraffic from specific locations, click Geo-blocking Settings in the lower-left
corner of the Attack source area section. Onthe Protection for Infrastructure tab of the page
that appears, configure Blocked Regions. For more information, see Configure blocked regions.

e Attack type: displays the distribution of protocols that are used to launch attacks. You can click
More to view the distribution of attacktypes by protocol.

In the upper-right corner of the Details of the incident page, you can clickExport Report, and then
clickExport as PNG or Export as PDF to save the current event details page to your computer in the
PNG or PDF format.

View event details of web resource exhaustion attacks

Onthe Attack Analysis page, find a Web Resource Exhaustion Attack event and click View
details inthe Actions column. The Det ails of the incident page appears.You can view the event
details and configure protection settings.

) Notice Youcan query the event details of web resource exhaustion attacks that occur after
00:00 onJuly 15, 2021.

The Details of the incident page displays the following information:

e Inthe upper part of the page, Attack Time, Attack Target, Peak Requests (QPS), Total
Received Requests, and Total Blocked Requests are displayed. The Attack Target parameter
indicates the domain name that is added to an Anti-DDoS Pro or Anti-DDoS Premium instance.

You can clickMitigation Settings next to Attack Target. Onthe Protection for Website
Services tab of the page that appears, you can configure mitigation policies for the attacked
domain name. For more information, see Use the intelligent protection feature.

e Attack protection details: displays the total inbound queries per second (QPS), the trends of the
QPS that trigger the policies of different protection modules during the attack, and Effective Time
of Policies and Blocked Requests of the triggered policies.

The protection modules include Blacklist, Blocked Regions, Frequency Control, Accurate
Access Control, and Others. The Others protection module blocks requests such as the requests
that fail CAPTCHA verification. For more information about how to configure different protection
modules, see Use the intelligent protection feature.
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In the upper-right corner of the Attack protection details section, you can specify a time range to
query.

e Source Areas of Attacks: displays the distribution of locations fromwhich attack requests
originate. You can switch between Global and Mainland China to view locations by country or by
administrative region in China. You can click More to view the distribution of requests by location.

If you want to block requests from specific locations, clickMitigation Settings in the lower-left
corner of the Source Areas of Attacks section. Onthe Protection for Website Services tab of the
page that appears, configure Blocked Regions (Domain Names). For more information, see
Configure a location blacklist for a domain name.

e URL: displays the top five URLs that receive the most requests. The URLs are displayed in descending
order of the number of received requests. You can click More to view all requested URLs and the
distribution of the URLs. After you click More, the requested URIs and the domain names to which the
URIs belong are displayed.

If you want to configure throttling policies for specific URIs, click Mitigation Settings in the lower-
left corner of the URL section. Onthe Protection for Website Services tab of the page that
appears, configure Frequency Control. For more information, see Configure frequency control.

e Requests Blocked by Protection Modules: displays the distribution of requests that are blocked
by different protection modules.

You can click Mitigation Settings in the lower-left corner of the Requests Blocked by Protection
Modules section. Onthe Protection for Website Services tab of the page that appears, configure
policies for different protection modules. For more information, see Use the intelligent protection
feature.

e Top 10 Policies: displays the distribution of the top 10 policies that are most frequently triggered.
You can click More to view the distribution of the top 100 protection policies that are most
frequently triggered.

You can click Mitigation Settings in the lower-left corner of the Top 10 Policies section. Onthe
Protection for Website Services tab of the page that appears, configure policies for different
protection modules. For more information, see Use the intelligent protection feature.

In the upper-right corner of the Details of the incident page, you can clickExport Report, and then
clickExport as PNG or Export as PDF to save the current event details page to your computerin the
PNG or PDF format.

View event details of connection flood attacks

Onthe Attack Analysis page, find a Connect Flood Attack event and click View details inthe
Actions column. The Det ails of the incident page appears.You can view the event details and
configure protection settings.

) Notice Youcan query the event details of connection flood attacks that occur after 00:00
on September 20, 2021.

The Details of the incident page displays the following information:

e Inthe upper part of the page, Attack Time, Attack Target, Maximum Concurrent Connections,
and Maximum New Connections are displayed. The Attack Target parameter indicates the IP
address and port number of an Anti-DDoS Pro or Anti-DDoS Premium instance. The value of the
Maximum Concurrent Connections parameter indicates the maximum number of concurrent
connections. The value of the Maximum New Connections parameter indicates the maximum number
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of new connections per second.

You can click Mitigation Settings next to Attack Target. Onthe Protection for Infrastructure
tab of the page that appears, you can configure mitigation policies for the Anti-DDoS Pro or Anti-
DDoS Premium instance that is attacked. For more information, see Configure the IP address blacklist and
whitelist for an Anti-DDoS Pro or Anti-DDoS Premium instance.

e Attack protection details: displays the trends of new connections and concurrent
connections.

The trend of new connections displays suspicious connections that are blocked by different
mitigation policies. The mitigation policies include Blacklist, Blocked Regions, and Speed Limit for
Source. The Speed Limit for Source policy includes Source Concurrent Connection Rate Limit,
PPS Limit for Source, and Bandwidth Limit for Source. For more information about how to
configure the mitigation policies, see Configure the IP address blacklist and whitelist for an Anti-DDoS Pro
or Anti-DDoS Premium instance, Configure blocked regions, and Configure the speed limit for source IP
addresses.

The trend of concurrent connections displays active and inactive connections.

In the upper-right corner of the Attack protection details section, you can specify a time range to
query.

e Attack source IP: displays the top five IP addresses from which the most suspicious connections are
established and the locations to which the IP addresses belong. You can click More to view
information about the top 100 source IP addresses of attacks.

@ Note You canview only the top 100 source IP addresses of attacks.

If you want to blocktraffic froman IP address, you can configure the Blacklist and Whitelist
(Instance IP) policy for the instance that is attacked. For more information, see Configure the IP
address blacklist and whitelist for an Anti-DDoS Pro or Anti-DDoS Premium instance.

e Attack type: displays the distribution of protocols that are used to initiate attacks. You can click
More to view the distribution of attacktypes by protocol.

e Attack source area: displays the distribution of locations from which attack requests originate. You
can click More to view the distribution of requests by location.

If you want to block requests from a location, you can configure the Blocked Regions policy forthe
instance that is attacked. For more information, see Configure blocked regions.

In the upper-right corner of the Det ails of the incident page, you can clickExport Report, and then
clickExport as PNG or Export as PDF to save the current event details page to your computerinthe
PNG or PDF format.

6.2. Log analysis

6.2.1. Overview

Anti-DDoS Pro and Anti-DDoS Premium are integrated with Alibaba Cloud Log Service to collect and
analyze full logs of website access. Log Analysis is a value-added feature. You must enable this feature
before you can use it. After you enable Log Analysis, Log Service collects the access logs of the
website that is protected by Anti-DDoS Pro or Anti-DDoS Premium in real time. Then, you can query and
analyze the logs, and view the log reports.
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Description of Log Analysis

The Log Analysis feature of Anti-DDoS Pro or Anti-DDoS Premium is provided based on Log Service. You
can query and analyze logs in the Anti-DDoS Pro console. T his helps you analyze your website services
that are protected by Anti-DDoS Pro or Anti-DDoS Premium. After you enable Log Analysis, you can
consume and deliver logs by using Log Service. This allows you to manage the website access logs of
Anti-DDoS Pro or Anti-DDoS Premium.

For more information about Log Service, see what is Log Service?.

Scenarios
You can use Log Analysis in the following scenarios:
e Troubleshoot website access issues

After Log Analysis is enabled for your website, you can query and analyze logs that are collected
fromthe website in real time. For example, you can use SQL statements to analyze website access
logs and use the analysis results to troubleshoot and analyze access issues, and view information,
such as the read and write latencies and the distribution of Internet service providers (ISPs).

o TrackHTTP flood attacks

Website access logs record the sources and distribution of HTTP flood attacks. You can query and
analyze access logs in real time to identify the attack sources and track attack events. T his helps you
choose appropriate protection policies. For example, you can analyze the geographical distribution
of HTTP flood attacks and query page views (PVs) of your website.

e Analyze website operations

Website access logs record information about website traffic in real time. You can use SQL
statements to query and analyze logs and obtain real-time information about website operations.
For example, you can identify the most visited websites, source IP addresses of the clients, the
browsers that initiated the requests, and the distribution of clients to facilitate the analysis of
website operations.

Billing

Log Analysis supports only the subscription billing method. For more information, visit the buy page of
Log Analysis.

References
Topic Description
This topic describes how to enable and use Log Analysis.
Notice If this is the first time you use Log Analysis, you
P Noti f this is the first ti lysi
Quick start must enable and configure the feature based on this topic.

This topic describes the fields that are included in the logs of Anti-

Fields included in full logs . )
DDoS Pro or Anti-DDoS Premium.
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Topic Description

This topic describes how to use query and analysis statements to

d L L
Query and analyze logs query and analyze the logs of Anti-DDoS Pro or Anti-DDoS Premium.

This topic describes how to use the DDoS Access Center and DDoS

uery log reports
Query log rep Operation Center dashboards that are preset in Log Analysis.

6.2.2. Billing

The Log Analysis feature uses the subscription billing method. The fees are calculated based on the log
storage capacity that you purchase.

Overview

The Log Analysis feature is a value-added capability that is provided by Anti-DDoS Pro and Anti-DDoS
Premium. However, you must separately purchase this feature. After you add your websites to your
Anti-DDoS Pro or Anti-DDoS Premium instance, the instance does not store the access logs of the
websites. If you want to store the access logs and use the access logs for business analysis, you must
enable the Log Analysis feature.

To enable the Log Analysis feature, you can go to the buy page of Log Analysis. You are charged for the
Log Analysis feature based on the log storage capacity and log storage duration that you select.
For more information about how to enable the Log Analysis feature, see Step 1: Enable Log Analysis.

Afteryou enable the Log Analysis feature, a Log Analysis instance is provided. You can use the Log
Analysis feature to collect the access logs of your websites wit hin the validity period of the Log
Analysis instance. You can query and analyze the access logs, and configure alerts based on the access
logs.

) Notice The Log Analysis instance and the Anti-DDoS Pro or Anti-DDoS Premium instance are

independent of each other and must be separately managed. For example, you must separately
renew the Anti-DDoS Pro or Anti-DDoS Premium instance and the Log Analysis instance.

Log storage specifications

Specificati Impact on
on billing

Modification supported after the Log

Description
fpt! Analysis feature is enabled
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Specificati Impact on L. Modification supported after the Log
o Description . .
on billing Analysis feature is enabled

Supported.

After you enable the Log Analysis
feature, you can perform the
following operations to modify the
log storage capacity:

® Upgrade your Log Analysis instance
to increase the log storage
capacity. For more information, see
Increase the log storage capacity.

e Downgrade your Log Analysis
instance to decrease the log
storage capacity. For more

When you enable the Log Ana[ysis information, see Decrease the log

feature, you must specify the log storage capacity.

storage capacity. The log storage

capacity is measured in TB. The fees warning  If the log storage

that are displayed on the buy page of capacity is exhausted, new logs

Log Analysis shall prevail. cannot be stored and are lost.
Logs that are stored longer than
the log storage duration that you
specify are automatically
deleted.

Log
storage Yes
capacity

When the log storage capacity is
exhausted, you can upgrade your Log
Analysis instance to increase the log
storage capacity or delete logs. For
more information about how to
delete logs, see Delete logs.

Supported.

After you enable the Log Analysis
Log By default, logs are stored for 180 feature, you cfan customize the-log
storage No days. storage duration. You can specify a
duration value that ranges from 30 days to 180
days. For more information, see
Modify the log storage duration.
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S ificati | Modificati f he L
pecificati mpact on e odi |§atlon sup!oorted after the Log
on billing Analysis feature is enabled
Supported.
After you enable the Log Analysis
feature, you can enable or disable log
collection for the websites that are
added to your Anti-DDoS Pro or Anti-
. DDoS Premium instance. For more
Only the full logs of the websites for . .
Storage . L information, see Step 2: Enable the
. No which log collection is enabled are )
object log collection feature.
stored.
For more information about the log
fields that are included in the full logs
Log field No of Anti-DDoS Pro or Anti-DDoS Not supported.
Premium, see Fields included in full
logs.

Method to select a log storage capacity

The following example shows how to select the required log storage capacity based on the daily QPS
of your website:

In most cases, each request log occupies approximately 2 KB of storage. If the average QPS of your
website is 500, the required storage forthe logs that are generated within a day is 86,400,000 KB, which
is approximately 82 GB. T his value is calculated by using the following formula: 500 x 60 x 60 x 24 x 2 =
86,400,000. If you want to store logs that are generated within 180 days, the required log storage
capacity is 15,552,000,000 KB, which is approximately 14.5 TB. This value is calculated by using the
following formula: 86,400,000 x 180 = 15,552,000,000.

Expiration

When your Log Analysis instance expires, the following issues occur:

e Anti-DDoS Pro or Anti-DDoS Premium no longer stores new logs.
e The logs that are stored are retained for seven days.

If you renew your Log Analysis instance within seven days, you can continue to use this instance.
Otherwise, all logs are deleted.

For more information about how to renew your Log Analysis instance, see Renew a Log Analysis
instance.

6.2.3. Fields included in full logs

This topic describes the fields that are included in the full logs of Anti-DDoS Pro or Anti-DDoS Premium.
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Field

__topic__

body bytes_sent

content_type

host

http_cookie

http_referer

http_user_agent

http_x_forwarded
_for

https

matched_host

real_client_ip

isp_line

remote_addr

remote_port

request_length

request_method

request_time_mse
C

Description
The topic of the log. The value is fixed as ddos_access_log,
which indicates the logs of Anti-DDoS Pro or Anti-DDoS

Premium.

The size of the body in the request. Unit: bytes.

The type of the content.

The requested domain name.

The request cookie.

The referer of the request. If the referer does not exist, a
hyphen ( - ) is returned.

The user agent of the request.

The IP address of the upstream proxy.

Indicates whether the request is an HTTPS request. Valid
values: true and false.

The domain name that is matched, which can be a wildcard
domain name. If no domain names are matched, a hyphen
is returned.

The actual IP address of the client. If no actual IP addresses are

retrieved, a hyphen - s returned.

The information about the Internet service provider (ISP) line,

such as Border Gateway Protocol (BGP), China Telecom, or China

Unicom.

The IP address from which the request is initiated.

The ID of the port from which the request is initiated.

The size of the request. Unit: bytes.

The HTTP method of the request.

The processing time of the request. Unit: milliseconds.

Example

ddos_access_log

application/x-
www-form-
urlencoded
api.aliyundoc.com

k1=v1;k2=v2

http://aliyundoc.c
om

Dalvik/2.1.0
(Linux; U; Android
10; Android SDK
built for x86

Build/QSR1.20071
5.002)

192.0.XX.XX

true

*.aliyundoc.com

192.0.XX.XX

China Telecom

192.0.XX.XX

23713

123

GET

44

160
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Field Description Example
request_uri The URI of the request /answers/377971
’ - ‘ . 214/banner

The name of the origin server that is matched. If no origin

. api.aliyundoc.com
servers are matched, default is returned. pt-atly

server_name

status The HTTP status code. 200
2018-05-

time The time of the request. 02T16:03:59+08:0
0

The action that is triggered in an HTTP flood mitigation policy.
cc_action Valid values include none, challenge, pass, close, captcha, wait, close
and login.

Indicates whether the request is blocked by an HTTP flood
mitigation policy.
e Thevalue 1 indicates that the request is blocked.

e Other values indicate that the request is allowed.

cc_blocks 1
@ Note Insome cases, a log does not contain this

field. If a log does not contain the cc_blocks field, the
last result field is used to record whether the

request is blocked by an HTTP flood mitigation policy.

The final action on the request. Valid values:
® ok :Therequest is allowed.

® failed :Therequest is not allowed. For example, the
request is blocked, or the verification fails.

last_result failed
@ Note Insome cases, alog does not contain this
field. If a log does not contain the last_result field, the
cc blocks field is used to record whether the request

is blocked by an HTTP flood mitigation policy.

The HTTP flood mitigation policy. Valid values: seccookie,
server_ip_blacklist, static_whitelist, server_header_blacklist,

cc_phase . . - server_ip_blacklist
P server_cookie_blacklist, server_args_blacklist, and P
qps_overmax.
The identifier of the browser.
ua_browser @ Note Insome cases, a log does not contain this ie9

field.
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Field

ua_browser_famil
y

ua_browser_type

ua_browser_versio
n

ua_device_type

ua_os

ua_os_family

upstream_addr

Description

The series of the browser.

@ Note

field.

In some cases, a log does not contain this

The type of the browser.

@ Note

field.

In some cases, a log does not contain this

The version of the browser.

@ Note

field.

In some cases, a log does not contain this

The type of the client.

@ Note

field.

In some cases, a log does not contain this

The identifier of the operating system that runs on the client.

@ Note

field.

In some cases, a log does not contain this

The series of the operating system that runs on the client.

@ Note

field.

In some cases, a log does not contain this

The list of origin addresses that are separated by commas (,).
Each address is inthe 1pP:Port format.

Example

internet explorer

web_browser

9.0

computer

windows_7

windows

192.0.XX.XX:443

upstream_ip The origin IP address. 192.0.XX.XX
t
Zp;r:aeam_respons The response time of the back-to-origin request. Unit: seconds. 0.044
upstream_status The HTTP status code of the back-to-origin request. 200
user_id The ID of the Alibaba Cloud account. 166688437275%***
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Field Description Example
. L token=bbcd&abc=
querystring The query string in the request.

123

6.2.4. Quick start

This topic describes how to enable and use the Log Analysis feature provided by Anti-DDoS Pro or Anti-
DDoS Premium.

Prerequisites

e An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased and your website is added to Anti-
DDoS Pro or Anti-DDoS Premium. For more information, see Add a website.

Before you can use Log Analysis to collect and store the logs of your website, and then query and
analyze the collected logs, you must add the website to Anti-DDoS Pro or Anti-DDoS Premium.

e Log Service is activated.
If this is the first time you log onto the Log Service console, you must activate Log Service as
prompted.

Step 1: Enable Log Analysis

Performthe following steps to enable Log Analysis:
1.
2
3.
4. Onthe Log Analysis page, clickPurchase Now.

If you have enabled Log Analysis, Purchase Now does not appear. You can directly use the
feature. For more information, see Step 2: Enable the log collection feature.

Log Service collects and records log data about visits to your website. You can use log data to troubleshoot and
analyze service errors in real time. The service helps trace DDoS attacks and meet compliance requirement
regarding log storage. We recommend that you activate Log Service as soon as possible.Purchase Now

5. Onthe Log Service page, configure the following parameters.
Log Service

Applicable Praoduct Anti-DDoS Pro .

Logservice Storage 3T 5T 10T 20T

50T 100T 10007

Duration 1 Month 2 Months 3 Months 6 Months 1 Vear 2 Years

Auto-renewal
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6.

7.

Parameter Description
Applicable Product Select Anti-DDoS Pro or Anti-DDoS Premium.

Select the capacity to store logs. Unit: TB. Valid values: 3T, 5T, 10T, 20T,
50T, 100T, and 1000T.

If log storage is large enough and within the validity period, logs are stored
from the first day the feature is used. The logs that are generated within the
following 180 consecutive days are stored. Logs from day 181 overwrite logs
from day 1, which indicates that the logs generated only within the last 180
days are stored.

In most cases, each request log occupies about 2 KB of storage. If the

Logservice Storage average queries per second (QPS) of your service is 500, the storage required
for a day is 86,400,000 KB (about 82 GB). The storage is calculated based on
the following formula: 500 x 60 x 60 x 24 x 2 = 86,400,000. If you want to
store logs of the last 180 days, the storage required is 14,832 GB (about 14.5
TB), and you need to specify the Logservice Storage parameter based on this
value. The default log retention period is 180 days.

) Notice Afterthe log storage is exhausted, new logs cannot be
stored.

Select a validity period for the feature. Valid values: 1 Month, 2 Months, 3
Months, 6 Months, 1 Year, and 2 Years.
Duration
) Notice If Log Analysis expires, new logs cannot be stored.

Click Buy Now and complete the payment.

After you purchase Log Analysis, Log Service automatically creates a dedicated project for Anti-
DDoS Pro or Anti-DDoS Premium. T his dedicated project is used to manage the logs of Anti-DDoS
Pro or Anti-DDoS Premium. You can view the dedicated project on the homepage of the Log
Service console.

Projects  Watchlist Create Project Select Regio ddos Q

Project Name Description Region Created At Actions

d Singapore Jul 1, 2020, 16:32:04

SaaaTaaad-c.. China (Hangzhou) Jul 1, 2020, 15:38:02

The name of the dedicated project for Anti-DDoS Pro starts with  ddoscoo-project .The name of
the dedicated project for Anti-DDoS Premium starts with  ddosdip-project

A dedicated project for Anti-DDoS Pro or Anti-DDoS Premium contains the following resources:

o A dedicated Logstore that is used to store the logs of Anti-DDoS Pro or Anti-DDoS Premium. The
name of the dedicated Logstore for Anti-DDoS Pro starts with  ddoscoo-logstore .The name
of the dedicated Logstore for Anti-DDoS Premium starts with  ddosdip-logstore

o Two preset log dashboards that are used to display the log analysis results in charts. The
dashboards are DDoS Access Center and DDoS Operation Center. The information in the
dashboards is the same for both Anti-DDoS Pro and Anti-DDoS Premium.

Go to the Log Analysis page and authorize Anti-DDoS Pro or Anti-DDoS Premiumto store logs to
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the dedicated Logstore of Log Service.

@ Note Youneedto performthe authorization operations only once. If you have
completed the authorization, skip this step.

Performthe following steps to authorize Anti-DDoS Pro or Anti-DDoS Premium:
i. ClickAuthorize.

ii. Onthe Cloud Resource Access Authorization page, click Confirm Authorization Policy.
Cloud Resource Access Authorization

Note: If you need to modify role permissions, please go to the RAM Console. Role Management. If you do not configure it correctly, the following role: DDoSCOO will not be able to obtain the required permissions.

DDoSCOO needs your permission to access your cloud resources.

AliyunDDoSCOOLogArchiveRole

Confirm Authorization Policy Cancel

Afteryou enable the Log Analysis feature and complete authorization, you can start to use this feature
onthe Log Analysis page. Before you use this feature, you must enable log collection for the domain
name of your website. For more information, see Step 2: Enable the log collection feature.

Step 2: Enable the log collection feature

By default, Anti-DDoS Pro and Anti-DDoS Premium do not collect logs of the added websites. Anti-
DDoS Pro and Anti-DDoS Premium collect the logs of the websites and store the collected logsto the
dedicated Logstores in Log Service only after you enable log collection for the domain names of the
websites. Then, you can query and analyze the logs.

Performthe following steps to enable log collection for the domain name of a website:
1.
2.
3.

4. Onthe Log Analysis page, enable log collection for the domain name of a website.

) Notice Before you enable log collection for a domain name, you must add the domain
name to Anti-DDoS Pro or Anti-DDoS Premium. The domain name list displays the added
domain names.

You can use one of the following methods to enable log collection for domain names:

o Enable log collection for a domain name: Select a domain name fromthe Select a domain
drop-down list and turn on Status.

o Enable log collection for multiple domain names at a time: ClickBatch config in the upper-right
corner of the page. Inthe Batch config panel, select multiple domain names and click Turn on
in a batch.
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| Select a domain |

@)

A | Status

l.com
com

com

| @
| @
v

Afterlog collection is enabled, Anti-DDoS Pro or Anti-DDoS Premium collects and stores the logs of
websites for query and analysis. For more information about how to query and analyze logs, see

Step 3: Use Log Analysis.

Step 3: Use Log Analysis

Afteryou enable log collection for a domain name, you can query and analyze the collected logs on
the Log Analysis tab of the Log Analysis page. You can also view the log reports in the dashboards
that are preset for Anti-DDoS Pro or Anti-DDoS Premiumon the Log Reports tab.

Log Analysis  Log Reports

@ ddoscoo-logstore

N 1 matched_host:™ .com™

17:09:45 17:11:45 17:13:85

Raw Logs Graph

@ 15 Minutes(Reiative) v  [EREEEY Savezs Alert
ol 7 Ml Search & Analyze

17:15:45 17:17:45 17:19:45 17:21:45 17:23:45

Log Entries:0 Search Status:The results are accurate.

The following table describes the features that are provided on the Log Analysis page. For more
information, see Common operations on logs of Alibaba Cloud services.

Tab Feature

Log query
and analysis

Log
Analysis

Analysis
results in
charts

Monitoring
and alerting

Description References

You can query and analyze the collected log data in
real time. A query and analysis statement consists
of a search clause and an analytics clause that are
separated by a vertical bar (| ).

For example, you can use the following statement Query and analyze
to query the number of visits to a domain: logs

Fields included in

* o i
| SELECT COUNT (*) as times, host GROUP full logs

by host ORDER by times desc limit 100

For more information about query and analysis
statements, see Common query statements.

A guery and analysis statement contains the syntax

for analytics. After the statement is executed,

analysis results are automatically displayed in

tables. The analysis results can also be displayed in Chart overview
a variety of charts, such as a line chart, column

chart, or pie chart. You can choose a display method

based on your business requirements.

You can configure alert rules based on the charts in

. . . . Alerting overview
a dashboard to monitor service status in real time. 9
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Tab Feature Description References
Log Service provides dashboards for you to analyze
datain real time. After you query and analyze logs
by using query and analysis statements, you can
save the charts of analysis results to a dashboard.

. Log Analysis provides two preset dashboards: Query log reports

og ;i
Reports Dashboard DDoS Access Center and DDoS Operation Subscribe to a

Center. dashboard

You can also subscribe to dashboards and send
dashboard data to specific recipients by using
emails or DingT alk messages.

Step 4: Manage the configurations

The specifications of the Log Analysis feature are displayed in the upper-right corner of the Log
Analysis page. You can performthe following operations in this section:

Anti-DDoS IP Expires AtOct 2, 2021, 00:00:00 | (@) Loy

lysis Report Introduction

pgrade | Downgrade

Log Analysis

Select a domain com v | advenced Mansgement stars @D
Batch config

e Query the validity period of the Log Analysis feature. If Log Analysis is about to expire, you can click
Renew to extend the validity period of the feature.

warning If Log Analysis expires, new logs cannot be stored. Seven days after Log Analysis
expires, all existing logs are cleared.

e Query the usage of log storage. If log storage is to be exhausted, you can clickUpgrade to expand
log storage. Alternatively, you can click Clear to delete the logs that are no longer required.

The usage of log storage displayed in the Anti-DDoS Pro console is not updated in real time. The
displayed usage does not include the usage fromthe last two hours.

@ Note We recommend that you check the usage of log storage at regular intervals when
you use Log Analysis. When the usage of log storage exceeds 70%, expand the log storage to
make sure that new logs can be stored. If a specific amount of log storage remains idle for a long
period of time, you can reduce the log storage.

e Change the durationto store logs. Logs are stored for 180 days by default. You can click Det ails and
set Storage Period to a value that ranges from 30 to 180 in the Det ails dialog box. Unit: days.
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Details X

Instance ID:ddos)

Activated AtJul 1, 2020, 15:37:50
Expires At:Oct 2, 2020, 00:00:00
Storage Capacity:3.00T

Storage Period: 180 Valid values: 30-180 days.

n Cancel

Common query statements
e Queries the type of attacks that are blocked.

* | select cc_action,cc phase,count (*) as t group by cc action,cc phase order by t desc 1

imit 10

e Queries the QPS.
* | select time series( time ,'l5m','$H:%i','0') as time,count (*)/900 as QPS group by t
ime order by time

e Queries the domain names that are attacked.
* and cc_blocks:1 | select cc action,cc phase,count(*) as t group by cc action,cc phase o
rder by t desc limit 10

e Queries the URLs that are attacked.
* and cc_blocks:1 | select count(*) as times,host,request path group by host, request path
order by times

e Queries the details about a request.
* | select date format (date trunc('second', time ),'%H:%i:%s') as time,host,request uri
,request method, status,upstream status,querystring limit 10

e Queries the details about the 5XX status codes.
* and status>499 | select host,status,upstream status,count(*)as t group by host,status,u
pstream status order by t desc

e Queries the distribution of request latencies.

* | SELECT count if (upstream response time<20) as "<20",

count if (upstream response time<50 and upstream response time>20) as "<50",

count if (upstream response time<l100 and upstream response time>50) as "<100",

count if (upstream response time<500 and upstream response time>100) as "<500",

count if (upstream response time<1000 and upstream response time>500) as "<1000",
(

count if (upstream response time>1000) as ">1000"

6.2.5. Query and analyze logs
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After you enable Log Analysis for your domain name in the Anti-DDoS Pro or Anti-DDoS Premium

console, you can query and analyze logs on the Log Analysis page in real time. T his topic describes how

to query and analyze Anti-DDoS Pro or Anti-DDoS Premium logs.

Prerequisites

e The domain name of your website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more
information, see Add a website.

e The Log Analysis feature is enabled for the domain name. For more information, see Overview.
Procedure

1.
2.
3.

4. Select the target domain name.

(® Note Make sure that the Status switch is tumed on for the domain name.

| Log Analysis  Details Expires AtOct2, 2020, 000000 Renew | Upgrade | Downgrade

| Select 2 domain «<com v | [PRYSWVENN LogReports | Advanced Management  status ()

5. Click 15 Minutes(Relative) to specify a time range.

You can specify a relative time range, time frame, or custom time range.

® Note

o Anti-DDoS Pro and Anti-DDoS Premium logs are retained for 180 days. By default, you
can query logs only over the last 180 days.

o The query results may contain logs that are generated 1 minute earlier or later than the
specified time range.

8 ddoscoo-logstore EEEETE0E s
1 matched_host:" _com” il 2 Ml Search & Analysis
1000
0
10:10:46 10:13:45 10:16:45 10.19:45 10:22:45 10:25:31
Log Entries:20,387 Search Status:The results are accurate.
Raw Logs Graph Display Content Column Column Settings |
Quick Analysis < Time aw Content
= 1 Jun20,10:25:22  _source_ : log service
| _ topic__ &
3 __topic__: ddos_access_log

| vod oot . body_bytes_sent: 400
ody_Dbytes_sen cache_status : -

cc_action : -

| cache_status ® R 0
B cc_phase -

| cc_action client_proto - HTTP/ 1
; content_type : -

| cc_blocks Lo host Lcom
) hitp_cookie : -

| cc_phase http_referer : -

hitp_user_agent: -
| client_proto & http x forwarded for

6. Enter a query and analysis statement in the search box.

A query and analysis statement consists of a search clause and an analytics clause that are
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separated by a vertical bar (]). Format: search clause|Analytics clause
Clause Required? Description

A search clause specifies search conditions, including
keywords, wildcard characters, values, ranges, and
combined conditions.

If you leave the search clause empty or enter an asterisk (*),
no conditions are specified. In this case, all logs are returned.

search clause No For more information, see Search syntax.
@ Note For more information about log fields, see
Fields included in full logs.
You can use an analytics clause to analyze and aggregate
the query results.
If you leave the analytics clause empty, the query results are
returned but not analyzed. For more information, see Log
analysis overview.
@ Note
Analytics clause No o In an analytics clause, the from log partis

similarto the from <table name> partina
standard SQL statement and can be omitted.

o By default, the first 100 log entries are returned.
You can modify the number of log entries to be
returned by using the LIMIT clause.

7. ClickSearch & Analyze to view the query and analysis results.
You can view the results in a log distribution histogram, on the Raw Logs tab, oron the Graph tab.
You can also configure alerts and saved searches. For more information, see Manage query and
analysis results.

6.2.6. Query log reports

Log reports on the Log Analysis page of the Anti-DDoS Pro and Anti-DDoS Premium console support
dashboards of Log Service. You can view log reports on the default dashboards: DDoS Access Center
and DDoS Operation Center. After you enable Log Analysis for a domain name, you can query log
reports on the default dashboards.

Prerequisites

e The domain name of your website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more
information, see Add a website.

e The Log Analysis feature is enabled for the domain name. For more information, see Overview.

Procedure
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> owoN

. Select the target domain name and clickLog Reports.

@ Note Make sure that the Status switch is turned on for the domain name.

| Log Analysis  Details Expires AtOct 2, 2020, 00-00:00 Renew | Upgrade | Downgrade

|SE\E:(& domain com v | Log Analysis |[TCLRTCRl| Advenced Mansgement  status ()

You can view log reports on the following dashboards:

o DDoS Access Center: shows the basic website metrics, access trends, request source
distribution, and other statistics such as access domain names and client types. The website
metrics include PVs, UVs, inbound traffic, and peak bandwidth.

o DDoS Operation Center: shows the overall operations status of the website, including
inbound and outbound traffic trends, requests and interception trends, attackers, and visited
websites.

@ Note

o The log reports are displayed in different types of charts. For more information, see
Chart overview.

o For more information about the charts provided by the default dashboards, see Charts
on the default dashboards.

5. Specify a time range to view the log reports on a dashboard.

Each chart on the dashboard is generated based on the statistics within a specific time range. For
example, the default time range is 1 hour for a website access chart and 1 week for an access
trend chart. To specify the same time range for all charts on the dashboard, use the time picker.

i. Inthe upper-right corner of the dashboard, click Please Select.
ii. Inthe Time pane, specify a time range.
You can specify a relative time range, time frame, or customtime range.

The specified time range applies to all charts on the dashboard.

@ Note Thetime range you specify applies to the charts only once and is not saved.
The next time you open the dashboard, the charts are still displayed wit hin the default
time ranges.

Charts on the default dashboards

DDoS Access Center

Default time
Chart name Type ran(j: ! Description Example value
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Chart name

PV

uv

Inbound traffic

Peak network in

Peak network
out

Traffic network

trend

PV/UV trends

Access status
distribution

Access source

Traffic in source
(world)

Type

Single value

Single value

Single value

Single value

Single value

Double-line chart

Double-line chart

Pie chart

World map

World map

Default time
range

1 hour (relative)

1 hour (relative)

1 hour (relative)

Today (time
frame)

Today (time
frame)

1 week (relative)

1 week (relative)

1 week (relative)

1 hour (relative)

1 hour (relative)

Description

The total number
of PVs.

The total number
of UVs.

The total volume
of inbound traffic
of the website.
Unit: MB.

The maximum
inbound data
transmission rate
of the website.
Unit: byte/s.

The maximum
outbound data
transmission rate
of the website.
Unit: byte/s.

The trends of
inbound and
outbound traffic.
Unit: KB/s.

The trends of PVs
and UvVs.

The distribution of
requests with
different status
codes, such as
400, 304, and 200.
Unit:
count/minute.

The distribution of
PVs from different
countries.

The distribution of
inbound traffic
from different
countries. Unit:
MB.

Example value

100000

100000

300 MB

100 Bytes/s

100 Bytes/s

None

None

None

None

None
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Chart name Type

Traffic in source

. Map of China
(China) P
Access heat

Amap
map
Network
. Donut chart
provider source
Referer Table
Access line
L . Donut chart
distribution
Client
L . Donut chart
distribution
Request content
type Donut chart
distribution
Access domain
Donut chart

name

Default time
range

1 hour (relative)

1 hour (relative)

1 hour (relative)

1 hour (relative)

1 hour (relative)

1 hour (relative)

1 hour (relative)

1 hour (relative)

Description Example value

The distribution of

inbound traffic

from different None
provinces in China.

Unit: MB.

The heat map

that shows the
geographical None
locations of

visitors.

The distribution of
the inbound
traffic from
different Internet
service providers
(ISPs), such as
China Telecom,
China Unicom,
China Mobile, and
CERNET. Unit: MB.

None

The top 100 most

used referer URLs,

target hosts, and None
the number of

redirections.

The distribution of
Anti-DDoS Pro or
Anti-DDoS
Premium lines.

None

The top 20 most
used user agents,
such as iPhone,
iPad, Internet
Explorer, and
Google Chrome.

None

The top 20 most
requested content
types, such as
HTML, form, JSON,
and streaming
data.

None

The top 20 most
visited domain
names of the
website.

None
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Default time .
Chart name Type e Description Example value

Information about
the top 100
clients that
initiates the most
requests. The
information

Top clients Table 1 hour (relative) includes the IP None
addresses, PVs,
inbound traffic,
number of invalid
requests, and
number of
attacks.

Information about
the top 100 URLs
with the longest

i response time.
URL with p. .

) The information
slowest Table 1 hour (relative) ) None
response includes the
g websites, URLs,
response time,
and the number

of accesses.

DDoS Operation Center

Default time
Chart name Type ran(j: ! Description Example value

Inbound and The trends of
outbound . . inbound and
bandwidth Double-line chart 1 week (relative) outbound None

(Kbit/s) bandwidth.

The trends of the

total numbers of
Double-line chart 1 week (relative) requests and None

intercepted attack

requests.

Request and
interception
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Default time L
Chart name Type e Description Example value

Information about
the top 100
attackers that
initiates the most
attack requests.
The information

Attacker list Table 1 hour (relative) includes the None
attacker IP
addresses, source
locations, number
of attacks, and
total attack
traffic.

The top 10 most
Table 1 hour (relative) attacked None
websites.

Top 10 attacked
websites

6.2.7. Modify the log storage duration

By default, the Log Analysis feature stores full logs for 180 days. You can customize the log storage
duration based on your business requirements. You can specify a value that ranges from 30 days to 180
days.

Prerequisites
The Log Analysis feature is enabled for your Anti-DDoS Pro or Anti-DDoS Premium instance.

For more information, see Step 1: Enable Log Analysis.

Context

Afteryou enable the Log Analysis feature, Anti-DDoS Pro or Anti-DDoS Premium stores logs for 180
days starting fromthe day when you enable the feature. If you want to store logs, make sure that the
log storage capacity is sufficient and your Log Analysis instance is within its validity period. Anti-DDoS
Pro and Anti-DDoS Premium store logs that are generated within the last 180 days. Logs that are
generated on the first day after the 180-day log storage duration overwrite the logs generated on the
first day of the previous 180-day log storage duration.

You can customize the log storage duration based on your business requirements. You can specify a
value that ranges from 30 days to 180 days. The required log storage capacity increases with the log
storage duration.

If the log storage capacity is exhausted, new logs cannot be stored and are lost. In this case, we
recommend that you increase the log storage capacity. For more information, see Increase the log
storage capacity.

Procedure

1.
2.
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4. Inthe upper-right corner of the Log Analysis page, click Det ails.
5. Inthe Details dialog box, configure the Storage Period parameter. Unit: days.

You can specify a value that ranges from 30 days to 180 days.

. =
Details

»3.00T

slorage Lapacity.s.

Storage Period: 180 Valid values: 30-180 days.

6. Click OK.
After you modify the log storage duration, the Log Analysis feature stores logs within the duration
that you specify and automatically deletes expired logs.

6.2.8. Manage log storage capacity

Afteryou enable the Log Analysis feature, you can modify the log storage capacity or delete all stored
logs.

Prerequisites
The Log Analysis feature is enabled for your Anti-DDoS Pro or Anti-DDoS Premium instance.

For more information, see Step 1: Enable Log Analysis.

Context

You can increase or decrease the log storage capacity based on your business requirements. For more
information, see Increase the log storage capacity and Decrease the log storage capacity. If you enable
log collection for a new website, the required log storage capacity increases. If you reduce the log
storage duration, the log storage capacity that is required for the same business scale decreases.

Method to calculate the required log storage capacity

The following example shows how to estimate the required log storage capacity based on the daily
QPS of your website:

In most cases, each request log occupies approximately 2 KB of storage. If the average QPS of your
website is 500, the required storage forthe logs that are generated within a day is 86,400,000 KB, which
is approximately 82 GB. T his value is calculated by using the following formula: 500 x 60 x 60 x 24 x 2 =
86,400,000. If you want to store logs that are generated within 180 days, the required log storage
capacity is 15,552,000,000 KB, which is approximately 14.5 TB. This value is calculated by using the
following formula: 86,400,000 x 180 = 15,552,000,000.
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Method to handle exhausted log storage capacity

If the log storage capacity is exhausted, new logs cannot be stored and are lost. To resolve this issue,
you can perform one of the following operations:

e (Recommended) Increase the log storage capacity. For more information, see Increase the log
storage capacity.

e Delete stored logs and reduce the log storage duration. For more information, see Delete logs and
Modify the log storage duration.

2P Notice

o If you performthis operation, all logs are deleted and cannot be recovered. Before you
delete the stored logs, make sure that you no longer need all logs.

o Each Alibaba Cloud account can delete stored logs twice. If you want to delete stored
logs more than twice, submit a . We recommend that you do not frequently delete logs. If
the log storage capacity cannot meet your business requirements, we recommend that
you increase the log storage capacity at the earliest opportunity.

Increase the log storage capacity

If the log storage capacity cannot meet your business requirements, you can increase the log storage
capacity.

1.

Inthe upper-right corner of the Log Analysis page, click Upgrade.

vk wWwN

Onthe Upgrade/Downgrade page, select alog storage capacity that is greaterthan the
current one, and read and select Log Service Terms of Service.

Example: If the current log storage capacity is 3 TB, you can select 5 TB or higher.

6. ClickBuy Now and complete the payment.
Afterthe log storage capacity is increased, you can view the new log storage capacity and usage
in the upper-right corner of the Log Analysis page.
Decrease the log storage capacity

If the log storage capacity exceeds your business requirements, you can decrease the log storage
capacity.

1.

In the upper-right corner of the Log Analysis page, click Downgrade.

vk wN

Onthe Upgrade/Downgrade page, select alog storage capacity that is less than the current
one, and read and select Log Service Terms of Service.

Example: If the current log storage capacity is 10 TB, you can select 5 TB or lower.

6. ClickBuy Now and complete the payment.
Afterthe log storage capacity is decreased, you can view the new log storage capacity and usage
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in the upper-right corner of the Log Analysis page.

Delete logs

If you do not want stored logs to occupy your log storage, you can delete the logs. After you delete
the logs, all logs that are stored are deleted.

1.

2
3.
4

. Inthe upper-right corner of the Log Analysis page, click Clear.

) Notice If no logs are stored, the Clear operation is not supported.

. Inthe Are you sure to clear all logs? message, click OK.

Each Alibaba Cloud account can delete stored logs twice. If you want to delete stored logs more
than twice, submit a . We recommend that you do not frequently delete logs. If the log storage
capacity cannot meet your business requirements, we recommend that you increase the log
storage capacity at the earliest opportunity.

warning You cannot recover the logs that you delete. Proceed with caution.

Afteryou delete the logs, you must wait for 2 to 3 hours before you can view the result inthe
upper-right corner of the Log Analysis page.

6.2.9. Renew a Log Analysis instance

When a Log Analysis instance expires, the instance no longer stores new logs. All stored logs are
retained for seven days. When the retention period elapses, all logs are deleted and cannot be
recovered. To prevent the issues that are related to an expired Log Analysis instance, we recommend
that you pay attention to the expiration time of the instance and renew the instance at the earliest
opportunity, or enable auto-renewal.

Prerequisites

The Log Analysis feature is enabled for your Anti-DDoS Pro or Anti-DDoS Premium instance.

For more information, see Step 1: Enable Log Analysis.

Query the expiration time of the Log Analysis instance

1.

2.
3.
4. Inthe upper-right corner of the Log Analysis page, click Det ails.
5. Inthe Det ails dialog box, view the value of the Expires At parameter.
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Details

nstance ID:ddos_fl|

storage Lapac

Storage Period: 180 Valid values: 30-180 days

Manually renew the Log Analysis instance

oA wnN

In the upper-right corner of the Log Analysis page, clickRenew.

On the Renew page, configure the Duration parameter, and read and select Log Service Terms
of Service.

Click Buy Now and complete the payment.
Afteryou renew the Log Analysis instance, you can click Det ails on the Log Analysis page to view
the new value of the Expires At parameter.

Enable auto-renewal

. Inthe top navigation bar, choose Expenses > Renewal Management.

. Onthe Manual tab, find the Full Log instance that you want to renew and clickEnable Auto

Renewal inthe Actions column.

. Inthe Enable Auto Renewal dialog box, select an auto-renewal period and click Auto Renew.

Example: If the auto-renewal period is set to three months, Alibaba Cloud extends the
subscription period of the Log Analysis instance for three months and deducts fees fromthe
balance of your Alibaba Cloud account.

Afteryou enable auto-renewal, you can view the auto-renewal configurations on the Auto tab.
You can also click Enable Manual Renewal to enable manual renewal.

6.3. View operations logs

If you use Anti-DDoS Pro, you can view important operations logs of the last 180 days on the Operation
Logs page of the Anti-DDoS Pro console.

Prerequisites

An Anti-DDoS Pro instance is purchased.
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@ Note Only Anti-DDoS Pro supports the operations logs feature. If you use Anti-DDoS
Premium, you cannot view operations logs.

Context
Operations logs record only important operations of the last 180 days.
You can view the following types of operations logs:

e |P address changes of ECS instances

e Deactivation of blackhole filtering

Blocking or unblocking traffic

Changes of the scrubbing mode for Layer 4 traffic

Changes of the mitigation mode for HTTP flood attacks

Changes of the burstable protection bandwidth

Procedure
1.
2. Inthe top navigation bar, select Mainland China.

3.

4. Onthe Operation Logs page, select IP, Global Advanced Mitigation, or ECS and specify a time
range to view specific operations logs.

6.4. Query system logs

You can query the bills for the burstable clean bandwidth of your Anti-DDoS Pro or Anti-DDoS Premium
instance on the System logs page.
Prerequisites
e An Anti-DDoS Pro instance is purchased.
For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.
e The burstable clean bandwidth feature is enabled for the instance.

For more information, see Configure burstable clean bandwidth.

Context

Onthe System logs page, you can query the system events of the instance within the last 180 days.
Only the bills for the burstable clean bandwidth are provided.

Afteryou enable the burstable clean bandwidth feature, you can query the bills for the burstable clean
bandwidth within the last 180 days on the System logs page. For more information about the billing
of the burstable clean bandwidth, see Billing of the burstable clean bandwidth feature.

Procedure

1.
2.
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3. Inthe left-side navigation pane, choose Investigation > System logs.

4. Onthe System logs page, specify the time range in which you want to query the bills forthe
burstable clean bandwidth.

One of the following states is displayed in the Status column of a bill:
o To be billed: The bill for the burstable clean bandwidth is not generated.

In the Details dialog box, you can query the traffic of your business within the last 3 hours or the
last 1 day with a single click.

m The blue solid line indicates the peakinbound traffic of your business. The purple solid line
indicates the peak outbound traffic of your business.

m The green dotted line indicates the clean bandwidth of yourinstance. The red dotted line
indicates the actual usage of the burstable clean bandwidth.

m The gray line indicates the metered bandwidth that is used to meter the burstable clean
bandwidth.

o Terminated bill: The billing for the burstable clean bandwidth is terminated, and you are not
required to make a payment.

o Already billed: The burstable clean bandwidth is billed based on the actual usage.

6.5. Query advanced mitigation logs

If you use Anti-DDoS Premium, you can query the advanced mitigation logs in the last 30 days onthe
Adv. Mitigation Logs page of the Anti-DDoS Premium console.

Prerequisites

An Anti-DDoS Premium instance is created.

Procedure
1.

2. Inthe top navigation bar, select Outside Mainland China.
3.

4. Onthe Adv. Mitigation Logs page, select the instance and time range to query the logs.

Anti-DDoS / Investigation / Ad tigation Logs o
Adv. Mitigation Logs
Al hd Jun 1, 2020 00:00:00 Jul 8, 2020 00:00:00 & | EI

Mitigation Duration Instance Peak Attack Events Included Status: Operations

- ‘a0 25.00Kbps 0 Finished Check Attack Events

0bps 0 Finished Check Attack Events

0bps 0 Finished Check Attack Events

0 bps 0 Finished Check Attack Events

6.6. CloudMonitor alerts
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6.6.1. Create threshold-triggered alert rules in
the CloudMonitor console

CloudMonitor allows you to configure threshold-triggered alert rules for common service metrics and
attack events of Anti-DDoS Pro or Anti-DDoS Premium. The common service metrics include the volume
of traffic for an Anti-DDoS Pro or Anti-DDoS Premium instance and the number of connections for an
Anti-DDoS Pro or Anti-DDoS Premium instance. The traffic and connection metrics can be measured at
the IP address level. The attack events include blackhole filtering events and traffic scrubbing events.
Afteryou configure a threshold-triggered alert rule, CloudMonitor reports an alert when the rule is
triggered. This way, you can handle exceptions and recover your business at the earliest opportunity.

CloudMonitor is a service that monitors Internet applications and Alibaba Cloud resources. For more
information, see what is CloudMonitor?.

Prerequisites
An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see Purchase an
Anti-DDoS Pro or Anti-DDoS Premium instance.
Procedure
1.
2
3.
4. Onthe Cloud monitor alerts page, find the service metric or attack event for which you want to

configure a threshold-triggered alert rule and click Cloud monitor alerts inthe collaboration
config column.

Cloud monitor alerts

@ Cloud monitor service is able to send ntifications of DDoS traffic, connections, attack events and blackhole events, alerting abnormalities quickly, reducing response time and
helping to recover business

Configuration guide for DDa$ alerting serviceHere: Configuration guide for DDaS event monitoringHere; Configuration guide for DDoS monitor dashboardHere.

Attack alerts/Warning setting

Events Event description collaboration config
1P address traffic alert Able to send alerts on inbound/outbound traffic and forwarding traffic based on instance and IP address Cloud manitar alerts
Connection alerts Able to send alerts on active/inactive connections and new connections based on instance and IP address. Cloud monitar alerts
QPS alerts Able to send alerts on OPS, OPS dcline rate and OPS growth rate based on domains Cloud monitor alerts
Status cod alerts Alerts to the number and percentage of status code based on domains Cloud monitor alerts
DDoS blackhole event alerts Alerts and notifications to blackhole events in DDoS service Cloud monitor alerts
Alerts to DDoS mitigation events Alerts and notifications to DDoS mitigation events Cloud monitor alerts
DDoS monitor dashboard Custom dashboard in cloud monitor can demonstrate data of multiple products Cloud monitor alerts

o To configure a threshold-triggered alert rule forIP address traffic alert, Connection alerts,
QPS alerts, orStatus code alerts, click Cloud monitor alerts in the collaboration config
column.

The Alert Rules page of the CloudMonitor console appears. You can create a threshold-triggered
alert rule for each service metric of Anti-DDoS Pro or Anti-DDoS Premium on this page. For more
information, see Configure an alert rule for Anti-DDoS Pro or Anti-DDoS Premium.
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o To configure a threshold-triggered alert rule for DDoS blackhole event alerts and Alerts to
DDoS mitigation events, click Cloud monitor alerts in the collaboration config column.

The Event Monitoring page of the CloudMonitor console appears. You can create a threshold-
triggered alert rule for each attack event of Anti-DDoS Pro or Anti-DDoS Premium on this page.
For more information, see Monitor attack events that occur on Anti-DDoS Pro or Anti-DDoS Premium.

o To configure a threshold-triggered alert rule for DDoS monitor dashboard, click Cloud
monitor alerts in the collaboration config column.

The Dashboard page of the CloudMonitor console appears. You can create a dashboard for Anti-
DDoS Pro or Anti-DDoS Premium on this page. Then, you can create widgets on the dashboard.
For more information, see Create an Anti-DDoS Pro or Anti-DDoS Premium dashboard.

6.6.2. Configure an alert rule for Anti-DDoS Pro or
Anti-DDo0S Premium

This topic describes how to configure an alert rule for Anti-DDoS Pro or Anti-DDoS Premium in the
CloudMonitor console. After alert rules are configured, CloudMonitor notifies you of exceptions in
traffic and connections on the IP addresses of your Anti-DDoS Pro or Anti-DDoS Premium instances. T his
allows you to handle exceptions and restore workloads at the earliest opportunity.

Context

CloudMonitor is a service that allows you to monitor Internet applications and Alibaba Cloud resources.
If alerts are triggered, CloudMonitor sends notifications. You can customize alert rules to specify how
the alert system checks monitoring data. If the monitoring data meets the custom alert rules,
CloudMonitor sends notifications. After you configure alert rules for important metrics, you are notified
if exceptions are detected forthese metrics. This allows you to handle exceptions at the earliest
opportunity. For more information, see Overview.

The alerting feature provided by CloudMonitor supports Anti-DDoS Pro and Anti-DDoS Premium. You
can configure alert rules for Anti-DDoS Pro and Anti-DDoS Premium in the CloudMonitor console.

The following table describes the metrics of Anti-DDoS Pro and Anti-DDoS Premium supported by
CloudMonitor.

Metric Dimension Unit
Out_Traffic Instance or IP address bit/s
In_Traffic Instance or IP address bit/s

Back_Traffic (traffic that is scrubbed by Anti-DDoS
Pro or Anti-DDoS Premium and is forwarded to the Instance or IP address bit/s
origin server)

Active_connection Instance or IP address Count
Inactive_connection Instance or IP address Count
New_connection Instance or IP address Count
qps Domain name Count/second
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Metric

gps_ratio_down
qps_ratio_up

resp2xx

resp2xx_ratio

resp3xx

resp3xx_ratio

resp404

resp404_ratio

resp4xx

resp4xx_ratio

resp5xx

resp5xx_ratio
upstream_resp2xx
upstream_resp2xx_ratio
upstream_resp3xx
upstream_resp3xx_ratio
upstream_resp404
upstream_resp404_ratio
upstream_resp4xx
upstream_resp4xx_ratio
upstream_resp5xx

upstream_resp5xx_ratio

Procedure

1. Log onto the CloudMonitor console.

Dimension

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Domain name

Unit

%

%

Count

%

Count

%

Count

%

Count

%

Count

%

Count

%

Count

%

Count

%

Count

%

Count

%

2. (Optional)Create an alert contact. If you have created a contact, skip this step.

i. Inthe left-side navigation pane, choose Alerts > Alert Contacts.

i. Onthe Alert Contacts tab, clickCreate Alert Contact.
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ii. Inthe Set Alert Contact panel, configure the parameters, drag the slider to complete
verification, and then click OK.

3. (Optional)Create an alert group. If you have created an alert group, skip this step.

@ Note CloudMonitor sends alert notifications only to an alert group. You can add one or
more alert contacts to an alert group.

i. Inthe left-side navigation pane, choose Alerts > Alert Contacts.
ii. Onthe Alert Contact Group tab, clickCreate Alert Contact Group.

iii. Inthe Create Alert Contact Group panel, enter a group name in the Group Name field.
Select the alert contact that you create fromthe Existing Contacts section and add the
contact to the Selected Contacts section. Then, click Confirm.

4. Create an alert rule.
i. Inthe left-side navigation pane, choose Alerts > Alert Rules.
i. Onthe Threshold Value Alert tab, click Create Alert Rule.

ii. Onthe Create Alert Rule page, configure the parameters and click Confirm.
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Create Alert Rule | 2 Backto

o Related Resource

The application group alert template can realize batch alert management of multiple instances,

Product: ddosdip -
Resource Range: All Resources -9
° Set Alert Rules
Alert Rule:
Rule Description: | Active_connection ~ | | IMinute cycle ~ || Continue for 1 periods ~ || Max. Value — ~ || == ~ | |Threshold unit

+Add Alert Rule

Mute for: 24h - @
Effective Period: | 00:00 v |Te:| 23:59 -
° Notification Method
Natification Contact Group All Selected Groups 0 count All
Contact:
Search Q

Quickly create a contact group

Notification

Miethods: @ Email + DingTalk {Info)

Ao Scaling (The comresponding scaling rule will be triggered when the alert occurs.)
] Log Service (After selecting Log Service, the alert information will be written to Log Service.)

Email Remark: Optional

HTTP CallBack: for example: httpy//alartaliyun.com:8080/callback 7]

Confirm Cancel

The following table describes the parameters used to create an alert rule.
Section Parameter Description

Select NewBGPDDoS (Anti-DDoS Pro) or ddosdip (Anti-

Product
DDoS Premium).
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ion Parameter Description
&bl
Resource ]
Select the resources on which the alert rule takes effect.
Valid values: All Resources orInstances.

m All Resources: The alert rule takes effect on all your
Anti-DDoS Pro or Anti-DDoS Premium instances. An alert
Resource notification is sent when one of the instances matches
Range the alert rule.

® |nstances: The alert rule takes effect on the Anti-
DDoS Pro or Anti-DDoS Premium instances that you
select. An alert notification is sent only when all the
selected instances match the alert rule.

Alert Rule Specify the name of the alert rule.
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Section Parameter

Set Alert Rules

Rule
Description

Mute for

Effective
Period

Description

Specify the conditions that are used to trigger alerts.

@ Note We recommend that you specify the
thresholds of metrics based on your business
requirements. For more information, see Anti-DDoS
Pro and Anti-DDoS Premium metrics. A low threshold
may frequently trigger alerts and negatively affect
user experience. A high threshold may leave
insufficient time for you to handle attacks.

Examples:

u New connection | 5Minute cycle | Continue fo
r 3 periods | Once | > | 200 :Inthis rule, the
detection period is 5 minutes, and 1 data point is
reported each minute. The data point indicates the
number of new connections. CloudMonitor checks the
data points generated within three consecutive
detection periods, which are 15 data points in total. If a
data point exceeds 200, an alert notification is sent.

L Out Traffic | 5Minute cycle | Continue for 3
periods | Once | = | 50 Mbit/s : Inthis rule, the
detection period is 5 minutes, and 1 data point is
reported each minute. The data point indicates the
transfer rate of outbound traffic. CloudMonitor checks
the data points generated within three consecutive
detection periods, which are 15 data points in total. If a
data point is greater than or equal to 50 Mbit/s, an
alert notification is sent.

You can click Add Alert Rule to add more alert rules.
Then, specify Alert Rule and Rule Description for each
alert rule.

° Set Alarm Rules

Alarm Rule: EBxample-1

Rule

New_connection ~ || sMinute cycle ~ || Continue for 3~ || Once v|l>= ~ | 200 count
Description:

Alarm Rule: Example2

Rule
Description:

out_Traffic ~ || sMinute cycle ~ || Continue for 3~ || Once v|l>= v 50 Mbit/s
+Add Alam Rule

Mute for: 2h M

Effective Period: | 00:00 - |To: 2350

Specify a mute period. If an alert is not cleared within the
mute period, the notification for the alert is sent again
after the mute period elapses. The minimum value is 5
minutes, and the maximum value is 24 hours.

Specify the period during which the alert rule remains
effective. CloudMonitor sends alert notifications within
the effective period and only records alerts beyond the
effective period.
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Section Parameter Description

Notification

Select the alert group that receives alert notifications.
Contact

Notification

Methods Set the value to Email + DingTalk (Info).

If you select Auto Scaling, a scaling rule is triggered when

A -
uto Scaling the alert is triggered.

Notification
Method . If you select Log Service, CloudMonitor writes alert
Log Service . . .
information to Log Service.

Optional. Enter the information that you want to include

Email Remark . . .
in alert notification emails.

Enter a public URL to which CloudMonitor sends alert
HTTP CallBack notifications by using POST requests. You can enter only
an HTTP URL.

Afterthe alert rule is created, if the monitoring data of an Anti-DDoS Pro or Anti-DDoS
Premium metric matches the alert rule description, an alert notification is sent to the specified
alert group by using the specified request method.

6.6.3. Monitor attack events that occur on Anti-
DDo0S Pro or Anti-DDoS Premium

This topic describes how to configure alert rules for attack events that occur on Anti-DDoS Pro or Anti-
DDoS Premium in the CloudMonitor console. The events include blackhole filtering events, traffic
scrubbing events, events of flood attacks at Layer 4, and events of HTTP flood attacks at Layer 7.
After alert rules are configured, CloudMonitor notifies you of the latest attack events that occur on
Anti-DDoS Pro or Anti-DDoS Premium. T his allows you to handle exceptions and restore workloads at
the earliest opportunity.

Context

CloudMonitor is a service that allows you to monitor Internet applications and Alibaba Cloud resources.
CloudMonitor provides the event monitoring feature. This feature allows you to query the system
events generated by different services and view event statistics. This helps you stay informed about
the usage of your cloud services.

You can query the blackhole filtering events, traffic scrubbing events, events of flood attacks at Layer
4, and events of HTTP flood attacks at Layer 7 that occur on Anti-DDoS Pro or Anti-DDoS Premium. You
can also configure alert rules based on the event levels. When you configure alert rules, you can
configure notification methods, such as emails, DingT alk, and alert callbacks. This way, you can be
notified of critical events immediately after they occur and handle the events at the earliest
opportunity. This helps implement automated online O&M. For more information, see Overview of event
monitoring.

Procedure

> Document Version: 20220629 189


https://www.alibabacloud.com/help/doc-detail/60724.htm#concept-idt-k3b-wdb

Anti-DDoS Pro & Premium User Guid

: Anti-DDoS
e-Query and analysis

1. Log onto the CloudMonitor console.

2. (Optional)Create an alert contact. If you have created a contact, skip this step.
i. Inthe left-side navigation pane, choose Alerts > Alert Contacts.
i. Onthe Alert Contacts tab, click Create Alert Contact.

ii. Inthe Set Alert Contact panel, configure the parameters, drag the slider to complete
verification, and then click OK.

3. (Optional)Create an alert group. If you have created an alert group, skip this step.

@ Note CloudMonitor sends alert notifications only to an alert group. You can add one or
more alert contacts to an alert group.

i. Inthe left-side navigation pane, choose Alerts > Alert Contacts.
i. Onthe Alert Contact Group tab, clickCreate Alert Contact Group.

ii. Inthe Create Alert Contact Group panel, enter a group name in the Group Name field.
Select the alert contact that you create fromthe Existing Contacts section and add the
contact to the Selected Contacts section. Then, click Confirm.

4. Create an alert rule for events.
i. Inthe left-side navigation pane, click Event Monitoring.

ii. Onthe Alert Rules tab of the page that appears, click System Event and then Create
Event Alert.

iii. Inthe Create/Modify Event Alert panel, configure the parameters and click OK.

Create / Modify Event Alert

Basic Infomation

® Alert Rule Mame

Event alert
Event Type
@ Systern Event () Custom Event
Product Type
ddosdip -

Event Type

All types % -
Event Leve

CRITICAL % -
Event Name

All Events % -
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Resource Range

@ AllRescurces (O Application Groups

Alert Type

Alert Notification

Contact Group

mgx

MNotification Method

Info (Email ID+DingTalk Robot )

+Add

O mins queue
(O Function service

(D URL callback

O Leg Service
Section Parameter
Basic Alert Rule
Information Name

Event Type

Product Type

Event Type

Delete

-

Description
Enter the name of the alert rule.

Select System Event.

Select NewBGPDDoS (Anti-DDoS Pro) or ddosdip (Anti-
DDoS Premium).

Select the type of event for which you want to receive
alert notifications. Valid values:

= DDoS Blackhole Filtering: blackhole filtering events
= DDoS Traffic Scrubbing: traffic scrubbing events

= |Layer 4 Flood Attack: events of flood attacks at
Layer 4

®m |Layer 7 HTTP Flood Attack: events of HTTP flood
attacks at Layer 7
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Section Parameter Description

Select the level of event for which you want to receive
alert notifications. Valid values: CRITICAL, WARN, and
INFO.

Event alert

Event Level
) Notice You can select multiple levels. If you

select multiple levels, you must select CRITICAL for
all events.

Select the event for which you want to receive alert
notifications. The valid values of this parameter vary
based on the value of the Event Type parameter. The
following list describes the events of each event type:

m Blackhole filtering events:
ddosdip_event_blackhole_add and
ddosdip_event_blackhole_end

® Traffic scrubbing events:
ddosdip_event_defense_add and
ddosdip_event_defense_end

Event Name

® Events of flood attacks at Layer 4:
ddosdip_event_cc4_add and
ddosdip_event_cc4_end

= Events of HTTP flood attacks at Layer 7:
ddosdip_event_cc7_add and
ddosdip_event_cc7_end

Reso
urce Select All Resources.
Range
Select Alert Notification and configure Contact Group
and Notification Method.
® Contact Group: Select an existing alert group.
Alert ® Notification Method: Set the value to Info (Email
Notification ID+DingTalk Robot). Only this option is supported.
You can click Add to add more alert groups and
notification methods.
Alert Type
MNS queue You do not need to specify this parameter.
Function . .
. You do not need to specify this parameter.
service
URL callback You do not need to specify this parameter.
Log Service You do not need to specify this parameter.

Afterthe alert rule for events is created, if the specified events occur on Anti-DDoS Pro or
Anti-DDoS Premium, an alert notification is sent to the specified alert group.
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5. (Optional)Query events. You can query the events that recently occurred on Anti-DDoS Pro or Anti-
DDoS Premium in the CloudMonitor console.

i. Onthe Event Monitoring page, clickthe Query Event tab.

ii. Select System Event and NewBGPDDoS (Anti-DDoS Pro) or ddosdip (Anti-DDoS Premium).
Then, specify the event type and time range to query related events.

Event Monitoring

Query Event Alarm Rules Z Refresh

System Event ¥ NewBGPDDoS M Alltypes ¥ All Events. M Search

ih 3h 6h 12h 1days 3days 2019-12-02 11:43:58 - 2019-12-05 11:43:58 =

| I I

0
1213 1746 2320 0453 10:26 16:00 2133 03:06 08:40 1413 19:46 01:20 06:53

ddoscoo_event_blackhole_add

NewBGPDDOS

NZ‘-BGPDDZ; 2 View the Detail | Create Alarm Rule
h (ddoscoo_event_blackhole_add)

NeWBGPODS ddoscoo_event_blackhole_end . e e

NewBGPDDoS w the Deta eate Al e

(ddoscoo_event_blackhole_end)
ii. Inthe event list, click View the Detail to view the details of an event.

Close Detail

19-12- ddoscoo_event_blackhole_add Chinz East  acstyundun-ddoscoo:cn-

04 NewBGPDDoS CRITICAL  blackhole_begin 1 hangzhou: 1269654106023090:instance/ddoscoo- | O-Cn-Oppled

18:30:26 (ddoscen_event_blackhole_add) (Hangzhou) - B S
ckhole_begin
89654106023090" }

19-12- ddoscoo_event_blackhole_add Chinz East  acstyundun-ddoscoo:cn-

04 NewBGPDDoS CRITICAL  blackhole_begin 1 hangzhou: 1289654106023090:instance/ddoscoo-

15:54:25 (ddoscoo_event_blackhole_add) (Hangzhou)  cn-

6.6.4. Create an Anti-DDoS Pro or Anti-DDoS

Premium dashboard

This topic describes how to create a custom Anti-DDoS Pro or Anti-DDoS Premium dashboard and add
charts to the dashboard in the Cloud Monitor console. Custom dashboards and charts help you monitor
workloads of Anti-DDoS Pro or Anti-DDoS Premium.

Context

Cloud Monitor is a service that monitors applications and Alibaba Cloud resources. It allows you to view
monitoring data in custom dashboards. You can aggregate monitoring data of different products and
instances that run the same type of workload by using one dashboard. For more information, see
Overview.

The dashboard feature provided by Cloud Monitor supports Anti-DDoS Pro and Anti-DDoS Premium. You
can create and customize dashboards in the Cloud Monitor console.
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The following table describes the metrics of Anti-DDoS Pro and Anti-DDoS Premium supported by Cloud
Monitor.

Metric Dimension Unit
Out_Traffic Instance or IP address bit/s
In_Traffic Instance or IP address bit/s

Back_Traffic (traffic that is scrubbed by Anti-DDoS
Pro or Anti-DDoS Premium and is forwarded to the Instance or IP address bit/s
origin server)

Active_connection Instance or IP address Count
Inactive_connection Instance or IP address Count
New_connection Instance or IP address Count
qps Domain name Count/second
gps_ratio_down Domain name %
qps_ratio_up Domain name %
resp2xx Domain name Count
resp2xx_ratio Domain name %
resp3xx Domain name Count
resp3xx_ratio Domain name %
resp404 Domain name Count
resp404_ratio Domain name %
resp4axx Domain name Count
resp4xx_ratio Domain name %
resp5xx Domain name Count
resp5xx_ratio Domain name %
upstream_resp2xx Domain name Count
upstream_resp2xx_ratio Domain name %
upstream_resp3xx Domain name Count
upstream_resp3xx_ratio Domain name %
upstream_resp404 Domain name Count
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Metric Dimension Unit
upstream_resp404_ratio Domain name %
upstream_resp4xx Domain name Count
upstream_resp4xx_ratio Domain name %
upstream_resp5xx Domain name Count

upstream_resp5xx_ratio

Procedure

Domain name

%

1. Log onto the CloudMonitor console.
2. Inthe left-side navigation pane, choose Dashboard > Custom Dashboard.

3. Onthe page that appears, click Create Dashboard.

| Dashboards: -

m 3h 6h 12h 1days 3days 7days 14days &  Auto Refresh: Chart Relevance:

4. Inthe Create Dashboard dialog box, specify a name for the dashboard and click Create.

Create Dashboard

doctest] |

Afterthe dashboard is created, you are redirected to the Dashboards page. You can select a
dashboard fromthe Dashboards drop-down list to view or manage the dashboard.

5. Click Add View. Inthe Add View panel, configure information of the chart.

Create Dashboard Delete Dashboard

> Document Version: 20220629

195


https://cloudmonitor.console.aliyun.com/

Anti-DDoS Pro & Premium User Guid
e-Query and analysis

Anti-DDoS

| Add view X

© v
[~ e BB S

[ 1 1]
Line Area Table Heat Map Pie Chart

° Select Metrics

Dashboards Log Monitoring Custom

NewBGPDDoS ¥ | | NewBGPDDo0S Heat Map Gradient Range: | o auto

1.00
0.50
[ LD DD DD D i DD e - .
-0.50

-1.00
13:57:00 14:05:00 14:13:20 14:21:40 14:30:00 14:38:20 14:46:40 14:55:00

@ Active_connection—Maximum Value—ddoscoo-cn-0ppleiive006_203.107.47.104

Metrics: Active_connection | | Maximum Value -

Resource:
ddoscoo-cn Jj203 104 -

~+AddMetrics

“ Cance'

i. Chart Type: Supported chart types are Line, Area, Table, Heat Map, and Pie Chart.

For more information, see Manage the monitoring charts of a custom dashboard.
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ii. Select Metrics: Clickthe Dashboards tab and select NewBGPDDoS (AntiDDoS Pro) or
ddosdip (Anti-DDoS Premium). Then, configure Metrics and Resource.

m Metrics: Select the metrics that you want to monitor. For more information, see Anti-DDoS
Pro and Anti-DDoS Premium metrics.

m Resource: Select the Anti-DDoS Pro or Anti-DDoS Premium instances and IP addresses that
you want to monitor.

Instance Of Group | No Data A @ Resource
i
All(Instanceld) All(ip)
ddoscoo-cn-| 01 203, 104
-0 ddoscoo-cn- 1001
| ddoscoo-cn-, 6
1 B ddoscoo-cn- 02 14:30:00
ddoscoo-cn- 01 | ddoscoo-cn-Opp
ddoscoo-cn- 1x
ddoscoo-cn- 13
ddoscoo-cn- 03
Mty ddoscoo-cn-H P % -
Re Close
ddoscoo-cn- 16/203. 104 -

Click AddMetrics if you want to add more metrics.

ii. ClickSave to create the chart.

NewBGRDDoS(uri) X

wosn e s s 7 e

You can repeat the preceding step to add more charts to the dashboard.
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7.Protection settings
7.1. Protection for infrastructure
7.1.1. Configure the IP address blacklist and

whitelist for an Anti-DDoS Pro or Anti-DDoS

Premium instance

The IP address blacklist configured for an Anti-DDoS Pro or Anti-DDoS Premium instance is used to deny
the requests from specified source IP addresses to the instance, and the IP address whitelist is used to
allow the requests from specified source IP addresses. After you configure the blacklist and whitelist,
the instance denies requests fromthe IP addresses that are added to the blacklist and allows the
requests fromthe IP addresses that are added to the whitelist. This topic describes how to configure
the blacklist and whitelist.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see

Context

The blacklist and whitelist configurations take effect only for individual Anti-DDoS Pro or Anti-DDoS
Premium instances. You can manually add IP addresses to the blacklist or the whitelist, and search for,
delete, ordownload the IP addresses that are added to the blacklist or whitelist.

Requests fromthe IP addresses in the blacklist are denied by the Anti-DDoS Pro or Anti-DDoS Premium
instance. The following list describes the blocking periods of IP addresses:

e [f you manually add IP addresses to the blacklist, you must specify a blocking period. You can specify
a blocking period fromfive minutes to seven days.

e The blacklist contains malicious IP addresses that are marked by the intelligent protection algorithms
of Anti-DDoS Pro or Anti-DDoS Premium. T he intelligent protection algorithms dynamically calculate
the blocking periods of malicious IP addresses. The blocking period can be from 5 minutes to 1 hour. If
attacks are frequently launched from a malicious IP address, Anti-DDoS Pro or Anti-DDoS Premium
automatically extends the blocking period of the malicious IP address.

Requests fromthe IP addresses in the whitelist are allowed by the Anti-DDoS Pro or Anti-DDoS Premium
instance. The IP addresses in the whitelist remain valid unless you manually remove them.

if an IP address is added to both the whitelist and blacklist, the whitelist takes effect at a higher
priority. If you want to add an IP address that is added to the whitelist to the blacklist, you must first
remove the IP address from the whitelist.

Procedure

1.
2.
3.

4. Onthe Protection for Infrastructure tab, select the instance for which you want to configure
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the whitelist or blacklist.
You can search for an instance by instance ID or description.

. Inthe Blacklist and Whitelist (Instance IP) section, click Change Settings.

Blacklist ani hitelist (Instance IP)

Active manually-configured blacklist 2, auto-configured blacklist 0, manual whitelist 0 . Change Settings

. Inthe Blacklist and Whitelist Settings panel, click Blacklist or Whitelist to manage the blacklist
or whitelist.

Blacklist and Whitelist Settings x
Whitelist

Enter an IP with at least 3 characters Q

IP Address Information Source Expire Date Action

1. Manually Add Remove

2002 Manually Add Remove

Manually Add Download Clear Blacklist

o Formore information about blacklist management, see Step 7.
o For more information about whitelist management, see Step 8.
. Manage the blacklist.
o Add an IP address to the blacklist

a. ClickManually Add.

You can add up to 2,000 IP addresses to the blacklist. If you enter more than one IP address,
separate them with spaces or line breaks.

b. Inthe Blacklist Setting dialog box, enter the IP address and set Blocking Time.

You can select a blocking period fromthe Blocking Time drop-down list. The blocking
period can be fromfive minutes to seven days. You can also customize a blocking period in
seconds.

Blacklist Setting @ Blocking Time: X

10 Minutes =
30 Minutes
60 Minutesw
90 Minutes
120 Minute
1 Days
me¢ ! Days

Custom Pol

m Clear Cancel

c. ClickAdd.
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Afterthe IP address is added to the blacklist, requests fromthis IP address are blocked during
the specified blocking period. After the specified blocking period expires, this IP address is
removed fromthe blacklist. If you want to deny the requests fromthis IP address, add the IP
address to the blacklist again.

o Search forIP addresses in the blacklist: Enter a keyword in the search box to search for IP
addresses that contain the keyword.

o Clearthe blacklist: Click Clear Blacklist to remove all IP addresses fromthe blacklist. You can
also click Delete next to an IP address to remove it fromthe blacklist.

o Download the blacklist
a. ClickDownload to start a download task.
b. Inthe message that appears, click OK.

c. Close the Blacklist and Whitelist Settings panel.

d. Inthe upper-right comer of the page, clickthe §F icon to expand the task list.
e. Find the download task. Afterthe status of the task changes to Exported, click Download
in the Actions column.

After you download the blacklist and save it as a TXT file to your computer, you can openthe
TXT file and view details about the blacklist.

8. Manage a whitelist.
o Add an IP address to the whitelist.
a. ClickManually Add.

b. Inthe Whitelist Setting dialog box, enter the IP address from which the requests are
allowed to the whitelist.

@ Note Youcanadd up to 2,000 IP addresses to the whitelist. If you enter more
than one IP address, separate them with spaces or line breaks.

Whitelist Setting X

c. ClickAdd.

Afterthe IP address is added to the whitelist, requests fromthis IP address are directly
forwarded to the origin server. The IP addresses in the whitelist remain valid unless you manually
remove them.

o Search forIP addresses in the whitelist: Enter a keyword in the search box to search for IP
addresses that contain the keyword.

o Clearthe whitelist: Click Clear Whitelist to remove all IP addresses from the whitelist. You can
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also click Delete next to an IP address to remove it fromthe whitelist.
o Download the whitelist.
a. ClickDownload to start a download task.
b. Inthe message that appears, click OK.
c. Close the Blacklist and Whitelist Settings panel.

d. Inthe upper-right corner of the page, clickthe Eg iconto expand the task list.
e. Find the download task. Afterthe status of the task changes to Exported, click Download
in the Actions column.

After you download the whitelist and save it as a TXT file to your computer, you can open the
TXT file and view details about the whitelist.

7.1.2. Use the feature of UDP Reflection Attacks
Protection

If you want to use Anti-DDoS Pro or Anti-DDoS Premiumto protect your UDP service, we recommend
that you use the feature of UDP Reflection Attacks Protection. You can use this feature to configure
filtering policies with a few clicks. Then, Anti-DDoS Pro or Anti-DDoS Premium discards the UDP traffic
over specific ports based on the policies. This way, UDP reflection attacks are mitigated. This topic
describes how to use the feature.

Prerequisites

e An Anti-DDoS Pro or Anti-DDoS Premium instance that uses the Enhanced function plan is
purchased. For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.

The feature is available only for an Anti-DDoS Pro or Anti-DDoS Premium instance that uses the
Enhanced function plan. If you use an Anti-DDoS Pro or Anti-DDoS Premium instance that uses the
Standard function plan, you must upgrade your instance before you can use the feature. For more
information, see Upgrade an instance.

e A forwarding rule over UDP is created on the Port Config page. For more information, see Create
forwarding rules.

The feature takes effect only on UDP traffic. Therefore, you can enable the feature only after you
add your UDP service to Anti-DDoS Pro or Anti-DDoS Premium.

If you do not create a forwarding rule or create only forwarding rules over TCP on the Port Config
page, Anti-DDoS Pro or Anti-DDoS Premium discards all UDP traffic by default. In this situation, you do
not need to configure the feature.

Procedure

1.
2.
3.

4. Onthe Protection for Infrastructure tab, select the instance for which you want to configure
the feature fromthe list on the left.

You can search for the instance based on the instance ID or description.
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C, Enter an instance |D or remark.

ddoscoo- @

ddoscoo-

5. Inthe UDP Reflection Attacks Protection (For instance IP) section, click Change Settings.

) Notice The feature is available only for an Anti-DDoS Pro or Anti-DDoS Premium instance
that uses the Enhanced function plan. If you use an Anti-DDoS Pro or Anti-DDoS Premium
instance that uses the Standard function plan, click Upgrade to Enhanced to upgrade your
instance.

UDP Reflection Attacks Protection (For instance 1P)
Effective to UDP traffic only.
Quic

policies through Settings.

p popular UDP reflection attacks by One-Click Mitigation Policies. Please check and adjust the
Add or delete other reflection source ports in settings

Enabled 2 one-click mitigation policies. Enabled 2 custam mitigation policies Change Settings

6. Inthe UDP reflection attacks mitigation settings panel, configure filtering policies to specify
ports over which UDP reflection attacks may be launched.

Afterthe filtering policies are configured, Anti-DDoS Pro or Anti-DDoS Premium discards the UDP
traffic fromthe specified ports. If you configure forwarding rules over UDP for multiple UDP
services, the filtering policies take effect on all the UDP services.

UDP reflection attacks mitigation settings >

One-click mitigation policy

Attack types Protocol Reflection Souree Ports
QOTD Reflection Attacks uoe 17
CharGEN Reflection Attacks uoe 19
TFTP Reflection Attacks uop &0
Portmap Reflection Attacks uop 11
NTP Reflection Attacks uop 123
NetBIOS Reflection Attacks uop 137
SNMPy2 Reflection Attacks uoe 161
CLDAP Reflection Attacks uoe 80
OpenVPN Refiection Attacks uoe 1194
OpenVPN Refiection Attacks uoe 194
SSDP Reflection Attacks uop 1900
RDP Refiection Attacks uop 3380
Memcached Reflection Attacks uoe 12m
AlClear all

Custom mitigation policies
Attack types Protocol Reflection source ports list
Other UDP Reflection Attacks uoe

Custom policies do not support the same reflection source port

used in one-dlick mitigation policies
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You can use one of the following methods to configure filtering policies based on your business
requirements:

o One-click mitigation policy: Select policies fromthe list in the One-click mitigation policy
section. We recommend that you use this method.

A policy contains a common type of UDP reflection attack and the port over which the attack is
launched. We recommend that you select all policies in the list to mitigate UDP reflection attacks
that are launched over the ports.

o Custom mitigation policies: Inthe Reflection source ports list field of the Custom
mitigation policies section, enterthe ports over which you want Anti-DDoS Pro or Anti-DDoS
Premiumto discard the UDP traffic. The ports that you can enter must be within the range from0
to 65535. You can enter up to 20 ports. Separate multiple ports with commas (,).

You can use this method to configure filtering policies only for ports that are not in the list of
the One-click mitigation policy section.

7. Click OK.
Afterfiltering policies are configured, Anti-DDoS Pro or Anti-DDoS Premium discards the UDP traffic
over the ports that are specified in the filtering policies. This way, your UDP service is protected
against UDP reflection attacks. You can modify the filtering policies in the Anti-DDoS Pro or Anti-
DDoS Premium console based on your business requirements.

7.1.3. Configure diversion from the origin server

This topic describes how to configure the Diversion from Origin Server policy to block network traffic
transmitted from regions outside mainland China through China Telecom or China Unicom lines. Each
Alibaba Cloud account can enable this policy up to 10 times and disable it at any time.
Prerequisites

An Anti-DDoS Pro instance is available.

@ Note The Diversion from Origin Server policy is available only for Anti-DDoS Pro.

Context
@ Note

We recommend that you enable this policy if your Anti-DDoS Pro instance is under volumetric attacks
that are about to exceed the protection capability. For example, if 30% of the attacks are launched
from regions outside mainland China, you can use this policy to block these attacks in order to reduce
the stress on your Anti-DDoS Pro instance.

After the Diversion from Origin Server policy is enabled, the specified network traffic is dropped at the
data center. This minimizes the possibility of triggering a black hole. This way, you can protect your
China Telecom or China Unicom lines. A black hole is triggered based on the same rules as Diversion from
Origin Server, such as the volume of attacktraffic and attack source. Therefore, the Diversion from
Origin Server policy can minimize the possibility of triggering a black hole.

Procedure

1.
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2. Inthe top navigation bar, select Mainland China.
3.

4. Onthe Protection for Infrastructure tab, select the target instance fromthe list on the left
side.

@ Note You can also search for instances by instance ID or description.

5. Inthe Diversion from Origin Server section, performthe following operations as required.

Diversion from Origin Server

Block access from source IP

ck blocking by using bad service providers bas

on geolocation.When

you encounter a huge traffic

ceed the maximum prot

it is recommended that

u consider using
traffic suppression

Blocked Regions:China Telecom (International) Action Blocked Regions:China Unicom (International) Action View Blocked Region

You have 7 time(s) remaining to deactivate the blackhole state (10 time(s) in total)

o Block network traffic transmitted from regions outside mainland China through China Telecom
lines: Click Blocked next to Blocked Regions:China Telecom (International). Inthe Block
Flow dialog box, set Blocking Period and click Confirm.

@ Note The minimum blocking period is 15 minutes, and the maximum s 23 hours and 59
minut es.

Block Flow X

Blocked Regicon
Blacking Period

0 Hourls) O Minute(s)

Cancel

o Block network traffic transmitted from regions outside mainland China through China Unicom

lines: Click Blocked next to Blocked Regions:China Unicom (International). Inthe Block Flow
dialog box, set Blocking Period and click Confirm.

@ Note The minimum blocking period is 15 minutes, and the maximum s 23 hours and 59
minutes.
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Block Flow X

Blacked Region

International

Blacking Peried

0 Hourls) O Minuteis) @

Cancel

@ Note

m We recommend that you block network traffic transmitted from regions outside
mainland China through China Telecom lines. You also need to monitor the changes in
the volume of attacktraffic. If the volume of attacktraffic is about to exceed the
protection capability of yourinstance, block the network traffic transmitted from
regions outside mainland China through China Unicom lines.

m Each Alibaba Cloud account can enable this policy up to 10 times. Each time you
enable this policy, the remaining quota is reduced by one.

If you fail to enable this policy, an error message appears. Follow the instructions to
troubleshoot the error and try again. If no message appears, this policy is enabled.

6. (Optional)in the Diversion from Origin Server section, click View Blocked Region. In the Flow
Blocking for Source pane, you can view the blocked regions and the blocking periods.

Flow Blocking for Source X

You have 7 time(s) remaining to deactivate the blackhole state (10 time(s) in total)

Service Address ISP Blocked Region Status Blocking Period Deactivated Time Blocked Time
203, 45 China Telecom Qutside China MNormal -- -
203, 45 China Unicom (Beta) Qutside China Mormal - -

7. (Optional)unblock network traffic.

To unblock the network traffic that you have blocked before the blocking period expires, click
Deactivate Blackhole.

7.1.4. Configure blocked regions
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This topic describes how to configure and enable the Blocked Regions policy. T his policy allows you to
block requests to access Anti-DDoS Pro or Anti-DDoS Premium instances from IP addresses in specified
regions. Anti-DDoS Pro or Anti-DDoS Premium instances that use the Enhanced function plan support
this policy. After you enable this policy, requests to access Anti-DDoS Pro or Anti-DDoS Premium
instances fromthe specified regions are dropped.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance that uses the Enhanced feature plan is available. For
more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.

Context

The Blocked Regions policy drops the requests that are initiated from IP addresses of specific regions in
China and specific countries and regions outside China. This way, requests from regions where your
service is not involved are blocked. If all valid requests are initiated from regions inside China, you can
configure the Blocked Regions policy to block requests from only regions outside China.

@ Note This policy takes effect on Anti-DDoS Pro or Anti-DDoS Premium instances. You must
configure this policy for each Anti-DDoS Pro or Anti-DDoS Premium instance.

Blocked Regions and Diversion from Origin Server

The Blocked Regions policy blocks requests from specific regions in scrubbing centers. This policy drops
blocked requests near the destination servers. Anti-DDoS Pro or Anti-DDoS Premium instances identify
and filter requests based on the region of the source IP addresses. This policy cannot reduce the
volume of attacktraffic. Therefore, it is suitable for mitigating connection flood attacks.

The Diversion from Origin Server policy drops requests from specific regions based on the attack source
by using core routers on the network provided by an Internet Service Provider (ISP). For more
information, see Configure diversion from the origin server.

@ Note The Diversion from Origin Server policy is available only for Anti-DDoS Pro.

Blocked Regions and Blocked Regions (Domain Names)

The Blocked Regions policy configured for Anti-DDoS Pro or Anti-DDoS Premium instances has a higher
priority than the Blocked Regions (Domain Names) policy when both the policies are in effect.

For example, if you configure the Blocked Regions policy for an Anti-DDoS Pro or Anti-DDoS Premium
instance to block requests from regions outside China, users outside China cannot access domain names
associated with this instance even if the Blocked Regions (Domain Names) policy is configured to allow
access fromthese regions. If you want to block regions outside China for some services, we recommend
that you configure blocked regions for domain names rather than for Anti-DDoS Pro or Anti-DDoS
Premium instances. For more information, see Configure a location blacklist for a domain name.

Procedure
1.
2.
3.

4. Onthe Protection for Infrastructure tab, select the instance for which you want to configure
blocked regions fromthe list on the left side.
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@ Note You can searchforinstances based on instance IDs or descriptions.

5. Inthe Blocked Regions section, click Change Settings.
6. Inthe Configure Blocked Regions panel, select the regions that you want to block and click OK.

7. Go backto the Blocked Regions section and turn on Status to apply the settings.

7.1.5. Deactivate blackhole filtering

If a service protected by Anti-DDoS Pro is attacked and the bandwidth of attacktraffic exceeds the
basic or burstable protection threshold, blackhole filtering is triggered. In this case, you can manually
deactivate blackhole filtering in the Anti-DDoS Pro console to recover your service. We recommend that
you increase the basic or burstable protection capability before you deactivate blackhole filtering. T his
prevents blackhole filtering from being triggered again.

Prerequisites

An Anti-DDoS Pro instance is purchased.

@ Note Anti-DDoS Pro supports deactivation of blackhole filtering, but Anti-DDoS Premium
does not.

Context

Each Alibaba Cloud account can deactivate blackhole filtering up to five times per day. The count is
reset at 00:00:00 (UT C+8) the next day.

You consume a chance of deactivation only when you successfully deactivated blackhole filtering. The
first deactivation in a day immediately takes effect. The interval of two deactivation operations must
be greater than 10 minutes.

Procedure
1.

2. Inthe top navigation bar, select Mainland China.

You can switch the region to manage and configure Anti-DDoS Pro or Anti-DDoS Premium
instances. Make sure that you select the required region of Anti-DDoS Pro.

4. Onthe Protection for Infrastructure tab, select the Anti-DDoS Pro instance fromthe list on the
left.

You can also search for the instance by its ID or description.

5. Inthe Deactivate Blackhole Status section, deactivate blackhole filtering based on the instance
status.
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Deactivate Blackhole Status

@ MNormal Blackhole Expected Automatic Unblocking Time:--

¥ou have 5 time(s) remaining to deactivate the blackhaole state (5 time(s) in total)

o If the instance is in the Blackhole state, and you do not want to wait for blackhole filtering to
be automatically deactivated, click Deactivate Blackhole and wait for blackhole filtering to be
deactivated.

o If the instance is inthe Normal state, the Deactivate Blackhole button is dimmed.

The interval of two deactivation operations must be greater than 10 minutes.

Result

e Blackhole filtering is a risk management policy used by the backend servers of Alibaba Cloud. If your
request to deactivate blackhole filtering fails, your deactivation chance for the day is not deducted.
In this case, an error message appears. You can wait and try again later.

e [f the message "Cannot deactivate the black hole status due to risk management. Wait 10 minutes
and try again." appears, try again 10 minutes later.

e If no error message appears, blackhole filtering is deactivated. You can refresh the page to check
whether network access is restored.

Related information

e ModifyBlackholeStatus

7.1.6. Connectto an ECS instance for which

blackhole filtering is triggered

This topic describes how to connect to an ECS instance for which blackhole filtering is triggered from
another ECS instance that resides in the same region.

Context

If your ECS instance encounters a volumetric attack that triggers blackhole filtering, all Internet traffic
to the ECS instance is blocked. However, you can still access the ECS instance from Alibaba Cloud
services that are in the same region as this ECS instance.

Therefore, after blackhole filtering is triggered for an ECS instance, you can connect to it from another
ECS instance in the same region.
Procedure

1. Log onto anormal ECS instance that is in the same region as the ECS instance for which blackhole
filtering is triggered.
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@ Note These two ECS instances must be in the same VPC and be able to communicate
with each other. Make sure that communication is not blocked by security group rules. For more
information, see Overview.

2. Use atool orthe command line interface to connect to the ECS instance for which blackhole
filtering is triggered.
After the connection is successful, you can modify configuration files on this ECS instance or
transfer files to the normal ECS instance to which you log on.

7.2. Protection for website services
7.2.1. Use the intelligent protection feature

This topic describes how to use the intelligent protection feature provided by Anti-DDoS Pro and Anti-
DDoS Premiumto protect website services. The intelligent protection feature is developed based on
the big data technologies of Alibaba Cloud. The feature automatically learns traffic patterns and uses
algorithms to analyze attacks. Then, the feature apply accurate access control rules to adjust
protection modes and to detect and block attacks at the earliest opportunity. The attacks include
malicious bots and HTTP flood attacks.

Prerequisites

o A website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Add a website.
e Mitigation settings are enabled in the latest version of Anti-DDoS Pro or Anti-DDoS Premium.

Context

Afteryou add your website to Anti-DDoS Pro or Anti-DDoS Premium, the intelligent protection feature
is enabled by default. The intelligent protection engine automatically learns traffic patterns and
protects the website against web attacks by using accurate access control rules.

Configure a policy for the intelligent protection feature

1.
2.
3.

4. Onthe General Policies page, clickthe Protection for Website Services tab. Onthe tab that
appears, select a specific domain name fromthe list in the left side.

5. Inthe Intelligent Protection section, clickModify.

Intelligent Protection

Vhen traffic becomes abnormal, the er

ck abnormal request. These decisions are all based on t

Mormal and enabled by default.

o Protection Enabled Modify

6. Inthe Intelligent Protection dialog box, configure Mode and Level, and turn on Status.

o Mode: Set this parameter to Warning or Defense.

This feature supports the following protection modes:
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m Warning: In this mode, when Anti-DDoS Pro or Anti-DDoS Premium detects malicious requests,
Anti-DDoS Pro or Anti-DDoS Premium records the attacks but does not blockthe requests. You
can use this mode to learn how the feature safeguards your website.

You can use this mode and the Log Analysis feature to query warnings recorded by the feature
and verify the protection capabilities of the feature. For more information, see View attack

warning logs.

m Defense: Inthis mode, when Anti-DDoS Pro or Anti-DDoS Premium detects malicious requests,
Anti-DDoS Pro or Anti-DDoS Premium applies accurate access control rules to blockthe
malicious requests.

® Note

The feature uses accurate access control rules to trigger actions. To make

sure that the feature works as expected, you must enable Accurate Access Control. For
more information, see Configure accurate access control rules.

We recommend that you use the Warning mode and the Log Analysis feature to analyze the
attack logs. Forthis policy to take effect, enable the Defense mode only when the feature
works as expected.

o Level: Set this parameterto Low, Normal, or Strict.

Intelligent Protection

Status:

Maode 0

Lewvel o

@

S .
®) Warning Defense

Low (@ Normal Strict

If you enable the feature, you can select a value for Level based on your business requirements.
The following table describes the protection levels provided by the feature.

Level

Low

Normal
(recommended)

Strict

Effect

Blocks specific attacks and allows
normal requests.

Does not process requests in most
cases. When Anti-DDoS Pro or Anti-
DDoS Premium detects traffic that
poses athreat to the protected
website, Anti-DDoS Pro or Anti-DDoS
Premium protects the website and
minimizes the negative impacts on
the website.

Strictly and intelligently blocks
attacks. However, normal requests
may also be blocked.

Scenario

Large websites that have high
processing capabilities, and specific
scenarios such as sales promotions

Scenarios in which the number of
requests does not greatly fluctuate
and the servers have additional
resources other than managing
normal network traffic

Websites that do not have sufficient
processing or protection capabilities
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Afterthe feature is enabled, Anti-DDoS Pro or Anti-DDoS Premium automatically generates
accurate access control rules when Anti-DDoS Pro or Anti-DDoS Premium det ects malicious attacks.
You can view the rules in the Accurate Access Control section.

View accurate access control rules

1.
2.
3.

4. Onthe General Policies page, clickthe Protection for Website Services tab. Select the
required domain name fromthe list on the left side.

5. Inthe Accurate Access Control section, click Change Settings.

Accurate Access Control

Status () You have set 0 access control rules. Change Settings

6. Onthe Accurate Access Control page, view the rules that start with smartcc_.

Accurate access control rules created by Intelligent Protection start with smartcc_. Compared with
custom accurate access control rules, the accurate access control rules created by the feature
have the following characteristics:

o The action of a rule may be warning. In Warning mode, the action specified in an accurate access
control rule that is created by the feature is warning. In this case, Anti-DDoS Pro or Anti-DDoS
Premium records attacks but does not block attacks.

o Each rule has a validity period. After a rule expires, the rule becomes invalid and is automatically
deleted.

o Rules cannot be manually deleted. If you disable the feature, rules created by the feature are
immediately deleted.

View attack warning logs

Afterthe feature is enabled for your website, the Log Analysis feature records detected attacks that
trigger the accurate access control rules. You can query the attack warning logs that are associated
with the accurate access control rules on the Log Analysis page. T his allows you to checkthe
performance levels of the feature.

Prerequisites

e The Log Analysis feature is enabled for your website. For more information, see Overview.

e The intelligent protection feature is enabled for your website and is set to the Warning mode.
Queries

Log onto the Anti-DDoS Pro or Anti-DDoS Premium console and choose Investigation > Log
Analysis. On the page that appears, select a domain name and enter the following query statement to
view the attack warning logs related to the intelligent protection feature:
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@ Note Replace

aliyundoc.com

with the actual domain name of your website.

matched host:"aliyundoc.com" and cc_action:alarm

Modify the policy for the intelligent protection feature

In the following business scenarios, we recommend that you modify the policy for the intelligent
protection feature. This helps the feature learn traffic patterns to prevent false positives.

Scenario

Before you add your website to
Anti-DDoS Pro or Anti-DDoS
Premium, your website is
configured with common
throttling policies, or a large
number of clients frequently

Optimization method

. Onthe Protection for Website Services tab, click Modify in

the Intelligent Protection section.

In the Intelligent Protection dialog box, set Mode to Warning.

reconnect to your website at the

same time. Even if your website 3.
service is running normally, a

large number of 4xx or 5xx HTTP

status codes are returned.

After three days, set Mode to Defense.

1. Inthe left-side navigation pane, choose Mitigation Settings >
Custom Policies. On the page that appears, click Create Policy

You want to launch a promotion in the upper-left corner.

event or stress test on your 2
website, but the origin server of
the website returns a large
number of 4xx or 5xx HTTP status
codes.

. Inthe Create Policy dialog box, configure Policy Name and
Validity Period and click Confirm.

w

Find the created policy in the policy list and click Configure
Policy inthe Actions column.

4. Inthe panel that appears, select websites or IP addresses that you
want to protect.

7.2.2. Configure blacklists and whitelists for

domain names

This topic describes how to configure the Black Lists and White Lists (Domain Names) policy in Anti-DDoS
Pro or Anti-DDoS Premiumto protect website services. After you enable this policy, access requests
fromthe IP addresses or CIDR blocks in the blacklist are blocked, while access requests fromthe IP
addresses or CIDR blocks in the whitelist are allowed.

Prerequisites

A website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Add a website.

Context
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@ Note

Afteryou set up an Anti-DDoS Pro or Anti-DDoS Premium instance to protect website services, you can
add malicious IP addresses to the blacklist to block requests fromthem. You can add trusted IP
addresses to the whitelist. Requests received from whitelisted IP addresses are forwarded directly to
the website.

Precautions

e You can only enable the Black Lists and White Lists (Domain Names) policy for website services. You
can configure a blacklist or whitelist on the Protection for Infrastructure tab for non-website services.
For more information, see Configure the IP address blacklist and whitelist for an Anti-DDoS Pro or
Anti-DDoS Premium instance.

@ Note The Black Lists and White Lists (Destination IP) policy is available only for Anti-DDoS
Pro.

e The Black Lists and White Lists (Domain Names) policy only takes effect on a single domain name. It
does not take effect on an Anti-DDoS Pro or Anti-DDoS Premium instance.

e You can configure up to 200 IP addresses or CIDR blocks in a blacklist or whitelist for a domain name.

Procedure

1.
2.
3.

4. Onthe General Policies page, clickthe Protection for Website Services tab and select the
target domain name fromthe list on the left side.

5. Inthe Black Lists and White Lists (Domain Names) section, click Change Settings.

Black Lists and White Lists (Domain Names)

Status () You have created 3 blacklists and 0 whitelists. Change Settings

6. Inthe Blacklist and Whitelist Settings dialog box, configure the blacklist and whitelist and then
click OK.

o Onthe Blacklist tab, enter the malicious IP addresses or CIDR blocks that you want to block.

o Onthe Whitelist tab, enterthe IP addresses or CIDR blocks that you want to allow to pass
through.
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@ Note

m You can enter IP addresses or CIDR blocks. CIDR blocks must be in the format of IP
address/Subnet mask.

m You can add up to 200 IP addresses or CIDR blocks to a whitelist or blacklist. Separate
multiple IP addresses or CIDR blocks with commas ().

m You can add 0.0.0.0/0 to the blacklist to block requests from all IP addresses except
those added to the whitelist.

Blacklist and Whitelist Settings X

Blacklist Whitelist

P addresses in the blacklist will be blocked:

h. 12e2. 2325 5032

.:an:el

7. Go backto the Black Lists and White Lists (Domain Names) section and turn on Status to
apply the settings.

@ Note If you use an earlier version, you must enable HTTP flood prevention for the
blacklist and whitelist to take effect.

Result

Afterthe policy is enabled, the settings apply to each Anti-DDoS Pro or Anti-DDoS Premium instance
associated with domain names and take effect on access to the domain names immediately.

@ Note Insome situations, the Black Lists and White Lists (Domain Names) policy takes effect
only after your instance receives and processes certain inbound traffic. If the settings do not take
effect after the policy is enabled, you can access the domain names several times to initiate the
settings.

7.2.3. Configure a location blacklist for a domain
name

This topic describes how to configure a location blacklist for a website that is protected by an Anti-
DDoS Pro or Anti-DDoS Premium instance. After you enable the feature, you can add a locationto the
location blacklist to block requests from IP addresses that reside within the location with a few clicks.
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Context

You can configure the location blacklist in the following scenarios:

e If your website is available only for users in a location, you can add other locations to the location
blacklist after you add your website to Anti-DDoS Pro or Anti-DDoS Premium. For example, your
website is available only for users in China, and you can add locations outside China to the location
blacklist.

e [f your website experiences frequent DDoS attacks from a location, you can add the locationto the
location blacklist after you add your website to Anti-DDoS Pro or Anti-DDoS Premium.

Precautions

e This feature is supported only for websites. We recommend that you configure traffic blocking
policies on the Protection for Infrastructure tab to protect non-website services. For more
information, see Configure diversion from the origin server and Configure blocked regions. Only Anti-
DDoS Pro supports diversion fromthe origin server.

e You cannot configure location blacklists for multiple domain names at a time. If you want to
configure location blacklists for multiple domain names, you must separately configure a location
blacklist for each domain name.

e This feature identifies and filters only requests whose originating IP addresses reside in the blocked
locations. This feature cannot reduce the volume of attack traffic.

Prerequisites

A website is added to Anti-DDoS Pro or Anti-DDoS Premium and is associated with an instance that uses
the Enhanced function plan. For more information, see Add a website.

Procedure
1.
2
3.
4. Onthe General Policies page, clickthe Protection for Website Services tab. In the left-side list
of domain names, select a domain name.

b

Inthe Location Blacklist (Domain Names) section, click Change Settings.

6. Inthe Configure Location Blacklist panel, select the locations that you want to block and click
OK.

7. Go backto the Location Blacklist (Domain Names) section and turn on Status to apply the
configuration.

Result

Afterthe feature is enabled, the configuration takes effect immediately on all Anti-DDoS Pro or Anti-
DDoS Premium instances that are associated with the specified domain name.

7.2.4. Configure accurate access control rules

> Document Version: 20220629 215


https://www.alibabacloud.com/help/doc-detail/95507.htm#task799
https://www.alibabacloud.com/help/doc-detail/144169.htm#task-2340855
https://www.alibabacloud.com/help/doc-detail/143347.htm#task-2325689

Anti-DDoS Pro & Premium User Guid

. . Anti-DDoS
e-Protection settings

Both Anti-DDoS Pro and Anti-DDoS Premium allow you to create accurate access control rules for
website services that they protect. After you enable Accurate Access Control, you can customize
access control rules. These rules allow you to filter access requests based on commonly used HTTP
fields, such as IP, URI, Referer, User-Agent, and Params. You can allow, block, or verify requests that
match the rules. Accurate Access Control supports custom rules for different scenarios, such as hotlink
protection and protection of the website management system.

Prerequisites

e The domain name of your website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more
information, see Add a website.

e Protection settings are enabled in Anti-DDoS Pro or Anti-DDoS Premium.

Context

Afteryou add your website service to Anti-DDoS Pro or Anti-DDoS Premium, you can enable Accurate
Access Control and create accurate access control rules to manage requests that have specific
characteristics. Each accurate access control rule consists of one or more conditions and one action.

e Conditions specify the HTTP fields, logic operators, and field values to be matched. The following
table describes the HTTP fields supported by accurate access control rules.

@ Note Different HTTP fields support different logical operators. For example, the source IP
field supports the Is Part Of and Is Not Part Of logical operators. The URIfield supports the
Contains and Does Not Contain logical operators. For more information, see the Logical operator
column in the following table.

Field Field description Supported logical operator
IP The source IP address of the request. Is Part Of and Is Not Part Of
Contains, Does Not Contain, Equals,
URI The request URL Does Not Equal, Is Shorter Than, Has a
Length Of, and Is Longer Than
. . . Contains, Does Not Contain, Equals,
The information about the client
User-Agent Does Not Equal, Is Shorter Than, Has a
browser that sends the request.
Length Of, and Is Longer Than
Contains, Does Not Contain, Equals,
. L Does Not Equal, Is Shorter Than, Has a
Cookie The cookie in the request.
a Length Of, Is Longer Than, and Does
Not Exist
Contains, Does Not Contain, Equals,
The source URL of the request, that is, q
. Does Not Equal, Is Shorter Than, Has a
Referer the page from which the access request

Content-Type

is redirected.

The HTTP content type of the response
specified by the request, that is, MIME
type information.

Length Of, Is Longer Than, and Does
Not Exist

Contains, Does Not Contain, Equals,
Does Not Equal, Is Shorter Than, Has a
Length Of, and Is Longer Than
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Field

X-Forwarded-For

Content-Length

Post-Body

Http-Method

Header

Params

Field description

The actual client IP address of the
request.

The number of bytes in the request
body.

The content of the request.

The request method. Valid values: GET,
POST, DELETE, PUT, OPTIONS, CONNECT,
HEAD, and TRACE.

The request header that is used to
customize the HTTP header fields and
values.

The parameters in the request URI. The
parameters follows a question mark (

? )inthe URIL For example, the URI ex
ample.aliyundoc.com/index.html? a
ction=login contains a parameter

action=login

Supported logical operator

Contains, Does Not Contain, Equals,
Does Not Equal, Is Shorter Than, Has a
Length Of, Is Longer Than, and Does
Not Exist

Value Less Than, Value Equals, and
Value More Than

Contains, Does Not Contain, Equals, and
Does Not Equal

Equals and Does Not Equal

Contains, Does Not Contain, Equals,
Does Not Equal, Is Shorter Than, Has a
Length Of, Is Longer Than, and Does
Not Exist

Contains, Does Not Contain, Equals,
Does Not Equal, Is Shorter Than, Has a
Length Of, and Is Longer Than

e An action defines how a request is handled when it meets the conditions. Supported actions are
Clear, Blocked, and JS Challenge. The JS Challenge action verifies source IP addresses by using

JavaScript plug-ins.

Limits

The following table describes the limits on Accurate Access Control based on the function plan of an
Anti-DDoS Pro or Anti-DDoS Premium instance.

Limit

Number of custom rules

Supported match fields

Procedure
1.
2.
3.

Standard function plan

<5

IP, URI, Referer, and User-Agent

Enhanced function plan
<10

All fields that support matching

4. Onthe General Policies page, clickthe Protection for Website Services tab. Select the
required domain name fromthe list on the left side.

5. Inthe Accurate Access Control section, click Change Settings.
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Accurate Access Control

Add a combination of conditions to a policy as the protection policy for

common HTTP fields.

Status () ‘fou have set 0 access contrel rules, Change Settings

6. Create an accurate access control rule for the domain name.

| Damain: com | O Back
Accurate Access Control Currently, 2 custom rules have besn created. You can create & more rules.
Name Match Condition Action Expire Time Actions
Request URI Equals /Login
test_rule1 J5 Challenge 03/05/2020, 16:45:08 Edit Delete
Request User-Agent Contains chroms
test_rule2 RequestIP ls Part OF 1. .1 Blocked Permanent Edit Delete

o Create arule

a. ClickCreate Rule.

@ Note If the number of custom rules reaches the upper limit, the Create Rule
button is not displayed.

b. Inthe Create Rule dialog box, specify the required parameters and click OK.

Create Rule x
* Name test_rule
* Mateh Fisld Name Logical Relation Field Value (@)
Conditions
URI v Equals v flagin Remaove
User-Agent ™ Containg ™ chrome Remaove

+ Add Condition

* Action IS Challenge

* Validity 120 Minutes

Parameter Description

Name The name of the rule. The name can be up to 128 characters in

length and can contain letters, digits, and underscores ().
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Parameter

Match Conditions

Action

Validity

Description

The match condition of the rule. To add match conditions for a
rule, click Add Condition. Each condition consists of Field Name,
Logical Relation, and Field Value.

m Specify Field Name and Logical Relation based on the
Supported match fields.

= Specify Field Value based on Field Name. Field Value is case
sensitive. This filed does not support regular expressions, but
can be left empty.

You can add multiple match conditions. If multiple conditions are
specified, a request matches the rule only when all the conditions
are met.

The operation that is performed when a request meets the match
conditions. Valid values:

= Blocked: Requests that meet match conditions are blocked.
m (Clear: Requests that meet match conditions are allowed.

m |S Challenge: Source IP addresses of requests that meet the
match conditions are verified by using JavaScript plug-ins.

The validity period of the rule. You can set this parameter to 5
Minutes, 10 Minutes, 30 Minutes, 60 Minutes, 90 Minutes, 120
Minutes, or Permanent.

In this example, if a request is sent to a page that contains /1ogin and the User-Agent

field of the request contains

chrome ,the source IP address is verified. The rule remains

valid 120 minutes after it is created.

You can create multiple rules as required.

@ Note

m [f you create multiple rules, the priority of a rule depends onits rankin the rule
list. The higher the rank, the higher the priority. The system matches a request
against rules in sequence based on their priorities. The higher the rule priority, the
earlier the rule is matched.

m [f arequest meets match conditions of multiple rules, the action of the rule with
the highest priority takes effect.

Examples:
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m Block specific requests.

In most cases, the root directory of a website does not receive POST requests. If an HTTP
flood attack occurs, your website may receive a large number of POST requests that access
the root directory. We recommend that you check whether these requests are normal. If these
requests are suspicious, you can use accurate access control rules to blockthem. The
following figure shows the example configuration.

Create Rule b 4

m Blockweb crawlers.

If your website receives a large number of crawler requests within a period of time, an HTTP
flood attack may be initiated from bots that simulate crawlers. You can use accurate access
control rules to block these requests. The following figure shows the example configuration.

Create Rule X

n Cance!

o Edit arule.
a. Inthe rule list, find the rule that you want to edit and click Edit in the Actions column.

b. Inthe Edit Rule dialog box, modify the rule settings and click OK. Configure the rule settings
the same way as you create a rule. You cannot change the value of Name.

o Delete arule.
a. Inthe rule list, find the rule that you want to delete and click Delete in the Actions column.

b. Inthe message that appears, click OK.

7. Go backto the Accurate Access Control section and turn on Status to apply the rules.
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7.2.5. Configure frequency control

Both Anti-DDoS Pro and Anti-DDoS Premium allow you to configure the Frequency Control policy for
protected website services. You can use this policy to control the frequency of requests sent to your
website from specific IP addresses. Frequency Control takes effect immediately after it is enabled. By
default, the Normal mode is used to protect website services against common HTTP flood attacks.
Frequency Control supports multiple modes for different scenarios. You can also create custom
frequency control rules to prevent a specific IP address from frequently visiting a page in a short period
of time.

Prerequisites

e A website is added to Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Add a website.
e Protection settings in Anti-DDoS Pro or Anti-DDoS Premium of the latest version are enabled.

Context

@ Note

Afteryou set up an Anti-DDoS Pro or Anti-DDoS Premium instance to protect your website service, you
can enable Frequency Controlto protect the website against HTTP flood attacks. Frequency Control
supports multiple modes and allows you to adjust the mode in real time based on the traffic status of
the website.

e Normal: We recommend that you use this mode if the website traffic is normal. By default, this mode
is used. In this mode, Frequency Control protects websites against common HTTP flood attacks but
does not block normal requests.

e Emergency: You can enable this mode when you detect HTTP response errors, traffic anomalies, or
CPU and memory usage spikes. The Emergency mode provides relatively rigorous protection
compared to the Normal mode. In this mode, Frequency Control protects websites against more
complicated HTTP flood attacks but may block a few normal requests.

e Strict: This mode provides rigorous protection. It uses Completely Automated Public Turing test to
tell Computers and Humans Apart (CAPTCHA) to verify the identities of all visitors. Only verified
visitors are allowed to access the website.

@ Note The CAPTCHA verification mechanism of this mode allows the requests that are
initiated by real users from browsers. However, if the protected website provides API or native
application services, requests to the website cannot pass the verification and will fail to access
the services provided by the website.

e Super Strict: This mode provides the most rigorous protection against HTTP flood attacks. It uses
CAPTCHA to verify the identities of all visitors. Only verified visitors are allowed to access the website.
Compared to the Strict mode, this mode combines CAPT CHA verification with anti-debugging and
anti-machine verification technologies to enhance the protection of your website.
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@ Note The CAPTCHA verification mechanism of this mode allows the requests that are
initiated by real users from browsers. Exceptions may occur in some browsers and cause the
website to be inaccessible. In this case, you can restart the browser and revisit the website.
However, if the protected website provides APl or native application services, requests to the
website cannot pass the verification and will fail to access the services provided by the website.

In addition to the protection modes, Frequency Control also allows you to create custom rules to block
attacks more precisely. You can create a customrule to protect a specific URL. After a customrule is
created, the specified IP address cannot frequently access the URL in a short period of time.

Configure a frequency control mode

1.

2
3.
4

. Onthe General Policies page, clickthe Protection for Website Services tab. Onthe tab that
appears, select the target domain name fromthe list on the left side.

Inthe Frequency Control section, set Preset Mode as required and turn on Status. Supported
modes include Normal, Emergency, Strict, and Super Strict.

Frequency Control

Control access from source IP address by using the frequency

Status ()

Preset Mode @) @ MNormal Emergency Strict Super Strict

Custom Rule () Currently, you have created 0 rules. Change Settings

Create a custom frequency control rule

1.
2.
3.

4. Onthe General Policies page, clickthe Protection for Website Services tab. Onthe tab that

appears, select the target domain name fromthe list on the left side.

5. Inthe Frequency Control section, turn on Custom Rule and then click Change Settings.
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Frequency Control

Control access from source IP address by using the frequency

Status (:1

Preset Mode @) @ Mormal () Emergency () Strict () Super Strict

Custom Rule () Currently, you have created 0 rules. Change Settings

6. Create a frequency control rule for a domain name.

| Domain: com | O Back

Custom HTTP Flood Protection Rules Currently, 1 rules have been created, You can create 19 more rules. Create Rule

MName Protectad URI Interval Individual IP Vigits Matching Rule Black Type Black Duration Actions

test_rulel fabe 5 Seconds 2 Exact Match Block 1 Minutes Edit Delete

Total tems: 1, ltems per Page 10 D

o Create arule

a. ClickCreate Rule.

@ Note A maximum of 20 rules can be created. If the number of rules reaches the

upper limit, the Create Rule button is dimmed.

b. Inthe Create Rule dialog box, specify the required parameters and then click OK.
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Create Rule X

" Name: Ente a of 128 acte at ¢ e ber
" URI: For example: /abc/a.php
* Matching Rule @) Exact Mateh Prefix Match
* Interval; g Seconds
* Individyal IP 2 Requests
Visits:
" Block Type: ® Block Capicha Verification

1 Minutes

Cancel

Configuration Description
Name The name of this rule.

The URI path to be protected. For example, /register. The path can
URI contain parameters connected by “?” . For example, you can use /user?
action=login.

= Exact Match: The request URI must be exactly the same as the
configured URI here to get counted.

Matching rule = URI Path Match: When the request URI starts with the URI value
configured here, the request is counted. For example, /register.html s
counted if you use /register as the URL.

The cycle for calculating the number of visits. It works in sync with Visits

Interval -

from one single IP address.
Visits from a The number of visits allowed from a single source IP address to the URL
single IP address during the Interval.

The action to be performed after the condition is met. The operations
can be Block or Human-Machine Identification.
® Block: blocks accesses from the client after the condition is met.

Blocking type
® Man-Machine Identification: accesses the client with redirection

after the condition is met. Only the verified requests are forwarded to
the origin.

You can create multiple rules as required.
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o Edit arule
a. Inthe rule list, find the target rule and click Edit in the Actions column.

b. Inthe Edit Rule dialog box, modify the settings and click OK. Specify the parameters in the
same way you create a rule. However, you cannot change Name and URI.

o Delete arule
a. Inthe rule list, find the target rule and click Delete in the Actions column.
b. Inthe message that appears, click OK.

7. Go backto the Frequency Control section and turn on Status to apply the rule.

Best practices

The protection intensities provided by different protection modes are listed in descending order: Super
Strict > Strict > Emergency > Normal. The probabilities of false positives when you use these protection
modes are listed in descending order: Super Strict > Strict > Emergency > Normal.

In normal situations, we recommend that you use the Normal mode for your protected website. In this
mode, Frequency Control only blocks IP addresses that frequently send requests to your website. We
recommend that you use the Emergency or Strict mode when your website is overwhelmed by HTTP
flood attacks and the Normal mode fails to protect your website.

If your website provides APl or native application services and the Strict or Super Strict mode is enabled,
requests to the website cannot pass the verification. Therefore, these two modes are not suitable to
protect this kind of website. You must create custom rules to protect specific URLs fromHTTP flood
attacks.

7.2.6. Configure the global mitigation policy

Anti-DDoS Pro or Anti-DDoS Premium provides the built-in global mitigation policy for websites that are
added to Anti-DDoS Pro or Anti-DDoS Premium. T he global mitigation policy supports three modes that
are classified based on the intensity of traffic scrubbing. The policy helps you respond to volumetric
attacks at the earliest opportunity. This topic describes how to configure the global mitigation policy.
Prerequisites

e An Anti-DDoS Pro instance or an Anti-DDoS Premium instance of the Insurance, Unlimited, or Secure
Mainland China Acceleration (Sec-MCA) mitigation plan is purchased.

For more information, see Purchase an Anti-DDoS Pro or Anti-DDoS Premium instance.
e The website that you want to protect is added to the instance on the Website Config page.

For more information, see Add a website.

Context

The global mitigation policy contains general protection rules that are accumulated when Anti-DDoS
Pro or Anti-DDoS Premium handles common threats. After you enable the global mitigation policy, you
can apply the general protection rules to the websites that are added to your instance. T his reduces
the risks that are caused by attacks on your websites.

You can separately enable the global mitigation policy for the domain name of each protected
website. The global mitigation policy supports the following modes: Normal, Low, and Strict.
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If you add a website to your instance on or after November 24, 2021, the global mitigation policy is
automatically enabled for the domain name of the website and is in Normal mode. You can change the
mode of the global mitigation policy based on your business requirements.

e If you require stronger traffic scrubbing capabilities to improve mitigation performance, we
recommend that you use the Strict mode.

) Notice To prevent negative impacts of mode adjustment on your business, we recommend
that you submit a or contact customer service in the DingT alk group before you use the Strict
mode.

e If you do not have high requirements for traffic scrubbing, we recommend that you use the Low
mode. For example, you can use the Low mode during large-scale promotional events.

P Notice If you added a website to your instance before November 24, 2021, the global
mitigation policy is disabled for the domain name of the website. We recommend that you enable
the global mitigation policy for the domain name.

Procedure
1.

2
3.
4. Clickthe Protection for Website Services tab. Onthe tab that appears, select a domain name

fromthe list in the left side.

The domain name list displays the domain names of the websites that are added to yourinstance.
If the domain name list does not display the domain name of your website, add the website to
your instance. For more information, see Add a website.

5. Inthe Global Mitigation Policy section, configure the parameters for the policy.
You can configure the following parameters for the policy:

o Status: You canturn on or off the switch to enable or disable the global mitigation policy. We
recommend that you turn on the switch.

o Mode: The Low, Normal, and Strict modes are supported. The following table describes the
modes.

Mode Effect Scenario

. This mode is suitable for large
Blocks specific known attacks and . .
Low websites that have strong processing
allows normal requests.

capabilities.

Blocks attacks that are disclosed on This mode is suitable for scenarios in

the Internet but are not recorded in which the number of requests does
Normal . . . . .

the historical traffic of your website. not greatly fluctuate and the business
(recommended) ) . .

This mode has low impacts on attributes and user sources are

business. stable.
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Mode Effect Scenario
. This mode is suitable for websites
. Strictly blocks attacks. Normal . .
Strict that do not have sufficient processing

requests may also be blocked. capabilities.

7.3. Protection for non-website

services
7.3.1. Configure intelligent protection

By default, the intelligent protection feature is enabled. This feature uses algorithms to learn hist orical
traffic patterns of protected services and adjusts traffic scrubbing policies at Layer 4 to better
safeguard the services. After your services are protected by Anti-DDoS Pro or Anti-DDoS Premium,
intelligent protection of the normal level is enabled by default. If the normal-level protection cannot
meet your requirements, you can set the level to Low or Strict as required.

Prerequisites

An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see Purchase an
Anti-DDoS Pro or Anti-DDoS Premium instance.

Context

@ Note

To protect your services against Layer 4 DDoS attacks, both Anti-DDoS Pro and Anti-DDoS Premium
support the low, normal, and strict levels of intelligent protection. These levels are provided based on
historical traffic patterns of services and technical experience of Alibaba Cloud security experts. By
default, intelligent protection is enabled, and the protection level is set to Normal. You can change the
level as required.

Intelligent protection works based on historical traffic patterns. Iif you use an Anti-DDoS Pro or Anti-
DDoS Premium instance to protect your services for the first time, it takes about three days for Anti-
DDoS Pro or Anti-DDoS Premiumto learn the traffic patterns and provide optimal protection.

Intelligent protection algorithms automatically add malicious IP addresses to a blacklist and block all
requests from these IP addresses within a specific time period. You can view, add, and remove IP
addresses in the blacklist. You can also add IP addresses to a whitelist. T his ensures that requests from
these IP addresses are allowed. For more information, see Configure the IP address blacklist and whitelist for
an Anti-DDoS Pro or Anti-DDoS Premium instance.

Procedure
1.
2.
3.

4. Onthe General Policies page, clickthe Protection for Non-website Services tab and select
the target instance fromthe Select Instance drop-down list.
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5.

6.

Inthe Intelligent protection section, click Modify.

Pratection for Infrastructure Protection for Website Services Protection for Non-website Sennces

Selact Instance 203 cr s e

Layer-3 Al-powerad intelligent protechor e intefigent analysis

Intelligent protection = l A
_-—'—"/

[
@ Prccon b

Inthe Intelligent protection dialog box, set Level as required and then click OK.

Intelligent protection X
™\
Statu (./'
Level ) Low (® Norma Strict

m Can:c.

Description of protection levels:

o Low: Intelligent protection automatically scrubs traffic from malicious IP addresses. It may not
block all Layer 4 volumetric attacks but achieves a low false positive rate.

o Normal: Intelligent protection automatically scrubs traffic from malicious and suspicious IP
addresses. This is the default level. Intelligent protection defends against DDoS attacks while
maintains a low false positive rate at this level. We recommend that you use this level in common
scenarios.

o Strict: Intelligent protection provides the strongest protection against DDoS attacks but may
cause false positives.

Afterthe protection level is changed, the Anti-DDoS Pro or Anti-DDoS Premium instance protects
services based on the configured level.

7.3.2. Create an anti-DDoS protection policy

This topic describes how to create anti-DDoS protection policies. Both Anti-DDoS Pro and Anti-DDoS
Premium allow you to create the following anti-DDoS protection policies to protect non-website
services against Layer 4 DDoS attacks: False Source, Empty Connection, Speed Limit for Source, and
Speed Limit for Destination. You can create an anti-DDoS protection policy for a specific port
forwarding rule. This is applicable after you create port forwarding rules for an Anti-DDoS Pro or Anti-
DDoS Premium instance and associate a non-website service with the instance. You can also create anti-
DDoS protection policies for multiple port forwarding rules at a time.

Prerequisites

A port forwarding rule for a non-website service is configured on the Port Config page. For more
information, see Create forwarding rules.
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Context
@ Note

For non-website services, anti-DDoS protection policies are configured based on IP addresses and ports.
To mitigate connection-oriented DDoS attacks, you can set the request rate, packet length, and other
parameters as required. Anti-DDoS protection settings only apply to ports.

Both Anti-DDoS Pro and Anti-DDoS Premium allow you to create the following types of anti-DDoS
protection policies for non-website services:

e False Source: verifies and filters DDoS attacks initiated fromforged IP addresses.

e Speed Limit for Destination: The data transfer rate of the port that exceeds the maximum visit
frequency is limited based on the IP address and port of your Anti-DDoS Pro or Anti-DDoS Premium
instance. The data transfer rates of other ports are not limited.

e Packet Length Limit: specifies the minimum and maximum lengths of packets that are allowed to pass
through. Packets with invalid lengths are dropped.

e Speed Limit for Source: The data transfer rate of a source IP address that exceeds the maximum visit
frequency is limited based on the IP address and port of your Anti-DDoS Pro or Anti-DDoS Premium
instance. The data transfer rates of other source IP addresses are not limited. This policy also
supports the IP address blacklist policy. An IP address from which access requests exceed the
maximum visit frequency five times within 60 seconds can be added to a blacklist. You can also
specify the blocking period.

Create an anti-DDoS protection policy

The following procedure shows how to create an anti-DDoS protection policy for a specific port
forwarding rule. You can also create anti-DDoS protection policies for multiple port forwarding rules at
atime. For more information, see Create anti-DDoS protection policies for multiple port forwarding rules
at atime.

1.
2.
3.

4. Onthe General Policies page, clickthe Protection for Non-website Services tab. Onthe tab
that appears, select the target instance fromthe Select Instance drop-down list.

5. Select the forwarding rule for which you want to create a policy fromthe list on the left side.
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Protection Policies  The new version of the pratection steategy it open, welcome to experience  Details> > Product Updates Buy Instance EE

Protection for Infrastructure

Protection for Website Services Protection for Non-website Services

Salect Instancs | 203 132

Intelligent protection

@) Protection Enabled Medify

Forwarding Port: 80

Origin Server Port: 60 Forwarding

Protocok: tep

Farwarding Port: 443

Crigin Server Porti 443 Forwarding

Protocol: tep

- Mﬁ
ck CC attacks of the SYN
5 ¥
the number of baseline -DDoS Pro IP address. It
-
s, The Protection mode is set to Normal and enabled by default, ) a b L J
= |

. =

3 \ E

- .

False Source Speed Limit for Destination

san DDoS attacks from fake IP addresses

False Source () Empty Connection ) :_’

Destination New Connection Rate Limit 100000 Destination

. Change Settings
Concurrent Connection Rate Limit: Disabled = =

Forwarding Port: 234

Protocol: tep

Origin Server Port: 456 Forwarding

Packet Length Limit Speed Limit for Source

Forwarding Port: 345

Origin Server Port: 222 Forwarding

Pratocol: tep

The length of the packetexceeds 8 - 6000  specified byte

range, the packet will be dropped

Change Settings

Change Settings

6. Configure settings inthe False Source, Speed Limit for Destination, Packet Length Limit, and
Speed Limit for Source sections.

o False Source: Inthe False Source section, turn on or off False Source orEmpty

Connection.

Parameter

False Source

Description

Turn on this switch to block requests from forged IP addresses. After
you turn on the switch, Anti-DDoS Pro or Anti-DDoS Premium
automatically filters requests initiated from forged IP addresses.

@ Note This policy only applies to TCP rules.

Turn on this switch to block requests that attempt to establish null
sessions. After you turn on the switch, Anti-DDoS Pro or Anti-DDoS
Premium automatically filters requests that attempt to establish null
sessions.

Empty Connection

@ Note This policy only applies to TCP rules. To enable this
policy, you must first enable the False Source policy.

o Speed Limit for Destination: Inthe Speed Limit for Destination section, click Change
Settings. Inthe Change Settings dialog box, specify the required parameters and then click

OK.
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Change Settings X

* Destination New () 100000

Connection Rate Limit )

~
* Destination Congurrent (_J 1000

Connection Rate Limit:

carce'

Parameter Description

This parameter specifies the maximum number of new connections
per second that can be established on an Anti-DDoS Pro or Anti-DDoS
Premium port. The value ranges from 100 to 100000. Requests sent

to the port after the upper limit is reached are dropped.
Destination New

Connection Rate Limit
@ Note The limit on new connections may be slightly

different from actual scenarios because scrubbing nodes are
deployed in clusters.

This parameter specifies the maximum number of concurrent
connections that can be established on an Anti-DDoS Pro or Anti-
DDoS Premium port. The value ranges from 1000 to 1000000.
Requests sent to the port after the upper limit is reached are
dropped.

Destination Concurrent
Connection Rate Limit

o Packet Length Limit: Inthe Packet Length Limit section, click Change Settings. Inthe
Change Settings dialog box, set the minimum and maximum lengths of the payload contained
in a packet and then click OK. The value ranges from 0 to 6000. Unit: bytes.

Change Settings x

* Packet Length & s 6000 Byte

Lirnit:

oK Cancel

o Speed Limit for Source: Inthe Speed Limit for Source section, clickChange Settings. In
the Configure Speed Limit for Source pane, specify the required parameters and then click
OK.
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Configure Speed Limit for Source

* Source New Connection

Rate Limit i)

* Source Concurrent

Connection Rate Limit:

* PPS Limit for Source

* Bandwadth Limit for

Source

Parameter

® Automatic () Manual () Close

When the number of new connections reaches . the

speed is limited.

When the number of new connactions from a source client exceeds
the threshold frve times within one minute, the [P address of the source

client is added to the blacklist.

»

»
»

oK Cancel

Description
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Parameter Description

This parameter specifies the maximum number of new connections
per second that can be initiated from a single IP address. The value
ranges from 1 to 50000. Requests initiated from the IP address after
the upper limit is reached are dropped. This policy supports
Automatic and Manual modes.

= |f you select Automatic, Anti-DDoS Pro or Anti-DDoS Premium
dynamically calculates the maximum number of new connections
per second that can be initiated from a single source IP address.

® |f you select Manual, you need to manually specify the maximum
number of new connections per second that can be initiated from
a single source IP address.

@ Note The limit on new connections may be slightly
different from actual scenarios because scrubbing nodes are
deployed in clusters.

Source New Connection
Rate Limit

Blacklist policy

= [f you select the When the number of new connections from
a source client exceeds the threshold five times within one
minute, the IP address of the source client is added to the
blacklist. check box, all requests from IP addresses in the blacklist
are dropped.

®m To enable the blacklist policy, you must set Validity Period for
Blacklist. The value ranges from 1 to 10080. The default value is
30. Unit: minutes. An IP address added to a blacklist is removed
from the blacklist when the validity period ends.

This parameter specifies the maximum number of concurrent
connections that can be initiated from a single IP address. The value
ranges from 1 to 50000. Requests initiated from the IP address after
the upper limit is reached are dropped.

Blacklist policy

® [f you select the When the number of concurrent connections
from a source client exceeds the threshold five times
within one minute, the IP address of the source client is
Source Concurrent added to the blacklist. check box, all requests from IP
Connection Rate Limit addresses in the blacklist are dropped.

® To enable the blacklist policy, you must set Validity Period for
Blacklist. The value ranges from 1 to 10080. The default value is
30. Unit: minutes. An IP address added to a blacklist is removed
from the blacklist when the validity period ends.
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Parameter Description

This parameter specifies the maximum number of packets per second
that can be allowed from a single IP address. The value ranges from

1 to 100000. Unit: packet/s. Packets initiated from the IP address
after the upper limit is reached are dropped.

Blacklist policy

= [f you select the When the source packets per second (PPS)
of a source client exceeds the threshold five times within
one minute, the IP address of the source client is added to
the blacklist. check box, all requests from IP addresses in the
blacklist are dropped.

PPS Limit for Source

®m To enable the blacklist policy, you must set Validity Period for
Blacklist. The value ranges from 1 to 10080. The default value is
30. Unit: minutes. An IP address added to a blacklist is removed
from the blacklist when the validity period ends.

This parameter specifies the maximum bandwidth of a single IP
address. The value ranges from 1024 to 268435456. Unit: bytes/s.

Blacklist policy

m [f you select the When the source bandwidth of a source
client exceeds the threshold five times within one minute,
Bandwidth Limit for the IP address of the source client is added to the
Source blacklist. check box, all requests from IP addresses in the blacklist
are dropped.

® To enable the blacklist policy, you must set Validity Period for
Blacklist. The value ranges from 1 to 10080. The default value is
30. Unit: minutes. An IP address added to a blacklist is removed
from the blacklist when the validity period ends.

Create anti-DDoS protection policies for multiple port forwarding
rules at a time

1.

2.

3.

4. Onthe Port Config page, select the target instance, click Batch Operations below the rule list,
and select Create Anti-DDoS Protection Policy.
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203, 188 0 ddoscoo- | hd Forwarding Port Enter the forwarding Port Q

D Forwarding Protocol Forwarding Port Origin Server Port Forwarding Mode Origin Server IP Session Persistence
T @ 80 80 - -
@ 443 443 - -
D TCP 2081 20 Round-robin 39, 96 Disabled Change
Batch Operations A Batch Export W
Create Rule
Edit Rule

Create Session Persistence/Health Check Settings

Create Anti-DDoS Protection Policy

5. Inthe Create Anti-DDoS Protection Policy dialog box, follow the required formats to enter the
content of anti-DDoS protection policies and then click Create.

Create Anti-DDoS5 Protection Policy b4

Sample File:

ddascoo.layerd add_ddosHtml

Create Cancel

The following section describes the formats of anti-DDoS protection policies.

@ Note Youcanalso export anti-DDoS protection policies to a TXT file, modify the
content inthe TXT file, and then copy and paste the modified content to the target fields.
The formats of anti-DDoS protection policies in the exported file must be the same as those of

the policies that you want to create. For more information, see Export multiple port
configurations.

o Enter one policy in each row.

o Each anti-DDoS protection policy must contain the following fields from left to right: forwarding
port, forwarding protocol, source new connection rate limit, source concurrent connection rate
limit, destination new connection rate limit, destination concurrent connection rate limit,
minimum packet length, maximum packet length, false source status, and empty connection
status. The forwarding protocol can be TCP or UDP. For more information about the fields and
valid values, see Parameters and descriptions of anti-DDoS protection policies. Fields are
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separated with spaces.
o The forwarding port must be a port specified in a forwarding rule.

o The valid values of both False Source and Empty Connection are on and off. If any of these
parameters is not set, the switch is turned off.

7.3.3. Configure the speed limit for source IP
addresses

This topic describes how to configure and use the Speed Limit for Source policy. This policy allows you
to set the maximum visit frequency and traffic volume from specific source IP addresses. If this policy is
enabled, Anti-DDoS Pro or Anti-DDoS Premium adds IP addresses that exceed the maximum visit
frequency or traffic volume to the blacklist or limits the data transfer rates fromthe IP addresses. After
a source IP address is added to a blacklist, all requests from this IP address are dropped.

Prerequisites

A port forwarding rule for a non-website service is configured on the Port Config page. For more
information, see Create forwarding rules.

Context

Both Anti-DDoS Pro and Anti-DDoS Premium allow you to set the maximum visit frequency froma
source IP address to the port of your instance by limiting the numbers of new connections and
concurrent connections. You can also limit the traffic volume to the port by limiting the bandwidth
(bit/s) and packets per second (pps) of the source IP address. If an IP address exceeds the maximum visit
frequency or traffic volume, Anti-DDoS Pro or Anti-DDoS Premium adds it to the blacklist or limits the
data transfer rates. This policy can be used to block Layer 4 HTTP flood attacks that create a large
number of connections. It can directly block the source IP addresses of attacks.

For example, assume that a source IP address accesses port 8000 of your instance, and the number of
new connections is more than 10 times the normal level. You can set Source New Connection Rate Limit
and enable the blacklist policy for port 8000. If the number of new connections from a source IP
address repeatedly exceeds the limit, the IP address is added to the blacklist, and requests from this IP
address are dropped.

@ Note The Speed Limit for Source policy takes effect on Anti-DDoS Pro or Anti-DDoS Premium
ports. You must enable this policy for different Anti-DDoS Premium or Anti-DDoS Pro ports
separately.

Procedure

1.
2.
3.
4. Onthe Port Config page, select the target instance.

5. Find the target forwarding rule and click Change inthe Anti-DDoS Protection Policy column.
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6. Inthe Speed Limit for Source section, click Change Settings.

Speed Limit for Source

[a]

When the request frequency per se

threshold, Anti-DDo5 Pro performs thro

Change Settings

7. Inthe Configure Speed Limit for Source pane, specify the required parameters.

In this example, after the settings take effect, the number of concurrent connections froma
source IP address cannot exceed 50,000 per second. It this threshold is reached, the data
transfer rate of the IP address is limited. If you select the When the number of concurrent
connections from a source client exceeds the threshold five times wit hin one minute,
the IP address of the source client is added to the blacklist. check box, your instance
collects the number of times when the number of concurrent connections from a source IP
address exceeds the threshold. If the number of times exceeds five, this IP address is added to
the blacklist, and all requests fromthis IP address are dropped.

Configure Speed Limit for Source

* Source Wew Connection Autormatic Manual ® Close

Rate Limit ()

" Source Concurrent ‘._.)

Conneaction Rate Limit:

wn
[=1
(=1
f=1
[=1

‘When the number of concurrent connections reaches

the speed iz limited.

[1 When the number of concurrent connections from a source client
exceeds the threshold five times within one minute, the IP address of

the source client is added 1o the blacklist

* PPS Limit for Source )
r
Bandwidth Limtfor (I

Source
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Source New Connection Rate Limit, PPS Limit for Source, and Bandwidt h Limit for Source function
the same way as Source Concurrent Connection Rate Limit. For more information, see Create an
anti-DDoS protection policy.

8. Click OK to apply the settings.

7.4. Configure static page caching

Anti-DDoS Pro and Anti-DDoS Premium provide scrubbing centers that are integrated with web caching
techniques to protect your website services against DDoS attacks and reduce page load time.

Prerequisites

Your website is added to an Anti-DDoS Pro or Anti-DDoS Premium instance that uses the Enhanced
function plan. For more information, see Add a website.

Context

After your website is added to an Anti-DDoS Pro or Anti-DDoS Premium instance, you can enable the
static page caching feature for the website. After the feature is enabled, the Anti-DDoS Pro or Anti-
DDoS Premium instance automatically detects whether the web pages that a client requests contain
the resource types that are defined in the caching policy. If the web pages contain the resource types
that are defined in the caching policy, the web pages are cached. The next time the client requests the
same page, the Anti-DDoS Pro or Anti-DDoS Premium instance directly returns the pages. This
accelerates client access.

You can customize caching rules for a specific page.

Procedure
1.

2
3.
4. Inthe upper part of the page that appears, select the required domain name.

) Notice You canenable the static page caching feature only for the domain names that
are associated with an Anti-DDoS Pro or Anti-DDoS Premium instance that uses the Enhanced
function plan.

5. Inthe Static Page Caching section, configure the Mode parameter and turn on Status.
Valid values of the Mode parameter:

o Standard: If the requested page contains static resources such as CSS, JavaScript, or TXT files,
the page is cached.

o Enhanced: All requested pages are cached.

o No Cache: No requested pages are cached.
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‘Web Acceleration Policies Back to the old version

Select a domain com hd

Static Page Caching stz (@)

Mode{® Standard Enhanced Na Cache

Currently, you have created 2 rules. Change Settings

Afteryou enable the static page caching feature for the domain name, the caching policy takes
effect on all URIs in the domain name.

If you want to enable the static page caching feature for only a specific URI, we recommend that

you set the Mode parameterto No Cache and performthe following steps to configure a custom
caching rule.

6. (Optional)Configure a custom caching rule for a specific URL

i. Inthe Static Page Caching section, clickChange Settings.
ii. ClickCreate Rule.

@ Note You can create a maximum of three custom caching rules.

Static Page Caching / Custom Rules com

<y me.com
- -
Currently, 1 rules have been created. You can create 2 more rules.
Name URI Mode Cache Expires In Actions
test Enhanced Use Origin Server Settings Edit Delete Clear Cache
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iii. Inthe Create Rule dialog box, configure the parameters and click OK.

Create Rule x

" Mode @ Standard Enhanced Ne Cache

* Cache Expires In Use Qrigin Server Settings v

Parameter Description

The name of the caching rule.
Name The name can contain letters, digits, and underscores (_). The name

can be up to 128 characters in length.

The URI of the page to be cached.

Request parameters and wildcards are not allowed in the URI field.

URI
For example, /a/ represents all pages inthe path <Domain na
me>/a/
The mode for the caching policy. Valid values: Standard,
Enhanced, and No Cache.

Mode

For more information about these values, see Step 5.

The validity period of the cached resources. Default value: Use
Origin Server Settings. This value indicates that the validity period
of the cached resources configured for the origin server is used. You
can also select THour(s), 1 Days, 10 Days, or 30 Days.

Cache Expires In

Afteryou create the custom caching rule for the specific URI, the custom caching rule
preferentially takes effect over the caching policy of the domain name. You can view created
rules and click Modify or Delete to manage the rules in the rule list. You can also click Clear
Cache to manually refresh the cache of the page.

7.5. Create custom mitigation policies
for specific scenarios

Both Anti-DDoS Pro and Anti-DDoS Premium allow you to create custom mitigation policies. A custom
mitigation policy allows you to apply a scenario-specific template for high-traffic scenarios, such as
new service launches and Double 11. You can create custom mitigation policies based on your business
requirements.

Context
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Scenario-specific templates are provided for you to create custom mitigation policies. When you create
a custom mitigation policy, you must select a template and specify one or more assets for the policy.
The assets include domain names and IP addresses that are added to Anti-DDoS Pro and Anti-DDoS
Premium. A custom mitigation policy is valid only during a specified period of time. During the specified
period, the custom mitigation policy takes effect instead of the standard mitigation policy.

P Notice If no traffic surges happen, we recommend that you use standard mitigation policies
instead of custom mitigation policies.

Supported templates
Only the Important Activity template is available. More templates will be provided in the future.
Example

If alarge-scale event is held on a website, a large number of requests are sent to the website. As a
result, the throughput of the website is much higher than usual. In this case, standard mitigation
policies may report false positives. We recommend that you select the Important Activity template
on the Custom Policies page. The Important Activity template automatically adjusts the standard
mitigation policies during the specified period. Standard mitigation policies are adjusted based on the
following rules:

e At the beginning of an activity, the Important Activity template saves the original configurations of
the Intelligent Protection and Frequency Control features, and then automatically disables
themto avoid false positives.

e At the end of the activity, the Important Activity template restores the configurations of these
features.

e [f you enable these features during the activity, the manual configuration takes effect.

Procedure

1.
2.
3.
4. Click Custom Policies.

5. Inthe Custom Policies dialog box, specify the parameters and then click Confirm.

Custom Policies X

* Policy Mame: test

Policy Template:

* Validity Period: 2020/01/20 09:3%:39 2020/01/21 09:3%:39 B
Parameter Description
Policy Name The name of the policy.
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Parameter Description

Policy Template The template th_a’F you want to apply to the policy. Set the value to
Important Activity.

The validity period of the policy. The policy takes effect during this period.

@ Note If atemplate is applied to more than one policy, make sure
that the values of Validity Period for these policies do not overlap
with each other.

Validity Period

After a policy is created, the policy is automatically enabled. You can view the policy onthe
Custom Policies page and check Status of the policy to determine whether the policy is in effect.
A policy may have the following states:

(e]

Pending Enabled: indicates that the policy is still not in effect. The current time is earlier than
the start time of the specified validity period.

Updating: indicates that the policy is being issued. The process requires one or two minutes to
complete.

Running: indicates that the policy is in effect. The current time is within the specified validity
period.

Expired: indicates that the policy has expired. The current time is later than the specified validity
period.

Disabled: indicates that the policy is disabled. The policy does not take effect even if the
current time is within the specified validity period.

6. Inthe list of custom mitigation policies, find the policy that you want to configure and click
Configure Policy inthe Actions column.

| Custom Policies Back o the old version

icies to ensure effective protection for specific s

Policy Name Policy Template 7 Validity Period status 7 Protection Target Actions

Palicy | Edit | Delet:
test Important Activity Apr 2, 2020, 00:00:00 - Apr 3, 2020, 00:00:00 @ Pending enabled o @ Policy | Edit | Detete

7. Select one or more domain names or IP addresses that are added to Anti-DDoS Pro or Anti-DDoS
Premium for policy. Then, click OK.

@ Note If awebsite is added to Anti-DDoS Pro or Anti-DDoS Premium by using a domain
name, we recommend that you enable the policy forthe domain name. If a Layer 4 service is
added to Anti-DDoS Pro or Anti-DDoS Premium by using an IP address, we recommend that you
enable the policy forthe IP address.
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Domain IP

Please enter the Anti-DDofS IP address

Select a target
203. 204 ddoscoo-

203, 203 ddoscoo-

Afterthe policy takes effect, information in the Protection Target column is automatically
updated. You can move the pointer over the number in the Protection Target column to view the
information.

Palicy Name Policy Template 7 Validity Period Status 7 Protection Target Actions

Policy | Edit | Dalete
test Important Activity Apr 2. 2020, 00:00:00 - Apr 3, 2020, 0000:00 ® Pending enabled com X [etel PEREE]
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8.Security Service
8.1. Security expert service

Anti-DDoS Pro and Anti-DDoS Premium provide free one-on-one expert service by using DingT alk
groups. If you encounter any issues when you use Anti-DDoS Pro or Anti-DDoS Premium, you can click
Meet Expert in the Anti-DDoS Pro or Anti-DDoS Premium console and obtain 24/7 support.

Prerequisites

e An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see Purchase an
Anti-DDoS Pro or Anti-DDoS Premium instance.

e DingTalkis installed on your mobile phone and a DingT alk account is created. For more information,
visit the homepage of DingT alk.

Join a DingTalk group for Alibaba Cloud security services
1.

2. Inthe lower part of the left-side navigation pane, click .

) Notice Meet Expert is displayed in the Anti-DDoS Pro or Anti-DDoS Premium console
only after an Anti-DDoS Pro or Anti-DDoS Premium instance is purchased.

3. Openthe DingTalk app and scan the quick response (QR) code to join the DingTalk group for Anti-
DDoS Pro or Anti-DDoS Premium.
Afteryou join the DingT alk group, you can ask any questions that you encounter when you use
Anti-DDoS Pro or Anti-DDoS Premium. T his way, you can enjoy one-on-one expert service from
security experts.

8.2. Anti-DDoS Managed Service

Anti-DDoS Pro and Anti-DDoS Premium support Anti-DDoS Managed Service. After you purchase Anti-
DDoS Managed Service, you can obtain technical support from Alibaba Cloud security experts to
implement service configuration, implement security monitoring and inspection, and optimize mitigation
policies. Anti-DDoS Managed Service also provides the following services: security incident response,
security consultation, security training, case sharing, and security report analysis.

Overview

Anti-DDoS Managed Service is intended for Alibaba Cloud Anti-DDoS users and is delivered by the
Alibaba Cloud security service team. Anti-DDoS Managed Service helps you effectively protect your web
assets, lower security risks, and reduce O&M costs.

Anti-DDoS Managed Service is suitable for scenarios in which you have purchased Anti-DDoS Pro or Anti-
DDoS Premium instances but cannot perform continuous service monitoring or do not have security
engineers to defend against vulnerabilities. If you need to outsource security operations to
professionals, you can purchase Anti-DDoS Managed Service.
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@ Note ff you want to use some services of Anti-DDoS Managed Service, you must enable the
Log Analysis feature of Anti-DDoS Pro or Anti-DDoS Premium. The services include mitigation policy
optimization, monitoring and alerting configuration, and security report customization. If you do
not enable the Log Analysis feature, these services may fail to be delivered. If you purchase Anti-
DDoS Managed Service, we recommend that you enable the Log Analysis feature. For more
information, see Overview.

Service scope

Anti-DDoS Managed Service provides end-to-end services covering provisioning and technical support.
The following table describes the scope of Anti-DDoS Managed Service.

Service type Description

® The security service team adds domain names to the Anti-DDoS Pro or
Anti-DDoS Premium console for protection.

e The security service team helps you configure and upload SSL
certificates. You can also upload SSL certificates.

® The security service team configures proper mitigation thresholds based
on your business requirements.

Provisioning ® The security service team helps you configure mitigation policies for
Elastic Compute Service (ECS) instances and Server Load Balancer (SLB)
instances.

® The security service team verifies the forwarding configurations on your
on-premises computer.

® The security service team adjusts the relevant configurations when the
protected domain names change.

® The security service team diagnoses and troubleshoots exceptions in the
services that are protected by Anti-DDoS Pro or Anti-DDoS Premium.

® The security service team optimizes mitigation policies and

o ) o configurations based on attack logs.
Mitigation policy optimization ) ) ) o o )
® The security service team adjusts mitigation policies and provides

solutions to mitigate the impact of security incidents.

® The security service team provides suggestions on troubleshooting,
HTTP flood protection, accurate access control, and data risk control.

® The system automatically monitors the availability of Anti-DDoS Pro and

Anti-DDoS Premium clusters.
Monitoring and alerting

. } ® The system automatically monitors high-risk events that are caused by
configuration

DDoS attacks.

® The security service team evaluates and filters alerts online.
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Service type Description

® The security service team customizes security reports to meet your
business requirements.

Security reports

® The security service team develops daily and monthly security reports. A

daily security report provides operation data on the current day. A
monthly security report provides operation data and data on attacks
and defensive measures in the current month.

Response time for security incidents

After you purchase Anti-DDoS Managed Service, if you encounter a security incident, the security service
team provides support within a specific period of time. The following table describes the response time
for security incidents that have different priorities.

Response time for security incidents

No. Priority

1 Critical

2 Emergency
3 High

4 Medium

5 Low

Definition
Your core business is severely
damaged or completely

unavailable.

Your core business encounters
single points of failure (SPOFs).

Your non-core business is

severely damaged or unavailable.

Your non-core business
encounters SPOFs.

Daily technical consultation is
required.

Delivery of Anti-DDoS Managed Service

Response time

15 minutes

30 minutes

2 hours

4 hours

8 hours

The following table describes the delivery of Anti-DDoS Managed Service.

Delivery of Anti-DDoS Managed Service

Category

Delivery mode

Language

Service period

Service channels

Description
Remote online service

Chinese and English

Same as the validity period of Anti-DDoS Managed Service

® Email
e DingTalk

e Phone call
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Billing and purchasing

Anti-DDoS Managed Service supports the subscription billing method and can be renewed on a monthly
oryearly basis. To purchase Anti-DDoS Managed Service, go to the Anti-DDoS Managed Service buy

page.

) Notice Anti-DDoS Managed Service does not support refunds.
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9.Best practices
9.1. Best practices to add a service to

Anti-DDoS Pro or Anti-DDoS Premium

Afteryou add a service to Anti-DDoS Pro or Anti-DDoS Premium, your service traffic is redirected to

Anti-DDoS Pro or Anti-DDoS Premiumto ensure stability and reliability of the origin server. This avoids
service unavailability when volumetric DDoS attacks occur. This topic provides best practices to add a
service to Anti-DDoS Pro or Anti-DDoS Premium and configure protection policies in various scenarios.

Scenarios to add a service to Anti-DDoS Pro or Anti-DDoS Premium

Scenario Configuration process

1. Analyze the service

Normal service 2. Prepare for the configuration

configuration 3. Add the service to Anti-DDoS Pro or Anti-DDoS Premium and configure

protection policies

Emergency configuration
when the service is under
attack

Read Emergency scenarios to add a service and then add your service
based on the process for normal service configuration.

Step 1: Analyze the service

Before you add a service to Anti-DDoS Pro or Anti-DDoS Premium, we recommend that you analyze the
service status and data.

ltem Description Suggestion

Website and service information

Daily peak traffic of the This information is required to

website or application, such . . . configure the service bandwidth
. . Determine the point in time of risks. )

as bandwidth (Mbit/s) and and QPS of the Anti-DDoS Pro or

QPSs Anti-DDoS Premium instance.

This information is required to

Major user groups, for configure blocked regions. For

example, the geographical Determine attack sources. more information, see Configure a

locations of users location blacklist for a domain
name.

If the C/S architecture is used,

Whether the service is determine whether app clients,
deployed in the C/S Windows clients, Linux clients, None.
architecture clients for other environments, or

client callback is deployed.
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item

Whether the origin server is
deployed in regions outside
mainland China

Operating system of the
origin server (Linux or
windows) and web service
middleware (such as Apache,
NGINX, and IIS)

Whether the service needs to
support IPv6

Protocol used by the service

Service ports

Whether the HTTP request
header contains custom
fields and whether the origin
server provides a verification
mechanism

Whether the origin server
needs to obtain and verify
the actual source IP
addresses of requests

Whether the service uses TLS
1.0 or a weak cipher suite

Description

Determine whether the Anti-DDoS
Pro or Anti-DDoS Premium instance
is suitable for your network
architecture.

Determine whether access control
policies are configured for the
origin server. The policies may
block traffic from the back-to-
origin IP addresses of Anti-DDoS
Pro or Anti-DDoS Premium.

None.

None.

None.

Determine whether Anti-DDoS Pro
or Anti-DDoS Premium affects the
custom fields and causes
verification failures on the origin
server.

After you add the service to Anti-
DDoS Pro or Anti-DDoS Premium,
the actual source IP addresses of
requests are changed. You must
determine whether the origin server
needs to obtain the actual source
IP addresses to avoid service
interruptions.

Determine whether the cipher suite
of your service is supported.

Suggestion

If the origin server is deployed
outside mainland China, we
recommend that you use Anti-
DDoS Premium. For more
information, see What are Anti-
DDoS Pro and Anti-DDoS Premium?.

If access control policies are
configured, you must allow the
back-to-origin IP addresses to
access the origin server. For more
information, see Allow back-to-
origin IP addresses to access the
origin server.

If your service needs to support
IPv6, we recommend that you use
Anti-DDoS Origin. For more
information, see What is Anti-DDoS
Origin?.

This information is required to
select a protocol for your website
in Anti-DDoS Pro or Anti-DDoS
Premium.

Determine whether service ports of
the origin server are supported by
Anti-DDoS Pro or Anti-DDoS
Premium. For more information,
see Specify custom ports.

If yes, to obtain technical support.

For more information, see Obtain
the actual source IP addresses of
requests.

After the service is added, you
must configure TLS policies. For
more information, see Customize a
TLS policy.
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ltem

(For HTTPS websites)
Whether the origin server
uses mutual authentication

(For HTTPS websites)
Whether the clients support
SNI

(For HTTPS websites)
Whether session persistence
is enabled

Whether the service requires
transmission of empty data
packets

Service interaction process

Number of active users

Description

None.

None.

The default connection timeout
period for HTTP and HTTPS is 120
seconds.

For example, the server sends
empty packets to prevent session
interruption. After you add the
service to Anti-DDoS Pro or Anti-
DDoS Premium, the service may be
affected.

Determine the service interaction
process and processing logic to
configure suitable protection
policies.

Determine the severity of emergent
attack events and take low-risk
countermeasures.

Service and attack information

The type and characteristics
of your service (for example,
whether it is a gaming,
website, or app service)

The volume of inbound
service traffic

The volume of outbound
service traffic

Analyze attack characteristics to
take countermeasures.

Determine whether there is
malicious traffic. For example, the
average volume of daily access
traffic is 100 Mbit/s. If the traffic
volume exceeds 100 Mbit/s, an
attack may have occurred.

Determine whether attacks occur
and whether to increase service
bandwidth.

Suggestion

Anti-DDoS Pro and Anti-DDoS
Premium do not support mutual
authentication. You must change
the authentication method.

After you add a domain name of
an HTTPS website to Anti-DDoS Pro
or Anti-DDoS Premium, both the
clients and servers must support
SNI.

If your service requires persistent
sessions in scenarios such as file
uploading and user logon, we
recommend that you use cookies
to implement session persistence
at Layer 7.

If yes, to obtain technical support.

None.

None.

None.

None.

None.
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item

The volume and connections
of inbound traffic for
individual users or IP
addresses

User sources

Whether the service has
suffered volumetric attacks
and the types of the attacks

The largest traffic volume of
attacks suffered by the
service

Whether the service has
suffered HTTP flood attacks

The largest QPS of HTTP
flood attacks suffered by the
service

Whether the service provides
web APIs

Whether a stress test is
performed for the service

Description

Determine whether throttling
policies can be configured for
individual IP addresses.

For example, users may visit your
service from household LANS,
Internet cafes, and proxy servers.

Configure targeted DDoS
protection policies based on the
types of historical attacks.

Select the specifications of the
Anti-DDoS Pro or Anti-DDoS
Premium instance based on the
peak attack traffic.

Configure preventive policies based
on characteristics of historical
attacks.

Configure preventive policies based
on characteristics of historical
attacks.

None.

Evaluate the request processing
performance of the origin server
and determine whether service
exceptions are caused by attacks.

Step 2: Prepare for the configuration

D Notice

Suggestion

For more information, see
Configure frequency control.

This information is required to
determine whether concurrent
requests are sent from a single
egress IP address and prevent Anti-
DDoS Pro or Anti-DDoS Premium
from blocking normal service
traffic.

None.

For more information, see Purchase
an Anti-DDoS Pro or Anti-DDoS
Premium instance.

None.

None.

If web APIs are provided, we
recommend that you do not use
the frequency control feature of
Anti-DDoS Pro or Anti-DDoS
Premium. You can analyze API
access characteristics and
configure protection policies
against HTTP flood attacks. This
prevents normal APl requests from
being blocked.

None.

We recommend that you add a service to Anti-DDoS Pro or Anti-DDoS Premiumin a

test environment first. After you verify that the service properly runs, performthe configuration in

the production environment.
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Before you add a service to Anti-DDoS Pro or Anti-DDoS Premium, make the following preparations.

Service type Preparation

Website service

Non-website service

® Prepare information of the website that you want to add, including the
domain names, public IP address of the origin server, and service ports.

e Compete ICP filing for the domain names.

e |f the website supports HTTPS, prepare the certificate and private key,
including a public key file in the .crt format or certificate file in the .pem
format and a private key in the .key format.

® (Obtain an administrator account of the DNS service. This account is used
to modify DNS records to redirect traffic to Anti-DDoS Pro or Anti-DDoS
Premium.

e PpPerform a stress test before you add the website to Anti-DDoS Pro or
Anti-DDoS Premium.

e List trusted clients of the website, such as the monitoring system, APIs
that are called by using a fixed IP address or CIDR block, and specific
client programs. After you add the website to Anti-DDoS Pro or Anti-
DDoS Premium, you must add the IP addresses of these clients to a
whitelist.

® (Obtain the service port and protocol.

e |f the service is provided by using a domain name, obtain an
administrator account that can change DNS records to redirect service
traffic to Anti-DDoS Pro or Anti-DDoS Premium.

e Pperform a stress test before you add the service to Anti-DDoS Pro or
Anti-DDoS Premium.

Step 3: Add the service to Anti-DDoS Pro or Anti-DDoS Premium and
configure protection policies

1.

Add the service to Anti-DDoS Pro or Anti-DDoS Premium.

@ Note If the service is already under attack before you add it to Anti-DDoS Pro or Anti-
DDoS Premium, we recommend that you change the IP address of the origin server. Before you
change the IP address, check whether the code of the client or app contains the IP address. If
yes, update the code before you change the IP address to avoid impacts on normal service
access. For more information, see Change the public IP address of an ECS origin server.

Add the service based on the Anti-DDoS Pro or Anti-DDoS Premium instance and your service
scenario:

o Add a website service to Anti-DDoS Pro or Anti-DDoS Premium
o Add a non-website service to Anti-DDoS Pro or Anti-DDoS Premium

o Add awebsite service to Anti-DDoS Pro or Anti-DDoS Premium by using NS records

. Configure protection for the origin server.

To prevent attackers from bypassing Anti-DDoS Pro or Anti-DDoS Premiumto attack the origin
server, configure protection for the origin server. For more information, see Configure protection for
an origin server.
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3. Configure protection policies.
o Website service provided by using domain names
m HTTP flood protection

m The service is running properly: Two or three days after you add the service to Anti-DDoS
Pro or Anti-DDoS Premium, analyze service application logs, including information about
URLs and the average QPS of individual source IP addresses. Based on the analysis, configure
frequency control rules. This provides protection against attacks.

m The service is suffering froman HTTP flood attack: Go to the Security Overview page in
the Anti-DDoS Pro or Anti-DDoS Premium console to obtain information about your domain
name, such as the most requested URLs and IP addresses, source IP addresses, and user
agents. Based on the obtained information, configure frequency control rules and observe
the protection effect. For more information, see Check the security overview and Create a
custom frequency control rule.

) Notice The Emergency mode of Frequency Control may block normal traffic
of specific service types. We recommend that you do not set Emergency as the default
mode of Frequency Control. If you provide the app or web API service, do not use the
Emergency mode.

If you use the Normal mode of Frequency Control but normal service traffic is still
blocked, add the service IP addresses to a whitelist.

m Intelligent protection for a website service

The Strict mode of intelligent protection may block normal service traffic. After you add the
domain name of your website to Anti-DDoS Pro or Anti-DDoS Premium, you do not need to be
concerned about Layer-4 DDoS attacks. Therefore, we recommend that you use the Normal
mode instead of the Strict mode. For more information, see Use the intelligent protection
feature.

m Log analysis

We recommend that you enable the log analysis feature. For more information, see Quick start.
If the service encounters Layer-7 DDoS attacks, you can use the log analysis feature to analyze
attack characteristics and configure targeted protection policies.

@ Note Enabling the log analysis feature incurs additional fees.

o Non-website service provided by using ports

In most cases, you can add a non-website service to Anti-DDoS Pro or Anti-DDoS Premium and
use the default protection settings. After the service runs fortwo or three days, you can adjust
the mode of Layer-4 intelligent protection based on the service characteristics. This optimizes
protection against Layer-4 HTTP flood attacks. For more information, see Configure intelligent
protection.

> Document Version: 20220629 253


https://yundun.console.aliyun.com/?p=ddoscoo
https://www.alibabacloud.com/help/doc-detail/128039.htm#task-1461397
https://www.alibabacloud.com/help/doc-detail/72210.htm#task-2326325/section-2qd-xnq-98e
https://www.alibabacloud.com/help/doc-detail/114155.htm#task-1958317
https://www.alibabacloud.com/help/doc-detail/289946.htm#task-98586-zh
https://www.alibabacloud.com/help/doc-detail/92302.htm#task-2346999

Anti-DDoS Pro & Premium User Guid

. Anti-DDoS
e-Best practices

@ Note If the service provides frequently called APIs or is visited from a single IP address,
such as an egress IP address of an enterprise network or a server IP address, do not enable
the Strict mode of Intelligent Protection. If you have to use the Strict mode, contact
Alibaba Cloud technical support to analyze the service before you enable this mode to avoid
service interruptions.

If attacktraffic is transparently transmitted to the origin server, you can enable Speed Limit for
Source and Speed Limit for Destination. For more information, see Create an anti-DDoS protection
policy. At the beginning, we recommend that you set both Source New Connection Rate Limit
and Source Concurrent Connection Rate Limit to 5. If normal service traffic is blocked, you can
increase the limit values.

Configure Speed Limit for Source

* Source Mew Connection Rate Limit ﬂ:

Automatic @ Manual Close

When the number of new connections reaches 5 , the speed is limited.

When the number of new connections from a source client exceeds the threshold five

times within one minute, the IP address of the source client is added to the blacklist.
* Source Concurrent Connection Rate Limit: ()

When the number of concurrent connections reaches IIl , the speed is limited.

When the number of concurrent connections from a source client exceeds the threshold

five times within one minute, the IP address of the source client is added to the blacklist.

If the origin server of your service sends empty data packets, you must disable Empty Connection
to avoid impacts on normal traffic. For more information, see Create an anti-DDoS protection policy.

False Source

Screen DDoS attacks from fake IP addresses

False Source () Empty Connection ) ()

4. Test the service.

Afteryou complete the configuration, test the accuracy of the configurations.
@ Note Youcan modify the Aostsfile on a local computerto performthe test.

Checkitems of configuration accuracy
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No. Check item

Website service provided by using a domain name (required)

1 Check whether the added domain name is correct.
2 Check whether the domain name has an ICP license.
3 Check whether the configured protocol is correct.
4 Check whether the configured port is correct.

Check whether the IP address of the origin server is correct. Make sure that you do not

5 enter the IP address of the Anti-DDoS Pro or Anti-DDoS Premium instance or another
service.
6 Check whether the uploaded certificate is correct.

Check whether the certificate is valid. For example, the encryption algorithm may be

/ invalid or you have uploaded the certificate of another domain name.

8 Check whether the certificate chain is complete.

9 Make sure that you know the billing method of burstable protection in Anti-DDoS Pro
or Anti-DDoS Premium.

10 Check whether WebSocket and WebSockets are enabled.

11 Check whether the Emergency mode of Frequency Control is enabled.

Non-website service provided by using a port (required)
1 Check whether the service port can be accessed.
2 Check whether the UDP or TCP protocol is incorrectly configured.
Check whether the IP address of the origin server is correct. Make sure that you do not
3 enter the IP address of the Anti-DDoS Pro or Anti-DDoS Premium instance or another

service.

Make sure that you know the billing method of burstable protection in Anti-DDoS Pro
or Anti-DDoS Premium.

5 Check whether the Strict mode of intelligent protection is enabled.

Check items of service availability

No. Check item
1 (required) Test whether the service can be normally accessed.
2 (required) Test whether the session persistence function for user logon properly works.
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5.

No. Check item

(For website services provided by using domain names) Check the number of 4XX and
3 (required) 5XX status codes in returned responses and make sure that the back-to-origin IP
addresses are not blocked.

(For website services provided by using domain names) If you provide the app service,

4 (required) test whether HTTPS links are normal. Check whether SNl is properly configured.

5 - . . .

Check whether the origin server is configured to obtain the actual source IP addresses
(recommende

of requests.
d)
6 (For website services provided by using domain names) Check whether protection
(recommende policies are configured for the origin server. This prevents attackers from bypassing
d) Anti-DDoS Pro or Anti-DDoS Premium to attack the origin server.
7 (required) Test whether the TCP service port is accessible.

Switch service traffic to Anti-DDoS Pro or Anti-DDoS Premium.

Afteryou verify all check items, we recommend that you change the DNS records one by one to
gradually switch the service traffic to Anti-DDoS Pro or Anti-DDoS Premium. T his prevents potential
service exceptions in a large scale. If an exception occurs after you switch the traffic, restore the
DNS records.

@ Note Changes to DNS records take effect in about 10 minutes.

Afteryou switch the service traffic, verify the check items of service availability again to make sure
that the service properly runs.

. Configure monitoring and alerts.

Use Cloud Monitor to monitor availability and returned HTTP status codes (5XX and 4XX) for the
domain names, forwarding ports, and origin server ports protected by Anti-DDoS Pro or Anti-DDoS
Premium. T his allows you to detect service exceptions in time. For more information, see Configure
an alert rule for Anti-DDoS Pro or Anti-DDoS Premium.

. Performroutine O&M.

o Use burstable protection of Anti-DDoS Pro and advanced mitigation in the Insurance
plan of Anti-DDoS Premium.

m [f you purchase an Anti-DDoS Pro instance for the first time, you can obtain three global
advanced mitigation plans of 300 Gbit/s free of charge. For more information, see Apply for
and use Anti-DDoS plans. Bind the plans to the Anti-DDoS Pro instance and set the burstable
protection threshold to 300 Gbit/s. Anti-DDoS Pro then protects your service against attacks
whose traffic volume does not exceed 300 Gbit/s and does not incur burstable protection
fees within the day after you bind the plans.

@ Note If you do not want to enable burstable protection after the global advanced
mitigation plans are used up or expire, change the protection threshold to the basic
protection bandwidth of your Anti-DDoS Pro instance.
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m [f you want to enable burstable protection of Anti-DDoS Pro, view the billing methods to
determine the costs. For more information, see Burstable protection: pay-as-you-go (billed
daily).

m [f you purchase an Anti-DDoS Premium instance with the Insurance mitigation plan, you can
obtain two advanced mitigation plans (unlimited protection) each month free of charge.
Select the mitigation plan based on your service needs.

o Determine attack types.

If HTTP flood attacks and DDoS attacks occur, you can view attack information on the Security
Overview page inthe Anti-DDoS Pro or Anti-DDoS Premium console to determine the types of
attacks. For more information, see Check the security overview.

m DDoS attack: Onthe Instances tab, the protection reports show attack traffic fluctuations,
and traffic scrubbing is triggered. However, on the Domains tab, the protection reports do
not show fluctuations.

m HTTP flood attack: Onthe Instances tab, the protection reports show attack traffic
fluctuations, and traffic scrubbing is triggered. On the Domains tab, the protection reports
also show fluctuations.

For more information, see How do | identify the types of attacks against an Anti-DDoS Pro or Anti-DDoS
Premium instance?.

o Deal with service access latency and packet loss.

If the origin server is deployed outside mainland China and users of your service come from
mainland China, the users may experience large latency and packet loss due to unstable links of
cross-carrier network access. We recommend that you purchase an Anti-DDoS Premium instance
and use the MCA mitigation plan.

o Delete a domain name or port forwarding rule.

If you want to delete a domain name or port forwarding rule, check whether your service traffic
is switched to Anti-DDoS Pro or Anti-DDoS Premium.

m [f no, delete the domain name or port forwarding rule in the Anti-DDoS Pro or Anti-DDoS
Premium console.

m [f yes, go to the Alibaba Cloud DNS console to modify the DNS records to switch the traffic
backto the origin server. Then, delete the domain name or port forwarding rule.

@ Note

m Before you delete the domain name or port forwarding rule, make sure that the DNS
records or service traffic of the domain name is switched back to the origin server.

m Afteryou delete the domain name or port forwarding rule, Anti-DDoS Pro or Anti-
DDoS Premium no longer protects your service.

Emergency scenarios to add a service

If the service is already under attack, add it to Anti-DDoS Pro or Anti-DDoS Premium based on the
following scenarios:

e The service suffers a DDoS attack.
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In most cases, you can add the service to Anti-DDoS Pro or Anti-DDoS Premium and use the default
protection settings.

If traffic of a Layer-4 HTTP flood attackis transparently transmitted to the origin server, you can
enable Speed Limit for Source and Speed Limit for Destination. For more information, see Create an
anti-DDoS protection policy.

e Blackhole filtering is triggered for the IP address of the origin server.

You can use an ECS or SLB instance as the origin server. If you have not added the attacked service to
Anti-DDoS Pro or Anti-DDoS Premium but blackhole filtering is triggered, you must change the public
IP address of the origin server. For more information, see Change the public IP address of an ECS origin
server. After you change the IP address, add the service to Anti-DDoS Pro or Anti-DDoS Premium as
soon as possible to prevent the new IP address from being exposed.

If you do not want to change the IP address of the origin server or the new IP address is already
exposed, we recommend that you deploy an SLB instance as the origin serverto connect the ECS
instance and add the public IP address of the SLB instance to Anti-DDoS Pro or Anti-DDoS Premium.

@ Note If the service is under attack but the origin server is not deployed on Alibaba Cloud,
make sure that the domain name of the service has an ICP license and contact technical support
to add Alibaba Cloud as your service provider. Then, add the service to Anti-DDoS Pro or Anti-
DDoS Premium.

e The service suffers an HTTP flood attack or crawler attack.

If the service is under an HTTP flood or crawler attack, add the service to Anti-DDoS Pro or Anti-DDoS
Premium. Then, analyze HTTP access logs to identify attack characteristics and configure protection
policies. For example, you can check whether request fields, such as the source IP address, URL,
Referer, User-Agent, Params, and Header are correct.

9.2. Add a website to both Anti-DDoS
Pro or Anti-DDoS Premium and WAF

Anti-DDoS Pro or Anti-DDoS Premium and Web Application Firewall (WAF) can be used togetherto
protect websites against both DDoS attacks and web application attacks. This topic describes how to
add a website to both Anti-DDoS Pro or Anti-DDoS Premium and WAF.

Prerequisites
e An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see Purchase an
Anti-DDoS Pro or Anti-DDoS Premium instance.

e A WAF instance is purchased. For more information, see Purchase a WAF instance.

Context

To configure Anti-DDoS Pro or Anti-DDoS Premium and WAF for your website, you can deploy the
following network architecture: Use Anti-DDoS Pro or Anti-DDoS Premium at the ingress to defend
against DDoS attacks. Use WAF at the intermediate layer to defend against web application attacks.
Configure an ECS instance, SLB instance, or on-premises server as the origin server.
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@ Note Afteryou apply the preceding architecture, access requests are sent to multiple
intermediate proxy servers before reaching the origin server. The origin server cannot directly obtain
the actual source IP addresses of the requests. For more information about how to obtain the
actual source IP addresses, see Obtain the actual source IP addresses of requests.

Procedure

1. Add the domain name of your website to WAF. For more information, see Add a domain name.

Inthe Enter your website information step, set Destination Server (IP Address) to IP and
enter the public IP address of the origin server. T he origin server can be an SLB instance, ECS
instance, or on-premises server. Set Does a layer 7 proxy (DDoS Protection/CDN, etc.) exist
in front of WAF to Yes.

Asset Center / Website Access / Add Domain Name

<« Add Domain Name

Enter your Change DNS
website Settings
information

* Domain Name:

e o n name of your w I , r ex pl WAWW, I n.c
Enter the doma me of your website. For example: www.aliyun.com

You can enter top-level domains (such as test.com) and second-level domains (such as wwv

The domains will not conflict with each other.

* Protocol Type:

HTTP HTTPRS

* Destination Server (IP Address):

@ IP O Destination Server (Domain Mama)

Enter the public IP address of the destination server for protection, such as 1.1.1.1. The server
can be in the Alibaba Cloud, any other cloud service providers, IDC rooms, etc.

Enter the IP addresses on a single line, up to , and separated by commas ().

* Destination Server Port:
- Customize

Load Balancing Algorithm:

@ IPhash () Round Robin

CTIO 5 NOt yel supported by . CUrrent versio easelUpgrage

Does a layer 7 proxy (DDoS Protection/CDN, etc.) exist in front of WAF:

® ves O No

After you add the domain name to WAF, go to the Website Access page inthe WAF console to
obtain the CNAME address of WAF.

Domain Name DINS Status Protocol Status Log Service

Domain Name: (]

CName: (J¢ = = yundunwafS.com
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2.

9

Add your website service to Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Add a
website.

Inthe Enter Site Information step, set Server IP to Origin Server Domain and enter the CNAME
address of WAF obtained in the previous step.

Anti-DDoS / Website Config / Add Domain
< Add Domain
o Enter Site : Complete

Information
* Function Plan E ced
* Instance

lor ith ximu i-DDx
* Domain
* Protacal B HTTP [ HTTPS Websocket Websockets
Enable HTTP/2 @
* Server IP Origin Server IP @ Origin Server Domain
Wyundunwaf3.com|
@ If the IP addresses of your origin server have been exposed, click here to learn how to
fix the issue.

Server Port HTTP 80 HTTPS 443 Custom

Afteryou add the domain name to Anti-DDoS Pro or Anti-DDoS Premium, go to the Website
Config page inthe Anti-DDoS Pro or Anti-DDoS Premium console to obtain the CNAME address of
Anti-DDoS Pro or Anti-DDoS Premium.

Domain

Origin Server [P

yundunwafi.com

. Onthe website of your DNS service provider, modify DNS records to point the domain name to the

CNAME address of Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Change DNS
records to protect website services.

Afterthe preceding configuration is complete, traffic to access your website is first scrubbed by
Anti-DDoS Pro or Anti-DDoS Premium and then forwarded to WAF to filter out web application
attacks. Only normal traffic is forwarded to the origin server.

.3. Obtain the actual source IP

addresses of requests

Afteryou add a service to Anti-DDoS Pro or Anti-DDoS Premium, Anti-DDoS Pro or Anti-DDoS Premium
scrubs the traffic destined for the service and then forwards the traffic to the origin server. The source
IP addresses of the requests are changed to the IP address of the Anti-DDoS Pro or Anti-DDoS Premium
instance. T his topic describes how to obtain the actual source IP addresses of requests.

Non-website service provided by using a port
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@) Notice

e [f your origin server is an Elastic Compute Service (ECS) instance that was created after
October 2018, the source IP addresses that you obtain on the origin server are the actual
source IP addresses of requests.

e If your origin server is an ECS instance that was created before October 2018, you cannot
directly obtain the actual source IP addresses of requests. You need to submit ato contact
technical support.

For example, after you add a non-website service at Layer 4 to Anti-DDoS Pro or Anti-DDoS Premium,
Anti-DDoS Pro or Anti-DDoS Premium connects to the origin server by using a three-way handshake
process. Anti-DDoS Pro or Anti-DDoS Premium sends the last ACK packet that contains the information,
such as the source port number and IP address, in the TCP Option field. The size of the informationis 6
bytes. The following figure shows the information in the ACK packet.

Destination Port: 443
[Stream index: @]
[TCP Segment Len: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
1001 .... = Header Length: 36 bytes (9)
» Flags: 0x010 (ACK)
Window size value: 65535
[Calculated window size: 65535]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: 0x90fb [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: (16 bytes), Experimental
v TCP Option - Experimental
Kind: RFC3692-style Experiment 2 (254)
Length: 8
Magic Number: 0xc406
Unknown (@xfa) (8 bytes)

0000 b4 @c 25 e2 80 46 4c el 75 f7 e5 cl 08 00 45 00
0010 00 38 00 00 40 00 26 06 cf e9 2f 70 49 ce 67 96

0020 a4 02 1b 2e 01 bb c8 cl 98 ab 4 _e1 90 10
0030 ff ff 90 fb 00 00 fe 08 |c4 06 65 Bi WL 85 fa 08

0040 01 bb cb 6b 34 80

The value of Magic Number indicates the source port number, which is a hexadecimal string. In this
example, the source port numberis ¢4 06 .Youcan also obtainthe source IP address, which is
indicated by the next 4 bytes following the source port number. In this example, the source IP address is

65 ** *x g5 _Then,you canconvert c4 06 and 65 ** ** 85 to decimal values to obtain the actual
source port number and IP address. In this example, the actual source port numberis 50182 and the
actual source IP address is 1071.%** *** 133,

The methods that are used to obtain the actual source IP addresses of requests vary based onthe
network architecture of your services. For more information, see the following table.

Network architecture Description
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Network architecture Description

e |[f service requests are forwarded by using a TCP port, the origin server can
obtain the actual source IP addresses. You do not need to perform
additional operations.

You can configure security group rules for the ECS instance based on the
source IP addresses of requests and the back-to-origin IP addresses of
your Anti-DDoS Pro or Anti-DDoS Premium instance. For example, you can
allow or deny inbound traffic from a specific IP address.

Anti-DDoS Pro or Anti-DDoS
Premium+ECS instance

e |f service requests are forwarded by using a UDP port, the origin server
cannot obtain the actual source IP addresses.

e |[f service requests are forwarded by using a TCP port, the origin server can
obtain the actual source IP addresses. You do not need to perform
additional operations.

@ Note You must add the back-to-origin IP addresses of your
Anti-DDoS Pro or Anti-DDoS Premium instance to the whitelist of the
SLB instance. For more information, see Allow back-to-origin IP

Anti-DDo5 Pro or Anti-DDoS addresses to access the origin server and Enable access control.

Premium+Server Load

Balancer (SLB) instance+ECS . . o
e |[f service requests are forwarded by using a UDP port, the origin server

instance .
cannot obtain the actual source IP addresses.
@ Note If the private IP address of the ECS instance is modified or
the ownership of the ECS instance is transferred to you by another user,
the origin server cannot obtain the actual source IP addresses. In this
case, submit ato contact technical support.
Anti-DDoS Pro or Anti-DDoS In some cases, the origin server can obtain the actual source IP addresses.
Premium+Server that is not For more information, see Obtain the actual source IP addresses of requests
deployed on Alibaba Cloud to an origin server that is not deployed on Alibaba Cloud.

Website service provided by using a domain name

By default, if service requests are forwarded to the origin server by a Layer 7 proxy server, such as an

Anti-DDoS Pro or Anti-DDoS Premium instance, the source IP addresses obtained by the origin server are

the back-to-origin IP addresses of the proxy server. The actual source IP addresses are recorded in the
X-Forwarded-For field. The format is X-Forwarded-For:Actual source IP address,Back-to-origin

IP addresses of the Anti-DDoS Pro or Anti-DDoS Premium instance

If the requests pass through more than one proxy server, such as Web Application Firewall (WAF) and
Alibaba Cloud CDN (CDN) instances, the x-Forwarded-For field inthe HTTP request header records

the actual source IP addresses and the IP addresses of all proxy servers. The format is  x-Forwarded-
For:Actual source IP address,IP address of Proxy Server 1,IP address of Proxy Server 2,IP

address of Proxy Server 3,...

A common web application server can use the x-Forwarded-For field to obtainthe actual source IP
addresses of requests.
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You can use the following methods to obtainthe x-rForwarded-ror field in different programming
languages:

e ASP
Request.ServerVariables ("HTTP_X FORWARDED FOR")
e ASP.NET (C#)
Request.ServerVariables ["HTTP_X FORWARDED FOR"]
e PHP
*$ SERVER["HTTP X FORWARDED FOR"]
o JSP

request.getHeader ("HTTP_X FORWARDED FOR")

Inthe x-Forwarded-For field, the IP address befaore the first comma (,) is the actual source IP address
of arequest.

@ Note Formore information about how to configure common web servers to obtainthe
actual source IP addresses, see Retrieve actual IP addresses of clients. Common web servers include
NGINX, IIS 6, IIS 7, Apache, and Tomcat,

9.4. Obtain the actual source IP
addresses of requests to an origin
server that is not deployed on Alibaba
Cloud

If you use a server in your data center as the origin server and use Anti-DDoS Pro or Anti-DDoS Premium
to protect your service, requests are first scrubbed by Anti-DDoS Pro or Anti-DDoS Premium and then
forwarded to the origin server. The origin server cannot directly obtain the actual source IP addresses of
the requests. This topic describes how to configure the TOA module on the origin server to obtain the
actual source IP addresses.

Scenario

The following table describes common deployment scenarios and whether the actual source IP
addresses of requests can be obtained in each scenario.

Whether actual source IP

Scenario Description .
P addresses can be obtained
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Scenario Description Whether actual source IP
P addresses can be obtained

The origin server is deployed in

your data center. Requests are

Anti-DDoS Pro or Anti-DDoS first scrubbed by Anti-DDoS Pro
Premium - Layer 7 SLB instance - or Anti-DDoS Premium. Then, a Yes
Server in your data center Layer 7 SLB instance forwards the

requests to the origin server that
is deployed in your data center.

The origin server is deployed in
your data center. Requests are

Anti-DDoS Pro or Anti-DDoS first scrubbed by Anti-DDoS Pro
Premium - Layer 4 instance SLB - or Anti-DDoS Premium. Then, a No
Server in your data center Layer 4 SLB instance forwards the

requests to the origin server that
is deployed in your data center.

The origin server is deployed in
your data center. Requests are

Anti-DDoS Pro or Anti-DDoS first scrubbed by Anti-DDoS Pro
Premium - Server in your data or Anti-DDoS Premium and then Yes
center forwarded to the origin server

that is deployed in your data

center.

Applicable operating systems
The method in this topic applies to the following operating systems:

e Red Hat Enterprise Linux
e (CentOS 6.x
e (Cent0S 7.x

Procedure

Before you perform the following steps, take note of the following items:

D Notice

e Before you use the method in a production environment, you can use the method in a test
environment to check whether your service runs as expected.

e \We recommend that you keep the original kernel of the operating system. T his way, you can
use the original kernel to restore your service if a restart fails.

1. Download the required kernel installation file based on the operating system of your server.
o CentOS 7.x: kernel-3.10.0-957.21.3.el7.toa.x86_64.rpm
o CentOS 6.x or Red Hat Enterprise Linux:
m kernel-firmware-2.6.32-696.13.2.el6.centos.plus.toa.x86_64
m kernel-2.6.32-696.13.2.el6.centos.plus.toa.x86_64
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2. Installthe kernel.
o CentOS 7.x

Go to the directory of the installation file and run the following command:

sudo yum localinstall kernel-3.10.0-957.21.3.el7.toa.x86 64.rpm

® Note We recommend that you use the yum localinstall command to install the
kernel to avoid dependency issues. You can also use the sudo rpm -ivh kernel-3.10.0-957
.21.3.el7.toa.x86 64.rpm command.

o CentOS 6.x or Red Hat Enterprise Linux

Go to the directory of the installation file and run the following commands:

sudo rpm -ivh kernel-firmware-2.6.32-696.13.2.el6.centos.plus.toa.x86 64.rpm
sudo rpm -ivh kernel-2.6.32-696.13.2.el6.centos.plus.toa.x86 64.rpm

@ Note
m [f kernel-firmware runs 2.6.32-696.13.2.el6.centos.plus.toa or later, use only the
preceding second command.
m [f dependency issues occur during installation, add the --nodeps parameterto the
rpm command.
m [f the kernel version is later than the TOA version, add the --force parameterto
the rpm command to forcibly install the kernel.

3. Configure the TOA module to make sure that the module is automatically loaded when the
operating systemis started.
i. Create the /etc/sysconfig/modules/toa.modulesfile and add the following content to the
file:
m CentOS 7.x:

#!/bin/bash
if [ -e /lib/modules/ uname -r'/kernel/net/toa/toa.ko.xz ] ;

then
modprobe toa > /dev/null 2>&l
fi

m CentOS 6.x or Red Hat Enterprise Linux:

#!/bin/bash
if [ -e /lib/modules/ uname -r'/kernel/net/toa/toa.ko ] ;

then
modprobe toa > /dev/null 2>&l
fi

ii. Runthe following command to grant execute permissions to the toa.modulesfile:

sudo chmod +x /etc/sysconfig/modules/toa.modules
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4. Runthe reboot command to restart the operating system.
Afterthe installation is complete, the origin server can obtain the actual source IP addresses of
requests.

If the actual source IP addresses are not obtained, runthe 1smod|grep toa command to check
the loading status of the TOA module. If the TOA module is not loaded, runthe modprobe toa

command to manually load it. After the TOA module is loaded, you can view server access logs and
test whether the origin server can obtain the actual source IP addresses.

References

e If luse the TOA module, does network performance deteriorate?

No, the network performance does not deteriorate. The TOA module is deployed in bypass mode
and has little impact on network performance.

e What do I do if the kernel is unstable afterthe TOA module is loaded?

We recommend that you keep the original kernel of the operating system. This way, you can use the
original kernel to restore your service if a restart fails.

9.5. Switch service traffic to a new
Anti-DDoS Pro or Anti-DD0S Premium
instance

If the current Anti-DDoS Pro or Anti-DDoS Premium instance expires and you purchase a new instance,
you can modify the settings of the added domain name to migrate your service to the new instance
without service interruptions.

Procedure

1.
2.
3.
4. Find the required domain name, and click Edit in the Actions column.

5. Select the new instance forInstance and click OK.

® Note

o You cannot add a domain name to instances of both the Standard and Enhanced
function plan.

o Each domain name can be added to a maximum of eight instances of the same
function plan.
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6. Inthe Confirm dialog box, confirm the selected Anti-DDoS Pro or Anti-DDoS Premium instance and
click OK.

@ Confim

Selected Anti-DDoS Pro IP Previously bound Anti-DDo5 Pro IP

n Canes

Result

After you modify the domain name settings, protection policies of the original Anti-DDoS Pro or Anti-
DDoS Premium instance are applied to the new instance to protect your service.

9.6. Configure ACLs for the origin
server

After you add your website to Anti-DDoS Pro or Anti-DDoS Premium, all traffic destined for the origin
server of the website is forwarded by Anti-DDoS Pro or Anti-DDoS Premium. You can configure access
control lists (ACLs) to protect the origin server. For example, you can allow inbound traffic only fromthe
back-to-origin CIDR blocks of your Anti-DDoS Pro or Anti-DDoS Premium instance. T his topic describes
how to configure ACLs for origin servers based on different network architectures.

@ Note ACLsforan origin server can help mitigate small volumes of HTTP flood attacks and
web attacks. The ACLs cannot help mitigate volumetric DDoS attacks that bypass Anti-DDoS Pro or
Anti-DDoS Premium and directly target the origin server. DDoS attacks may even trigger blackhole
filtering for the origin server.

Network architecture of

your website ACL configuration description
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Network architecture of
your website

Anti-DDoS Pro or Anti-DDoS
Premium + Elastic Compute
Service (ECS) instance

Anti-DDoS Pro or Anti-DDoS
Premium + Origin server that
is not deployed on Alibaba
Cloud

Anti-DDoS Pro or Anti-DDoS
Premium + Layer 4 Server
Load Balancer (SLB) instance
+ ECS instance

Anti-DDoS Pro or Anti-DDoS
Premium + Layer 7
Application Load Balancer
(ALB) instance + ECS
instance

Anti-DDoS Pro or Anti-DDoS
Premium + Web Application
Firewall (WAF) or Alibaba
Cloud CDN (CDN) + ECS
instance

ACL configuration description

The origin server is an ECS instance. The back-to-origin CIDR blocks of your
Anti-DDoS Pro or Anti-DDoS Premium instance are the source IP addresses of
the requests that are forwarded to the origin server.

We recommend that you configure ACLs for the origin server by configuring
the security group rules of the ECS instance. You can configure security
group rules to allow traffic from only the back-to-origin CIDR blocks and
deny all traffic from other IP addresses to protect the origin server. You can
obtain the back-to-origin CIDR blocks of an Anti-DDoS Pro or Anti-DDoS
Premium instance in the Anti-DDoS Pro or Anti-DDoS Premium console. For
more information, see Allow back-to-origin IP addresses to access the origin
server.

The origin server is an ECS instance. The back-to-origin CIDR blocks of your
Anti-DDoS Pro or Anti-DDoS Premium instance are the source IP addresses of
the requests that are forwarded to the origin server.

We recommend that you configure ACLs for the origin server in the security
software installed on the origin server, such as iptables and a firewall, to
allow traffic only from the back-to-origin CIDR blocks and deny all traffic
from other IP addresses to protect the origin server.

The origin server is an ECS instance. The back-to-origin CIDR blocks of your
Anti-DDoS Pro or Anti-DDoS Premium instance are the source IP addresses of
the requests that are forwarded to the origin server.

We recommend that you add the back-to-origin CIDR blocks of Anti-DDoS
Pro or Anti-DDoS Premium to the whitelist of the SLB instance to configure
ACLs for the origin server. Then, enable access control to allow traffic only
from the back-to-origin CIDR blocks to protect the origin server. For more
information, see Enable access control.

The origin server is an ECS instance. The back-to-origin CIDR blocks of the
ALB instance are the source IP addresses of the requests that are forwarded
to the origin server.

We recommend that you add the back-to-origin CIDR blocks of your Anti-
DDoS Pro or Anti-DDoS Premium instance to the whitelist of the ALB instance
to configure ACLs for the origin server. Then, enable access control to allow
traffic only from the back-to-origin CIDR blocks to protect the origin server.
For more information, see Access control.

The origin server is an ECS instance. The back-to-origin CIDR blocks of WAF or
CDN are the source IP addresses of the requests that are forwarded to the
origin server.
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We recommend that you configure ACLs for the origin server in WAF or CDN.

NERTTEIS ETEEEEIE @ Aat monéidguiatiatdessige ionnfigure protection for an origin server.

your website

Anti-DDoS Pro or Anti-DDoS
Premium + WAF or CDN +
Origin server that is not
deployed on Alibaba Cloud

9.7. Best practices to configure an
ECS instance as the origin server of a
non-website service

If you add a non-website service, such as a port-based service that uses TCP, to Anti-DDoS Pro or Anti-
DDoS Premium and the origin server of the service is an Elastic Compute Service (ECS) instance or a virtual
private cloud (VPC), your service traffic may be directly forwarded to the origin server. In this case, Anti-
DDoS Pro or Anti-DDoS Premium cannot protect your service, and risks may occur. To prevent the risks,
we recommend that you performthe following operations:

e Configure a security group rule for the ECS instance that is used as the origin server. This rule allows
only the back-to-origin CIDR blocks of an Anti-DDoS Pro or Anti-DDoS Premium instance to access
your ECS instance and denies the traffic from other IP addresses.

You can obtain the back-to-origin CIDR blocks of an Anti-DDoS Pro or Anti-DDoS Premium instance in
the Anti-DDoS Pro or Anti-DDoS Premium console. For more information, see Allow back-to-origin IP
addresses to access the origin server.

e [f anIP address such as the egress IP address of your internal network is trusted and you want to use
the IP address to access your ECS instance, configure a security group rule to allow the traffic from
the trusted IP address.

9.8. Handle exposure of the origin IP
address

Afteryou add your service to Anti-DDoS Pro or Anti-DDoS Premium, if attack traffic is not scrubbed and
directly targets the origin server, the IP address of the origin server may have been exposed. In this case,
you must change the IP address of the origin server.

Check for risks that cause IP address exposure

Before you change the IP address of the origin server, make sure that you eliminate all risks to prevent
the IP address from being exposed again. You can check for the following exposure risks:

e Checkwhetherthe origin server contains security risks, such as trojans and backdoors.

We recommend that you use Alibaba Cloud Security Centerto check and fix security vulnerabilities.
For more information, see What is Security Center?,

e Checkwhether the origin server runs services that are not added to Anti-DDoS Pro or Anti-DDoS
Premium. For example, you have added MX records to configure an email server or other DNS records
to configure a BBS website for the origin server.
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C) Notice Make sure that no DNS records map a domain name to the IP address of the origin
server.

e Checkwhetherthe source code of the website is exposed. For example, the phpinfo() function
may contain the IP address of the origin server.

e Checkwhether the origin server encounters malicious scanning. You can allow inbound traffic only
fromthe back-to-origin IP addresses of Anti-DDoS Pro or Anti-DDoS Premiumto access the origin
server. For more information, see Configure ACLs for the origin server.

Change the IP address of the origin server

After you eliminate all risks that may cause the exposure, you can change the IP address of the origin
server. For more information, see Change the public IP address of an ECS origin server.

If you do not want to change the IP address or the new IP address is also exposed, we recommend that
you deploy an SLB instance to connect the ECS instance. For more information, see Quick Start of SLB.
You can adopt the following network architecture: Client > Anti-DDoS Pro or Anti-DDoS Premium> SLB
instance > ECS instance.

In this architecture, even if the origin server encounters attacks that trigger blackhole filtering, the
service is not interrupted. Traffic fromthe SLB instance to the origin server is transmitted over the
internal network. If blackhole filtering is triggered for the public IP address of the origin server, Anti-
DDoS Pro or Anti-DDoS Premium can still access the origin server through the SLB instance.

@ Note To apply the preceding network architecture, you must set the origin server address to
the IP address of the SLB instance in the Anti-DDoS Pro or Anti-DDoS Premium console.
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