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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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The following tables list  the API operations that are available for use in ApsaraDB RDS.

Top 10 operationsTop 10 operations

Operation Description

CreateDBInstance Creates an ApsaraDB RDS instance.

DescribeDBInstances
Queries the ApsaraDB RDS instances that meet specified conditions or
ApsaraDB RDS instances on which a RAM user has permissions.

DescribeDBInstanceAttribute Queries the details about one or more ApsaraDB RDS instances.

DescribeDBInstancePerformance Queries the performance data of an ApsaraDB RDS instance.

DescribeSlowLogRecords
Queries the details about the slow query logs of an ApsaraDB RDS
instance.

DescribeSlowLogs
Queries the summary of the slow query logs of an ApsaraDB RDS
instance.

DescribeBackups Queries the data backup files of an ApsaraDB RDS instance.

DescribeResourceUsage Queries the storage usage of an ApsaraDB RDS instance.

CreateAccount
Creates an account that is used to manage databases on an ApsaraDB
RDS instance.

CreateDatabase Creates a database on an ApsaraDB RDS instance.

Billing managementBilling management

Operation Description

DescribeAvailableResource Queries the available resources in a region.

DescribePrice Queries the price of an ApsaraDB RDS instance.

DescribeRenewalPrice Queries the renewal fee for an ApsaraDB RDS instance.

TransformDBInstancePayType Changes the billing method of an ApsaraDB RDS instance.

RenewInstance Renews an ApsaraDB RDS instance.

InstancesInstances

Operation Description

CreateDBInstance Creates an ApsaraDB RDS instance.

1.List of operations by function1.List of operations by function
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DeleteDBInstance Releases an ApsaraDB RDS instance.

StartDBInstance Starts an ApsaraDB RDS instance.

ModifyDBInstanceSpec

Changes the instance type or storage capacity of an ApsaraDB RDS
instance. This operation is supported for primary ApsaraDB RDS
instances and read-only ApsaraDB RDS instances. This operation is not
supported for disaster recovery ApsaraDB RDS instances or temporary
ApsaraDB RDS instances.

ModifyDasInstanceConfig Configures automatic storage expansion for an ApsaraDB RDS instance.

DescribeAvailableZones
Queries the available resources in the zone in which an ApsaraDB RDS
instance resides.

DescribeAvailableClasses
Queries the specifications that are supported for an ApsaraDB RDS
instance. These specifications include the instance type and the
storage capacity.

DescribeDBInstanceAttribute Queries the details about one or more ApsaraDB RDS instances.

DescribeDBInstances
Queries the ApsaraDB RDS instances that meet specified conditions or
ApsaraDB RDS instances on which a RAM user has permissions.

ListClasses
Queries the details about the instance types that are available to
ApsaraDB RDS instances.

DescribeDBInstancesByExpireT ime
Queries the information about the ApsaraDB RDS instances that expire
on a specific date and time.

DescribeRegions
Queries the regions and zones that are available for use in ApsaraDB
RDS.

MigrateToOtherZone Migrates an ApsaraDB RDS instance across zones in the same region.

ModifyDBInstanceDescription Modifies the description of an ApsaraDB RDS instance.

ModifyDBInstanceMaintainT ime Changes the maintenance window of an ApsaraDB RDS instance.

CheckInstanceExist Queries whether an ApsaraDB RDS instance is created.

ModifyHADiagnoseConfig Changes the availability check method of an ApsaraDB RDS instance.

DescribeHADiagnoseConfig Queries the availability check method of an ApsaraDB RDS instance.

Operation Description

Database engine version upgradeDatabase engine version upgrade

Operation Description

UpgradeDBInstanceEngineVersion Upgrades the major engine version of an ApsaraDB RDS instance.

UpgradeDBInstanceKernelVersion Updates the minor engine version of an ApsaraDB RDS instance.

API Reference··List  of operat ions by 
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ModifyDBInstanceAutoUpgradeMi
norVersion

Changes the method that is used to update the minor engine version
of an ApsaraDB RDS instance

UpgradeDBInstanceMajorVersionP
recheck

Performs a precheck before the upgrade of the major engine version of
an ApsaraDB RDS for PostgreSQL instance.

DescribeUpgradeMajorVersionPre
checkTask

Queries the precheck report for a major engine version upgrade of an
ApsaraDB RDS for PostgreSQL instance.

UpgradeDBInstanceMajorVersion
Upgrades the major engine version of an ApsaraDB RDS for PostgreSQL
instance.

DescribeUpgradeMajorVersionTas
ks

Queries the tasks that are created to upgrade the major engine version
of an ApsaraDB RDS for PostgreSQL instance.

Operation Description

Network and endpoint managementNetwork and endpoint management

Operation Description

AllocateInstancePublicConnection Applies for a public endpoint for an ApsaraDB RDS instance.

DescribeDBInstanceNetInfo Queries the details about all endpoints of an ApsaraDB RDS instance.

ModifyDBInstanceConnectionStrin
g

Changes the endpoint and the port number of an ApsaraDB RDS
instance.

ModifyDBInstanceNetworkExpireT i
me

Modifies the validity period of an endpoint that is used to connect to
an ApsaraDB RDS instance.

SwitchDBInstanceNetType
Switches an ApsaraDB RDS instance between the internal endpoint and
the public endpoint.

ReleaseInstancePublicConnection Releases the public endpoint of an ApsaraDB RDS instance.

ModifyDBInstanceNetworkType Changes the network type of an ApsaraDB RDS instance.

SwitchDBInstanceVpc
Switches an ApsaraDB RDS instance to a different virtual private cloud
(VPC) or a different vSwitch.

DescribeVSwitches Queries the details about a vSwitch that is created in a VPC.

Primary/secondary high availability and data replicationPrimary/secondary high availability and data replication

Operation Description

ModifyDBInstanceHAConfig
Changes the high availability mode and data replication mode of an
ApsaraDB RDS instance.

DescribeDBInstanceHAConfig
Queries the high availability mode and data replication mode of an
ApsaraDB RDS instance.
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SwitchDBInstanceHA
Switches workloads over between a primary ApsaraDB RDS instance
and its secondary ApsaraDB RDS instance.

ModifyHASwitchConfig
Enables or disables the automatic primary/secondary switchover
feature for an ApsaraDB RDS instance.

DescribeHASwitchConfig
Queries the settings of the automatic primary/secondary switchover
feature for an ApsaraDB RDS instance.

Operation Description

Event history managementEvent history management

Operation Description

DescribeEvents Queries the events of an ApsaraDB RDS instance.

DescribeActionEventPolicy
Queries the status of the event history feature for an ApsaraDB RDS
instance.

ModifyActionEventPolicy
Enables or disables the event history feature for an ApsaraDB RDS
instance.

NotificationNotification

Operation Description

QueryNotify Queries the notifications of an ApsaraDB RDS instance.

ModifyActionEventPolicy
Enables or disables the event history feature for an ApsaraDB RDS
instance.

Account managementAccount management

Operation Description

CreateAccount
Creates an account that is used to manage databases on an ApsaraDB
RDS instance.

DeleteAccount Deletes an account from an ApsaraDB RDS instance.

ResetAccountPassword Resets the password of an account of an ApsaraDB RDS instance.

LockAccount Locks an account of an ApsaraDB RDS for PostgreSQL instance.

UnlockAccount Unlocks an account of an ApsaraDB RDS for PostgreSQL instance.

DescribeAccounts Queries the details about the accounts of an ApsaraDB RDS instance.

ModifyAccountDescription Modifies the description of an account of an ApsaraDB RDS instance.
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DescribeInstanceKeywords
Queries the reserved keywords of an ApsaraDB RDS instance. The
reserved keywords cannot be used for the usernames of accounts or
the names of databases.

ModifyPGHbaConfig
Modifies the configuration of the pg_hba.conf file of an ApsaraDB RDS
for PostgreSQL instance.

DescribePGHbaConfig
Queries the configuration of the pg_hba.conf file of an ApsaraDB RDS
for PostgreSQL instance.

DescribeModifyPGHbaConfigLog
Queries the details about the modifications to the pg_hba.conf file of
an ApsaraDB RDS for PostgreSQL instance.

GrantAccountPrivilege
Grants the permissions on a database of an ApsaraDB RDS instance to
an account.

GrantOperatorPermission Grants permissions to the service account of an ApsaraDB RDS instance.

RevokeOperatorPermission
Removes permissions from the service account of an ApsaraDB RDS
instance.

RevokeAccountPrivilege
Removes the permissions on a database of an ApsaraDB RDS instance
from an account.

ResetAccount
Resets the permissions of the privileged account of an ApsaraDB RDS
instance.

Operation Description

Database managementDatabase management

Operation Description

CreateDatabase Creates a database on an ApsaraDB RDS instance.

DeleteDatabase Deletes a database from an ApsaraDB RDS instance.

ModifyDBDescription Modifies the description of a database on an ApsaraDB RDS instance.

CopyDatabaseBetweenInstances Replicates databases across ApsaraDB RDS instances.

DescribeDatabases Queries the details about the databases on an ApsaraDB RDS instance.

CheckDBNameAvailable
Queries whether a database name can be used on an ApsaraDB RDS
instance.

DescribeCollationTimeZones
Queries the character set collations and time zones that are available
for use in ApsaraDB RDS.

DescribeCharacterSetName
Queries the character sets that are supported by an ApsaraDB RDS
instance.

Read-only instance managementRead-only instance management
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Operation Description

CreateReadOnlyDBInstance
Creates a read-only ApsaraDB RDS instance for a primary ApsaraDB RDS
instance.

DescribeReadDBInstanceDelay
Queries the latency at which a read-only ApsaraDB RDS instance
replicates data from its primary ApsaraDB RDS instance.

ModifyReadonlyInstanceDelayRep
licationTime

Modifies the latency at which a read-only ApsaraDB RDS instance
replicates data from its primary ApsaraDB RDS instance.

Shared proxy management (being phased-out)Shared proxy management (being phased-out)

Operation Description

AllocateReadWriteSplitt ingConne
ction

Applies for a read/write splitt ing endpoint for an ApsaraDB RDS
instance.

ReleaseReadWriteSplitt ingConnec
tion

Releases the read/write splitt ing endpoint of an ApsaraDB RDS
instance.

CalculateDBInstanceWeight
Queries the read weights of a primary ApsaraDB RDS instance and its
read-only ApsaraDB RDS instances.

ModifyReadWriteSplitt ingConnect
ion

Changes the latency threshold of the read/write splitt ing link and the
read weights of a primary ApsaraDB RDS instance and its read-only
ApsaraDB RDS instances.

DescribeDBInstanceProxyConfigur
ation

Queries the shared proxy settings of an ApsaraDB RDS instance.

Dedicated proxy management (read/write splitt ing)Dedicated proxy management (read/write splitt ing)

Operation Description

ModifyDBProxy
Enables or disables the dedicated proxy feature for an ApsaraDB RDS
instance.

UpgradeDBProxyInstanceKernelVe
rsion

Upgrades the dedicated proxy version of an ApsaraDB RDS instance.

ModifyDBProxyInstance
Modifies the number of dedicated proxy instances that are enabled on
an ApsaraDB RDS instance.

ModifyDBProxyEndpoint
Modifies the endpoint that is used to connect to the dedicated proxy
of an ApsaraDB RDS instance. You can use a proxy endpoint to perform
read/write splitt ing, transaction splitt ing, and connection pooling.

DescribeDBProxy
Queries details about the dedicated proxy instances that are enabled
on an ApsaraDB RDS instance.

DescribeDBProxyEndpoint
Queries the endpoints that are used to connect to the dedicated proxy
of an ApsaraDB RDS instance.
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DescribeDBProxyPerformance
Queries the performance data of the dedicated proxy of an ApsaraDB
RDS instance.

CreateDBProxyEndpointAddress
Creates an endpoint that is used to connect to the dedicated proxy of
an ApsaraDB RDS instance.

ModifyDBProxyEndpointAddress
Modifies the endpoint that is used to connect to the dedicated proxy
of an ApsaraDB RDS instance.

DeleteDBProxyEndpointAddress
Deletes the endpoint that is used to connect to the dedicated proxy of
an ApsaraDB RDS instance.

ModifyDbProxyInstanceSsl
Configures SSL encryption for the endpoint that is used to connect to
the dedicated proxy of an ApsaraDB RDS instance.

GetDbProxyInstanceSsl
Queries the SSL encryption settings of the endpoint that is used to
connect to the dedicated proxy of an ApsaraDB RDS instance.

Operation Description

Security and encryptionSecurity and encryption

Operation Description

DescribeSecurityGroupConfigurati
on

Queries the details about the Elastic Compute Service (ECS) security
groups that are associated with an ApsaraDB RDS instance.

ModifySecurityGroupConfiguratio
n

Modifies the ECS security groups that are associated with an ApsaraDB
RDS instance.

DescribeDBInstanceIPArrayList Queries the IP address whitelists of an ApsaraDB RDS instance.

ModifySecurityIps Modifies the IP address whitelist  of an ApsaraDB RDS instance.

DescribeDBInstanceSSL
Queries the settings of the SSL encryption feature for an ApsaraDB RDS
instance.

ModifyDBInstanceSSL Modifies the SSL link of an ApsaraDB RDS instance.

DescribeDBInstanceTDE
Queries the status of the Transparent Data Encryption (TDE) feature for
an ApsaraDB RDS instance.

ModifyDBInstanceTDE Enables the TDE feature for an ApsaraDB RDS instance.

MigrateSecurityIPMode
Changes the network isolation mode of an ApsaraDB RDS instance from
the standard whitelist  mode to the enhanced whitelist  mode.

DescribeDBInstanceIpHostname
Queries the hostname of the ECS instance that hosts an ApsaraDB RDS
instance.

DescribeDTCSecurityIpHostsForSQ
LServer

Queries the distributed transaction whitelists of an ApsaraDB RDS
instance.
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ModifyDTCSecurityIpHostsForSQL
Server

Configures a distributed transaction whitelist  for an ApsaraDB RDS
instance.

DescribeDBInstanceEncryptionKey
Queries the status of the disk encryption feature for an RDS instance
and the key that is used for disk encryption.

CreateServiceLinkedRole Creates a service-linked role.

ModifyDBInstanceDeletionProtecti
on

Enables or disables the release protection feature for an ApsaraDB RDS
instance.

Operation Description

Log managementLog management

Operation Description

ModifySQLCollectorPolicy
Enables or disables the SQL Explorer (SQL Audit) feature for an
ApsaraDB RDS instance.

DescribeSQLCollectorPolicy
Queries the status of the SQL Explorer (SQL Audit) feature for an
ApsaraDB RDS instance.

DescribeSQLLogRecords
Queries the logs that are generated by the SQL Explorer (SQL Audit)
feature for an ApsaraDB RDS instance.

DescribeSQLLogFiles
Queries the log files that are generated by the SQL Explorer (SQL Audit)
feature for an ApsaraDB RDS instance.

ModifySQLCollectorRetention
Modifies the retention period of the log files that are generated by the
SQL Explorer (SQL Audit) feature for an ApsaraDB RDS instance.

DescribeSQLCollectorRetention
Queries the retention period of the log files that are generated by the
SQL Explorer (SQL Audit) feature for an ApsaraDB RDS instance.

DescribeSlowLogs
Queries the summary of the slow query logs of an ApsaraDB RDS
instance.

DescribeSlowLogRecords
Queries the details about the slow query logs of an ApsaraDB RDS
instance.

DescribeErrorLogs
Queries the error logs of an ApsaraDB RDS instance over a specific t ime
range.

PurgeDBInstanceLog Deletes or compresses the SQL logs of an ApsaraDB RDS instance.

DescribeSQLLogReports Queries the SQL log report of an ApsaraDB RDS instance.

DescribeSQLLogReportList Queries the SQL log reports of an ApsaraDB RDS instance.

BackupBackup
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Operation Description

CreateBackup Creates a data backup file for an ApsaraDB RDS instance.

DescribeBackups Queries the data backup files of an ApsaraDB RDS instance.

DescribeDetachedBackups
Queries the data backup files that are deleted from an ApsaraDB RDS
instance.

DescribeBackupPolicy Queries the backup settings of an ApsaraDB RDS instance.

ModifyBackupPolicy Modifies the backup settings of an ApsaraDB RDS instance.

DeleteBackup Deletes one or more data backup files from an ApsaraDB RDS instance.

DescribeBackupTasks Queries the backup tasks of an ApsaraDB RDS instance.

DescribeBinlogFiles Queries the binary log files of an ApsaraDB RDS instance.

RestorationRestoration

Operation Description

RecoveryDBInstance Restores one or more databases of an ApsaraDB RDS instance.

CloneDBInstance
Restores the data of an ApsaraDB RDS instance to a new ApsaraDB RDS
instance. The new ApsaraDB RDS instance is called a cloned instance.

CreateTempDBInstance Creates a temporary ApsaraDB RDS instance.

DescribeLocalAvailableRecoveryT i
me

Queries the t ime range within which you can restore data by using a
backup file of an ApsaraDB RDS instance.

RestoreTable
Restores one or more databases or tables of an ApsaraDB RDS instance
to the original ApsaraDB RDS instance.

DescribeMetaList
Queries information about the databases and tables that can be
restored from a data backup file.

Cross-region backup and restorationCross-region backup and restoration

Operation Description

CheckCreateDdrDBInstance
Queries whether the data of an ApsaraDB RDS instance can be restored
from a cross-region data backup file.

CreateDdrInstance
Restores the data of an ApsaraDB RDS instance to a new ApsaraDB RDS
instance that resides in a different region than the region in which the
original ApsaraDB RDS instance resides.

RestoreDdrTable
Restores the data of an ApsaraDB RDS instance to an existing ApsaraDB
RDS instance that resides in a different region than the region in which
the original ApsaraDB RDS instance resides.
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ModifyInstanceCrossBackupPolicy Modifies the cross-region backup settings of an ApsaraDB RDS instance.

DescribeInstanceCrossBackupPolic
y

Queries the cross-region backup settings of an ApsaraDB RDS instance.

DescribeCrossBackupMetaList
Queries information about the databases and tables whose data is
included in a cross-region backup file.

DescribeCrossRegionBackups
Queries the cross-region data backup files of an ApsaraDB RDS
instance.

DescribeCrossRegionLogBackupFil
es

Queries the cross-region log backup files of an ApsaraDB RDS instance.

DescribeAvailableCrossRegion
Queries the available destination regions to which the cross-region
backup files from a specific source region can be stored.

DescribeAvailableRecoveryT ime
Queries the t ime range within which you can restore data by using a
cross-region backup file.

DescribeCrossRegionBackupDBInst
ance

Queries the ApsaraDB RDS instances for which the cross-region backup
feature is enabled in a region and the cross-region backup settings of
these instances.

Operation Description

MonitoringMonitoring

Operation Description

DescribeResourceUsage Queries the storage usage of an ApsaraDB RDS instance.

DescribeDBInstancePerformance Queries the performance data of an ApsaraDB RDS instance.

DescribeDBInstanceMonitor Queries the monitoring frequency of an ApsaraDB RDS instance.

ModifyDBInstanceMonitor Modifies the monitoring frequency of an ApsaraDB RDS instance.

DescribeAvailableMetrics
Queries all Enhanced Monitoring metrics that are available for an
ApsaraDB RDS for PostgreSQL instance.

ModifyDBInstanceMetrics
Modifies the Enhanced Monitoring metrics that are displayed for an
ApsaraDB RDS for PostgreSQL instance.

DescribeDBInstanceMetrics
Queries the Enhanced Monitoring metrics that are enabled for an
ApsaraDB RDS for PostgreSQL instance.

Parameter managementParameter management

Operation Description

DescribeParameters Queries the parameter settings of an ApsaraDB RDS instance.

API Reference··List  of operat ions by 
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ModifyParameter Modifies the parameters of an ApsaraDB RDS instance.

DescribeModifyParameterLog Queries the parameter modification logs of an ApsaraDB RDS instance.

DescribeParameterTemplates
Queries the parameter templates that are available for an ApsaraDB
RDS instance.

CreateParameterGroup Creates a parameter template.

ModifyParameterGroup Modifies a parameter template.

CloneParameterGroup
Replicates a parameter template to the current region or to another
region.

DescribeParameterGroups Queries the available parameter templates in a region.

DescribeParameterGroup Queries the details about a parameter template.

DeleteParameterGroup Deletes a parameter template.

Operation Description

Data migrationData migration

Operation Description

ImportDatabaseBetweenInstance
s

Migrates data across ApsaraDB RDS instances.

CancelImport
Cancels a data migration task of an ApsaraDB RDS for SQL Server
instance.

Cloud migration of backup files (ApsaraDB RDS for SQL Server)Cloud migration of backup files (ApsaraDB RDS for SQL Server)

Operation Description

CreateMigrateTask
Restores backup files from an Object Storage Service (OSS) bucket to
an ApsaraDB RDS for SQL Server instance.

DescribeMigrateTasks
Queries the backup data migration tasks of an ApsaraDB RDS for SQL
Server instance.

DescribeOssDownloads
Queries the backup files that are included in a backup data migration
task of an ApsaraDB RDS for SQL Server instance.

CreateOnlineDatabaseTask
Opens the databases that are included in a backup data migration task
of an ApsaraDB RDS for SQL Server instance.

DescribeMigrateTaskById
Queries a single task that is used to migrate the backup data of an
ApsaraDB RDS for SQL Server instance to an OSS bucket.

TerminateMigrateTask
Terminates a data migration task of an ApsaraDB RDS for SQL Server
instance.

ApsaraDB for RDS API Reference··List  of operat ions by 
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Cloud migration to an ApsaraDB RDS for PostgreSQL instanceCloud migration to an ApsaraDB RDS for PostgreSQL instance

Operation Description

CreateCloudMigrationPrecheckTas
k

Creates an assessment task for cloud migration to an ApsaraDB RDS for
PostgreSQL instance.

DescribeCloudMigrationPrecheckR
esult

Queries the assessment report for cloud migration to an ApsaraDB RDS
for PostgreSQL instance.

CreateCloudMigrationTask
Creates a cloud migration task for an ApsaraDB RDS for PostgreSQL
instance.

ActivateMigrationTargetInstance
Switches workloads over from the source PostgreSQL instance to the
destination ApsaraDB RDS for PostgreSQL instance.

DescribeCloudMigrationResult
Queries the details of a cloud migration task for an ApsaraDB RDS for
PostgreSQL instance.

Tag managementTag management

Operation Description

TagResources Creates and adds tags to one or more ApsaraDB RDS instances.

UntagResources Removes tags from one or more ApsaraDB RDS instances.

ListTagResources
Queries the tags that are added to one or more ApsaraDB RDS
instances.
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EndpointEndpoint
The following table lists the endpoints of the ApsaraDB RDS API in different regions.

Region Endpoint

China (Qingdao), China (Beijing), China (Hangzhou),
China (Shanghai), China (Shenzhen), China (Hong
Kong), Singapore (Singapore), US (Virginia), and US
(Silicon Valley).

rds.aliyuncs.com

Not e Not e This endpoint is also applicable to
Alibaba Gov Cloud and Alibaba Finance Cloud.

China (Zhangjiakou-Beijing Winter Olympics) rds.cn-zhangjiakou.aliyuncs.com

Japan (Tokyo) rds.ap-northeast-1.aliyuncs.com

Malaysia (Kuala Lumpur) rds.ap-southeast-3.aliyuncs.com

Australia (Sydney) rds.ap-southeast-2.aliyuncs.com

UAE (Dubai) rds.me-east-1.aliyuncs.com

China (Hohhot) rds.cn-huhehaote.aliyuncs.com

India (Mumbai) rds.ap-south-1.aliyuncs.com

Indonesia (Jakarta) rds.ap-southeast-5.aliyuncs.com

Germany (Frankfurt) rds.eu-central-1.aliyuncs.com

UK (London) rds.eu-west-1.aliyuncs.com

China (Chengdu) rds.cn-chengdu.aliyuncs.com

Communication protocolCommunication protocol
You can send requests by using the HTTP or HTTPS protocol. For a higher level of security, we
recommend that you send requests by using the HTTPS protocol.

Request methodRequest method
You can use the HTTP GET method to send the request  for calling an API operation. If  you use this
method, the request  parameters must be included in the URL of the request.

Request parametersRequest parameters
In each request, you must specify the operation (such as CreateDatabase) that you want to perform by
using the Act ion parameter. You must also specify the common request  parameters and the specific
parameters that are required by the operation.

Character encodingCharacter encoding

2.Request structure2.Request structure
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All requests and responses are encoded in UTF-8

ReferencesReferences
Signature

Public parameters

Use RAM for resource authorization
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RDS performs authentication on each access request. Therefore, each request, whether being sent by
HTTP or HTTPS, must contain signature information. RDS performs symmetric encryption using the
‘Access Key ID’ and ‘Access Key Secret ’ to authenticate the request  sender. The Access Key ID and
Access Key Secret  are officially issued to visitors by Alibaba Cloud (visitors can apply for and manage
them at Alibaba Cloud’s official website). The Access Key ID indicates the identity of the visitor. The
Access Key Secret  is the secret  key used to encrypt and verify the signature string on the server. It  must
be kept confidential and only be available to Alibaba Cloud and you.

When you call a server, the following method is used to sign the request:

1. Construct  a normalized request  string (Canonicalized Query String) using request  parameters.

i. Request  parameters are ordered alphabetically by their names (including public request
parameters and user-defined parameters for the given request  interfaces described in this
document, but excluding the Signature parameter mentioned in public request  parameters).

Not ice Not ice For a request  submitted using the GET method, these parameters constitute
the parameter sect ion of the request  URL (that is, the sect ion in the URL following “?”
and connected by “&”).

ii. The name and value of each request  parameter are encoded. The names and values must be
URL-encoded using the UTF-8 character set. The URL encoding rules are as follows:

a. The characters A-Z, a-z, 0-9, and “-“, “_”, “.”, “~” are not encoded.

b. Other characters are encoded in “%XY” format, with XY representing the characters’
ASCII code in hexadecimal notation. For example, the English double quotes (“) are
encoded as %22.

c. Extended UTF-8 characters are encoded in “%XY%ZA…” format.

d. It  must be noted that an English space is encoded as %20, rather than the plus sign (+).

Not ice Not ice Generally, libraries that support  URL encoding (such as Java’s
java.net.URLEncoder) encode characters according to the rules for the MIME-type
“application/x-www-form-urlencoded”. If  this encoding method is used, replace
the plus signs (+) in the encoded strings with %20, the asterisks (*) with %2A, and
change %7E back to the t ilde (~) to conform to the preceding encoding rules.

iii. Connect the encoded parameter names and values with the equal sign (=).

iv. Sort  the parameter name and value pairs connected by equal signs in alphabetical order, and
connect them with the (&) symbol to produce the Canonicalized Query String.

2. Follow the following rules to construct  the string used for signature calculat ion by using the
Canonicalized Query String constructed in the previous step:

StringToSign=
HTTPMethod + "&" +
percentEncode("/") + "&" +
percentEncode(CanonicalizedQueryString)

Parameter descript ion:

HTTPMethod: the HTTP method used for request  submission, for example, GET.

3.Signature3.Signature

ApsaraDB for RDS API Reference··Signat ure

> Document  Version: 20220713 27



percentEncode(“/“): the coded value for the character “/“ according to the URL encoding
rules described in 1.b, namely, “%2F”.

percentEncode(CanonicalizedQueryString): the encoded string of the Canonicalized Query String
constructed in Step 1, produced by following the URL encoding rules described in 1.b.

3. Use the preceding signature st ing to calculate the signature’s HMAC value based on RFC2104
definit ions.

Not ice Not ice The Key used for calculat ing the signature is the Access Key Secret  held by you,
which ends with the “&” character (ASCII:38) and is based on the SHA1 hashing.

4. According to Base64 encoding rules, encode the preceding HMAC value into a string, which gives
you the signature value.

5. Add the obtained signature value to the request  parameters as the Signature parameter, which
completes the request  signing process.

Not eNot e

When the obtained signature value is submitted to the RDS server as the final request
parameter value, the value is URL-encoded like other parameters according to RFC3986 rules.

DescribeDBInstances is used as an example. The request  URL before signature is as follows:

http://rds.aliyuncs.com/?Timestamp=2013-06-01T10:33:56Z&Format=XML&AccessKeyId=test
id&Action=DescribeDBInstances&SignatureMethod=HMAC-SHA1&RegionId=region1&SignatureN
once=NwDAxvLU6tFE0DVb&Version=2014-08-15&SignatureVersion=1.0

Thus, the StringToSign is:

GET&%2F&AccessKeyId%3Dtestid&Action%3DDescribeDBInstances&Format%3DXML&RegionId%3Dregio
n1&SignatureMethod%3DHMAC-SHA1&SignatureNonce%3DNwDAxvLU6tFE0DVb&SignatureVersion%3D1.0
&Timestamp%3D2013-06-01T10%253A33%253A56Z&Version%3D2014-08-15

Assume that the Access Key ID is test id, the Access Key Secret  is testsecret, and the Key used for
HMAC calculat ion is testsecret&. The calculated signature is:  cNr+cHw3awqsBaWs6J6hcGvnfJE= 

The signed request  URL is (added with the Signature parameter):

http://rds.aliyuncs.com/?Timestamp=2013-06-01T10%3A33%3A56Z&Format=XML&AccessKeyId=test
id&Action=DescribeDBInstances&SignatureMethod=HMAC-SHA1&RegionId=region1&SignatureNonce
=NwDAxvLU6tFE0DVb&SignatureVersion=1.0&Version=2014-08-15&Signature=cNr%2bcHw3awqsBaWs6
J6hcGvnfJE%3d

API Reference··Signat ure ApsaraDB for RDS
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Public request parametersPublic request parameters
Public request  parameters refer to the request  parameters that every interface must use.

Name Type Required or not Description

Format String No
Type of the returned value. Values: JSON and
XML. Default value: XML.

Version String Yes
API version number. Format: YYYY-MM-DD
(date). The current version number is 2016-11-
01.

AccessKeyId String Yes Secret key ID issued by Alibaba for user access

Signature String Yes
Signature result  string. For more information
about the signature calculation method, see
Signature.

SignatureMet
hod

string Yes
Signature method. Currently, HMAC-SHA1 is
supported.

T imestamp String Yes

T imestamp of a request. The date format
follows the ISO8601 standard and uses UTC
time. Format:  YYYY-MM-DDThh:mm:ssZ , for
example,  2013-08-15T12:00:00Z 
(20:00:00, August 15, 2013, Beijing time).

SignatureVer
sion

String Yes
Signature algorithm version. The current version
is 1.0

SignatureNon
ce

String Yes
Unique random number, used to prevent replay
attacks. Different random numbers are used for
different requests.

Public return parametersPublic return parameters
Each t ime the you sends a call request  to an interface, the system returns a unique identificat ion code
(RequestId) no matter whether the request  is successful or not.

Request exampleRequest example

4.Public parameters4.Public parameters
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https://rds.aliyuncs.com/
Format=xml
&Version=2014-08-15
&Signature=Pc5WB8gokVn0xfeu%2FZV%2BiNM1dgI%3D 
&SignatureMethod=HMAC-SHA1
&SignatureNonce=15215528852396
&SignatureVersion=1.0
&AccessKeyId=key-test
&OwnerId=12345678
&Timestamp=2014-10-10T12:00:00Z

Returned resultsReturned results
After the API service is called, data is returned in a unified format. The returned HTTP status code 2xx
indicates that the call is successful. The returned HTTP status code 4xx or 5xx indicates that the call
fails. For successful calls, the primary formats of returned data are XML and JSON. When a request  is
sent, an external system can generate a parameter to define the format of returned data, which is XML
by default . In this document, examples of returned results are formatted in a way that is easier to view.
The actual returned results do not contain line breaks and indentation.

Successf ul result sSuccessf ul result s

Ret urned XML result s include t he request  processing result  (successf ul or f ailed) and t heRet urned XML result s include t he request  processing result  (successf ul or f ailed) and t he
specif ic service dat a. Example:specif ic service dat a. Example:

<? xml version="1.0" encoding="utf-8"? > 
<!--Result Root Node-->
<Interface Name+Response>
    <!--Return Request Tag-->
    <RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
    <!--Returned Result Data-->
</Interface Name+Response>

JSON f ormat :JSON f ormat :

    "RequestId": "4C467B38-3910-447D-87BC-AC049166F216",
    /* Returned Result Data*/
            

Error result sError result s

When an error occurs in an interface call, no result  is returned. You can refer to Client error codes to
identify the error cause.

When an error occurs in a call, the HTTP status code 4xx or 5xx is returned for the HTTP request. The
returned message body contains the specific error code and error message. The message body also
contains the globally unique RequestId and the requested HostId. If  you cannot identify the error cause,
contact  Alibaba Cloud Customer Service for help and provide the HostId and RequestId for support
engineers to solve the problem as quickly as possible.

XML f ormat :XML f ormat :
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<? xml version="1.0" encoding="UTF-8"? >
<Error>
   <RequestId>8906582E-6722-409A-A6C4-0E7863B733A5</RequestId>
   <HostId>rds.aliyuncs.com</HostId>
   <Code>UnsupportedOperation</Code>
   <Message>The specified action is not supported.</Message>
</Error>

JSON example:JSON example:

    "RequestId": "7463B73D-35CC-4D19-A010-6B8D65D242EF",
    "HostId": "rds.aliyuncs.com",
    "Code": "UnsupportedOperation",
    "Message": "The specified action is not supported."
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You can use Alibaba Cloud Resource Access Management (RAM) to grant RAM users the permissions to
manage ApsaraDB RDS instances.

DescriptionDescription
All RDS instances that are created within your Alibaba Cloud account are resources owned by that
account. By default , you have the permissions to perform all operations on the resources that are
owned by your Alibaba Cloud account.

RAM allows you to grant RAM users the permissions to access and manage the resources that are
owned by your Alibaba Cloud account. For more information, see What is RAM?

You can grant RAM users only the permissions on the resources of the dbinstance type. This means that
the resource authorization is at  the instance level. The following sect ions describe how to specify the
resources whose permissions you want to grant.

Request parametersRequest parameters

Resource type Resource description in the permission policy

dbinstance

acs:rds:$regionid:$accountid:dbinstance/$dbinstan
ceid

acs:rds:$regionid:$accountid:dbinstance/

acs:rds:::dbinstance/

The following table describes the parameters that are used in the resource descript ion.

Parameter Description

$regionid The ID of the region to which the instance belongs.
You can set this parameter to a wildcard (  * ).

$dbinstanceid The name of the instance. You can set this
parameter to a wildcard (  * ).

$accountid The ID of your Alibaba Cloud account. You can set
this parameter to a wildcard (  * ).

ExamplesExamples

5.Use RAM for resource5.Use RAM for resource
authorizationauthorization
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Not eNot e

In the following examples, the Act ion parameter specifies the permissions that you want to
grant to a RAM user. These permissions are represented by API operations. For example, the
CreateBackup operation indicates the permission that is used to create a backup, and the
ModifyBackupPolicy operation indicates the permission that is used to modify the backup
sett ings. You must understand the operations that are provided by the ApsaraDB RDS API.
This allows you to grant appropriate permissions to RAM users based on your business
requirements. For more information, see List  of operations by function.

For more information about the permission sett ings, see Policy structure and syntax.

Grant a RAM user the permissions to view all RDS instances and the permissions to create and manage
only the backups of a single RDS instance. In addit ion, configure these permissions to expire on
August 17, 2020.

{
    "Statement": [
        {
            "Action": [
                "rds:CreateBackup",
                "rds:ModifyBackupPolicy"
            ],
            "Effect": "Allow",
            "Resource": [
                "acs:rds:*:*:*/rm-bpxxxxxxx"
            ],
            "Condition": {
                "DateLessThan": {
                    "acs:CurrentTime": "2020-08-17T23:59:59+08:00"
                }
            }
        },
        {
            "Action": [
                "rds:Describe*"
            ],
            "Effect": "Allow",
            "Resource": [
                "acs:rds:*:*:*/*"
            ],
            "Condition": {
                "DateLessThan": {
                    "acs:CurrentTime": "2020-08-17T23:59:59+08:00"
                }
            }
        }
    ],
    "Version": "1"
}

Authentication rules for the ApsaraDB RDS APIAuthentication rules for the ApsaraDB RDS API
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When a RAM user requests access to an instance by using an API operation, ApsaraDB RDS
communicates with RAM to check that the RAM user has the required permissions. The permissions that
need to be checked vary based on the requested resources and the syntax that is used by the called
API operation.
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This topic describes the use scenarios of the service-linked roles that are supported by ApsaraDB RDS
instances. This topic also describes how to delete the service-linked roles.

Background informationBackground information
ApsaraDB RDS supports the following service-linked roles:

AliyunServiceRoleForRdsPgsqlOnEcs, which is used for ApsaraDB RDS for PostgreSQL instances

AliyunServiceRoleForRDSProxyOnEcs, which is used for the database proxy feature of ApsaraDB RDS
for PostgreSQL.

ApsaraDB RDS may require access to other Alibaba Cloud services to provide specific features. You can
assign a service-linked role to ApsaraDB RDS to obtain the permissions that are required to access other
Alibaba Cloud services. A service-linked role is a RAM role. For more information about service-linked
roles, see Service-linked roles.

Introduction to AliyunServiceRoleForRdsPgsqlOnEcsIntroduction to AliyunServiceRoleForRdsPgsqlOnEcs
Name: AliyunServiceRoleForRdsPgsqlOnEcs

Attached policy: AliyunServiceRolePolicyForRdsPgsqlOnEcs

Permissions:

6.Service-linked roles6.Service-linked roles
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{
  "Version": "1",
  "Statement": [
    {
      "Action": [
        "ecs:CreateNetworkInterface",
        "ecs:DeleteNetworkInterface",
        "ecs:AttachNetworkInterface",
        "ecs:DetachNetworkInterface",
        "ecs:DescribeNetworkInterfaces",
        "ecs:CreateNetworkInterfacePermission",
        "ecs:DescribeNetworkInterfacePermissions",
        "ecs:CreateSecurityGroup",
        "ecs:DeleteSecurityGroup",
        "ecs:DescribeSecurityGroupAttribute",
        "ecs:DescribeSecurityGroups",
        "ecs:ModifySecurityGroupAttribute",
        "ecs:AuthorizeSecurityGroup",
        "ecs:AuthorizeSecurityGroupEgress",
        "ecs:RevokeSecurityGroup",
        "ecs:RevokeSecurityGroupEgress"
      ],
      "Resource": "*",
      "Effect": "Allow"
    },
    {
      "Action": [
        "vpc:DescribeVSwitches",
        "vpc:DescribeVpcs"
      ],
      "Resource": "*",
      "Effect": "Allow"
    },
    {
      "Action": "ram:DeleteServiceLinkedRole",
      "Resource": "*",
      "Effect": "Allow",
      "Condition": {
        "StringEquals": {
          "ram:ServiceName": "pgsql-onecs.rds.aliyuncs.com"
        }
      }
    }
  ]
}

Introduction to AliyunServiceRoleForRDSProxyOnEcsIntroduction to AliyunServiceRoleForRDSProxyOnEcs
Name: AliyunServiceRoleForRDSProxyOnEcs

Attached policy: AliyunServiceRoleForRDSProxyOnEcs

Permissions:
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{
  "Version": "1",
  "Statement": [
    {
      "Action": [
        "ecs:CreateNetworkInterface",
        "ecs:DeleteNetworkInterface",
        "ecs:AttachNetworkInterface",
        "ecs:DetachNetworkInterface",
        "ecs:DescribeNetworkInterfaces",
        "ecs:CreateNetworkInterfacePermission",
        "ecs:DescribeNetworkInterfacePermissions",
        "ecs:CreateSecurityGroup",
        "ecs:DeleteSecurityGroup",
        "ecs:DescribeSecurityGroupAttribute",
        "ecs:DescribeSecurityGroups",
        "ecs:ModifySecurityGroupAttribute",
        "ecs:AuthorizeSecurityGroup",
        "ecs:AuthorizeSecurityGroupEgress",
        "ecs:RevokeSecurityGroup",
        "ecs:RevokeSecurityGroupEgress"
      ],
      "Resource": "*",
      "Effect": "Allow"
    },
    {
      "Action": [
        "vpc:DescribeVSwitches",
        "vpc:DescribeVpcs"
      ],
      "Resource": "*",
      "Effect": "Allow"
    },
    {
      "Action": "ram:DeleteServiceLinkedRole",
      "Resource": "*",
      "Effect": "Allow",
      "Condition": {
        "StringEquals": {
          "ram:ServiceName": "rdsproxy-onecs.rds.aliyuncs.com"
        }
      }
    }
  ]
}

Create a service-linked roleCreate a service-linked role
You can call the createservicelinkedrole interface to create a service associat ion role.

Delete a service-linked roleDelete a service-linked role

ApsaraDB for RDS API Reference··Service-linked roles

> Document  Version: 20220713 37

https://www.alibabacloud.com/help/doc-detail/410754.htm#doc-api-Rds-CreateServiceLinkedRole


Before you delete a service-linked role, you must release all instances that are associated with the
service-linked role.

For more information about how to release an ApsaraDB RDS for PostgreSQL instance, see Release or
unsubscribe from an ApsaraDB RDS for PostgreSQL instance.

For more information about how to delete a service-linked role, see Delete a service-linked role.
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You can call the DescribeAvailableResource operation to query the resources that are available to a
region.

This operation will no longer be available. You can use the DescribeAvailableZones and
DescribeAvailableClasses operations instead.

Not e Not e You can call this operation up to 20 t imes within 1 minute.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeAvailable
Resource

The operation that you want to
perform. Set the value to
DescribeAvailableResourceDescribeAvailableResource.

RegionId String No cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

ZoneId String No cn-hangzhou-b

The zone ID of the instance. If the
instance is deployed in multiple zones,
you must separate the IDs of the zones
with colons (:).

InstanceChargeTy
pe

String Yes Postpaid

The billing method of the instance.
Valid values:

PrepaidPrepaid: subscription

Post paidPost paid: pay-as-you-go

7.Billing7.Billing
7.1. Query available resources7.1. Query available resources
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Engine String No MySQL

The database engine of the instance.
Valid values:

MySQLMySQL

SQLServerSQLServer

Post greSQLPost greSQL

MariaDBMariaDB

EngineVersion String No 5.7

The database engine version of the
instance. Valid values:

Valid values when you set the Engine
parameter to MySQL: 5.5, 5.6, 5.7,5.5, 5.6, 5.7,
and 8.0and 8.0

Valid values when you set the Engine
parameter to SQLServer: 2008r2,2008r2,
2012, 2012_ent _ha,2012, 2012_ent _ha,
2012_st d_ha, 2012_web,2012_st d_ha, 2012_web,
2014_st d_ha, 2016_ent _ha,2014_st d_ha, 2016_ent _ha,
2016_st d_ha, 2016_web,2016_st d_ha, 2016_web,
2017_ent , and 2019_ent2017_ent , and 2019_ent

Valid values when you set the Engine
parameter to PostgreSQL: 10.0,10.0,
11.0, 12.0, 13.0, and 14.011.0, 12.0, 13.0, and 14.0

Valid values when you set the Engine
parameter to MariaDB: 10.310.3

DBInstanceClass String No
rds.mysql.s1.sma
ll

The instance type of the instance. For
more information, see Primary
ApsaraDB RDS instance types.

OrderType String No BUY
The type of the order. Set the value to
BUYBUY .

DBInstanceStorag
eType

String No local_ssd

The storage type of the instance. Valid
values:

local_ssdlocal_ssd: local SSDs

cloud_ssdcloud_ssd: standard SSDs

cloud_essdcloud_essd: enhanced SSDs (ESSD)
of performance level 1 (PL1)

cloud_essd2cloud_essd2: ESSDs of PL2

cloud_essd3cloud_essd3: ESSDs of PL3

Parameter Type Required Example Description

API Reference··Billing ApsaraDB for RDS

40 > Document  Version: 20220713

file:///home/admin/dita-files/output/31702202/task19043353/~~26312~~


Category String No Basic

The RDS edition of the instance. Valid
values:

BasicBasic: RDS Basic Edition

HighAvailabilit yHighAvailabilit y: RDS High-
availability Edition

AlwaysOnAlwaysOn: RDS Cluster Edition

FinanceFinance: RDS Enterprise Edition

DispenseMode Integer No 0

Specifies whether to return the zones
in which the single-zone deployment
method is supported. Valid values:

11: returns the zones.

00: does not return the zones.

Default value: 00.

Not e Not e The single-zone
deployment method allows you to
deploy an instance that runs RDS
Enterprise Edition in a single zone.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
A32E046E-2643-
4B65-828D-
23FEED4853A3

The ID of the request.

AvailableZones
Array of
AvailableZone

An array that consists of zones in which
resources are available.

AvailableZone

ZoneId String cn-hangzhou-b The zone ID of the instance.

Status String Enable

Indicates whether the resources in the region
can be purchased. Valid values:

EnableEnable: The resources in the region can
be purchased.

DisableDisable: The resources in the region
cannot be purchased.
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RegionId String cn-hangzhou The region ID of the instance.

SupportedEngi
nes

Array of
SupportedEngi
ne

An array that consists of the database
engines available in the zone.

SupportedEngi
ne

Engine String MySQL The database engine of the instance.

SupportedEngi
neVersions

Array of
SupportedEngi
neVersion

An array that consists of the database
engine versions available in the zone.

SupportedEngi
neVersion

Version String 5.7 The database engine version of the instance.

SupportedCate
gorys

Array of
SupportedCate
gory

An array that consists of available RDS
editions.

SupportedCate
gory

Category String HighAvailability The RDS edition of the instance.

SupportedStor
ageTypes

Array of
SupportedStor
ageType

An array that consists of available storage
types.

SupportedStor
ageType

StorageType String local_ssd The storage type of the instance.

AvailableResour
ces

Array of
AvailableResour
ce

An array that consists of available resources.

AvailableResour
ce

Parameter Type Example Description
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StorageRange String
"{\"values\":
[{\"max\":2000,\"mi
n\":5,\"step\":5}]}"

The range of the storage capacity. The value
consists of the maximum storage capacity,
the minimum storage capacity, and the
increment to increase the storage capacity.

DBInstanceClas
s

String rds.mysql.s1.small The instance type of the instance.

DBInstanceStor
ageRange

Object
An array that consists of the ranges of
storage capacity.

Step Integer 5 The increment at which the storage capacity
increases. Unit: GB.

Max Integer 2000 The maximum storage capacity that you can
purchase. Unit: GB.

Min Integer 5
The minimum storage capacity that you
must purchase. Unit: GB.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeAvailableResource
&InstanceChargeType=Postpaid
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<RequestId>A32E046E-2643-4B65-828D-23FEED4853A3</RequestId>
<AvailableZones>
    <AvailableZone>
        <Status>Enable</Status>
        <ZoneId>cn-hangzhou-b</ZoneId>
        <RegionId>cn-hangzhou</RegionId>
        <SupportedEngines>
            <SupportedEngine>
                <Engine>MySQL</Engine>
                <SupportedEngineVersions>
                    <SupportedEngineVersion>
                        <Version>5.7</Version>
                        <SupportedCategorys>
                            <SupportedCategory>
                                <Category>HighAvailability</Category>
                                <SupportedStorageTypes>
                                    <SupportedStorageType>
                                        <StorageType>local_ssd</StorageType>
                                        <AvailableResources>
                                            <AvailableResource>
                                                <DBInstanceClass>rds.mysql.s1.small</DBInst
anceClass>
                                                <StorageRange>"{\"values\":[{\"max\":2000,\
"min\":5,\"step\":5}]}"</StorageRange>
                                                <DBInstanceStorageRange>
                                                    <Min>5</Min>
                                                    <Max>2000</Max>
                                                    <Step>5</Step>
                                                </DBInstanceStorageRange>
                                            </AvailableResource>
                                        </AvailableResources>
                                    </SupportedStorageType>
                                </SupportedStorageTypes>
                            </SupportedCategory>
                        </SupportedCategorys>
                    </SupportedEngineVersion>
                </SupportedEngineVersions>
            </SupportedEngine>
        </SupportedEngines>
    </AvailableZone>
</AvailableZones>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "A32E046E-2643-4B65-828D-23FEED4853A3",
  "AvailableZones" : {
    "AvailableZone" : [ {
      "Status" : "Enable",
      "ZoneId" : "cn-hangzhou-b",
      "RegionId" : "cn-hangzhou",
      "SupportedEngines" : {
        "SupportedEngine" : [ {
          "Engine" : "MySQL",
          "SupportedEngineVersions" : {
            "SupportedEngineVersion" : [ {
              "Version" : "5.7",
              "SupportedCategorys" : {
                "SupportedCategory" : [ {
                  "Category" : "HighAvailability",
                  "SupportedStorageTypes" : {
                    "SupportedStorageType" : [ {
                      "StorageType" : "local_ssd",
                      "AvailableResources" : {
                        "AvailableResource" : [ {
                          "DBInstanceClass" : "rds.mysql.s1.small",
                          "StorageRange" : "\"{\\\"values\\\":[{\\\"max\\\":2000,\\\"min\\\
":5,\\\"step\\\":5}]}\"",
                          "DBInstanceStorageRange" : {
                            "Min" : "5",
                            "Max" : "2000",
                            "Step" : "5"
                          }
                        } ]
                      }
                    } ]
                  }
                } ]
              }
            } ]
          }
        } ]
      }
    } ]
  }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribePrice operation to query the price of ApsaraDB RDS instances.

7.2. Query instance price7.2. Query instance price
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DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DescribePrice
The operation that you want to
perform. Set the value to
DescribePriceDescribePrice.

DBInstanceClass String Yes
rds.mysql.s1.sma
ll

The instance type of the instances. For
more information, see Primary
ApsaraDB RDS instance types.

DBInstanceStorag
e

Integer Yes 20

The storage capacity of the instances.
Unit: GB. The storage capacity
increases in increments of 5 GB. For
more information, see Primary
ApsaraDB RDS instance types.

Engine String Yes MySQL

The database engine that is run on the
instances. Valid values:

MySQLMySQL

SQLServerSQLServer

Post greSQLPost greSQL

MariaDB T XMariaDB T X

EngineVersion String Yes 5.5

The database engine version that is run
on the instances. Valid values:

MySQL: 5.55.5, 5.65.6, 5.75.7, and 8.08.0

SQL Server: 2008r22008r2, 20122012,
2012_ent _ha2012_ent _ha, 2012_st d_ha2012_st d_ha,
2012_web2012_web, 2014_st d_ha2014_st d_ha,
2016_ent _ha2016_ent _ha, 2016_st d_ha2016_st d_ha,
2016_web2016_web, 2017_st d_ha2017_st d_ha,
2017_ent2017_ent , 2019_st d_ha2019_st d_ha, and
2019_ent2019_ent

PostgreSQL: 10.010.0, 11.011.0, 12.012.0,
13.013.0and 14.014.0

MariaDB TX: 10.310.3
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Quantity Integer Yes 10
The number of instances that you want
to purchase. Valid values: 0 t o 300 t o 30.

RegionId String Yes cn-hangzhou
The region ID of the instances. You can
call the DescribeRegions operation to
query the most recent region list.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of request. You can
use the client to generate the value,
but you must ensure that it  is unique
among different requests. The token
can only contain ASCII characters and
cannot exceed 64 characters in length.

Parameter Type Required Example Description

ApsaraDB for RDS API Reference··Billing

> Document  Version: 20220713 47

file:///home/admin/dita-files/output/31702202/task19043353/~~26243~~


CommodityCode String No rds

The commodity code of the instances.
Valid values:

bardsbards : The instances are pay-as-
you-go primary instances. This value
is available at the China site
(aliyun.com).

rdsrds : The instances are subscription
primary instances. This is the default
value. This value is available at the
China site (aliyun.com).

rordsrords : The instances are pay-as-
you-go read-only instances. This
value is available at the China site
(aliyun.com).

rds_rordspre_public_cnrds_rordspre_public_cn: The
instances are subscription read-only
instances. This value is available at
the China site (aliyun.com).

bards_int lbards_int l : The instances are pay-
as-you-go primary instances. This
value is available at the International
site (alibabacloud.com).

rds_int lrds_int l : The instances are
subscription primary instances. This
value is available at the International
site (alibabacloud.com).

rords_int lrords_int l : The instances are pay-
as-you-go read-only instances. This
value is available at the International
site (alibabacloud.com).

rds_rordspre_public_int lrds_rordspre_public_int l : The
instances are subscription read-only
instances. This value is available at
the International site
(alibabacloud.com).

Not e Not e If you want to query
the price of read-only instances,
you must specify this parameter.

PayType String No Prepaid

The billing method of the instances.
Valid values:

PrepaidPrepaid: subscription

Post paidPost paid: pay-as-you-go

Parameter Type Required Example Description
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ZoneId String No cn-hangzhou-b

The zone ID of the primary instances.
You can call the DescribeRegions
operation to query the most recent
zone list.

Not e Not e If you specify a VPC
and a vSwitch, you must specify
this parameter.

UsedTime Integer No 1

The subscription period of the
instances. Valid values:

If you set the T imeT ypeT imeT ype parameter
to YearYear, the value of the UsedTime
parameter ranges from 1 t o 1001 t o 100.

If you set the T imeT ypeT imeT ype parameter
to Mont hMont h, the value of the
UsedTime parameter ranges from 11
t o 999t o 999.

Default value: 11.

T imeType String No Year

The unit  that is used to calculate the
billing cycle of the instances. If the
value of the Commodit yCodeCommodit yCode
parameter is RDSRDS,
rds_rordspre_public_cnrds_rordspre_public_cn, rds_int lrds_int l , or
rds_rordspre_public_int lrds_rordspre_public_int l , you must
specify this parameter. Valid values:

YearYear

Mont hMont h

InstanceUsedTyp
e

Integer No 0

The role of the instances. Valid values:

00: primary

33: read-only

OrderType String No BUY

The type of the order. Valid values:

BUYBUY : purchase order

UPGRADEUPGRADE: specification change
order

RENEWRENEW : renewal order

Parameter Type Required Example Description

ApsaraDB for RDS API Reference··Billing

> Document  Version: 20220713 49

file:///home/admin/dita-files/output/31702202/task19043353/~~26243~~


DBInstanceStorag
eType

String No local_ssd

The type of storage media that is used
for the instances. Valid values:

local_ssdlocal_ssd: local SSDs

cloud_ssdcloud_ssd: standard SSDs

cloud_essdcloud_essd: enhanced SSDs
(ESSDs) of performance level 1 (PL1)

cloud_essd2cloud_essd2: ESSDs of PL2

cloud_essd3cloud_essd3: ESSDs of PL3

DBInstanceId String No rm-xxxxx

The IDs of the instances whose
specifications you want to change or
those that you want to renew.

Not e Not e If you want to query
the price that is required to
change the specifications of
specific instances or renew specific
instances, you must specify this
parameter.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Rules Array of Rule An array that consists of promotion rules.

Rule

RuleId Long 1020021003939076 The ID of the promotion rule.

Name String Rule1 The name of the promotion rule.

Description String Content The description of the promotion rule.

PriceInfo Struct
The price that is specified in the promotion
rule.

Currency String CNY
The currency that is used to measure the
price.
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ActivityInfo Struct
The price that is specified in the promotion
rule.

CheckErrMsg String Error description The description of the error.

ErrorCode String 123456 The code of the error.

Success String Success
Indicates whether the operation is
successful.

OriginalPrice Float 2504 The original price that you need to pay.

DiscountPrice Float 0
The discount that is applied based on the
promotion rule.

TradePrice Float 2504 The discounted price that you need to pay.

Coupons
Array of
Coupon

An array that consists of information about
coupons.

Coupon

Name String test The name of the coupon.

Description String test The description of the coupon.

CouponNo String 123456 The ID of the coupon.

IsSelected String true Indicates whether the coupon is selected.

RuleIds List 1001199213 The ID of the promotion rule.

RequestId String
CA0ADDDC-0BEB-
4381-A3ED-
73B4C79B8CC6

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=DescribePrice
&DBInstanceClass=rds.mysql.s1.small
&DBInstanceStorage=200
&Engine=MySQL
&EngineVersion=5.7
&Quantity=1
&RegionId=cn-hangzhou
&ZoneId=cn-hangzhou-h
&PayType=Prepaid
&UsedTime=1
&TimeType=Month
&<Common request parameters>

Sample success responses

 XML  format

<DescribePriceResponse>
  <RequestId>CA0ADDDC-0BEB-4381-A3ED-73B4C79B8CC6</RequestId>
  <Rules>
</Rules>
  <PriceInfo>
        <OriginalPrice>2504</OriginalPrice>
        <Currency>CNY</Currency>
        <DiscountPrice>0</DiscountPrice>
        <RuleIds>
    </RuleIds>
        <TradePrice>2504</TradePrice>
        <Coupons>
    </Coupons>
  </PriceInfo>
</DescribePriceResponse>

 JSON  format
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{
    "RequestId": "CA0ADDDC-0BEB-4381-A3ED-73B4C79B8CC6",
    "Rules": {
        "Rule": []
    },
    "PriceInfo": {
        "OriginalPrice": 2504,
        "Currency": "CNY",
        "DiscountPrice": 0,
        "RuleIds": {
            "RuleId": []
        },
        "TradePrice": 2504,
        "Coupons": {
            "Coupon": []
        }
    }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeRenewalPrice operation to query the fee that is required to renew an ApsaraDB
RDS instance.

This operation is supported only for subscript ion instances.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeRenewal
Price

The operation that you want to
perform. Set the value to
DescribeRenewalPriceDescribeRenewalPrice.

DBInstanceId String Yes rm-uf6wjk5xxxxxx The ID of the instance.

7.3. Query renewal fee7.3. Query renewal fee
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T imeType String Yes Year

The renewal cycle of the instance.
Valid values:

YearYear

Mont hMont h

UsedTime Integer Yes 1

The subscription period of the
instance. Valid values:

If you set the T imeT ypeT imeT ype parameter
to YearYear, the value of the UsedTime
parameter is within the range of 11
t o 3t o 3.

If you set the T imeT ypeT imeT ype parameter
to Mont hMont h, the value of the
UsedTime parameter is within the
range of 1 t o 91 t o 9.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request.

RegionId String No cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

PayType String No Postpaid

The billing method of the instance.
Valid values:

Post paidPost paid: the pay-as-you-go billing
method

PrepaidPrepaid: the subscription billing
method

DBInstanceClass String No
mysql.n2.medium
.2c

The instance type of the instance. For
more information, see Primary instance
types. By default, the current instance
type is retained.

Quantity Integer No 1
The number of instances that you want
to renew. Default value: 11.

OrderType String No BUY
The type of the purchase order. Set
the value to BUYBUY .

Parameter Type Required Example Description
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BusinessInfo String No
12143697544895
2

The extended business information of
the instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Rules Array of Rule The specifications of the promotion.

Rule

RuleId Long 1001199213 The ID of the promotion.

Name String test The name of the promotion.

Description String Content The description of the promotion.

PriceInfo Struct An array that consists of price information.

Currency String CNY
The currency unit  that is used to calculate
the renewal fee.

ActivityInfo Struct The price for the renewal.

CheckErrMsg String Error The description of the error that occurs.

ErrorCode String 123456 The code of the error that occurs.

Success String Success Indicates whether the renewal is successful.

OriginalPrice Float 138 The original price for the renewal.

DiscountPrice Float 27 The discount for the renewal.

TradePrice Float 111
The discounted price for the renewal. The
discounted price is equal to the original price
minus the discount.
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Coupons
Array of
Coupon

An array that consists of vouchers.

Coupon

Name String test The name of the voucher.

Description String test The description of the voucher.

CouponNo String 123456 The ID of the voucher.

IsSelected String true Indicates whether a voucher is selected.

RuleIds List 1001199213 The ID of the promotion.

RequestId String
DC9F4EF6-D038-
4405-B497-
1F48E722C9F2

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeRenewalPrice
&TimeType=Year
&UsedTime=1
&DBInstanceId=rm-uf6wjk5xxxxxx
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeRenewalPriceResponse>
  <RequestId>BA34B8E6-4119-49B0-BDA3-6ECD9B097A98</RequestId>
  <Rules>
        <Rule>
              <RuleId>1020021003939076</RuleId>
              <Name>test</Name>
        </Rule>
  </Rules>
  <PriceInfo>
        <OriginalPrice>1070</OriginalPrice>
        <Currency>CNY</Currency>
        <DiscountPrice>1070</DiscountPrice>
        <RuleIds>
              <RuleId>1020021003939076</RuleId>
        </RuleIds>
        <TradePrice>0</TradePrice>
        <Coupons>
    </Coupons>
  </PriceInfo>
</DescribeRenewalPriceResponse>

 JSON  format

{
 "RequestId": "BA34B8E6-4119-49B0-BDA3-6ECD9B097A98",
 "Rules": {
  "Rule": [
   {
    "RuleId": "1020021003939076",
    "Name": "test"
   }
  ]
 },
 "PriceInfo": {
  "OriginalPrice": 1070,
  "Currency": "CNY",
  "DiscountPrice": 1070,
  "RuleIds": {
   "RuleId": [
    "1020021003939076"
   ]
  },
  "TradePrice": 0,
  "Coupons": {
   "Coupon": []
  }
 }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

7.4. Change the billing method7.4. Change the billing method
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You can call the TransformDBInstancePayType operation to change the billing method of an ApsaraDB
RDS instance.

Not eNot e

If you change the billing method of an instance from subscript ion to pay-as-you-go, a
refund is provided. The refund amount is equal to the remaining subscript ion fee deducted
by an amount of service fee. For more information, see Switch an ApsaraDB RDS for MySQL
instance from subscript ion to pay-as-you-go.

If  the balance of your Alibaba Cloud account is insufficient, you cannot change the billing
method of an instance from pay-as-you-go to subscript ion.

This operation is not supported for instances whose specificat ion change orders are not
finished.

This operation is not supported for instances that are created in dedicated clusters.

ApsaraDB RDS supports the following two billing methods:

Subscript ion: A subscript ion instance is an instance for which you pay an upfront fee. For long-term
use, the subscript ion billing method is more cost-effect ive than the pay-as-you-go billing method.
You are offered lower prices for longer subscript ion periods.

Pay-as-you-go: A pay-as-you-go instance is an instance for which you are charged per hour based
on your resource usage. The hourly fee is calculated based on the instance type that you specify in
the purchase order and is deducted from the balance of your Alibaba Cloud account. For short-term
use, we recommend that you select  the pay-as-you-go billing method. If  you no longer need a pay-
as-you-go instance, you can release the instance to reduce costs.

For more information about the billing methods, see Pricing, billable items, and billing methods.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
TransformDBInst
ancePayType

The operation that you want to
perform. Set the value to
T ransf ormDBInst ancePayT ypeT ransf ormDBInst ancePayT ype.

7.4. Change the billing method7.4. Change the billing method
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ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must make sure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

DBInstanceId String Yes rm-uf6wjk5xxxxxx The ID of the instance.

UsedTime Integer No 1

The subscription period of the
instance. Valid values:

If you set the PeriodPeriod parameter to
YearYear, the value of the UsedTime
parameter ranges from 1 t o 51 t o 5.

If you set the PeriodPeriod parameter to
Mont hMont h, the value of the UsedTime
parameter ranges from 1 t o 91 t o 9.

Not e Not e This parameter must
be specified if you set the
PayT ypePayT ype parameter to PrepaidPrepaid.

PayType String Yes Prepaid

The billing method of the instance.
Valid values:

Post paidPost paid: pay-as-you-go

PrepaidPrepaid: subscription

Period String No Month

The subscription type of the instance.
Valid values:

YearYear: yearly subscription

Mont hMont h: monthly subscription

Not e Not e This parameter must
be specified if you set the
PayT ypePayT ype parameter to PrepaidPrepaid.

BusinessInfo String No None
The extended business information of
the instance.

Parameter Type Required Example Description
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AutoRenew String No true

Specifies whether to enable auto-
renewal for the instance. Valid values:

t ruet rue: Auto-renewal is enabled.

f alsef alse: Auto-renewal is disabled.

Not eNot e

This parameter is valid
only when you change the
billing method from pay-
as-you-go to subscription.

All strings except t ruet rue are
considered f alsef alse.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxx The ID of the instance.

RequestId String
5E6E09DE-5B12-
4BFF-A55E-
1C86EDE06D9A

The ID of the request.

ExpiredTime String
2020-04-
20T10:00:00Z

The time at which the instance expires.

Not e Not e If you change the billing
method from subscription to pay-as-
you-go, this parameter is not returned.

OrderId Long 205157600280623 The ID of the order.

ChargeType String Prepaid The billing method of the instance.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=TransformDBInstancePayType
&DBInstanceId=rm-uf6wjk5xxxxxx
&PayType=Prepaid
&UsedTime=3
&Period=Month
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<TransformDBInstancePayTypeResponse>
<ChargeType>Prepaid</ChargeType>
<DBInstanceId>rm-uf6wjk5xxxxxx</DBInstanceId>
<ExpiredTime>2020-04-20T10:00:00Z</ExpiredTime>
<OrderId>205157600280623</OrderId>
<RequestId>5E6E09DE-5B12-4BFF-A55E-1C86EDE06D9A</RequestId>
</TransformDBInstancePayTypeResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "ChargeType" : "Prepaid",
  "DBInstanceId" : "rm-uf6wjk5xxxxxx",
  "ExpiredTime" : "2020-04-20T10:00:00Z",
  "OrderId" : 205157600280623,
  "RequestId" : "5E6E09DE-5B12-4BFF-A55E-1C86EDE06D9A"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidDBInstanceNa
me.NotFound

The specified DB instance name
does not exist.

The error message returned
because the name of the
instance cannot be found.

400
InvalidInstanceUseTy
pe.NotSupport

Specified instanceUseType does
not support in RDS.

The error message returned
because the instance is a child
instance.
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400
InvalidOrderCharge.
NotSupport

The specified order charge does
not support in RDS.

The error message returned
because the value of the
PayType parameter is invalid.
The valid values of this
parameter are Prepaid and
Postpaid. The value Prepaid
indicates the subscription billing
method, and the value Postpaid
indicates the pay-as-you-go
billing method.

400
InvalidOrderTask.No
tSupport

The Current InstanceId exist
Order Task in RDS.

The error message returned
because the instance has orders
that are not finished. Try again
later.

400
IncorrectDBInstance
Type

Current DB instance type does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

400
IncompleteAccountI
nfo

Your information is incomplete.
Complete your information
before the operation.

The error message returned
because your account
information is incomplete. Log
on to the Account Center
console and specify all account
information items that are
labeled with an asterisk (*).

400 IncompleteTaxInfo

Your tax information is
incomplete. Complete your
information before the
operation.

The error message returned
because your tax information is
incomplete. Specify all tax
information that is required.

400
InvalidPaymentMeth
od.Incomplete

No payment method is specified
for your account. We
recommend that you add a
payment method.

The error message returned
because no valid payment
method is provided within your
Alibaba Cloud account. Add a
valid payment method and try
again.

400
InvalidPaymentMeth
od.Missing

Your payment method is
incomplete. We recommend
that you add a payment
method.

The error message returned
because no valid payment
method is provided within the
current Alibaba Cloud account.
Add a valid payment method
and try again.

HTTP
status
code

Error code Error message Description
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400
InsuffcientBalanceOr
BankAccount

Add a payment method or add
funds to the prepayment
balance. Get started by creating
an instance.

The error message returned
because no valid payment
method is provided within the
current Alibaba Cloud account.
Add a valid payment method or
funds and try again.

400
InvalidPaymentMeth
od.Missing

No payment method is specified
for your account. We
recommend that you add a
payment method.

The error message returned
because no valid payment
method is provided within your
Alibaba Cloud account. Add a
valid payment method and try
again.

400
OrderTaskAlreadyExi
sts

Order task already exists.
The error message returned
because the order already
exists.

400
InvalidOldInstanceTy
pe.NotSupport

Specified oldInstanceType does
not support in RDS.

The error message returned
because this operation is not
supported for the database
engine version of the instance.

400
OperationDenied.T i
meLimit

The interval between the two
conversion operations must be
greater than 15 minutes.

The error message returned
because the t ime interval
between this operation and the
previous operation is less than
or equal to 15 minutes.

400
InvalidResource.For
mat

The specified parameter
Resource is not valid.

The error message returned
because the specified resource
is invalid.

400
InvalidPayType.Form
at

The specified parameter
PayType is not valid.

The error message returned
because the value of the
PayType parameter is invalid.

400
InvalidUsedTime.For
mat

The specified parameter
UsedTime is not valid.

The error message returned
because the UsedTime
parameter is not specified.

403
OperationDenied.Loc
kMode

The operation is not permitted
when the instance locked.

The error message returned
because the instance is locked.
The balance of your Alibaba
Cloud account may be
insufficient. Add funds to the
account to unlock the instance
and try again.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

7.5. Manually renew an ApsaraDB for7.5. Manually renew an ApsaraDB for
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Manually renews an ApsaraDB for RDS instance.

Before you call this operation, make sure that you fully understand the billing methods and pricing of
ApsaraDB for RDS.

Before you call this operation, make sure that the following requirements are met:

You can only renew subscript ion instances.

You must confirm that your payment account has sufficient  balance or credit .

Not e Not e By default , coupons available under your account are preferentially used for
payment.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes RenewInstance
The operation that you want to
perform. Set the value to
RenewInst anceRenewInst ance.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance to be renewed.

Period Integer Yes 12

The renewal period of the subscription
instance. Unit: months. Valid values:

1-91-9

1212

2424

3636

4848

6060

7.5. Manually renew an ApsaraDB for7.5. Manually renew an ApsaraDB for
RDS instanceRDS instance
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ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotency of requests. You can
use the client to generate the value,
but you must ensure that it  is unique
among different requests. The token
can only contain ASCII characters and
cannot exceed 64 characters in length.

AutoPay String No True

Specifies whether payment is
automatically made during the
renewal. Valid values:

T rueT rue: Automatic payment is
enabled. Make sure that your
account has adequate balance.

FalseFalse: Automatic payment is
disabled. You have to manually pay
the order in the console. Log on to
the console. In the upper-right
corner, choose BillingBilling
Management  >  BillingManagement  >  Billing
ManagementManagement . On the Billing
Management page, click BillsBills . On
the Unpaid tab, click Make Payment
in the Actions column.

Default value: False False.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

OrderId Long 201815745430941 The ID of the order.

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/? Action=RenewInstance
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&Period=12
&<Common request parameters>

Sample success responses

 XML  format

<RenewInstanceResponse>
      <OrderId>20286717xxxxx</OrderId>
      <RequestId>E10319A3-B96A-46B0-81CE-D610DC891409</RequestId></RenewInstanceResponse>

 JSON  format

{
    "OrderId": "20286717xxxxx",
    "RequestId": "E10319A3-B96A-46B0-81CE-D610DC891409"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the CreateDBInstance operation to create an ApsaraDB RDS instance.

Before you call this operation, make sure that you understand the billing methods and pricing of
ApsaraDB RDS. For more information, see Billable items, billing methods, and pricing.

For more information about ApsaraDB RDS instance types, see Primary ApsaraDB RDS instance types.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes CreateDBInstance
The operation that you want to
perform. Set the value to
Creat eDBInst anceCreat eDBInst ance.

RegionId String Yes cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

Engine String Yes MySQL

The database engine that is run by the
instances. Valid values:

MySQLMySQL

SQL ServerSQL Server

Post greSQLPost greSQL

MariaDBMariaDB

8.Instance management8.Instance management
8.1. Create an instance8.1. Create an instance
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EngineVersion String Yes 5.6

The database engine version that is run
on the instances. Valid values:

Valid values when you set the Engine
parameter to MySQL: 5.55.5, 5.65.6, 5.75.7,
and 8.08.0

Valid values when you set the Engine
parameter to SQL Server: 2008r22008r2,
08r2_ent _ha08r2_ent _ha, 20122012, 2012_ent _ha2012_ent _ha,
2012_st d_ha2012_st d_ha, 2012_web2012_web,
2014_st d_ha2014_st d_ha, 2016_ent _ha2016_ent _ha,
2016_st d_ha2016_st d_ha, 2016_web2016_web,
2017_st d_ha2017_st d_ha, 2017_ent2017_ent ,
2019_st d_ha2019_st d_ha, and 2019_ent2019_ent

Valid values when you set the Engine
parameter to PostgreSQL: 10.010.0,
11.011.0, 12.012.0, 13.013.0, and 14.014.0

Valid values when you set the Engine
parameter to MariaDB: 10.310.3

DBInstanceClass String Yes
rds.mysql.s1.sma
ll

The instance type of the instance. For
more information, see Primary
ApsaraDB RDS instance types. You can
also call the DescribeAvailableResource
operation to query the available
instance types in a region.

DBInstanceStorag
e

Integer Yes 20

The storage capacity of the instance.
Unit: GB. The storage capacity
increases in increments of 5 GB. For
more information, see Primary
ApsaraDB RDS instance types. You can
also call the DescribeAvailableResource
operation to query the storage
capacity range that is supported for a
specified instance type in a region.

SystemDBCharset String No gbk
The character set that is used by the
instance. This parameter is no longer
used.

DBInstanceNetTy
pe

String Yes Internet

The type of network connection to the
instance. Valid values:

Int ernetInt ernet : Internet

Int ranetInt ranet : internal network

Parameter Type Required Example Description
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DBInstanceDescri
ption

String No testdatabase

The name of the instance. The name
must be 2 to 255 characters in length
and can contain letters, digits,
underscores (_), and hyphens (-). The
name must start with a letter.

Not e Not e The name cannot
start with http:// or https://.

SecurityIPList String Yes 10.10.XX.XX/24

The IP address whitelist  of the
instance. For more information, see
Use a database client or the CLI to
connect to an ApsaraDB RDS for MySQL
instance. If the IP address whitelist
contains more than one entry, separate
the entries with commas (,). Each entry
must be unique. The IP address
whitelist  can contain up to 1,000
entries. The entries in the IP address
whitelist  must be in one of the
following formats:

IP addresses, such as 10.10.XX.XX.

CIDR blocks, such as 10.10.XX.XX/24.
In this example, 24 indicates that the
prefix of each IP address in the IP
address whitelist  is 24 bits in length.
You can replace 24 with a value
within the range of 1 to 32.

ClientToken String No
ETnLKlblzczshOT
UbOCz*****

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
token, but you must make sure that
the generated token is unique among
different requests. The token can
contain only ASCII characters and
cannot exceed 64 characters in length.

Parameter Type Required Example Description
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PayType String Yes Postpaid

The billing method of the instance.
Valid values:

Post paidPost paid: pay-as-you-go

PrepaidPrepaid: subscription

Not e Not e The system
automatically generates a
purchase order and completes the
payment.

ZoneId String No cn-hangzhou-b

The ID of the zone in which the primary
instance resides.

Not eNot e

If you specify a virtual
private cloud (VPC) and a
vSwitch, you must specify
the ID of the zone to which
the specified vSwitch
belongs. Otherwise, the
instance cannot be
created.

If the instance runs RDS
High-availability Edition,
you must specify the
ZoneIdSlave1ZoneIdSlave1 parameter,
which specifies whether to
use the single-zone
deployment method or
the multi-zone
deployment method.

If the instance runs RDS
Enterprise Edition, you
must specify the
ZoneIdSlave1ZoneIdSlave1 and
ZoneIdSlave2ZoneIdSlave2
parameters, which specify
whether to use the single-
zone deployment method
or the multi-zone
deployment method.

Parameter Type Required Example Description
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ZoneIdSlave1 String No cn-hangzhou-c

The ID of the zone in which the
secondary instance resides. If you set
the ZoneIdSlave1 parameter and the
ZoneIdZoneId  parameter to the same value,
the single-zone deployment method is
used. If you set the ZoneIdSlave1
parameter and the ZoneIdZoneId  parameter
to different values, the multi-zone
deployment method is used.

ZoneIdSlave2 String No cn-hangzhou-d

The ID of the zone in which the logger
instance resides. If you set the
ZoneIdSlave2 parameter and the
ZoneIdZoneId  parameter to the same value,
the single-zone deployment method is
used. If you set the ZoneIdSlave2
parameter and the ZoneIdZoneId  parameter
to different values, the multi-zone
deployment method is used.

Parameter Type Required Example Description
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InstanceNetwork
Type

String No Classic

The network type of the instance. Valid
values:

VPCVPC: VPC.

ClassicClassic: classic network. This is the
default value.

Not eNot e

If the instance uses
standard SSDs or
enhanced SSDs (ESSDs),
you can specify only the
VPC network type. For
example, if the instance
runs RDS Basic Edition, you
must set the
InstanceNetworkType
parameter to VPCVPC.

If you set the EngineEngine
parameter to MariaDBMariaDB,
you must specify the
InstanceNetworkType
parameter.

ConnectionMode String No Standard

The connection mode of the instance.
Valid values:

St andardSt andard: standard mode

Saf eSaf e: database proxy mode

The system automatically assigns a
connection mode to the instance.

Not e Not e SQL Server 2012, SQL
Server 2016, and SQL Server 2017
support only the standard mode.

VPCId String No vpc-*****

The ID of the VPC to which the instance
belongs.

Not e Not e If you set the
Inst anceNet workT ypeInst anceNet workT ype
parameter to VPCVPC, you must
specify the VPCId parameter.

Parameter Type Required Example Description
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VSwitchId String No vsw-*****

The ID of the vSwitch that is associated
with the specified VPC. The vSwitch
must belong to the zone that is
specified by the ZoneIdZoneId  parameter.

Not e Not e If you set the
Inst anceNet workT ypeInst anceNet workT ype
parameter to VPCVPC, you must
specify the VSwitchId parameter.

PrivateIpAddress String No 172.16.XX.XX

The private IP address of the instance.
The private IP address must be within
the CIDR block that is supported by the
specified vSwitch. ApsaraDB RDS
automatically assigns a private IP
address to the instance based on the
values of the VPCIdVPCId  and vSwit chIdvSwit chId
parameters.

UsedTime String No 2

The subscription period of the
instance. Valid values:

If you set the PeriodPeriod parameter to
YearYear, the value of the UsedT imeUsedT ime
parameter ranges from 1 t o 51 t o 5.

If you set the PeriodPeriod parameter to
Mont hMont h, the value of the UsedT imeUsedT ime
parameter ranges from 1 t o 111 t o 11.

Not e Not e If you set the PayType
parameter to PrepaidPrepaid, you must
specify the UsedTime parameter.

Period String No Year

Specifies whether to use yearly
subscription or monthly subscription
for the instance. Valid values:

YearYear

Mont hMont h

Not e Not e If you set the PayType
parameter to PrepaidPrepaid, you must
specify the Period parameter.

Parameter Type Required Example Description
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ResourceGroupId String No rg-acfmy*****
The ID of the resource group to which
the instance belongs.

DBInstanceStorag
eType

String No cloud_essd

The storage type that is used by the
instance. Valid values:

local_ssdlocal_ssd: local SSD. This is the
recommended storage type.

cloud_ssdcloud_ssd: standard SSD. This
storage type is not recommended.
Standard SSDs are no longer
available for purchase in some
Alibaba Cloud regions.

cloud_essdcloud_essd: enhanced SSDs
(ESSDs) of performance level 1 (PL1).

cloud_essd2cloud_essd2: ESSDs of PL2.

cloud_essd3cloud_essd3: ESSDs of PL3.

Not e Not e The default value of
this parameter is determined by
the instance type specified by the
DBInst anceClassDBInst anceClass  parameter.

If the instance type
specifies the local SSD
storage type, the default
value of this parameter is
local_ssdlocal_ssd.

If the instance type
specifies the standard SSD
or ESSD storage type, the
default value of this
parameter is cloud_essdcloud_essd.

BusinessInfo String No
12143697544895
2

The additional business information
about the instance.

Parameter Type Required Example Description
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EncryptionKey String No
0d24*****-da7b-
4786-b981-
9a164dxxxxxx

The ID of the key that is used for disk
encryption in the region where the
instance resides. You can obtain the ID
of the key from the Key Management
Service (KMS) console. You can also
create a key. For more information, see
Create a CMK.

Not e Not e If you specify the
EncryptionKey parameter, disk
encryption is automatically
enabled. In this case, you must
also specify the RoleARNRoleARN
parameter. Disk encryption cannot
be disabled after it  is enabled.

RoleARN String No

acs:ram::1406xx
xxxx:role/aliyunr
dsinstanceencryp
tiondefaultrole

The Alibaba Cloud Resource Name
(ARN) that is provided by your Alibaba
Cloud account for RAM users. RAM
users can use the ARN to connect
ApsaraDB RDS to KMS. You can copy
the ARN from the RAM console.

Not e Not e For more information
about how to grant permissions
to RAM users in the RAM console,
see Authorize an ApsaraDB RDS for
MySQL instance to access KMS.

Parameter Type Required Example Description
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AutoRenew String No true

Specifies whether to enable auto-
renewal for the instance. You must
specify this parameter only when the
instance uses the subscription billing
method. Valid values:

t ruet rue

f alsef alse

Not eNot e

If you set the Period
parameter to Month,
the auto-renewal cycle
is one month.

If you set the Period
parameter to Year, the
auto-renewal cycle is
one year.

Category String No HighAvailability

The RDS edition of the instance. Valid
values:

BasicBasic: Basic Edition

HighAvailabilit yHighAvailabilit y: High-availability
Edition

AlwaysOnAlwaysOn: Cluster Edition

FinanceFinance: Enterprise Edition

DedicatedHostGr
oupId

String No dhg-4n*****

The ID of the dedicated cluster to
which the instance belongs.

If you create the instance in a
dedicated cluster, you must specify
this parameter.

Not eNot e

You can call the
DescribeDedicatedHostGro
ups operation to query the
details about a dedicated
cluster.

If no dedicated clusters
are created, you can call
the
CreateDedicatedHostGroup
operation to create a
dedicated cluster.

Parameter Type Required Example Description
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TargetDedicated
HostIdForMaster

String No i-bp*****1

The ID of the host to which the
instance belongs in the specified
dedicated cluster.

If you create the instance in a
dedicated cluster, you must specify
this parameter. If you do not specify
this parameter, the system
automatically assigns a host.

Not eNot e

You can call the
DescribeDedicatedHosts
operation to query the
details about the hosts in
a dedicated cluster.

If no hosts are created,
you can call the
CreateDedicatedHost
operation to create a host.

Parameter Type Required Example Description
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TargetDedicated
HostIdForSlave

String No i-bp*****2

The ID of the host to which the
secondary instance belongs in the
specified dedicated cluster.

If the instance runs RDS High-
availability Edition or RDS Enterprise
Edition and you create the instance in a
dedicated cluster, you must specify
this parameter. If you do not specify
this parameter, the system
automatically assigns a host.

Not eNot e

You can call the
DescribeDedicatedHosts
operation to query the
details about the hosts in
a dedicated cluster.

If no hosts are created,
you can call the
CreateDedicatedHost
operation to create a host.

Parameter Type Required Example Description
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TargetDedicated
HostIdForLog

String No i-bp*****3

The ID of the host to which the logger
instance belongs in the specified
dedicated cluster.

If the instance runs RDS Enterprise
Edition and you create the instance in a
dedicated cluster, you must specify
this parameter. If you do not specify
this parameter, the system
automatically assigns a host.

Not eNot e

You can call the
DescribeDedicatedHosts
operation to query the
details about the hosts in
a dedicated cluster.

If no hosts are created,
you can call the
CreateDedicatedHost
operation to create a host.

DBParamGroupId String No rpg-sys-***** The ID of the parameter template.

Parameter Type Required Example Description
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DBTimeZone String No +08:00

The time zone of the instance. This
parameter takes effect only when you
set the EngineEngine parameter to MySQLMySQL or
Post greSQLPost greSQL.

If you set the EngineEngine parameter to
MySQLMySQL:

The time zone of the instance is in
UTC. Valid values: -12:59-12:59 to
+ 13:00+ 13:00.

If the instance uses local SSDs,
you can specify the name of the
time zone. For example, you can
specify the Asia/Hong_Kong time
zone. For more information, see
Time zones.

If you set the EngineEngine parameter to
Post greSQLPost greSQL:

The time zone of the instance is
not in UTC. For more information,
see T ime zones.

You can specify this parameter
only when the instance runs
PostgreSQL with standard SSDs or
ESSDs.

Not eNot e

If the instance is a primary
instance, you can specify
this parameter. If the
instance is a read-only
instance, you cannot
specify this parameter. A
read-only instance inherits
the t ime zone of its
primary instance.

If you do not specify this
parameter, the system
automatically assigns the
default t ime zone of the
region where the instance
resides.

Parameter Type Required Example Description
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DBIsIgnoreCase String No true

Specifies whether table names are
case-sensit ive. Valid values:

t ruet rue: Table names are not case-
sensit ive. This is the default value.

f alsef alse: Table names are case-
sensit ive.

TargetMinorVersi
on

String No rds_20200229

The minor engine version that is run by
the instance. You must specify this
parameter only when the instance runs
MySQL. Format: RDS edition_Minor
engine version. Examples:
rds_20200229, xcluster_20200229, and
xcluster80_20200229. The following
codes are used to represent RDS
editions and database engine versions:

rds: The instance runs RDS Basic
Edition or RDS High-availability
Edition.

xcluster: The instance runs MySQL
5.7 on RDS Enterprise Edition.

xcluster80: The instance runs MySQL
8.0 on RDS Enterprise Edition.

Not e Not e For more information
about minor engine versions, see
Release notes for AliSQL.

StorageAutoScal
e

String No Disable

Specifies whether to enable automatic
storage expansion for the instance.
Valid values:

EnableEnable.

DisableDisable. This is the default value.

Not e Not e After the instance is
created, you can call the
ModifyDasInstanceConfig
operation to modify the settings
of the automatic storage
expansion feature for the instance.
For more information, see
Configure automatic storage
expansion for an ApsaraDB RDS for
MySQL instance.

Parameter Type Required Example Description
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StorageThreshol
d

Integer No 50

The threshold based on which
automatic storage expansion is
triggered. The threshold is a
percentage. Valid values:

1010

2020

3030

4040

5050

Not e Not e If you set the
St orageAut oScaleSt orageAut oScale parameter to
EnableEnable, you must specify the
StorageThreshold parameter.

StorageUpperBou
nd

Integer No 2000

The maximum storage capacity that is
allowed for automatic storage
expansion. The storage capacity of the
instance cannot exceed the maximum
storage capacity. Unit: GB. Valid
values: an integer greater than or
equal to 0.

Not e Not e If you set the
St orageAut oScaleSt orageAut oScale parameter to
EnableEnable, you must specify the
StorageUpperBound parameter.

DryRun Boolean No false

Specifies whether to conduct a
precheck before the system creates
the instance. Valid values:

t ruet rue: The system prechecks the
request and does not create the
instance. The system prechecks
items such as the request
parameters, request format, service
limits, and available resources.

f alsef alse: The system sends the
request without a precheck. If the
request passes verification, the
system creates the instance. This is
the default value.

Parameter Type Required Example Description
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UserBackupId String No 67798*****

The ID of the backup file that is used
to create the instance. You can call the
ListUserBackupFiles operation to query
backup files. If you create the instance
by using the data of a backup file, you
must specify this parameter.

Not e Not e This parameter is
supported only when the
following requirements are met:

The PayT ypePayT ype parameter is
set to Post paidPost paid.

The EngineEngine parameter is
set to MySQLMySQL.

The EngineVersionEngineVersion
parameter is set to 5.75.7.

The Cat egoryCat egory parameter
is set to BasicBasic .

Parameter Type Required Example Description
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Amount Integer No 2

The number of ApsaraDB RDS for
MySQL instances that you want to
create. The parameter takes effect
only when you create multiple
ApsaraDB RDS for MySQL instances at a
time by using a single request.

Valid values: 11 to 2020. Default value: 11.

Not eNot e

If you want to create
multiple ApsaraDB RDS for
MySQL instances at a t ime
by using a single request,
you can add tags to all the
instances by using the
T ag.N.KeyT ag.N.Key parameter and
the T ag.N.ValueT ag.N.Value
parameter. After the
instances are created, you
can manage the instances
based on the tags.

After you submit a request
to create multiple
ApsaraDB RDS for MySQL
instances, this operation
returns only the T askIdT askId,
Request IdRequest Id , and MessageMessage
parameters. You can call
the
DescribeDBInstanceAttribut
e operation to query the
details about an instance.

If the value of the EngineEngine
parameter is not MySQLMySQL
and the value of the
Amount parameter is
greater than 11, this
operation fails and returns
an error code  InvalidPa
ram.Engine .

Parameter Type Required Example Description
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CreateStrategy String No Atomicity

The policy based on which multiple
instances are created. The parameter
takes effect only when the value of the
AmountAmount  parameter is greater than 1.

At omicit yAt omicit y: atomicity. The instances
are all created. If one instance
cannot be created, none of the
instances is created.

Part ialPart ial: non-atomicity. Each
instance is independently created.
The failure in creating one instance
does not affect the creation of the
other instances.

Default value: At omicit yAt omicit y.

DeletionProtectio
n

Boolean No true

Specifies whether to enable the
release protection feature for the
instance.

t ruet rue: The release protection is
enabled.

f alsef alse: The release protection is
disabled. This is the default value.

Parameter Type Required Example Description
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BabelfishConfig String No

{"babelfishEnable
d":"true","migrati
onMode":"single-
db","masterUsern
ame":"babelfish_
user","masterUse
rPassword":"Bab
elfish123!"}

The configuration of an ApsaraDB RDS
for PostgreSQL instance for which
Babelfish is enabled.

Format:
{"babelfishEnabled":"true","migrationM
ode":"xxxxxxx","masterUsername":"xxx
xxxx","masterUserPassword":"xxxxxxxx
"}

The following list  describes the fields
in the format:

babelf ishEnabledbabelf ishEnabled: specifies
whether to enable the Babelfish for
the instance. If you set this
parameter to t ruet rue, you enable
Babelfish for the instance. If you
leave this parameter empty, you
disable Babelfish for the instance.

migrat ionModemigrat ionMode: The migration
mode of the instance. Valid values:
single-dbsingle-db and mult i-dbmult i-db.

mast erUsernamemast erUsername: The name of
the administrator account. The
name can contain lowercase letters,
digits, and underscores (_). It  must
start with a letter and end with a
letter or digit. It  can be up to 63
characters in length and cannot start
with pg.

mast erUserPasswordmast erUserPassword: The
password of the administrator
account. The password must
contain at least three of the
following character types:
uppercase letters, lowercase letters,
digits, and special characters. It
must be 8 to 32 characters in length.
The password can contain any of
the following characters:  ! @ # $ 
% ^ & * () _ + - = 

Not e Not e This parameter takes
effect only when you create an
ApsaraDB RDS for PostgreSQL
instance. For more information,
see Introduction to Babelfish.

MaxCapacity double No 8
The maximum value of Rds Capacity
Unit (RCU).

Parameter Type Required Example Description
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MinCapacity double No 0.5 The minimum value of RCU.

Tag.N.Key String No testkey1

The key of the tag that you want to
add to the instance. You can use this
parameter to add tags to the instance.
The value of the NN variable in the
T ag.N.KeyT ag.N.Key parameter ranges from 11
to 2020. You can specify this parameter
multiple t imes to create and add
multiple tags to the instance.

For example, if you want to create and
add two tags to the instance, you
must specify the T ag.1.KeyT ag.1.Key and
T ag.2.KeyT ag.2.Key parameters.

Not eNot e

If the specified tag key is
an existing key, the system
directly adds the tag key
to the instance. You can
call the ListTagResources
operation to query the
details about the existing
tags.

If the specified tag key is
not an existing key, the
system creates the tag key
and adds the tag key to
the instance.

The value of this
parameter cannot be an
empty string.

This parameter must be
used together with the
T ag.N.ValueT ag.N.Value parameter.

Parameter Type Required Example Description

ApsaraDB for RDS API Reference··Inst ance managemen
t

> Document  Version: 20220713 87

file:///home/admin/dita-files/output/31702202/task19043353/~~141258~~


Tag.N.Value String No testvalue1

The tag value that is associated with
the specified tag key. You can use this
parameter to add tags to the instance.
The value of the NN variable in the
T ag.N.ValueT ag.N.Value parameter ranges from
11 to 2020. You can specify multiple
values for this parameter to create and
add multiple tags to the instance.

This parameter must be used together
with the T ag.N.KeyT ag.N.Key parameter. For
example, if you specify the T ag.1.KeyT ag.1.Key
and T ag.2.KeyT ag.2.Key parameters, you must
also specify the T ag.1.ValueT ag.1.Value and
T ag.2.ValueT ag.2.Value parameters.

Not eNot e

If the specified tag value is
found in the specified tag
key, the system directly
adds the tag value to the
instance. You can call the
ListTagResources
operation to query the
details about the existing
tags.

If the specified tag value is
not found in the specified
tag key, the system
creates the tag value and
adds the tag value to the
instance.

This parameter must be
used together with the
T ag.N.KeyT ag.N.Key parameter.

Parameter Type Required Example Description
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Response parametersResponse parameters

Parameter Type Example Description

DryRunResult Boolean true

Indicates whether the request passed the
precheck. Valid values:

t ruet rue: The request passed the precheck.

f alsef alse: The request failed the precheck.

Not eNot e

If the system does not
perform a precheck, this
parameter is not returned.

If the request failed the
precheck, an error is returned.

TagResult Boolean true

Indicates whether the specified tag is added
to the instance. Valid values:

t ruet rue: The specified tag is added to the
instance.

f alsef alse: The specified tag cannot be added
to the instance.

Not e Not e If you do not add a tag to
the instance, this parameter is not
returned.

RequestId String
1E43AAE0-BEE8-
43DA-860D-
EAF2AA0724DC

The ID of the request.

ConnectionStrin
g

String
rm-
uf6wjk5*****.mysql.r
ds.aliyuncs.com

The endpoint that is used to connect to the
instance.

Not e Not e The DBInst anceNet T ypeDBInst anceNet T ype
parameter specifies whether the
endpoint is an internal endpoint or a
public endpoint.

Message String
Batch Create
DBInstance Task Is In
Process.

The message that indicates whether
multiple instances are created. The
parameter is returned only when the value of
the AmountAmount  parameter is greater than 1.
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DBInstanceId String rm-uf6wjk5*****

The ID of the instance. If the value of the
AmountAmount  parameter is greater than 11, more
than one instance ID is returned. The number
of instance IDs that are returned is the same
as the value of the Amount parameter. The
returned instance IDs are separated by
commas (,).

For example, if the value of the AmountAmount
parameter is 33, three instance IDs are
returned. Example:

 rm-uf6wjk5*****1,rm-
uf6wjk5*****2,rm-uf6wjk5*****3 

Port String 3306

The port that is used to connect to the
instance.

Not e Not e The DBInst anceNet T ypeDBInst anceNet T ype
parameter specifies whether the port is
an internal port or a public port.

TaskId String
s2365879-a9d0-
55af-fgae-f2*****

The ID of the task that is run to create
multiple instances. The parameter is
returned only when the value of the
AmountAmount  parameter is greater than 1.

Not e Not e The T askIDT askID parameter
cannot be used to query a task.

DryRun Boolean true

Indicates that the system prechecks the
request before the system creates the
instance. The return value is fixed as t ruet rue.

Not e Not e If the system does not
perform a precheck, this parameter is
not returned.

OrderId String 1007893702***** The ID of the order.

Parameter Type Example Description

Not e Not e In the latest  version of SDK, the default  t imeout period on the client  side is different
from the default  t imeout period on the instance. If  you use the latest  version of SDK to call this
operation, a t imeout may be reported even if  this operation is successfully called. To prevent this
issue, you can set  the ReadTimeout parameter to 20000 before you call this operation.
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CreateDBInstance
&RegionId=cn-hangzhou
&Engine=MySQL
&EngineVersion=5.6
&DBInstanceClass=rds.mysql.s1.small
&DBInstanceStorage=20
&DBInstanceNetType=Internet
&PayType=Postpaid
&SecurityIPList=10.23.XX.XX/24
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<CreateDBInstanceResponse>
    <OrderId>1007893702*****</OrderId>
    <ConnectionString>rm-uf6wjk5*****.mysql.rds.aliyuncs.com</ConnectionString>
    <DBInstanceId>rm-uf6wjk5*****</DBInstanceId>
    <Port>3306</Port>
    <RequestId>1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC</RequestId>
</CreateDBInstanceResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "OrderId" : "1007893702*****",
  "ConnectionString" : "rm-uf6wjk5*****.mysql.rds.aliyuncs.com",
  "DBInstanceId" : "rm-uf6wjk5*****",
  "Port" : 3306,
  "RequestId" : "1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC"
}
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Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidInstanceLevel.
DiskType

Specified instance level not
support request disk type

The error message returned
because the specified instance
type does not support the
specified storage type.

400 RR309

We have detected a security risk
with your payment method.
Please proceed with verification
via the link in your email or
console message and re-submit
your order after verification.

The error message returned
because security risks are
detected in your payment
method. Click the link in the
email that is sent to you or in
the ApsaraDB RDS console to
continue with the verification.
After you complete the
verification, submit the order
again.

400
InvalidZoneId.NotSu
pported

The Specified vpc Zone not
supported.

The error message returned
because the specified zone does
not allow you to create an
instance in a VPC. Specify a
different zone and try again.

400
InvalidZone.NotSup
ported

The Specified Zone not
supported.

The error message returned
because the specified region ID
is invalid.

400
InvalidEssdStorageSi
ze

invalid cloud essd storage size.

The error message returned
because the specified instance
type is invalid. Select a valid
instance type and try again.

400
IncompleteAccountI
nfo

Your information is incomplete.
Complete your information
before the operation.

The error message returned
because your account
information is incomplete. Log
on to the Account Center
console and specify all account
information items that are
labeled with an asterisk (*).
Check the information items in
the Basic Information page.

400 IncompleteTaxInfo

Your tax information is
incomplete. Complete your
information before the
operation.

The error message returned
because your tax information is
incomplete. Specify all required
tax information.
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400
InvalidPaymentMeth
od.Incomplete

No payment method is specified
for your account. We
recommend that you add a
payment method.

The error message returned
because no valid payment
method is provided within your
Alibaba Cloud account. Add a
valid payment method and try
again.

400
InvalidPaymentMeth
od.Missing

No payment method is specified
for your account. We
recommend that you add a
payment method.

The error message returned
because no valid payment
method is provided within your
Alibaba Cloud account. Add a
valid payment method and try
again.

400
InsuffcientBalanceOr
BankAccount

Add a payment method or add
funds to the prepayment
balance. Get started by creating
an instance.

The error message returned
because no valid payment
method is provided within the
current Alibaba Cloud account.
Add a valid payment method or
add funds to the current Alibaba
Cloud account.

400 VswitchIpExhausted Vswitch IP exhausted.
The error message returned
because vSwitch IP addresses
are depleted.

400
InvalidPrivateIpAddr
ess.AlreadyUsed

The specified IP is already used.
The error message returned
because the specified IP address
is in use.

400
InvalidMinorVersion.
NotFound

Sepcified minor version does not
exists.

The error message returned
because the specified minor
engine version does not exist.

400
SYSTEM.CONCURREN
T_OPERATE

Concurrent operation is
detected.

The error message returned
because concurrent operations
are running in the system.

400
ZoneId.NotMatchWit
hCategory

The number of ZoneId specified
does not match with category.

The error message returned
because the number of zones
that you specify is not
supported for the specified
database engine or RDS edition.
Specify a valid number of zones
and try again.

400
InvalidSecurityIPList.
Format

The specified parameter
securityIPList is not valid.

The error message returned
because the specified IP address
whitelist  is in an invalid format.
Modify the IP address whitelist
and try again.

HTTP
status
code

Error code Error message Description

ApsaraDB for RDS API Reference··Inst ance managemen
t

> Document  Version: 20220713 93



400
InvalidEngineVersion.
Malformed

The specified parameter
EngineVersion is not valid.

The error message returned
because the specified database
engine version is invalid. Check
the database engine version and
try again.

400
CreditPayInsufficient
Balance

Insufficient credit  pay limit.
Please contact your channel
partner to increase the limit.

The error message returned
because your Alibaba Cloud
account does not have a
sufficient balance. Make sure
that the balance of your Alibaba
Cloud account is sufficient.

400
InvalidTagKey.Malfor
med

The Tag.N.Key parameter is
empty.

The error message returned
because the Tag.N.Key
parameter is empty.

400
InvalidTagValue.Malf
ormed

The Tag.N.Value parameter is
empty.

The error message returned
because the Tag.N.Value
parameter is empty.

400 Duplicate.TagKey
The Tag.N.Key contains
duplicate keys.

The error message returned
because the Tag.N.Key
parameter specifies a duplicate
key.

400 NumberExceed.Tags
The maximum number of Tags is
exceeded. The maximum is 20.

The error message returned
because the number of tags
that you specify exceeds the
maximum number of tags that
are allowed. A maximum of 20
tags are allowed.

400
MissingParameter.Re
sourceIds

The parameter ResourceIds.N
must not be null.

The error message returned
because the ResourceIds.N
parameter is empty.

400
InvalidParameter.Ta
gKey

The Tag.N.Key parameter is
invalid.

The error message returned
because the value of the
Tag.N.Key parameter is invalid.

400
InvalidParameter.Ta
gValue

The Tag.N.Value parameter is
invalid.

The error message returned
because the value of the
Tag.N.Value parameter is invalid.

400
NoPermission.Syste
mTag

You have no permission to use
system tags.

The error message returned
because the tags that you
specify are system tags.

HTTP
status
code

Error code Error message Description
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400
InvalidParam.Amoun
t

Amount is allowed from 1 to 20.

The error message returned
because the value of the
Amount parameter is not within
the range of 1 to 20.

400
InvalidParam.Create
Strategy

Only Atomicity and Partial are
allowed.

The error message returned
because the value of the
CreateStrategy parameter is not
Atomicity or Partial.

401
CannotDecreaseEssd
PerfLevel

cannot decrease cloud essd
performance level.

The error message returned
because the storage type
change failed the verification. An
instance that runs SQL Server
with standard SSDs or ESSDs can
be upgraded only to use
standard SSDs or ESSDs with the
new specifications.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Restart  an ApsaraDB for RDS instance.

If  a large number of transactions need to be submitted or rolled back, the restart  process may be
delayed for a minute.

Before you call this operation, make sure that the following requirements are met:

The instance is in the running state.

The instance does not have ongoing backup tasks.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
RestartDBInstanc
e

The operation that you want to
perform. Set the value to
Rest art DBInst anceRest art DBInst ance.

8.2. Restart an ApsaraDB for RDS8.2. Restart an ApsaraDB for RDS
instanceinstance
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DBInstanceId String Yes rm-uf6wjk5xxxxxx The ID of an instance.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxx

The client token that is used to ensure
idempotence of the request. You can
use the client to generate the value,
but you must ensure that it  is unique
among different requests. The token
can only contain ASCII characters and
cannot exceed 64 characters in length.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=RestartDBInstance
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<RestartDBInstanceResponse>
      <RequestId> 65BDA532-28AF-4122-AA39-B382721EEE64</RequestId></RestartDBInstanceRespon
se>

 JSON  format

{
    "RequestId": " 65BDA532-28AF-4122-AA39-B382721EEE64"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the StopDBInstance operation to stop an instance that is created in a dedicated cluster.

8.3. Stop instance8.3. Stop instance
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Dedicated clusters allow you to manage a number of instances at  a t ime. You can create mult iple
dedicated clusters in a single region. Each dedicated cluster consists of mult iple hosts. You can create
mult iple instances on each host. For more information, see What is ApsaraDB MyBase?

After you stop an instance, the computing resources of the instance are released. However, the data
of the instance is retained. The retained data can be used to start  the instance. For more
information, see StartDBInstance.

When you stop an instance, all the read-only instances that are attached to the instance are
stopped at  the same t ime.

After you stop an instance, its storage resources are st ill retained. You do not need to pay extra fees
for the storage of the retained data.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes Stop instance
The operation that you want to
perform. Set the value to
St opDBInst anceSt opDBInst ance.

DBInstanceId String Yes rm-bpxxxxx The ID of the instance.

RegionId String Yes cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
A417FB41-A3D9-
464E-AD0A-
C7FE05C72E98

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=StopDBInstance
&DBInstanceId=rm-bpxxxxx
&<Common request parameters>

Sample success responses
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 XML  format

<StopDBInstanceResponse>
    <RequestId>A417FB41-A3D9-464E-AD0A-C7FE05C72E98</RequestId>
</StopDBInstanceResponse>

 JSON  format

{
 "RequestId": "A417FB41-A3D9-464E-AD0A-C7FE05C72E98"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the StartDBInstance operation to start  an ApsaraDB RDS for MySQL instance or an instance
that is created in a dedicated cluster.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes StartDBInstance
The operation that you want to
perform. Set the value to
St art DBInst anceSt art DBInst ance.

RegionId String No cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

DedicatedHostGr
oupId

String No dhg-39xxxxxx

The ID of the dedicated cluster to
which the instance belongs. You can
call the DescribeDedicatedHostGroups
operation to query the ID of the
dedicated cluster.

Not e Not e Only the instances
that are created in dedicated
clusters are supported.

8.4. Start an ApsaraDB RDS instance8.4. Start an ApsaraDB RDS instance

API Reference··Inst ance managemen
t

ApsaraDB for RDS

98 > Document  Version: 20220713

https://error-center.alibabacloud.com/status/product/Rds
https://api.aliyun.com/#product=Rds&api=StartDBInstance&type=RPC&version=2014-08-15
file:///home/admin/dita-files/output/31702202/task19043353/~~26243~~
file:///home/admin/dita-files/output/31702202/task19043353/~~141946~~


DBInstanceId String Yes rm-bpxxxxx
The ID of the instance. You can call the
DescribeDBInstances operation to
query the ID of the instance.

TargetDedicated
HostIdForMaster

String No dh-bpxxxxx

The ID of the host on which the primary
instance is created.

Not eNot e

This parameter must be
specified when you set the
DBInst anceT ransT ypeDBInst anceT ransT ype
parameter to 22.

Only the instances that are
created in dedicated
clusters are supported.

TargetDedicated
HostIdForSlave

String No dh-bpxxxxx

The ID of the host on which the
secondary instance is created.

Not eNot e

This parameter must be
specified when you set the
DBInst anceT ransT ypeDBInst anceT ransT ype
parameter to 22.

Only the instances that are
created in dedicated
clusters are supported.

TargetDedicated
HostIdForLog

String No dh-bpxxxxx

The ID of the host on which the logger
instance is created.

Not eNot e

This parameter is invalid.

Parameter Type Required Example Description
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EffectiveT ime String No Immediate

The time when you want the instance
to be started. Valid values:

Immediat eImmediat e: The instance is
immediately started.

Maint ainT imeMaint ainT ime: The instance is
started during the maintenance
window that you specified. For more
information, see Modify the
maintenance window.

Specif icT imeSpecif icT ime: The instance is
started at a specified point in t ime.

Default value: MaintainT ime.

Not e Not e Only the instances
that are created in dedicated
clusters are supported.

SpecifiedTime String No
2019-10-
21T10:00:00Z

The point in t ime when you want the
instance to be started. Specify the
time in the ISO 8601 standard in the
yyyy-MM-ddTHH:mm:ssZ format. The
time must be in UTC.

Not eNot e

This parameter must be
specified when you set the
Ef f ect iveT imeEf f ect iveT ime parameter
to Specif icT imeSpecif icT ime.

Only the instances that are
created in dedicated
clusters are supported.

Parameter Type Required Example Description
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TargetDBInstance
Class

String No
rds.ebmhfc6.20xl
arge

The instance type of the instance.

Not e Not e Only the instances
that are created in dedicated
clusters are supported.

EngineVersion String No 5.7

The version of the database engine
that is run by the instance.

Not e Not e Only the instances
that are created in dedicated
clusters are supported.

Parameter Type Required Example Description
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DBInstanceTransT
ype

Integer No 0

The policy based on which the system
migrates the data of the instance.
Valid value:

00: the default value. The system
preferentially upgrades or
downgrades the instance without a
migration. If the resources on the
host on which the instance resides
are insufficient, the system migrates
the instance to another suitable
host.

11: The system upgrades or
downgrades the instance without a
migration. If the upgrade or
downgrade is not supported, the
system reports an error.

22: The system migrates the data of
the instance from the host on which
the instance resides to another
specified host. You must also
specify the
Dedicat edHost GroupIdDedicat edHost GroupId,
T arget Dedicat edHost IdForMast eT arget Dedicat edHost IdForMast e
rr, and
T arget Dedicat edHost IdForSlaveT arget Dedicat edHost IdForSlave
parameters. If you set the
DBInstanceTransType parameter to
2, you cannot migrate the data of
the instance to the host on which
the instance resides. If you migrate
the data of the instance to the host
on which the instance resides, the
migration fails.

Not e Not e Only the instances
that are created in dedicated
clusters are supported.

Storage Integer No 1000

The storage capacity of the instance
after the migration. Valid values: 5 t o5 t o
20002000. Unit: GB. If you do not specify
this parameter, the storage capacity of
the instance remains unchanged.

Not e Not e Only the instances
that are created in dedicated
clusters are supported.

Parameter Type Required Example Description
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VSwitchId String No vsw-xxxxxx

The ID of the vSwitch.

Not e Not e Only the instances
that are created in dedicated
clusters are supported.

ZoneId String No cn-hangzhou-a

The ID of the zone to which the
instance belongs.

Not e Not e Only the instances
that are created in dedicated
clusters are supported.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
A417FB41-A3D9-
464E-AD0A-
C7FE05C72E98

The ID of the request.

TaskId Integer 238028563 The ID of the task.

MigrationId Integer 740

The ID of the migration task.

Not e Not e This parameter is returned
only for the instances that are created in
dedicated clusters.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=StartDBInstance
&DBInstanceId=rm-bpxxxxx
&DedicatedHostGroupId=dhg-39xxxxxx
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<StartDBInstanceResponse>
  <MigrationId>740</MigrationId>
  <RequestId>A417FB41-A3D9-464E-AD0A-C7FE05C72E98</RequestId>
  <TaskId>238028563</TaskId>
</StartDBInstanceResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "MigrationId" : 740,
  "RequestId" : "A417FB41-A3D9-464E-AD0A-C7FE05C72E98",
  "TaskId" : 238028563
}

Error codesError codes
For a list  of error codes, visit  the Error Center.

新版本翻译中，该版本不再交付

Not eNot e

Action String
ModifyDBInstance
Spec

DBInstanceId String rm-uf6wjk5*******

DBInstanceClass String rds.mys2.small

Not eNot e

8.5. Change the specifications of an8.5. Change the specifications of an
ApsaraDB RDS instanceApsaraDB RDS instance
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DBInstanceStorag
e

Integer 20

Not eNot e

PayType String Postpaid

EffectiveT ime String MaintainT ime

EngineVersion String 5.6

DBInstanceStorag
eType

String local_ssd

Direction String Up

Not eNot e

SourceBiz String

DedicatedHostGr
oupId

String dhg-7a9********

ZoneId String cn-hangzhou-b

SwitchTime String
2019-07-
10T13:15:12Z

Not eNot e
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ResourceGroupId String
rg-
acfmy**********

UsedTime Long 3

MaxCapacity double 8

MinCapacity double 0.5

Category String HighAvailability

Not eNot e

DBInstanceId String rm-uf6wjk5*******

RequestId String
3C5CFDEE-F774-
4DED-89A2-
1D76EC63C575

OrderId Long 20793850608****

http(s)://rds.aliyuncs.com/?Action=ModifyDBInstanceSpec
&DBInstanceId=rm-uf6wjk5*******
&PayType=Postpaid
&DBInstanceClass=rds.mys2.small
 

   

HTTP/1.1 200 OK
Content-Type:application/xml
<ModifyDBInstanceSpecResponse>
    <RequestId>3C5CFDEE-F774-4DED-89A2-1D76EC63C575</RequestId>
    <DBInstanceId>rm-uf6wjk5*******</DBInstanceId>
    <OrderId>20793850608****</OrderId>
</ModifyDBInstanceSpecResponse>
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "3C5CFDEE-F774-4DED-89A2-1D76EC63C575",
  "DBInstanceId" : "rm-uf6wjk5*******",
  "OrderId" : "20793850608****"
}

HTTP
status
code

400
CannotDecreaseEssd
PerfLevel

cannot decrease cloud essd
performance level.

400
InvalidEssdStorageSi
ze

invalid cloud essd storage size.

400
NotSupportReduceD
iskSize

Not support reduce disk size.

400
INST_HAS_UNPAID_O
RDER

The specified Instance has
unpaid order.

400
InvalidDBInstanceCla
ss.NotFound

Specified DB instance class is not
found.

400
InvalidAvZone.Forma
t

Specified AvZone is not valid.

400
OperationDenied.Or
derUnPaid

The operation is not permitted
due to the wrong Order status
(Unpaid).

400
OperationDenied.Inv
alidStorageSize

The storage size limit is
exceeded.

400
InsufficientResource
Capacity

The instance cluster does not
support this operation.

400 InvalidUsedTime
The parameter usedTime is
invalid.

400
CannotChangeStora
geType

Temp upgrade does not
support changing storage type.

400
TempUpgrade.NotS
upport

The instance does not support
temp upgrade.

400
EngineNotSupporte
d

Engine specified cannot be
supported the operation.
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400
MaxscaleNotSuppor
t

Maxscale not supported

400
ADInstanceNotSupp
ortThisOperation

The AD instance is not
supported this operation

400
BYOKInstanceNotSu
pportThisOperation

The BYOK instance is not
supported this operation

400
BYOLInstanceNotSu
pportThisOperation

The BYOL instance is not
supported this operation

400
SSLInstanceNotSupp
ortThisOperation

The instance opened SSL,
upgrade is not this operation

400
TDEInstanceNotSup
portThisOperation

The instance opened TDE, this
operation is not supported

400
InstanceIsSnapshotB
ackupNotSupportThi
sOperation

The instance backup method is
snapshot backup, this operation
is not supported

400
InstanceHasReadOnl
yInstanceNotSuppor
tThisOperation

The instance has read-only
instance or is read-only instance,
this operation is not supported

400
IncorrectDBInstanceS
tate

Current DB instance state does
not support this operation.

403
IncorrectDBInstance
Type

The database instance type
does not support the operation.

403
OperationDenied.No
tSupportedBackupM
ethod

When the storage is larger than
4000 GB, only snapshot backup
is supported.

403
IncorrectReadDBInst
anceDisksize

Read instance disk size must be
equal or higher than primary
instance.

HTTP
status
code

You can call the ModifyDasInstanceConfig operation to configure automatic storage expansion for an
ApsaraDB RDS instance.

8.6. Configure automatic storage8.6. Configure automatic storage
expansionexpansion
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This operation is supported only when the instance runs MySQL with standard or enhanced SSDs and
does not run the RDS Basic Edit ion. If  the storage usage reaches the specified threshold, ApsaraDB RDS
increases the storage capacity of the instance to meet your storage requirements. In most cases, no
transient connections occur during the expansion process. For more information, see Configure
automatic storage expansion for an ApsaraDB RDS for MySQL instance.

Not e Not e If  15% of the purchased storage capacity is greater than 5 GB, ApsaraDB RDS increases
the storage capacity of the instance by 15% of the purchased storage capacity. If  15% of the
purchased storage capacity is less than 5 GB, ApsaraDB RDS increases the storage capacity of the
instance by 5 GB.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDasInstanc
eConfig

The operation that you want to
perform. Set the value to
Modif yDasInst anceConf igModif yDasInst anceConf ig.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

StorageAutoScal
e

String Yes Enable

Specifies whether to enable automatic
storage expansion. Valid values:

EnableEnable

DisableDisable

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can contain only ASCII characters
and cannot exceed 64 characters in
length.
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StorageThreshol
d

Integer No 50

The threshold based on which
ApsaraDB RDS triggers an automatic
storage expansion activity. The
threshold is a percentage. If the
storage usage reaches the threshold,
ApsaraDB RDS increases the storage
capacity of the instance. Valid values:

1010

2020

3030

4040

5050

Not e Not e If you set the
St orageAut oScaleSt orageAut oScale parameter to
EnableEnable, you must specify the
StorageThreshold parameter.

StorageUpperBou
nd

Integer No 1000

The maximum storage capacity that is
allowed by automatic storage
expansion. Valid values: 30 to 32000.
Unit: GB.

Not eNot e

If you set the
St orageAut oScaleSt orageAut oScale
parameter to EnableEnable, you
must specify the
StorageUpperBound
parameter.

The value of the
StorageUpperBound
parameter must be
greater than or equal to
the purchased storage
capacity of the instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
C3C247D4-1643-
4C5D-87C2-
C829543FC626

The ID of the request.
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyDasInstanceConfig
&DBInstanceId=rm-uf6wjk5xxxxxxx
&StorageAutoScale=Enable
&StorageThreshold=50
&StorageUpperBound=1000
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDasInstanceConfigResponse>
  <RequestId>C3C247D4-1643-4C5D-87C2-C829543FC626</RequestId>
</ModifyDasInstanceConfigResponse>

 JSON  format

{
    "RequestId": "C3C247D4-1643-4C5D-87C2-C829543FC626"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeAvailableZones operation to query the zones that are available to an
ApsaraDB RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeAvailable
Zones

The operation that you want to
perform. Set the value to
DescribeAvailableZonesDescribeAvailableZones .

8.7. Query the available zones for an8.7. Query the available zones for an
ApsaraDB RDS instanceApsaraDB RDS instance

ApsaraDB for RDS API Reference··Inst ance managemen
t

> Document  Version: 20220713 111

https://error-center.alibabacloud.com/status/product/Rds
https://api.aliyun.com/#product=Rds&api=DescribeAvailableZones&type=RPC&version=2014-08-15


RegionId String Yes cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

Engine String Yes MySQL

The database engine that is run by the
instance. Valid values:

MySQLMySQL

SQLServerSQLServer

Post greSQLPost greSQL

MariaDBMariaDB

ZoneId String No cn-hangzhou-e

The ID of the zone in which the
instance is located. If the instance
spans more than one zone, the value
of this parameter contains an  MAZ 
part, such as  cn-hangzhou-
MAZ6(b,f)  and  cn-hangzhou-
MAZ5(b,e,f) . You can call the
DescribeRegions operation to query the
most recent zone list.

EngineVersion String No 8.0

The version of the database engine
that is run by the instance. Valid
values:

Valid values when you set the Engine
parameter to MySQL: 5.5, 5.6, 5.7,5.5, 5.6, 5.7,
and 8.0and 8.0

Valid values when you set the Engine
parameter to SQLServer: 2008r2,2008r2,
08r2_ent _ha, 2012,08r2_ent _ha, 2012,
2012_ent _ha, 2012_st d_ha,2012_ent _ha, 2012_st d_ha,
2012_web, 2014_st d_ha,2012_web, 2014_st d_ha,
2016_ent _ha, 2016_st d_ha,2016_ent _ha, 2016_st d_ha,
2016_web, 2017_st d_ha,2016_web, 2017_st d_ha,
2017_ent , 2019_st d_ha, and2017_ent , 2019_st d_ha, and
2019_ent2019_ent

Valid values when you set the Engine
parameter to PostgreSQL: 9.4,9.4,
10.0, 11.0, 12.0, 13.0 and 14.010.0, 11.0, 12.0, 13.0 and 14.0

Valid values when you set the Engine
parameter to MariaDB: 10.310.3

Parameter Type Required Example Description
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CommodityCode String No bards

The commodity code of the instance.
This operation can return the resources
that you can purchase based on the
specified commodity code. Valid
values:

bardsbards : The instance is a pay-as-
you-go primary instance. This value
is available on the China site
(aliyun.com).

rdsrds : The instance is a subscription
primary instance. This value is
available on the China site
(aliyun.com).

rordsrords : The instance is a pay-as-you-
go read-only instance. This value is
available on the China site
(aliyun.com).

rds_rordspre_public_cnrds_rordspre_public_cn: The
instance is a subscription read-only
instance. This value is available on
the China site (aliyun.com).

bards_int lbards_int l : The instance is a pay-
as-you-go primary instance. This
value is available on the
International site
(alibabacloud.com).

rds_int lrds_int l : The instance is a
subscription primary instance. This
value is available on the
International site
(alibabacloud.com).

rords_int lrords_int l : The instance is a pay-
as-you-go read-only instance. This
value is available on the
International site
(alibabacloud.com).

rds_rordspre_public_int lrds_rordspre_public_int l : The
instance is a subscription read-only
instance. This value is available on
the International site
(alibabacloud.com).

Parameter Type Required Example Description
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DispenseMode String No 0

Specifies whether to return the zones
in which the single-zone deployment
method is supported. Valid values:

11: returns the zones.

00: does not return the zones.

Default value: 00.

Not e Not e The single-zone
deployment method allows you to
deploy an instance that runs RDS
Enterprise Edition in a single zone.

DBInstanceName String No
rm-
uf6wjk5xxxxxxx

The ID of the primary RDS instance. If
you want to query the read-only
instances that you can purchase for a
primary instance, you can specify this
parameter.

If you set the Commodit yCodeCommodit yCode
parameter to one of the following
values, you must specify this
parameter:

rords_int lrords_int l

rds_rordspre_public_int lrds_rordspre_public_int l

rordsrords

rds_rordspre_public_cnrds_rordspre_public_cn

Category String No HighAvailability

The RDS edition of the instance. Valid
values:

BasicBasic: RDS Basic Edition

HighAvailabilit yHighAvailabilit y: RDS High-
availability Edition

AlwaysOnAlwaysOn: RDS Cluster Edition

FinanceFinance: RDS Enterprise Edition

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
4256E149-C3C4-
4FA7-BDEA-
13CA415E8763

The ID of the request.
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AvailableZones
Array of
AvailableZone

An array that consists of available zones.

ZoneId String cn-hangzhou-e
The ID of the zone in which the instance is
located.

RegionId String cn-hangzhou The region ID of the instance.

SupportedEngi
nes

Array of
SupportedEngi
ne

An array that consists of the database
engines available in the zone.

Engine String MySQL
The database engine that is run by the
instance.

SupportedEngi
neVersions

Array of
SupportedEngi
neVersion

An array that consists of the database
engine versions available in the zone.

Version String 8.0
The version of the database engine that is
run by the instance.

SupportedCate
gorys

Array of
SupportedCate
gory

An array that consists of the RDS editions
available in the zone.

Category String HighAvailability The RDS edition of the instance.

SupportedStor
ageTypes

Array of
SupportedStor
ageType

An array that consists of the storage types
available in the zone.

StorageType String local_ssd The storage type of the instance.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeAvailableZones
&RegionId=cn-hangzhou
&Engine=MySQL
&ZoneId=cn-hangzhou-e
&EngineVersion=8.0
&<Common request parameters>

Sample success responses
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 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeAvailableZonesResponse>
<RequestId>4256E149-C3C4-4FA7-BDEA-13CA415E8763</RequestId>
<AvailableZones>
    <ZoneId>cn-hangzhou-e</ZoneId>
    <RegionId>cn-hangzhou</RegionId>
    <SupportedEngines>
        <SupportedEngineVersions>
            <Version>8.0</Version>
            <SupportedCategorys>
                <Category>HighAvailability</Category>
                <SupportedStorageTypes>
                    <StorageType>local_ssd</StorageType>
                </SupportedStorageTypes>
                <SupportedStorageTypes>
                    <StorageType>cloud_ssd</StorageType>
                </SupportedStorageTypes>
            </SupportedCategorys>
            <SupportedCategorys>
                <Category>Basic</Category>
                <SupportedStorageTypes>
                    <StorageType>cloud_ssd</StorageType>
                </SupportedStorageTypes>
            </SupportedCategorys>
        </SupportedEngineVersions>
        <Engine>MySQL</Engine>
    </SupportedEngines>
</AvailableZones>
</DescribeAvailableZonesResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "4256E149-C3C4-4FA7-BDEA-13CA415E8763",
  "AvailableZones" : [ {
    "ZoneId" : "cn-hangzhou-e",
    "RegionId" : "cn-hangzhou",
    "SupportedEngines" : [ {
      "SupportedEngineVersions" : [ {
        "Version" : "8.0",
        "SupportedCategorys" : [ {
          "Category" : "HighAvailability",
          "SupportedStorageTypes" : [ {
            "StorageType" : "local_ssd"
          }, {
            "StorageType" : "cloud_ssd"
          } ]
        }, {
          "Category" : "Basic",
          "SupportedStorageTypes" : [ {
            "StorageType" : "cloud_ssd"
          } ]
        } ]
      } ],
      "Engine" : "MySQL"
    } ]
  } ]
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the CheckInstanceExist  operation to query whether an ApsaraDB RDS instance exists.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CheckInstanceExis
t

The operation that you want to
perform. Set the value to
CheckInst anceExistCheckInst anceExist .

8.8. Query whether an instance exists8.8. Query whether an instance exists
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

IsExistInstance Boolean true

Indicates whether the instance exists. Valid
values:

t ruet rue: The instance exists.

f alsef alse: The instance does not exist.

RequestId String
11439B36-F703-
49EB-8656-
D3C87BE28B57

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CheckInstanceExist
&DBInstanceId=rm-uf6wjk5xxxxxxx 
&<Common request parameters>

Sample success responses

 XML  format

<CheckInstanceExistResponse>
      <RequestId>11439B36-F703-49EB-8656-D3C87BE28B57</RequestId>
      <IsExistInstance>true</IsExistInstance>
</CheckInstanceExistResponse>

 JSON  format

{
    "RequestId":"11439B36-F703-49EB-8656-D3C87BE28B57",
    "IsExistInstance":"true"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeAvailableClasses operation to query the specificat ions that are supported for
an ApsaraDB RDS instance. The specificat ions include instance types and the storage capacity range.

8.9. Query available specifications8.9. Query available specifications
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DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeAvailable
Classes

The operation that you want to
perform. Set the value to
DescribeAvailableClassesDescribeAvailableClasses .

RegionId String Yes cn-hangzhou

The region ID of the instance. You can
call the DescribeDBInstanceAttribute
operation to query the region ID of an
instance.

ZoneId String Yes cn-hangzhou-h

The zone ID of the instance. You can
call the DescribeDBInstanceAttribute
operation to query the zone ID of an
instance.

Not e Not e If the
DescribeDBInstanceAttribute
operation returns multiple zones,
you must specify only one of the
returned zones. For example, if
the DescribeDBInstanceAttribute
operation returns  cn-hangzhou-
MAZ9(g,h) , you can set the
ZoneId parameter to  cn-
hangzhou-g  or  cn-hangzhou-
h .

InstanceChargeTy
pe

String Yes Prepaid

The billing method of the instance.
Valid values:

PrepaidPrepaid: subscription

Post paidPost paid: pay-as-you-go

Engine String Yes MySQL

The database engine that is run by the
instance. Valid values:

MySQLMySQL

SQLServerSQLServer

Post greSQLPost greSQL

MariaDBMariaDB
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EngineVersion String Yes 8.0

The version of the database engine
that is run by the instance. Valid
values:

Values that are valid if you set the
Engine parameter to MySQL: 5.5,5.5,
5.6, 5.7, and 8.05.6, 5.7, and 8.0

Values that are valid if you set the
Engine parameter to SQL Server:
2008r2, 08r2_ent _ha, 2012,2008r2, 08r2_ent _ha, 2012,
2012_ent _ha, 2012_st d_ha,2012_ent _ha, 2012_st d_ha,
2012_web, 2014_st d_ha,2012_web, 2014_st d_ha,
2016_ent _ha, 2016_st d_ha,2016_ent _ha, 2016_st d_ha,
2016_web, 2017_st d_ha,2016_web, 2017_st d_ha,
2017_ent , 2019_st d_ha, and2017_ent , 2019_st d_ha, and
2019_ent2019_ent

Values that are valid if you set the
Engine parameter to PostgreSQL:
10.0, 11.0, 12.0, 13.0 and 14.010.0, 11.0, 12.0, 13.0 and 14.0

Values that are valid if you set the
Engine parameter to MariaDB: 10.310.3

DBInstanceId String No rm-uf6wjk5xxxxxx The ID of the instance.

OrderType String No BUY
The type of the order. Set the value to
BUYBUY

DBInstanceStorag
eType

String Yes local_ssd

The type of storage media that is used
for the instance. Valid values:

local_ssdlocal_ssd: local SSDs. This is the
recommended storage type.

cloud_ssdcloud_ssd: standard SSDs.

cloud_essdcloud_essd: enhanced SSDs
(ESSDs) of performance level 1 (PL1).

cloud_essd2cloud_essd2: ESSDs of PL2.

cloud_essd3cloud_essd3: ESSDs of PL3.

Category String Yes HighAvailability

The RDS edition that is run by the
instance. Valid values:

BasicBasic: Basic Edition

HighAvailabilit yHighAvailabilit y: High-availability
Edition

AlwaysOnAlwaysOn: Cluster Edition

FinanceFinance: Enterprise Edition

Parameter Type Required Example Description
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CommodityCode String No bards

The commodity code of the instance.
Valid values:

bardsbards : The instance is a pay-as-
you-go primary instance. This value
is available on the China site
(aliyun.com).

rdsrds : The instance is a subscription
primary instance. This value is
available on the China site
(aliyun.com).

rordsrords : The instance is a pay-as-you-
go read-only instance. This value is
available on the China site
(aliyun.com).

rds_rordspre_public_cnrds_rordspre_public_cn: The
instance is a subscription read-only
instance. This value is available on
the China site (aliyun.com).

bards_int lbards_int l : The instance is a pay-
as-you-go primary instance. This
value is available on the
International site
(alibabacloud.com).

rds_int lrds_int l : The instance is a
subscription primary instance. This
value is available on the
International site
(alibabacloud.com).

rords_int lrords_int l : The instance is a pay-
as-you-go read-only instance. This
value is available on the
International site
(alibabacloud.com).

rds_rordspre_public_int lrds_rordspre_public_int l : The
instance is a subscription read-only
instance. This value is available on
the International site
(alibabacloud.com).

Not e Not e If the instance is a
read-only instance, you must
specify the CommodityCode
parameter.

Parameter Type Required Example Description

Response parametersResponse parameters
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Parameter Type Example Description

RequestId String
7E4448A6-9FE6-
4474-A0C1-
AA7CFC772CAC

The ID of the request.

DBInstanceClas
ses

Array of
DBInstanceClas
s

An array that consists of the instance types
available for the instance.

DBInstanceClas
s

String rds.mysql.c1.large The instance type of the instance.

DBInstanceStor
ageRange

Object
The storage capacity range that is
supported for the instance.

Step Integer 5
The minimum step size at which you can
adjust the storage capacity of the instance.
The minimum step size is 5 GB.

MinValue Integer 5
The minimum storage capacity that is
supported for the instance. Unit: GB.

MaxValue Integer 2000
The maximum storage capacity that is
supported for the instance. Unit: GB.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeAvailableClasses
&DBInstanceId=rm-uf6wjk5xxxxxx
&Category=HighAvailability
&DBInstanceStorageType=local_ssd
&Engine=MySQL
&EngineVersion=8.0
&InstanceChargeType=Prepaid
&RegionId=cn-hangzhou
&ZoneId=cn-hangzhou-h
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeAvailableClassesResponse>
<DBInstanceClasses>
    <DBInstanceClass>rds.mysql.c1.large</DBInstanceClass>
    <DBInstanceStorageRange>
        <MinValue>5</MinValue>
        <MaxValue>2000</MaxValue>
        <Step>5</Step>
    </DBInstanceStorageRange>
</DBInstanceClasses>
<DBInstanceClasses>
    <DBInstanceClass>rds.mysql.st.v52</DBInstanceClass>
    <DBInstanceStorageRange>
        <MinValue>1000</MinValue>
        <MaxValue>6000</MaxValue>
        <Step>5</Step>
    </DBInstanceStorageRange>
</DBInstanceClasses>
<RequestId>7E4448A6-9FE6-4474-A0C1-AA7CFC772CAC</RequestId>
</DescribeAvailableClassesResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "DBInstanceClasses" : [ {
    "DBInstanceClass" : "rds.mysql.c1.large",
    "DBInstanceStorageRange" : {
      "MinValue" : 5,
      "MaxValue" : 2000,
      "Step" : 5
    }
  }, {
    "DBInstanceClass" : "rds.mysql.st.v52",
    "DBInstanceStorageRange" : {
      "MinValue" : 1000,
      "MaxValue" : 6000,
      "Step" : 5
    }
  } ],
  "RequestId" : "7E4448A6-9FE6-4474-A0C1-AA7CFC772CAC"
}

Error codesError codes

HTTP
status
code

Error code Error message Description
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404
InvalidCondition.Not
Found

No class found

The error message returned
because the condition that is
specified for the available class
is invalid.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBInstanceAttribute operation to query the details about one or more
ApsaraDB RDS instances.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ceAttribute

The operation that you want to
perform. Set the value to
DescribeDBInst anceAt t ribut eDescribeDBInst anceAt t ribut e.

DBInstanceId String Yes rm-uf6wjk5*****

The ID of the instance. You can specify
up to 30 instance IDs in a single
request. If you specify multiple
instance IDs, separate the instance IDs
with commas (,).

Expired String No False

Specifies whether the instance expires.
Valid values:

T rueT rue: The instance expires.

FalseFalse: The instance does not expire.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

8.10. Query instance details8.10. Query instance details
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Items
Array of
DBInstanceAttri
bute

An array that consists of the details about
the instance.

DBInstanceAttri
bute

VpcId String vpc-*****

The ID of the virtual private cloud (VPC) to
which the instance belongs.

CreationTime String
2011-05-
30T12:11:04Z

The time when the instance was created.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mm:ssZ format. The
time is displayed in UTC.

IncrementSourc
eDBInstanceId

String rm-uf6wjk5*****

The ID of the instance from which
incremental data comes. The incremental
data of a disaster recovery instance or read-
only instance comes from its primary
instance. If this parameter is not returned,
the instance is a primary instance.

MaintainT ime String 00:00Z-02:00Z

The maintenance window of the instance.
The time is displayed in UTC. Take note that
the maintenance window that is displayed in
the ApsaraDB RDS console is equal to the
value of this parameter plus 8 hours.

PayType String Postpaid

The billing method of the instance. Valid
values:

Post paidPost paid: pay-as-you-go

PrepaidPrepaid: subscription

AvailabilityValu
e

String 100.0%
The availability status of the instance in
percentage.

EngineVersion String 5.5 The database engine version of the instance.

DedicatedHost
GroupId

String dhg-7a9*****
The ID of the dedicated cluster to which the
instance belongs.

Parameter Type Example Description
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ConnectionStrin
g

String
rm-
uf6wjk5*****.mysql.r
ds.aliyuncs.com

The internal endpoint of the instance.

SuperPermissio
nMode

String Disabled

Indicates whether the instance supports
superuser accounts, such as the system
administrator (SA) account, the Active
Directory (AD) account, and the host
account.

EnableEnable: Superuser accounts are
supported.

DisabledDisabled: Superuser accounts are not
supported.

InstanceNetwor
kType

String Classic

The network type of the instance. Valid
values:

ClassicClassic

VPCVPC

MasterInstanceI
d

String rm-uf6wjk5*****
The ID of the primary instance. If this
parameter is not returned, the instance is a
primary instance.

AutoUpgradeMi
norVersion

String Auto

The method that is used to update the
minor engine version of the instance. Valid
values:

Aut o:Aut o:  automatic update.

ManualManual: manual update. ApsaraDB RDS
automatically updates the minor engine
version of the instance only when the
minor engine version is phased out.

ExpireT ime String
2019-03-
27T16:00:00Z

The time at which the instance expires. The
time follows the ISO 8601 standard in the
yyyy-MM-ddTHH:mm:ssZ format. The time is
displayed in UTC.

Not e Not e Pay-as-you-go instances
never expire.

AccountMaxQu
antity

Integer 50
The maximum number of accounts that can
be created on the instance.

Parameter Type Example Description
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MasterZone String 5454284 The ID of the primary zone.

GuardDBInstanc
eId

String rm-uf64zsu*****
The ID of the disaster recovery instance that
is attached to the instance.

DBInstanceStor
age

Integer 10
The storage capacity of the instance. Unit:
GB.

T imeZone String
Central Standard
Time

The time zone of the instance.

LatestKernelVer
sion

String rds_20201031
The latest minor engine version that is
supported by the instance.

T ipsLevel Integer 1

The severity level of the exception that is
detected on the instance. This parameter is
returned only when the instance runs MySQL
on RDS Standard Edition and is created in a
dedicated cluster.

11: The instance is normal.

22: The specifications of the read-only
instances do not match the specifications
of the primary instance. You must adjust
the specifications of these instances
based on your business requirements.

ZoneId String cn-hangzhou-a The zone ID of the instance.

MaxConnection
s

Integer 60
The maximum number of concurrent
connections that are allowed by the
instance.

DBInstanceId String rm-uf6wjk5***** The ID of the instance.

TempDBInstanc
eId

String rm-uf64zsu*****
The ID of the temporary instance that is
attached to the instance.

Parameter Type Example Description
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AdvancedFeatu
res

String LinkedServer

The advanced feature that is enabled for the
instance. If multiple advanced features are
enabled, the advanced features are
separated by commas (,). This parameter is
available only to instances that run SQL
Server. Valid values:

LinkedServerLinkedServer

Dist ribut eT ransact ionDist ribut eT ransact ion

DBInstanceStor
ageType

String local_ssd

The storage type of the instance. Valid
values:

local_ssdlocal_ssd and ephemeral_ssdephemeral_ssd: local
SSD

cloud_ssdcloud_ssd: standard SSD

cloud_essdcloud_essd: enhanced SSD (ESSD)

DBInstanceMem
ory

Long 4096 The memory size of the instance. Unit: MB.

IPType String IPv4
The type of the IP address that is used by
the instance. The value is fixed as IPv4IPv4.

ConsoleVersion String 2

The type of the proxy that is used by the
instance. Valid values:

11: shared proxy

22: dedicated proxy

Not e Not e We recommend that you
do not specify this parameter. We
recommend that you use the
ProxyT ypeProxyT ype parameter.

ConnectionMod
e

String Standard

The connection mode of the instance. Valid
values:

St andardSt andard: standard mode

Saf eSaf e: proxy mode

Parameter Type Example Description
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Port String 3306
The internal port number that is used to
connect to the instance.

LockMode String Unlock

The lock mode of the instance. Valid values:

UnlockUnlock: The instance is not locked.

ManualLockManualLock: The instance is manually
locked.

LockByExpirat ionLockByExpirat ion: The instance is
automatically locked due to instance
expiration.

LockByRest orat ionLockByRest orat ion: The instance is
automatically locked due to instance
restoration.

LockByDiskQuot aLockByDiskQuot a: The instance is
automatically locked due to exhausted
storage.

LockReadInst anceByDiskQuot aLockReadInst anceByDiskQuot a: The
instance is a read-only instance and is
automatically locked when the disk space
is exhausted.

GeneralGroupN
ame

String TestGroup

The name of the dedicated cluster to which
the instance belongs. This parameter is
returned only when the instance runs MySQL
on RDS Standard Edition and is created in a
dedicated cluster.

VpcCloudInstan
ceId

String vpc-23rsxdf*****
The ID of the VPC to which the instance
belongs. This parameter is returned only
when the instance resides in a VPC.

Collation String Chinese_PRC_CI_AS The character set collation of the instance.

MaxIOPS Integer 150
The maximum number of I/O requests that
can be processed by the instance per
second.

MaxIOMBPS Integer 0MB/s The maximum I/O throughput. Unit: MB/s.

Parameter Type Example Description
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T ips String Everything is fine.

The information about the exception that is
detected on the instance. This parameter is
returned only when the instance runs MySQL
on RDS Standard Edition and is created in a
dedicated cluster.

SecurityIPList String 192.168.XX.XX/24 The IP addresses in the IP address whitelist.

SecurityIPMode String normal

The whitelist  mode of the instance. Valid
values:

normalnormal: standard whitelist  mode

saf et ysaf et y: enhanced whitelist  mode

DBInstanceClas
sType

String s

The instance family to which the instance
belongs. Valid values:

ss : shared

xx: general-purpose

dd: dedicated

hh: dedicated host

ProxyType Integer 1

The type of the proxy that is supported by
the instance. Valid values:

00: The instance does not support
database proxies.

11: The instance supports shared proxies,
with which the instance runs in multi-
tenant mode.

22: The instance supports dedicated
proxies, with which the instance runs in
single-tenant mode.

CurrentKernelV
ersion

String rds_20181010 The minor engine version of the instance.

DBInstanceDesc
ription

String testdatabase The description of the instance.

DBInstanceCPU String 2
The number of cores that are configured for
the instance.

Parameter Type Example Description
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DBInstanceNetT
ype

String Internet

The type of the network over which the
instance is connected. Valid values:

Int ernetInt ernet

Int ranetInt ranet

DBInstanceType String Primary

The role of the instance. Valid values:

PrimaryPrimary: primary instance

ReadonlyReadonly: read-only instance

GuardGuard: disaster recovery instance

T empT emp: temporary instance

LockReason String instance_expired The reason why the instance is locked.

DBInstanceStat
us

String Running
The status of the instance. For more
information, see Instance state table.

DBMaxQuantity Integer 200
The maximum number of databases that can
be created on the instance.

RegionId String cn-hangzhou The region ID of the instance.

ReadonlyInstan
ceSQLDelayedTi
me

String 30

The latency at which the read-only instances
replicate data. The read-only instances
replicate data from the primary instance at
the latency that is specified by the
ReadonlyInst anceSQLDelayedT imeReadonlyInst anceSQLDelayedT ime
parameter. Unit: seconds.

VSwitchId String vsw-***** The ID of the vSwitch.

ResourceGroupI
d

String rg-acfmy*****
The ID of the resource group to which the
instance belongs.

Category String Basic

The RDS edition of the instance. Valid values:

BasicBasic: RDS Basic Edition

HighAvailabilit yHighAvailabilit y: RDS High-availability
Edition

AlwaysOnAlwaysOn: RDS Cluster Edition

FinanceFinance: RDS Enterprise Edition

Parameter Type Example Description
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DBInstanceClas
s

String rds.mys2.small
The instance type of the instance. For more
information, see Primary ApsaraDB RDS
instance types.

Engine String MySQL

The database engine of the instance. Valid
values:

MySQL

PostgreSQL

SQLServer

MariaDB TX

SlaveZones
Array of
SlaveZone

An array that consists of the details about
the secondary zones.

SlaveZone

ZoneId String cn-hangzhou-a The ID of the zone.

ReadOnlyDBInst
anceIds

Array of
ReadOnlyDBInst
anceId

An array that consists of the IDs of the read-
only instances that are attached to the
primary instance.

ReadOnlyDBInst
anceId

DBInstanceId String rm-bp***** The ID of the read-only RDS instance.

Extra Object The extended information of the instance.

DBInstanceIds Array of String rm-uf6wjk5***** The ID of the instance.

DeletionProtect
ion

Boolean true

Indicates whether the release protection
feature is enabled. Valid values:

t ruet rue: The feature is enabled.

f alsef alse: The feature is disabled.

ServerlessConfi
g

Object The settings of the serverless instance.

ScaleMin double 0.5
The minimum value of Rds Capacity Unit
(RCU).

Parameter Type Example Description
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ScaleMax double 8 The maximum value of RCU.

BabelfishConfig Object

The configuration of Babelfish for the
instance.

Not e Not e This parameter applies only
to Babelfish for ApsaraDB RDS for
PostgreSQL instances. For more
information, see Introduction to
Babelfish.

BabelfishEnable
d

String true

The switch to enable or disable Babelfish.

Not e Not e If Babelfish is enabled when
you purchase an ApsaraDB RDS for
PostgreSQL instance, this parameter is
fixed as t ruet rue.

MigrationMode String single-db

The migration mode for Babelfish.

single-dbsingle-db

mult i-dbmult i-db

Not e Not e For more information about
migration modes for Babelfish, see
Migration modes.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBInstanceAttribute
&DBInstanceId=rm-uf6wjk5*****
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeDBInstanceAttributeResponse>
    <RequestId>BD3A30D8-32E7-40CF-AAEA-6BFD4E3DC55E</RequestId>
    <Items>
        <DBInstanceAttribute>
            <DBInstanceMemory>8192</DBInstanceMemory>
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            <DBInstanceMemory>8192</DBInstanceMemory>
            <ResourceGroupId>rg-acfmy*****</ResourceGroupId>
            <Port>3306</Port>
            <MasterZone>cn-hangzhou-h</MasterZone>
            <LatestKernelVersion>rds_20201031</LatestKernelVersion>
            <DBInstanceType>Primary</DBInstanceType>
            <ConsoleVersion>2</ConsoleVersion>
            <InstanceNetworkType>VPC</InstanceNetworkType>
            <DBInstanceClassType>x</DBInstanceClassType>
            <DBInstanceId>rm-uf6wjk5*****</DBInstanceId>
            <AutoUpgradeMinorVersion>Auto</AutoUpgradeMinorVersion>
            <DBInstanceStorage>150</DBInstanceStorage>
            <AvailabilityValue>100.0%</AvailabilityValue>
            <Engine>MySQL</Engine>
            <DBInstanceDescription>test1</DBInstanceDescription>
            <IPType>IPv4</IPType>
            <EngineVersion>8.0</EngineVersion>
            <DBInstanceStatus>Running</DBInstanceStatus>
            <MaxConnections>2000</MaxConnections>
            <DBInstanceClass>rds.mysql.s3.large</DBInstanceClass>
            <AccountMaxQuantity>99999</AccountMaxQuantity>
            <VSwitchId>vsw-*****</VSwitchId>
            <PayType>Prepaid</PayType>
            <LockMode>Unlock</LockMode>
            <DeletionProtection>true</DeletionProtection>
            <GuardDBInstanceId>rm-uf64zsu*****</GuardDBInstanceId>
            <SupportCreateSuperAccount>No</SupportCreateSuperAccount>
            <InsId>1</InsId>
            <VpcId>vpc-*****</VpcId>
            <CurrentKernelVersion>rds_20200831</CurrentKernelVersion>
            <TempUpgradeTimeStart>2021-01-10 00:00:00</TempUpgradeTimeStart>
            <TempUpgradeTimeEnd>2021-06-18 00:00:00</TempUpgradeTimeEnd>
            <CreationTime>2020-06-17T09:03:57Z</CreationTime>
            <ConnectionMode>Standard</ConnectionMode>
            <VpcCloudInstanceId>vpc-23rsxdf*****</VpcCloudInstanceId>
            <ProxyType>2</ProxyType>
            <ConnectionString>rm-uf6wjk5*****.mysql.rds.aliyuncs.com</ConnectionString>
            <ExpireTime>2021-06-17T16:00:00Z</ExpireTime>
            <DBMaxQuantity>99999</DBMaxQuantity>
            <Category>HighAvailability</Category>
            <DBInstanceNetType>Intranet</DBInstanceNetType>
            <SuperPermissionMode/>
            <DedicatedHostGroupId/>
            <DBInstanceCPU>4</DBInstanceCPU>
            <GuardDBInstanceName>rm-m5*****</GuardDBInstanceName>
            <SecurityIPList>42.xx.xx.xx</SecurityIPList>
            <OriginConfiguration/>
            <ReadOnlyDBInstanceIds>
            </ReadOnlyDBInstanceIds>
            <SecurityIPMode>normal</SecurityIPMode>
            <MaintainTime>23:00Z-00:00Z</MaintainTime>
            <DispenseMode>MultiAVZDispenseMode</DispenseMode>
            <ZoneId>cn-hangzhou-h</ZoneId>
            <DBInstanceStorageType>local_ssd</DBInstanceStorageType>
            <AccountType>Mix</AccountType>
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            <AccountType>Mix</AccountType>
            <MaxIOPS>5000</MaxIOPS>
            <SupportUpgradeAccountType>No</SupportUpgradeAccountType>
            <SlaveZones>
                <SlaveZone>
                    <ZoneId>cn-hangzhou-h</ZoneId>
                </SlaveZone>
            </SlaveZones>
            <Extra>
                <DBInstanceIds>
                </DBInstanceIds>
            </Extra>
            <ServerlessConfig/>
            <CanTempUpgrade>true</CanTempUpgrade>
            <RegionId>cn-hangzhou</RegionId>
        </DBInstanceAttribute>
    </Items>
</DescribeDBInstanceAttributeResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "BD3A30D8-32E7-40CF-AAEA-6BFD4E3DC55E",
  "Items" : {
    "DBInstanceAttribute" : {
      "DBInstanceMemory" : 8192,
      "ResourceGroupId" : "rg-acfmy*****",
      "Port" : 3306,
      "MasterZone" : "cn-hangzhou-h",
      "LatestKernelVersion" : "rds_20201031",
      "DBInstanceType" : "Primary",
      "ConsoleVersion" : 2,
      "InstanceNetworkType" : "VPC",
      "DBInstanceClassType" : "x",
      "DBInstanceId" : "rm-uf6wjk5*****",
      "AutoUpgradeMinorVersion" : "Auto",
      "DBInstanceStorage" : 150,
      "AvailabilityValue" : "100.0%",
      "Engine" : "MySQL",
      "DBInstanceDescription" : "test1",
      "IPType" : "IPv4",
      "EngineVersion" : 8,
      "DBInstanceStatus" : "Running",
      "MaxConnections" : 2000,
      "DBInstanceClass" : "rds.mysql.s3.large",
      "AccountMaxQuantity" : 99999,
      "VSwitchId" : "vsw-*****",
      "PayType" : "Prepaid",
      "LockMode" : "Unlock",
      "DeletionProtection" : true,
      "GuardDBInstanceId" : "rm-uf64zsu*****",
      "SupportCreateSuperAccount" : "No",
      "InsId" : 1,
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      "InsId" : 1,
      "VpcId" : "vpc-*****",
      "CurrentKernelVersion" : "rds_20200831",
      "TempUpgradeTimeStart" : "2021-01-10 00:00:00",
      "TempUpgradeTimeEnd" : "2021-06-18 00:00:00",
      "CreationTime" : "2020-06-17T09:03:57Z",
      "ConnectionMode" : "Standard",
      "VpcCloudInstanceId" : "vpc-23rsxdf*****",
      "ProxyType" : 2,
      "ConnectionString" : "rm-uf6wjk5*****.mysql.rds.aliyuncs.com",
      "ExpireTime" : "2021-06-17T16:00:00Z",
      "DBMaxQuantity" : 99999,
      "Category" : "HighAvailability",
      "DBInstanceNetType" : "Intranet",
      "SuperPermissionMode" : "",
      "DedicatedHostGroupId" : "",
      "DBInstanceCPU" : 4,
      "GuardDBInstanceName" : "rm-m5*****",
      "SecurityIPList" : "42.xx.xx.xx",
      "OriginConfiguration" : "",
      "ReadOnlyDBInstanceIds" : "",
      "SecurityIPMode" : "normal",
      "MaintainTime" : "23:00Z-00:00Z",
      "DispenseMode" : "MultiAVZDispenseMode",
      "ZoneId" : "cn-hangzhou-h",
      "DBInstanceStorageType" : "local_ssd",
      "AccountType" : "Mix",
      "MaxIOPS" : 5000,
      "SupportUpgradeAccountType" : "No",
      "SlaveZones" : {
        "SlaveZone" : {
          "ZoneId" : "cn-hangzhou-h"
        }
      },
      "Extra" : {
        "DBInstanceIds" : ""
      },
      "ServerlessConfig" : "",
      "CanTempUpgrade" : true,
      "RegionId" : "cn-hangzhou"
    }
  }
}

Error codesError codes

HTTP
status
code

Error code Error message Description
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400
ConnectT imeoutRetr
yLater

Connect t imeout retry later.

The error message returned
because the connection to the
instance timed out. Try again
later.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBInstances operation to query one or more ApsaraDB RDS instances that
meet the specified condit ions.

You can use one of the following methods to check the response:

Method 1: Use the MaxResult sMaxResult s parameter to specify the number of entries per page. Then, use the
Next T okenNext T oken parameter to specify the token that is used to display the next  page. The Next T okenNext T oken
parameter is set  to the value that is returned from the most recent call of the DescribeDBInst ancesDescribeDBInst ances
operation for the Next T okenNext T oken parameter.

Not e Not e The first  t ime you call the DescribeDBInstances operation to perform a paged query,
you need to only specify the MaxResult sMaxResult s parameter. In this case, the operation returns the data
of the first  page and the value of the Next T okenNext T oken parameter.

Method 2: Use the PageSizePageSize parameter to specify the number of entries per page. Then, use the
PageNumberPageNumber parameter to display the next  page.

Not e Not e You can use only one of the preceding methods. If  a large number of entries are
returned, we recommend that you use Method 1 to increase the query speed.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ces

The operation that you want to
perform. Set the value to
DescribeDBInst ancesDescribeDBInst ances .

8.11. Queries instances8.11. Queries instances
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ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

proxyId String No API
The ID of the proxy mode that is used
on the instances.

Engine String No MySQL

The database engine that is run by the
instances. Valid values:

MySQLMySQL

SQLServerSQLServer

Post greSQLPost greSQL

MariaDBMariaDB

By default, this operation returns the
instances that run any of the
supported database engines.

ZoneId String No cn-hangzhou-a The ID of the zone to which the
instances belong.

ResourceGroupId String No rg-acfmyxxxxx
The ID of the resource group to which
the instances belong.

DBInstanceStatus String No Running
The status of the instances. For more
information, see Instance state table.

Expired String No True

Specifies whether the instances have
expired. Valid values:

T rueT rue: queries the instances that
have expired.

FalseFalse: queries the instances that
have not expired.

SearchKey String No rm-uf6w
The keywords that are contained in the
IDs or descriptions of the instances.

Parameter Type Required Example Description
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DBInstanceId String No
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

DBInstanceType String No Primary

The role of the instances. Valid values:

PrimaryPrimary: primary instance

ReadonlyReadonly: read-only instance

GuardGuard: disaster recovery instance

T empT emp: temporary instance

By default, this operation returns the
instances that assume any of the
supported roles.

RegionId String Yes cn-hangzhou

The ID of the region in which the
instances reside. You can call the
DescribeRegions operation to query the
most recent region list.

PageSize Integer No 30

The number of entries to return on
each page. Valid values: 11 to 100100.

Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer.

Default value: 11.

InstanceNetwork
Type

String No Classic

The network type of the instances.
Valid values:

VPCVPC

ClassicClassic

By default, this operation returns the
instances that reside in any of the
supported types of networks.

VpcId String No
vpc-
uf6f7l4fg90xxxxx
xxxxx

The ID of the virtual private cloud (VPC)
to which the instances belong.

VSwitchId String No
vsw-
uf6adz52c2pxxxx
xxxxxx

The ID of the vSwitch.

Parameter Type Required Example Description
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DBInstanceClass String No rds.mys2.small
The instance type of the instances. For
information, see Primary ApsaraDB RDS
instance types.

EngineVersion String No 5.7
The version of the database engine
that is run by the instances.

PayType String No Postpaid

The billing method of the instances.
Valid values:

Post paidPost paid: pay-as-you-go

PrepaidPrepaid: subscription

ConnectionMode String No Standard

The connection mode of the instances.
Valid values:

St andardSt andard: standard mode

Saf eSaf e: database proxy mode

By default, this operation returns the
instances that run in any of the
supported connection modes.

Tags String No {"key1":"value1"}

The tags that are added to the
instance. Each tag is a key-value pair
that consists of two parts: TagKey and
TagValue. You can specify a maximum
of five tags in the following format for
each request:
{"key1":"value1","key2":"value2"...}.

DedicatedHostGr
oupId

String No dhg-7a9xxxxxxxx
The ID of the dedicated cluster to
which the instances belong.

DedicatedHostId String No i-bpxxxxxxx
The ID of the host on which the
instances reside in the specified
dedicated cluster.

InstanceLevel Integer No 0

Specifies whether to return the RDS
editions of the instances by using the
Category parameter. Valid values:

00: You want the RDS editions of the
instances to be returned.

11: You do not want the RDS editions
of the instances to be returned.

Parameter Type Required Example Description
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ConnectionString String No

rm-
uf6wjk5xxxxxxx.m
ysql.rds.aliyuncs.
com

The endpoint of the instance. You
need to specify this parameter only
when you want to query a single
instance.

NextToken String No
o7PORW5o2TJg**
********

The token that is used to display the
next page. You must set this
parameter to the value that is returned
from the most recent call of the
DescribeDBInst ancesDescribeDBInst ances  operation for
the Next T okenNext T oken parameter. If the
returned entries are displayed on
multiple pages, the next page can be
displayed when you call this operation
again with this parameter specified.

MaxResults Integer No 30

The number of entries to return on
each page. Valid values: 1 t o 1001 t o 100.

Default value: 3030.

Not e Not e If you specify this
parameter, the PageSiz ePageSiz e
parameter and the PageNumberPageNumber
parameter are unavailable.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

PageNumber Integer 1

The page number of the returned page.

Not e Not e If you specify the
MaxResult sMaxResult s  parameter or the
Next T okenNext T oken parameter, only the value 11
is returned. You can ignore the value 1.

PageRecordCou
nt

Integer 10
The number of entries returned on the
current page.
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TotalRecordCo
unt

Integer 100

The total number of entries returned.

Not e Not e If you specify the
MaxResult sMaxResult s  parameter or the
Next T okenNext T oken parameter, only the
number of entries on the current page is
returned. You can ignore the number.

Items
Array of
DBInstance

Details of the instances.

DBInstance

VpcId String
vpc-
uf6f7l4fg90xxxxxxx

The ID of the VPC to which the instance
belongs.

DedicatedHostI
dForLog

String dh-bpxxxx
The ID of the host on which the logger
instance resides.

CreateT ime String
2018-11-
05T11:26:02Z

The time when the instance was created.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mm:ssZ format. The
time is displayed in UTC.

PayType String Postpaid

The billing method of the instance. Valid
values:

Post paidPost paid: pay-as-you-go

PrepaidPrepaid: subscription

DedicatedHost
NameForLog

String testlog
The name of the host on which the logger
instance resides.

Parameter Type Example Description
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MutriORsignle Boolean true

Indicates whether the multi-zone
deployment method is used for the instance.
Valid values: t rue and f alset rue and f alse.

Not e Not e If the multi-zone
deployment method is used for the
instance, the zone ID of the instance
contains MAZ. Example:  cn-
hangzhou-MAZ10(h,i) .

DedicatedHost
GroupName

String testhostgroup
The name of the dedicated cluster to which
the instance belongs.

EngineVersion String 5.7
The version of the database engine that is
run by the instance.

DedicatedHost
GroupId

String dhg-7a9xxxxxxxx
The ID of the dedicated cluster to which the
instance belongs.

VpcName String test-huadong
The name of the VPC to which the instance
belongs.

DedicatedHost
ZoneIdForMast
er

String cn-hangzhou-c
The ID of the zone to which the primary
instance belongs.

ConnectionStrin
g

String
rm-
uf6wjk5xxxxxxx.mys
ql.rds.aliyuncs.com

The endpoint of the instance.

InstanceNetwor
kType

String Classic

The network type of the instance. Valid
values:

ClassicClassic

VPCVPC

MasterInstanceI
d

String
rm-
uf6wjk5xxxxxxxxxx

The ID of the primary instance. If the value of
this parameter is null, the instance is a
primary instance.

Parameter Type Example Description
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ExpireT ime String
2019-02-
27T16:00:00Z

The time at which the instance expires. The
time follows the ISO 8601 standard in the
yyyy-MM-ddTHH:mm:ssZ format. The time is
displayed in UTC.

Not e Not e Pay-as-you-go instances
never expire.

DestroyT ime String
2018-11-
05T11:26:02Z

The time when the instance was destroyed.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mm:ssZ format. The
time is displayed in UTC.

GuardDBInstanc
eId

String
rm-
uf64zsuxxxxxxxxxx

The ID of the disaster recovery instance. This
parameter is returned only when the
instance is a primary instance and has a
disaster recovery instance.

DedicatedHost
NameForMaster

String testmaster
The name of the host on which the primary
instance resides.

ZoneId String cn-hangzhou-a
The ID of the zone to which the instance
belongs.

DBInstanceId String
rm-
uf6wjk5xxxxxxxxxx

The ID of the instance.

DedicatedHostI
dForMaster

String dh-bpxxxx
The ID of the host on which the primary
instance resides.

TempDBInstanc
eId

String
rm-
uf64zsuxxxxxxxxxx

The ID of the temporary instance. This
parameter is returned only when the
instance is a primary instance and has a
temporary instance.

DBInstanceStor
ageType

String
ModuleList.4.Module
Code

The storage type of the instance.

ConnectionMod
e

String Standard

The connection mode of the instance. Valid
values:

St andardSt andard: standard mode

Saf eSaf e: database proxy mode

Parameter Type Example Description
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LockMode String Unlock

Indicates whether the instance is locked.
Valid values:

UnlockUnlock: The instance is not locked.

ManualLockManualLock: The instance is manually
locked.

LockByExpirat ionLockByExpirat ion: The instance is
automatically locked after it  expires.

LockByRest orat ionLockByRest orat ion: The instance is
automatically locked before it  is rolled
back.

LockByDiskQuot aLockByDiskQuot a: The instance is
automatically locked after its storage
capacity is exhausted.

ReleasedReleased: The instance is released. After
an instance is released, the instance
cannot be unlocked. You can only restore
the backup data of the instance to a new
instance. This process requires a long
period of t ime.

VpcCloudInstan
ceId

String rm-uf6wjk5xxxxxxx
The ID of the instance. This parameter is
returned only when the instance resides in a
VPC.

DedicatedHost
ZoneIdForSlave

String cn-hangzhou-d
The ID of the zone to which the secondary
instance belongs.

DedicatedHost
ZoneIdForLog

String cn-hangzhou-b
The zone ID of the host on which the logger
instance resides.

DedicatedHost
NameForSlave

String testslave
The name of the host on which the
secondary instance resides.

DBInstanceDesc
ription

String testdatabase The description of the instance.

DBInstanceNetT
ype

String Internet

The type of network connection to the
instance. Valid values:

Int ernetInt ernet : Internet

Int ranetInt ranet : internal network

Parameter Type Example Description
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DBInstanceType String Primary

The role of the instance. Valid values:

PrimaryPrimary: primary instance

ReadonlyReadonly: read-only instance

GuardGuard: disaster recovery instance

T empT emp: temporary instance

LockReason String instance_expired The reason why the instance is locked.

DBInstanceStat
us

String Running
The status of the instance. For more
information, see Instance state table.

RegionId String cn-hangzhou The region ID of the instance.

VSwitchId String
vsw-
uf6adz52c2pxxxxxxx

The ID of the vSwitch.

DedicatedHostI
dForSlave

String dh-bpxxxx
The ID of the host on which the secondary
instance resides.

ResourceGroupI
d

String rg-acfmyxxxxxxx
The ID of the resource group to which the
instance belongs.

Category String Basic

The RDS edition of the instance. Valid values:

BasicBasic: Basic Edition

HighAvailabilit yHighAvailabilit y: High-availability Edition

FinanceFinance: Enterprise Edition

Not e Not e This parameter is
returned only when the
Inst anceLevelInst anceLevel  parameter is set to 11.

Engine String MySQL
The database engine that is run by the
instance.

DBInstanceClas
s

String rds.mys2.small
The instance type of the instance. For
information, see Primary ApsaraDB RDS
instance types.

Parameter Type Example Description
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ReadOnlyDBInst
anceIds

Array of
ReadOnlyDBInst
anceId

An array that consists of the IDs of the read-
only instances that are attached to the
instance. This parameter is returned only
when the instance is a primary instance and
has read-only instances.

ReadOnlyDBInst
anceId

DBInstanceId String rr-uf6wjk5xxxxxxx The ID of the read-only instance.

DeletionProtect
ion

Boolean false

Indicates whether the release protection
feature is enabled for the read-only
instance. Valid values:

t ruet rue: The release protection feature is
enabled.

f alsef alse: The release protection feature is
disabled.

NextToken String
o7PORW5o2TJg*****
*****

The token that is used to display the next
page. If the returned entries are displayed on
multiple pages, the next page can be
displayed when you call this operation again
with the Next T okenNext T oken parameter specified.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBInstances
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeDBInstancesResponse>
    <TotalRecordCount>1</TotalRecordCount>
    <PageRecordCount>1</PageRecordCount>
    <RequestId>A436D75C-30B0-1F34-8544-4B46F4407CC1</RequestId>
    <NextToken>o7PORW5owHNg**********</NextToken>
    <PageNumber>1</PageNumber>
    <Items>
        <DBInstance>
            <EngineVersion>10.0</EngineVersion>
            <ZoneId>cn-hangzhou-h</ZoneId>
            <DBInstanceStatus>Running</DBInstanceStatus>
            <ResourceGroupId>rg-acfmyiu********</ResourceGroupId>
            <DBInstanceNetType>Intranet</DBInstanceNetType>
            <DBInstanceClass>pg.n2.small.2c</DBInstanceClass>
            <CreateTime>2021-02-02T09:14:48Z</CreateTime>
            <VSwitchId>vsw-bp10aqj6o4lcl********</VSwitchId>
            <TipsLevel>0</TipsLevel>
            <DBInstanceType>Primary</DBInstanceType>
            <PayType>Prepaid</PayType>
            <LockMode>Unlock</LockMode>
            <DeletionProtection>false</DeletionProtection>
            <MutriORsignle>false</MutriORsignle>
            <InstanceNetworkType>VPC</InstanceNetworkType>
            <InsId>1</InsId>
            <VpcId>vpc-bp1opxu1zkhn0********</VpcId>
            <DBInstanceId>pgm-bp10re7n********</DBInstanceId>
            <ConnectionMode>Standard</ConnectionMode>
            <ReadOnlyDBInstanceIds>
            </ReadOnlyDBInstanceIds>
            <VpcCloudInstanceId>pgm-bp10re7n********</VpcCloudInstanceId>
            <RegionId>cn-hangzhou</RegionId>
            <ConnectionString>pgm-bp10re7n**************.pg.rds.aliyuncs.com</ConnectionStr
ing>
            <ExpireTime>2021-02-03T09:14:48Z</ExpireTime>
            <Engine>PostgreSQL</Engine>
        </DBInstance>
    </Items>
</DescribeDBInstancesResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "TotalRecordCount" : 1,
  "PageRecordCount" : 1,
  "RequestId" : "A436D75C-30B0-1F34-8544-4B46F4407CC1",
  "NextToken" : "o7PORW5owHNg**********",
  "PageNumber" : 1,
  "Items" : {
    "DBInstance" : [ {
      "EngineVersion" : "10.0",
      "ZoneId" : "cn-hangzhou-h",
      "DBInstanceStatus" : "Running",
      "ResourceGroupId" : "rg-acfmyiu********",
      "DBInstanceNetType" : "Intranet",
      "DBInstanceClass" : "pg.n2.small.2c",
      "CreateTime" : "2021-02-02T09:14:48Z",
      "VSwitchId" : "vsw-bp10aqj6o4lcl********",
      "TipsLevel" : 0,
      "DBInstanceType" : "Primary",
      "PayType" : "Prepaid",
      "LockMode" : "Unlock",
      "DeletionProtection" : false,
      "MutriORsignle" : false,
      "InstanceNetworkType" : "VPC",
      "InsId" : 1,
      "VpcId" : "vpc-bp1opxu1zkhn0********",
      "DBInstanceId" : "pgm-bp10re7n********",
      "ConnectionMode" : "Standard",
      "ReadOnlyDBInstanceIds" : {
        "ReadOnlyDBInstanceId" : [ ]
      },
      "VpcCloudInstanceId" : "pgm-bp10re7n********",
      "RegionId" : "cn-hangzhou",
      "ConnectionString" : "pgm-bp10re7n**************.pg.rds.aliyuncs.com",
      "ExpireTime" : "2021-02-03T09:14:48Z",
      "Engine" : "PostgreSQL"
    } ]
  }
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400 Invalid.NextToken
The parameter NextToken is
invalid.

The error message returned
because the value of the
NextToken parameter is invalid.
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400
InvalidDBInstanceTy
pe.ValueNotSupport

The specified
parameter"DBInstanceType" is
not valid.

The error message returned
because the specified instance
type is invalid. You must specify
a valid instance type.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the Error Center.

You can call the ListClasses operation to query the instance types that are available to specific
ApsaraDB RDS instances.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes ListClasses
The operation that you want to
perform. Set the value to List ClassesList Classes .

CommodityCode String Yes bards

The commodity code of the instances.

bards_int lbards_int l : The instances are pay-
as-you-go primary instances.

rds_int lrds_int l : The instances are
subscription primary instances.

rords_int lrords_int l : The instances are pay-
as-you-go read-only instances.

rds_rordspre_public_int lrds_rordspre_public_int l : The
instances are subscription read-only
instances.

8.12. Query instance types8.12. Query instance types
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OrderType String Yes BUY

The type of order that you want to
query. Valid values:

BUYBUY : specifies to query orders that
are used to purchase instances.

UPGRADEUPGRADE: specifies to query orders
that are used to change the
specifications of instances.

RENEWRENEW : specifies to query orders
that are used to renew instances.

CONVERTCONVERT : specifies to query orders
that are used to change the billing
methods of instances.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

DBInstanceId String No
rm-
uf6wjk5xxxxxxx

The ID of the primary instance. You can
call the DescribeDBInstances operation
to query the IDs of instances.

Not e Not e If you use the
Commodit yCodeCommodit yCode parameter to
query the instance types that are
available to read-only instances,
you must specify the DBInstanceId
parameter.

RegionId String No cn-hangzhou

The ID of the region that is supported
by the instances. You can call the
DescribeRegions operation to query the
most recent region list.

Not e Not e If you are using an
Alibaba Cloud account on the
International site
(alibabacloud.com), you must
specify the RegionId parameter.

Parameter Type Required Example Description

Response parametersResponse parameters

ApsaraDB for RDS API Reference··Inst ance managemen
t

> Document  Version: 20220713 151

file:///home/admin/dita-files/output/31702202/task19043353/~~26232~~
file:///home/admin/dita-files/output/31702202/task19043353/~~26243~~


Parameter Type Example Description

Items
Array of
ClassList

An array that consists of the instance types
that are available.

ClassCode String mysql.n1.micro.1

The instance type that is available. For more
information, see Primary ApsaraDB RDS
instance types and Read-only ApsaraDB RDS
instance types.

ClassGroup String General-purpose
The instance family to which the instance
type belongs. For more information, see
Instance families.

Cpu String 1
The number of cores that are supported by
the instance type. Unit: number.

MaxConnection
s

String 2000
The maximum number of connections that
are supported by the instance type. Unit:
number.

MaxIOMBPS String 1024Mbps
The maximum I/O bandwidth that is
supported by the instance type. Unit: Mbit/s.

MaxIOPS String 10000
The maximum input/output operations per
second (IOPS) that is supported by the
instance type. Unit: t imes/s.

MemoryClass String
1 GB (RDS Basic
Edition)

The memory capacity that is supported by
the instance type. Unit: GB.
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ReferencePrice String 2500

The fee that you must pay for the instance
type.

Unit: cent (USD).

Not eNot e

If you set the Commodit yCodeCommodit yCode
parameter to a value that
indicates the pay-as-you-go
billing method, the
ReferencePrice parameter
specifies the hourly fee that you
must pay.

If you set the Commodit yCodeCommodit yCode
parameter to a value that
indicates the subscription billing
method, the ReferencePrice
parameter specifies the monthly
fee that you must pay.

RegionId String cn-hangzhou
The ID of the region to which the instance
type is available.

RequestId String
CF8D35BF-263D-
4F7B-883A-
1163B79A9EC6

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ListClasses
&CommodityCode=bards
&OrderType=BUY
&<Common request parameters>

Sample success responses

 XML  format
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<ListClassesResponse>
  <RequestId>CF8D35BF-263D-4F7B-883A-1163B79A9EC6</RequestId>
  <Items>
        <MaxIOMBPS>1024Mbps</MaxIOMBPS>
        <ClassCode>mysql.n2.medium.1</ClassCode>
        <MaxConnections>4000</MaxConnections>
        <ClassGroup>General-purpose</ClassGroup>
        <Cpu>2 </Cpu>
        <MemoryClass>4 GB (RDS Basic Edition)</MemoryClass>
        <ReferencePrice>32.6</ReferencePrice>
        <MaxIOPS>10000</MaxIOPS>
  </Items>
  <Items>
        <MaxIOMBPS>1024Mbps</MaxIOMBPS>
        <ClassCode>mysql.n1.micro.1</ClassCode>
        <MaxConnections>2000</MaxConnections>
        <ClassGroup>General-purpose</ClassGroup>
        <Cpu>1 </Cpu>
        <MemoryClass>1 GB (RDS Basic Edition)</MemoryClass>
        <ReferencePrice>5.2</ReferencePrice>
        <MaxIOPS>10000</MaxIOPS>
  </Items>
</ListClassesResponse>

 JSON  format

{
  "RequestId": "CF8D35BF-263D-4F7B-883A-1163B79A9EC6",
  "Items": [
    {
      "MaxIOMBPS": "1024Mbps",
      "ClassCode": "mysql.n2.medium.1",
      "MaxConnections": "4000",
      "ClassGroup": "General-purpose",
      "Cpu": "2 ",
      "MemoryClass": "4 GB (RDS Basic Edition)",
      "ReferencePrice": "32.6",
      "MaxIOPS": "10000"
    },
    {
      "MaxIOMBPS": "1024Mbps",
      "ClassCode": "mysql.n1.micro.1",
      "MaxConnections": "2000",
      "ClassGroup": "General-purpose",
      "Cpu": "1 ",
      "MemoryClass": "1 GB (RDS Basic Edition)",
      "ReferencePrice": "5.2",
      "MaxIOPS": "10000"
    }
  ]
}
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Error codesError codes

HTTP
status
code

Error code Error message Description

404
GetCommodity.Faile
d

Get commodity failed.
The error message returned
because the instance types
cannot be obtained.

404
InvalidDBInstanceNa
me.NotFound

Invalid DBInstanceId NotFound.

The error message returned
because the value that you
specified for the DBInstanceId
parameter cannot be found.
Enter a valid value and try again.

400
InvalidSecurityIPList.
Malformed

The specified parameter
"SecurityIPList" is not valid.

The error message returned
because the value that you
specified for the SecurityIPList
parameter is invalid.

400
InvalidSecurityIPList.
Duplicate

The Security IP address is not in
the available range or occupied.

The error message returned
because the IP address that you
specified is in use or is not within
the valid range.

403
Forbidden.Authentic
ation

The operation is forbidden by
Aliyun Realname Authentication
System.

The error message returned
because this operation is
prohibited by the real-name
verification system of Alibaba
Cloud.

400
InvalidCommodityCo
de.Malformed

The commodity code is invalid.
The error message returned
because the commodity code
that you specified is invalid.

For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBInstancesByExpireTime operation to query ApsaraDB RDS instances based on
a specific expirat ion date and t ime.

Not e Not e This operation is available only for subscript ion instances.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

8.13. Query instances based on8.13. Query instances based on
expiration date and timeexpiration date and time
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Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
cesByExpireT ime

The operation that you want to
perform. Set the value to
DescribeDBInst ancesByExpireT imeDescribeDBInst ancesByExpireT ime.

RegionId String No cn-hangzhou
The region ID of the instances. You can
call the DescribeRegions operation to
query the most recent region list.

proxyId String No N/A A deprecated parameter.

ExpirePeriod Integer No 180
The number of remaining days for
which the instances are available. Valid
values: 0 t o 1800 t o 180.

Expired Boolean No True

Specifies whether to query instances
that have expired. Valid values:

T rueT rue: queries instances that have
expired.

FalseFalse: queries instances that have
not expired.

PageSize Integer No 30

The number of entries to return on
each page. Valid values: 1 t o 1001 t o 100.

Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: any non-z eronon-z ero  posit ive
integer.

Default value: 11.

Tags String No null

The tags that are added to the
instances. Each tag is a key-value pair
that consists of two parts: TagKey and
TagValue. You can specify a maximum
of five tags in the following format for
each request:
 {"key1":"value1","key2":"value2
"...} .

Response parametersResponse parameters
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Parameter Type Example Description

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

PageNumber Integer 1

The page number of the returned page.
Valid values: any non-z eronon-z ero  posit ive integer.

Default value: 11.

PageRecordCou
nt

Integer 2
The number of instances returned on the
current page.

TotalRecordCo
unt

Integer 200 The total number of entries.

Items
Array of
DBInstanceExpir
eT ime

An array that consists of the information
about the instances that are returned.

DBInstanceExpir
eT ime

ExpireT ime String
2019-03-
27T16:00:00Z

The expiration date and time of the instance.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mm:ssZ format. The
time is displayed in UTC.

Not e Not e Pay-as-you-go instances
never expire.

PayType String Prepaid

The billing method of the instance. Valid
values:

Post paidPost paid: pay-as-you-go

PrepaidPrepaid: subscription

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

DBInstanceStat
us

String Running
The status of the instance. For more
information, see Instance state table.

DBInstanceDesc
ription

String Test database The description of the instance.
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LockMode String Unlock

The lock mode of the instance. Valid values:

UnlockUnlock: The instance is not locked.

ManualLockManualLock: The instance is manually
locked.

LockByExpirat ionLockByExpirat ion: The instance is
automatically locked after it  expires.

LockByRest orat ionLockByRest orat ion: The instance is
automatically locked before it  is rolled
back.

LockByDiskQuot aLockByDiskQuot a: The instance is
automatically locked after its storage
capacity is exhausted.

LockReadInst anceByDiskQuot aLockReadInst anceByDiskQuot a: The
instance is a read-only instance and is
automatically locked after its storage
capacity is exhausted.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBInstancesByExpireTime
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeDBInstancesByExpireTimeResponse>
    <TotalRecordCount>200</TotalRecordCount>
    <PageRecordCount>2</PageRecordCount>
    <RequestId>1AD222E9-E606-4A42-BF6D-8A4442913CEF</RequestId>
    <PageNumber>1</PageNumber>
    <Items>
        <DBInstanceExpireTime>
            <DBInstanceStatus>Running</DBInstanceStatus>
            <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
            <PayType>Prepaid</PayType>
            <LockMode>Unlock</LockMode>
            <ExpireTime>2019-03-27T16:00:00Z</ExpireTime>
            <DBInstanceDescription>Test database</DBInstanceDescription>
        </DBInstanceExpireTime>
    </Items>
</DescribeDBInstancesByExpireTimeResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "TotalRecordCount" : "200",
  "PageRecordCount" : "2",
  "RequestId" : "1AD222E9-E606-4A42-BF6D-8A4442913CEF",
  "PageNumber" : "1",
  "Items" : {
    "DBInstanceExpireTime" : [ {
      "DBInstanceStatus" : "Running",
      "DBInstanceId" : "rm-uf6wjk5xxxxxxx",
      "PayType" : "Prepaid",
      "LockMode" : "Unlock",
      "ExpireTime" : "2019-03-27T16:00:00Z",
      "DBInstanceDescription": "Test database"
    } ]
  }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeRegions operation to query the details about the regions that are available to
ApsaraDB RDS.

Before you call the CreateDBInstance operation to create an RDS instance, you can call the
DescribeRegions operation to query the available regions and zones.

Not e Not e If  a zone supports the mult i-zone deployment method, the value of the ZoneId
parameter for the zone contains an MAZ part. Examples: cn-hangzhou-MAZ6(b,f) and cn-
hangzhou-MAZ5(b,e,f).

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DescribeRegions
The operation that you want to
perform. Set the value to
DescribeRegionsDescribeRegions .

8.14. Query regions8.14. Query regions
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AcceptLanguage String No en-US

The language that is used for the
return value of the LocalNameLocalName
parameter. Valid values:

z h-CNz h-CN: Chinese

en-USen-US: English

Default value: en-USen-US.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Regions
Array of
RDSRegion

An array that consists of the available
regions and zones.

RDSRegion

RegionId String cn-hangzhou The ID of the region.

ZoneId String cn-hangzhou-h The ID of the zone.

LocalName String China (Hangzhou)

The name of the region. The return value of
the LocalName parameter is in the language
that is specified by the Accept LanguageAccept Language
parameter. For example, if the value of the
RegionId parameter in the response is cn-
hangzhou, the following values are returned
for the LocalName parameter:

If the value of the Accept LanguageAccept Language
parameter is z h-CNz h-CN, the value 华东1（杭
州） is returned for the LocalName
parameter.

If the value of the Accept LanguageAccept Language
parameter is en-USen-US, the value China
(Hangzhou) is returned for the LocalName
parameter.

RegionEndpoint String rds.aliyuncs.com

The endpoint that is used to connect to
Alibaba Cloud services in the region. For
more information, see Request structure.
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ZoneName String Hangzhou Zone H

The name of the zone. The return value of
the ZoneName parameter is in the language
that is specified by the Accept LanguageAccept Language
parameter. For example, if the value of the
RegionId parameter in the response is cn-
hangzhou-h, the following values are
returned for the LocalName parameter:

If the value of the Accept LanguageAccept Language
parameter is z h-CNz h-CN, the value 杭州 可用区
H is returned for the LocalName
parameter.

If the value of the Accept LanguageAccept Language
parameter is en-USen-US, the value Hangzhou
Zone H is returned for the LocalName
parameter.

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

https://rds.aliyuncs.com/?Action=DescribeRegions
&<Common request parameters>

Sample success response

 XML  format
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<DescribeRegionsResponse>
  <RequestId>1CE1DC20-7EFC-464F-9583-0AB8915C5697</RequestId>
  <Regions>
        <RDSRegion>
              <ZoneName>Hangzhou Zone H</ZoneName>
              <ZoneId>cn-hangzhou-h</ZoneId>
              <RegionId>cn-hangzhou</RegionId>
              <LocalName>China (Hangzhou)</LocalName>
              <RegionEndpoint>rds.aliyuncs.com</RegionEndpoint>
        </RDSRegion>
        <RDSRegion>
              <ZoneName>East China 1 MZone10 H+I</ZoneName>
              <ZoneId>cn-hangzhou-MAZ10(h,i)</ZoneId>
              <RegionId>cn-hangzhou</RegionId>
              <LocalName>China (Hangzhou)</LocalName>
              <RegionEndpoint>rds.aliyuncs.com</RegionEndpoint>
        </RDSRegion>
        <RDSRegion>
              <ZoneName>East China 1 MZone8 F+G</ZoneName>
              <ZoneId>cn-hangzhou-MAZ8(f,g)</ZoneId>
              <RegionId>cn-hangzhou</RegionId>
              <LocalName>China (Hangzhou)</LocalName>
              <RegionEndpoint>rds.aliyuncs.com</RegionEndpoint>
        </RDSRegion>
  </Regions>
</DescribeRegionsResponse>

 JSON  format
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{
  "RequestId": "1CE1DC20-7EFC-464F-9583-0AB8915C5697",
  "Regions": {
    "RDSRegion": [
      {
        "ZoneName": "Hangzhou Zone H",        
        "ZoneId": "cn-hangzhou-h",
        "RegionId": "cn-hangzhou",
        "LocalName": "China (Hangzhou)",
        "RegionEndpoint": "rds.aliyuncs.com"
      },
      {
        "ZoneName": "East China 1 MZone10 H+I",
        "ZoneId": "cn-hangzhou-MAZ10(h,i)",
        "RegionId": "cn-hangzhou",
        "LocalName": "China (Hangzhou)",
        "RegionEndpoint": "rds.aliyuncs.com"
      },
      {
        "ZoneName": "East China 1 MZone8 F+G",        
        "ZoneId": "cn-hangzhou-MAZ8(f,g)",
        "RegionId": "cn-hangzhou",
        "LocalName": "China (Hangzhou)",
        "RegionEndpoint": "rds.aliyuncs.com"
      }
    ]
  }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the MigrateToOtherZone operation to migrate an ApsaraDB RDS instance across zones.

The prerequisites for this operation vary based on the database engine of the instance. For more
information, see the following topics:

RDS MySQL

RDS PostgreSQL

RDS SQL Server

Not e Not e You can call this operation to migrate an instance between zones only within the same
region. For example, you cannot migrate the instance from a zone in the China (Hangzhou) region
to a zone in the China (Qingdao) region.

DebuggingDebugging

8.15. Migrate an instance across8.15. Migrate an instance across
zoneszones
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
MigrateToOtherZ
one

The operation that you want to
perform. Set the value to
Migrat eT oOt herZoneMigrat eT oOt herZone.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

VPCId String No vpc-xxxxxxx

The ID of the virtual private cloud
(VPC). Do not change the VPC of the
instance.

Not e Not e This parameter must
be specified when the instance
resides in a VPC.

ZoneId String Yes cn-hangzhou-b
The ID of the destination zone. You can
call the DescribeRegions operation to
query the zone ID.

EffectiveT ime String No Immediate

The time at which you want the change
to take effect. Valid values:

Immediat eImmediat e: The change
immediately takes effect.

Maint ainT imeMaint ainT ime: The change takes
effect during the maintenance
window that you specify. For more
information, see
ModifyDBInstanceMaintainT ime.

ScheduleT imeScheduleT ime: The change takes
effect at the t ime that you specify.

Default value: Immediat eImmediat e.

Not e Not e If you set this
parameter to ScheduleT imeScheduleT ime ,
you must specify the Swit chT imeSwit chT ime
parameter.
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VSwitchId String No
vsw-
uf6adz52c2pxxxx
xxx

The ID of the vSwitch.

Not e Not e This parameter must
be specified when the instance
resides in a VPC.

Category String No HighAvailability

The RDS edition of the instance. Valid
values:

BasicBasic: RDS Basic Edition.

HighAvailabilit yHighAvailabilit y: RDS High-
availability Edition.

AlwaysOnAlwaysOn: RDS Cluster Edition.

FinanceFinance: RDS Enterprise Edition

ZoneIdSlave1 String No cn-hangzhou-c

The secondary zone numbered 1 of the
instance.

Not e Not e You must specify this
parameter when the instance does
not run RDS Basic Edition.

ZoneIdSlave2 String No cn-hangzhou-d

The secondary zone numbered 2 of the
instance.

Not e Not e You can specify this
parameter only when the instance
runs RDS Enterprise Edition.

SwitchTime String No
2021-12-
14T15:15:15Z

The time at which you want the change
to take effect. Specify the t ime in the
ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format . The time
must be in UTC.

Not e Not e This parameter is
used with the Ef f ect iveT imeEf f ect iveT ime
parameter and takes effect only
when the Ef f ect iveT imeEf f ect iveT ime
parameter is set to
ScheduleT imeScheduleT ime.

Parameter Type Required Example Description

Response parametersResponse parameters
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Parameter Type Example Description

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=MigrateToOtherZone
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&ZoneId=cn-hangzhou-b
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<MigrateToOtherZoneResponse>
 <RequestId> 65BDA532-28AF-4122-AA39-B382721EEE64</RequestId></MigrateToOtherZoneResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : " 65BDA532-28AF-4122-AA39-B382721EEE64"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
IncorrectDBInstanceL
ockMode.ValueNotS
upported

The Current DB instance lock
mode does not support this
operation.

The error message returned
because this operation is not
supported when the instance is
in the current lock mode.

400
InvalidZoneId.NotNu
ll

The parameter ZoneId must not
be null or auto

The error message returned
because the value of the ZoneId
parameter is null or auto.

400
InvalidZoneId.NotEq
ual

The parameter ZoneId is the
same as the previous one

The error message returned
because the destination zone is
the same as the original zone.
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400
IncorrectDBInstance
Type

Current DB instance type does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

403
OperationDenied.Ou
tofUsage

The resource is out of usage.

The error message returned
because the specified zone does
not provide sufficient resources.
Select another zone and try
again.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the ModifyDBInstanceDescript ion operation to change the name of an ApsaraDB RDS
instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
Description

The operation that you want to
perform. Set the value to
Modif yDBInst anceDescript ionModif yDBInst anceDescript ion.

DBInstanceDescri
ption

String Yes

Instance in
Alibaba Cloud
staging
environment

The name of the instance.

Not e Not e The name must be 2
to 64 characters in length.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

8.16. Change instance name8.16. Change instance name
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RequestId String
17F57FEE-EA4F-
4337-8D2E-
9C23CAA63D74

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyDBInstanceDescription
&DBInstanceDescription=Instance in Alibaba Cloud staging environment
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBInstanceDescriptionResponse>
           <RequestId>17F57FEE-EA4F-4337-8D2E-9C23CAA63D74</RequestId>
</ModifyDBInstanceDescriptionResponse>

 JSON  format

{
    "RequestId": " 17F57FEE-EA4F-4337-8D2E-9C23CAA63D74"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Modifies the maintenance t ime of an ApsaraDB for RDS instance.

You can set  the maintenance t ime to a period of t ime during off-peak hours. Alibaba Cloud performs
routine maintenance within the maintenance t ime to minimize impacts on your business.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

8.17. Modify the maintenance time8.17. Modify the maintenance time
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Action String Yes
ModifyDBInstance
MaintainT ime

The operation that you want to
perform. Set the value to
Modif yDBInst anceMaint ainT imeModif yDBInst anceMaint ainT ime.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

MaintainT ime String Yes 22:00Z-02:00Z

The maintenance time of the instance.
Specify the t ime in the ISO 8601
standard in the HH:mmZ-HH:mmZ
format. The time must be in UTC.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotency of requests. You can
use the client to generate the value,
but you must ensure that it  is unique
among different requests. The token
can only contain ASCII characters and
cannot exceed 64 characters in length.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyDBInstanceMaintainTime
&DBInstanceId=rm-uf6wjk5xxxxxxx
&MaintainTime=22:00Z-02:00Z 
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBInstanceMaintainTimeResponse>
           <RequestId>65BDA532-28AF-4122-AA39-B382721EEE64</RequestId>
</ModifyDBInstanceMaintainTimeResponse>

 JSON  format
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{
  "RequestId": " 65BDA532-28AF-4122-AA39-B382721EEE64"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyHADiagnoseConfig operation to modify the availability check method of an
ApsaraDB RDS instance.

By default , Alibaba Cloud uses persistent connections to check the availability of an ApsaraDB RDS
instance.

For more information, see What is availability detect ion?

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyHADiagnos
eConfig

The operation that you want to
perform. Set the value to
Modif yHADiagnoseConf igModif yHADiagnoseConf ig.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

RegionId String Yes cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

8.18. Modify availability check8.18. Modify availability check
methodmethod
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TcpConnectionTy
pe

String No SHORT

The availability check method of the
instance. Valid values:

SHORTSHORT : Alibaba Cloud uses short-
lived connections to check the
availability of the instance.

LONGLONG: Alibaba Cloud uses
persistent connections to check the
availability of the instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
9EFA6DF3-5247-
4D9D-80AA-
68765BE6D5EA

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyHADiagnoseConfig
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&RegionId=cn-hangzhou
&TcpConnectionType=SHORT
&<Common request parameters>

Sample success responses

 XML  format

<ModifyHADiagnoseConfigResponse>
      <RequestId>9EFA6DF3-5247-4D9D-80AA-68765BE6D5EA</RequestId>
</ModifyHADiagnoseConfigResponse>

 JSON  format

{
    "RequestId":"9EFA6DF3-5247-4D9D-80AA-68765BE6D5EA"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

8.19. Query availability check method8.19. Query availability check method
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You can call the DescribeHADiagnoseConfig operation to query the availability check method of an
ApsaraDB RDS instance.

By default , Alibaba Cloud uses persistent connections to check the availability of an ApsaraDB RDS
instance.

For more information, see What is availability detect ion?

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeHADiagn
oseConfig

The operation that you want to
perform. Set the value to
DescribeHADiagnoseConf igDescribeHADiagnoseConf ig.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

RegionId String Yes cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
06B220E2-EAC5-
4DBE-A1FC-
1B62DB6A4455

The ID of the request.

TcpConnection
Type

String LONG

The availability check method of the
instance. Valid values:

LONGLONG: Alibaba Cloud uses persistent
connections to check the availability of
the instance.

SHORTSHORT : Alibaba Cloud uses short-lived
connections to check the availability of
the instance.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=DescribeHADiagnoseConfig
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx 
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribeHADiagnoseConfigResponse>
      <RequestId>06B220E2-EAC5-4DBE-A1FC-1B62DB6A4455</RequestId>
      <TcpConnectionType>LONG</TcpConnectionType>
</DescribeHADiagnoseConfigResponse>

 JSON  format

{
 "RequestId": "06B220E2-EAC5-4DBE-A1FC-1B62DB6A4455",
 "TcpConnectionType": "LONG"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DeleteDBInstance operation to release an ApsaraDB RDS instance.

Before you call this operation, make sure that the following requirements are met:

The instance must be in the Running state.

The read/write split t ing feature must be disabled for the instance.

The instance must be a primary, read-only, disaster recovery, or temporary instance. If  the instance is
a primary instance, it  must use the pay-as-you-go billing method.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DeleteDBInstance
The operation that you want to
perform. Set the value to
Delet eDBInst anceDelet eDBInst ance.

8.20. Release instance8.20. Release instance
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

ReleasedKeepPoli
cy

String No Lastest

The policy based on which ApsaraDB
RDS retains archived backup files after
the instance is released. Valid values:

NoneNone: No archived backup files are
retained.

Last estLast est : Only the last archived
backup file is retained.

AllAll : All the archived backup files are
retained.

Not e Not e This parameter is
supported only when the instance
runs the MySQL database engine.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RegionId String ap-southeast-1
The ID of the region to which the instance
belongs.

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DeleteDBInstance
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DeleteDBInstanceResponse>
  <RequestId>65BDA532-28AF-4122-AA39-B382721EEE64</RequestId>
  <RegionId>ap-southeast-1</RegionId>
</DeleteDBInstanceResponse>

 JSON  format
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{
  "RequestId":"65BDA532-28AF-4122-AA39-B382721EEE64",
  "RegionId":"ap-southeast-1"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the UpgradeDBInstanceEngineVersion operation to upgrade the major engine version of an
ApsaraDB RDS for MySQL instance.

Not e Not e The fee that you must pay after the upgrade varies based on the instance types and
storage types of the original instance and the new instance.

If  the instance is a primary instance to which read-only instances or disaster recovery instances are
attached, you must upgrade the major engine versions of the read-only instances or disaster recovery
instances before you upgrade the major engine version of the primary instance.

Before you call this operation, make sure that the following requirements are met:

The original instance is in the Running state.

The instance runs one of the following database versions:

MySQL 5.7

MySQL 5.6

MySQL 5.5

You can call the UpgradeDBInstanceMajorVersion operation to upgrade the major engine version of an
ApsaraDB RDS for PostgreSQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
UpgradeDBInstan
ceEngineVersion

The operation that you want to
perform. Set the value to
UpgradeDBInst anceEngineVersionUpgradeDBInst anceEngineVersion.

9.Version upgrade9.Version upgrade
9.1. Upgrade the major engine version9.1. Upgrade the major engine version
of an ApsaraDB RDS for MySQLof an ApsaraDB RDS for MySQL
instanceinstance
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ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must make sure that the
generated token is unique among
different requests. The token can only
contain ASCII characters and cannot
exceed 64 characters in length.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

EngineVersion String Yes 5.7

The major engine version that the new
instance runs. Valid values:

8.08.0

5.75.7

5.65.6

EffectiveT ime String No Immediate

The time when you want the change to
take effect. Valid values:

Immediat eImmediat e: The change
immediately takes effect.

Maint ainT imeMaint ainT ime: The change takes
effect during the specified
maintenance window. For more
information, see
ModifyDBInstanceMaintainT ime.

Default value: Immediat eImmediat e.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

TaskId String 10254125 The ID of the task.

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=UpgradeDBInstanceEngineVersion
&DBInstanceId=rm-uf6wjk5xxxxxxx
&EngineVersion=5.7
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<UpgradeDBInstanceEngineVersionResponse>
 <RequestId> 65BDA532-28AF-4122-AA39-B382721EEE64</RequestId>
 <TaskId>10254125</TaskId></UpgradeDBInstanceEngineVersionResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : " 65BDA532-28AF-4122-AA39-B382721EEE64",
  "TaskId" : "10254125"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidOrderTask.No
tSupport

The Current InstanceId exist
Order Task in RDS.

The error message returned
because the instance has
unfinished orders. Try again
later.

400 InvalidSSLstatus
Current DB instance has SSL
enabled, this operation is not
supported.

The error message returned
because the SSL encryption is
enabled for the instance.

400
InvalidDBInstanceCo
nnType.Format

Specified DB instance conn type
is not valid.

The error message returned
because the network type of the
instance does not support this
operation.

403
IncorrectDBInstanceS
tate

Current DB instance state does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.
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403
IncorrectEngineVersi
on

The engine version does not
support the operation.

The error message returned
because this operation is not
supported for the database
engine version that is run on the
instance.

403
IncorrectEngineType
Myisam

Current DB instance has MyISAM
table, and it  does not support
this operation.

The error message returned
because MyISAM tables exist in
the instance.

403
InvalidInstanceLevel.
Malformed

Current DB instance level does
not support this operation.

The error message returned
because the instance does not
support this operation.

403
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

404
InvalidDBInstance.No
tFound

The specified instance does not
exist or is not supported.

The error message returned
because the specified instance is
not found. You must check the
ID of the instance.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the Error Center.

You can call the UpgradeDBInstanceKernelVersion operation to update the minor engine version of an
ApsaraDB RDS instance.

An update to the minor engine version enhances performance, introduces new features, and fixes
known bugs. For more information, see Update the minor engine version of an ApsaraDB RDS for MySQL
instance, Update the minor engine version of an ApsaraDB RDS for SQL Server instance and Update the
minor engine version of an ApsaraDB RDS for PostgreSQL instance.

Not e Not e This operation is supported only for instances that run the MySQL, SQL Server, or
PostgreSQL database engine.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

9.2. Update minor engine version9.2. Update minor engine version
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Action String Yes
UpgradeDBInstan
ceKernelVersion

The operation that you want to
perform. Set the value to
UpgradeDBInst anceKernelVersionUpgradeDBInst anceKernelVersion.

Parameter Type Required Example Description
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DBInstanceId String Yes rm-bpxxxxx

The ID of the instance. This parameter
is supported only for instances that run
the MySQL, PostgreSQL, or SQL Server
database engine.

Not eNot e

If the instance runs
PostgreSQL, you must
make sure that the
instance is equipped with
st andard SSDs orst andard SSDs or
enhanced SSDs (ESSDs)enhanced SSDs (ESSDs).
If the instance is equipped
with local SSDs, you must
call the RestartDBInstance
operation to restart the
instance. ApsaraDB RDS
automatically updates the
instance to the latest
minor engine version
during the restart process.

If the instance runs SQL
Server, you must make
sure that the instance runs
SQL Server 2019.

Parameter Type Required Example Description
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UpgradeTime String No Immediate

The method that is used to update the
minor engine version. Valid values:

Immediat eImmediat e: The minor engine
version is immediately updated.

Maint ainT imeMaint ainT ime: The minor engine
version is updated during the
maintenance window that you
specify. For more information about
how to change the maintenance
window, see
ModifyDBInstanceMaintainT ime.

Specif yT imeSpecif yT ime: The minor engine
version is updated at the point in
time you specify.

Default value: Immediat eImmediat e.

SwitchTime String No
2020-01-
15T00:00:00Z

The specific point in t ime when you
want to perform the update. Specify
the time in the ISO 8601 standard in the
yyyy-MM-ddTHH:mm:ssZ format. The
time must be in UTC.

Not e Not e This parameter takes
effect only when you set the
UpgradeT imeUpgradeT ime parameter to
Specif yT imeSpecif yT ime.

Parameter Type Required Example Description
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TargetMinorVersi
on

String No
xcluster80_20210
305

The minor engine version to which you
want to update the instance. You must
specify the minor engine version in one
of the following formats:

Post greSQLPost greSQL:  rds_postgres_<Maj
or engine version>00_<Minor en
gine version> . Example:  rds_p
ostgres_1200_20200830 .

MySQLMySQL:  <RDS edition>_<Minor 
engine version> . Examples:  rd
s_20200229 ,  xcluster_2020022
9 , and  xcluster80_20200229 .
The following RDS editions and
MySQL versions are supported:

rdsrds : The instance runs RDS Basic
Edition or High-availability Edition.

xclust erxclust er: The instance runs
MySQL 5.7 on RDS Enterprise
Edition.

xclust er80xclust er80: The instance runs
MySQL 8.0 on RDS Enterprise
Edition.

SQLServerSQLServer:  <Minor engine vers
ion> . Example:  15.0.4073.23 .

If you do not specify this parameter,
the instance is updated to the latest
minor engine version.

Not e Not e For more information
about minor engine versions, see
Release notes of minor AliPG
versions, Release notes of minor
AliSQL versions, and Release notes
of minor engine versions of
ApsaraDB RDS for SQL Server.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String rm-bpxxxxx The ID of the instance.
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RequestId String
DA2ECBA0-4745-
4491-9166-
799FF8984AC9

The ID of the request.

TargetMinorVer
sion

String
xcluster80_2021030
5

The new minor engine version of the
instance.

TaskId String 226917711 The ID of the task.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=UpgradeDBInstanceKernelVersion
&DBInstanceId=rm-bpxxxxx
&UpgradeTime=SpecifyTime
&SwitchTime=2020-01-15T00:00:00Z
&TargetMinorVersion=xcluster80_20210305
&<Common request parameters>

Sample success responses

 XML  format

<UpgradeDBInstanceKernelVersion>
      <TaskId>226917711</TaskId>
      <RequestId>DA2ECBA0-4745-4491-9166-799FF8984AC9</RequestId>
      <TargetMinorVersion>xcluster80_20210305</TargetMinorVersion>
      <DBInstanceName>rm-bpxxxxx</DBInstanceName>
</UpgradeDBInstanceKernelVersion>

 JSON  format

{
 "TaskId": "226917711",
 "RequestId": "DA2ECBA0-4745-4491-9166-799FF8984AC9",
 "TargetMinorVersion": "xcluster80_20210305",
 "DBInstanceName": "rm-bpxxxxx"
}

Error codesError codes

HTTP
status
code

Error code Error message Description
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400
MissingParameter.Mi
norVersionTag

You must specify the parameter
MinorVersionTag.

The error message returned
because the new minor engine
version of the instance is not
specified.

400
EngineNotSupporte
d

The engine does not support
the operation.

The error message returned
because this operation is not
supported for the database
engine that is run on the
instance.

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the instance cannot be
found.

400
IncorrectDBInstanceS
tate

The current instance state does
not support this operation.

The error message returned
because this operation is not
supported for the state in which
the instance stays.

403
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the lock mode of the
instance does not support this
operation.

400 TaskExists Specified task have existed.
The error message returned
because the specified task is
already exist.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Changes the method to update the minor version of an ApsaraDB for RDS instance.

This operation is supported only for instances that run MySQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

9.3. Change the method to update the9.3. Change the method to update the
minor versionminor version
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Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
AutoUpgradeMin
orVersion

The operation that you want to
perform. Set this parameter to
Modif yDBInst anceAut oUpgradeMinModif yDBInst anceAut oUpgradeMin
orVersionorVersion.

AutoUpgradeMin
orVersion

String Yes Auto

The method to update the minor
version of the instance. Valid values:

Aut o:Aut o:  automatic upgrade.

ManualManual: Instances are forcibly
upgraded to a higher minor version
when the current version goes
offline.

DBInstanceId String Yes rm-uf6wjk5xxx The ID of the instance.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotency of requests. You can
use the client to generate the value,
but you must ensure that it  is unique
among different requests. The token
can only contain ASCII characters and
cannot exceed 64 characters in length.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
A31818D5-0550-
4A81-8D13-
B45948D7193F

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyDBInstanceAutoUpgradeMinorVersion
&DBInstanceId=rm-uf6wjk5xxx
&AutoUpgradeMinorVersion=Auto
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBInstanceAutoUpgradeMinorVersionResponse>
    <RequestId>A31818D5-0550-4A81-8D13-B45948D7193F</RequestId>
</ModifyDBInstanceAutoUpgradeMinorVersionResponse>
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 JSON  format

{
 "RequestId": "A31818D5-0550-4A81-8D13-B45948D7193F"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the UpgradeDBInstanceMajorVersionPrecheck operation to check the compatibility
between a new major engine version and an ApsaraDB RDS for PostgreSQL instance before you perform
an upgrade to the new major engine version.

ApsaraDB RDS for PostgreSQL provides the major version upgrade feature. You can use this feature to
upgrade the major engine version of an ApsaraDB RDS for PostgreSQL instance.

Before you perform an upgrade, you must perform an upgrade check and make sure that the check
result  is SuccessSuccess. You can call this operation to perform an upgrade check.

An upgrade brings impacts, such as a transient connection that lasts a few minutes. We recommend
that you perform an upgrade during off-peak hours. Before you perform an upgrade, we recommend
that you read Upgrade the major engine version of an ApsaraDB RDS for PostgreSQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
UpgradeDBInstan
ceMajorVersionPr
echeck

The operation that you want to
perform. Set the value to
UpgradeDBInst anceMajorVersionPrUpgradeDBInst anceMajorVersionPr
echeckecheck.

9.4. Check the compatibility between9.4. Check the compatibility between
a new major engine version and ana new major engine version and an
ApsaraDB RDS for PostgreSQLApsaraDB RDS for PostgreSQL
instance before an upgradeinstance before an upgrade
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DBInstanceId String Yes
pgm-
bp1c808s731l****

The ID of the instance.

The instance must meet the following
requirements:

The instance runs PostgreSQL 12,
PostgreSQL 11, PostgreSQL 10, or
PostgreSQL 9.4.

The instance runs RDS High-
availability Edition or RDS Basic
Edition.

The instance resides in a virtual
private cloud (VPC). If the instance
resides in the classic network, you
must migrate the instance to a VPC
before you call this operation. For
more information about how to
view or change the network type of
an instance, see Change the network
type of an ApsaraDB RDS for
PostgreSQL instance.

The instance cannot be a read-only
instance and cannot be created in a
dedicated cluster.

The ID of the instance does not start
with  pg-cn .

TargetMajorVersi
on

String Yes 12.0

The new major engine version of the
instance. The new major engine version
must be later than the original major
engine version.

For example, if the original major
engine version is PostgreSQL 9.4, the
new major engine version can be
PostgreSQL 10, PostgreSQL 11,
PostgreSQL 12, or PostgreSQL 13.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String
pgm-
bp1c808s731l****

The name of the instance.

RequestId String
99C1FEEE-FB44-
5342-8EBA-
DC1E1A1557A4

The ID of the request.
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TargetMajorVer
sion

String 12.0
The new major engine version of the
instance.

TaskId String 41698**** The ID of the upgrade check task.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=UpgradeDBInstanceMajorVersionPrecheck
&DBInstanceId=pgm-bp1c808s731l****
&TargetMajorVersion=12.0
&<Common request parameters>

Sample success responses

 XML  format

<UpgradeDBInstanceMajorVersionPrecheck>
      <TaskId>41698****</TaskId>
      <RequestId>99C1FEEE-FB44-5342-8EBA-DC1E1A1557A4</RequestId>
      <TargetMajorVersion>12.0</TargetMajorVersion>
      <DBInstanceName>pgm-bp1c808s731l****</DBInstanceName>
</UpgradeDBInstanceMajorVersionPrecheck>

 JSON  format

{
    "TaskId": "41698****",
    "RequestId": "99C1FEEE-FB44-5342-8EBA-DC1E1A1557A4",
    "TargetMajorVersion": 12.0,
    "DBInstanceName": "pgm-bp1c808s731l****"
}

Error codesError codes

Http
status
code

Error code Error message Description

400
InvalidDBInstanceNa
me.NotFound

The specified DB instance name
does not exist.

The error message returned
because the name of the
instance cannot be found.

For a list  of error codes, visit  the API Error Center.

9.5. Query the check report for a9.5. Query the check report for a
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You can call the DescribeUpgradeMajorVersionPrecheckTask operation to query the check report  for a
major engine version upgrade to an ApsaraDB RDS for PostgreSQL instance.

Before you upgrade the major engine version of an ApsaraDB RDS for PostgreSQL instance, you must
perform an upgrade check and make sure that the check result  is SuccessSuccess. You can call this operation
to query the upgrade check report.

If  the check result  is FailFail, you must handle the errors that occurred. For more information about how to
handle common errors, see Introduction to the check report  for a major engine version upgrade to an
ApsaraDB RDS for PostgreSQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeUpgrade
MajorVersionPrec
heckTask

The operation that you want to
perform. Set the value to
DescribeUpgradeMajorVersionPrecDescribeUpgradeMajorVersionPrec
heckT askheckT ask.

DBInstanceId String Yes
pgm-
bp1c808s731l****

The ID of the instance.

PageSize Integer No 30

The number of entries to return on
each page of the upgrade check
report.

Valid values:

30 (This is the default value.)

50

100

9.5. Query the check report for a9.5. Query the check report for a
major engine version upgrade to anmajor engine version upgrade to an
ApsaraDB RDS for PostgreSQLApsaraDB RDS for PostgreSQL
instanceinstance
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PageNumber Integer No 1

The number of the page to return in
the upgrade check report.

Valid values: any non-zero posit ive
integer. Default value: 1.

TargetMajorVersi
on

String No 12.0

The new major engine version of the
instance. The new major engine version
must be later than the original major
engine version.

For example, if the original major
engine version is PostgreSQL 9.4, the
new major engine version can be
PostgreSQL 10, PostgreSQL 11,
PostgreSQL 12, or PostgreSQL 13.

TaskId Integer No 416980000

The ID of the upgrade check task. You
can obtain the ID of the upgrade check
task from the T askIdT askId  parameter that
is returned from the call of the
UpgradeDBInstanceMajorVersionPreche
ck operation.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Items Array of Tasks
An array that consists of the attributes in the
upgrade check report.

CheckT ime String 1635143903000

The time at which the upgrade check was
performed.

The value of this parameter is a t imestamp
that follows the UNIX time format. Unit:
milliseconds.

Detail String

[user_check_report]
User check
success\n[pg_upgra
de_internal.log]Perf
orming...

The content of the upgrade check report.
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EffectiveT ime String 1635748703000

The expiration time of the upgrade check
report.

The value of this parameter is a t imestamp
that follows the UNIX time format. Unit:
milliseconds.

Result String Success

The result  of the upgrade check.

Valid values:

Success

Fail

Not e Not e If the check result  is FailFail ,
you must check the value of the Det ailDet ail
parameter to obtain the information
about the errors that occurred. After
you handle the errors, you can try again.
For more information about how to
handle common errors, see Introduction
to the check report for a major engine
version upgrade to an ApsaraDB RDS for
PostgreSQL instance.

SourceMajorVer
sion

String 11.0
The original major engine version of the
instance.

TargetMajorVer
sion

String 12.0
The new major engine version of the
instance.

TaskId Integer 416980000 The ID of the upgrade check task.

PageNumber Integer 1 The page number of the returned page.

PageRecordCou
nt

Integer 30 The number of entries returned per page.

RequestId String
D1586777-41B5-
5F9E-81E8-
93DFDD379024

The ID of the request.

TotalRecordCo
unt

Integer 1
The total number of entries in the upgrade
check report.

Parameter Type Example Description

ExamplesExamples
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Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeUpgradeMajorVersionPrecheckTask
&DBInstanceId=pgm-bp1c808s731l****
&<Common request parameters>

Sample success responses

 XML  format

<DescribeUpgradeMajorVersionPrecheckTask>
      <TotalRecordCount>1</TotalRecordCount>
      <PageRecordCount>30</PageRecordCount>
      <RequestId>D1586777-41B5-5F9E-81E8-93DFDD379024</RequestId>
      <PageNumber>1</PageNumber>
      <Items>
            <CheckTime>1635143903000</CheckTime>
            <SourceMajorVersion>11.0</SourceMajorVersion>
            <TaskId>416980000</TaskId>
            <EffectiveTime>1635748703000</EffectiveTime>
            <TargetMajorVersion>12.0</TargetMajorVersion>
            <Detail>[user_check_report]User check success\n[pg_upgrade_internal.log]Perform
ing...</Detail>
            <Result>Success</Result>
      </Items>
</DescribeUpgradeMajorVersionPrecheckTask>

 JSON  format

{
    "TotalRecordCount": 1,
    "PageRecordCount": 30,
    "RequestId": "D1586777-41B5-5F9E-81E8-93DFDD379024",
    "PageNumber": 1,
    "Items": {
        "CheckTime": 1635143903000,
        "SourceMajorVersion": 11.0,
        "TaskId": 416980000,
        "EffectiveTime": 1635748703000,
        "TargetMajorVersion": 12.0,
        "Detail": "[user_check_report]User check success\\n[pg_upgrade_internal.log]Perform
ing...",
        "Result": "Success"
    }
}

Error codesError codes
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Http
status
code

Error code Error message Description

400
InvalidDBInstanceNa
me.NotFound

The specified DB instance name
does not exist.

The error message returned
because the name of the
instance cannot be found.

For a list  of error codes, visit  the API Error Center.

You can call the UpgradeDBInstanceMajorVersion operation to upgrade the major engine version of an
ApsaraDB RDS for PostgreSQL instance.

During an upgrade, ApsaraDB RDS retains the original instance and creates an instance that runs the
new major engine version. You start  to be chargedcharged for the new instance based on the pay-as-you-gopay-as-you-go
billing method after the new instance is created. The new instance does not  inherit  t he reduceddoes not  inherit  t he reduced
price t hat  is of f ered t o t he original inst anceprice t hat  is of f ered t o t he original inst ance. Before you call this operation, make sure that you
fully understand the billing methods and pricing of ApsaraDB RDS. You can decide whether to upgrade
the major engine version based on your business requirements.

Before you upgrade the major engine version, you must call the
UpgradeDBInstanceMajorVersionPrecheck operation to perform an upgrade check and then call the
DescribeUpgradeMajorVersionPrecheckTask operation to query the upgrade check report. You can call
the UpgradeDBInstanceMajorVersion operation only when the check result  is SuccessSuccess.

Before you call this operation, make sure that the following requirements are met:

The original instance must run PostgreSQL 12, PostgreSQL 11, PostgreSQL 10, or PostgreSQL 9.4.

The original instance must run RDS High-availability Edit ion or RDS Basic Edit ion.

The original instance must reside in a virtual private cloud (VPC). If  the original instance resides in the
classic network, you must migrate the original instance to a VPC before you call this operation. For
more information about how to view or change the network type of an instance, see Change the
network type of an ApsaraDB RDS for PostgreSQL instance.

The original instance cannot be a read-only instance and cannot be created in a dedicated cluster.

The ID of the original instance cannot start  with pg-cn.

An upgrade brings impacts, such as a transient connection that lasts a few minutes. We recommend
that you perform an upgrade during off-peak hours. Before you perform an upgrade, we recommend
that you read Upgrade the major engine version of an ApsaraDB RDS for PostgreSQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

9.6. Upgrade the major engine version9.6. Upgrade the major engine version
of an ApsaraDB RDS for PostgreSQLof an ApsaraDB RDS for PostgreSQL
instanceinstance
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Request parametersRequest parameters

Parameter Type Required Example Description

Action String No
UpgradeDBInstan
ceMajorVersion

The operation that you want to
perform. Set the value to
UpgradeDBInst anceMajorVersionUpgradeDBInst anceMajorVersion.

DBInstanceClass String No pg.n2.medium.2c

The instance type of the new instance.
The vCPU and memory specifications of
the new instance must be higher than
or equal to the vCPU and memory
specifications of the original instance.

For example, if the instance type of the
original instance is
 pg.n2.small.2c , which provides 1

core and 2 GB of memory, the instance
type of the new instance can be
 pg.n2.medium.2c , which provides

2 cores and 4 GB of memory.

Not e Not e For more information
about the supported instance
types, see Primary ApsaraDB RDS
for PostgreSQL instance types.

DBInstanceStorag
e

Integer No 20

The storage capacity of the new
instance.

Unit: GB

The storage capacity of the new
instance must be greater than or equal
to the storage capacity of the original
instance and cannot exceed 3,200 GB.

PayType String Yes Postpaid

The billing method of the new
instance. Set the value to Postpaid.

Not e Not e For more information
about how to change the billing
method of the new instance after
an upgrade, see Switch the billing
method of an ApsaraDB RDS for
PostgreSQL instance from pay-as-
you-go to subscription.
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InstanceNetwork
Type

String No VPC

The network type of the new instance.
Set the value to VPC. The major version
upgrade feature is supported only for
instances that reside in VPCs.

If the original instance resides in the
classic network, you must migrate the
original instance to a VPC before you
call this operation. For more
information about how to view or
change the network type of an
instance, see Change the network type
of an ApsaraDB RDS for PostgreSQL
instance.

SwitchTimeMode String No Immediate

The time at which ApsaraDB RDS
switches your workloads over to the
new instance. This parameter is used
together with the SwitchOver
parameter and takes effect only when
you set the SwitchOver parameter to
true.

Valid values:

Immediate: After data is migrated
to the new instance, ApsaraDB RDS
immediately switches your
workloads over to the new instance.

MaintainT ime: After data is migrated
to the new instance, ApsaraDB RDS
switches your workloads over to the
new instance during the
maintenance window that you
specify. You can call the
ModifyDBInstanceMaintainT ime
operation to change the
maintenance window of an instance.

SwitchTime String No
2021-07-
10T13:15:12Z

This parameter is reserved. You do not
need to specify this parameter.

Specifies whether ApsaraDB RDS
automatically switches your workloads
over to the new instance after data is
migrated to the new instance.

Valid values:

true: ApsaraDB RDS automatically
switches workloads over to the new
instance.

Parameter Type Required Example Description
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SwitchOver String No false

false: ApsaraDB RDS does not
automatically switch your workloads
over to the new instance. Before you
perform an upgrade, we
recommend that you set this
parameter to false to test whether
the new major engine version is
compatible with your workloads.

Not eNot e

If you set this parameter
to true, you must take
note of the following
information:

After the
switchover is
complete, you
cannot roll your
workloads back to
the original
instance. Proceed
with caution.

During the
switchover, the
original instance
processes only
read requests. You
must perform the
switchover during
off-peak hours.

If read-only
instances are
attached to the
original instance,
you can set this
parameter only to
false. In this case,
the read-only
instances that are
attached to the
original instance
cannot be cloned.
After the upgrade
is complete, you
must create read-
only instances for
the new instance.

If you set this parameter
to false, you must take
note of the following
information:

Parameter Type Required Example Description
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The data migration
does not interrupt
your workloads on
the original
instance.

After data is
migrated to the
new instance, you
must update the
endpoint
configuration on
your application.
This update
requires you to
replace the
endpoint of the
original instance
with the endpoint
of the new
instance. For more
information about
how to view the
endpoint of an
instance, see View
and change the
internal and public
endpoints and port
numbers of an
ApsaraDB RDS for
PostgreSQL
instance.

Parameter Type Required Example Description
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CollectStatMode String No After

The time at which ApsaraDB RDS
collects the statistics of the new
instance.

Before: ApsaraDB RDS collects the
statistics of the new instance before
the switchover to ensure service
stability. If the original instance
contains a large amount of data, the
upgrade may require a long period
of t ime.

After: ApsaraDB RDS collects the
statistics of the new instance after
the switchover to accelerate the
upgrade. If you access tables for
which no statistics are generated,
the query plans that you specify may
be inaccurately executed. In
addition, your database service may
be unavailable during peak hours.

Not e Not e If you set the
SwitchOver parameter to false,
the value Before specifies that
ApsaraDB RDS collects the
statistics of the new instance
before the new instance starts to
process read and write requests,
and the value After specifies that
ApsaraDB RDS collects the
statistics of the new instance after
the new instance starts to process
read and write requests.

TargetMajorVersi
on

String No 13.0

The major engine version of the new
instance. The value of this parameter
must be the major engine version on
which an upgrade check is performed.

Not e Not e You can call the
UpgradeDBInstanceMajorVersionPr
echeck operation to perform an
upgrade check on a major engine
version.

DBInstanceId String No
pgm-
bp1gm3yh0ht1**
**

The ID of the original instance.

Parameter Type Required Example Description
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VPCId String No
vpc-
bp1opxu1zkhn00
gzv****

The ID of the VPC in which the original
instance resides. You can call the
DescribeDBInstanceAttribute operation
to query the VPC IDs of instances.

VSwitchId String No

vsw-
bp10aqj6o4lclxdr
m****,vsw-
bp10aqj6o4lclxdr
m****

If the original instance runs RDS Basic
Edition, enter the vSwitch ID of the
new instance.

If the original instance runs RDS
High-availability Edition, enter the
vSwitch ID of the new instance and
the vSwitch ID of the secondary
instance of the new instance. Make
sure that you separate the vSwitch
IDs with commas (,).

Not e Not e The vSwitches that
you specify must reside in the
same zone as the original
instance. You can call the
DescribeVSwitches operation to
query vSwitch IDs.

PrivateIpAddress String No 172.16.XX.XX

The internal IP address of the new
instance. You do not need to specify
this parameter. ApsaraDB RDS
automatically assigns an internal IP
address based on the values of the
VPCId and vSwitchId parameters.

UsedTime String No 1
This parameter is reserved. You do not
need to specify this parameter.

Period String No Month
This parameter is reserved. You do not
need to specify this parameter.

Parameter Type Required Example Description
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DBInstanceStorag
eType

String No cloud_essd

The storage type of the new instance.

Valid values:

cloud_ssd: standard SSD

cloud_essd: enhanced SSDs (ESSDs)
of performance level 1 (PL1)

cloud_essd2: ESSDs of PL2

cloud_essd3: ESSDs of PL3

The major version upgrade feature is
based on SSD snapshots. You can
select a storage type based on the
following conditions:

If the original instance uses standard
SSDs, you can select standard SSDs.

If the original instance uses ESSDs,
you can select ESSDs of PL1, ESSDs
of PL2, or ESSDs of PL3.

If the original instance uses local
SSDs, you can select ESSDs of PL1,
ESSDs of PL2, or ESSDs of PL3.

ZoneId String No cn-hangzhou-h

The ID of the zone to which the new
instance belongs. You can call the
DescribeRegions operation to query
zone IDs.

You can select a zone that belongs to
the region where the original instance
resides.

ZoneIdSlave1 String No cn-hangzhou-h

The ID of the zone to which the
secondary instance of the new instance
belongs. You can specify this
parameter only when the original
instance runs RDS High-availability
Edition.

You can select a zone that belongs to
the region where the original instance
resides.

You can call the DescribeRegions
operation to query zone IDs.

ZoneIdSlave2 String No cn-hangzhou-h
This parameter is reserved. You do not
need to specify this parameter.

Parameter Type Required Example Description

Response parametersResponse parameters
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Parameter Type Example Description

DBInstanceId String
pgm-
bp1gm3yh0ht1****

The ID of the original instance.

RequestId String
006729E5-2A33-
5955-89E3-
651D3F44EBE6

The ID of the request.

OrderId String 21128667463**** The ID of the order.

TaskId Long 416980000 This parameter is reserved.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=UpgradeDBInstanceMajorVersion
&PayType=Postpaid
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<UpgradeDBInstanceMajorVersion>
    <RequestId>006729E5-2A33-5955-89E3-651D3F44EBE6</RequestId>
    <DBInstanceId>pgm-bp1gm3yh0ht1****</DBInstanceId>
    <OrderId>21128667463****</OrderId>
</UpgradeDBInstanceMajorVersion>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "006729E5-2A33-5955-89E3-651D3F44EBE6",
  "DBInstanceId" : "pgm-bp1gm3yh0ht1****",
  "OrderId" : "21128667463****"
}

Error codesError codes

Http
status
code

Error code Error message Description
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400
InvalidUpgradePrech
eckResult

The upgrade precheck failed. No
successful precheck task found
in the past 7 days

The error message returned
because the upgrade check
failed and no upgrade checks
are successful over the most
recent seven days.

400
TargetEngineVersion
.Parameters.NotFou
nd

targetEngineVersion is missing in
the request.

The error message returned
because the TargetMajorVersion
parameter is not specified.

400
InvalidDBInstanceSto
rageType

The specified
DBInstanceStorageType is
invalid.

The error message returned
because the value of the
DBInstanceStorageType
parameter is invalid.

400
InvalidInstanceNetw
orkType

The specified
InstanceNetworkType is invalid.

The error message returned
because the value of the
InstanceNetworkType parameter
is invalid.

400 InvalidVPCId The specified VPCId is invalid.
The error message returned
because the value of the VPCId
parameter is invalid.

400
InvalidDedicatedHos
tGroupId

The specified
DedicatedHostGroupId is invalid.

The error message returned
because an invalid dedicated
cluster ID is specified.

400 InvalidPayType The specified PayType is invalid.
The error message returned
because the value of the
PayType parameter is invalid.

400 InvalidEngineVersion
The specified EngineVersion is
invalid.

The error message returned
because the value of the
TargetMajorVersion parameter is
invalid.

400
InvalidDBInstanceSto
rage

The specified DBInstanceStorage
is invalid.

The error message returned
because the value of the
DBInstanceStorage parameter is
invalid.

400 InvalidSwitchOver
The specified SwitchOver is
invalid.

The error message returned
because the value of the
SwitchOver parameter is invalid.

Http
status
code

Error code Error message Description
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400
PrimaryInstanceWith
ReadonlyNotSuppor
t

The specified primary instance
with the read-only instance does
not support the operation.

The error message returned
because read-only instances are
attached to the original
instance. This operation is not
supported for instances to
which read-only instances are
attached.

400
InvalidSwitchTimeM
ode

The specified SwitchTimeMode
is invalid.

The error message returned
because the value of the
SwitchTimeMode parameter is
invalid.

400 InvalidSwitchTime
The specified SwitchTime is
invalid.

The error message returned
because the value of the
SwitchTime parameter is invalid.

400 InvalidCollectStats
The specified CollectStats is
invalid.

The error message returned
because the value of the
CollectStatMode parameter is
invalid.

400
IncorrectDBInstanceS
tate

The current instance state does
not support this operation.

The error message returned
because this operation is not
supported for the state in which
the instance stays.

400
InvalidDBinstanceCla
ss.ValueNotSupport
ed

The specified parameter
DBinstanceClass is invalid.

The error message returned
because the value of the
DBInstanceClass parameter is
invalid.

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the name of the
original instance cannot be
found. Check whether the name
is correct.

404
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

Http
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeUpgradeMajorVersionTasks operation to query the tasks that are created to
upgrade the major engine version of an ApsaraDB RDS for PostgreSQL instance.

9.7. Query the tasks for major engine9.7. Query the tasks for major engine
version upgradesversion upgrades
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DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String No
DescribeUpgrade
MajorVersionTask
s

The operation that you want to
perform. Set the value to
DescribeUpgradeMajorVersionT askDescribeUpgradeMajorVersionT ask
ss .

DBInstanceId String Yes
pgm-
bp1gm3yh0ht1**
**

The ID of the original instance.

PageSize Integer No 30

The number of entries to return on
each page.

Valid values: 3030 to 100100.

Default value: 3030.

PageNumber Integer No 1

The number of the page to return.

Valid values: any non-zero posit ive
integer.

Default value: 11.

TargetMajorVersi
on

String No 12.0

The major engine version of the new
instance. Valid values:

10.010.0

11.011.0

12.012.0

13.013.0

TaskId Integer No 417450000
This parameter is reserved. You do not
need to specify this parameter.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
152E0C6D-B9C3-
4468-9F2C-
FEF9D9E8417B

The ID of the request.
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PageNumber Integer 1 The page number of the returned page.

PageRecordCou
nt

Integer 30
The number of entries returned on each
page.

TotalRecordCo
unt

Integer 1 The total number of entries.

Items Array of Tasks
An array that consists of the information
about the tasks that are returned.

TargetMajorVer
sion

String 12.0

The major engine version of the new
instance. Valid values:

10.010.0

11.011.0

12.012.0

13.013.0

Result String Success

The status of the task.

SuccessSuccess : The task is successful.

FailedFailed: The task failed.

RunningRunning: The task is in the phase in which
data is being migrated to a new instance.

EndTime String 1614237779000

The time at which the task ended.

The value of this parameter is a t imestamp
that follows the UNIX time format. Unit:
milliseconds.

StartT ime String 1614236007000

The time at which the task started.

The value of this parameter is a t imestamp
that follows the UNIX time format. Unit:
milliseconds.

SourceMajorVer
sion

String 11.0
The major engine version of the original
instance.

Parameter Type Example Description
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UpgradeMode String switch

Indicates whether ApsaraDB RDS migrates
data to the new instance and switches your
workloads over to the new instance.

Valid values:

cloneclone: ApsaraDB RDS does not migrate
data to the new instance and does not
switch your workloads over to the new
instance.

swit chswit ch: ApsaraDB RDS migrates data to
the new instance and switches your
workloads over to the new instance.

CollectStatMod
e

String After

The time at which ApsaraDB RDS collects the
statistics of the new RDS instance.

Valid values:

Af t erAf t er: ApsaraDB RDS collects the
statistics of the new instance after a
switchover.

Bef oreBef ore: ApsaraDB RDS collects the
statistics of the new instance before a
switchover.

SourceInsName String
pgm-
bp1i3kkq7321****

The ID of the original instance.

TaskId Integer 342900000 The ID of the task.

TargetInsName String
pgm-
bp1c0v6d8092****

The ID of the new instance.

SwitchTime String 1614237539000

The time at which your workloads are
switched over from the original instance to
the new instance.

The value of this parameter is a t imestamp
that follows the UNIX time format. Unit:
milliseconds.

Parameter Type Example Description
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Detail String

2021-10-27
15:03:05 --- do
upgrade precheck
on slave
succcess.\n2021-10-
27 15:03:11 ---
begin to upgrade
major version,
source instance will
locked in readonly
mode.\n2021-10-27
15:03:21 ---
upgrade master
success.\n2021-10-
27 15:06:10 ---
exchange source
and target instance
dns success.\n

The details of the task.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeUpgradeMajorVersionTasks
&DBInstanceId=pgm-bp1gm3yh0ht1****
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeUpgradeMajorVersionTasks>
    <TotalRecordCount>1</TotalRecordCount>
    <PageRecordCount>30</PageRecordCount>
    <RequestId>152E0C6D-B9C3-4468-9F2C-FEF9D9E8417B</RequestId>
    <PageNumber>1</PageNumber>
    <Items>
        <SourceInsName>pgm-bp1i3kkq7321****</SourceInsName>
        <SourceMajorVersion>11.0</SourceMajorVersion>
        <TaskId>342900000</TaskId>
        <CollectStatMode/>
        <EndTime>1614237779000</EndTime>
        <TargetMajorVersion>12.0</TargetMajorVersion>
        <TargetInsName>pgm-bp1c0v6d8092****</TargetInsName>
        <StartTime>1614236007000</StartTime>
        <UpgradeMode>switch</UpgradeMode>
        <Detail>2021-10-27 15:03:05 --- do upgrade precheck on slave succcess.\n2021-10-27 
15:03:11 --- begin to upgrade major version, source instance will locked in readonly mode.\
n2021-10-27 15:03:21 --- upgrade master success.\n2021-10-27 15:06:10 --- exchange source a
nd target instance dns success.\n</Detail>
        <SwitchTime>1614237539000</SwitchTime>
        <Result>Success</Result>
    </Items>
</DescribeUpgradeMajorVersionTasks>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "TotalRecordCount" : 1,
  "PageRecordCount" : 30,
  "RequestId" : "152E0C6D-B9C3-4468-9F2C-FEF9D9E8417B",
  "PageNumber" : 1,
  "Items" : {
    "SourceInsName" : "pgm-bp1i3kkq7321****",
    "SourceMajorVersion" : 11.0,
    "TaskId" : 342900000,
    "CollectStatMode" : "",
    "EndTime" : 1614237779000,
    "TargetMajorVersion" : 12.0,
    "TargetInsName" : "pgm-bp1c0v6d8092****",
    "StartTime" : 1614236007000,
    "UpgradeMode" : "switch",
    "Detail" : "2021-10-27 15:03:05 --- do upgrade precheck on slave succcess.\\n2021-10-27
15:03:11 --- begin to upgrade major version, source instance will locked in readonly mode.\
\n2021-10-27 15:03:21 --- upgrade master success.\\n2021-10-27 15:06:10 --- exchange source
and target instance dns success.\\n",
    "SwitchTime" : 1614237539000,
    "Result" : "Success"
  }
}

Error codesError codes

HTTP
status
code

Error code Error message Description

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the name of the
original instance cannot be
found. Check whether the name
is correct.

For a list  of error codes, visit  the API Error Center.
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You can call the AllocateInstancePublicConnection operation to apply for a public endpoint  for an
ApsaraDB RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
AllocateInstanceP
ublicConnection

The operation that you want to
perform. Set the value to
Allocat eInst ancePublicConnect ionAllocat eInst ancePublicConnect ion.

DBInstanceId String Yes rm-uf6wjk5***** The ID of the instance.

ConnectionString
Prefix

String Yes test1234

The prefix of the public endpoint. A
valid public endpoint is in the following
format: Prefix.Database
engine.rds.aliyuncs.com. Example:
test1234.mysql.rds.aliyuncs.com.

Not e Not e The value can be 5 to
40 characters in length and can
contain letters, digits, and
hyphens (-). The value cannot
contain any of the following
characters: ~ ! #  % ^ & * = + | {} ; :
' " , <> / ?

Port String Yes 3306
The public port of the instance. Valid
values: 1000 t o 59991000 t o 5999.

10.Database Connection10.Database Connection
10.1. Apply for a public endpoint10.1. Apply for a public endpoint
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BabelfishPort String No 1433

The Tabular Data Stream (TDS) port of
the instance for which Babelfish is
enabled.

Not e Not e This parameter
applies only to ApsaraDB RDS for
PostgreSQL instances. For more
information about Babelfish for
ApsaraDB RDS for PostgreSQL, see
Introduction to Babelfish.

GeneralGroupNa
me

String No rgc-bp1tkv8*****

The name of the dedicated cluster to
which the instance belongs. This
parameter takes effect only when the
instance runs MySQL on RDS Standard
Edition and is created in a dedicated
cluster.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DbInstanceNam
e

String rm-bp1***** The ID of the instance.

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.

ConnectionStrin
g

String
test*****.mysql.rds.
aliyuncs.com

The endpoint that is used to connect to the
instance.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=AllocateInstancePublicConnection
&ConnectionStringPrefix=test1234
&DBInstanceId=rm-uf6wjk5*****
&Port=3306
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<AllocateInstancePublicConnectionResponse>
    <DbInstanceName>rm-bp1*****</DbInstanceName>
    <RequestId>65BDA532-28AF-4122-AA39-B382721EEE64</RequestId>
    <ConnectionString>test*****.mysql.rds.aliyuncs.com</ConnectionString>
</AllocateInstancePublicConnectionResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "DbInstanceName" : "rm-bp1*****",
  "RequestId" : "65BDA532-28AF-4122-AA39-B382721EEE64",
  "ConnectionString" : "test*****.mysql.rds.aliyuncs.com"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400 OtherEndpoint.Exist Other endpoint exist.

The error message returned
because the specified prefix of
the public endpoint already
exists.

For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBInstanceNetInfo operation to query the endpoints of an ApsaraDB RDS
instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ceNetInfo

The operation that you want to
perform. Set the value to
DescribeDBInst anceNet Inf oDescribeDBInst anceNet Inf o .

10.2. Queries endpoints10.2. Queries endpoints
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ClientToken String No
ETnLKlblzczshOT
UbOC*****

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
token, but you must make sure that
the generated token is unique among
different requests. The token can
contain only ASCII characters and
cannot exceed 64 characters in length.

DBInstanceId String Yes rm-uf6wjk5***** The ID of the instance.

Flag Integer No N/A A reserved parameter.

DBInstanceNetRW
SplitType

String No Normal

The type of the endpoint. Valid values:

NormalNormal: regular endpoint

ReadWrit eSplit t ingReadWrit eSplit t ing: read/write
splitt ing endpoint

Not e Not e By default, the
system returns both types of
endpoints.

GeneralGroupNa
me

String No rgc-2ze*****

The name of the dedicated cluster to
which the instance belongs. This
parameter takes effect only when the
instance runs MySQL on RDS Standard
Edition and is created in a dedicated
cluster.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

SecurityIPMode String safety

The whitelist  mode of the instance. Valid
values:

normalnormal: standard whitelist  mode

saf et ysaf et y: enhanced whitelist  mode

RequestId String
777C4593-8053-
427B-99E2-
105593277CAB

The ID of the request.
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InstanceNetwor
kType

String VPC

The network type of the instance. Valid
values:

ClassicClassic

VPCVPC

DBInstanceNetI
nfos

Array of
DBInstanceNetI
nfo

Details of the endpoints of the instance.

DBInstanceNetI
nfo

VSwitchId String
vsw-
uf6adz52c2p*****

The ID of the vSwitch.

ConnectionStrin
gType

String Normal

The type of the endpoint. Valid values:

NormalNormal: regular endpoint

ReadWrit eSplit t ingReadWrit eSplit t ing: read/write splitt ing
endpoint

ConnectionStrin
g

String
rm-
uf6w*****.mysql.rds.
aliyuncs.com

The endpoint of the instance.

ExpiredTime String 1209534
The remaining validity period of the instance
of the classic network in hybrid access
mode. Unit: seconds.

Upgradeable String Disabled

Indicates whether the IP version can be
updated. Valid values:

EnableEnable: The IP version can be updated.

DisabledDisabled: The IP version cannot be
updated.

Not e Not e The IP version can be
updated from IPv4 to IPv6.

Parameter Type Example Description
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MaxDelayT ime String 12

The latency threshold. This parameter is
returned only for a read/write splitt ing
endpoint. Unit: seconds.

Not e Not e If the latency on a read-
only instance exceeds the specified
threshold, ApsaraDB RDS no longer
forwards read requests to the read-only
instance.

IPType String Public

The network type.

Valid values when the instance resides in
the classic network:

Inner:Inner: : internal network

PublicPublic: Internet

Valid values when the instance resides in a
virtual private cloud (VPC):

Privat ePrivat e: internal network

PublicPublic: Internet

Port String 3306
The port that is used to connect to the
instance.

BabelfishPort String 1433

The Tabular Data Stream (TDS) port of the
instance for which Babelfish is enabled.

Not e Not e This parameter applies only
to ApsaraDB RDS for PostgreSQL
instances. For more information about
Babelfish for ApsaraDB RDS for
PostgreSQL, see Introduction to
Babelfish.

VPCId String
vpc-
uf6f7l4fg90*****

The ID of the VPC to which the instance
belongs.

Parameter Type Example Description
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DistributionTyp
e

String Standard

The policy that is used to assign read
weights. This parameter is returned only for
a read/write splitt ing endpoint. Valid values:

St andardSt andard: ApsaraDB RDS automatically
assigns read weights to the instance and
its read-only instances based on the
specifications of these instances.

Cust omCust om: You must manually assign read
weights to the instance and its read-only
instances.

IPAddress String 192.168.XX.XX The IP address of the instance.

SecurityIPGroup
s

Array of
securityIPGroup

Details about the IP whitelists of the
instance.

securityIPGroup

SecurityIPs String 127.0.XX.XX
The IP addresses contained in the IP address
whitelist.

SecurityIPGroup
Name

String Default The name of the IP address whitelist.

DBInstanceWeig
hts

Array of
DBInstanceWeig
ht

Details of the weight. This parameter is
returned only when the read/write splitt ing
feature is enabled for the instance.

DBInstanceWeig
ht

Availability String Unavailable

The availability of the instance. Valid values:

UnavailableUnavailable

AvailableAvailable

Weight String 100 The weight of the instance.

DBInstanceId String rm-uf6wjk5***** The ID of the instance.

Role String N/A A deprecated parameter.

Parameter Type Example Description
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DBInstanceType String Master

The role of the instance. Valid values:

Mast erMast er: primary instance

ReadonlyReadonly: read-only instance

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBInstanceNetInfo
&DBInstanceId=rm-uf6wjk5*****
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeDBInstanceNetInfoResponse>
    <dBInstanceNetInfos>
        <connectionString>rm-uf6wjk5*****.mysql.rds.aliyuncs.com</connectionString>
        <connectionStringType>Normal</connectionStringType>
        <iPAddress>192.168.XX.XX</iPAddress>
        <iPType>Public</iPType>
        <port>3306</port>
        <upgradeable>Disabled</upgradeable>
        <vPCId/>
    </dBInstanceNetInfos>
    <instanceNetworkType>Classic</instanceNetworkType>
    <requestId>777C4593-8053-427B-99E2-105593277CAB</requestId>
</DescribeDBInstanceNetInfoResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "dBInstanceNetInfos" : {
    "connectionString" : "rm-uf6wjk5*****.mysql.rds.aliyuncs.com",
    "connectionStringType" : "Normal",
    "iPAddress" : "192.168.XX.XX",
    "iPType" : "Public",
    "port" : 3306,
    "upgradeable" : "Disabled",
    "vPCId" : ""
  },
  "instanceNetworkType" : "Classic",
  "requestId" : "777C4593-8053-427B-99E2-105593277CAB"
}

API Reference··Dat abase Connect io
n

ApsaraDB for RDS

218 > Document  Version: 20220713



Error codesError codes

HTTP
status
code

Error code Error message Description

400 IllegalParameter Illegal parameter
The error message returned
because the specified
parameters are invalid.

For a list  of error codes, visit  the API Error Center.

You can call the ModifyDBInstanceConnectionString operation to change the endpoint  and port
number for an ApsaraDB RDS instance.

ApsaraDB RDS provides the internal and public endpoints. ApsaraDB RDS also allows hybrid access by
using both a Virtual Private Cloud (VPC) endpoint  and a classic network endpoint.

Not eNot e

You can change only the prefix of an endpoint.

The read/write split t ing endpoint  cannot be changed.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
ConnectionString

The operation that you want to
perform. Set the value to
Modif yDBInst anceConnect ionSt ringModif yDBInst anceConnect ionSt ring
.

DBInstanceId String Yes rm-uf6wjk5**** The ID of the instance.

10.3. Change the endpoint and port10.3. Change the endpoint and port
numbernumber
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CurrentConnectio
nString

String Yes

rm-
uf6wjk5x****.mys
ql.rds.aliyuncs.co
m

The endpoint of the instance. It  can be
an internal endpoint, a public endpoint,
or a classic network endpoint in hybrid
access mode.

Not e Not e The read/write
splitt ing endpoint cannot be
changed.

ConnectionString
Prefix

String Yes rm-****

The prefix of the endpoint after the
change. Only the prefix of the value of
the Current Connect ionSt ringCurrent Connect ionSt ring
parameter can be changed.

Not e Not e The value can be 8 to
64 characters in length and can
contain letters, digits, and
hyphens (-). The value cannot
contain any of the following
characters: ~ ! #  % ^ & * = + \ | {} ;
: ' " , <> / ?

Port String Yes 3306 The port number after the change.

BabelfishPort String No 1433

The TDS port of the instance for which
Babelfish is enabled.

Not e Not e This parameter
applies only to ApsaraDB RDS for
PostgreSQL instances. For more
information about Babelfish for
ApsaraDB RDS for PostgreSQL, see
Introduction to Babelfish.

Parameter Type Required Example Description
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GeneralGroupNa
me

String No rgc-bp1tkv8****

The name of the dedicated cluster to
which the instance belongs. This
parameter takes effect only when the
instance runs MySQL on RDS Standard
Edition and is created in a dedicated
cluster.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.

ExamplesExamples
Sample requests

http(s)://[Endpoint]/?Action=ModifyDBInstanceConnectionString
&DBInstanceId=rm-uf6wjk5****
&CurrentConnectionString=rm-uf6wjk5x****.mysql.rds.aliyuncs.com
&ConnectionStringPrefix=rm-****
&Port=3306
&GeneralGroupName=rgc-bp1tkv8****
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<ModifyDBInstanceConnectionStringResponse>
       <RequestId>65BDA532-28AF-4122-AA39-B382721EEE64</RequestId>
</ModifyDBInstanceConnectionStringResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : " 65BDA532-28AF-4122-AA39-B382721EEE64"
}

Error codesError codes
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HTTP
status
code

Error code Error message Description

400 DnsConflict Dns is conflict  with other custins.
The error message returned
because the DNS server conflicts
with other clients.

400
InvalidConnectionStri
ng.Malformed

The specified parameter
"ConnectionStringPrefix" is not
valid.

The error message returned
because the format of the
endpoint is invalid. You need to
specify a valid value. The value
can be 8 to 64 characters in
length and can contain letters,
digits, and hyphens (-). The
value cannot contain any of the
following characters: ~ ! #  % ^
& * = + \ | {} ; : ' " , <> / ?

400
OperationDenied.DBI
nstanceStatus

The operation is not permitted
due to status of instance.

The error message returned
because the operation is not
supported when the instance is
in the current state.

400
InvalidConnectionStri
ng.NotFound

The specified connection string
or network type is not found.

The error message returned
because the endpoint that you
specified cannot be found. You
need to check whether the
specified endpoint is valid.

400
InvalidConnectionStri
ng.Duplicate

The specified connection string
needs to be same as current
network type.

The error message returned
because the endpoint or port
must be the same as that for
the instance of the current
network type.

400
MissingConnectionSt
ring

The request is missing a
ConnectionString parameter.

The error message returned
because the request does not
contain the classic network
endpoint whose validity period
you want to extend.

400 OtherEndpoint.Exist Other endpoint exist.

The error message returned
because the specified prefix of
the public endpoint already
exists.

For a list  of error codes, visit  the API Error Center.

Changes the expirat ion t ime of a classic network endpoint.

10.4. Change the expiration time of a10.4. Change the expiration time of a
classic network endpointclassic network endpoint
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When an ApsaraDB for RDS instance is in the hybrid access mode, which uses both a VPC endpoint  and a
classic network endpoint, this operation is used to extend the expirat ion t ime of the classic network
endpoint.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
NetworkExpireT i
me

The operation that you want to
perform. Set the value to
Modif yDBInst anceNet workExpireT iModif yDBInst anceNet workExpireT i
meme.

ClassicExpiredDay
s

Integer Yes 7
The retention days of the classic
network endpoint. Valid values: 1 t o1 t o
120120. Unit: days.

ConnectionString String Yes

rm-
uf6wjk5xxxxx.mys
ql.rds.aliyuncs.co
m

The classic network endpoint whose
expiration time you want to extend.
Two types of classic network
endpoints are supported:

The internal endpoint of the classic
network.

The read/write splitt ing endpoint of
the classic network.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
4C467B38-3910-
447D-87BC-
AC049166F216

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/? Action=ModifyDBInstanceNetworkExpireTime
&DBInstanceId=rm-uf6wjk5xxxxxxx
&ConnectionString=rm-uf6wjk5xxxxx.mysql.rds.aliyuncs.com
&ClassicExpiredDays=7
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBInstanceNetworkExpireTimeResponse>
   <RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
    </ModifyDBInstanceNetworkExpireTimeResponse>

 JSON  format

{
    "RequestId": "4C467B38-3910-447D-87BC-AC049166F216"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the SwitchDBInstanceNetType operation to switch an ApsaraDB RDS instance between its
internal and public endpoints.

To save endpoint  resources, you can call this operation to switch an instance between its internal and
public endpoints. After the endpoint  that is used to connect to the instance is changed, you must
update the endpoint  information in the code of your application and restart  the application.

Before you call this operation, make sure that the following requirements are met:

The instance is connected by using its internal or public endpoint.

The instance is in the Running state.

The number of t imes that you have switched the instance between its internal and public endpoints
within the last  24 hours does not reach 20.

The instance resides in the classic network.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

10.5. Switch between internal and10.5. Switch between internal and
public endpointspublic endpoints
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Parameter Type Required Example Description

Action String Yes
SwitchDBInstance
NetType

The operation that you want to
perform. Set the value to
Swit chDBInst anceNet T ypeSwit chDBInst anceNet T ype.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

DBInstanceId String Yes
rm-
bp1**************

The ID of the instance.

ConnectionString
Prefix

String Yes new**********

The prefix of the custom endpoint. The
prefix must be 8 to 64 characters in
length and can contain letters and
digits. It  must start with a lowercase
letter. A valid endpoint is in the
following format: Prefix.Database
engine.rds.aliyuncs.com. Example:
test1234.mysql.rds.aliyuncs.com.

Port String No 3306
The port associated with the endpoint.
Valid values: 3001 t o 39993001 t o 3999.

ConnectionString
Type

String No Normal

The type of the endpoint. Valid values:

NormalNormal

ReadWrit eSplit t ingReadWrit eSplit t ing

By default, the system returns both
types of endpoints.

Response parametersResponse parameters

Parameter Type Example Description

NewConnection
String

String
new**********.mysql.
rds.aliyuncs.com

The endpoint that is used to connect to the
instance after the switch of endpoints.

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.
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OldConnectionS
tring

String
rm-
bp1**************.my
sql.rds.aliyuncs.com

The endpoint that is used to connect to the
instance before the switch of endpoints.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=SwitchDBInstanceNetType
&DBInstanceId=rm-uf6wjk5xxxxxxx
&ConnectionStringPrefix=rm-xxxxxx
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<SwitchDBInstanceNetTypeResponse>
    <RequestId>94D5FC3C-1314-5883-9127-61D2105515AF</RequestId>
    <OldConnectionString>rm-bp1qp11x5**************.rds.aliyuncs.com</OldConnectionString>
    <NewConnectionString>new**********.rds.aliyuncs.com</NewConnectionString>
</SwitchDBInstanceNetTypeResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "94D5FC3C-1314-5883-9127-61D2105515AF",
  "OldConnectionString" : "rm-bp1qp11x5**************.rds.aliyuncs.com",
  "NewConnectionString" : "new**********.rds.aliyuncs.com"
}

Error codesError codes
For a list  of error codes, visit  the Error Center.

Releases the public endpoint  of an ApsaraDB for RDS instance.

To ensure data security, you can release the public endpoint  when you do not need to access the
database from the Internet.

DebuggingDebugging

10.6. Release a public endpoint10.6. Release a public endpoint
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ReleaseInstanceP
ublicConnection

The operation that you want to
perform. Set the value to
ReleaseInst ancePublicConnect ionReleaseInst ancePublicConnect ion.

CurrentConnectio
nString

String Yes

rm-
uf6wjk5xxxx.mys
ql.rds.aliyuncs.co
m

The public endpoint.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ReleaseInstancePublicConnection
&DBInstanceId=rm-uf6wjk5xxxxxxx
&CurrentConnectionString=rm-uf6wjk5xxxx.mysql.rds.aliyuncs.com
&<Common request parameters>

Sample success responses

 XML  format

<ReleaseInstancePublicConnectionResponse>  
         <RequestId>65BDA532-28AF-4122-AA39-B382721EEE64</RequestId>
</ReleaseInstancePublicConnectionResponse>

 JSON  format

{
  "RequestId": " 65BDA532-28AF-4122-AA39-B382721EEE64"
}
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Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyDBInstanceNetworkType operation to change the network type of an ApsaraDB
RDS instance from classic network to virtual private cloud (VPC).

PrerequisitesPrerequisites
The network type of the instance is classic network.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
NetworkType

The operation that you want to
perform. Set the value to
Modif yDBInst anceNet workT ypeModif yDBInst anceNet workT ype.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

RetainClassic String No True

Specifies whether to retain the classic
network endpoint. Valid values:

T rueT rue: retains the classic network
endpoint.

FalseFalse: does not retain the classic
network endpoint.

Default value: FalseFalse.

ClassicExpiredDay
s

String No 7

The number of days for which you
want to retain the classic network
endpoint. Valid values: 1 t o 1201 t o 120.
Default value: 77.

Not e Not e If you set
Ret ainClassicRet ainClassic  to T rueT rue, you must
also specify this parameter.

10.7. Change the network type of an10.7. Change the network type of an
ApsaraDB RDS instanceApsaraDB RDS instance
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InstanceNetwork
Type

String Yes VPC
The network type after the
modification. The value is fixed as VPCVPC.

ReadWriteSplitt in
gClassicExpiredDa
ys

Integer No 7

The number of days for which you
want to retain the read/write splitt ing
endpoint of the classic network type.
Valid values: 1 t o 1201 t o 120. Default value:
77.

Not e Not e This parameter takes
effect only when a read/write
splitt ing endpoint of the classic
network type exists and
Ret ainClassicRet ainClassic  is set to T rueT rue.

VPCId String No
vpc-
uf6f7l4fg90xxxxx
x

The ID of the VPC.

VSwitchId String No
vsw-
uf6adz52c2pxxxx
x

The ID of the vSwitch. This parameter
is required if the VPCIdVPCId  parameter is
specified.

PrivateIpAddress String No 172.10.40.25

The internal IP address of the instance.
The internal IP address must be within
the CIDR block supported by the
specified vSwitch. ApsaraDB RDS
automatically assigns an internal IP
address to the instance based on the
values of the VPCIdVPCId  and VSwit chIdVSwit chId
parameters.

ReadWriteSplitt in
gPrivateIpAddres
s

String No 192.168.0.22

The internal IP address that
corresponds to the read/write splitt ing
endpoint of the instance. The internal
IP address must be within the CIDR
block supported by the specified
vSwitch. ApsaraDB RDS automatically
assigns an internal IP address to the
instance based on the values of the
VPCIdVPCId  and VSwit chIdVSwit chId  parameters.

Not e Not e This parameter is
valid when a read/write splitt ing
endpoint of the classic network
type exists.

Parameter Type Required Example Description
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Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

TaskId String 1025486523574 The ID of the task.

ConnectionStrin
g

String

rm-
bp1*****************.
mysql.rds.aliyuncs.c
om

The endpoint that is used to connect to the
instance.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyDBInstanceNetworkType
&DBInstanceId=rm-bp1*****************.mysql.rds.aliyuncs.com
&InstanceNetworkType=VPC
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<ModifyDBInstanceNetworkTypeResponse>
    <RequestId>9F0F1B7B-ED7A-5767-ADA5-46F31121E1D4</RequestId>
    <ConnectionString>rm-bp1*****************.mysql.rds.aliyuncs.com</ConnectionString>
</ModifyDBInstanceNetworkTypeResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "9F0F1B7B-ED7A-5767-ADA5-46F31121E1D4",
  "ConnectionString" : "rm-bp1*****************.mysql.rds.aliyuncs.com"
}

Error codesError codes

HTTP
status
code

Error code Error message Description
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400 NetTypeExists
Specified network type already
exists.

The error message returned
because the specified network
type is the same as the original
network type of the instance.

400 VswitchIpExhausted Vswitch IP exhausted.
The error message returned
because vSwitch IP addresses
are depleted.

400
OperationDenied.Swi
tch

The specified instance must not
be switched to VPC.

The error message returned
because the instance does not
support this operation.

400
OperationDenied.DBI
nstanceNetType

Operation is denied by the
network type of current
database instance.

The error message returned
because the network type of the
primary instance does not
support this operation.

400
OperationDenied.DBI
nstanceStatus

Operation is denied by the
current database instance
status.

The error message returned
because the operation is not
supported when the instance is
in the current state.

403
OperationDenied.DBI
nstanceConnType

The current DB instance
connection type does not
support this operation.

The error message returned
because the current network
connection type does not
support this operation.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the SwitchDBInstanceVpc operation to change the virtual private cloud (VPC) or vSwitch of
an ApsaraDB RDS instance.

Before you call this operation, make sure that the instance runs one of the following database engines:

MySQL with local SSDs, standard SSDs, or enhanced SSDs (ESSDs)

SQL Server with standard SSDs or ESSDs

MariaDB TX with standard SSDs or ESSDs

PostgreSQL with standard SSDs or ESSDs

For more information about the impact of VPC and vSwitch changes, see Switch an ApsaraDB RDS for
MySQL instance to a new VPC and a new vSwitch.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

10.8. Change VPC or vSwitch10.8. Change VPC or vSwitch
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Request parametersRequest parameters

Parameter Type Required Example Description

Action String No
SwitchDBInstance
Vpc

The operation that you want to
perform. Set the value to
Swit chDBInst anceVpcSwit chDBInst anceVpc.

DBInstanceId String Yes rm-uf6wjk5*******

The ID of the instance.

Not eNot e

The instance must run one
of the following database
engines and:

MySQL with local
SSDs, standard
SSDs, or ESSDs

SQL Server with
standard SSDs or
ESSDs

MariaDB TX with
standard SSDs or
ESSDs

PostgreSQL with
standard SSDs or
ESSDs

The instance must be in
the Running state.

The instance must reside in
a VPC.

The instance cannot be a
temporary instance and
cannot use an instance
type in the shared instance
family.
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VPCId String No
vpc-
uf6f7l4fg90******
****

The ID of the VPC to which the instance
belongs.

Not eNot e

The VPC must belong to
the same region as the
instance.

You can change the VPC of
the instance only when the
instance runs MySQL with
local SSDs.

VSwitchId String No
vsw-
uf6adz52c2p*****
*****

The ID of the vSwitch associated with
the specified VPC.

Not e Not e The vSwitch must
belong to the same zone as the
instance.

PrivateIpAddress String No 10.23.**.**

The private IP address of the instance.
The private IP address must be within
the CIDR block of the vSwitch that is
specified by the VSwit chIdVSwit chId  parameter.

Not e Not e You can call the
DescribeVSwitches operation to
query the CIDR block of a specified
vSwitch.

Parameter Type Required Example Description
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Response parametersResponse parameters

Parameter Type Example Description

RequestId String
777C4593-8053-
427B-99E2-
10xxxxxxxxxx

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=SwitchDBInstanceVpc
&DBInstanceId=rm-uf6wjk5xxxxxxx  
&VPCId=vpc-uf6f7l4fg90xxxxxxxxxx
&VSwitchId=vsw-uf6adz52c2pxxxxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<RequestId>777C4593-8053-427B-99E2-10xxxxxxxxxx  </RequestId>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "777C4593-8053-427B-99E2-10xxxxxxxxxx"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
MigrateAlreadyExists
Fault

Duplicate migration is forbidden.
The error message returned
because a duplicate migration
task is found.

400
InvalidInstanceKind.
NotSupport

The instance kind does not
support this operation.

The error message returned
because the operation is not
supported by the configuration
of the instance.

For a list  of error codes, visit  the API Error Center.

10.9. Query details about a vSwitch10.9. Query details about a vSwitch
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You can call the DescribeVSwitches operation to query the details about a vSwitch that belongs to a
virtual private cloud (VPC).

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeVSwitche
s

The operation that you want to
perform. The operation that you want
to perform. Set the value to
DescribeVSwit chesDescribeVSwit ches .

RegionId String No cn-hangzhou

The ID of the region to which the
vSwitch belongs. You can call the
DescribeRegions operation to query the
most recent region list.

VpcId String No
vpc-
bp1opxu1zkhn***
*******

The ID of the VPC to which the vSwitch
belongs.

Not e Not e You must specify this
parameter or the
Dedicat edHost GroupIdDedicat edHost GroupId
parameter.

ZoneId String No cn-hangzhou-i

The ID of the zone to which the
vSwitch belongs. You can call the
DescribeAvailableZones operation to
query zone IDs. If you specify this
parameter, the query results are
filtered based on the value of this
parameter and only the details about
the vSwitch that is deployed in the
specified zone are returned.

10.9. Query details about a vSwitch10.9. Query details about a vSwitch
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DedicatedHostGr
oupId

String No dhg-7a9********

The ID of the dedicated cluster. You
can call the
DescribeDedicatedHostGroups
operation to query the ID of the
dedicated cluster. If you specify this
parameter, the details about all
vSwitches in the VPC to which the
dedicated cluster belongs are
returned.

Not e Not e You must specify this
parameter or the VpcIdVpcId
parameter.

PageNumber Integer No 1
The number of the page to return.
Default value: 11.

PageSize Integer No 30
The number of entries to return on
each page. Valid values: 1 t o 501 t o 50.
Default value: 3030.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
8A68AEA1-AFBD-
53F8-9BBB-
06555EAE5C0E

The ID of the request.

TotalCount Integer 2 The total number of returned entries.

PageNumber Integer 1 The page number of the returned page.

PageSize Integer 30

The number of entries returned on each
page. The value of this parameter is the
same as the value of the PageSiz ePageSiz e
parameter in the request parameters.

VSwitchs
Array of
VSwitch

The details about the vSwitch.

CidrBlock String 172.16.0.0/24 The CIDR block of the vSwitch.
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Description String VSwitchDescription The description of the vSwitch.

IsDefault Boolean true

Indicates whether the vSwitch is the default
vSwitch. Valid values:

t ruet rue: The vSwitch is the default vSwitch.

f alsef alse: The vSwitch is not the default
vSwitch.

IzNo String cn-hangzhou-h
The ID of the zone to which the vSwitch
belongs.

Status String Available

The status of the vSwitch. Valid values:

PendingPending: The vSwitch is being specified.

AvailableAvailable: The vSwitch is available.

VSwitchId String
vsw-
bp1pnaz94xc********
**

The ID of the vSwitch

VSwitchName String test The name of the vSwitch.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeVSwitches
&ResourceOwnerId=0
&RegionId=cn-hangzhou
&VpcId=vpc-bp1opxu1zkhn**********
&ZoneId=cn-hangzhou-h
&PageNumber=1
&PageSize=30
&Common request parameters

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeVSwitchesResponse>
    <VSwitchs>
        <IsDefault>false</IsDefault>
        <Status>Available</Status>
        <IzNo>cn-hangzhou-h</IzNo>
        <Description/>
        <VSwitchId>vsw-bp1pnaz94xc**********</VSwitchId>
        <CidrBlock>192.168.0.1/24</CidrBlock>
        <VSwitchName>test</VSwitchName>
    </VSwitchs>
    <VSwitchs>
        <IsDefault>true</IsDefault>
        <Status>Available</Status>
        <IzNo>cn-hangzhou-h</IzNo>
        <Description>System created default virtual switch.</Description>
        <VSwitchId>vsw-bp10aqj6o4l**********</VSwitchId>
        <CidrBlock>172.16.0.1/20</CidrBlock>
        <VSwitchName/>
    </VSwitchs>
    <TotalCount>2</TotalCount>
    <RequestId>A5362A78-1B78-53D7-AFBA-E375D9C26F2F</RequestId>
    <PageSize>30</PageSize>
    <PageNumber>1</PageNumber>
</DescribeVSwitchesResponse>

 JSON  format

API Reference··Dat abase Connect io
n

ApsaraDB for RDS

238 > Document  Version: 20220713



HTTP/1.1 200 OK
Content-Type:application/json
{
  "VSwitchs" : [ {
    "IsDefault" : false,
    "Status" : "Available",
    "IzNo" : "cn-hangzhou-h",
    "Description" : "",
    "VSwitchId" : "vsw-bp1pnaz94xc**********",
    "CidrBlock" : "192.168.0.1/24",
    "VSwitchName" : "test"
  }, {
    "IsDefault" : true,
    "Status" : "Available",
    "IzNo" : "cn-hangzhou-h",
    "Description" : "System created default virtual switch.",
    "VSwitchId" : "vsw-bp10aqj6o4l**********",
    "CidrBlock" : "172.16.0.1/20",
    "VSwitchName" : ""
  } ],
  "TotalCount" : 2,
  "RequestId" : "A5362A78-1B78-53D7-AFBA-E375D9C26F2F",
  "PageSize" : 30,
  "PageNumber" : 1
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidVSwitchId.Not
Found

Specified virtual switch is not
found in specified VPC.

The error message returned
because no vSwitches are
available in the VPC.

400 IncorrecttVpcId
The specified parameter VPCId is
not valid.

The error message returned
because the value of the VPCId
parameter is invalid. Specify a
valid value for the VPCId
parameter.

400
InvalidIzNo.NotSupp
orted

Specified VPC zone is not
supported.

The error message returned
because the zone is not
supported by the specified VPC.
Specify a valid zone ID and try
again.

For a list  of error codes, visit  the API Error Center.
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Changes the high availability mode and data replicat ion mode of an ApsaraDB for RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
HAConfig

The operation that you want to
perform. Set the value to
Modif yDBInst anceHAConf igModif yDBInst anceHAConf ig.

DbInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

HAMode String Yes RPO

The high availability mode. Valid
values:

RPORPO: Data persistence is preferred.
The instance preferentially ensures
data reliability to minimize data
loss. Use this mode if you have
higher requirements on data
consistency.

RT ORT O: Instance availability is
preferred. The instance restores
services as soon as possible to
ensure availability. Use this mode if
you have higher requirements on
service availability.

11.Primary/Secondary High11.Primary/Secondary High
Availability and DataAvailability and Data
ReplicationReplication
11.1. Change the high availability11.1. Change the high availability
mode and data replication modemode and data replication mode
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SyncMode String Yes Sync

The data replication mode. Valid
values:

SyncSync: synchronous replication

Semi-syncSemi-sync: semi-synchronous
replication

AsyncAsync: asynchronous replication

Not e Not e This parameter is not
supported for instances that run
SQL Server 2017 EE.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
D4D4BE8A-DD46-
440A-BFCD-
EE31DA81C9DD

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyDBInstanceHAConfig
&DbInstanceId=rm-uf6wjk5xxxxxxx
&HAMode=RPO
&SyncMode=Sync
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBInstanceHAConfigResponse>
   <RequestId>D4D4BE8A-DD46-440A-BFCD-EE31DA81C9DD</RequestId>
</ModifyDBInstanceHAConfigResponse>

 JSON  format

{
    "RequestId":"D4D4BE8A-DD46-440A-BFCD-EE31DA81C9DD"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

11.2. Query high availability mode11.2. Query high availability mode
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You can call the DescribeDBInstanceHAConfig operation to query the high availability mode and data
replicat ion mode of an ApsaraDB RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ceHAConfig

The operation that you want to
perform. Set the value to
DescribeDBInst anceHAConf igDescribeDBInst anceHAConf ig.

DBInstanceId String Yes rm-uf6wjk5xxxxxx The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxx The ID of the instance.

HAMode String RPO

The high availability mode of the instance.
Valid values:

RPORPO: Data consistency is preferred. The
instance ensures data reliability to
minimize data losses. If you have high
requirements on data consistency, select
this mode.

RT ORT O: Service availability is preferred. The
instance restores the database service at
the earliest opportunity to ensure service
availability. If you have high requirements
on service availability, select this mode.

Not e Not e This parameter is returned
only for instances that run MySQL.

11.2. Query high availability mode11.2. Query high availability mode
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SyncMode String Sync

The data replication mode of the instance.
For more information, see Change the data
replication mode of an ApsaraDB RDS for
MySQL instance. Valid values:

SyncSync: the synchronous mode

Semi-syncSemi-sync: the semi-synchronous mode

AsyncAsync: the asynchronous mode

Not e Not e This parameter is returned
only for instances that run MySQL.

HostInstanceInf
os

Array of
NodeInfo

An array that consists of the information
about the primary and secondary instances.

NodeInfo

NodeId String 3397027 The ID of the instance.

NodeType String Master

The role of the instance. Valid values:

Mast erMast er: the primary instance role

SlaveSlave: the secondary instance role

RegionId String cn-hangzhou The region ID of the instance.

ZoneId String cn-hangzhou-b The zone ID of the instance.

SyncStatus String NotAvailable

The synchronization status of the instance.
Valid values:

Not AvailableNot Available: The synchronization fails.
This means that faults occur.

SyncingSyncing: The synchronization is in
process. In this case, a primary/secondary
switchover may cause data losses.

Synchroniz edSynchroniz ed: The synchronization is
completed.

Not SupportNot Support : The database engine or
version does not involve the
synchronization between the primary and
secondary instances.

Parameter Type Example Description

ApsaraDB for RDS API Reference··Primary/Secondary Hi
gh Availabilit y and Dat a Replicat ion

> Document  Version: 20220713 243

file:///home/admin/dita-files/output/31702202/task19043353/~~96055~~


LogSyncTime String
2018-05-
05T15:15:00Z

The time when the secondary instance
received logs from the primary instance. The
time follows the ISO 8601 standard in the
yyyy-MM-ddTHH:mm:ssZ format. The time is
displayed in UTC.

DataSyncTime String
2018-05-
05T15:15:00Z

The time when the secondary instance
finished the synchronization of data from
the primary instance. The time follows the
ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time is
displayed in UTC.

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeDBInstanceHAConfig
&DBInstanceId=rm-uf6wjk5xxxxxx
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeDBInstanceHAConfigResponse>
  <RequestId>103D4ACC-F2F9-4A7E-9ACC-14B0A25613E0</RequestId>
  <DBInstanceId>rm-uf6wjk5xxxxxx</DBInstanceId>
  <HAMode>RPO</HAMode>
  <HostInstanceInfos>
        <NodeInfo>
              <DataSyncTime></DataSyncTime>
              <ZoneId>cn-hangzhou-h</ZoneId>
              <LogSyncTime></LogSyncTime>
              <NodeType>Slave</NodeType>
              <NodeId>13567431</NodeId>
              <SyncStatus>NotSupport</SyncStatus>
              <RegionId>cn-hangzhou</RegionId>
        </NodeInfo>
        <NodeInfo>
              <DataSyncTime></DataSyncTime>
              <ZoneId>cn-hangzhou-h</ZoneId>
              <LogSyncTime></LogSyncTime>
              <NodeType>Master</NodeType>
              <NodeId>14565107</NodeId>
              <SyncStatus>NotSupport</SyncStatus>
              <RegionId>cn-hangzhou</RegionId>
        </NodeInfo>
  </HostInstanceInfos>
  <SyncMode>Semi-sync</SyncMode>
</DescribeDBInstanceHAConfigResponse>

 JSON  format
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{
 "RequestId": "103D4ACC-F2F9-4A7E-9ACC-14B0A25613E0",
 "DBInstanceId": "rm-uf6wjk5xxxxxx",
 "HAMode": "RPO",
 "HostInstanceInfos": {
  "NodeInfo": [
   {
    "DataSyncTime": "",
    "ZoneId": "cn-hangzhou-h",
    "LogSyncTime": "",
    "NodeType": "Slave",
    "NodeId": "13567431",
    "SyncStatus": "NotSupport",
    "RegionId": "cn-hangzhou"
   },
   {
    "DataSyncTime": "",
    "ZoneId": "cn-hangzhou-h",
    "LogSyncTime": "",
    "NodeType": "Master",
    "NodeId": "14565107",
    "SyncStatus": "NotSupport",
    "RegionId": "cn-hangzhou"
   }
  ]
 },
 "SyncMode": "Semi-sync"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Switches services between a primary ApsaraDB for RDS instance and its secondary instance.

This operation switches services between the RDS primary and secondary instances that are not in the
Basic Edit ion. After the switching, the secondary instance becomes primary and carries all business
traffic.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

11.3. Switch services between a11.3. Switch services between a
primary ApsaraDB for RDS instanceprimary ApsaraDB for RDS instance
and its secondary instanceand its secondary instance
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Parameter Type Required Example Description

Action String Yes
SwitchDBInstance
HA

The operation that you want to
perform. Set the value to
Swit chDBInst anceHASwit chDBInst anceHA.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the primary instance.

NodeId String Yes 349054

The unique ID of the secondary
instance. You can call
DescribeDBInstanceHAConfig to query
the secondary instance ID.

Force String No No

Specifies whether to enable forcible
switching. Valid values:

YesYes

NoNo

Default value: NoNo .

EffectiveT ime String No Immediate

The time when the switching takes
effect. Valid values:

Immediat eImmediat e: The switching
immediately takes effect.

Maint ainT imeMaint ainT ime: The switching takes
effect during the maintenance time.

Default value: Immediat eImmediat e.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1E43AAE0-BEE8-
43DA-860D-
EAF2AA0724DC

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=SwitchDBInstanceHA
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&NodeId=349054
&<Common request parameters>

Sample success responses
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 XML  format

<SwitchDBInstanceHAResponse>
   <RequestId>1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC</RequestId>
</SwitchDBInstanceHAResponse>

 JSON  format

{
    "RequestId": "1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC"
  }

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Enables or disables the automatic primary/secondary switchover function of an ApsaraDB for RDS
instance.

After a primary/secondary switchover, the primary instance is demoted to secondary while the
secondary instance is promoted to primary. For more information, see Manually or automatically switch
over services between the RDS MySQL master and slave instances.

Before you call this operation, make sure that the instance runs MySQL in the High-availability Edit ion.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyHASwitchC
onfig

The operation that you want to
perform. Set the value to
Modif yHASwit chConf igModif yHASwit chConf ig.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

RegionId String Yes cn-hangzhou

The ID of the region to which the
instance belongs. You can call the
DescribeRegions operation to query the
most recent region list.

11.4. Enable or disable automatic11.4. Enable or disable automatic
primary/secondary switchoverprimary/secondary switchover
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HAConfig String No Manual

The primary/secondary switchover
mode of the instance. Valid values:

Aut o:Aut o:  The system automatically
switches over services from the
primary to secondary instances in
the event of a fault.

Manual:Manual:  You must manually switch
over services from the primary to
secondary instances in the event of
a fault.

Default value: Aut oAut o .

Not e Not e If you set this
parameter to ManualManual, you must
specify the ManualHAT imeManualHAT ime
parameter.

ManualHATime String No
2019-08-
29T15:00:00Z

The time after when you want to
enable automatic primary/secondary
switchover. At most, you can set this
parameter to 23:59:59 seven days
later. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not e Not e This parameter only
takes effect when the HAConf igHAConf ig
parameter is set to ManualManual.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
B6AE1448-D846-
4831-B1C7-
CFF3E99D5470

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/? Action=ModifyHASwitchConfig
&RegionId=cn-hangzhou
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&HAConfig=Manual
&ManualHATime=2019-08-28T15:00:00
&<Common request parameters>

Sample success responses

 XML  format

<ModifyHASwitchConfigResponse>
  <RequestId>B6AE1448-D846-4831-B1C7-CFF3E99D5470</RequestId>
</ModifyHASwitchConfigResponse>

 JSON  format

{
    "RequestId": "B6AE1448-D846-4831-B1C7-CFF3E99D5470"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries the status of the automatic primary/secondary switchover function for an ApsaraDB for RDS
instance.

After a primary/secondary switchover, the primary instance is demoted to secondary while the
secondary instance is promoted to primary. For more information, see Manually or automatically switch
over services between the RDS MySQL master and slave instances.

Before you call this operation, make sure the instance runs the High-availability Edit ion, Enterprise
Edit ion, or Cluster Edit ion.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

11.5. Query settings of automatic11.5. Query settings of automatic
primary/secondary switchoverprimary/secondary switchover
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Action String Yes
DescribeHASwitch
Config

The operation that you want to
perform. Set the value to
DescribeHASwit chConf igDescribeHASwit chConf ig.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

RegionId String Yes cn-hangzhou

The ID of the region to which the
instance belongs. You can call the
DescribeRegions operation to query the
most recent region list.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

HAConfig String Manual

The status of the automatic
primary/secondary switchover function. Valid
values:

Aut o:Aut o:  The automatic primary/secondary
switchover function is enabled. The
system automatically switches over
services from the primary to secondary
instances in the event of a fault.

Manual:Manual:  The automatic
primary/secondary switchover function is
temporarily disabled.

ManualHATime String
2019-08-
29T15:00:00Z

The time when at which the automatic
primary/secondary switchover function is
enabled again. The time must be in UTC.

RequestId String
4FDF4B79-2741-
4C5F-8C76-
4B953FC5C2B1

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeHASwitchConfig
&RegionId=cn-hangzhou
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&<Common request parameters>

Sample success responses
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 XML  format

<DescribeHASwitchConfigResponse>
   <ManualHATime>2019-08-29T15:00:00Z</ManualHATime>
   <RequestId>4FDF4B79-2741-4C5F-8C76-4B953FC5C2B1</RequestId>
   <HAConfig>Manual</HAConfig>
</DescribeHASwitchConfigResponse>

 JSON  format

{
    "ManualHATime": "2019-08-29T15:00:00Z",
    "RequestId": "4FDF4B79-2741-4C5F-8C76-4B953FC5C2B1",
    "HAConfig": "Manual"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the DescribeDedicatedHostGroups operation to query the information about one or more
dedicated clusters.

Dedicated clusters allow you to manage a number of instances at  a t ime. You can create mult iple
dedicated clusters in a single region. Each dedicated cluster consists of mult iple hosts. You can create
mult iple instances on each host. For more information, see What is ApsaraDB MyBase?

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
Query dedicated
clusters

The operation that you want to
perform. Set the value to
DescribeDedicat edHost GroupsDescribeDedicat edHost Groups .

RegionId String Yes cn-hangzhou

The region ID of the dedicated clusters.
You can call the DescribeRegions
operation to query the most recent
region list.

DedicatedHostGr
oupId

String No dhg-7a9xxxxxxxx The ID of the dedicated cluster.

12.Dedicated cluster12.Dedicated cluster
managementmanagement
12.1. Query dedicated clusters12.1. Query dedicated clusters
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ImageCategory String No
WindowsWithMss
qlStdLicense

The image based on which the hosts in
the dedicated clusters are created.
Valid values:

WindowsWit hMssqlSt dLicenseWindowsWit hMssqlSt dLicense: a
Windows image, which contains the
licenses of the SQL Server Standard
Edition

WindowsWit hMssqlEnt LisenceWindowsWit hMssqlEnt Lisence: a
Windows image, which contains the
licenses of the SQL Server Enterprise
Edition

WindowsWit hMssqlWebLisenceWindowsWit hMssqlWebLisence:
a Windows image, which contains
the licenses of the SQL Server Web
Edition

AliLinuxAliLinux: a Linux image

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DedicatedHost
Groups

Array of
DedicatedHost
Groups

An array that consists of dedicated clusters
returned.

DedicatedHost
Groups

AllocationPolicy String Evenly

The policy based on which the system
allocates resources in the dedicated cluster.
Valid values:

EvenlyEvenly: The system evenly allocates the
resources to all the hosts in the dedicated
cluster.

Int ensivelyInt ensively: The system preferentially
allocates the resources to the heavily
loaded hosts in the dedicated cluster.

BastionInstance
Id

String
bastionhost-cn-
m7xxxxxxxx

The ID of the bastion host.

CpuAllocateRati
on

Float 25
The percentage of allocated cores in the
dedicated cluster. Unit: %.
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CpuAllocatedA
mount

Float 8
The number of allocated cores in the
dedicated cluster.

CpuAllocationR
atio

Integer 200

The core overcommitment ratio of the
dedicated cluster. Unit: %. For more
information about the core overcommitment
ratio, see Manage a dedicated cluster.

CreateT ime String 1571125370000
The timestamp when the dedicated cluster
was created.

DedicatedHost
CountGroupByH
ostType

Map dhg_cloud_ssd

The type of storage media that is used for
the hosts in the dedicated cluster. Valid
values:

dhg_cloud_ssddhg_cloud_ssd: standard or enhanced
solid-state drive (SSD)

dhg_local_ssddhg_local_ssd: local SSD

DedicatedHost
GroupDesc

String testHostGroup The name of the dedicated cluster.

DedicatedHost
GroupId

String dhg-7a9xxxxxxxx The ID of the dedicated cluster.

DiskAllocateRat
ion

Float 0.49
The percentage of allocated disk space in
the dedicated cluster. Unit: %.

DiskAllocatedA
mount

Float 200
The amount of allocated disk space in the
dedicated cluster. Unit: GB.

DiskAllocationR
atio

Integer 200

The disk overcommitment ratio of the
dedicated cluster. Unit: %. For more
information about the disk overcommitment
ratio, see Manage a dedicated cluster.

DiskUsedAmou
nt

Float 20
The amount of used disk space in the
dedicated cluster. Unit: GB.

DiskUtility Float 0
The disk usage of the dedicated cluster.
Unit: %.

Parameter Type Example Description
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Engine String MySQL
The database engine that is run on the
instances in the dedicated cluster.

HostNumber Integer 3
The total number of hosts in the dedicated
cluster.

HostReplacePol
icy

String Auto

The policy based on which the system
handles host failures. Valid values:

Aut oAut o : The system automatically replaces
faulty hosts.

ManualManual: You must manually replace
faulty hosts.

InstanceNumbe
r

Integer 4
The total number of instances in the
dedicated cluster.

MemAllocateRa
tion

Float 33.7
The percentage of allocated memory space
in the dedicated cluster. Unit: %.

MemAllocatedA
mount

Float 16384
The amount of allocated memory space in
the dedicated cluster.

MemAllocation
Ratio

Integer 90

The memory overcommitment ratio of the
dedicated cluster. Unit: %. For more
information about the memory
overcommitment ratio, see Manage a
dedicated cluster.

MemUsedAmou
nt

Float 0
The amount of used memory space in the
dedicated cluster. Unit: MB.

MemUtility Float 0
The memory usage of the dedicated cluster.
Unit: %.

OpenPermissio
n

String 3

Indicates whether the operating system
permissions of the hosts in the dedicated
cluster can be granted. Valid values:

00 or nullnull : The permissions cannot be
granted.

11: The permissions can be granted.

33: The permissions have been granted.

Parameter Type Example Description
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Text String
testHostGroup/dhg-
7a9xxxxxxxx

The name and ID of the dedicated cluster.
The value of this parameter consists of two
parts: the value of the
Dedicat edHost GroupDescDedicat edHost GroupDesc parameter and
the value of the Dedicat edHost GroupIdDedicat edHost GroupId
parameter. Format:
DedicatedHostGroupDesc/DedicatedHostGro
upId.

VPCId String vpc-bp1oxxxxxx
The ID of the virtual private cloud (VPC) to
which the dedicated cluster belongs.

ZoneIDList List cn-hangzhou
A list  of zones to which the hosts of the
dedicated cluster belong.

RequestId String
AB44DC0A-7E77-
442A-97A9-
C6418694CB22

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDedicatedHostGroups
&RegionId=cn-hangzhou
&DedicatedHostGroupId=dhg-7a9xxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDedicatedHostGroups>
  <RequestId>AB44DC0A-7E77-442A-97A9-C6418694CB22</RequestId>
  <DedicatedHostGroups>
        <DedicatedHostGroups>
              <DiskAllocationRatio>200</DiskAllocationRatio>
              <DiskUsedAmount>20</DiskUsedAmount>
              <InstanceNumber>4</InstanceNumber>
              <AllocationPolicy>Evenly</AllocationPolicy>
              <HostReplacePolicy>Auto</HostReplacePolicy>
              <DedicatedHostGroupId>dhg-7a9xxxxxxxx</DedicatedHostGroupId>
              <BastionInstanceId>bastionhost-cn-m7xxxxxxxx</BastionInstanceId>
              <MemAllocatedAmount>16384</MemAllocatedAmount>
              <OpenPermission>3</OpenPermission>
              <MemAllocateRation>33.7</MemAllocateRation>
              <DiskAllocatedAmount>200</DiskAllocatedAmount>
              <Engine>MySQL</Engine>
              <MemUtility>0</MemUtility>
              <MemAllocationRatio>90</MemAllocationRatio>
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              <MemAllocationRatio>90</MemAllocationRatio>
              <CpuAllocateRation>25</CpuAllocateRation>
              <VPCId>vpc-bp1oxxxxxx</VPCId>
              <CreateTime>1571125370000</CreateTime>
              <Text>testHostGroup/dhg-7a9xxxxxxxx</Text>
              <MemUsedAmount>0</MemUsedAmount>
              <DedicatedHostGroupDesc>testHostGroup</DedicatedHostGroupDesc>
              <DiskUtility>0</DiskUtility>
              <CpuAllocationRatio>200</CpuAllocationRatio>
              <DiskAllocateRation>0.49</DiskAllocateRation>
              <HostNumber>3</HostNumber>
              <CpuAllocatedAmount>8</CpuAllocatedAmount>
              <DedicatedHostCountGroupByHostType>dhg_cloud_ssd</DedicatedHostCountGroupByHo
stType>
              <ZoneIDList>
                    <ZoneIDList>cn-hangzhou</ZoneIDList>
              </ZoneIDList>
        </DedicatedHostGroups>
  </DedicatedHostGroups>
</DescribeDedicatedHostGroups>
  <DedicatedHostGroups>
        <DedicatedHostGroups>
              <DiskAllocationRatio>200</DiskAllocationRatio>
              <DiskUsedAmount>20</DiskUsedAmount>
              <InstanceNumber>4</InstanceNumber>
              <AllocationPolicy>Evenly</AllocationPolicy>
              <HostReplacePolicy>Auto</HostReplacePolicy>
              <DedicatedHostGroupId>dhg-7a9xxxxxxxx</DedicatedHostGroupId>
              <BastionInstanceId>bastionhost-cn-m7xxxxxxxx</BastionInstanceId>
              <MemAllocatedAmount>16384</MemAllocatedAmount>
              <OpenPermission>3</OpenPermission>
              <MemAllocateRation>33.7</MemAllocateRation>
              <DiskAllocatedAmount>200</DiskAllocatedAmount>
              <Engine>MySQL</Engine>
              <MemUtility>0</MemUtility>
              <MemAllocationRatio>90</MemAllocationRatio>
              <CpuAllocateRation>25</CpuAllocateRation>
              <VPCId>vpc-bp1oxxxxxx</VPCId>
              <CreateTime>1571125370000</CreateTime>
              <Text>testHostGroup/dhg-7a9xxxxxxxx</Text>
              <MemUsedAmount>0</MemUsedAmount>
              <DedicatedHostGroupDesc>testHostGroup</DedicatedHostGroupDesc>
              <DiskUtility>0</DiskUtility>
              <CpuAllocationRatio>200</CpuAllocationRatio>
              <DiskAllocateRation>0.49</DiskAllocateRation>
              <HostNumber>3</HostNumber>
              <CpuAllocatedAmount>8</CpuAllocatedAmount>
              <DedicatedHostCountGroupByHostType>dhg_cloud_ssd</DedicatedHostCountGroupByHo
stType>
              <ZoneIDList>
                    <ZoneIDList>cn-hangzhou</ZoneIDList>
              </ZoneIDList>
        </DedicatedHostGroups>
  </DedicatedHostGroups>
</DescribeDedicatedHostGroups>
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</DescribeDedicatedHostGroups>

 JSON  format

{
    "RequestId": "AB44DC0A-7E77-442A-97A9-C6418694CB22",
    "DedicatedHostGroups": {
        "DedicatedHostGroups": [{
            "DiskAllocationRatio": "200",
            "DiskUsedAmount": "20",
            "InstanceNumber": "4",
            "AllocationPolicy": "Evenly",
            "HostReplacePolicy": "Auto",
            "DedicatedHostGroupId": "dhg-7a9xxxxxxxx",
            "BastionInstanceId": "bastionhost-cn-m7xxxxxxxx",
            "MemAllocatedAmount": "16384",
            "OpenPermission": "3",
            "MemAllocateRation": "33.7",
            "DiskAllocatedAmount": "200",
            "Engine": "MySQL",
            "MemUtility": "0",
            "MemAllocationRatio": "90",
            "CpuAllocateRation": "25",
            "VPCId": "vpc-bp1oxxxxxx",
            "CreateTime": "1571125370000",
            "Text": "testHostGroup/dhg-7a9xxxxxxxx",
            "MemUsedAmount": "0",
            "DedicatedHostGroupDesc": "testHostGroup",
            "DiskUtility": "0",
            "CpuAllocationRatio": "200",
            "DiskAllocateRation": "0.49",
            "HostNumber": "3",
            "CpuAllocatedAmount": "8",
            "DedicatedHostCountGroupByHostType": "dhg_cloud_ssd",
            "ZoneIDList": {
                "ZoneIDList": "cn-hangzhou"
            }
        }]
    }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeDedicatedHosts operation to query the information about one or more hosts
in a dedicated cluster.

Dedicated clusters allow you to manage a number of instances at  a t ime. You can create mult iple
dedicated clusters in a single region. Each dedicated cluster consists of mult iple hosts. You can create
mult iple instances on each host. For more information, see What is ApsaraDB MyBase?

12.2. Query hosts in dedicated cluster12.2. Query hosts in dedicated cluster
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DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
Query hosts in
dedicated cluster

The operation that you want to
perform. Set the value to
DescribeDedicat edHost sDescribeDedicat edHost s .

DedicatedHostGr
oupId

String Yes dhg-7a9xxxxxxxx

The ID of the dedicated cluster. You
can call the
DescribeDedicatedHostGroups
operation to query the IDs of
dedicated clusters.

RegionId String No cn-hangzhou
The region ID of the hosts. You can call
the DescribeRegions operation to query
the most recent region list.

OrderId Long No 102565235 The ID of the order.

HostType String No dhg_cloud_ssd

The type of storage media that is used
for the hosts. Valid values:

dhg_cloud_ssddhg_cloud_ssd: enhanced solid-
state drive (SSD)

dhg_local_ssddhg_local_ssd: local SSD

HostStatus String No 1

The status of the hosts. Valid values:

00: queries the hosts that are being
created

11: queries the hosts that are running

22: queries the hosts that are faulty

33: queries the hosts that are being
replaced

44: queries the hosts that are
deprecated

55: queries the hosts that are being
deleted

66: queries the hosts that are
restarting
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AllocationStatus String No 1

Specifies whether to query the hosts
on which you can create instances or
those on which you cannot create
instances. Valid values:

00: queries the hosts on which you
cannot create instances

11: queries the hosts on which you
can create instances

ZoneId String No cn-hangzhou-i The zone ID of the hosts.

DedicatedHostId String No
ch-
t4nn100ddxxxxxx
xx

The ID of the host.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DedicatedHost
GroupId

String dhg-7a9xxxxxxxx The ID of the dedicated cluster.

DedicatedHosts
Array of
DedicatedHosts

An array that consists of hosts returned.

DedicatedHosts

AccountName String test123
The account of the host. You can call the
CreateDedicatedHostAccount operation to
create a host account.

AllocationStatu
s

String 1

Indicates whether the system allows you to
create instances on the host. Valid values:

00: The system does not allow you to
create instances on the host.

11: The system allows you to create
instances on the host.

BastionInstance
Id

String
bastionhost-cn-
m7xxxxxxxx

The ID of the bastion host.

CPUAllocationR
atio

String 200

The core overcommitment ratio of the
dedicated cluster. Unit: %. For more
information about the core overcommitment
ratio, see Manage a dedicated cluster.
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CpuUsed String 4 The number of used cores on the host.

CreatedTime String
2021-03-25
17:29:06.0

The time when the host was created.

DedicatedHost
GroupId

String dhg-7a9xxxxxxxx The ID of the dedicated cluster.

DedicatedHostI
d

String i-bpxxxxxxx The ID of the host.

DiskAllocationR
atio

String 200

The disk overcommitment ratio of the
dedicated cluster. Unit: %. For more
information about the disk overcommitment
ratio, see Manage a dedicated cluster.

EndTime String
2021-04-
25T16:00:00Z

The time when the host expires.

Engine String mysql
The database engine of instances that are
created on the host.

HostCPU String 8
The total number of cores that are
configured for the host.

HostClass String ecs.i2.16xlarge The specifications of the host.

HostMem String 32238
The total memory space of the host. Unit:
MB.

HostName String testHost1 The name of the host.

HostStatus String 1

The status of the host. Valid values:

00: The host is being created.

11: The host is running.

22: The host is faulty.

33: The host is being replaced.

44: The host is deprecated.

55: The host is being deleted.

66: The host is restarting.

HostStorage String 2097152 The storage capacity of the host. Unit: MB.

Parameter Type Example Description
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HostType String dhg_cloud_ssd

The type of storage media that is used for
the host. Valid values:

dhg_cloud_ssddhg_cloud_ssd: enhanced SSD

dhg_local_ssddhg_local_ssd: local SSD

IPAddress String 192.xx.xx.xx The internal IP address of the host.

ImageCategory String
WindowsWithMssqlS
tdLicense

The image of the host. This parameter is
returned only when the EngineEngine parameter is
set to mssqlmssql. Valid values:

WindowsWit hMssqlSt dLicenseWindowsWit hMssqlSt dLicense: a
Windows image, which contains the
licenses of the SQL Server Standard
Edition

WindowsWit hMssqlEnt LisenceWindowsWit hMssqlEnt Lisence: a
Windows image, which contains the
licenses of the SQL Server Enterprise
Edition

WindowsWit hMssqlWebLisenceWindowsWit hMssqlWebLisence: a
Windows image, which contains the
licenses of the SQL Server Web Edition

InstanceNumbe
r

String 4
The total number of instances that are
created on the host.

MemAllocation
Ratio

String 90
The maximum memory usage per host in the
dedicated cluster.

MemoryUsed String 16384
The amount of used memory space on the
host. Unit: MB.

OpenPermissio
n

String 3

Indicates whether the operating system
permissions of the host can be granted.
Valid values:

00 or nullnull : The permissions cannot be
granted.

11: The permissions can be granted.

33: The permissions have been granted.

StorageUsed String 0
The amount of used storage space on the
host.

Parameter Type Example Description

ApsaraDB for RDS API Reference··Dedicat ed clust er m
anagement

> Document  Version: 20220713 263



VPCId String vpc-bpxxxxxxx
The ID of the virtual private cloud (VPC) to
which the host belongs.

VSwitchId String vsw-bpxxxxxxx
The ID of the vSwitch associated with the
specified VPC.

ZoneId String cn-hangzhou-i The zone ID of the host.

RequestId String
C860658E-68A6-
46C1-AF6E-
3AE7C4D3CACF

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDedicatedHosts
&DedicatedHostGroupId=dhg-7a9xxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDedicatedHostsResponse>
      <DedicatedHosts>
            <DedicatedHosts>
                  <CPUAllocationRatio>200</CPUAllocationRatio>
                  <DiskAllocationRatio>200</DiskAllocationRatio>
                  <DedicatedHostId>i-bpxxxxxxx</DedicatedHostId>
                  <InstanceNumber>4</InstanceNumber>
                  <CreatedTime>2021-03-25 17:29:06.0</CreatedTime>
                  <EndTime>2021-04-25T16:00:00Z</EndTime>
                  <DedicatedHostGroupId>dhg-7a9xxxxxxxx</DedicatedHostGroupId>
                  <BastionInstanceId>bastionhost-cn-m7xxxxxxxx</BastionInstanceId>
                  <ImageCategory>WindowsWithMssqlStdLicense</ImageCategory>
                  <HostStorage>2097152</HostStorage>
                  <OpenPermission>3</OpenPermission>
                  <HostType>dhg_cloud_ssd</HostType>
                  <HostMem>32238</HostMem>
                  <MemoryUsed>16384</MemoryUsed>
                  <HostStatus>1</HostStatus>
                  <CpuUsed>4</CpuUsed>
                  <Engine>mysql</Engine>
                  <HostName>testHost1</HostName>
                  <AllocationStatus>1</AllocationStatus>
                  <ZoneId>cn-hangzhou-i</ZoneId>
                  <MemAllocationRatio>90</MemAllocationRatio>
                  <VPCId>vpc-bpxxxxxxx</VPCId>
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                  <VSwitchId>vsw-bpxxxxxxx</VSwitchId>
                  <StorageUsed>0</StorageUsed>
                  <HostClass>ecs.i2.16xlarge</HostClass>
                  <HostCPU>8</HostCPU>
                  <IPAddress>192.xx.xx.xx</IPAddress>
                  <AccountName>test123</AccountName>
            </DedicatedHosts>
      </DedicatedHosts>
      <RequestId>C860658E-68A6-46C1-AF6E-3AE7C4D3CACF</RequestId>
      <DedicatedHostGroupId>dhg-7a9xxxxxxxx</DedicatedHostGroupId>
</DescribeDedicatedHostsResponse>
            <DedicatedHosts>
                  <CPUAllocationRatio>200</CPUAllocationRatio>
                  <DiskAllocationRatio>200</DiskAllocationRatio>
                  <DedicatedHostId>i-bpxxxxxxx</DedicatedHostId>
                  <InstanceNumber>4</InstanceNumber>
                  <CreatedTime>2021-03-25 17:29:06.0</CreatedTime>
                  <EndTime>2021-04-25T16:00:00Z</EndTime>
                  <DedicatedHostGroupId>dhg-7a9xxxxxxxx</DedicatedHostGroupId>
                  <BastionInstanceId>bastionhost-cn-m7xxxxxxxx</BastionInstanceId>
                  <ImageCategory>WindowsWithMssqlStdLicense</ImageCategory>
                  <HostStorage>2097152</HostStorage>
                  <OpenPermission>3</OpenPermission>
                  <HostType>dhg_cloud_ssd</HostType>
                  <HostMem>32238</HostMem>
                  <MemoryUsed>16384</MemoryUsed>
                  <HostStatus>1</HostStatus>
                  <CpuUsed>4</CpuUsed>
                  <Engine>mysql</Engine>
                  <HostName>testHost1</HostName>
                  <AllocationStatus>1</AllocationStatus>
                  <ZoneId>cn-hangzhou-i</ZoneId>
                  <MemAllocationRatio>90</MemAllocationRatio>
                  <VPCId>vpc-bpxxxxxxx</VPCId>
                  <VSwitchId>vsw-bpxxxxxxx</VSwitchId>
                  <StorageUsed>0</StorageUsed>
                  <HostClass>ecs.i2.16xlarge</HostClass>
                  <HostCPU>8</HostCPU>
                  <IPAddress>192.xx.xx.xx</IPAddress>
                  <AccountName>test123</AccountName>
            </DedicatedHosts>
      </DedicatedHosts>
      <RequestId>C860658E-68A6-46C1-AF6E-3AE7C4D3CACF</RequestId>
      <DedicatedHostGroupId>dhg-7a9xxxxxxxx</DedicatedHostGroupId>
</DescribeDedicatedHostsResponse>

 JSON  format
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{
    "DedicatedHosts": {
        "DedicatedHosts": [{
            "CPUAllocationRatio": "200",
            "DiskAllocationRatio": "200",
            "DedicatedHostId": "i-bpxxxxxxx",
            "InstanceNumber": "4",
            "CreatedTime": "2021-03-25 17:29:06.0",
            "EndTime": "2021-04-25T16:00:00Z",
            "DedicatedHostGroupId": "dhg-7a9xxxxxxxx",
            "BastionInstanceId": "bastionhost-cn-m7xxxxxxxx",
            "ImageCategory": "WindowsWithMssqlStdLicense",
            "HostStorage": "2097152",
            "OpenPermission": "3",
            "HostType": "dhg_cloud_ssd",
            "HostMem": "32238",
            "MemoryUsed": "16384",
            "HostStatus": "1",
            "CpuUsed": "4",
            "Engine": "mysql",
            "HostName": "testHost1",
            "AllocationStatus": "1",
            "ZoneId": "cn-hangzhou-i",
            "MemAllocationRatio": "90",
            "VPCId": "vpc-bpxxxxxxx",
            "VSwitchId": "vsw-bpxxxxxxx",
            "StorageUsed": "0",
            "HostClass": "ecs.i2.16xlarge",
            "HostCPU": "8",
            "IPAddress": "192.xx.xx.xx",
            "AccountName": "test123"
        }]
    },
    "RequestId": "C860658E-68A6-46C1-AF6E-3AE7C4D3CACF",
    "DedicatedHostGroupId": "dhg-7a9xxxxxxxx"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the MigrateDBInstance operation to migrate an instance across hosts in a dedicated
cluster.

Dedicated clusters allow you to manage a number of instances at  a t ime. You can create mult iple
dedicated clusters in a single region. Each dedicated cluster consists of mult iple hosts. You can create
mult iple instances on each host. For more information, see What is ApsaraDB MyBase?

DebuggingDebugging

12.3. Migrate instance12.3. Migrate instance
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes Migrate instance
The operation that you want to
perform. Set the value to
Migrat eDBInst anceMigrat eDBInst ance.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

DedicatedHostGr
oupId

String Yes dhg-4nxxxxxxx

The ID of the dedicated cluster. You
can call the
DescribeDedicatedHostGroups
operation to query the IDs of
dedicated clusters.

TargetDedicated
HostIdForMaster

String Yes i-bpxxxxxxx1

The ID of the host to which you want
to migrate the primary instance. You
can call the DescribeDedicatedHosts
operation to query the IDs of hosts.

TargetDedicated
HostIdForSlave

String Yes i-bpxxxxxxx2

The ID of the host to which you want
to migrate the secondary instance. You
can call the DescribeDedicatedHosts
operation to query the IDs of hosts.

RegionId String No cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

EffectiveT ime String No MaintainT ime

The time when you want the system to
start the migration. Valid values:

Immediat elyImmediat ely: The system
immediately starts the migration.
This is the default value.

Maint ainT imeMaint ainT ime: The system starts
the migration during the specified
maintenance window.

Specif iedSpecif ied: The system starts the
migration at the specified point in
time.
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SpecifiedTime String No
2019-10-
21T10:00:00Z

The point in t ime when you want the
system to start the migration. Specify
the time in the ISO 8601 standard in the
yyyy-MM-ddTHH:mm:ssZ format. The
time must be in UTC.

Not e Not e This parameter must
be specified when you set the
Ef f ect iveT imeEf f ect iveT ime parameter to
Specif iedSpecif ied.

ZoneIdForLog String No cn-hangzhou-i The zone ID of the logger instance.

ZoneIdForFollow
er

String No cn-hangzhou-h The zone ID of the secondary instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

MigrationId Integer 2245016

The serial number of the task in the
migration task queue. When the serial
number becomes 0, the system starts the
migration.

RequestId String
498AE8CA-8C81-
4A01-AF37-
2B902014ED30

The ID of the request.

TaskId Integer 108246861 The ID of the task.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=MigrateDBInstance
&DBInstanceId=rm-uf6wjk5xxxxxxx
&DedicatedHostGroupId=dhg-4nxxxxxxx
&TargetDedicatedHostIdForMaster=i-bpxxxxxxx1
&TargetDedicatedHostIdForSlave=i-bpxxxxxxx2
&<Common request parameters>

Sample success responses

 XML  format
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<MigrateDBInstanceResponse>
  <MigrationId>2245016</MigrationId>
  <RequestId>498AE8CA-8C81-4A01-AF37-2B902014ED30</RequestId>
  <TaskId>108246861</TaskId>
</MigrateDBInstanceResponse>

 JSON  format

{
    "MigrationId":2245016,
    "RequestId":"498AE8CA-8C81-4A01-AF37-2B902014ED30",
    "TaskId":108246861
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidTargetDedicat
edHostId.NotFound

The target dedicated host ID is
invalid.

The error message returned
because the specified host ID is
invalid.

400
InvalidMasterHostNa
me

The specified master host
zoneId is different from the
master zoneId.

The error message returned
because the zone ID of the host
is inconsistent with the ID of the
primary zone.

404
InsufficientResource
Capacity

No host is available for the
requested instance.

The error message returned
because no suitable hosts can
be found due to insufficient
resources in the dedicated
cluster.

404 InvalidParam
The specified parameter is
invalid.

The error message returned
because invalid parameters are
specified.

403
OperationDenied.Pri
maryDBInstanceStat
us

The operation is not permitted
due to status of primary
instance.

The error message returned
because the status of the
primary instance does not
support this operation. The
primary instance supports this
operation only when it  is in the
Running state.

404
InvalidDBInstance.No
tFound

The specified instance does not
exist or is not supported.

The error message returned
because the instance does not
exist or is not supported.
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400
InvalidDBInstanceNa
me.NotFound

The specified DB instance name
does not exist.

The error message returned
because the instance ID
specified by the DBInstanceId
parameter cannot be found.
Enter a valid value for the
DBInstanceId parameter and try
again.

404
AllocateResourceFail
ed

Failed to allocate resources.
Please check the zone and the
host you selected.

The error message returned
because the system fails to
apply for resources. Check
whether the dedicated cluster
provides sufficient resources
that can be allocated to the
selected host and zone.

400
InvalidPrimaryCustins
Status

Primary DBInstance status is not
Active.

The error message returned
because the status of the
primary instance that is attached
with the read-only instance does
not support this operation. The
primary instance supports this
operation only when it  is in the
Running state.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the RebuildDBInstance operation to rebuild the secondary instance of a primary ApsaraDB
RDS instance in a dedicated cluster.

Dedicated clusters allow you to manage a number of instances at  a t ime. You can create mult iple
dedicated clusters in a single region. Each dedicated cluster consists of mult iple hosts. You can create
mult iple instances on each host. For more information, see What is ApsaraDB MyBase?

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes Rebuild instance
The operation that you want to
perform. Set the value to
RebuildDBInst anceRebuildDBInst ance.

12.4. Rebuild instance12.4. Rebuild instance
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DedicatedHostGr
oupId

String Yes dhg-4nxxxxxxx

The ID of the dedicated cluster. You
can call the
DescribeDedicatedHostGroups
operation to query the IDs of
dedicated clusters.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the primary instance.

DedicatedHostId String No i-bpxxxxxxx

The ID of the host on which the system
rebuilds the secondary instance.

Not e Not e If you do not specify
this parameter, the system
preferentially rebuilds the
secondary instance on the original
host on which the secondary
instance resides. If the remaining
storage space of the original host
is insufficient, the system rebuilds
the secondary instance on a host
on which the primary instance
does not reside. If no suitable
hosts are found, the system
reports an error that indicates
insufficient storage space.

RegionId String No cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

Parameter Type Required Example Description
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RebuildNodeType String No FOLLOWER

The role of the secondary instance that
you want to rebuild. Valid values:

FOLLOWERFOLLOWER: secondary instance

LOGLOG: logger instance

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

MigrationId Integer 3298015

The serial number of the task in the rebuild
task queue. When the serial number
becomes 0, the system starts to rebuild the
secondary instance.

RequestId String
355DA57C-8CC4-
40AB-B3F8-
B684BA32EB9E

The ID of the request.

TaskId Integer 208676661 The ID of the task.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=RebuildDBInstance
&DedicatedHostGroupId=dhg-4nxxxxxxx
&DedicatedHostId=i-bpxxxxxxx
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<RebuildDBInstanceResponse>
  <MigrationId>3298015</MigrationId>
  <RequestId>355DA57C-8CC4-40AB-B3F8-B684BA32EB9E</RequestId>
  <TaskId>208676661</TaskId>
</RebuildDBInstanceResponse>

 JSON  format
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{
    "MigrationId": 3298015,
    "RequestId": "355DA57C-8CC4-40AB-B3F8-B684BA32EB9E",
    "TaskId": 208676661
}

Error codesError codes

HTTP
status
code

Error code Error message Description

404
InsufficientResource
Capacity

No host is available for the
requested instance.

The error message returned
because no suitable hosts can
be found due to insufficient
resources in the dedicated
cluster.

For a list  of error codes, visit  the API Error Center.
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You can call the DescribeEvents operation to query the historical events of an ApsaraDB RDS instance.

The event history feature enables you to view the events that occurred within a region over a specific
t ime range. Historical events include instance creation and parameter modificat ion. For more
information, see View the event history of an ApsaraDB RDS instance.

Before you call this operation, make sure that the event history feature is enabled. Otherwise, this
operation fails.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DescribeEvents
The operation that you want to
perform. Set the value to
DescribeEvent sDescribeEvent s .

RegionId String Yes cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the IDs of regions.

StartT ime String No
2019-06-
11T15:00:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

EndTime String No
2019-06-
12T15:00:00Z

The end of the t ime range to query.
The end time must be later than the
start t ime. Specify the t ime in the ISO
8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

13.Event History13.Event History
13.1. Query historical events13.1. Query historical events
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PageSize Integer No 30

The number of entries to return on
each page. Valid values:

3030

5050

100100

Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

PageNumber Integer 1 The page number of the returned page.

RequestId String
A103039D-B1B2-
4C57-B989-
7D7C0DA95426

The ID of the request.

PageSize Integer 30 The number of entries returned per page.

TotalRecordCo
unt

Integer 40 The total number of entries returned.

EventItems
Array of
EventItems

The details of the events.

EventItems

EventName String ModifySecurityIPList
The name of the event. For more
information, see View the event history of an
ApsaraDB RDS instance.

EventT ime String
2019-08-
20T01:08:22Z

The time when the event occurred.

EventUserType String SYSTEM
The type of the user who executed the
event.
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EventRecordTi
me

String
2019-08-
20T01:12:49Z

The time when the event was recorded. The
time is slightly later than the t ime the event
occurred.

CallerUid Long 22973492********** The ID of the user who executed the event.

RegionId String cn-hangzhou The region ID of the instance.

EventId Integer 11000053 The ID of the event.

EventType String
NetworkManageme
nt

The type of the event. For more information,
see View the event history of an ApsaraDB
RDS instance.

ResourceType String instance
The type of the resource associated with the
event. Only instances are supported for this
parameter.

EventPayload String

{\"Domain\": \"rds-
inc-
share.aliyuncs.com\
", \"Api\":
\"ReleaseInstancePu
blicConnection\"}

The request or context parameters of the
event.

EventReason String FROM_USER
The source of the event. For more
information, see View the event history of an
ApsaraDB RDS instance.

ResourceName String
rm-
bp1z3065m9976ix8a

The name of the resource associated with
the event. Only instance IDs are supported
for this parameter.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeEvents
&Region=cn-hangzhou
&StartTime=2019-08-20T01:30:00Z
&EndTime=2019-08-20T01:35:00Z
&<Common request parameters>

Sample success responses
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 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeEventsResponse>
    <EventItems>
        <EventItems>
            <EventName>ModifySecurityIPList</EventName>
            <EventUserType>SYSTEM</EventUserType>
            <ResourceType>instance</ResourceType>
            <EventPayload/>
            <EventTime>2019-08-20T01:33:43Z</EventTime>
            <RegionId>cn-hangzhou</RegionId>
            <EventRecordTime>2019-08-20T01:33:57Z</EventRecordTime>
            <EventReason>FROM_SYSTEM</EventReason>
            <EventId>11000048</EventId>
            <ResourceName>rm-bpxxxxxxx</ResourceName>
            <EventType>SecurityManagement</EventType>
            <CallerUid>25421491**********</CallerUid>
        </EventItems>
        <EventItems>
            <EventName>ModifySecurityIPList</EventName>
            <EventUserType>SYSTEM</EventUserType>
            <ResourceType>instance</ResourceType>
            <EventPayload/>
            <EventTime>2019-08-20T01:33:43Z</EventTime>
            <RegionId>cn-hangzhou</RegionId>
            <EventRecordTime>2019-08-20T01:33:57Z</EventRecordTime>
            <EventReason>FROM_SYSTEM</EventReason>
            <EventId>11000047</EventId>
            <ResourceName>rm-bpxxxxxxx</ResourceName>
            <EventType>SecurityManagement</EventType>
            <CallerUid>22973492**********</CallerUid>
        </EventItems>
    </EventItems>
    <TotalRecordCount>2</TotalRecordCount>
    <PageNumber>1</PageNumber>
    <PageSize>2</PageSize>
    <RequestId>B5FF9EE6-830E-4DBE-8498-9890A62D2875</RequestId>
</DescribeEventsResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "EventItems" : {
    "EventItems" : [ {
      "EventName" : "ModifySecurityIPList",
      "EventUserType" : "SYSTEM",
      "ResourceType" : "instance",
      "EventPayload" : "",
      "EventTime" : "2019-08-20T01:33:43Z",
      "RegionId" : "cn-hangzhou",
      "EventRecordTime" : "2019-08-20T01:33:57Z",
      "EventReason" : "FROM_SYSTEM",
      "EventId" : 11000048,
      "ResourceName" : "rm-bpxxxxxxx",
      "EventType" : "SecurityManagement",
      "CallerUid" : "25421491**********"
    }, {
      "EventName" : "ModifySecurityIPList",
      "EventUserType" : "SYSTEM",
      "ResourceType" : "instance",
      "EventPayload" : "",
      "EventTime" : "2019-08-20T01:33:43Z",
      "RegionId" : "cn-hangzhou",
      "EventRecordTime" : "2019-08-20T01:33:57Z",
      "EventReason" : "FROM_SYSTEM",
      "EventId" : 11000047,
      "ResourceName" : "rm-bpxxxxxxx",
      "EventType" : "SecurityManagement",
      "CallerUid" : "22973492**********"
    } ]
  },
  "TotalRecordCount" : 2,
  "PageNumber" : 1,
  "PageSize" : 2,
  "RequestId" : "B5FF9EE6-830E-4DBE-8498-9890A62D2875"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidStartT ime.For
mat

Specified start t ime is not valid.
The error message returned
because the specified start t ime
is invalid.

400
InvalidParameterCo
mbination

The end time must be greater
than the start t ime

The error message returned
because the end time must be
later than the start t ime.
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400 RegionNotSupport The region is not supported.
The error message returned
because the operation is not
supported in the region.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Queries the status of the event history feature of an ApsaraDB for RDS instance.

The event history feature enables you to view the events that occurred in a region over a specific t ime
range. The events include instance creation and parameter reconfiguration. For more information, see
Event history.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeActionEv
entPolicy

The operation that you want to
perform. Set the value to
DescribeAct ionEvent PolicyDescribeAct ionEvent Policy.

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

EnableEventLog String True
Indicates whether the event history feature is
enabled.

RegionId String cn-hangzhou The ID of the region.

13.2. Query status of the event history13.2. Query status of the event history
featurefeature
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RequestId String
CCECD3CD-AB2D-
4F6D-BEDE-
47BC90A398D2

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeActionEventPolicy
&Region=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribeActionEventPolicyResponse>
  <RequestId>CCECD3CD-AB2D-4F6D-BEDE-47BC90A398D2</RequestId>
   <RegionId>cn-hangzhou</RegionId>
   <EnableEventLog>True</EnableEventLog>
    </DescribeActionEventPolicyResponse>

 JSON  format

{
 "RequestId": "CCECD3CD-AB2D-4F6D-BEDE-47BC90A398D2",
 "RegionId": "cn-hangzhou",
 "EnableEventLog": "True"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Enables or disables the event history feature of an ApsaraDB for RDS instance.

The event history feature enables you to view historical events that occurred in a region over a specific
t ime range. These events include instance creation and parameter reconfiguration. For more
information, see Event history.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

13.3. Enable or disable the event13.3. Enable or disable the event
history featurehistory feature
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Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyActionEven
tPolicy

The operation that you want to
perform. Set the value to
Modif yAct ionEvent PolicyModif yAct ionEvent Policy.

EnableEventLog String Yes True
Specifies whether to enable the event
history feature. Valid values: T rue |T rue |
FalseFalse.

RegionId String Yes cn-hangzhou

The ID of the region for which you
want to enable the event history
feature. You can call the
DescribeRegions operation to query the
most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

EnableEventLog String True
Indicates whether the event history feature is
enabled.

RegionId String cn-hangzhou The ID of the region.

RequestId String
BAC0952C-0EB3-
4DE7-A567-
B83269BFE43F

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyActionEventPolicy
&Region=cn-hangzhou
&EnableEventLog=True
&<Common request parameters>

Sample success responses

 XML  format
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<ModifyActionEventPolicyResponse>
   <RequestId>BAC0952C-0EB3-4DE7-A567-B83269BFE43F</RequestId>
   <RegionId>cn-hangzhou</RegionId>
   <EnableEventLog>True</EnableEventLog>
</ModifyActionEventPolicyResponse>

 JSON  format

{
    "RequestId": "BAC0952C-0EB3-4DE7-A567-B83269BFE43F",
    "RegionId": "cn-hangzhou",
    "EnableEventLog": "True"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the CreateAccount operation to create an account that is used to manage databases on
an ApsaraDB RDS instance.

Before you call this operation, make sure that the following requirements are met:

The instance is in the Running state.

The database is in the running state.

The number of accounts that are created on the instance does not exceed the maximum number of
accounts for an instance. For more information about the maximum number of accounts, see Limits.

Not eNot e

This operation is supported for instances that run MySQL, MariaDB TX, PostgreSQL, and SQL
Server. However, if  the instance runs SQL Server 2017 or SQL Server 2019 on RDS Cluster
Edit ion, this operation is not supported.

You can create mult iple privileged accounts and mult iple standard accounts for each
ApsaraDB RDS instance that runs PostgreSQL with standard SSDs or enhanced SSDs (ESSDs).

You can create only one privileged account for each ApsaraDB RDS instance that runs
PostgreSQL 9.4 or PostgreSQL 10.0 with local SSDs.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes CreateAccount
The operation that you want to
perform. Set the value to
Creat eAccountCreat eAccount .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the ID of the instance.

The username of the account.

14.Account management14.Account management
14.1. Create a database account14.1. Create a database account
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AccountName String Yes test1

Not eNot e

The username must be
unique.

The username must start
with a lowercase letter
and end with a lowercase
letter or digit.

The username can contain
lowercase letters, digits,
and underscores (_).

The length of the
username must meet the
following requirements:

If the instance runs
MySQL 5.7 or
MySQL 8.0, the
username must be
2 to 32 characters
in length.

If the instance runs
MySQL 5.6, the
username must be
2 to 16 characters
in length.

If the instance runs
SQL Server, the
username must be
2 to 64 characters
in length.

If the instance runs
PostgreSQL with
standard SSDs or
ESSDs, the
username must be
2 to 63 characters
in length.

If the instance runs
PostgreSQL with
local SSDs, the
username must be
2 to 16 characters
in length.

If the instance runs
MariaDB TX, the
username must be
2 to 16 characters
in length.

For more information
about invalid characters,
see Forbidden keywords
table.

Parameter Type Required Example Description
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AccountPassword String Yes Test123456

The password of the account.

Not eNot e

The password of the
account must be 8 to 32
characters in length.

The password of the
account must contain at
least three of the
following character types:
uppercase letters,
lowercase letters, digits,
and special characters.

The password can contain
any of the following
characters:

! @ #  $ % ^ & * ( ) _ + - =

Parameter Type Required Example Description
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AccountDescripti
on

String No Test account A

The description of the account. The
description must be 2 to 256
characters in length and can contain
letters, digits, underscores (_), and
hyphens (-). The description must start
with a letter.

Not e Not e The description
cannot start with http:// or
https://.

AccountType String No Normal

The type of the account. Valid values:

NormalNormal: standard account

SuperSuper: privileged account

Default value: NormalNormal.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
D4D4BE8A-DD46-
440A-BFCD-
EE31DA81C9DD

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CreateAccount
&DBInstanceId=rm-uf6wjk5xxxxxxx
&AccountName=test1
&AccountPassword=Test123456
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<CreateAccountResponse>
       <RequestId>D4D4BE8A-DD46-440A-BFCD-EE31DA81C9DD</RequestId>
</CreateAccountResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "D4D4BE8A-DD46-440A-BFCD-EE31DA81C9DD"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400 GeneralIns.Creating The general instance is creating.
The error message returned
because an instance is being
created. Try again later.

400
GeneralIns.Maintainin
g

The general instance is
maintaining.

The error message returned
because an instance is being
migrated or maintained. Try
again later.

400 GeneralIns.Switching
The general instance is
Switching.

The error message returned
because a primary/secondary
switchover is being performed
to ensure high availability. T ry
again later.

400
InvalidEngineVersion.
NotSupported

Current db instance does not
support sysadmin.

The error message returned
because the current instance
does not support the creation
of a sysAdmin account for the
instance.

400
Database.ConnectErr
or

Database connect error. please
check instance status and
database processlist

The error message returned
because the database
connection is abnormal. Check
the instance status and the
connection pool of the
database.

400 Account.AddError

Create Account failed, please
check your input value or may
your input value not satisfy
instance current policy

The error message returned
because the account fails to be
created. Check whether the
request parameters or
requested parameters meet the
requirements for parameter
configurations.

For a list  of error codes, visit  the API Error Center.

You can call the DeleteAccount operation to delete an account from an ApsaraDB RDS instance.

14.2. Delete an account14.2. Delete an account
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Before you call this operation, make sure that the instance is in the Running state. If  the instance is not
in the Running state, the operation fails.

Not eNot e

This operation is not supported for instances that run SQL Server 2017 EE, PostgreSQL with
local SSDs.

If  you want to delete an account from an instance that runs PostgreSQL with standard SSDs
or enhanced SSDs (ESSDs) and the account has permissions on specific objects such as
databases and tables, this operation reports the "  Some objects depend on account "
error. Before you can delete the account, you must remove the permissions from the
account.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DeleteAccount
The operation that you want to
perform. Set the value to
Delet eAccountDelet eAccount .

AccountName String Yes test1 The name of the account.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
91E855E5-7E80-
4955-929B-
C74EE1D38C66

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DeleteAccount
&DBInstanceId=rm-uf6wjk5xxxxxxx
&AccountName=test1
&<Common request parameters>

Sample success responses
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 XML  format

<DeleteAccountResponse>
      <RequestID>91E855E5-7E80-4955-929B-C74EE1D38C66</RequestID>
</DeleteAccountResponse>

 JSON  format

{
    "RequestID":"91E855E5-7E80-4955-929B-C74EE1D38C66"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ResetAccountPassword operation to reset  the password of an account on an
ApsaraDB RDS instance.

Before you call this operation, make sure that the instance must be in the Running state.

Not e Not e This operation is not supported for accounts that are created by using SQL statements.
This applies to instances that run SQL Server 2017 EE and PostgreSQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ResetAccountPas
sword

The operation that you want to
perform. Set the value to
Reset Account PasswordReset Account Password.

AccountName String Yes test1 The name of the account.

14.3. Reset account password14.3. Reset account password
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AccountPassword String Yes Test123456

The new password of the account.

Not eNot e

The password must be 8
to 32 characters in length.

The password must
contain at least three of
the following character
types: uppercase letters,
lowercase letters, digits,
and special characters.

Special characters include !
@#$&amp;%^*()_+-=

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
D4D4BE8A-DD46-
440A-BFCD-
EE31DA81C9DD

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ResetAccountPassword
&DBInstanceId=rm-uf6wjk5xxxxxxx
&AccountName=test1
&AccountPassword=Test123456
&<Common request parameters>

Sample success responses

 XML  format

<ResetAccountPasswordResponse>
      <RequestId>D4D4BE8A-DD46-440A-BFCD-EE31DA81C9DD</RequestId>
</ResetAccountPasswordResponse>

 JSON  format
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{
       "RequestId":"D4D4BE8A-DD46-440A-BFCD-EE31DA81C9DD"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call this operation to lock an account of an ApsaraDB RDS for PostgreSQL instance that uses
cloud disks.

You cannot use a locked account to log on to the corresponding instance. You must first  unlock the
account. For more information, see Lock and delete an account.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes LockAccount
The operation that you want to
perform. Set the value to
LockAccountLockAccount .

AccountName String Yes testaccount
The account that you want to lock.
You can lock only one account at a
time.

DBInstanceId String Yes pgm-bpxxxxx
The ID of the ApsaraDB RDS for
PostgreSQL instance.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1B291C4B-DDCD-
4D0A-8F6D-
7F3241DE9228

The ID of the request.

ExamplesExamples
Sample requests

14.4. Lock account14.4. Lock account
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http(s)://rds.aliyuncs.com/? Action=LockAccount
&AccountName=testaccount
&DBInstanceId=pgm-bpxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<LockAccountResponse>
  <RequestId>1B291C4B-DDCD-4D0A-8F6D-7F3241DE9228</RequestId>
</LockAccountResponse>

 JSON  format

{
    "RequestId": "1B291C4B-DDCD-4D0A-8F6D-7F3241DE9228"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call this operation to unlock an account of an ApsaraDB RDS for PostgreSQL instance that uses
cloud disks.

You cannot use a locked account to log on to the corresponding instance. You must first  unlock the
account. For more information, see Unlock and delete an account.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes UnlockAccount

The operation that you want to
perform. Set the value to
UnlockAccountUnlockAccount .

AccountName String Yes testaccount
The account that you want to unlock.
You can unlock only one account at a
time.

14.5. Unlock account14.5. Unlock account
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DBInstanceId String Yes pgm-bpxxxxx
The ID of the ApsaraDB RDS for
PostgreSQL instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
AA65190D-852A-
4C9B-88DA-
E92698CAA350

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=UnlockAccount
&AccountName=testaccount
&DBInstanceId=pgm-bpxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<UnlockAccountResponse>
  <RequestId>AA65190D-852A-4C9B-88DA-E92698CAA350</RequestId>
</UnlockAccountResponse>

 JSON  format

{
    "RequestId": "AA65190D-852A-4C9B-88DA-E92698CAA350"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeAccounts operation to query information about the accounts that are created
on an ApsaraDB RDS instance.

Not e Not e This operation is not supported for instances that run SQL Server 2017 EE, PostgreSQL.

DebuggingDebugging

14.6. Query accounts14.6. Query accounts
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DescribeAccounts
The operation that you want to
perform. Set the value to
DescribeAccount sDescribeAccount s .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Not e Not e This operation is not
supported for instances that run
SQL Server 2017 EE or PostgreSQL.

AccountName String No test1 The name of the account.

PageSize Integer No 30
The number of entries to return on
each page. Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Pages start from page 1.

Default value: 11.

Response parametersResponse parameters

Parameter Type Example Description

Accounts
Array of
DBInstanceAcco
unt

An array that consists of the information
about the created accounts.

DBInstanceAcco
unt

DBInstanceId String rm-uf6wjk5xxxxxxx
The ID of the instance to which the account
belongs.

AccountName String test1 The name of the account.
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AccountStatus String Available

The status of the account. Valid values:

UnavailableUnavailable

AvailableAvailable

AccountDescrip
tion

String Test account The description of the account.

DatabasePrivile
ges

Array of
DatabasePrivile
ge

An array that consists of the permissions
that are granted to the account.

DatabasePrivile
ge

DBName String test1
The name of the database on which the
account has permissions.

AccountPrivileg
e

String ReadWrite

The type of permission that is granted to
the account. Valid values:

ReadWrit eReadWrit e: read and write permissions

ReadOnlyReadOnly: read-only permissions

DDLOnlyDDLOnly: DDL-only permissions

DMLOnlyDMLOnly: DML-only permissions

Cust omCust om: custom permissions. You can
run SQL commands to modify the
permissions of the account.

AccountPrivileg
eDetail

String SELECT,INSERT

The permissions that are granted to the
account. For more information, see Account
permissions.

AccountType String Normal

The type of the account. Valid values:

NormalNormal: standard account

SuperSuper: privileged account

SysadminSysadmin: superuser account that has
the system administrator permissions

Parameter Type Example Description
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PrivExceeded String 0

Indicates whether the number of databases
that are managed by the account exceeds
the specified limit. Valid values:

11: The number of databases that are
managed by the account exceeds the
specified limit.

00: The number of databases that are
managed by the account does not exceed
the specified limit.

PageNumber Integer 1 The page number of the returned page.

RequestId String
A2E94301-D07F-
4457-9B49-
6AA2BB388C85

The ID of the request.

SystemAdminA
ccountFirstActiv
ationTime

String
2020-02-
06T11:00:00Z

The first  t ime when superuser accounts are
enabled. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

Not e Not e If you set the
SysadminAccount parameter to True, a
value is returned. Otherwise, an empty
string is returned.

SystemAdminA
ccountStatus

String True
Indicates whether superuser accounts are
enabled.

TotalRecordCo
unt

Integer 1
The total number of entries that are
returned.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeAccounts
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeAccountsResponse>
      <Accounts>
            <DBInstanceAccount>
                  <DatabasePrivileges>
                        <DatabasePrivilege>
                              <AccountPrivilege>ReadWrite</AccountPrivilege>
                              <AccountPrivilegeDetail>SELECT,INSERT,UPDATE,DELETE,CREATE,DR
OP,REFERENCES,INDEX,ALTER,CREATE TEMPORARY TABLES,LOCK TABLES,CREATE VIEW,SHOW VIEW,CREATE 
ROUTINE,ALTER ROUTINE,EXECUTE,EVENT,TRIGGER</AccountPrivilegeDetail>
                              <DBName>testdb</DBName>
                        </DatabasePrivilege>
                  </DatabasePrivileges>
                  <AccountStatus>Available</AccountStatus>
                  <AccountDescription></AccountDescription>
                  <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
                  <AccountName>testacc02</AccountName>
                  <PrivExceeded>0</PrivExceeded>
                  <AccountType>Normal</AccountType>
            </DBInstanceAccount>
      </Accounts>
      <RequestId>A2E94301-D07F-4457-9B49-6AA2BB388C85</RequestId>
</DescribeAccountsResponse>

 JSON  format

{
    "Accounts": {
        "DBInstanceAccount": [
            {
                "DatabasePrivileges": {
                    "DatabasePrivilege": [
                        {
                            "AccountPrivilege": "ReadWrite",
                            "AccountPrivilegeDetail": "SELECT,INSERT,UPDATE,DELETE,CREATE,D
ROP,REFERENCES,INDEX,ALTER,CREATE TEMPORARY TABLES,LOCK TABLES,CREATE VIEW,SHOW VIEW,CREATE
ROUTINE,ALTER ROUTINE,EXECUTE,EVENT,TRIGGER",
                            "DBName": "testdb"
                        }
                    ]
                },
                "AccountStatus": "Available",
                "AccountDescription": "",
                "DBInstanceId": "rm-uf6wjk5xxxxxxx",
                "AccountName": "testacc02",
                "PrivExceeded": "0",
                "AccountType": "Normal"
            }
        ]
    },
    "RequestId": "A2E94301-D07F-4457-9B49-6AA2BB388C85"
}
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Error codesError codes

Http
status
code

Error code Error message Description

400 IO.Exception IO exception, retry later.
The error message returned
because an IO exception has
occurred.

For a list  of error codes, visit  the API Error Center.

Modifies the descript ion of a database account.

Not e Not e This operation is not applicable to ApsaraDB for RDS instances that run SQL Server 2017
EE and PostgreSQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyAccountDe
scription

The operation that you want to
perform. Set the value to
Modif yAccount Descript ionModif yAccount Descript ion.

AccountDescripti
on

String Yes Test account A

The description of the account. It  must
be 2 to 256 characters in length, can
contain letters, digits, underscores (_),
and hyphens (-), and must start with a
letter.

Not e Not e The description
cannot start with http:// or
https://.

AccountName String Yes test1 The name of the account.

14.7. Modify the description of a14.7. Modify the description of a
database accountdatabase account
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
17F57FEE-EA4F-
4337-8D2E-
9C23CAA63D74

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyAccountDescription
&AccountDescription=Test account A
&AccountName=test1
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<ModifyAccountDescriptionResponse>
      <RequestId> 17F57FEE-EA4F-4337-8D2E-9C23CAA63D74</RequestId>
</ModifyAccountDescriptionResponse>

 JSON  format

{
  "RequestId": " 17F57FEE-EA4F-4337-8D2E-9C23CAA63D74"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeInstanceKeywords operation to query the reserved keywords of an ApsaraDB
RDS instance. The reserved keywords cannot be used for the usernames of accounts or the names of
databases.

DebuggingDebugging

14.8. Query reserved keywords14.8. Query reserved keywords
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeInstance
Keywords

The operation that you want to
perform. Set the value to
DescribeInst anceKeywordsDescribeInst anceKeywords .

Key String Yes account

The type of reserved keyword to
query. Valid values:

accountaccount

dat abasedat abase

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1E43AAE0-BEE8-
43DA-860D-
EAF2AA0724DC

The ID of the request.

Key String account The type of reserved keyword returned.

Words List
"dbo,login,admin,ad
ministrator"

An array that consists of reserved keywords.

ExamplesExamples
Sample requests

http(s)://[Endpoint]/?Action=DescribeInstanceKeywords
&Key=account
&<Common request parameters>

Sample success responses

 XML  format

<RequestId>DB6A907E-8686-4F66-8F2B-B31071CDE766</RequestId>
<Words>
    <word>dbo,login,admin,administrator</word>
</Words>
<Key>account</Key>

 JSON  format
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{
  "RequestId": "DB6A907E-8686-4F66-8F2B-B31071CDE766",
  "Words": {
    "word": [
      "dbo,login,admin,administrator"
    ]
  },
  "Key": "account"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyPGHbaConfig operation to modify the pg_hba.conf file of an ApsaraDB RDS for
PostgreSQL instance.

ApsaraDB RDS for PostgreSQL allows you to modify the pg_hba.conf file based on your business
requirements. For more information, see Introduction to the pg_hba.conf file.

You can modify the information of the Act ive Directory (AD) domain controller in the pg_hba.conf file
of an instance. Then, you can connect the instance to a self-managed AD domain. For more
information, see Connect an ApsaraDB RDS for PostgreSQL instance to a self-managed AD domain.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyPGHbaCon
fig

The operation that you want to
perform. Set the value to
Modif yPGHbaConf igModif yPGHbaConf ig.

ClientToken String No 1
This parameter is reserved. You do not
need to specify this parameter.

DBInstanceId String Yes
pgm-
bp1lymyn1v3i****

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

14.9. Modifies the pg_hba.conf file of14.9. Modifies the pg_hba.conf file of
an ApsaraDB RDS for PostgreSQLan ApsaraDB RDS for PostgreSQL
instanceinstance
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OpsType String Yes add

The method that you use to modify
the pg_hba.conf file. Valid values:

addadd: adds one or more records. If
you use this method, make sure that
the value of the PriorityId parameter
for each new record is different
from the value of the PriorityId
parameter for any existing record.

delet edelet e: deletes one or more
records. If you use this method, the
record that corresponds to the
specified value of the Priorit yIdPriorit yId
parameter is deleted from the
pg_hba.conf file.

modif ymodif y: modifies one or more
records. If you use this method, the
record that corresponds to the
specified value of the Priorit yIdPriorit yId
parameter is modified.

updat eupdat e: overwrites the existing
configuration in the pg_hba.conf file
by using the new configuration.

Parameter Type Required Example Description

API Reference··Account  managemen
t

ApsaraDB for RDS

302 > Document  Version: 20220713



HbaItem.N.Type String Yes host

The connection type of record N.

Valid values:

hosthost : The record matches TCP/IP
connections, including SSL
connections and non-SSL
connections.

host sslhost ssl: The record matches only
TCP/IP connections that are
established over SSL.

host nosslhost nossl: The record matches
only TCP/IP connections that are not
established over SSL.

Not e Not e You can set this
parameter to hostssl only when
SSL encryption is enabled for
the instance. For more
information, see Configure SSL
encryption for an ApsaraDB RDS
for PostgreSQL instance.

HbaItem.N.Mask String No 0

The mask for record N. If the value of
the AddressAddress  parameter is an IP
address, you can use this parameter to
specify the mask of the IP address.

HbaItem.N.Datab
ase

String Yes all

The name of the database for record
N. If you set this parameter to all, the
specified users are allowed to access
all databases on the instance.

If you specify multiple databases,
separate the database names with
commas (,).

Parameter Type Required Example Description
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HbaItem.N.Priorit
yId

Integer Yes 2

The priority of record N. If you set this
parameter to 0, the record has the
highest priority. Valid values: 0 to
10000.

This parameter is used to identify each
record. When you add a record, the
value of the PriorityId parameter for
the new record must be different from
the value of the PriorityId parameter of
any existing record. When you modify
or delete a record, you must also
modify or delete the value of the
PriorityId parameter for this record.

HbaItem.N.Addre
ss

String Yes 0.0.0.0/0

The IP addresses from which the
specified users can access the
specified databases. If you set this
parameter to 0.0.0.0/0, the specified
users are allowed to access the
specified databases from all IP
addresses.

HbaItem.N.User String Yes ldapuser

The user who is allowed to access the
specified databases. You must specify
the user that is used to log on to the
RDS instance. If you specify multiple
users, separate the usernames with
commas (,).

HbaItem.N.Metho
d

String Yes ldap

The authentication method. Valid
values:

t rustt rust

rejectreject

scram-sha-256scram-sha-256

md5md5

passwordpassword

gssgss

sspisspi

ldapldap

radiusradius

certcert

pampam

Parameter Type Required Example Description
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HbaItem.N.Option String No

ldapserver=Privat
e IP address of
the ECS instance
ldapbasedn="CN
=Users,DC=pgsql
domain,DC=net"
ldapbinddn="CN=
Username of the
administrator
user of the AD
domain
controller,CN=Us
ers,DC=pgsqldo
main,DC=net"
ldapbindpasswd
="Password of
the administrator
user of the AD
domain
controller"
ldapsearchattribu
te="sAMAccount
Name"

Optional. The value of this parameter
varies based on the value of the
HbaItem.N.Method parameter. In this
topic, LDAP is used as an example. You
must specify this parameter. For more
information, see Authentication
Methods.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
458E0781-C46C-
55F5-A0E5-
1DD284B28A3F

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyPGHbaConfig
&DBInstanceId=pgm-bp1lymyn1v3ifjyj
&OpsType=add
&HbaItem.1.Address=0.0.0.0/0
&HbaItem.1.Database=all
&HbaItem.1.Method=ldap
&HbaItem.1.PriorityId=2
&HbaItem.1.Type=host
&HbaItem.1.User=ldapuser
&HbaItem.1.Option=ldapserver=172.16.XX.XX ldapbasedn="CN=Users,DC=pgsqldomain,DC=net" ldapb
inddn="CN=pgadmin,CN=Users,DC=pgsqldomain,DC=net" ldapbindpasswd="test_123456" ldapsearchat
tribute="sAMAccountName"

Descript ion of the sample request
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When you use an HTTPS request, you must encode the URL. 

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<ModifyPGHbaConfigResponse>
    <RequestId>458E0781-C46C-55F5-A0E5-1DD284B28A3F</RequestId>
</ModifyPGHbaConfigResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "458E0781-C46C-55F5-A0E5-1DD284B28A3F"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
MinorVersionNotSup
port

The current database minor
version does not support the
operation.

The error message returned
because the operation is not
supported by the minor engine
version that is run by the
instance.

400
InvalidDBInstanceNa
me.NotFound

The specified DB instance name
does not exist.

The error message returned
because the name of the
instance cannot be found.

400
IncorrectDBInstance
Type

Current DB instance type does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

403
IncorrectDBInstanceS
tate

Current DB instance state does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

404
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

For a list  of error codes, visit  the API Error Center.

14.10. Query the configuration of the14.10. Query the configuration of the
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You can call the DescribePGHbaConfig operation to query the configuration of the pg_hba.conf file of
an ApsaraDB RDS for PostgreSQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String No
DescribePGHbaCo
nfig

The operation that you want to
perform. Set the value to
DescribePGHbaConf igDescribePGHbaConf ig.

ClientToken String No 1
This parameter is reserved. You do not
need to specify this parameter.

DBInstanceId String Yes
pgm-
bp1lymyn1v3i****

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

Response parametersResponse parameters

Parameter Type Example Description

HbaModifyT ime String
2021-11-
25T06:00:40Z

The time when the previous modification
was made to the pg_hba.conf file.

ModifyStatusRe
ason

String
The specified users
(testuser) is not
exist.

The reason why the previous modification
was made to the pg_hba.conf file.

RequestId String
A147A124-A147-
5CCF-9609-
B73C028848DF

The ID of the request.

14.10. Query the configuration of the14.10. Query the configuration of the
pg_hba.conf file of an ApsaraDB RDSpg_hba.conf file of an ApsaraDB RDS
for PostgreSQL instancefor PostgreSQL instance
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LastModifyStat
us

String success

The status of the previous modification to
the pg_hba.conf file.

Valid values:

successsuccess : The modification is successful.

set t ingset t ing: The modification is being
applied.

f ailedf ailed: The modification failed.

DefaultHbaItem
s

Array of
HbaItem

An array that consists of the default
configuration items in the pg_hba.conf file.

HbaItem

Type String host
The type of connection to the instance. The
value is fixed as host.

Mask String null
The mask of the instance. The value is fixed
as none.

Database String all
The names of the databases that the
specified users are allowed to access. The
value is fixed as all or replication.

PriorityId Integer 0
The priority of the AD domain controller in
the pg_hba.conf file. This value is
automatically generated.

Address String 0.0.0.0/0
The IP addresses from which the specified
users can access the specified databases.
The value is fixed as 0.0.0.0/0.

Option String null
The value of this parameter is based on the
value of the METHOD parameter. The value is
fixed as none.

Method String md5
The authentication method of Lightweight
Directory Access Protocol (LDAP). The value
is fixed as md5.

User String all
The user that is allowed to access the
instance. The value is fixed as all.

Parameter Type Example Description
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RunningHbaIte
ms

Array of
HbaItem

An array that consists of the current
configuration items in the pg_hba.conf file.

HbaItem

Type String host

The type of connection to the instance.

hosthost : specifies to verify TCP/IP
connections, including SSL connections
and non-SSL connections.

host sslhost ssl: specifies to verify only TCP/IP
connections that are established over SSL
connections.

host nosslhost nossl: specifies to verify only TCP/IP
connections that are established over
non-SSL connections.

Mask String null The mask of the instance.

Database String all
The names of the databases that the
specified users are allowed to access.

PriorityId Integer 3 The priority of the configuration item.

Address String 0.0.0.0/0
The IP addresses from which the specified
users can access the specified databases.

Option String null

The value of this parameter is based on the
value of the METHOD parameter. If this
parameter is not required, leave this
parameter empty.

Method String md5 The the authentication method of LDAP.

User String all
The user that is allowed to access the
instance.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribePGHbaConfig
&DBInstanceId=pgm-bp1lymyn1v3i****
&<Common request parameters>
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Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribePGHbaConfigResponse>
    <HbaModifyTime>2021-11-25T06:00:40Z</HbaModifyTime>
    <ModifyStatusReason/>
    <RequestId>A147A124-A147-5CCF-9609-B73C028848DF</RequestId>
    <LastModifyStatus>success</LastModifyStatus>
    <DefaultHbaItems>
        <Type>host</Type>
        <Database>all</Database>
        <PriorityId>0</PriorityId>
        <Address>0.0.0.0/0</Address>
        <Method>md5</Method>
        <User>all</User>
    </DefaultHbaItems>
    <RunningHbaItems>
        <Type>host</Type>
        <Database>all</Database>
        <PriorityId>3</PriorityId>
        <Address>0.0.0.0/0</Address>
        <Method>md5</Method>
        <User>all</User>
    </RunningHbaItems>
</DescribePGHbaConfigResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "HbaModifyTime" : "2021-11-25T06:00:40Z",
  "ModifyStatusReason" : "",
  "RequestId" : "A147A124-A147-5CCF-9609-B73C028848DF",
  "LastModifyStatus" : "success",
  "DefaultHbaItems" : {
    "Type" : "host",
    "Database" : "all",
    "PriorityId" : 0,
    "Address" : "0.0.0.0/0",
    "Method" : "md5",
    "User" : "all"
  },
  "RunningHbaItems" : {
    "Type" : "host",
    "Database" : "all",
    "PriorityId" : 3,
    "Address" : "0.0.0.0/0",
    "Method" : "md5",
    "User" : "all"
  }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeModifyPGHbaConfigLog operation to query the modificat ion history of the
pg_hba.conf file of an ApsaraDB RDS for PostgreSQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

14.11. Query the modification history14.11. Query the modification history
of the pg_hba.conf file of anof the pg_hba.conf file of an
ApsaraDB RDS for PostgreSQLApsaraDB RDS for PostgreSQL
instanceinstance
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Action String No
DescribeModifyPG
HbaConfigLog

The operation that you want to
perform. Set the value to
DescribeModif yPGHbaConf igLogDescribeModif yPGHbaConf igLog.

ClientToken String No 1
This parameter is reserved. You do not
need to specify this parameter.

DBInstanceId String Yes
pgm-
bp1lymyn1v3i****

You can call the DescribeDBInstances
operation to query the IDs of instances.

StartT ime String No
2021-11-
25T05:00:40Z

The beginning of the t ime range to
query. Specify the t ime in the yyyy-MM-
ddTHH:mmZ format. The time must be
in UTC.

EndTime String No
2021-11-
25T06:00:40Z

The end of the t ime range to query.
Specify the t ime in the yyyy-MM-
ddTHH:mmZ format. The time must be
in UTC.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String
pgm-
bp1lymyn1v3i****

The ID of the instance.

RequestId String
6D797E6B-E157-
510C-A27F-
6F9E6DA40633

The ID of the request.

LogItemCount Integer 1 The number of modification records.

HbaLogItems
Array of
HbaLogItem

An array that consists of the modifications
to the pg_hba.conf file.

HbaLogItem

ModifyStatus String success

The status of the modification.

successsuccess : The modification is successful.

f ailedf ailed: The modification failed.

set t ingset t ing: The modification is being
applied.
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StatusReason String null The reason why the modification failed.

ModifyT ime String
2021-11-
25T06:00:40Z

The time when the modification was made
to the pg_hba.conf file.

BeforeHbaItem
s

Array of
HbaItem

The configuration of the pg_hba.conf file
before the modification was made.

HbaItem

Type String host The type of connection to the instance.

Mask String null The mask of the instance.

Database String all
The names of the databases that the
specified users are allowed to access.

PriorityId Integer 0
The priority of the AD domain controller in
the pg_hba.conf file.

Address String 0.0.0.0/0
The IP addresses from which the specified
users can access the specified databases.

Option String null
The value of this parameter is based on the
value of the METHOD parameter.

Method String md5
The the authentication method of
Lightweight Directory Access Protocol
(LDAP).

User String all
The user that is allowed to access the
instance.

AfterHbaItems
Array of
HbaItem

The configuration of the pg_hba.conf file
after the modification was made.

HbaItem

Type String host The type of connection to the instance.

Parameter Type Example Description
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Mask String null The mask of the instance.

Database String all
The names of the databases that the
specified users are allowed to access.

PriorityId Integer 0 The priority of the modification item.

Address String 0.0.0.0/0
The IP addresses from which the specified
users can access the specified databases.

Option String

ldapserver=The
private IP address of
the ECS
instance="CN=Users,
DC=pgsqldomain,DC
=net"
ldapbinddn="CN=Th
e username of the
administrator user
of the AD domain
controller,
CN=Users,DC=pgsql
domain,DC=net"
ldapbindpasswd="T
he password of the
administrator user
of the AD domain
controller"
ldapsearchattribute
="sAMAccountName
"

The value of this parameter is based on the
value of the METHOD parameter.

Method String ldap The the authentication method of LDAP.

User String ldapuser
The user that is allowed to access the
instance.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeModifyPGHbaConfigLog
&DBInstanceId=pgm-bp1lymyn1v3i****
&StartTime=2021-11-25T05:00:40Z
&EndTime=2021-11-25T06:00:40Z
&<Common request parameters>
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Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeModifyPGHbaConfigLogResponse>
    <DBInstanceId>pgm-bp1lymyn1v3i****</DBInstanceId>
    <RequestId>6D797E6B-E157-510C-A27F-6F9E6DA40633</RequestId>
    <LogItemCount>1</LogItemCount>
    <HbaLogItems>
        <ModifyStatus>success</ModifyStatus>
        <StatusReason/>
        <ModifyTime>2021-11-25T06:00:40Z</ModifyTime>
        <BeforeHbaItems>
            <Type>host</Type>
            <Database>all</Database>
            <PriorityId>0</PriorityId>
            <Address>0.0.0.0/0</Address>
            <Method>md5</Method>
            <User>all</User>
        </BeforeHbaItems>
        <AfterHbaItems>
            <Type>host</Type>
            <Database>all</Database>
            <PriorityId>0</PriorityId>
            <Address>0.0.0.0/0</Address>
            <Option>ldapserver=The private IP address of the ECS instance ldapbasedn="CN=Us
ers,DC=pgsqldomain,DC=net" ldapbinddn="CN=The username of the administrator user of the AD 
domain controller, CN=Users,DC=pgsqldomain,DC=net" ldapbindpasswd="The password of the admi
nistrator user of the AD domain controller" ldapsearchattribute="sAMAccountName"</Option>
            <Method>ldap</Method>
            <User>ldapuser</User>
        </AfterHbaItems>
    </HbaLogItems>
</DescribeModifyPGHbaConfigLogResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "DBInstanceId" : "pgm-bp1lymyn1v3i****",
  "RequestId" : "6D797E6B-E157-510C-A27F-6F9E6DA40633",
  "LogItemCount" : 1,
  "HbaLogItems" : {
    "ModifyStatus" : "success",
    "StatusReason" : "",
    "ModifyTime" : "2021-11-25T06:00:40Z",
    "BeforeHbaItems" : {
      "Type" : "host",
      "Database" : "all",
      "PriorityId" : 0,
      "Address" : "0.0.0.0/0",
      "Method" : "md5",
      "User" : "all"
    },
    "AfterHbaItems" : {
      "Type" : "host",
      "Database" : "all",
      "PriorityId" : 0,
      "Address" : "0.0.0.0/0",
      "Option" : "ldapserver=The private IP address of the ECS instance ldapbasedn=\"CN=Use
rs,DC=pgsqldomain,DC=net\" ldapbinddn=\"CN=The username of the administrator user of the AD
domain controller, CN=Users,DC=pgsqldomain,DC=net\" ldapbindpasswd=\" The password of the a
dministrator user of the AD domain controller\" ldapsearchattribute=\"sAMAccountName\",
      "Method" : "ldap",
      "User" : "ldapuser"
    }
  }
}

Error codesError codes

Http
status
code

Error code Error message Description

400
InvalidStartT ime.For
mat

Specified start t ime is not valid.
The error message returned
because the specified start t ime
is invalid.

400
InvalidEndTime.Form
at

Specified end time is not valid.

The error message returned
because the specified end time
is invalid. Check and enter a valid
value.

For a list  of error codes, visit  the API Error Center.

14.12. Account permission14.12. Account permission

API Reference··Account  managemen
t

ApsaraDB for RDS

316 > Document  Version: 20220713

https://error-center.alibabacloud.com/status/product/Rds


Grants an account the permissions on a database of an ApsaraDB for RDS instance.

Each account can be granted permissions on one or more databases. Before you call this operation,
make sure that the instance is in the Running state.

Not e Not e If  the instance is running SQL Server 2017 and the Cluster Edit ion, PostgreSQL based on
local SSDs, this operation is not supported.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
GrantAccountPrivi
lege

The operation that you want to
perform. Set the value to
Grant Account PrivilegeGrant Account Privilege.

AccountName String Yes test1 The name of the account.

14.12.1. Grant permissions to account14.12.1. Grant permissions to account

ApsaraDB for RDS API Reference··Account  managemen
t

> Document  Version: 20220713 317

https://api.aliyun.com/#product=Rds&api=GrantAccountPrivilege&type=RPC&version=2014-08-15


AccountPrivilege String Yes ReadWrite

The permissions that you want to
grant to the account. Valid values:

ReadWrit eReadWrit e

ReadOnlyReadOnly

DDLOnlyDDLOnly

DMLOnlyDMLOnly

DBOwnerDBOwner

Not eNot e

If the instance is running
MySQL or MariaDB, you can
set this parameter to
ReadWrit eReadWrit e, ReadOnlyReadOnly,
DDLOnlyDDLOnly, or DMLOnlyDMLOnly.

If the instance is running
SQL Server, you can set
this parameter to
ReadWrit eReadWrit e, ReadOnlyReadOnly, or
DBOwnerDBOwner.

If the instance is running
PostgreSQL based on
standard or enhanced
SSDs, you can set this
parameter only to
DBOwnerDBOwner.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

DBName String Yes testDB
The name of the database on which
you want to grant permissions.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
81BC9559-7B22-
4B7F-B705-
5F56DEECDEA7

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/? Action=GrantAccountPrivilege
&DBInstanceId=rm-uf6wjk5xxxxxxx
&AccountName=test1
&DBName=test
&AccountPrivilege=ReadWrite
&<Common request parameters>

Sample success responses

 XML  format

<GrantAccountPrivilegeResponse>
      <RequestId>81BC9559-7B22-4B7F-B705-5F56DEECDEA7</RequestId>
</GrantAccountPrivilegeResponse>

 JSON  format

{
       "RequestId":"81BC9559-7B22-4B7F-B705-5F56DEECDEA7"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the GrantOperatorPermission operation to grant permissions to the service account of an
ApsaraDB RDS instance.

When you seek help from Alibaba Cloud technical support  to troubleshoot instance exceptions, you
need to grant permissions to the service account of your instance. The service account is used by
Alibaba Cloud technical support  to perform operations on the databases of your instance.

This operation is available only when your instance runs one of the following database engines:

MySQL

SQL Server

PostgreSQL

For more information, see Grant permissions to the service account of an ApsaraDB RDS for MySQL
instance, Grant permissions to the service account of an ApsaraDB RDS for SQL Server instance, and
Grant permissions to the service account of an ApsaraDB RDS for PostgreSQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

14.12.2. Grant permissions to a service account14.12.2. Grant permissions to a service account

ApsaraDB for RDS API Reference··Account  managemen
t

> Document  Version: 20220713 319

https://error-center.alibabacloud.com/status/product/Rds
file:///home/admin/dita-files/output/31702202/task19043353/~~96102~~
file:///home/admin/dita-files/output/31702202/task19043353/~~95693~~
file:///home/admin/dita-files/output/31702202/task19043353/~~146887~~
https://api.aliyun.com/#product=Rds&api=GrantOperatorPermission&type=RPC&version=2014-08-15


Parameter Type Required Example Description

Action String Yes
GrantOperatorPer
mission

The operation that you want to
perform. Set the value to
GrantOperatorPermission.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

ExpiredTime String Yes
2019-03-
27T16:00:00Z

The time when the permissions of the
service account expire. Specify the t ime
in the ISO 8601 standard in the yyyy-
MM-ddTHH:mm:ssZ format. The time
must be in UTC.

Privileges String Yes Control

The permissions that you want to
grant to the service account. Valid
values:

Cont rolCont rol: the configuration
permissions, which allow you to
view and modify the configuration
of the instance.

Dat aDat a: the data permissions, which
allow you to view the schemas,
indexes, and SQL statements of the
instance.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
842B73C8-5776-
4BD9-9872-
69C8C46DD7D3

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=GrantOperatorPermission
&DBInstanceId=rm-uf6wjk5xxxxxxx
&ExpiredTime=2019-03-27T16:00:00Z
&Privileges=Control
&<Common request parameters>

Sample success responses

 XML  format
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<GrantOperatorPermissionResponse>
      <RequestId>842B73C8-5776-4BD9-9872-69C8C46DD7D3</RequestId>
</GrantOperatorPermissionResponse>

 JSON  format

{
    "RequestId":"842B73C8-5776-4BD9-9872-69C8C46DD7D3"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the RevokeOperatorPermission operation to revoke permissions from the service account of
an ApsaraDB RDS instance.

After Alibaba Cloud technical support  resolves the issues on your instance, you can revoke permissions
from the service account of your instance.

This operation is available only when your instance runs one of the following database engines:

MySQL

SQL Server

PostgreSQL

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
RevokeOperatorP
ermission

The operation that you want to
perform. Set the value to
RevokeOperat orPermissionRevokeOperat orPermission.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Response parametersResponse parameters

14.12.3. Revoke permissions from a service14.12.3. Revoke permissions from a service
accountaccount
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Parameter Type Example Description

RequestId String
842B73C8-5776-
4BD9-9872-
69C8C46DD7D3

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=RevokeOperatorPermission
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<RevokeOperatorPermissionResponse>
      <RequestId>842B73C8-5776-4BD9-9872-69C8C46DD7D3</RequestId>
</RevokeOperatorPermissionResponse>

 JSON  format

{
    "RequestId":"842B73C8-5776-4BD9-9872-69C8C46DD7D3"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Revokes database access permissions of an account.

Before you call this operation, make sure that the following requirements are met:

The ApsaraDB for RDS instance is in the running state.

The database is in the running state.

Not eNot e

The permissions that can be revoked include SELECT, INSERT, UPDATE, DELETE, CREATE, DROP,
REFERENCES, INDEX, ALTER, CREATE TEMPORARY TABLES, LOCK TABLES, EXECUTE, CREATE
VIEW, SHOW VIEW, CREATE ROUTINE, ALTER ROUTINE, EVENT, and TRIGGER.

If  the instance runs SQL Server 2017 EE and PostgreSQL, this operation is not supported.

14.12.4. Revoke database access permissions of14.12.4. Revoke database access permissions of
an accountan account
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DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
RevokeAccountPri
vilege

The operation that you want to
perform. Set the value to
RevokeAccount PrivilegeRevokeAccount Privilege.

AccountName String Yes test1 The name of the account.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

DBName String Yes testDB

The name of the database. You can
revoke all permissions of the account
on this database. Separate multiple
databases with commas (,).

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
E22099CA-A61E-
4992-A0B7-
CE82DC175626

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=RevokeAccountPrivilege
&DBInstanceId=rm-uf6wjk5xxxxxxx
&AccountName=test1
&DBName=testDB
&<Common request parameters>

Sample success responses

 XML  format

<RevokeAccountPrivilegeResponse>
      <RequestId>E22099CA-A61E-4992-A0B7-CE82DC175626</RequestId>
</RevokeAccountPrivilegeResponse>
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 JSON  format

{
       "RequestId":"E22099CA-A61E-4992-A0B7-CE82DC175626"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Resets permissions of the privileged account.

Not e Not e This operation is not applicable to instances that run SQL Server 2008 R2, which do not
have a privileged account.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes ResetAccount
The operation that you want to
perform. Set the value to
Reset AccountReset Account .

AccountName String Yes test1 The name of the privileged account.

14.12.5. Reset permissions of the privileged14.12.5. Reset permissions of the privileged
accountaccount
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AccountPassword String Yes Test123456

The new password of the privileged
account.

Not eNot e

The password must be 8
to 32 characters in length.

The password must
contain at least three of
the following character
types: uppercase letters,
lowercase letters, digits,
and special characters.

Special characters include:
!@#$&amp;%^*()_+-=

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
81BC9559-7B22-
4B7F-B705-
5F56DEECDEA7

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ResetAccount
&AccountName=test1
&AccountPassword=Test123456
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<ResetAccountResponse>
      <RequestId>81BC9559-7B22-4B7F-B705-5F56DEECDEA7</RequestId>
</ResetAccountResponse>

 JSON  format
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{
       "RequestId":"81BC9559-7B22-4B7F-B705-5F56DEECDEA7"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the CreateDatabase operation to create a database on an ApsaraDB RDS instance.

If  you want to perform data management tasks, such as data change and schema design, use Data
Management (DMS). For more information, see List  of operations by function.

Before you call this operation, make sure that the following requirements are met:

The instance must be in the Running state.

The number of databases on the instance cannot exceed the upper limit . You can call the
DescribeDBInstanceAttribute operation to query the upper limit .

The instance cannot be a read-only instance.

Not e Not e This operation is not supported for instances that run PostgreSQL (with local SSDs),
or SQL Server 2017 EE. To create a database on such an instance, you can execute the CREATE
DATABASE statement.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes CreateDatabase
The operation that you want to
perform. Set the value to
Creat eDat abaseCreat eDat abase.

15.Database management15.Database management
15.1. Create database15.1. Create database
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CharacterSetNam
e

String Yes gbk

The character set that you want to use
for the database. Valid values:

MySQL or MariaDB: ut f 8, gbk,ut f 8, gbk,
lat in1, and ut f 8mb4lat in1, and ut f 8mb4

SQL Server: Chinese_PRC_CI_AS,Chinese_PRC_CI_AS,
Chinese_PRC_CS_AS,Chinese_PRC_CS_AS,
SQL_Lat in1_General_CP1_CI_AS,SQL_Lat in1_General_CP1_CI_AS,
SQL_Lat in1_General_CP1_CS_AS,SQL_Lat in1_General_CP1_CS_AS,
and Chinese_PRC_BINand Chinese_PRC_BIN

PostgreSQL: KOI8U, UT F8,KOI8U, UT F8,
WIN866, WIN874, WIN1250,WIN866, WIN874, WIN1250,
WIN1251, WIN1252, WIN1253,WIN1251, WIN1252, WIN1253,
WIN1254, WIN1255, WIN1256,WIN1254, WIN1255, WIN1256,
WIN1257, WIN1258, EUC_CN,WIN1257, WIN1258, EUC_CN,
EUC_KR, EUC_T W, EUC_JP,EUC_KR, EUC_T W, EUC_JP,
EUC_JIS_2004, KOI8R,EUC_JIS_2004, KOI8R,
MULE_INT ERNAL, LAT IN1, LAT IN2,MULE_INT ERNAL, LAT IN1, LAT IN2,
LAT IN3, LAT IN4, LAT IN5, LAT IN6,LAT IN3, LAT IN4, LAT IN5, LAT IN6,
LAT IN7, LAT IN8, LAT IN9,LAT IN7, LAT IN8, LAT IN9,
LAT IN10, ISO_8859_5,LAT IN10, ISO_8859_5,
ISO_8859_6, ISO_8859_7,ISO_8859_6, ISO_8859_7,
ISO_8859_8, and SQL_ASCIIISO_8859_8, and SQL_ASCII

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

DBName String Yes rds_mysql

The name of the database.

Not eNot e

The name must be 2 to 64
characters in length.

The name must start with
a lowercase letter and end
with a lowercase letter or
digit.

The name can contain
lowercase letters, digits,
underscores (_), and
hyphens (-).

The name must be unique
on the instance.

The name cannot contain
invalid characters. For
more information, see
Forbidden keywords table.

Parameter Type Required Example Description
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DBDescription String No testdatabase

The description of the database. The
description must be 2 to 256
characters in length. The description
must start with a letter and can
contain letters, digits, underscores (_),
and hyphens (-).

Not e Not e The description
cannot start with http:// or
https://.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
5A77D650-27A1-
4E08-AD9E-
59008EDB6927

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CreateDatabase
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&DBName=rds_mysql
&CharacterSetName=gbk
&<Common request parameters>

Sample success responses

 XML  format

<CreateDatabaseResponse>
    <RequestId>5A77D650-27A1-4E08-AD9E-59008EDB6927</RequestId>
</CreateDatabaseResponse>

 JSON  format

{
    "RequestID":"5A77D650-27A1-4E08-AD9E-59008EDB6927"
  }

Error codesError codes
For a list  of error codes, visit  the API Error Center.

15.2. Delete database15.2. Delete database
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You can call this operation to delete a database under an instance.

This operation must meet the following requirements:

The instance is in the running state.

The instance is a master instance.

The database engine is MySQL, SQL Server, or MariaDB.

Not e Not e This operation is not applicable to ApsaraDB RDS for PostgreSQL. You can run the
 DROP DATABASE  SQL statement to delete databases.

DebuggingDebugging
You can use OpenAPI Explorer to perform debugging. OpenAPI Explorer allows you to perform various
operations to simplify API usage. For example, you can retrieve APIs, call APIs, and dynamically generate
SDK example code.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DeleteDatabase
The operation that you want to
perform. Set this parameter to
DeleteDatabase.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

DBName String Yes testdb01 The name of the database.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
07F6177E-6DE4-
408A-BB4F-
0723301340F3

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DeleteDatabase
&DBInstanceId=rm-uf6wjk5xxxxxxx 
&DBName=testdb01
&<Common request parameters>

15.2. Delete database15.2. Delete database
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Successful response examples

 XML  format

<DeleteDatabaseResponse>
   <RequestId>07F6177E-6DE4-408A-BB4F-0723301340F3</RequestId></DeleteDatabaseResponse>

 JSON  format

{
 "RequestId":"07F6177E-6DE4-408A-BB4F-0723301340F3"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Modifies the database descript ion.

Not e Not e This operation is not applicable to ApsaraDB for RDS instances that run PostgreSQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBDescript
ion

The operation that you want to
perform. Set the value to
Modif yDBDescript ionModif yDBDescript ion.

DBDescription String Yes Test database A The description of the database.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

DBName String Yes testDB01 The name of the database.

Response parametersResponse parameters

15.3. Modify the database description15.3. Modify the database description
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Parameter Type Example Description

RequestId String
17F57FEE-EA4F-
4337-8D2E-
9C23CAA63D74

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyDBDescription
&DBDescription=Test database A
&DBInstanceId=rm-uf6wjk5xxxxxxx
&DBName=testDB01
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBDescriptionResponse>
      <RequestId> 17F57FEE-EA4F-4337-8D2E-9C23CAA63D74</RequestId>
</ModifyDBDescriptionResponse>

 JSON  format

{
  "RequestId": " 17F57FEE-EA4F-4337-8D2E-9C23CAA63D74"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call this operation to copy databases from one instance to another.

This operation can also be used to restore data from a backup set or to a point in t ime. In this case, the
destination RDS instance is an exist ing instance.

This operation must meet the following requirements:

The source and dest ination instances belong to the same account.

The versions of the source and dest ination instances are the same.

The source and dest ination instances are in the same region and can belong to different zones. The
network types must be the same.

The source and dest ination instances do not have databases whose names are the same.

The available storage space of the dest ination instance is larger than the size of the databases to
be copied.

15.4. Copy database15.4. Copy database
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Not e Not e This operation is applicable only to ApsaraDB RDS for SQL Server 2012 or 2016.

DebuggingDebugging
You can use API Explorer to perform debugging. API Explorer allows you to perform various operations
to simplify API usage. For example, you can retrieve APIs, call APIs, and dynamically generate SDK
example code.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CopyDatabaseBet
weenInstances

The operation that you want to
perform. Set the value to
CopyDat abaseBet weenInst ancesCopyDat abaseBet weenInst ances .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the source instance.

TargetDBInstance
Id

String Yes
rm-
ut5ajk3xxxxxxx

The ID of the destination instance,
which must differ from the ID of the
source instance.

DbNames String Yes {"test1":"test2"}

The list  of database names. Format:
{"source instance database
name":"destination instance database
name"}.

BackupId String No 1065238746521

The ID of the backup set on the source
instance. When you copy databases
based on the backup set, you can call
DescribeBackups to obtain the backup
set ID.

RestoreT ime String No
2011-06-
11T16:00:00Z

The time when the system copies the
database. You can select any t ime
within the backup retention period.
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SyncUserPrivilege String No NO

Indicates whether to copy users and
permissions.

YESYES: Copy users and permissions. If
the destination instance has a user
whose name is the same as that in
the source instance, the user will
have both its current permissions
and permissions of the user in the
source instance after you copy user
permissions.

NONO: Do not copy users and
permissions.

Default value: NONO.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String
rm-
uf6wjk5xxxxxxxxxx

The ID of the instance.

RequestId String
803D11AF-C370-
465B-AB46-
CB3A642DC303

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CopyDatabaseBetweenInstances
&DBInstanceId=rm-uf6wjk5xxxxxxx
&TargetDBInstanceId=rm-ut5ajk3xxxxxxx
&DbNames={"test1":"test2"}
&<Common request parameters>

Successful response examples

 XML  format

<CopyDatabaseBetweenInstancesResponse>
  <RequestId>803D11AF-C370-465B-AB46-CB3A642DC303</RequestId> 
</CopyDatabaseBetweenInstancesResponse>

 JSON  format

{
 "RequestId":"803D11AF-C370-465B-AB46-CB3A642DC303"
}
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Error codesError codes

HTTP
status
code

Error code Error message Description

403
StorageLimitExceed
ed

Exceeding the allowed Storage
of DB instance.

The error message returned
when the disk space of the
instance is smaller than the size
of the databases to be copied.

View error codes

You can call the DescribeDatabases operation to query information about the databases of an
ApsaraDB for RDS instance.

Not e Not e If  the request  parameters are incorrectly specified, the response is null.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDatabas
es

The operation that you want to
perform. Set the value to
DescribeDat abasesDescribeDat abases .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

DBName String No testDB01
The names of the databases whose
information you want to query.

DBStatus String No Creating

The status of the databases whose
information you want to query. Valid
values:

Creat ingCreat ing

RunningRunning

Delet ingDelet ing

15.5. Query databases15.5. Query databases
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PageSize Integer No 30

The number of entries to return on
each page. Valid values:

3030

5050

100100

Default value: 30.

PageNumber Integer No 1

The number of the page to return.
Pages start from page 1.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Databases
Array of
Database

An array that consists of information about
databases.

Database

DBName String testDB01 The name of the database.

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance to which the database
belongs.

Engine String MySQL
The database engine of the instance to
which the database belongs.

DBStatus String Creating

The status of the database. Valid values:

Creat ingCreat ing

RunningRunning

Delet ingDelet ing

CharacterSetNa
me

String utf8
The character set that is used by the
database.

DBDescription String testdatabase The description of the database.
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Accounts
Array of
AccountPrivileg
eInfo

An array that consists of information about
accounts. These accounts have specific
permissions on the database.

AccountPrivileg
eInfo

Account String test
The name of the account that has
permissions on the database.

AccountPrivileg
e

String DMLOnly

The permissions that the account has on the
database. Valid values:

ReadWrit eReadWrit e: The account has the
read/write permissions on the database.

ReadOnlyReadOnly: The account has the read-only
permissions on the database.

DMLOnlyDMLOnly: The account has the DML-only
permissions on the database.

DDLOnlyDDLOnly: The account has the DDL-only
permissions on the database.

AccountPrivileg
eDetail

String SELECT
The permissions that the account has on the
database.

RequestId String
2603CA96-B17D-
4903-BC04-
61A2C829CD94

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeDatabases
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeDatabasesResponse>
      <RequestId>2603CA96-B17D-4903-BC04-61A2C829CD94</RequestId>
      <Databases>
            <Database>
                  <Engine>MySQL</Engine>
                  <CharacterSetName>utf8</CharacterSetName>
                  <DBStatus>Creating</DBStatus>
                  <DBDescription></DBDescription>
                  <DBInstanceId>rdsaiiabnaiiabn</DBInstanceId>
                  <Accounts></Accounts>
                  <DBName>testdb</DBName>
            </Database>
            <Database>
                  <Engine>MySQL</Engine>
                  <CharacterSetName>gbk</CharacterSetName>
                  <DBStatus>Creating</DBStatus>
                  <DBDescription></DBDescription>
                  <DBInstanceId>rdsaiiabnaiiabn</DBInstanceId>
                  <Accounts></Accounts>
                  <DBName>testdb2</DBName>
            </Database>
      </Databases></DescribeDatabasesResponse>

 JSON  format
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{
    "RequestId": "2603CA96-B17D-4903-BC04-61A2C829CD94",
    "Databases": {
        "Database": [
            {
                "Engine": "MySQL",
                "CharacterSetName": "utf8",
                "DBStatus": "Creating",
                "DBDescription": "",
                "DBInstanceId": "rdsaiiabnaiiabn",
                "Accounts": {
                    " AccountPrivilegeInfo": []
                },
                "DBName": "testdb"
            },
            {
                "Engine": "MySQL",
                "CharacterSetName": "gbk",
                "DBStatus": "Creating",
                "DBDescription": "",
                "DBInstanceId": "rdsaiiabnaiiabn",
                "Accounts": {
                    " AccountPrivilegeInfo": []
                },
                "DBName": "testdb2"
            }
        ]
    }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the CheckDBNameAvailable operation to check whether a database name is duplicate and
conforms to the naming conventions on an ApsaraDB RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

15.6. Query database name15.6. Query database name
availabilityavailability
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Action String Yes
CheckDBNameAva
ilable

The operation that you want to
perform. Set the value to
CheckDBNameAvailableCheckDBNameAvailable.

DBInstanceId String Yes rm-t4n3axxxxx The ID of the instance.

DBName String Yes test1 The database name to query.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can contain only ASCII characters
and cannot exceed 64 characters in
length.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
6EF82B07-28D2-
48D1-B5D6-
7E78FED277C7

The ID of the request.

Not e Not e If this operation returns
only the ID of the request, the database
name can be used. Otherwise, an error
message is returned to indicate that the
database name is duplicate or does not
conform to the naming conventions.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CheckDBNameAvailable
&DBInstanceId=rm-t4n3axxxxx
&DBName=test1
&<Common request parameters>

Sample success responses

 XML  format
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<CheckDBNameAvailableResponse>
  <RequestId>6EF82B07-28D2-48D1-B5D6-7E78FED277C7</RequestId>
</CheckDBNameAvailableResponse>

 JSON  format

{"RequestId":"6EF82B07-28D2-48D1-B5D6-7E78FED277C7"}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeCollat ionTimeZones operation to query the character set  collat ions and t ime
zones available for use in ApsaraDB RDS.

Not e Not e This operation is supported only for instances that run SQL Server 2012 or later.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeCollation
TimeZones

The operation that you want to
perform. Set the value to
DescribeCollat ionT imeZonesDescribeCollat ionT imeZones .

Response parametersResponse parameters

Parameter Type Example Description

CollationTimeZ
ones

Array

An array that consists of the character set
collations and time zones that are available
for use in ApsaraDB RDS.

CollationTimeZ
one

15.7. Query character set collations15.7. Query character set collations
and time zonesand time zones
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Description String Kabul
The description of the character set
collations and time zones.

StandardTimeO
ffset

String (UTC+04:30)
The offset of the UTC time. The offset is in
the following format: (UTC+<i>HH:mm</i>).

T imeZone String
Afghanistan
Standard T ime

The time zone that is available for use in
ApsaraDB RDS.

RequestId String
4EAED246-DB18-
4C8D-9EB5-
C319626F2A77

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeCollationTimeZones
&<Common request parameters>

Sample success responses

 XML  format

<DescribeCollationTimeZonesResponse>
   <CollationTimeZones>
      <CollationTimeZone>
         <StandardTimeOffset>(UTC+04:30)</StandardTimeOffset>
         <Description>Kabul</Description>
         <TimeZone>Afghanistan Standard Time</TimeZone>
      </CollationTimeZone>
   </CollationTimeZones>
   <RequestId>4EAED246-DB18-4C8D-9EB5-C319626F2A77</RequestId>
</DescribeCollationTimeZonesResponse>

 JSON  format
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{
    "CollationTimeZones": {
        "CollationTimeZone": [
            {
                "StandardTimeOffset": "(UTC+04:30)",
                "Description": "Kabul",
                "TimeZone": "Afghanistan Standard Time"
            }
        ]
    },
    "RequestId": "4EAED246-DB18-4C8D-9EB5-C319626F2A77"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeCharacterSetName operation to query the character sets that are supported
for an ApsaraDB RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeCharacte
rSetName

The operation that you want to
perform. Set the value to
DescribeCharact erSet NameDescribeCharact erSet Name.

Engine String Yes mysql

The database engine that is run on the
instance. Valid values:

mysqlmysql: MySQL

mssqlmssql: SQL Server

Post greSQLPost greSQL: PostgreSQL

MariaDBMariaDB: MariaDB

RegionId String Yes cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

Response parametersResponse parameters

15.8. Query supported character sets15.8. Query supported character sets
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Parameter Type Example Description

CharacterSetNa
meItems

List
["gbk","utf8","euckr"
,"ascii"]

An array that consists of the character sets
that are supported for the instance.

Engine String mysql
The database engine that is run on the
instance.

RequestId String
1E43AAE0-BEE8-
43DA-860D-
EAF2AA0724DC

The ID of the request.

ExamplesExamples
Sample requests

http(s)://[Endpoint]/?Action=DescribeCharacterSetName
&Engine=mysql
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<RequestId>1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC</RequestId>
<CharacterSetNameItems>
    <CharacterSetName>["gbk","utf8","euckr","ascii"]</CharacterSetName>
</CharacterSetNameItems>
<Engine>mysql</Engine>

 JSON  format

{
    "RequestId": "1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC",
    "CharacterSetNameItems": {
        "CharacterSetName": "[\"gbk\",\"utf8\",\"euckr\",\"ascii\"]"
    },
    "Engine": "mysql"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the CreateReadOnlyDBInstance operation to create a read-only RDS instance for a primary
ApsaraDB RDS instance.

Bef ore you call t his operat ion, t ake not e of  t he f ollowing limit s:Bef ore you call t his operat ion, t ake not e of  t he f ollowing limit s:

The primary instance cannot belong to a dedicated cluster and must run one of the following
database engine versions and RDS edit ions:

MySQL 8.0 on RDS High-availability Edit ion or RDS Enterprise Edit ion.

MySQL 5.7 on RDS High-availability Edit ion or RDS Enterprise Edit ion.

MySQL 5.6.

SQL Server 2017 on RDS Cluster Edit ion.

PostgreSQL 10, PostgreSQL 11, PostgreSQL 12, PostgreSQL 13, or PostgreSQL 14 on RDS High-
availability Edit ion. If  the primary instance runs PostgreSQL 10, it  must use local SSDs and it  must be
a dedicated RDS instance that provides at  least  8 cores and 32 GB of memory.

If  the primary instance runs MySQL, you can create up to 10 read-only instances.

If  the primary instance runs SQL Server, you can create up to seven read-only instances.

If  the primary instance runs PostgreSQL with local SSDs, you can create up to five read-only instances.
If  the primary instance runs PostgreSQL with standard SSDs or enhanced SSDs (ESSDs), you can create
up to 32 read-only instances.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateReadOnlyD
BInstance

The operation that you want to
perform. Set the value to
Creat eReadOnlyDBInst anceCreat eReadOnlyDBInst ance.

ClientToken String No
ETnLKlblzczshOT
UbOC****

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must make sure that the
value is unique among different
requests. The token can only contain
ASCII characters and cannot exceed 64
characters in length.

16.Read-Only Instances16.Read-Only Instances
16.1. Create a read-only instance16.1. Create a read-only instance
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RegionId String Yes cn-hangzhou

The region ID of the read-only instance.
The read-only instance and the primary
instance must reside in the same
region. You can call the
DescribeRegions operation to query the
most recent region list.

ZoneId String Yes cn-hangzhou-b

The zone ID of the read-only instance.
You can call the DescribeRegions
operation to query the most recent
zone list.

DBInstanceId String Yes rm-uf6wjk5**** The ID of the primary RDS instance.

DBInstanceClass String Yes rds.mys2.small

The instance type of the read-only
instance. For more information, see
Read-only ApsaraDB RDS instance
types. We recommend that you specify
an instance type whose specifications
are higher than or equal to the
specifications of the instance type of
the primary instance. If the
specifications of the read-only instance
are lower than the specifications of the
primary instance, the read-only
instance may encounter issues such as
high latency and heavy load.

DBInstanceStorag
e

Integer Yes 20

The storage capacity of the read-only
instance. For more information, see the
St orage spaceSt orage space column in Read-only
instance types. This value must be a
multiple of 5 GB. Unit: GB.

EngineVersion String Yes 5.6

The major engine version of the read-
only instance. The read-only instance
and the primary instance must run the
same major engine version.

If the read-only instance runs MySQL,
set this parameter to 5.65.6, 5.75.7, or
8.08.0.

If the read-only instance runs SQL
Server, set this parameter to
2017_ent  or 2019_ent2017_ent  or 2019_ent .

Parameter Type Required Example Description
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PayType String Yes Postpaid

The billing method of the read-only
instance. Valid values:

Post paidPost paid: pay-as-you-go

PrepaidPrepaid: subscription

DBInstanceDescri
ption

String No
Test read-only
instance

The description of the read-only
instance. The description must be 2 to
256 characters in length and can
contain letters, digits, underscores (_),
and hyphens (-). The description must
start with a letter.

Not e Not e The description
cannot start with http:// or
https://.

InstanceNetwork
Type

String No Classic

The network type of the read-only
instance. Valid values:

VPCVPC

ClassicClassic

Default value: VPC. If you set this
parameter to VPC, you must also
specify the VPCIdVPCId  and VSwit chIdVSwit chId
parameters.

Not e Not e The network type of
the read-only instance can be
different from the network type
of the primary instance.

Parameter Type Required Example Description
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VPCId String No
vpc-
uf6f7l4fg90****

The ID of the virtual private cloud (VPC)
to which the read-only instance
belongs. If you leave the
Inst anceNet workT ypeInst anceNet workT ype parameter
empty or set it  to VPCVPC, you must also
specify this parameter.

Not eNot e

If the primary instance
uses local SSDs, the read-
only instance and the
primary instance can
belong to the same VPC or
different VPCs.

If the primary instance
uses standard SSDs or
ESSDs, the read-only
instance and the primary
instance must belong to
the same VPC.

VSwitchId String No
vsw-
uf6adz52c2p****

The ID of the vSwitch to which the
read-only instance belongs. If you
leave the Inst anceNet workT ypeInst anceNet workT ype
parameter empty or set it  to VPCVPC, you
must also specify this parameter.

PrivateIpAddress String No 172.16.XX.XX

The private IP address of the read-only
instance. The private IP address must
be within the CIDR block that is
supported by the specified vSwitch.
The system automatically assigns a
private IP address to the read-only
instance based on the values of the
VPCIdVPCId  and VSwit chIdVSwit chId  parameters.

ResourceGroupId String No rg-acfmy****
The ID of the resource group to which
the read-only instance belongs.

Parameter Type Required Example Description
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Category String No HighAvailability

The RDS edition of the read-only
instance. Valid values:

BasicBasic: RDS Basic Edition.

HighAvailabilit yHighAvailabilit y: RDS High-
availability Edition. This is the
default value.

AlwaysOnAlwaysOn: RDS Cluster Edition.

Not e Not e If the read-only
instance runs PostgreSQL with
standard SSDs or ESSDs, you must
set this parameter to BasicBasic .

DBInstanceStorag
eType

String No local_ssd

The storage type of the read-only
instance. Valid values:

local_ssdlocal_ssd: local SSDs

cloud_ssdcloud_ssd: standard SSDs

cloud_essdcloud_essd: ESSDs of performance
level 1 (PL1)

cloud_essd2cloud_essd2: ESSDs of PL2

cloud_essd3cloud_essd3: ESSDs of PL3

Not eNot e

If the primary instance runs
MySQL with local SSDs, you
must set this parameter to
local_ssdlocal_ssd. If the primary
instance runs MySQL with
standard SSDs or ESSDs,
you must set this
parameter to cloud_ssd,
cloud_essd, cloud_essd2,
or cloud_essd3.

If the primary instance runs
SQL Server, you must set
this parameter to
cloud_ssd, cloud_essd,
cloud_essd2, or
cloud_essd3.

Parameter Type Required Example Description
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DedicatedHostGr
oupId

String No dhg-4n****

The ID of the dedicated cluster to
which the read-only instance belongs.
This parameter is valid when you
create the read-only instance in a
dedicated cluster.

TargetDedicated
HostIdForMaster

String No i-bp****

The host ID of the primary instance to
which the read-only instance is
attached. This parameter is valid when
you create the read-only instance in a
dedicated cluster.

GdnInstanceNam
e

String No None A reserved parameter.

TddlBizType String No None A reserved parameter.

TddlRegionConfig String No None A reserved parameter.

InstructionSetArc
h

String No None A reserved parameter.

UsedTime String No 1

The subscription period of the read-
only instance. Valid value:

If you set the PeriodPeriod parameter to
YearYear, the value of the UsedT imeUsedT ime
parameter ranges from 11 to 55.

If you set the PeriodPeriod parameter to
Mont hMont h, the value of the UsedT imeUsedT ime
parameter ranges from 11 to 99.

Not e Not e If you set the
PayT ypePayT ype parameter to PrepaidPrepaid,
you must also specify this
parameter.

Period String No Month

The renewal cycle of the read-only
instance. Valid value:

YearYear

Mont hMont h

Parameter Type Required Example Description
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AutoRenew String No true

Specifies whether to enable auto-
renewal for the read-only instance. If
you set the PayType parameter to
Prepaid, you must also specify this
parameter. Valid value:

t ruet rue: enables auto-renewal.

f alsef alse: disables auto-renewal.

Not eNot e

If you set the Period
parameter to Month, the
auto-renewal cycle is one
month.

If you set the Period
parameter to Year, the
auto-renewal cycle is one
year.

DeletionProtectio
n

Boolean No true

Specifies whether to enable the
release protection feature for the
read-only instance. Valid value:

t ruet rue: enables the release protection
feature.

f alsef alse: disables the release
protection feature.

Not e Not e This feature can be
enabled only when you set the
PayT ypePayT ype parameter to Post paidPost paid.

Parameter Type Required Example Description

Response parametersResponse parameters
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Parameter Type Example Description

DBInstanceId String rr-uf6wjk5**** The ID of the read-only instance.

RequestId String
1E43AAE0-BEE8-
43DA-860D-
EAF2AA0724DC

The ID of the request.

Port String 3306
The internal port number that is used to
connect to the read-only instance.

ConnectionStrin
g

String
rr-
****.mysql.rds.aliyun
cs.com

The internal endpoint that is used to connect
to the read-only instance.

OrderId String 10078937**** The ID of the order.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CreateReadOnlyDBInstance
&ClientToken=ETnLKlblzczshOTUbOC****
&RegionId=cn-hangzhou
&ZoneId=cn-hangzhou-b
&DBInstanceId=rm-uf6wjk5****
&DBInstanceClass=rds.mys2.small
&DBInstanceStorage=20
&EngineVersion=5.6
&PayType=Postpaid
&DBInstanceDescription=Test read-only instance
&InstanceNetworkType=Classic
&VPCId=vpc-uf6f7l4fg90****
&VSwitchId=vsw-uf6adz52c2p****
&PrivateIpAddress=172.16.XX.XX
&ResourceGroupId=rg-acfmy****
&Category=HighAvailability
&DBInstanceStorageType=local_ssd
&DedicatedHostGroupId=dhg-4n****
&TargetDedicatedHostIdForMaster=i-bp****
&GdnInstanceName=None
&TddlBizType=None
&TddlRegionConfig=None
&InstructionSetArch=None
&UsedTime=1
&Period=Month
&AutoRenew=true
&DeletionProtection=true
&<Common request parameters>
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Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<CreateReadOnlyDBInstanceResponse>
    <DBInstanceId>rr-uf6wjk5****</DBInstanceId>
    <RequestId>1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC</RequestId>
    <Port>3306</Port>
    <ConnectionString>rr-****.mysql.rds.aliyuncs.com</ConnectionString>
    <OrderId>10078937****</OrderId>
</CreateReadOnlyDBInstanceResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "DBInstanceId" : "rr-uf6wjk5****",
  "RequestId" : "1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC",
  "Port" : 3306,
  "ConnectionString" : "rr-****.mysql.rds.aliyuncs.com",
  "OrderId" : "10078937****"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidEngineVersion.
Malformed

The specified parameter
"EngineVersion" is not valid.

The error message returned
because the specified database
engine version is invalid.

400
InvalidSecurityIPList.
Malformed

The specified parameter
"SecurityIPList" is not valid.

The error message returned
because the IP address whitelist
of the read-only instance is
invalid.

400
InvalidSecurityIPList.
Duplicate

The Security IP address is not in
the available range or occupied.

The error message returned
because the specified IP address
is in use or is not within the valid
range. Specify a valid IP address
and try again.

400 InvalidParameter
The specified parameter
"dbInstanceId" is not valid.

The error message returned
because the specified instance
ID is invalid. Specify a valid
instance ID and try again.
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400 OperationDenied VPC IP is in use, please check.
The error message returned
because the specified VPC IP
address is in use.

400
InvalidZoneId.NotSu
pported

The Specified vpc Zone not
supported.

The error message returned
because the specified zone does
not support the creation of an
instance of the VPC network
type. Specify a different zone
and try again.

400
CDDC.AvailableHosts
NotEnoughInZone

Not enough available hosts are
in the target zone.

The error message returned
because no hosts are available
in the specified zone. Create a
host in the zone and try again.

403
OperationDenied.Pri
maryDBInstanceStat
us

The operation is not permitted
due to status of primary
instance.

The error message returned
because the instance belongs to
a dedicated cluster and is not in
the Running state.

404
IncorrectDBInstanceC
onnType

Current DB instance conn type
does not support this operation.

The error message returned
because this operation is not
supported by the network
connection type of the instance.

500
CannotDecreaseEssd
PerfLevel

cannot decrease cloud essd
performance level.

The error message returned
because the change of the
storage type is not allowed. The
storage type of an instance that
runs SQL Server with standard
SSDs can be changed only to
ESSDs. The storage type of an
instance that runs SQL Server
with local SSDs can be changed
to standard SSDs or ESSDs.

500
InvalidEssdStorageSi
ze

invalid cloud essd storage size.

The error message returned
because the specified instance
type is invalid. Select a valid
instance type and try again.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeReadDBInstanceDelay operation to query the latency of data replicat ion
between a primary ApsaraDB RDS instance and its read-only instance.

Before you call this operation, make sure that the following requirements are met:

16.2. Query data replication latency16.2. Query data replication latency
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The primary instance must run the MySQL or PostgreSQL database engine.

The primary instance must be attached with a read-only instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeReadDBIn
stanceDelay

The operation that you want to
perform. Set the value to
DescribeReadDBInst anceDelayDescribeReadDBInst anceDelay.

DBInstanceId String Yes rm-bpxxxxxxx The ID of the primary instance.

ReadInstanceId String Yes rr-bpxxxxxxx The ID of the read-only instance.

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-bpxxxxxxx The ID of the primary instance.

DelayT ime Integer 0
The latency of data replication between the
primary instance and the read-only instance.

Items Array of Items An array that consists of latency information.

Items

DBInstanceId String rm-bpxxxxxxx The ID of the primary instance.

ReadDBInstance
Names

List
"ReadDBInstanceNa
me": ["rr-bpxxxxx"]

An array that consists of information about
the read-only instance.

Not e Not e This parameter is returned
only when the primary instance runs the
MySQL database engine.
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ReadDelayT ime
s

List
"ReadDelayT ime":
["0"]

An array that consists of latencies.

Not e Not e This parameter is returned
only when the primary instance runs the
MySQL database engine.

ReadonlyInstan
ceDelay

Array of
ReadonlyInstan
ceDelay

An array that consists of information about
the write-ahead log (WAL) latency.

Not e Not e This parameter is returned
only when the primary instance runs the
PostgreSQL database engine.

ReadonlyInstan
ceDelay

FlushLag String 0
The duration that is allowed for the latency
in the persistence of WAL data. Unit:
seconds.

FlushLatency String 0
The data size that is allowed for the latency
in the persistence of WAL data. Unit: MB.

ReadDBInstance
Name

String rr-bpxxxxxxx The ID of the read-only instance.

ReplayLag String 0
The duration that is allowed for the latency
in the playback of WAL data. Unit: seconds.

ReplayLatency String 0
The data size that is allowed for the latency
in the playback of WAL data. Unit: MB.

SendLatency String 0
The data size that is allowed for the latency
in the sending of WAL data. Unit: MB.

WriteLag String 0
The duration that is allowed for the latency
in the write-back of WAL data. Unit:
seconds.

Parameter Type Example Description
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WriteLatency String 0
The data size that is allowed for the latency
in the write-back of WAL data. Unit: MB.

ReadDBInstance
Id

String rr-bpxxxxxxx The ID of the read-only instance.

RequestId String
F1BDDEA8-452D-
450B-AB10-
CD5C5BAFC5DF

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeReadDBInstanceDelay
&RegionId=cn-hangzhou
&DBInstanceId=rm-bpxxxxxxx
&ReadInstanceId=rr-bpxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeReadDBInstanceDelayResponse>
  <RequestId>11152741-D854-4E18-920E-64E75D484D57</RequestId>
  <DBInstanceId>rm-bpxxxxx</DBInstanceId>
  <Items>
        <Items>
              <ReadDBInstanceNames>
                    <ReadDBInstanceName>rr-bpxxxxx</ReadDBInstanceName>
              </ReadDBInstanceNames>
              <ReadDelayTimes>
                    <ReadDelayTime>0</ReadDelayTime>
              </ReadDelayTimes>
              <DBInstanceId>rm-bpxxxxx</DBInstanceId>
              <ReadonlyInstanceDelay>
        </ReadonlyInstanceDelay>
        </Items>
  </Items>
  <DelayTime>0</DelayTime>
</DescribeReadDBInstanceDelayResponse>

 JSON  format
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{
    "RequestId": "11152741-D854-4E18-920E-64E75D484D57",
    "DBInstanceId": "rm-bpxxxxx",
    "Items": {
        "Items": [
            {
                "ReadDBInstanceNames": {
                    "ReadDBInstanceName": [
                        "rr-bpxxxxx"
                    ]
                },
                "ReadDelayTimes": {
                    "ReadDelayTime": [
                        "0"
                    ]
                },
                "DBInstanceId": "rm-bpxxxxx",
                "ReadonlyInstanceDelay": {
                    "ReadonlyInstanceDelay": []
                }
            }
        ]
    },
    "DelayTime": "0"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Modifies the replicat ion delay of a read-only ApsaraDB for RDS instance.

You can specify the latency at  which your primary RDS instance replicates data to a read-only instance.
For more information, see Set  a replicat ion delay for an RDS MySQL read-only instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

16.3. Modify replication latency of16.3. Modify replication latency of
read-only RDS instanceread-only RDS instance
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Action String Yes
ModifyReadonlyIn
stanceDelayRepli
cationTime

The operation that you want to
perform. Set the value to
Modif yReadonlyInst anceDelayRepliModif yReadonlyInst anceDelayRepli
cat ionT imecat ionT ime.

DBInstanceId String Yes rr-bpxxxxx The ID of the read-only instance.

ReadSQLReplicati
onTime

String Yes 100
The latency at which to replicate data
from the primary instance to the read-
only instance. Unit: seconds.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rr-bpxxxxx The ID of the read-only instance.

ReadSQLReplica
tionTime

String 100
The latency at which data is replicated from
the primary instance to the read-only
instance. Unit: seconds.

RequestId String
BBB11B5A-7B37-
493A-87E6-
490BCB7BDF98

The ID of the request.

TaskId String 241535739 The ID of the replication task.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyReadonlyInstanceDelayReplicationTime
&DBInstanceId=rm-uf6wjk5xxxxx
&ReadSQLReplicationTime=100
&<Common request parameters>

Sample success responses

 XML  format
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<ModifyReadonlyInstanceDelayReplicationTimeResponse>
  <TaskId>241535739</TaskId>
  <RequestId>BBB11B5A-7B37-493A-87E6-490BCB7BDF98</RequestId>
  <DBInstanceId>rr-bpxxxxx</DBInstanceId>
  <ReadSQLReplicationTime>100</ReadSQLReplicationTime>
</ModifyReadonlyInstanceDelayReplicationTimeResponse>

 JSON  format

{"TaskId":"241535739",
"RequestId":"BBB11B5A-7B37-493A-87E6-490BCB7BDF98",
"DBInstanceId":"rr-bpxxxxx",
"ReadSQLReplicationTime":"100"}

Error codesError codes

HTTP
status
code

Error code Error message Description

404
EngineNotSupporte
d

Engine specified cannot be
supported the operation.

The error message returned
because the operation is not
supported by the database
engine.

403
OperationDenied.DBI
nstanceType

The operation is not permitted
due to type of instance.

The error message returned
because the operation is not
supported by this type of RDS
instance. Note that read-only
instances cannot be cloned.

For a list  of error codes, visit  the API Error Center.
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You can call the AllocateReadWriteSplit t ingConnection operation to apply for a read-only routing
endpoint  for a primary ApsaraDB RDS instance.

This operation is supported only for primary instances that run SQL Server. After you apply for a read-
only routing endpoint  for a primary instance, the exist ing endpoints of the primary instance and its
read-only instances remain valid. In addit ion, you can st ill apply for internal and public endpoints.

Before you call this operation, make sure that the following requirements are met:

The primary instance must be in the Running state.

The primary instance must be attached with read-only instances.

The primary instance cannot have ongoing migration tasks.

The primary instance must run SQL Server 2017 on RDS Cluster Edit ion.

The shared proxy feature must be enabled for the primary instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
AllocateReadWrit
eSplitt ingConnect
ion

The operation that you want to
perform. Set the value to
Allocat eReadWrit eSplit t ingConnecAllocat eReadWrit eSplit t ingConnec
t iont ion.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the primary instance.

17.Shared proxy (phased-out)17.Shared proxy (phased-out)
17.1. Apply for read-only routing17.1. Apply for read-only routing
endpointendpoint
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ConnectionString
Prefix

String No
rr-m5exxxxx-
rw.mysql.rds.aliy
uncs.com

The prefix of the read-only routing
endpoint. The prefix must be unique. It
can be up to 30 characters in length
and can contain lowercase letters and
hyphens (-). It  must start with a
lowercase letter.

Not e Not e The default prefix
consists of the name of the
primary instance followed by the
letters rw.

Port String No 1433

The port that is associated with the
read-only routing endpoint. Valid
values: 1000 to 5999. Default value:
1433.

MaxDelayT ime String No 30

The threshold of the latency that is
allowed on the read-only instances.
Valid values: 0 to 7200. Default value:
30. Unit: seconds.

Not e Not e If the latency on a
read-only instance exceeds the
specified threshold, ApsaraDB RDS
does not route read requests to
the read-only instance.

NetType String No Intranet

The network type of the read-only
routing endpoint. Valid values:

Int ernetInt ernet

Int ranetInt ranet

The default value is Intranet. Make sure
that the network type of the read-only
routing endpoint is the same as that of
the primary instance.

Parameter Type Required Example Description
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DistributionType String No Standard

The method that is used to assign read
weights. Valid values:

St andardSt andard: ApsaraDB RDS
automatically assigns a read weight
to each instance based on the
instance specifications.

Cust omCust om: You must manually assign
a read weight to each instance.

Weight String No
{"Instanceid1":"1
00","Instanceid2"
:"200"}

The read weights of the primary
instance and its read-only instances. A
read weight must be a multiple of 100
and cannot exceed 10000. Format:
{"Instanceid1":"Weight","Instanceid2":"
Weight"...}.

Not eNot e

This parameter must be
specified if you set the
DistributionType
parameter to Custom.

This parameter is invalid if
you set the
DistributionType
parameter to Standard.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
4C467B38-3910-
447D-87BC-
AC049166F216

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=AllocateReadWriteSplittingConnection
            

Sample success responses

 XML  format

<AllocateReadWriteSplittingConnectionResponse>       <RequestId>4C467B38-3910-447D-87BC-AC0
49166F216</RequestId> </AllocateReadWriteSplittingConnectionResponse>
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 JSON  format

{     "RequestId": "4C467B38-3910-447D-87BC-AC049166F216" }

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ReleaseReadWriteSplit t ingConnection operation to release the read/write split t ing
endpoint  of a primary ApsaraDB RDS instance.

Before you call this operation, make sure that the following requirements are met:

The shared proxy feature must be enabled for the primary instance.

The read/write split t ing feature must be enabled for the primary instance.

The primary instance must run one of the following database engine versions and RDS edit ions:

MySQL 5.7 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.6

SQL Server 2017 on RDS Cluster Edit ion

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ReleaseReadWrit
eSplitt ingConnect
ion

The operation that you want to
perform. Set the value to
ReleaseReadWrit eSplit t ingConnectReleaseReadWrit eSplit t ingConnect
ionion.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the primary instance.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
5A77D650-27A1-
4E08-AD9E-
59008EDB6927

The ID of the request.

17.2. Release read/write splitting17.2. Release read/write splitting
endpointendpoint
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ReleaseReadWriteSplittingConnection
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<ReleaseReadWriteSplittingConnectionResponse>
   <RequestID>5A77D650-27A1-4E08-AD9E-59008EDB6927</RequestID>
</ReleaseReadWriteSplittingConnectionResponse>

 JSON  format

{
    "RequestID":"5A77D650-27A1-4E08-AD9E-59008EDB6927"
  }

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the CalculateDBInstanceWeight operation to query the read weights of a primary ApsaraDB
RDS instance and its read-only instances.

When the read/write split t ing feature is enabled, this operation is used to calculate system-specified
read weights. For more information, see Read/write split t ing overview. For more information about
custom read weights, see DescribeDBInstanceNetInfo.

Before you call this operation, make sure that the following requirements are met:

The shared proxy feature must be enabled for the primary instance.

The primary instance must run one of the following database engine versions and RDS edit ions:

MySQL 5.7 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.6

SQL Server 2017 on RDS Cluster Edit ion

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

17.3. Query read weights17.3. Query read weights
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Parameter Type Required Example Description

Action String Yes
CalculateDBInstan
ceWeight

The operation that you want to
perform. Set the value to
Calculat eDBInst anceWeightCalculat eDBInst anceWeight .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the primary instance.

Response parametersResponse parameters

Parameter Type Example Description

Items
Array of
DBInstanceWeig
ht

An array that consists of the system-
specified read weights.

DBInstanceWeig
ht

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

DBInstanceType String Master

The role of the instance. Valid values:

Mast erMast er: The instance is primary.

ReadonlyReadonly: The instance is read-only.

Weight String 100
The read weight that ApsaraDB RDS
calculates in real t ime for the instance.

ReadonlyInstan
ceSQLDelayedTi
me

String 30

The threshold for the latency of data
replication from the primary instance to the
read-only instances. The read-only instances
start to synchronize data from the primary
instance after the t ime specified by the
ReadonlyInst anceSQLDelayedT imeReadonlyInst anceSQLDelayedT ime
parameter elapses. Unit: seconds.

RequestId String
C816A4BF-A6EC-
4722-95F9-
2055859CCFD2

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/? Action=CalculateDBInstanceWeight
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<CalculateDBInstanceWeightResponse>
   <items>
      <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
      <DBInstanceType>Master</DBInstanceType>
      <Weight></Weight>
      <Availability></Availability>
   </items>
   <requestId>C816A4BF-A6EC-4722-95F9-2055859CCFD2</requestId>
</CalculateDBInstanceWeightResponse>

 JSON  format

{
    "items": [
        {
            "DBInstanceId": "rm-uf6wjk5xxxxxxx",
            "DBInstanceType": "Master",
            "Weight": "",
            "Availability": ""
        }
    ],
    "requestId": "C816A4BF-A6EC-4722-95F9-2055859CCFD2"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyReadWriteSplit t ingConnection operation to modify the latency threshold that is
allowed by the read/write split t ing link and the read weights of a primary ApsaraDB RDS instance and
its read-only instances.

Before you call this operation, make sure that the following requirements are met:

The shared proxy feature must be enabled for the primary instance.

The read/write split t ing feature must be enabled for the primary instance.

The primary instance must run one of the following database engine versions and RDS edit ions:

MySQL 5.7 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.6

17.4. Modify read weights and latency17.4. Modify read weights and latency
thresholdthreshold

ApsaraDB for RDS API Reference··Shared proxy (phase
d-out )

> Document  Version: 20220713 367

https://error-center.alibabacloud.com/status/product/Rds


SQL Server 2017 on RDS Cluster Edit ion

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyReadWrite
Splitt ingConnecti
on

The operation that you want to
perform. Set the value to
Modif yReadWrit eSplit t ingConnect iModif yReadWrit eSplit t ingConnect i
onon.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the primary instance.

ConnectionString
Prefix

String No

rm-
m5xxxxxxxxrw.my
sql.rds.aliyuncs.c
om

The prefix of the read/write splitt ing
endpoint. The prefix must be unique. It
can be up to 30 characters in length
and can contain lowercase letters and
hyphens (-). It  must start with a
lowercase letter.

Not e Not e The default prefix
consists of the name of the
primary instance followed by the
letters rw.

Port String No 3306
The port that is associated with the
read/write splitt ing endpoint.
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MaxDelayT ime String No 12

The latency threshold that is allowed
by the read/write splitt ing link. Unit:
seconds. If the latency on a read-only
instance exceeds the specified
threshold, ApsaraDB RDS no longer
routes read requests to the read-only
instance. If you do not specify this
parameter, the original value is
retained.

Not eNot e

If the primary instance runs
SQL Server 2017 on RDS
Cluster Edition, the
MaxDelayT imeMaxDelayT ime parameter
is not supported.

You must specify at least
one of the following
parameters:
MaxDelayT imeMaxDelayT ime and
Dist ribut ionT ypeDist ribut ionT ype.

DistributionType String No Standard

The method that is used to assign read
weights. Valid values:

St andardSt andard: ApsaraDB RDS
automatically assigns a read weight
to each instance based on the
instance specifications.

Cust omCust om: You must manually assign
a read weight to each instance.

Not e Not e You must specify at
least one of the following
parameters: MaxDelayT imeMaxDelayT ime and
Dist ribut ionT ypeDist ribut ionT ype.

Parameter Type Required Example Description
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Weight String No
{"Instanceid1":"1
00","Instanceid2"
:"200"}

The read weights of the primary
instance and its read-only instances. A
read weight must be a multiple of 100
and cannot exceed 10000. Format:
{"Instanceid1":"Weight","Instanceid2":"
Weight"...}.

Not eNot e

This parameter must be
specified if you set the
Dist ribut ionT ypeDist ribut ionT ype
parameter to Cust omCust om.

This parameter is invalid if
you set the
Disrt ibut ionT ypeDisrt ibut ionT ype
parameter to St andardSt andard.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
5A77D650-27A1-
4E08-AD9E-
59008EDB6927

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyReadWriteSplittingConnection
&DistributionType=Standard
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<ModifyReadWriteSplittingConnectionResponse>
   <RequestID>5A77D650-27A1-4E08-AD9E-59008EDB6927</RequestID>
</ModifyReadWriteSplittingConnectionResponse>

 JSON  format

API Reference··Shared proxy (phase
d-out )

ApsaraDB for RDS

370 > Document  Version: 20220713



{
    "RequestID":"5A77D650-27A1-4E08-AD9E-59008EDB6927"
  }

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBInstanceProxyConfiguration operation to query the sett ings of shared
proxies that are enabled on an ApsaraDB RDS instance.

This operation is used to query the original sett ings of shared proxies rather than the latest  sett ings of
dedicated proxies. For more information about how to query the sett ings of dedicated proxies, see
DescribeDBProxy.

Before you call this operation, make sure that the following requirements are met:

The shared proxy feature must be enabled for the primary instance.

The read/write split t ing feature must be enabled for the primary instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ceProxyConfigura
tion

The operation that you want to
perform. Set the value to
DescribeDBInst anceProxyConf iguraDescribeDBInst anceProxyConf igura
t iont ion.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

17.5. Query shared proxy settings17.5. Query shared proxy settings
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AttacksProtecti
onConfiguratio
n

String

{\"check_interval_se
conds\":\"0\",\"ma
x_failed_login_atte
mpts\":\"0\",\"bloc
king_seconds\":\"0\
",\"status\":\"Disabl
e\"}

Indicates whether the mechanism that is
used to mitigate brute-force attacks is
enabled:

EnableEnable

DisableDisable

The return value is a JSON string. Examples:

{"status":"Disable",
"check_interval_seconds": 60,

"max_failed_login_attempts": 60,
"blocking_seconds": 600}

Description:

Each client allows
{max_failed_login_attempts} logon
attempts that fail due to incorrect
passwords within {check_interval_seconds}
seconds. If one more such attempt is
conducted, the client must wait for
{blocking_seconds} seconds before you
can try again.

Valid values:

check_interval_seconds: 30 t o 60030 t o 600.
Unit: seconds.

max_failed_login_attempts: 10 t o10 t o
50005000. Unit: t imes.

blocking_seconds: 30 t o 360030 t o 3600. Unit:
seconds.

PersistentConn
ectionsConfigur
ation

String
{\"status\":\"Disabl
e\"}

Indicates whether the short-lived connection
optimization feature is enabled.

EnableEnable

DisableDisable

The return value is a JSON string. Example:

{"status":"Disable"}.

TransparentSwi
tchConfiguratio
n

String
{\"status\":\"Enable
\"}

Indicates whether the transparent
switchover feature is enabled.

EnableEnable

DisableDisable

The return value is a JSON string. Example:

{"status":"Enable"}.

Parameter Type Example Description
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RequestId String
E9DD55F4-1A5F-
48CA-BA57-
DFB3CA8C4C34

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDBInstanceProxyConfigurationResponse>
   <PersistentConnectionsConfiguration>{"status":"Disable"}</PersistentConnectionsConfigura
tion>
   <TransparentSwitchConfiguration>{"status":"Enable"}</TransparentSwitchConfiguration>
   <AttacksProtectionConfiguration>{"check_interval_seconds":"0","max_failed_login_attempts
":"0","blocking_seconds":"0","status":"Disable"}</AttacksProtectionConfiguration>
   <RequestId>E9DD55F4-1A5F-48CA-BA57-DFB3CA8C4C34</RequestId>
</DescribeDBInstanceProxyConfigurationResponse>

 JSON  format

{
    "PersistentConnectionsConfiguration": "{\"status\":\"Disable\"}", 
    "TransparentSwitchConfiguration": "{\"status\":\"Enable\"}", 
    "AttacksProtectionConfiguration": "{\"check_interval_seconds\":\"0\",\"max_failed_login
_attempts\":\"0\",\"blocking_seconds\":\"0\",\"status\":\"Disable\"}", 
    "RequestId": "E9DD55F4-1A5F-48CA-BA57-DFB3CA8C4C34"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the ModifyDBProxy operation to enable or disable the database proxy feature of an
ApsaraDB RDS instance.

The dedicated proxy feature of ApsaraDB RDS for MySQL provides capabilit ies such as read/write
split t ing and short-lived connection optimization. For more information, see What are database
proxies?

The database proxy feature of ApsaraDB RDS for PostgreSQL supports read/write split t ing. For more
information, see What are database proxies?

Before you call this operation, make sure that the following requirements are met:

If  the instance runs MySQL, the instance must run one of the following MySQL versions and RDS edit ions:

MySQL 8.0 with a minor engine version of 20191204 or later on RDS Enterprise Edit ion

MySQL 8.0 with a minor engine version of 20190915 or later on RDS High-availability Edit ion

MySQL 5.7 with a minor engine version of 20191128 or later on RDS Enterprise Edit ion

MySQL 5.7 with a minor engine version of 20190925 or later on RDS High-availability Edit ion

MySQL 5.6 with a minor engine version of 20200229 or later on RDS High-availability Edit ion

If the instance runs PostgreSQL, the instance must meet the following requirements:

The instance runs PostgreSQL 10, PostgreSQL 11, PostgreSQL 12, PostgreSQL 13, or PostgreSQL 14.

The instance uses standard SSDs or enhanced SSDs (ESSDs).

The instance runs RDS High-availability Edit ion.

The instance is a primary instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes ModifyDBProxy
The operation that you want to
perform. Set the value to
Modif yDBProxyModif yDBProxy.

18.Dedicated proxy (read/write18.Dedicated proxy (read/write
splitting)splitting)
18.1. Enable or disable database18.1. Enable or disable database
proxy featureproxy feature
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the ID of the instance.

ConfigDBProxySer
vice

String Yes Startup

Specifies whether to enable or disable
the database proxy feature. Valid
values:

St art upSt art up: enables the database
proxy feature.

Shut downShut down: disables the database
proxy feature.

DBProxyInstanceN
um

String No 1

The number of proxy instances that are
enabled. Valid values: 11 to 6060. Default
value: 11.

Not e Not e The capability of the
database proxy to process
requests increases with the
number of proxy instances that
are enabled. You can monitor the
load on the instance and specify
an appropriate number of proxy
instances based on the load
monitoring data.

RegionId String No cn-hangzhou

The ID of the region where the instance
resides. You can call the
DescribeRegions operation to query
most recent region list.

InstanceNetwork
Type

String No VPC

The network type of the instance. Set
the value to VPCVPC.

Not e Not e If the instance runs
PostgreSQL and you enable the
database proxy feature for the
instance, you must specify this
parameter.

Parameter Type Required Example Description
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VPCId String No vpc-xxxxxxxxxxxx

The ID of the virtual private cloud (VPC)
to which the instance belongs. You can
call the DescribeDBInstanceAttribute
operation to query the VPC ID of the
instance.

Not e Not e If the instance runs
PostgreSQL and you enable the
database proxy feature for the
instance, you must specify this
parameter.

VSwitchId String No vsw-xxxxxxxxxxxx

The ID of the vSwitch that is associated
with the specified VPC. You can call the
DescribeDBInstanceAttribute operation
to query the vSwitch ID of the instance.

Not e Not e If the instance runs
PostgreSQL and you enable the
database proxy feature for the
instance, you must specify this
parameter.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
FC452BB1-EED8-
4278-95C7-
0324B3710DF1

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyDBProxy
&DBInstanceId=rm-uf6wjk5xxxxxxx
&ConfigDBProxyService=Startup
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<ModifyDBProxyResponse>
  <RequestId>FC452BB1-EED8-4278-95C7-0324B3710DF1</RequestId>
</ModifyDBProxyResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "FC452BB1-EED8-4278-95C7-0324B3710DF1"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
MaxscaleAlreadyExis
t

The Maxscale is already existed.
The error message returned
because MaxScale already exists.

400
MaxscaleNotSuppor
t

Maxscale not supported

The error message returned
because the instance does not
support the database proxy
feature. Check the database
proxy configuration that you
specified.

400 InvalidVpcParameter
Either VPC ID or vSwitch ID is
incorrect. Please check again.

The error message returned
because the VPC ID that you
specified is invalid.

400
MaxscaleInternalErro
r

Database proxy status is
CLASS_CHANGING.

The error message returned
because the specifications of
the database proxy are being
changed. Try again later.

400
InvalidDBInstanceNa
me

Specified parameter
DBInstanceName is not valid.

The error message returned
because the value of the
DBInstanceName parameter is
invalid. Check whether the value
is null or an empty string.

404 Maxscale.NotFound
The relative maxscale instance is
not found.

The error message returned
because the associated
MaxScale instances cannot be
found.

404
InvalidVSwitchId.Not
Found

The specified VSwitch is invalid.
The error message returned
because the vSwitch ID that you
specified is invalid.
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For a list  of error codes, visit  the API Error Center.

You can call the UpgradeDBProxyInstanceKernelVersion operation to upgrade the dedicated proxy
version of an ApsaraDB RDS instance.

The dedicated proxy of an instance provides advanced features, such as read/write split t ing and
connection pool. For more information, see Introduction to dedicated proxies.

Before you call this operation, make sure that the following requirements are met:

The dedicated proxy feature must be enabled for the instance.

The instance must run one of the following database engine versions and RDS edit ions:

MySQL 8.0 on RDS Enterprise Edit ion (The minor engine version is 20191204 or later.)

MySQL 8.0 on RDS High-availability Edit ion (The minor engine version is 20190915 or later.)

MySQL 5.7 on RDS Enterprise Edit ion (The minor engine version is 20191128 or later.)

MySQL 5.7 on RDS High-availability Edit ion (The minor engine version is 20190925 or later.)

MySQL 5.6 on RDS High-availability Edit ion (The minor engine version is 20200229 or later.)

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
UpgradeDBProxyI
nstanceKernelVer
sion

The operation that you want to
perform. Set the value to
UpgradeDBProxyInst anceKernelVerUpgradeDBProxyInst anceKernelVer
sionsion.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

18.2. Upgrades dedicated proxy18.2. Upgrades dedicated proxy
versionversion
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UpgradeTime String No MaintainT ime

The time when you want to perform
the upgrade. Valid values:

Maint ainT imeMaint ainT ime: ApsaraDB RDS
performs the upgrade during the
specified maintenance window. This
is the default value. For more
information, see Modify
maintenance window.

Immediat eImmediat e: ApsaraDB RDS
immediately performs the upgrade.

Specif icT imeSpecif icT ime: ApsaraDB RDS
performs the upgrade at the
specified date and time.

SwitchTime String No
2019-07-
10T13:15:12Z

The date and time when you want to
perform the upgrade. Specify the t ime
in the ISO 8601 standard in the yyyy-
MM-ddTHH:mm:ssZ format. The time
must be in UTC.

Not e Not e If you set the
UpgradeT imeUpgradeT ime parameter to
Specif icT imeSpecif icT ime, you must specify
the SwitchTime parameter.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String bu9xxxxxx The ID of the proxy instance.

RequestId String
44537EC8-DFA2-
4745-B579-
E733FF2C5B9A

The ID of the request.

TaskId String 334362871 The ID of the upgrade task.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=UpgradeDBProxyInstanceKernelVersion
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses
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 XML  format

<UpgradeDBProxyInstanceKernelVersionResponse>
  <TaskId>334362871</TaskId>
  <RequestId>44537EC8-DFA2-4745-B579-E733FF2C5B9A</RequestId>
  <DBInstanceName>bu9xxxxxx</DBInstanceName>
</UpgradeDBProxyInstanceKernelVersionResponse>

 JSON  format

{
    "TaskId": "334362871",
    "RequestId": "44537EC8-DFA2-4745-B579-E733FF2C5B9A",
    "DBInstanceName": "bu9xxxxxx"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Modifies dedicated proxy sett ings of an ApsaraDB for RDS instance.

The Dedicated Proxy feature of ApsaraDB for RDS offers functions such as read/write split t ing and
short-lived connection optimization. For more information, see Dedicated proxy.

Before you call this operation, make sure that the following requirements are met:

The Dedicated Proxy feature must be enabled for the instance.

The instance must run one of the following MySQL versions and RDS edit ions:

MySQL 8.0 with a minor engine version of 20191204 or later in the Enterprise Edit ion

MySQL 8.0 with a minor engine version of 20190915 or later in the High-availability Edit ion

MySQL 5.7 with a minor engine version of 20191128 or later in the Enterprise Edit ion

MySQL 5.7 with a minor engine version of 20190925 or later in the High-availability Edit ion

MySQL 5.6 with a minor engine version of 20200229 or later in the High-availability Edit ion

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

18.3. Modify settings of a dedicated18.3. Modify settings of a dedicated
proxyproxy
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Action String Yes
ModifyDBProxyIns
tance

The operation that you want to
perform. Set the value to
Modif yDBProxyInst anceModif yDBProxyInst ance.

DBInstanceId String Yes rm-t4n3axxxxx The ID of the instance.

DBProxyInstanceN
um

String Yes 2

The number of proxy instances. Value 0
specifies to disable the Dedicated
Proxy feature for the instance. Valid
values: 00 to 6060.

Not e Not e The capability to
process requests increases in
proportion with the number of
proxy instances. You can specify a
proper number of proxy instances
based on the monitoring
information of database loads.

DBProxyInstanceT
ype

String Yes DedicatedProxy
The type of the proxy. Only the
Dedicated Proxy feature is supported.
Set the value to Dedicat edProxyDedicat edProxy.

EffectiveT ime String No MaintainT ime

The time you want the new settings to
take effect. Valid values:

Immediat e:Immediat e:  The settings
immediately take effect.

Maint ainT ime:Maint ainT ime:  The new settings
take effect during the maintenance
window. For more information, see
ModifyDBInstanceMaintainT ime.

Specif icT ime:Specif icT ime:  The new settings
take effect at the specified point in
time.

Default value: Maint ainT imeMaint ainT ime.

Parameter Type Required Example Description
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EffectiveSpecificT
ime

String No
2019-07-
10T13:15:12Z

The point in t ime when the new
settings take effect. Specify the t ime in
the ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not e Not e This parameter must
be specified when the
Ef f ect iveT imeEf f ect iveT ime parameter is set
to Specif icT imeSpecif icT ime.

RegionId String No cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
65C55572-530E-
4A53-BE03-
1D08CAF0F046

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyDBProxyInstance
&DBInstanceId=rm-t4n3axxxxx
&DBProxyInstanceType=DedicatedProxy
&DBProxyInstanceNum=2
&EffectiveTime=Immediate
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBProxyInstanceResponse>
    <RequestId>65C55572-530E-4A53-BE03-1D08CAF0F046</RequestId>
</ModifyDBProxyInstanceResponse>

 JSON  format

{
 "RequestId": "65C55572-530E-4A53-BE03-1D08CAF0F046"
}
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Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyDBProxyEndpoint  operation to modify the proxy terminal sett ings of a primary
ApsaraDB RDS instance.

The dedicated proxy of an instance provides advanced features, such as read/write split t ing and
connection pool. For more information, see Introduction to database proxies.

Before you call this operation, make sure that the following requirements are met:

The dedicated proxy feature must be enabled for the primary instance.

The primary instance must run one of the following database engine versions and RDS edit ions:

MySQL 8.0 with a minor engine version of 20191204 or later on RDS Enterprise Edit ion

MySQL 8.0 with a minor engine version of 20190915 or later on RDS High-availability Edit ion

MySQL 5.7 with a minor engine version of 20191128 or later on RDS Enterprise Edit ion

MySQL 5.7 with a minor engine version of 20190925 or later on RDS High-availability Edit ion

MySQL 5.6 with a minor engine version of 20200229 or later on RDS High-availability Edit ion

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBProxyEn
dpoint

The operation that you want to
perform. Set the value to
Modif yDBProxyEndpointModif yDBProxyEndpoint .

DBInstanceId String Yes
rm-
bp145737x5bi6**
**

The ID of the primary instance.

DBProxyEndpointI
d

String Yes
gos787jog2wk0y*
***

The ID of the proxy endpoint. You can
call the DescribeDBProxyEndpoint
operation to query the proxy endpoints
of a proxy terminal.

Not e Not e You must specify this
parameter if you set the
DbEndpoint Operat orDbEndpoint Operat or parameter
to Delet eDelet e or Modif yModif y.

18.4. Modify proxy terminal settings18.4. Modify proxy terminal settings
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ConfigDBProxyFea
tures

String No
ReadWriteSplit ing
:1;ConnectionPer
sist:0;

The feature that you want to enable
on the proxy endpoint. If you specify
more than one feature, separate the
features with semicolons (;). Format:
 Feature 1:Status;Feature
2:Status;... 

Valid feature values:

ReadWrit eSplit ingReadWrit eSplit ing: read/write
splitt ing

Connect ionPersistConnect ionPersist : connection
pool

T ransact ionReadSqlRout eOpt imiT ransact ionReadSqlRout eOpt imi
z eSt at usz eSt at us : transaction splitt ing

Valid status values:

11: enabled

00: disabled

RegionId String No cn-hangzhou

The region ID of the primary instance.
You can call the DescribeRegions
operation to query the most recent
region list.

ReadOnlyInstance
MaxDelayT ime

String No 30

The latency threshold that is allowed
for read/write splitt ing. If the latency
on a read-only instance exceeds the
specified threshold, ApsaraDB RDS
stops routing read requests to the
read-only instance. If you do not
specify this parameter, the original
value of the parameter is retained.
Valid values: 3030 to 36003600. Unit:
seconds. Default value: 3030.

Not e Not e You must specify this
parameter only when the
read/write splitt ing feature is
enabled.

Parameter Type Required Example Description
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ReadOnlyInstance
DistributionType

String No Standard

The method that is used to assign read
weights. For more information, see
Modify the latency threshold and read
weights of ApsaraDB RDS for MySQL
instances. Valid values:

St andardSt andard: ApsaraDB RDS
automatically assigns read weights
to the primary instance and its read-
only instances based on the
specifications of these instances.

Cust omCust om: You must manually assign
read weights to the primary instance
and its read-only instances.

Not e Not e You must specify this
parameter only when the
read/write splitt ing feature is
enabled.

ReadOnlyInstance
Weight

String No

{"rm-
uf6wjk5xxxx":"50
0","rr-
tfhfgk5xxx":"200
"...}

The read weights that are assigned to
the primary instance and its read-only
instances. Read weights increase in
increments of 100, and the maximum
read weight is 10000. Format:
 {"Instance ID 1":"Read
weight","Instance ID 2":"Read
weight"...} .

Not e Not e You must specify this
parameter if you set the
ReadOnlyInst anceDist ribut ionTReadOnlyInst anceDist ribut ionT
ypeype parameter to Cust omCust om, you
must specify the
ReadOnlyInstanceWeight
parameter.

DbEndpointOpera
tor

String No Modify

The type of the operation that you
want to perform. Valid values:

Modif yModif y: Modify a proxy terminal.
This is the default value.

Creat eCreat e: Create a proxy terminal.

Delet eDelet e: Delete a proxy terminal.

Parameter Type Required Example Description
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DbEndpointAliase
s

String No test-proxy The description of the proxy terminal.

DbEndpointType String No RWSplit
The type of the proxy terminal. This is
a reserved parameter. You do not need
to set this parameter.

DbEndpointRead
WriteMode

String No ReadWrite

The read and write attributes of the
proxy terminal. Valid values:

ReadWrit eReadWrit e: The proxy terminal
connects to the primary instance
and can receive both read and write
requests.

ReadOnlyReadOnly: The proxy terminal does
not connect to the primary instance
and can receive only read requests.
This is the default value.

Not eNot e

You must specify this
parameter if you set the
DbEndpoint Operat orDbEndpoint Operat or
parameter to Creat eCreat e.

If you change the value of
this parameter from
ReadWrit eReadWrit e to ReadOnlyReadOnly,
the transaction splitt ing
feature is disabled.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
6B50D92C-1960-
4D4F-A290-
AFADD6B1A5C8

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=ModifyDBProxyEndpoint
&DBInstanceId=rm-bp145737x5bi6****
&DBProxyEndpointId=gos787jog2wk0y****
&ConfigDBProxyFeatures=ReadWriteSpliting:1;ConnectionPersist:1;
&ReadOnlyInstanceMaxDelayTime=30
&ReadOnlyInstanceDistributionType=Standard
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBProxyEndpointResponse>
    <RequestId>6B50D92C-1960-4D4F-A290-AFADD6B1A5C8</RequestId>
</ModifyDBProxyEndpointResponse>

 JSON  format

{
    "RequestId": "6B50D92C-1960-4D4F-A290-AFADD6B1A5C8"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

404
EndpointConfig.Inval
id

Please check the endpoint
config parameter.

The error message returned
because the values of some
parameters are invalid. Check
the values of the endpoint-
related parameters.

403
MaxScaleLevel.NotS
upport

The current maxscale ins_num
does not support this operation.

The error message returned
because the proxy specifications
do not support this operation.

404 Readins.NotFound
The current instance does not
contain any read only instance.
The operation is not supported.

The error message returned
because no read-only instances
are attached to the primary
instance.

403
ReadDBInstance.Not
Found

The current database instance
does not contain any read only
instance.

The error message returned
because no read-only instances
are attached to the primary
instance.

ApsaraDB for RDS API Reference··Dedicat ed proxy (rea
d/writ e split t ing)

> Document  Version: 20220713 387



403 IncorrectKindCode
The current KindCode of the
custins does not support the
operation.

The error message returned
because the configuration of the
primary instance does not
support this operation. Check
the configuration of the primary
instance.

400 InvalidVpcInstanceId
The specified VPC instance ID is
invalid.

The error message returned
because the specified VPC ID is
invalid.

404 Endpoint.NotFound Specified endpoint is not found.
The error message returned
because the specified endpoint
cannot be found.

400
InvalidEndPoint.Form
at

The specified EndPoint is not
valid.

The error message returned
because the specified endpoint
is invalid or cannot be found.

400
InvalidEndpointType.
Format

The specified EndpointType is
invalid.

The error message returned
because the proxy terminal type
that is specified by the
DbEndpointType parameter is
invalid.

400
IncorrectDBInstance
NetType

The current database instance
network type does not support
the operation.

The error message returned
because the network type of the
primary instance does not
support this operation.

403
IncorrectDBInstanceS
tate

The current database instance
state does not support the
operation.

The error message returned
because the status of the
primary instance does not
support this operation. Check
the status of the database and
make sure that the database is
in the Running state.

400 EndpointNum.Error
The number of endpoint is
invalid.

The error message returned
because the number of proxy
terminals that you have
configured does not meet the
specified requirements.

404
EndpointType.NotFo
und

The specified endpoint type is
not found.

The error message returned
because the specified proxy
terminal type is unknown to the
system.

HTTP
status
code

Error code Error message Description
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400
EndpointTypeOperat
ion.NotSupport

The endpoint type does not
support the operation.

The error message returned
because the specified proxy
terminal type does not support
this operation.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBProxy operation to query the details about the database proxy of an
ApsaraDB RDS instance.

Before you call the DescribeDBProxy operation, make sure that the ModifyDBProxy operation is called to
enable the database proxy feature for the instance.

The dedicated proxy feature of ApsaraDB RDS for MySQL provides capabilit ies such as read/write
split t ing and short-lived connection optimization. For more information, see What are database
proxies?

The database proxy feature of ApsaraDB RDS for PostgreSQL supports read/write split t ing. For more
information, see What are database proxies?

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DescribeDBProxy
The operation that you want to
perform. Set the value to
DescribeDBProxyDescribeDBProxy.

DBInstanceId String Yes
rm-
bp1ja4f56s7us***
*

The ID of the instance. You can call the
DescribeDBInstances operation to
query the ID of the instance.

RegionId String No cn-hangzhou

The ID of the region where the instance
resides. You can call the
DescribeRegions operation to query the
most recent region list.

18.5. Query database proxy details18.5. Query database proxy details
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Response parametersResponse parameters

Parameter Type Example Description

DBProxyInstanc
eLatestMinorVe
rsion

String 1.13.12
The latest database proxy version that is
available for the instance.

RequestId String
909A69EE-71C8-
4417-A0B9-
FF085407E1E3

The ID of the request.

DBProxyInstanc
eCurrentMinorV
ersion

String 1.13.11

The database proxy version that is run by the
instance.

DBProxyInstanc
eNum

Integer 1
The number of proxy instances that are
enabled on the instance.

DBProxyInstanc
eType

String 2

The type of database proxy that is enabled
on the instance. Valid values:

11: shared proxy

22: dedicated proxy

Not e Not e ApsaraDB RDS for
PostgreSQL instances support only the
dedicated proxy feature.

DBProxyInstanc
eStatus

String Running

The status of the proxy instance that is
enabled. Valid values:

Creat ingCreat ing: The proxy instance is being
created.

RunningRunning: The proxy instance is running.

DBInst anceClassChangingDBInst anceClassChanging: The
specifications of the proxy instance are
being changed.

Delet ingDelet ing: The proxy instance is being
deleted.

DBProxyService
Status

String Startup

The status of the database proxy feature.

St art upSt art up: enabled

Shut downShut down: disabled
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DBProxyInstanc
eName

String
gos787jog2wk0ye1*
***

The name of the proxy instance that is
enabled.

DBProxyInstanc
eSize

String 4/8

The specifications of the proxy instance that
is enabled. This parameter is available only
for ApsaraDB RDS for PostgreSQL instances.

Format: Number of cores/Memory capacity.
For example, a value of 4/8 indicates that
the proxy instance has 4 cores and 8 GB of
memory.

DBProxyConnec
tStringItems

Array of
DBProxyConnec
tStringItems

An array that consists of the proxy endpoints
that are created for the instance.

DBProxyConnec
tStringItems

DBProxyConnec
tStringNetWork
Type

String 2

The network type of the proxy endpoint.
Valid values:

00: Internet

11: classic network

22: Virtual Private Cloud (VPC)

DBProxyConnec
tStringNetType

String InnerString

The network type of the proxy endpoint.
Valid values:

InnerSt ringInnerSt ring: internal network

Out erSt ringOut erSt ring: Internet

DBProxyVpcInst
anceId

String
rm-
bp145737x5****1311
61274792****

The ID of the proxy instance.

DBProxyEndpoi
ntName

String
gos787jog2wk0ye1*
***

The ID of the proxy terminal to which the
proxy endpoint belongs.

DBProxyEndpoi
ntId

String 20****
The ID of the proxy terminal to which the
proxy endpoint belongs.

DBProxyConnec
tStringPort

String 3306
The port number that is associated with the
proxy endpoint.

Parameter Type Example Description
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DBProxyConnec
tString

String

gos787jog2wk0ye1*
***-
rw4rm.rwlb.rds.aliyu
ncs.com

The proxy endpoint that is returned.

DbProxyEndpoi
ntItems

Array of
DbProxyEndpoi
ntItems

An array that consists of the information
about the proxy terminals that are
configured.

DbProxyEndpoi
ntItems

DbProxyEndpoi
ntAliases

String proxy-test The description of the proxy terminal.

DbProxyEndpoi
ntName

String
gos787jog2wk0ye1*
*** The ID of the proxy terminal.

DbProxyEndpoi
ntType

String RWSplit

The type of the proxy terminal. Valid values:

RWSplitRWSplit : default proxy terminal

Cust omCust om: custom proxy terminal

DbProxyReadWr
iteMode

String ReadWrite

The read and write attributes of the proxy
terminal.

ReadWrit eReadWrit e: The proxy terminal supports
read and write requests.

ReadOnlyReadOnly: The proxy terminal supports
only read requests.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBProxy
&DBInstanceId=rm-bp1ja4f56s7us****
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeDBProxyResponse>
    <DBProxyInstanceName>gos787jog2wk0ye1****</DBProxyInstanceName>
    <DBProxyInstanceCurrentMinorVersion>1.13.11</DBProxyInstanceCurrentMinorVersion>
    <DBProxyServiceStatus>Startup</DBProxyServiceStatus>
    <DBProxyInstanceNum>1</DBProxyInstanceNum>
    <DBProxyInstanceLatestMinorVersion>1.13.12</DBProxyInstanceLatestMinorVersion>
    <RequestId>909A69EE-71C8-4417-A0B9-FF085407E1E3</RequestId>
    <DbProxyEndpointItems>
        <DbProxyEndpointItems>
            <DbProxyEndpointName>gos787jog2wk0ye1****</DbProxyEndpointName>
            <DbProxyEndpointAliases>proxy-test</DbProxyEndpointAliases>
            <DbProxyEndpointType>RWSplit</DbProxyEndpointType>
            <DbProxyReadWriteMode>ReadWrite</DbProxyReadWriteMode>
        </DbProxyEndpointItems>
    </DbProxyEndpointItems>
    <DBProxyConnectStringItems>
        <DBProxyConnectStringItems>
            <DBProxyConnectString>gos787jog2wk0ye1****-rw4rm.rwlb.rds.aliyuncs.com</DBProxy
ConnectString>
            <DBProxyEndpointId>209090</DBProxyEndpointId>
            <DBProxyEndpointName>gos787jog2wk0ye1****</DBProxyEndpointName>
            <DBProxyConnectStringNetWorkType>2</DBProxyConnectStringNetWorkType>
            <DBProxyConnectStringNetType>InnerString</DBProxyConnectStringNetType>
            <DBProxyConnectStringPort>3306</DBProxyConnectStringPort>
            <DBProxyVpcInstanceId>rm-bp145737x5****131161274792****</DBProxyVpcInstanceId>
        </DBProxyConnectStringItems>
    </DBProxyConnectStringItems>
    <DBProxyInstanceStatus>Running</DBProxyInstanceStatus>
    <DBProxyInstanceType>2</DBProxyInstanceType>
</DescribeDBProxyResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "DBProxyInstanceName" : "gos787jog2wk0ye1****",
  "DBProxyInstanceCurrentMinorVersion" : "1.13.11",
  "DBProxyServiceStatus" : "Startup",
  "DBProxyInstanceNum" : 1,
  "DBProxyInstanceLatestMinorVersion" : "1.13.12",
  "RequestId" : "909A69EE-71C8-4417-A0B9-FF085407E1E3",
  "DbProxyEndpointItems" : {
    "DbProxyEndpointItems" : [ {
      "DbProxyEndpointName" : "gos787jog2wk0ye1****",
      "DbProxyEndpointAliases" : "proxy-test",
      "DbProxyEndpointType" : "RWSplit",
      "DbProxyReadWriteMode" : "ReadWrite"
    } ]
  },
  "DBProxyConnectStringItems" : {
    "DBProxyConnectStringItems" : [ {
      "DBProxyConnectString" : "gos787jog2wk0ye1****-rw4rm.rwlb.rds.aliyuncs.com",
      "DBProxyEndpointId" : 209090,
      "DBProxyEndpointName" : "gos787jog2wk0ye1****",
      "DBProxyConnectStringNetWorkType" : 2,
      "DBProxyConnectStringNetType" : "InnerString",
      "DBProxyConnectStringPort" : "3306",
      "DBProxyVpcInstanceId" : "rm-bp145737x5****131161274792****"
    } ]
  },
  "DBProxyInstanceStatus" : "Running",
  "DBProxyInstanceType" : "2"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidDBInstanceNa
me

Specified parameter
DBInstanceName is not valid.

The error message returned
because the value of the
DBInstanceName parameter is
invalid. Check whether the value
is null or an empty string.

403 IncorrectKindCode
Current custins kindCode does
not support this operation.

The error message returned
because the configuration of the
instance does not support this
operation. Check the
configuration of the instance.
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403
IncorrectDBInstance
Type

The database instance type
does not support the operation.

The error message returned
because this operation is not
supported by the database
engine that is run on the
instance.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBProxyEndpoint  operation to query details about a proxy endpoint  that is
used to connect to the dedicated proxy of a primary ApsaraDB RDS instance.

The dedicated proxy of a primary ApsaraDB RDS instance provides advanced features, such as
read/write split t ing and short-lived connection optimization. For more information, see What are
dedicated proxies.

Before you call this operation, make sure that the primary instance runs one of the following database
engine versions and RDS edit ions:

MySQL 8.0 on RDS Enterprise Edit ion (The minor engine version is 20191204 or later.)

MySQL 8.0 on RDS High-availability Edit ion (The minor engine version is 20190915 or later.)

MySQL 5.7 on RDS Enterprise Edit ion (The minor engine version is 20191128 or later.)

MySQL 5.7 on RDS High-availability Edit ion (The minor engine version is 20190925 or later.)

MySQL 5.6 on RDS High-availability Edit ion (The minor engine version is 20200229 or later.)

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBProxyE
ndpoint

The operation that you want to
perform. Set the value to
DescribeDBProxyEndpointDescribeDBProxyEndpoint .

DBInstanceId String Yes
rm-
bp1ja4f56s7us***
*

The ID of the primary instance.

18.6. Query proxy endpoint18.6. Query proxy endpoint
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RegionId String Yes cn-hangzhou

The region ID of the primary instance.
You can call the DescribeRegions
operation to query the most recent
region list.

DBProxyEndpointI
d

String No
keaxncrjluwu0gue
****

The name of the proxy terminal.

DBProxyConnectS
tring

String No
testproxy****.rwl
b.rds.aliyuncs.co
m

The proxy endpoint to query.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBProxyConnec
tString

String
testproxy****.rwlb.r
ds.aliyuncs.com

The proxy endpoint queried.

DBProxyConnec
tStringNetType

String InnerString

The network type of the proxy endpoint.
Valid values:

InnerSt ringInnerSt ring: Internal (VPC)

Out erSt ringOut erSt ring: Public

DBProxyConnec
tStringPort

String 3306
The port number that is bound to the proxy
endpoint.

DBProxyEndpoi
ntId

String
keaxncrjluwu0gue***
*

The ID of the proxy endpoint. You can call
this operation to query the ID of a proxy
endpoint.
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DBProxyFeature
s

String

TransactionReadSql
RouteOptimizeStatu
s:1;ConnectionPersi
st:0;ReadWriteSplit i
ng:1

The configuration of the proxy terminal. The
configuration is in the JSON format and
contains the following parameters:

T ransact ionReadSqlRout eOpt imiz eStT ransact ionReadSqlRout eOpt imiz eSt
at usat us : the status of the transaction
splitt ing feature. Valid values: 00 and 11.
The value 0 indicates that this feature is
disabled. The value 1 indicates that this
feature is enabled.

Connect ionPersistConnect ionPersist : the status of the
connection pool feature. Valid values: 00,
11, and 22. The value 0 indicates that this
feature is disabled. The value 1 indicates
that the session connection pool feature
is enabled. The value 2 indicates that the
transaction connection pool feature is
enabled.

ReadWrit eSplit ingReadWrit eSplit ing: the status of the
read/write splitt ing feature. Valid values:
00 and 11. The value 0 indicates that this
feature is disabled. The value 1 indicates
that this feature is enabled.

DbProxyEndpoi
ntAliases

String proxyterminal-test The description of the proxy terminal.

DbProxyEndpoi
ntReadWriteMo
de

String ReadWrite

The read and write attributes of the proxy
terminal. Valid values:

ReadWrit eReadWrit e: The proxy terminal receives
both read and write requests.

ReadOnlyReadOnly: The proxy terminal receives
only read requests.

EndpointConne
ctItems

Array of
EndpointConne
ctItems

An array that consists of the information
about the proxy endpoint.

EndpointConne
ctItems

DbProxyEndpoi
ntConnectStrin
g

String
testproxy****.rwlb.r
ds.aliyuncs.com

The proxy endpoint queried.

Parameter Type Example Description
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DbProxyEndpoi
ntNetType

String 2

The network type of the proxy endpoint.
Valid values:

00: Internet

11: classic network

22: VPC

DbProxyEndpoi
ntPort

String 3306
The port number that is bound to the proxy
endpoint. Default value: 33063306.

ReadOnlyInstan
ceDistributionT
ype

String Standard

The method that is used to assign read
weights. For more information, see Modify
the latency threshold and read weights of
ApsaraDB RDS for MySQL instances. Valid
values:

St andardSt andard: ApsaraDB RDS automatically
assigns read weights to the primary and
read-only instances based on the
specifications of these instances.

Cust omCust om: You must manually assign read
weights to the primary and read-only
instances.

ReadOnlyInstan
ceMaxDelayT im
e

String 30

The latency threshold that is allowed for
read/write splitt ing. If the latency on a read-
only instance exceeds the specified
threshold, ApsaraDB RDS no longer routes
read requests to the read-only instance.

ReadOnlyInstan
ceWeight

String

[{\"Availability\":\"A
vailable\",\"DBInsta
nceId\":\"rr-
bp176984qewd8****
\",\"DBInstanceType
\":\"ReadOnly\",\"W
eight\":400},
{\"Availability\":\"Av
ailable\",\"DBInstan
ceId\":\"rm-
bp1ja4f56s7us****\"
,\"DBInstanceType\"
:\"Master\",\"Weigh
t\":0}]

The read weights of the primary and read-
only instances. The value of this parameter is
in the JSON format and contains the
following parameters:

DBInst anceIdDBInst anceId: the ID of the instance.

DBInst anceT ypeDBInst anceT ype: the role of the
instance. Valid values: Mast erMast er and
ReadOnlyReadOnly.

WeightWeight : the read weight of the instance.
The read weight must increase at
increments of 100100 and cannot exceed
1000010000.

Not e Not e If the primary instance is
not attached with read-only instances,
this operation returns nullnull  for this
parameter.

Parameter Type Example Description
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RequestId String
847BA085-B377-
4BFA-8267-
F82345ECE1D2

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBProxyEndpoint
&DBInstanceId=rm-bp1ja4f56s7us****
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDBProxyEndpointResponse>
      <DbProxyEndpointReadWriteMode>ReadWrite</DbProxyEndpointReadWriteMode>
      <ReadOnlyInstanceDistributionType>Standard</ReadOnlyInstanceDistributionType>
      <DBProxyConnectString>testproxy****.rwlb.rds.aliyuncs.com</DBProxyConnectString>
      <RequestId>336E33D5-8C02-4265-9627-704BF9F3954B</RequestId>
      <DBProxyEndpointId>keaxncrjluwu0guehzae</DBProxyEndpointId>
      <DbProxyEndpointAliases>proxyterminal-test</DbProxyEndpointAliases>
      <DBProxyFeatures>TransactionReadSqlRouteOptimizeStatus:1;ConnectionPersist:0;ReadWrit
eSpliting:1;PinPreparedStmt:0</DBProxyFeatures>
      <ReadOnlyInstanceWeight>[{"Availability":"Available","DBInstanceId":"rr-bp176984qewd8
****","DBInstanceType":"ReadOnly","Weight":400},{"Availability":"Available","DBInstanceId":
"rm-bp1ja4f56s7us****","DBInstanceType":"Master","Weight":0}]</ReadOnlyInstanceWeight>
      <ReadOnlyInstanceMaxDelayTime>30</ReadOnlyInstanceMaxDelayTime>
      <DBProxyConnectStringNetType>InnerString</DBProxyConnectStringNetType>
      <EndpointConnectItems>
            <EndpointConnectItems>
                  <DbProxyEndpointNetType>2</DbProxyEndpointNetType>
                  <DbProxyEndpointPort>3306</DbProxyEndpointPort>
                  <DbProxyEndpointConnectString>testproxy****.rwlb.rds.aliyuncs.com</DbProx
yEndpointConnectString>
            </EndpointConnectItems>
            <EndpointConnectItems>
                  <DbProxyEndpointNetType>0</DbProxyEndpointNetType>
                  <DbProxyEndpointPort>3306</DbProxyEndpointPort>
                  <DbProxyEndpointConnectString>test****.rwlb.rds.aliyuncs.com</DbProxyEndp
ointConnectString>
            </EndpointConnectItems>
      </EndpointConnectItems>
      <DBProxyConnectStringPort>3306</DBProxyConnectStringPort>
</DescribeDBProxyEndpointResponse>

 JSON  format
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{
    "DbProxyEndpointReadWriteMode": "ReadWrite",
    "ReadOnlyInstanceDistributionType": "Standard",
    "DBProxyConnectString": "testproxy****.rwlb.rds.aliyuncs.com",
    "RequestId": "336E33D5-8C02-4265-9627-704BF9F3954B",
    "DBProxyEndpointId": "keaxncrjluwu0guehzae",
    "DbProxyEndpointAliases": "proxyterminal-test",
    "DBProxyFeatures": "TransactionReadSqlRouteOptimizeStatus:1;ConnectionPersist:0;ReadWri
teSpliting:1;PinPreparedStmt:0",
    "ReadOnlyInstanceWeight": "[{\"Availability\":\"Available\",\"DBInstanceId\":\"rr-bp176
984qewd8****\",\"DBInstanceType\":\"ReadOnly\",\"Weight\":400},{\"Availability\":\"Availabl
e\",\"DBInstanceId\":\"rm-bp1ja4f56s7us****\",\"DBInstanceType\":\"Master\",\"Weight\":0}]"
,
    "ReadOnlyInstanceMaxDelayTime": "30",
    "DBProxyConnectStringNetType": "InnerString",
    "EndpointConnectItems": {
        "EndpointConnectItems": [
            {
                "DbProxyEndpointNetType": "2",
                "DbProxyEndpointPort": "3306",
                "DbProxyEndpointConnectString": "testproxy****.rwlb.rds.aliyuncs.com"
            },
            {
                "DbProxyEndpointNetType": "0",
                "DbProxyEndpointPort": "3306",
                "DbProxyEndpointConnectString": "test****.rwlb.rds.aliyuncs.com"
            }
        ]
    },
    "DBProxyConnectStringPort": "3306"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

404 Endpoint.NotFound Specified endpoint is not found.
The error message returned
because the specified endpoint
cannot be found.

400
InvalidEndPoint.Form
at

The specified EndPoint is not
valid.

The error message returned
because the specified endpoint
is invalid or cannot be found.

403 IncorrectKindCode
The current KindCode of the
custins does not support the
operation.

The error message returned
because the operating system in
which the primary instance runs
does not support this operation.
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403
IncorrectDBInstance
Type

The current database instance
type does not support the
operation.

The error message returned
because the configuration of the
primary instance does not
support this operation.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBProxyPerformance operation to query the performance metrics of the
database proxy for an ApsaraDB RDS instance.

Before you call the DescribeDBProxyPerformance operation, make sure that the ModifyDBProxy
operation is called to enable the database proxy feature for the instance.

The dedicated proxy feature of ApsaraDB RDS for MySQL provides capabilit ies such as read/write
split t ing and short-lived connection optimization. For more information, see What are database
proxies?

The database proxy feature of ApsaraDB RDS for PostgreSQL supports read/write split t ing. For more
information, see What are database proxies?

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBProxyP
erformance

The operation that you want to
perform. Set the value to
DescribeDBProxyPerf ormanceDescribeDBProxyPerf ormance.

DBInstanceId String Yes rm-t4n3axxxxx
The ID of the instance. You can call the
DescribeDBInstances operation to
query the ID of the instance.

DBProxyInstanceT
ype

String No DedicatedProxy
The type of proxy that is enabled on
the instance. Set the value to
Dedicat edProxyDedicat edProxy.

18.7. Query database proxy18.7. Query database proxy
performanceperformance
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StartT ime String Yes
2019-09-
19T01:00:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

EndTime String Yes
2019-09-
21T18:00:00Z

The end of the t ime range to query.
The end time must be later than the
start t ime. Specify the t ime in the ISO
8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

RegionId String Yes cn-hangzhou

The ID of the region where the instance
resides. You can call the
DescribeRegions operation to query
most recent region list.

MetricsName String Yes
Maxscale_CpuUsa
ge

The performance metrics that you
want to query.

If the instance runs MySQL, you can
query only the Maxscale_CpuUsageMaxscale_CpuUsage
performance metric, which indicates
the CPU utilization of the instance.

If the instance runs PostgreSQL, you
can query the following performance
metrics:

Maxscale_T ot alConnsMaxscale_T ot alConns : the
number of connections per second

Maxscale_Current ConnsMaxscale_Current Conns : the
number of connections that are
established

Maxscale_DownFlowsMaxscale_DownFlows : outbound
traffic

Maxscale_UpFlowsMaxscale_UpFlows : inbound
traffic

Maxscale_QPSMaxscale_QPS: QPS

Maxscale_MemUsageMaxscale_MemUsage: memory
usage

Maxscale_CpuUsageMaxscale_CpuUsage: CPU usage

If you want to query more than one
performance metric, separate the
performance metrics with commas (,).
You can specify up to six performance
metrics in a single request.

Parameter Type Required Example Description
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Response parametersResponse parameters

Parameter Type Example Description

EndTime String
2019-09-
21T18:00:00Z

The end of the t ime range that is queried.

StartT ime String
2019-09-
19T01:00:00Z

The beginning of the t ime range that is
queried.

DBInstanceId String lsmexxxxxxx The ID of the instance.

RequestId String
DD31056F-A0CE-
41D7-AD39-
689B6ABAE982

The ID of the request.

PerformanceKe
ys

Array of
PerformanceKe
y

An array that consists of the performance
metrics that are returned.

PerformanceKe
y

ValueFormat String
docker_container_cp
u

The format in which the value of the
performance metric is returned.

Key String cpu_ratio The name of the performance metric.

Values
Array of
PerformanceVa
lue

An array that consists of the values of the
performance metric in the following format:
{value1, value2, ...}.

PerformanceVa
lue

Date String
2019-10-
10T09:00:00Z

The time when the value of the performance
metric was recorded. The time follows the
ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time is
displayed in UTC.

Value String 2.83 The value of the performance metric.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=DescribeDBProxyPerformance
&RegionId=cn-hangzhou
&DBInstanceId=rm-t4n3axxxxx
&MetricsName=Maxscale_CpuUsage
&StartTime=2019-09-19T01:00:00Z
&EndTime=2019-09-21T18:00:00Z
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeDBProxyPerformanceResponse>
<DBInstanceId>lsmexxxxxxx</DBInstanceId>
<RequestId>DD31056F-A0CE-41D7-AD39-689B6ABAE982</RequestId>
<PerformanceKeys>
    <PerformanceKey>
        <Values>
            <PerformanceValue>
                <Value>2.83</Value>
                <Date>2019-10-10T09:00:00Z</Date>
            </PerformanceValue>
        </Values>
        <Key>cpu_ratio</Key>
        <ValueFormat>docker_container_cpu</ValueFormat>
    </PerformanceKey>
</PerformanceKeys>
<EndTime>2019-10-10T09:39:28Z</EndTime>
<StartTime>2019-10-01T09:39:28Z</StartTime>
</DescribeDBProxyPerformanceResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "DBInstanceId" : "lsmexxxxxxx",
  "RequestId" : "DD31056F-A0CE-41D7-AD39-689B6ABAE982",
  "PerformanceKeys" : {
    "PerformanceKey" : [ {
      "Values" : {
        "PerformanceValue" : [ {
          "Value" : "2.83",
          "Date" : "2019-10-10T09:00:00Z"
        } ]
      },
      "Key" : "cpu_ratio",
      "ValueFormat" : "docker_container_cpu"
    } ]
  },
  "EndTime" : "2019-10-10T09:39:28Z",
  "StartTime" : "2019-10-01T09:39:28Z"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidDBInstanceNa
me.NotFound

The specified DB instance name
does not exist.

The error message returned
because the name of the
instance cannot be found.

400
InvalidDBInstanceNa
me

Specified parameter
DBInstanceName is not valid.

The error message returned
because the value of the
DBInstanceName parameter is
invalid. Check whether the value
is null or an empty string.

404 Endpoint.NotFound Specified endpoint is not found.
The error message returned
because the port number that
you specified cannot be found.

For a list  of error codes, visit  the API Error Center.

You can call the CreateDBProxyEndpointAddress operation to create an endpoint  that is used to
connect to the dedicated proxies of an instance.

After you enable the dedicated proxy feature for an instance, the system generates a default
endpoint  that is used to connect to the dedicated proxies of the instance. However, you can call this
operation to create another endpoint  of the specified network type.

18.8. Create proxy endpoint18.8. Create proxy endpoint
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Not eNot e

If the instance uses local SSDs, three network types are supported: VPC, Classic, and Public.

If  the instance uses standard or enhanced SSDs, two network types are supported: VPC and
Public.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateDBProxyEn
dpointAddress

The operation that you want to
perform. Set the value to
Creat eDBProxyEndpoint AddressCreat eDBProxyEndpoint Address .

RegionId String Yes cn-hangzhou

The ID of the region to which the
instance belongs. You can call the
DescribeRegions operation to query the
most recent region list.

DBInstanceId String Yes rm-t4n3axxxxx The ID of the instance.

DBProxyEndpointI
d

String Yes ta9um4xxxxx
The ID of the endpoint. You can call
the DescribeDBProxyEndpoint operation
to query.

DBProxyConnectS
tringNetType

String Yes Public

The network type of the endpoint.
Valid values:

PublicPublic

VPCVPC

ClassicClassic

Default value: ClassicClassic .

ConnectionString
Prefix

String Yes test1234 The prefix of the endpoint.

DBProxyNewConn
ectStringPort

String No 3306
The port associated with the endpoint.
Default value: 33063306.
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VPCId String No vpc-bpxxxxxx

The ID of the VPC to which the
endpoint belongs.

Not e Not e When you set the
DBProxyConnect St ringNet T ypeDBProxyConnect St ringNet T ype
parameter to VPCVPC, you must
specify the VPCId parameter.

vSwitchId String No vsw-bpxxxxxx

The ID of the vSwitch associated with
the specified VPC.

Not e Not e When you set the
DBProxyConnect St ringNet T ypeDBProxyConnect St ringNet T ype
parameter to VPCVPC, you must
specify the vSwitchId parameter.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
F2911788-25E8-
42E5-A3A3-
1B38D263F01E

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CreateDBProxyEndpointAddress
&RegionId=cn-hangzhou
&DBInstanceId=m-t4n3axxxxx
&DBProxyEndpointId=ta9um4xxxxx
&DBProxyConnectStringNetType=Public
&ConnectionStringPrefix=test1234
&<Common request parameters>

Sample success responses

 XML  format

<CreateDBProxyEndpointAddressResponse>
  <RequestId>F2911788-25E8-42E5-A3A3-1B38D263F01E</RequestId>
</CreateDBProxyEndpointAddressResponse>

 JSON  format
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{
    "RequestId": "F2911788-25E8-42E5-A3A3-1B38D263F01E"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidPort.Malforme
d

Specified port is not valid.
The error message returned
because the specified port is
invalid.

400 NetTypeExists
Specified net type already
existed.

The error message returned
because an endpoint of the
specified network type already
exists. Check whether the
specified network type is
correct.

400
InvalidConnectionStri
ng.Duplicate

Specified connection string
already exists in the Aliyun RDS.

The error message returned
because the specified endpoint
already exists in ApsaraDB for
RDS.

For a list  of error codes, visit  the API Error Center.

You can call the ModifyDBProxyEndpointAddress operation to modify the endpoint  that is used to
connect to the dedicated proxies of an ApsaraDB for RDS instance.

The dedicated proxy feature provides advanced functions, such as read/write split t ing, connection
pool, and transaction split t ing. For more information, see Dedicated proxy.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBProxyEn
dpointAddress

The operation that you want to
perform. Set the value to
Modif yDBProxyEndpoint AddressModif yDBProxyEndpoint Address .

DBInstanceId String Yes rm-t4n3axxxxx The ID of the instance.

18.9. Modify proxy endpoint18.9. Modify proxy endpoint
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DBProxyEndpointI
d

String Yes ta9um4xxxxx

The ID of the endpoint that is used to
connect to the dedicated proxies of
the instance. You can call the
DescribeDBProxyEndpoint operation to
query.

DBProxyConnectS
tringNetType

String No Public

The network type of the endpoint.
Valid values:

PublicPublic

VPCVPC

ClassicClassic

Default value: ClassicClassic .

DBProxyNewConn
ectString

String No test123456

The prefix of the endpoint.

Not e Not e You must specify
either the
DBProxyNewConnect St ringDBProxyNewConnect St ring or
DBProxyNewConnect St ringPortDBProxyNewConnect St ringPort
parameter.

DBProxyNewConn
ectStringPort

String No 3307

The port associated with the endpoint.

Not e Not e You must specify
either the
DBProxyNewConnect St ringDBProxyNewConnect St ring or
DBProxyNewConnect St ringPortDBProxyNewConnect St ringPort
parameter.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
50F6C32B-DD73-
4DA1-ADA2-
0EAF2B0FCD8A

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/? Action=ModifyDBProxyEndpointAddress
&DBInstanceId=m-t4n3axxxxx
&DBProxyEndpointId=ta9um4xxxxx
&DBProxyNewConnectString=test123456
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBProxyEndpointAddressResponse>
  <RequestId>50F6C32B-DD73-4DA1-ADA2-0EAF2B0FCD8A</RequestId>
</ModifyDBProxyEndpointAddressResponse>

 JSON  format

{
    "RequestId": "50F6C32B-DD73-4DA1-ADA2-0EAF2B0FCD8A"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

403
ParameterLeastAsso
ciate

Must input at least one optional
parameter.

The error message returned
because neither of the optional
parameters is specified. When
you clone an RDS instance, you
must specify either the cloning
time or the used backup set.

400
InvalidConnectionStri
ng.Format

Specified connection string is
not valid.

The error message returned
because the specified endpoint
is invalid.

400
InvalidPort.Malforme
d

Specified port is not valid.
The error message returned
because the specified port is
invalid.

400
InvalidConnectionStri
ng.Duplicate

Specified connection string
already exists in the Aliyun RDS.

The error message returned
because the specified endpoint
is used by another RDS instance.

404
InsufficientResource
Capacity

There is insufficient capacity
available for the requested
instance.

The error message returned
because the available resources
are insufficient. Please try again
later.

For a list  of error codes, visit  the API Error Center.

18.10. Delete proxy endpoint18.10. Delete proxy endpoint
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You can call the DeleteDBProxyEndpointAddress operation to delete the endpoint  that is used to
connect to the dedicated proxies of an ApsaraDB for RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DeleteDBProxyEn
dpointAddress

The operation that you want to
perform. Set the value to
Delet eDBProxyEndpoint AddressDelet eDBProxyEndpoint Address .

RegionId String Yes cn-hangzhou

The ID of the region to which the
instance belongs. You can call the
DescribeRegions operation to query the
most recent region list.

DBInstanceId String Yes rm-t4n3axxxxx The ID of the instance.

DBProxyEndpointI
d

String Yes ta9um4xxxxx

The ID of the endpoint that is used to
connect to the dedicated proxies of
the instance. You can call the
DescribeDBProxyEndpoint operation to
query.

DBProxyConnectS
tringNetType

String Yes Public

The network type of the endpoint.
Valid values:

PublicPublic

VPCVPC

ClassicClassic

Default value: ClassicClassic .

Not e Not e If the RDS instance
runs standard or enhanced SSDs
and the network type of the
endpoint is VPC, you cannot delete
the endpoint.

Response parametersResponse parameters

18.10. Delete proxy endpoint18.10. Delete proxy endpoint
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Parameter Type Example Description

RequestId String
343356C6-64B2-
4245-ADEB-
C9BD165EDD11

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DeleteDBProxyEndpointAddress
&RegionId=cn-hangzhou
&DBInstanceId=m-t4n3axxxxx
&DBProxyEndpointId=ta9um4xxxxx
&DBProxyConnectStringNetType=Public
&<Common request parameters>

Sample success responses

 XML  format

<DeleteDBProxyEndpointAddressResponse>
  <RequestId>343356C6-64B2-4245-ADEB-C9BD165EDD11</RequestId>
</DeleteDBProxyEndpointAddressResponse>

 JSON  format

{
    "RequestId": "343356C6-64B2-4245-ADEB-C9BD165EDD11"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyDbProxyInstanceSsl operation to configure SSL encryption for the dedicated
proxy endpoint  of an ApsaraDB RDS instance.

ApsaraDB RDS provides the dedicated proxy feature. You can configure SSL encryption for the
dedicated proxy endpoint  of an instance. This allows you to ensure the data security of the instance.
For more information, see Dedicated proxy.

Before you call this operation, make sure that the following requirements are met:

The dedicated proxy feature must be enabled for the instance.

The minor engine version that the dedicated proxies of the instance run must be 1.12.8 or later.

The instance must run one of the following MySQL versions and RDS edit ions:

18.11. Configure SSL encryption for18.11. Configure SSL encryption for
dedicated proxy endpointdedicated proxy endpoint
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MySQL 8.0 on RDS High-availability Edit ion with local SSDs (The minor engine version is 20200831 or
later.)

MySQL 5.7 on RDS High-availability Edit ion with local SSDs (The minor engine version is 20200831 or
later.)

MySQL 5.6 on RDS High-availability Edit ion with local SSDs (The minor engine version is 20200831 or
later.)

Not e Not e Calling this operation causes a restart  of the instance. Proceed with caution.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDbProxyIns
tanceSsl

The operation that you want to
perform. Set the value to
Modif yDbProxyInst anceSslModif yDbProxyInst anceSsl .

DbInstanceId String Yes rm-t4n3axxxxx The ID of the instance.

DbProxyEndpointI
d

String Yes ta9um4xxxxx

The ID of the dedicated proxy
endpoint. You can call the
DescribeDBProxyEndpoint operation to
query the ID of a proxy endpoint.

DbProxyConnectS
tring

String Yes
test123456.rwlb.r
ds.aliyuncs.com

The dedicated proxy endpoint of the
instance.
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DbProxySslEnable
d

String Yes 1

The SSL configuration setting that you
want to apply on the instance. Valid
values:

0: disables SSL encryption.

1: enables SSL encryption or
modifies the endpoint that requires
SSL encryption.

2: updates the validity period of the
SSL certificate.

Not e Not e This setting causes a
restart of the instance. Proceed
with caution.

RegionId String No cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
BF46A62B-3717-
4397-9338-
36BB95C898B3

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyDbProxyInstanceSsl
&DbInstanceId=rm-t4n3axxxxx
&DbProxyEndpointId=ta9um4xxxxx
&DbProxyConnectString=test123456.rwlb.rds.aliyuncs.com
&DbProxySslEnabled=1
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDbProxyInstanceSslResponse>
  <RequestId>BF46A62B-3717-4397-9338-36BB95C898B3</RequestId>
</ModifyDbProxyInstanceSslResponse>

 JSON  format
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{
 "RequestId": "BF46A62B-3717-4397-9338-36BB95C898B3"
}

Error codesError codes

HttpCode Error code Error message Description

400
MinorVersionNotSup
port

The current database minor
version does not support the
operation.

The error message returned
because the current minor
engine version does not support
this operation.

400
InvalidDbProxyStatu
s

The proxy status of the
database is abnormal.

The error message returned
because the dedicated proxies
of the instance are in an
abnormal state.

403
RDSCategoryNotSup
port

The specified instance category
does not support this operation.

The error message returned
because the instance does not
support this operation.

404 Endpoint.NotFound
The specified endpoint is not
found.

The error message returned
because the specified endpoint
cannot be found.

404
EnabledSSLNotSupp
ort

The backend service does not
support SSL.

The error message returned
because the backend service
does not support SSL.

404
InvalidDbProxyConne
ctionString.NotFoun
d

The specified database proxy
connection string is not found.

The error message returned
because the specified proxy
endpoint cannot be found.

For a list  of error codes, visit  the API Error Center.

You can call the GetDbProxyInstanceSsl operation to query the SSL encryption sett ings of the
dedicated proxy endpoint  of an ApsaraDB RDS instance.

ApsaraDB RDS provides the dedicated proxy feature. You can configure SSL encryption for the
dedicated proxy endpoint  of an instance. This allows you to ensure the data security of the instance.
For more information, see Dedicated proxy.

Before you call this operation, make sure that the following requirements are met:

The dedicated proxy feature must be enabled for the instance.

The minor engine version that the dedicated proxies of the instance run must be 1.12.8 or later.

The instance must run one of the following MySQL versions and RDS edit ions:

18.12. Query SSL encryption settings18.12. Query SSL encryption settings
of dedicated proxy endpointof dedicated proxy endpoint
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MySQL 8.0 on RDS High-availability Edit ion with local SSDs (The minor engine version is 20200831 or
later.)

MySQL 5.7 on RDS High-availability Edit ion with local SSDs (The minor engine version is 20200831 or
later.)

MySQL 5.6 on RDS High-availability Edit ion with local SSDs (The minor engine version is 20200831 or
later.)

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
GetDbProxyInstan
ceSsl

The operation that you want to
perform. Set the value to
Get DbProxyInst anceSslGet DbProxyInst anceSsl .

DbInstanceId String Yes rm-t4n3axxxxx The ID of the instance.

RegionId String No cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

DbProxyCertList
Items

Array of
DbProxyCertList
Items

An array that consists of SSL encryption
settings.

DbProxyCertList
Items

CertCommonNa
me

String
test1234.rwlb.rds.ali
yuncs.com

The dedicated proxy endpoint for which SSL
encryption is enabled.

DbInstanceNam
e

String rm-t4n3axxxxx The ID of the instance.

EndpointName String buxxxxxxx The ID of the dedicated proxy endpoint.
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EndpointType String RWSplit
The default identifier of the dedicated proxy
endpoint. Set the value to RWSplitRWSplit .

SslExpiredTime String
2021-12-
16T08:43:20Z

The time when the SSL certificate expires.

RequestId String
D330E60C-8AAA-
4D63-8F64-
5B78F4692F98

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=GetDbProxyInstanceSsl
&DbInstanceId=rm-t4n3axxxxx
&<Common request parameters>

Sample success responses

 XML  format

<GetDbProxyInstanceSslResponse>
  <RequestId>D330E60C-8AAA-4D63-8F64-5B78F4692F98</RequestId>
  <DbProxyCertListItems>
        <DbProxyCertListItems>
              <EndpointName>buxxxxxxx</EndpointName>
              <EndpointType>RWSplit</EndpointType>
              <CertCommonName>test1234.rwlb.rds.aliyuncs.com</CertCommonName>
              <SslExpiredTime>2021-12-16T08:43:20Z</SslExpiredTime>
              <DbInstanceName>rm-t4n3axxxxx</DbInstanceName>
        </DbProxyCertListItems>
  </DbProxyCertListItems>
</GetDbProxyInstanceSslResponse>

 JSON  format
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{
 "RequestId": "D330E60C-8AAA-4D63-8F64-5B78F4692F98",
 "DbProxyCertListItems": {
  "DbProxyCertListItems": [
   {
    "EndpointName": "buxxxxxxx",
    "EndpointType": "RWSplit",
    "CertCommonName": "test1234.rwlb.rds.aliyuncs.com",
    "SslExpiredTime": "2021-12-16T08:43:20Z",
    "DbInstanceName": "rm-t4n3axxxxx"
   }
  ]
 }
}

Error codesError codes

HttpCode Error code Error message Description

400 InvalidVpcInstanceId
The specified VPC instance ID is
invalid.

The error message returned
because the specified VPC
instance ID is invalid.

403
IncorrectDBInstance
Type

The current database instance
type does not support the
operation.

The error message returned
because the database engine of
the instance does not support
this operation.

404
InvalidDBInstance.No
tFound

The specified instance does not
exist or is not supported.

The error message returned
because the instance does not
exist or is not supported.

404 Endpoint.NotFound
The specified endpoint is not
found.

The error message returned
because the specified endpoint
cannot be found.

For a list  of error codes, visit  the API Error Center.
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Queries ECS security groups to which an ApsaraDB for RDS instance is added.

After an RDS instance is added to an ECS security group, all ECS instances in the security group can
access the RDS instance. For more information, see Configure a whitelist  for an RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeSecurityG
roupConfiguratio
n

The operation that you want to
perform. Set the value to
DescribeSecurit yGroupConf igurat ioDescribeSecurit yGroupConf igurat io
nn.

DBInstanceId String Yes rm-uf6wjk5xxxxxx The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String rm-uf6wjk5xxxxxx The ID of the instance.

Items Array An array that consists of ECS security groups.

EcsSecurityGrou
pRelation

NetworkType String VPC

The network type of the ECS security group.
Valid values:

ClassicClassic

VPCVPC

19.Security management19.Security management
19.1. Query ECS security groups to19.1. Query ECS security groups to
which an ApsaraDB for RDS instancewhich an ApsaraDB for RDS instance
is addedis added
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RegionId String cn-hangzhou The ID of the region.

SecurityGroupId String sg-xxxxxxx The ID of the ECS security group.

RequestId String
87BDAE8C-ACB0-
4A26-BBCC-
7D1DD31D630D

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeSecurityGroupConfiguration
&DBInstanceId=rm-uf6wjk5xxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeSecurityGroupConfigurationResponse>
  <Items>
        <EcsSecurityGroupRelation>
              <NetworkType>VPC</NetworkType>
              <SecurityGroupId>sg-1xxxxxxx</SecurityGroupId>
              <RegionId>cn-hangzhou</RegionId>
        </EcsSecurityGroupRelation>
        <EcsSecurityGroupRelation>
              <NetworkType>VPC</NetworkType>
              <SecurityGroupId>sg-2xxxxxxx</SecurityGroupId>
              <RegionId>cn-hangzhou</RegionId>
        </EcsSecurityGroupRelation>
  </Items>
  <RequestId>87BDAE8C-ACB0-4A26-BBCC-7D1DD31D630D</RequestId>
  <DBInstanceName>rm-uf6wjk5xxxxxx</DBInstanceName>
</DescribeSecurityGroupConfigurationResponse>

 JSON  format
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{"Items":
    {"EcsSecurityGroupRelation":
        [{"NetworkType":"VPC",
          "SecurityGroupId":"sg-1xxxxxxx",
          "RegionId":"cn-hangzhou"},
         {"NetworkType":"VPC",
          "SecurityGroupId":"sg-2xxxxxxx",
          "RegionId":"cn-hangzhou"}]},
 "RequestId":"87BDAE8C-ACB0-4A26-BBCC-7D1DD31D630D",
 "DBInstanceName":"rm-uf6wjk5xxxxxx"}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Changes the ECS security groups to which an ApsaraDB for RDS instance is added.

After an RDS instance is added to an ECS security group, all ECS instances in the security group can
access the RDS instance. For more information, see Configure a whitelist  for an RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifySecurityGr
oupConfiguration

The operation that you want to
perform. Set the value to
Modif ySecurit yGroupConf igurat ionModif ySecurit yGroupConf igurat ion.

DBInstanceId String Yes rm-uf6wjk5xxxxxx The ID of the instance.

SecurityGroupId String Yes sg-xxxxxxx

The ID of the ECS security group. Each
RDS instance can be added to up to
three security groups. Separate the
security group IDs with commas (,). To
delete an ECS security group for the
RDS instance, leave this parameter
empty. You can call the
DescribeSecurityGroups operation to
query the ECS security group list.

19.2. Change the ECS security group19.2. Change the ECS security group
for an ApsaraDB for RDS instancefor an ApsaraDB for RDS instance
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Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String rm-uf6wjk5xxxxxx The ID of the instance.

Items
Array of
EcsSecurityGrou
pRelation

An array that consists of ECS security groups.

EcsSecurityGrou
pRelation

NetworkType String VPC

The network type of an ECS security group.
Valid values:

ClassicClassic

VPCVPC

RegionId String cn-hangzhou The ID of the region.

SecurityGroupId String sg-xxxxxxx The ID of the ECS security group.

RequestId String
8585861B-8F0D-
4D17-9460-
C42255EB10C0

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/Action=ModifySecurityGroupConfiguration
&DBInstanceId=rm-uf6wjk5xxxxxx
&SecurityGroupId=sg-xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format
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<ModifySecurityGroupConfigurationResponse>
  <Items>
        <EcsSecurityGroupRelation>
              <NetworkType>VPC</NetworkType>
              <SecurityGroupId>sg-1xxxxxxx</SecurityGroupId>
              <RegionId>cn-hangzhou</RegionId>
        </EcsSecurityGroupRelation>
        <EcsSecurityGroupRelation>
              <NetworkType>VPC</NetworkType>
              <SecurityGroupId>sg-2xxxxxxx</SecurityGroupId>
              <RegionId>cn-hangzhou</RegionId>
        </EcsSecurityGroupRelation>
  </Items>
  <RequestId>8585861B-8F0D-4D17-9460-C42255EB10C0</RequestId>
  <DBInstanceName>rm-uf6wjk5xxxxxx</DBInstanceName>
</ModifySecurityGroupConfigurationResponse>

 JSON  format

{"Items":
 {"EcsSecurityGroupRelation":
  [{"NetworkType":"VPC",
    "SecurityGroupId":"sg-1xxxxxxx",
    "RegionId":"cn-hangzhou"},
   {"NetworkType":"VPC",
    "SecurityGroupId":"sg-2xxxxxxx",
    "RegionId":"cn-hangzhou"}]},
 "RequestId":"8585861B-8F0D-4D17-9460-C42255EB10C0",
 "DBInstanceName":"rm-uf6wjk5xxxxxx"}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBInstanceIPArrayList  operation to query the IP address whitelists of an
ApsaraDB RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

19.3. Query IP address whitelists19.3. Query IP address whitelists
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Action String Yes
DescribeDBInstan
ceIPArrayList

The operation that you want to
perform. Set the value to
DescribeDBInst anceIPArrayListDescribeDBInst anceIPArrayList .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

WhitelistNetwork
Type

String No VPC

The network type of IP address
whitelist  to query. Valid values:

ClassicClassic: classic network type. This
value applies in enhanced whitelist
mode.

VPCVPC: VPC network type. This value
applies in enhanced whitelist  mode.

MIXMIX : classic and VPC network types.
This value applies in standard
whitelist  mode.

This operation returns IP address
whitelists of all network types by
default.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Items Array
An array that consists of IP address
whitelists.

DBInstanceIPArr
ay

DBInstanceIPArr
ayName

String rds_default The name of the IP address whitelist.

DBInstanceIPArr
ayAttribute

String hidden

The attribute of the IP address whitelist. This
parameter is empty by default.

Not e Not e The IP address whitelists
that have the hidden attribute are not
displayed in the ApsaraDB RDS console.
These IP address whitelists are used to
access Alibaba Cloud services such as
Data Transmission Service (DTS).
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SecurityIPList String 192.168.1.0/24
An array that consists of IP addresses in the
IP address whitelist.

SecurityIPType String IPv4 The type of the IP address.

RequestId String
E2B6AF71-DC32-
4055-B477-
43B348798D10

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeDBInstanceIPArrayList
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDBInstanceIPArrayListResponse>
      <Items>
            <DBInstanceIPArray>
                  <DBInstanceIPArrayName>rds_default</DBInstanceIPArrayName>
                  <DBInstanceIPArrayAttribute></DBInstanceIPArrayAttribute>
                  <WhitelistNetworkType>VPC</WhitelistNetworkType>
                  <SecurityIPList>192.168.1.0/24</SecurityIPList>
                  <SecurityIPType>IPv4</SecurityIPType>
            </DBInstanceIPArray>
      </Items>
      <RequestId>E2B6AF71-DC32-4055-B477-43B348798D10</RequestId>
</DescribeDBInstanceIPArrayListResponse>

 JSON  format
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{
    "Items": {
        "DBInstanceIPArray": [
            {
                "DBInstanceIPArrayName": "rds_default",
                "DBInstanceIPArrayAttribute": "",
                "WhitelistNetworkType": "VPC",
                "SecurityIPList": "192.168.1.0/24",
                "SecurityIPType": "IPv4"
            }
        ]
    },
    "RequestId": "E2B6AF71-DC32-4055-B477-43B348798D10"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifySecurityIps operation to modify an IP address whitelist  of an ApsaraDB RDS
instance.

An IP address whitelist  contains the IP addresses and CIDR blocks that are granted access to the
instance. For more information about how to configure an IP address whitelist , see Configure an IP
address whitelist  for an ApsaraDB RDS instance.

Not e Not e Before you call this operation, make sure that the instance is in the Running state.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes ModifySecurityIps

The operation that you want to
perform. Set the value to
Modif ySecurit yIpsModif ySecurit yIps .

DBInstanceId String Yes
pgm-
bp18n0c8zt45***
*

The ID of the instance.

19.4. Modify IP address whitelist19.4. Modify IP address whitelist
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SecurityIps String Yes 10.23.12.24

The IP addresses and CIDR blocks that
you want to include in the IP address
whitelist. If the IP address whitelist
contains more than one IP address or
CIDR block, separate these IP addresses
and CIDR blocks with commas (,). Each
IP address or CIDR block in the IP
address whitelist  must be unique. For
more information, see Configure an IP
address whitelist  for an ApsaraDB RDS
instance. Valid formats:

IP addresses, such as 10.23.12.24.

CIDR blocks, such as 10.23.12.0/24. In
this example, /24 indicates that the
prefix of each IP address is 24-bit
long. You can replace 24 with a
value within the range of 1 to 32.

Not e Not e A maximum of 1,000
IP addresses and CIDR blocks can
be configured for each instance. If
you want to add a large number
of IP addresses, we recommend
that you merge these IP addresses
into CIDR blocks, such as
10.23.12.0/24.

DBInstanceIPArray
Name

String No test

The name of the IP address whitelist.
Default value: Default.

Not e Not e A maximum of 200 IP
address whitelists can be
configured for each instance.

DBInstanceIPArray
Attribute

String No hidden

The attribute of the IP address
whitelist. This parameter is empty by
default.

Not e Not e The IP address
whitelists that have the hidden
attribute are not displayed in the
ApsaraDB RDS console. These IP
address whitelists are used to
access Alibaba Cloud services,
such as Data Transmission Service
(DTS).

Parameter Type Required Example Description
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SecurityIPType String No IPv4
The address format of the IP address
whitelist.

WhitelistNetwork
Type

String No Classic

The network type of the IP address
whitelist. Valid values:

ClassicClassic: The IP address whitelist  is
of the classic network type in
enhanced whitelist  mode.

VPCVPC: The IP address whitelist  is of
the virtual private cloud (VPC)
network type in enhanced whitelist
mode.

MIXMIX : The IP address whitelist  is in
standard whitelist  mode.

Default value: MIXMIX .

Not e Not e In standard whitelist
mode, IP addresses and CIDR
blocks can be added only to the
default IP address whitelist. In
enhanced whitelist  mode, IP
addresses and CIDR blocks can be
added to both IP address
whitelists of the classic network
type and those of the VPC
network type.

ModifyMode String No Cover

The method that is used to modify the
IP address whitelist. Valid values:

CoverCover: Use the IP addresses and
CIDR blocks that are specified in the
Securit yIpsSecurit yIps  parameter to overwrite
the existing IP addresses and CIDR
blocks in the IP address whitelist.

AppendAppend: Add the IP addresses and
CIDR blocks that are specified in the
Securit yIpsSecurit yIps  parameter to the IP
address whitelist.

Delet eDelet e: Delete the IP addresses and
CIDR blocks that are specified in the
Securit yIpsSecurit yIps  parameter from the IP
address whitelist. You must retain at
least one IP address or CIDR block.

Default value: CoverCover.

Parameter Type Required Example Description
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FreshWhiteListRe
adins

String No

pgr-
bp17yuz4dn3d***
*,pgr-
bp1vn2ph54u1***
*

The read-only instances to which you
want to synchronize the IP address
whitelist.

If the instance is attached with a
read-only instance, you can use this
parameter to synchronize the IP
address whitelist  to the read-only
instance. If the instance is attached
with multiple read-only instances,
the read-only instances must be
separated by commas (,).

If the instance is not attached with a
read-only instance, this parameter is
empty.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

TaskId String 115855279 The ID of the task.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifySecurityIps
&DBInstanceId=pgm-bp18n0c8zt45****
&SecurityIps=10.23.12.24
&<Common request parameters>

Sample success responses

 XML  format

<ModifySecurityIpsResponse>
      <RequestId> 1AD222E9-E606-4A42-BF6D-8A4442913CEF</RequestId>
      <TaskId>115855279</TaskId>
</ModifySecurityIpsResponse>

 JSON  format
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{
    "RequestId": " 1AD222E9-E606-4A42-BF6D-8A4442913CEF",
    "TaskId": 115855279
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidWhitelistNetT
ype.Malformed

Specified WhitelistNetType is
not valid.

The error message returned
because the value of the
WhitelistNetworkType
parameter is invalid. Enter a valid
value.

400
InvalidIPArrayAttribu
te.Format

The format of the IP attribute is
invalid.

The error message returned
because the value of the
DBInstanceIPArrayAttribute
parameter is in an invalid
format. Enter a value in the valid
format and try again. If the IP
address whitelist  contains
multiple IP addresses or CIDR
blocks, make sure that the IP
addresses and CIDR blocks are
separated by commas (,). The
following two formats are
supported:IP addresses, such as
10.23.12.24, and CIDR blocks,
such as 10.23.12.0/24. In the
example CIDR block, /24
indicates that the prefix of each
IP address is 24-bit  long. You
can replace 24 with a value
within the range of 1 to 32.

For a list  of error codes, visit  the API Error Center.

You can call the DescribeDBInstanceSSL operation to query the SSL encryption sett ings of an ApsaraDB
RDS instance.

Before you call this operation, make sure that your instance is one of the following instances:

ApsaraDB RDS for MySQL instances that do not run RDS Basic Edit ion

ApsaraDB RDS for SQL Server instances

ApsaraDB RDS for PostgreSQL instances that use standard SSDs or enhanced SSDs (ESSDs)

19.5. Query SSL encryption settings of19.5. Query SSL encryption settings of
an ApsaraDB RDS instancean ApsaraDB RDS instance
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DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ceSSL

The operation that you want to
perform. Set the value to
DescribeDBInst anceSSLDescribeDBInst anceSSL.

DBInstanceId String Yes
rm-
bp162dfr55g47**
**

The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

ServerCert String

-----BEGIN
CERTIFICATE-----
MIID*****QqEP-----
END CERTIFICATE----
-

The content of the server certificate. This
parameter is supported only when the
instance runs PostgreSQL with standard SSDs
or ESSDs.

ClientCACertExp
ireT ime

String -

The time when the public key of the CA that
issues client certificates expires. This
parameter is supported only when the
instance runs PostgreSQL with standard SSDs
or ESSDs. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC. This
parameter is not supported now.

RequireUpdateI
tem

String -

The server certificate that needs to be
updated. This parameter is supported only
when the instance runs PostgreSQL with
standard SSDs or ESSDs.

ServerCAUrl String -

The URL of the certificate that is used to
issue the server certificate. This parameter is
supported only when the instance runs
PostgreSQL with standard SSDs or ESSDs.
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RequireUpdate String Yes

Indicates whether the server certificate
needs to be updated.

Valid values for ApsaraDB RDS for MySQL
instances and ApsaraDB RDS for SQL
Server instances:

NoNo

YesYes

Valid values for ApsaraDB RDS for
PostgreSQL instances:

00: no

11: yes

ClientCertRevoc
ationList

String

-----BEGIN X509 CRL-
----MIIB****19mg==-
----END X509 CRL---
--

The certificate revocation list  (CRL) that
contains revoked client certificates. This
parameter is supported only when the
instance runs PostgreSQL with standard SSDs
or ESSDs.

SSLExpireT ime String
2022-10-
11T08:16:43Z

The time when the server certificate expires.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mm:ssZ format. The
time is displayed in UTC.

CAType String aliyun

The type of the server certificate. This
parameter is supported only when the
instance runs PostgreSQL with standard SSDs
or ESSDs. Valid values:

aliyunaliyun: a cloud certificate

cust omcust om: a custom certificate

SSLCreateT ime String -

The time when the server certificate was
created. This parameter is supported only
when the instance runs PostgreSQL with
standard SSDs or ESSDs. In addition, this
parameter is valid only when the CAType
parameter is set to aliyun.

Parameter Type Example Description
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ReplicationACL String cert

The method that is used to verify the
replication permission. This parameter is
supported only when the instance runs
PostgreSQL with standard SSDs or ESSDs.
Valid values:

certcert

perf erperf er

verif y-caverif y-ca

verif y-f ullverif y-f ull  (supported only when the
instance runs PostgreSQL 12 or later)

ACL String cert

The method that is used to verify the
identit ies of clients. This parameter is
supported only when the instance runs
PostgreSQL with standard SSDs or ESSDs.
Valid values:

certcert

perf erperf er

verif y-caverif y-ca

verif y-f ullverif y-f ull  (supported only when the
instance runs PostgreSQL 12 or later)

RequestId String
7705151C-E242-
55AF-9929-
2A3C39D979D2

The ID of the request.

LastModifyStat
us

String setting

The status of the SSL link. This parameter is
supported only when the instance runs
PostgreSQL with standard SSDs or ESSDs.
Valid values:

successsuccess

set t ingset t ing

f ailedf ailed

Parameter Type Example Description
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SSLEnabled String Yes

Indicates whether SSL encryption is enabled.

Valid values for ApsaraDB RDS for MySQL
instances and ApsaraDB RDS for SQL
Server instances:

YesYes : enabled

NoNo : disabled

Valid values for ApsaraDB RDS for
PostgreSQL instances:

onon: enabled

of fof f : disabled

ConnectionStrin
g

String

rm-
bp162dfr55g47****.
mysql.rds.aliyuncs.c
om

The endpoint that is protected by SSL
encryption.

RequireUpdate
Reason

String -

The reason why the server certificate needs
to be updated. This parameter is supported
only when the instance runs PostgreSQL with
standard SSDs or ESSDs.

ClientCACert String

-----BEGIN
CERTIFICATE-----
MIID*****viXk=-----
END CERTIFICATE----
-

The public key of the CA that issues client
certificates. This parameter is supported
only when the instance runs PostgreSQL with
standard SSDs or ESSDs.

ServerKey String

-----BEGIN PRIVATE
KEY-----
MIIE****ihfg==-----
END PRIVATE KEY----
-

The private key of the server certificate. This
parameter is supported only when the
instance runs PostgreSQL with standard SSDs
or ESSDs.

ModifyStatusRe
ason

String
Modify DB Instance
SSL Config.

The reason why the SSL link stays in the
current state. This parameter is supported
only when the instance runs PostgreSQL with
standard SSDs or ESSDs.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBInstanceSSL
&DBInstanceId=rm-bp162dfr55g47****
&<Common request parameters>

Sample success responses
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 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeDBInstanceSSL>
    <RequestId>7705151C-E242-55AF-9929-2A3C39D979D2</RequestId>
    <RequireUpdate>Yes</RequireUpdate>
    <SSLExpireTime>2022-10-11T08:16:43Z</SSLExpireTime>
    <SSLEnabled>Yes</SSLEnabled>
    <RequireUpdateReason/>
    <ConnectionString>rm-bp162dfr55g47****.mysql.rds.aliyuncs.com</ConnectionString>
</DescribeDBInstanceSSL>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "7705151C-E242-55AF-9929-2A3C39D979D2",
  "RequireUpdate" : "Yes",
  "SSLExpireTime" : "2022-10-11T08:16:43Z",
  "SSLEnabled" : "Yes",
  "RequireUpdateReason" : "",
  "ConnectionString" : "rm-bp162dfr55g47****.mysql.rds.aliyuncs.com"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvaildEngineInRegio
n.ValueNotSupporte
d

The engine is not supported in
the region.

The error message returned
because the database engine
that is run on the instance is not
supported in the specified
region.

403
OperationDenied.DBI
nstanceType

The operation is not permitted
due to type of the instance.

The error message returned
because the operation is not
supported by the role of the
instance. You must check
whether the instance is a read-
only instance. A read-only
instance cannot be cloned.

403
InstanceEngineType.
NotSupport

The instance engine and type
does not support operations

The error message returned
because the operation is not
supported for the specified
database engine and instance
type.
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403
IncorrectEngineVersi
on

Current engine version does not
support operations.

The error message returned
because this operation is not
supported for the database
engine version that is run on the
instance.

403
IncorrectDBInstanceS
tate

Current DB instance state does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

403
IncorrectDBInstance
Type

Current DB instance type does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

403
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

403
ConnectionStringLen
gthExceeded

Connection String is too long.

The error message returned
because the length of the
specified endpoint exceeds the
upper limit. You must enter a
valid endpoint.

404
InvalidDBInstanceId.
NotFound

The specified instance is not
found.

The error message returned
because the instance does not
exist. You must check whether
the instance exists in the current
account.

404
EnabledSSLNotSupp
ort

Specified region does not
support enable ssl.

The error message returned
because the SSL encryption
feature is not supported in the
specified region.

404
InvalidConnectionStri
ng.NotFound

Specified connection string or
net type is not found.

The error message returned
because the endpoint that you
specified cannot be found. You
need to check whether the
specified endpoint is valid.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the Error Center.

You can call the ModifyDBInstanceSSL operation to modify the SSL encryption sett ings of an ApsaraDB
RDS instance.

19.6. Modify SSL encryption settings19.6. Modify SSL encryption settings
of an ApsaraDB RDS instanceof an ApsaraDB RDS instance
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This operation is used to configure SSL encryption for an instance. For more information, see .

Not eNot e

Before you call this operation, make sure that your instance is one of the following
instances:

ApsaraDB RDS for MySQL instances that do not run RDS Basic Edit ion

ApsaraDB RDS for SQL Server instances

ApsaraDB RDS for PostgreSQL instances that use standard SSDs or enhanced SSDs
(ESSDs)

SSL encryption is not supported for the connections to the read/write split t ing endpoint  of
an instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
SSL

The operation that you want to
perform. The operation that you want
to perform. Set the value to
Modif yDBInst anceSSLModif yDBInst anceSSL.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

ConnectionString String Yes

rm-
uf6wjk5xxxxx.mys
ql.rds.aliyuncs.co
m

The internal or public endpoint for
which the server certificate needs to be
created or updated.

SSLEnabled Integer No 1

Specifies whether to enable or disable
SSL encryption. Valid values:

11: enables SSL encryption

00: disables SSL encryption
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CAType String No aliyun

The type of the server certificate. This
parameter is supported only when the
instance runs PostgreSQL with
standard SSDs or ESSDs. If you set the
SSLEnabled parameter to 11, the
default value of this parameter is
aliyunaliyun.

Valid values:

aliyunaliyun: a cloud certificate

cust omcust om: a custom certificate

ServerCert String No

-----BEGIN
CERTIFICATE-----
MIID*****QqEP----
-END
CERTIFICATE-----

The content of the server certificate.
This parameter is supported only when
the instance runs PostgreSQL with
standard SSDs or ESSDs. If you set the
CAType parameter to cust omcust om, you
must also specify this parameter.

ServerKey String No

-----BEGIN
PRIVATE KEY-----
MIIE****ihfg==----
-END PRIVATE
KEY-----

The private key of the server
certificate. This parameter is
supported only when the instance runs
PostgreSQL with standard SSDs or
ESSDs. If you set the CAType parameter
to cust omcust om, you must also specify this
parameter.

ClientCAEnabled Integer No 1

Specifies whether to enable the public
key of the CA that issues client
certificates. This parameter is
supported only when the instance runs
PostgreSQL with standard SSDs or
ESSDs. Valid values:

11: enables the public key

00: disables the public key

ClientCACert String No

-----BEGIN
CERTIFICATE-----
MIID*****viXk=----
-END
CERTIFICATE-----

The public key of the CA that issues
client certificates. This parameter is
supported only when the instance runs
PostgreSQL with standard SSDs or
ESSDs. If you set the ClientCAEbabled
parameter to 11, you must also specify
this parameter.

Parameter Type Required Example Description
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ClientCrlEnabled Integer No 1

Specifies whether to enable a
certificate revocation list  (CRL) that
contains revoked client certificates.
This parameter is supported only when
the instance runs PostgreSQL with
standard or enhanced SSDs. In
addition, this parameter is available
only when the public key of the CA that
issues client certificates is enabled.
Valid values:

11: enables the CRL

00: disables the CRL

ClientCertRevocat
ionList

String No

-----BEGIN X509
CRL-----
MIIB****19mg==--
---END X509 CRL-
----

The CRL that contains revoked client
certificates. This parameter is
supported only when the instance runs
PostgreSQL with standard SSDs or
ESSDs. If you set the ClientCrlEnabled
parameter to 11, you must also specify
this parameter.

ACL String No cert

The method that is used to verify the
identit ies of clients. This parameter is
supported only when the instance runs
PostgreSQL with standard SSDs or
ESSDs. In addition, this parameter is
available only when the public key of
the CA that issues client certificates is
enabled. Valid values:

certcert

perf erperf er

verif y-caverif y-ca

verif y-f ullverif y-f ull  (supported only when
the instance runs PostgreSQL 12 or
later)

Parameter Type Required Example Description
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ReplicationACL String No cert

The method that is used to verify the
replication permission. This parameter
is supported only when the instance
runs PostgreSQL with standard SSDs or
ESSDs. In addition, this parameter is
available only when the public key of
the CA that issues client certificates is
enabled. Valid values:

certcert

perf erperf er

verif y-caverif y-ca

verif y-f ullverif y-f ull  (supported only when
the instance runs PostgreSQL 12 or
later)

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
777C4593-8053-
427B-99E2-
105593277CAB

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyDBInstanceSSL
&ConnectionString=rm-uf6wjk5xxxxx.mysql.rds.aliyuncs.com
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<RequestId>777C4593-8053-427B-99E2-105593277CAB</RequestId>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "777C4593-8053-427B-99E2-105593277CAB"
}
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Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidServerCertOrPr
ivateKey

Specify server certificate or
private key is invalid.

The error message returned
because the specified server
certificate or private key is
invalid.

400 InvalidClientCACert
Specify client ca certificate is
invalid.

The error message returned
because the value of the
ClientCACert parameter is invalid.

400 InvalidClientCrl
Specify client certificate
revocation list  is invalid.

The error message returned
because the specified CRL is
invalid.

400
InvalidCAType.NotFo
und

Specify ca type is not found.
The error message returned
because the specified type of
the server certificate is invalid.

400 InvalidACL.NotFound Specify acl is not found.
The error message returned
because the value of the ACL
parameter is invalid.

400 InvalidSSLStatus Specify ssl status is invalid.
The error message returned
because the value of the
SSLEnabled parameter is invalid.

403
InvalidClientCrl.Permi
ssion

Client ca certificate is set first  if
need to set client certificate
revocation list.

The error message returned
because you are not authorized
to perform this operation. You
must configure a client CA
certificate before you perform
this operation.

403
InvalidACL.Permissio
n

Client ca certificate is set first  if
need to set acl.

The error message returned
because the client CA certificate
is not specified.

For a list  of error codes, visit  the Error Center.

You can call this operation to query the data encryption status of an instance.

This operation is used to view the TDE configuration of an instance.

Not e Not e This operation is applicable only to MySQL 5.6, SQL Server 2019 and SQL Server
Enterprise Edit ion instances.

19.7. Query settings of TDE19.7. Query settings of TDE
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DebuggingDebugging
You can use OpenAPI Explorer to perform debugging. OpenAPI Explorer allows you to perform various
operations to simplify API usage. For example, you can retrieve APIs, call APIs, and dynamically generate
SDK example code.

Request parametersRequest parameters

Parameter Type
Required
?

Example Description

Action String Yes
DescribeDBInstan
ceTDE

The operation that you want to
perform. Set this parameter to
DescribeDBInstanceTDE.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

AccessKeyId String No LTAIfCxxxxxxx
The AccessKey ID issued by Alibaba
Cloud for users to access services.

Response parametersResponse parameters

Parameter Type Example Description

TDEStatus String Enabled
The TDE status at the instance level. Valid
values: Enable | Disable.

Databases N/A N/A

The TDE status list  at the database level.

Not e Not e For SQL Server 2019 or SQL
Server Enterprise Edition instances, you
can enable or disable TDE at the
database level when TDE is enabled at
the instance level.

DBName String test02 The name of the database.

TDEStatus String Enabled
The TDE status at the database level. Valid
values: Enable | Disable.

RequestId String
C816A4BF-A6EC-
4722-95F9-
2055859CCFD2

The ID of the instance.

ExamplesExamples
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Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeDBInstanceTDE
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Successful response examples

 XML  format

<DescribeDBInstanceTDEResponse>
   <TDEStatus>Enabled</TDEStatus>
   <Databases>
      <DBName>test02</DBName>
      <TDEStatus>Enabled</TDEStatus>
   </Databases>
   <requestId>C816A4BF-A6EC-4722-95F9-2055859CCFD2</requestId>
</DescribeDBInstanceTDEResponse>

 JSON  format

{
 "Databases":[
  {
   "TDEStatus":"Enabled",
   "DBName":"test02"
  }
 ],
 "requestId":"C816A4BF-A6EC-4722-95F9-2055859CCFD2",
 "TDEStatus":"Enabled"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyDBInstanceTDE operation to enable Transparent Data Encryption (TDE) for an
ApsaraDB RDS instance.

TDE can perform real-t ime I/O encryption and decryption on data files. TDE encrypts data before the
data is writ ten to a disk, and decrypts data before the data is read from a disk and written to the
memory. For more information, see .

Before you call this operation, make sure that the following requirements are met:

Key Management Service (KMS) must be act ivated. If  KMS is not act ivated, you can act ivate KMS when
you enable TDE.

The instance must run one of the following database engine versions and RDS edit ions:

MySQL 8.0 (with a minor engine version of 20191015 or later) on RDS High-availability Edit ion with
local SSDs

19.8. Enable TDE19.8. Enable TDE
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MySQL 5.7 (with a minor engine version of 20191015 or later) on RDS High-availability Edit ion with
local SSDs

MySQL 5.6

SQL Server 2019 SE or an Enterprise Edit ion of SQL Server

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
TDE

The operation that you want to
perform. Set the value to
Modif yDBInst anceT DEModif yDBInst anceT DE.

DBInstanceId String Yes rm-uf6wjk5****
The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

TDEStatus String Yes Enabled

Specifies whether to enable TDE. Valid
values:

EnabledEnabled

DisabledDisabled

DBName String No testDB

The name of the database for which
you want to enable TDE. You can
specify up to 50 database names in a
single request. If you specify multiple
database names, separate the
database names with commas (,).

Not e Not e This parameter is
available and must be specified
only when the instance runs SQL
Server 2019 SE or an Enterprise
Edition of SQL Server.

EncryptionKey String No
749c1df7-****-
****-****-****

The ID of the custom key.

Not e Not e This parameter is
available only when the instance
runs MySQL.
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RoleArn String No

acs:ram::140692
6****:role/aliyunr
dsinstanceencryp
tiondefaultrole

The Alibaba Cloud Resource Name
(ARN) of the RAM role. A RAM role is a
virtual identity that you can create
within your Alibaba Cloud account. For
more information, see RAM role
overview.

Not e Not e This parameter is
available only when the instance
runs MySQL.

Certificate String No

oss-ap-
southeast-
1.aliyuncs.com:**
**:key.cer

The file that contains the certificate.

Format:

Public endpoint:  oss-<The ID of 
the region>.aliyuncs.com:<The 
name of the bucket>:<The name 
of the certificate file>  (The
file name contains the extension.)

Internal endpoint:  oss-<The ID o
f the region>-internal.aliyunc
s.com:<The name of the bucket>
:<The name of the certificate 
file>  (The file name contains the
extension.)

Not eNot e

This parameter is
available only when the
instance runs SQL Server
2019 SE or an Enterprise
Edition of SQL Server.

You can call the
DescribeRegions
operation to query the
most recent region list.

Parameter Type Required Example Description
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PrivateKey String No

oss-ap-
southeast-
1.aliyuncs.com:**
**:key.pvk

The file that contains the private key of
the certificate.

Format:

Public endpoint:  oss-<The ID of 
the region>.aliyuncs.com:<The 
name of the bucket>:<The name 
of the file that contains the 
private key>  (The file name
contains the extension.)

Internal endpoint:  oss-<The ID o
f the region>-internal.aliyunc
s.com:<The name of the bucket>
:<The name of the file that co
ntains the private key>  (The
file name contains the extension.)

Not eNot e

This parameter is
available only when the
instance runs SQL Server
2019 SE or an Enterprise
Edition of SQL Server.

You can call the
DescribeRegions
operation to query the
most recent region list.

PassWord String No 1qaz@WSX

The password of the certificate.

Not e Not e This parameter is
available only when the instance
runs SQL Server 2019 SE or an
Enterprise Edition of SQL Server.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
777C4593-8053-
427B-99E2-
105593277CAB

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=ModifyDBInstanceTDE
&DBInstanceId=rm-uf6wjk5****
&TDEStatus=Enabled
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<ModifyDBInstanceTDEResponse>
    <RequestId>777C4593-8053-427B-99E2-105593277CAB</RequestId>
</ModifyDBInstanceTDEResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "ModifyDBInstanceTDEResponse" : {
    "RequestId" : "777C4593-8053-427B-99E2-105593277CAB"
  }
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidTDEstatus.For
mat

The Specified TDEStatus is not
valid.

The error message returned
because the value of the
TDEStatus parameter is invalid.

400 Invalid.PrivateKey
The requested privateKey
parameter is invalid.

The error message returned
because the value of the
PrivateKey parameter is invalid.

400 Invalid.Certificate
The requested certificate
parameter is invalid.

The error message returned
because the value of the
Certificate parameter is invalid.

400
CertOrPrivateKeyOrP
asswordNotMatche
d

The public certificate, private
key, and password do not
match.

The error message returned
because the certificate, private
key, and password do not
match.

403
IncorrectDBInstance
Type

Current DB instance type does
not support this operation.

The error message returned
because this operation is not
supported while the instance is
in the current state.
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403
IncorrectEngineVersi
on

Current engine version does not
support operations.

The error message returned
because this operation is not
supported for the database
engine version that is run on the
instance.

403
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

403
IncorrectDBInstanceS
tate

Current DB instance state does
not support this operation.

The error message returned
because this operation is not
supported while the instance is
in the current state.

403 DBSizeExceeded
Exceeding the allowed DB size
of DB instance.

The error message returned
because the size of the
specified database exceeds the
specified limit.

404 InvalidClusterKms this cluster not kms service.
The error message returned
because KMS is not activated.

404
InvalidDBName.NotF
ound

Specified one or more DB name
does not exist or DB status does
not support.

The error message returned
because the name of the
instance cannot be found.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Switches the network isolat ion mode from standard whitelist  to enhanced whitelist .

In standard whitelist  mode, IP addresses in the whitelist  apply to both the classic network and VPCs.
To minimize security risks, we recommend that you switch to the enhanced whitelist  mode.

In enhanced whitelist  mode, IP addresses in the whitelist  are divided into VPC IP addresses and IP
addresses of the classic network and Internet.

Not eNot e

The enhanced whitelist  mode cannot be switched back to the standard whitelist  mode.

This operation is not applicable to instances that run SQL Server and MariaDB.

DebuggingDebugging

19.9. Switch the network isolation19.9. Switch the network isolation
mode from standard whitelist tomode from standard whitelist to
enhanced whitelistenhanced whitelist
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
MigrateSecurityIP
Mode

The operation that you want to
perform. Set the value to
Migrat eSecurit yIPModeMigrat eSecurit yIPMode.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

RequestId String
EF1E53AB-5625-
49C7-ADF1-
FBD0B6640D19

The ID of the request.

SecurityIPMode String safety
The network isolation mode after the
switching. Valid value: saf et ysaf et y, which
indicates the enhanced whitelist  mode.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=MigrateSecurityIPMode
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<MigrateSecurityIPModeResponse>
   <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
   <RequestId>EF1E53AB-5625-49C7-ADF1-FBD0B6640D19</RequestId>
   <SecurityIPMode>safety</SecurityIPMode>
</MigrateSecurityIPModeResponse>

 JSON  format
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{
    "DBInstanceId": "rm-uf6wjk5xxxxxxx",
    "RequestId": "EF1E53AB-5625-49C7-ADF1-FBD0B6640D19",
    "SecurityIPMode": "safety"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries the hostname of an ApsaraDB for RDS instance.

RDS instances are deployed based on ECS instances. This operation is used to query the hostname of an
RDS instance. The hostname is required when you configure a distributed transaction whitelist .

The RDS instance is in the High-availability Edit ion and runs one of the following SQL Server edit ions:
2012 SE, 2012 EE, 2014 SE, 2016 SE, 2016 EE, and 2017 SE.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ceIpHostname

The operation that you want to
perform. Set the value to
DescribeDBInst anceIpHost nameDescribeDBInst anceIpHost name.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the RDS instance.

RegionId String Yes cn-hangzhou
The region ID of the RDS instance. You
can call the DescribeRegions operation
to query the most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the RDS instance.

19.10. Query the hostname of an19.10. Query the hostname of an
ApsaraDB for RDS instanceApsaraDB for RDS instance
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IpHostnameInf
os

String
172.16.xx.xx,sdxxxxx
xxxB;172.16.xx.xx,sd
xxxxxxxxA

The private IP addresses and hostnames of
the primary and standby RDS instances.
Format: IP address 1,Hostname 1;IP address
2,Hostname 2.

RequestId String
67CD4719-51E3-
4A76-A38C-
02F45FAE7E36

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeDBInstanceIpHostname
&DBInstanceId=rm-uf6wjk5xxxxxxx 
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDBInstanceIpHostnameResponse>
  <IpHostnameInfos>172.16.xx.xx,sdxxxxxxxxB;172.16.xx.xxx,sdxxxxxxxxA</IpHostnameInfos>
   <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
   <RequestId>67CD4719-51E3-4A76-A38C-02F45FAE7E36</RequestId>
</DescribeDBInstanceIpHostnameResponse>

 JSON  format

{
 "IpHostnameInfos": "172.16.xx.xx,sdxxxxxxxxB;172.16.xx.xx,sdxxxxxxxxA",
 "DBInstanceId": "rm-uf6wjk5xxxxxxx",
 "RequestId": "67CD4719-51E3-4A76-A38C-02F45FAE7E36"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries distributed transaction whitelists of an ApsaraDB for RDS instance.

For more information, see Configure a distributed transaction whitelist .

19.11. Query distributed transaction19.11. Query distributed transaction
whitelistswhitelists
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This operation is applicable to instances that run one of the following SQL Server versions in the RDS
High-Availability Edit ion: 2012 SE, 2012 EE, 2014 SE, 2016 SE, 2016 EE, and 2017 SE.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDTCSecur
ityIpHostsForSQL
Server

The operation that you want to
perform. Set the value to
DescribeDT CSecurit yIpHost sForSQLDescribeDT CSecurit yIpHost sForSQL
ServerServer.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

IpHostPairNum String 1
The number of distributed transaction
whitelists.

Items Array The list  of distributed transaction whitelists.

WhiteListGroup
s

SecurityIpHosts String
192.168.1.100,k3ecs
test

The IP address of the ECS instance and the
hostname of the Windows computer.
Format: IP address,Hostname. Multiple
values are separated with semicolons (;).
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WhitelistGroup
Name

String test1
The name of the distributed transaction
whitelist.

RequestId String
2CA62A70-2203-
45C6-8E90-
8971D5ACC0C2

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeDTCSecurityIpHostsForSQLServer
&DBInstanceId=rm-uf6wjk5xxxxxxx
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDTCSecurityIpHostsForSQLServerResponse>
  <Items>
      <WhiteListGroups>
         <WhitelistGroupName>test1</WhitelistGroupName>
         <SecurityIpHosts>192.168.1.100,k3ecstest</SecurityIpHosts>
      </WhiteListGroups>
   </Items>
   <IpHostPairNum>1</IpHostPairNum>
   <RequestId>2CA62A70-2203-45C6-8E90-8971D5ACC0C2</RequestId>
</DescribeDTCSecurityIpHostsForSQLServerResponse>

 JSON  format

{
 "Items": {
  "WhiteListGroups": [
   {
    "WhitelistGroupName": "test1",
    "SecurityIpHosts": "192.168.1.100,k3ecstest"
   }
  ]
 },
 "IpHostPairNum": 1,
 "RequestId": "2CA62A70-2203-45C6-8E90-8971D5ACC0C2"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

19.12. Configure a distributed19.12. Configure a distributed
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Configures a distributed transaction whitelist  for an ApsaraDB for RDS instance.

Distributed transaction whitelists allow for distributed transactions between an Elast ic Compute Service
(ECS) instance and an RDS instance. For more information, see Configure a distributed transaction
whitelist .

This operation is applicable to instances that run one of the following SQL Server versions in the RDS
High-Availability Edit ion: 2012 SE, 2012 EE, 2014 SE, 2016 SE, 2016 EE, and 2017 SE.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDTCSecurit
yIpHostsForSQLS
erver

The operation that you want to
perform. Set the value to
Modif yDT CSecurit yIpHost sForSQLSModif yDT CSecurit yIpHost sForSQLS
ervererver.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

SecurityIpHosts String Yes
192.168.1.100,k3
ecstest

The IP address of the ECS instance and
the hostname of the Windows
computer. Format: IP
address,Hostname. Multiple values are
separated with semicolons (;).

Not e Not e For more information
about how to query the computer
hostname, see Configure a
distributed transaction whitelist.

WhiteListGroupNa
me

String Yes test1 The name of the whitelist.

Response parametersResponse parameters

19.12. Configure a distributed19.12. Configure a distributed
transaction whitelisttransaction whitelist
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Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

DTCSetResult String Success

The result  of the whitelist  configuration.
Valid values:

SuccessSuccess

FailFail

RequestId String
671B6D32-B907-
4EFF-A3B7-
94D2EAD5E3A3

The ID of the request.

TaskId String 178968983 The ID of the task.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyDTCSecurityIpHostsForSQLServer
&DBInstanceId=rm-uf6wjk5xxxxxxx
&RegionId=cn-hangzhou
&SecurityIpHosts=192.168.1.100,k3ecstest
&WhiteListGroupName=test1
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDTCSecurityIpHostsForSQLServerResponse>
  <RequestId>671B6D32-B907-4EFF-A3B7-94D2EAD5E3A3</RequestId>
      <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
      <DTCSetResult>Success</DTCSetResult>
      <TaskId>178968983</TaskId>
</ModifyDTCSecurityIpHostsForSQLServerResponse>

 JSON  format

{
    "RequestId": "671B6D32-B907-4EFF-A3B7-94D2EAD5E3A3",
    "DBInstanceId": "rm-uf6wjk5xxxxxxx",
    "DTCSetResult": "Success",
    "TaskId": 178968983
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

19.13. Query the status and key of19.13. Query the status and key of
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You can call the DescribeDBInstanceEncryptionKey operation to query whether disk encryption is
enabled for an ApsaraDB RDS instance and the details about the key that is used for disk encryption.
This operation is supported for ApsaraDB RDS instances that run MySQL, SQL Server, or PostgreSQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ceEncryptionKey

The operation that you want to
perform. Set the value to
DescribeDBInst anceEncrypt ionKeyDescribeDBInst anceEncrypt ionKey.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

RegionId String No cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

TargetRegionId String No cn-qingdao
The ID of the destination region. You
can call the DescribeRegions operation
to query the most recent region list.

EncryptionKey String No
749c1df7-xxxx-
xxxx-xxxx-
xxxxxxxxxxxx

The ID of the custom key that is used
for disk encryption.

Response parametersResponse parameters

Parameter Type Example Description

Creator String 1443*****9604 The user who created the key.

19.13. Query the status and key of19.13. Query the status and key of
disk encryptiondisk encryption
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DeleteDate String
2022-05-
08T08:14:16Z

The scheduled time at which the key is
deleted. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

Description String
Description of the
key

The description of the key.

EncryptionKey String
5306d1b6-7fd3-
42d9-9511-xxxxxxx

The ID of the key.

EncryptionKeyS
tatus

String Enabled

The status of the key. Valid values:

Enabled

Disabled

KeyUsage String ENCRYPT/DECRYPT The purpose of the key.

MaterialExpireT i
me

String
2021-10-
18T08:14:16Z

The time at which the key expires. The time
follows the ISO 8601 standard in the yyyy-
MM-ddTHH:mm:ssZ format. The time is
displayed in UTC.

Origin String Aliyun_KMS The source of the key.

RequestId String
3BC2768E-DEDA-
40FC-BBE9-
6B884F3626AF

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBInstanceEncryptionKey
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeDBInstanceEncryptionKeyResponse>
      <Origin>Aliyun_KMS</Origin>
      <Description>Description of the key</Description>
      <EncryptionKeyStatus>Enabled</EncryptionKeyStatus>
      <RequestId>3BC2768E-DEDA-40FC-BBE9-6B884F3626AF</RequestId>
      <MaterialExpireTime>2021-10-18T08:14:16Z</MaterialExpireTime>
      <KeyUsage>ENCRYPT/DECRYPT</KeyUsage>
      <EncryptionKey>5306d1b6-7fd3-42d9-9511-xxxxxxx</EncryptionKey>
      <Creator>1443*****9604</Creator>
      <DeleteDate>2022-05-08T08:14:16Z</DeleteDate>
</DescribeDBInstanceEncryptionKeyResponse>

 JSON  format

{
    "Origin": "Aliyun_KMS",
    "Description": "Description of the key",
    "EncryptionKeyStatus": "Enabled",
    "RequestId": "3BC2768E-DEDA-40FC-BBE9-6B884F3626AF",
    "MaterialExpireTime": "2021-10-18T08:14:16Z",
    "KeyUsage": "ENCRYPT/DECRYPT",
    "EncryptionKey": "5306d1b6-7fd3-42d9-9511-xxxxxxx",
    "Creator": "1443*****9604",
    "DeleteDate": "2022-05-08T08:14:16Z"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the CreateServiceLinkedRole operation to create a service-linked role.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateServiceLink
edRole

The operation that you want to
perform. Set the value to
Creat eServiceLinkedRoleCreat eServiceLinkedRole.

19.14. Create a service-linked role19.14. Create a service-linked role
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RegionId String Yes cn-hangzhou

The ID of the region where the instance
resides. You can call the
DescribeRegions operation to query the
most recent region list.

ServiceLinkedRole String Yes
AliyunServiceRole
ForRdsPgsqlOnEc
s

The name of the service-linked role.

The name of a service-linked role is
fixed to
AliyunServiceRoleForRdsPgsqlOnEcAliyunServiceRoleForRdsPgsqlOnEc
ss  for ApsaraDB RDS for PostgreSQL
instances.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
B4CAF581-2AC7-
41AD-8940-
D56DF7AA****

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CreateServiceLinkedRole
&RegionId=cn-hangzhou
&ServiceLinkedRole=AliyunServiceRoleForRdsPgsqlOnEcs
&Common request parameters

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<CreateServiceLinkedRoleResponse>
    <RequestId>B4CAF581-2AC7-41AD-8940-D56DF7AA****</RequestId>
</CreateServiceLinkedRoleResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "B4CAF581-2AC7-41AD-8940-D56DF7AA****"
}
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Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyDBInstanceDelet ionProtect ion operation to enable or disable the release
protect ion feature for an ApsaraDB RDS instance.

For more information, see Enable or disable the release protect ion feature for an ApsaraDB RDS for
MySQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
DeletionProtectio
n

The operation that you want to
perform. Set the value to
Modif yDBInst anceDelet ionProt ect iModif yDBInst anceDelet ionProt ect i
onon.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

19.15. Enable or disable the release19.15. Enable or disable the release
protection featureprotection feature
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the instance ID.

Not eNot e

Before you call this
operation, make sure that
the instance runs one of
the following database
engines:

MySQL

PostgreSQL

MariaDB TX

The instance is a pay-as-
you-go instance.

DeletionProtectio
n

Boolean Yes true

Specifies whether to enable the
release protection feature for the
instance. Valid values:

t ruet rue: The feature is enabled.

f alsef alse: The feature is not enabled.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
3C5CFDEE-F774-
4DED-89A2-
1D76EC63C575

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyDBInstanceDeletionProtection
&DBInstanceId=rm-uf6wjk5xxxxxxx
&DeletionProtection=true
&Common request parameters

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<ModifyDBInstanceDeletionProtectionResponse>
    <RequestId>3C5CFDEE-F774-4DED-89A2-1D76EC63C575</RequestId>
</ModifyDBInstanceDeletionProtectionResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "3C5CFDEE-F774-4DED-89A2-1D76EC63C575"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
OperationDenied.Pay
Type

The operation is not permitted
due to pay type of instance.

The error message returned
because the operation failed.
The billing method of the
instance does not support this
operation.

For a list  of error codes, visit  the API Error Center.
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You can call the DescribeSQLCollectorPolicy operation to query the status of the SQL Explorer (SQL
Audit) feature on an ApsaraDB RDS instance.

This operation is applicable to the following database engine versions:

MySQL

SQL Server 2008 R2

PostgreSQL

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeSQLColle
ctorPolicy

The operation that you want to
perform. Set the value to
DescribeSQLCollect orPolicyDescribeSQLCollect orPolicy.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

ResourceGroupId String No
rg-
acfmyxxxxxxxxxx

The ID of the resource group to which
the instance belongs.

Response parametersResponse parameters

20.Log management20.Log management
20.1. Query SQL Explorer (SQL Audit)20.1. Query SQL Explorer (SQL Audit)
statusstatus
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Parameter Type Example Description

SQLCollectorSt
atus

String Enable

The status of the SQL Explorer (SQL Audit)
feature. Valid values:

EnableEnable

DisabledDisabled

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

StoragePeriod Integer 0 None

ExamplesExamples
Sample requests

http(s)://[Endpoint]/? Action=DescribeSQLCollectorPolicy
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeSQLCollectorPolicyResponse>
      <requestId>C3565F9F-76E9-4F7E-A662-D1B2488EC2FC</requestId>
      <SQLCollectorStatus>Enable</SQLCollectorStatus></DescribeSQLCollectorPolicyResponse>

 JSON  format

{
    "requestId": "C3565F9F-76E9-4F7E-A662-D1B2488EC2FC", 
    "SQLCollectorStatus": "Enable"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifySQLCollectorPolicy operation to enable or disable the SQL Explorer (SQL Audit)
feature for an ApsaraDB RDS instance.

Before you call this operation, make sure that the instance runs one of the following database engines:

MySQL

20.2. Enable or disable SQL Explorer20.2. Enable or disable SQL Explorer
(SQL Audit)(SQL Audit)
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SQL Server

PostgreSQL

Not e Not e If  you call this operation by using the credentials of a RAM user, the RAM user must
have the read and write permissions such as AliyunRDSFullAccess on the instance. If  the RAM user
does not have the read and write permissions on the instance, the system displays a message
stating that you do not have the permissions to call this operation. For more information about
how to grant permissions to a RAM user, see Use RAM to manage ApsaraDB RDS permissions.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifySQLCollect
orPolicy

The operation that you want to
perform. Set the value to
Modif ySQLCollect orPolicyModif ySQLCollect orPolicy.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

SQLCollectorStat
us

String Yes Enable
Specifies whether to enable or disable
the SQL Explorer (SQL Audit) feature.
Valid values: Enable and DisabledEnable and Disabled.

ResourceGroupId String No
rg-
acfmx**********

The ID of the resource group to which
the instance belongs. For more
information, see View basic
information of a resource group.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=ModifySQLCollectorPolicy
&DBInstanceId=rm-uf6wjk5xxxxxxx
&SQLCollectorStatus=Enable
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<ModifySQLCollectorPolicyResponse>
    <requestId>C3565F9F-76E9-4F7E-A662-D1B2488EC2FC</requestId>
</ModifySQLCollectorPolicyResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
    "requestId": "C3565F9F-76E9-4F7E-A662-D1B2488EC2FC", 
}

Error codesError codes

HTTP
status
code

Error code Error message Description

403
IncorrectDBInstanceS
tate

Current DB instance state does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

For a list  of error codes, visit  the API Error Center.

You can call the DescribeSQLLogRecords operation to query the logs that are generated by the SQL
Explorer (SQL Audit) feature for an ApsaraDB RDS instance.

Before you call this operation, make sure that the instance runs one of the following database engines:

MySQL

SQL Server

PostgreSQL

DebuggingDebugging

20.3. Query logs generated by SQL20.3. Query logs generated by SQL
Explorer (SQL Audit)Explorer (SQL Audit)
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeSQLLogR
ecords

The operation that you want to
perform. Set the value to
DescribeSQLLogRecordsDescribeSQLLogRecords .

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

SQLId Long No 25623548
The unique ID of the SQL statement
that you want to query.

QueryKeywords String No table_name

The keyword that is used for the query.

You can enter up to 10 keywords at
a t ime. If you enter multiple
keywords, separate the keywords
with spaces.

If a field name in the specified SQL
statement is enclosed in backquotes
(`) and you want to use the field
name as a keyword, you must enter
the backquotes (`) as part of the
field name. For example, if the field
name is `id``id` , you must enter `id``id`
rather than idid.

StartT ime String Yes
2011-06-
01T15:00:00Z

The beginning of the t ime range to
query. You can query the logs that are
generated within the most recent 30
days. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.
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Database String No Database

The name of the database that you
want to query. You can enter only one
database name. If you specify this
parameter, this operation returns only
the logs that are generated for the
specified database. If you do not
specify this parameter, this operation
returns the logs that are generated for
all databases on the instance.

User String No user

The username of the account that you
want to query. You can enter only one
username. If you specify this
parameter, this operation returns only
the logs that are generated for the
specified account. If you do not specify
this parameter, this operation returns
the logs that are generated for all
accounts on the instance.

Form String No Stream

Specifies whether to generate an SQL
audit log file or return SQL audit log
entries. Valid values:

FileFile: If you set this parameter to
File, this operation generates an SQL
audit log file and returns only
common response parameters.
After you call this operation, you
must call the DescribeSQLLogFiles
operation to obtain the download
URL of the SQL audit log file.

St reamSt ream: If you set this parameter
to Stream, this operation returns
SQL audit log entries. This is the
default value.

Parameter Type Required Example Description
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EndTime String Yes
2011-06-
11T15:00:00Z

The end of the t ime range to query.
The end time must be later than the
start t ime. The time span between the
start t ime and the end time must be
less than 30 days. Specify the t ime in
the ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

PageSize Integer No 30
The number of entries to return on
each page. Valid values: 3030 to 100100.
Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
08A3B71B-FE08-
4B03-974F-
CC7EA6DB1828

The ID of the request.

PageNumber Integer 1 The number of the returned page.

PageRecordCou
nt

Integer 30
The number of SQL audit log entries on the
current page.

TotalRecordCo
unt

Long 100 The total number of entries.

Items
Array of
SQLRecord

An array that consists of the details about
each SQL audit log entry.

SQLRecord

HostAddress String 192.168.0.121
The IP address of the client that is
connected to the instance.
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SQLText String
update test.zxb set
id=0 limit 1

The SQL statement that was executed in the
query.

ReturnRowCoun
ts

Long 30
The number of SQL audit log entries that are
returned.

DBName String testDB
The name of the database that is recorded
in the SQL audit log entry.

ExecuteT ime String
2011-06-
11T15:00:23Z

The time at which the recorded SQL
statement was executed. The time follows
the ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time is
displayed in UTC.

ThreadID String 1025865428
The ID of the thread that is recorded in the
SQL audit log entry.

TotalExecution
Times

Long 600
The execution duration of the recorded SQL
statement. Unit: microseconds.

AccountName String accounttest
The username of the account that is
recorded in the SQL audit log entry.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeSQLLogRecords
&DBInstanceId=rm-uf6wjk5xxxxxx
&StartTime=2011-06-01T15:00:00Z
&EndTime=2011-06-11T15:00:00Z
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<DescribeSQLLogRecordsResponse>
    <PageNumber>1</PageNumber>
    <TotalRecordCounts>1</TotalRecordCounts>
    <ItemsCounts>1</ItemsCounts>
    <SQLItems>
        <SQLItem>
            <DBName>test</DBName>
            <AccountName>accounttest</AccountName>
            <HostAddress>192.168.0.121</HostAddress>
            <SQLText>update test.zxb set id=0 limit 1</SQLText>
            <TotalExecutionTimes>12</TotalExecutionTimes>
            <ReturnRowCounts>34</ReturnRowCounts>
            <ExecuteTime>2011-06-11T15:00:23Z</ExecuteTime>
        </SQLItem>
    </SQLItems>
    <RequestId>08A3B71B-FE08-4B03-974F-CC7EA6DB1828</RequestId>
</DescribeSQLLogRecordsResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "PageNumber" : 1,
  "TotalRecordCounts" : 1,
  "ItemsCounts" : 1,
  "SQLItems" : {
    "SQLItem" : [ {
      "DBName" : "test",
      "AccountName" : "accounttest",
      "HostAddress" : "192.168.0.121",
      "SQLText" : "update test.zxb set id=0 limit 1",
      "TotalExecutionTimes" : 12,
      "ReturnRowCounts" : 34,
      "ExecuteTime" : "2011-06-11T15:00:23Z"
    } ]
  },
  "RequestId" : "08A3B71B-FE08-4B03-974F-CC7EA6DB1828"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

20.4. Query audit log files generated20.4. Query audit log files generated
by SQL Explorer and Auditby SQL Explorer and Audit
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You can call the DescribeSQLLogFiles operation to query the audit  log files that are generated by the
SQL Explorer and Audit  feature for an ApsaraDB RDS instance.

Before you call this operation, make sure that the following requirements are met:

The FormForm parameter is set  to FileFile for the instance by calling the DescribeSQLLogRecords operation.
This way, the SQL Explorer and Audit  feature can generate audit  log files.

The instance runs one of the following database engines:

MySQL

SQL Server 2008 R2

PostgreSQL

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeSQLLogFi
les

The operation that you want to
perform. Set the value to
DescribeSQLLogFilesDescribeSQLLogFiles .

DBInstanceId String Yes rm-uf6wjk5xxxxxx The ID of the instance.

FileName String No custinsxxxxx.csv The name of the audit log file.

PageSize Integer No 20
The number of entries to return on
each page. Valid value: 30 t o 20030 t o 200.
Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: 1 t o 1000001 t o 100000.

Default value: 11.

Response parametersResponse parameters

Parameter Type Example Description

TotalRecordCo
unt

Integer 10 The total number of returned entries.

PageNumber Integer 1 The number of the returned page.
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PageRecordCou
nt

Integer 10 The number of entries returned per page.

Items Array of LogFile
An array that consists of the audit log files
that are returned.

LogFile

FileID String custinsxxxxx.csv The name of the audit log file.

LogStatus String Success

The status of the audit log file. Valid values:

SuccessSuccess

FailedFailed

Generat ingGenerat ing

LogStartT ime String
2015-05-
23T07:00:00Z

The time at which the first  SQL statement
that is recorded in the audit log file was
executed. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

LogEndTime String
2015-05-
24T07:00:00Z

The time at which the last SQL statement
that is recorded in the audit log file was
executed. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

LogDownloadU
RL

String

http://rdslog-hz-
v3.oss-cn-
hangzhou.aliyuncs.c
om/xxxxx

The download URL of the audit log file. If
the audit log file cannot be downloaded,
this parameter is null.

LogSize String 3000 The size of the audit log file. Unit: byte.

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeSQLLogFiles
&DBInstanceId=rm-uf6wjk5xxxxxx
&<Common request parameters>

ApsaraDB for RDS API Reference··Log management

> Document  Version: 20220713 473



Sample success responses

 XML  format

<DescribeSQLLogFilesResponse>
      <items>
            <FileID>ZUBaS964T3OYtxxxxxxxx</FileID>
            <LogStatus>Success</LogStatus>
            <LogStartTime>2015-05-23T07:00:00Z</LogStartTime>
            <LogEndTime>2015-05-23T07:00:00Z</LogEndTime>
            <LogDownloadURL>xxxxxx.cn-hangzhou.oss.aliyun-inc.com/xxxxx</LogDownloadURL>
            <LogSize>257</LogSize>
      </items>
      <pageRecordCount>1</pageRecordCount>
      <requestId> 1AD222E9-E606-4A42-BF6D-8A4442913CEF</requestId>
      <totalRecordCount>1</totalRecordCount>
</DescribeSQLLogFilesResponse>

 JSON  format

{
    "items": [
        {
            "FileID": "ZUBaS964T3OYtxxxxxxxx",
            "LogStatus": "Success",
            "LogStartTime": "2015-05-23T07:00:00Z",
            "LogEndTime": "2015-05-23T07:00:00Z",
            "LogDownloadURL": "xxxxxx.cn-hangzhou.oss.aliyun-inc.com/xxxxx",
            "LogSize": "257"
        }
    ],
    "pageRecordCount": 1,
    "requestId": " 1AD222E9-E606-4A42-BF6D-8A4442913CEF",
    "totalRecordCount": 1
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Modifies the log backup retention period that is allowed by the SQL explorer feature on an ApsaraDB
for RDS instance.

The SQL explorer must be enabled for the instance.

The instance must run MySQL. For more information, see SQL Explorer.

20.5. Modify retention period of SQL20.5. Modify retention period of SQL
Explorer logsExplorer logs
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Not e Not e After you shorten the log backup retention period, log backpack files that are stored
longer than the specified log backup retention period are immediately deleted.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifySQLCollect
orRetention

The operation that you want to
perform. Set the value to
Modif ySQLCollect orRet ent ionModif ySQLCollect orRet ent ion.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

ConfigValue String Yes 365

The log backup retention period that is
allowed by the SQL explorer on the
instance. Valid values:

30:30:  30 days

180:180:  180 days

365:365:  one year

1095:1095:  three years

1825:1825:  five years

RegionId String No cn-hangzhou

The ID of the region to which the
instance belongs. You can call the
DescribeRegions operation to query the
most recent region list.

ResourceGroupId String No rg-acfmyxxxx
The ID of the resource group to which
the instance belongs.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
21383BB3-3845-
4628-B422-
B4FB5C83DEBD

The ID of the request.

ExamplesExamples
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Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifySQLCollectorRetention
&DBInstanceId=rm-uf6wjk5xxxxxxx
&ConfigValue=365
&<Common request parameters>

Sample success responses

 XML  format

<ModifySQLCollectorRetentionResponse>
  <RequestId>21383BB3-3845-4628-B422-B4FB5C83DEBD</RequestId>
</ModifySQLCollectorRetentionResponse>

 JSON  format

{"RequestId":"21383BB3-3845-4628-B422-B4FB5C83DEBD"}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries the log retention period that is allowed by the SQL explorer feature on an ApsaraDB for RDS
instance.

The SQL explorer feature must be enabled for the instance.

The instance must run MySQL. For more information, see SQL Explorer.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeSQLColle
ctorRetention

The operation that you want to
perform. Set the value to
DescribeSQLCollect orRet ent ionDescribeSQLCollect orRet ent ion.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

20.6. Query the log retention period20.6. Query the log retention period
allowed for the SQL explorer featureallowed for the SQL explorer feature
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RegionId String No cn-hangzhou

The ID of the region to which the
instance belongs. You can call the
DescribeRegions operation to query the
most recent region list.

ResourceGroupId String No rg-acfmyxxxx
The ID of the resource group to which
the instance belongs.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

ConfigValue String 365

The log backup retention duration that is
allowed by the SQL explorer feature on the
instance. Valid values:

30:30:  30 days

180:180:  180 days

365:365:  one year

1095:1095:  three years

1825:1825:  five years

RequestId String
D5CEDCC2-CA75-
43F7-9508-
92F418CE6391

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeSQLCollectorRetention
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeSQLCollectorRetentionResponse>
  <ConfigValue>365</ConfigValue>
  <RequestId>D5CEDCC2-CA75-43F7-9508-92F418CE6391</RequestId>
</DescribeSQLCollectorRetentionResponse>

 JSON  format

{"ConfigValue":"365",
"RequestId":"D5CEDCC2-CA75-43F7-9508-92F418CE6391"}

ApsaraDB for RDS API Reference··Log management

> Document  Version: 20220713 477

file:///home/admin/dita-files/output/31702202/task19043353/~~26243~~


Error codesError codes

HTTP
status
code

Error code Error message Description

400 InvalidComment Should specify a policy name.
The error message returned
because no policy name has
been specified.

For a list  of error codes, visit  the API Error Center.

Queries error logs of an ApsaraDB for RDS instance within a specified t ime range.

Error logs contain the t ime when they were generated and the error messages.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeErrorLog
s

The operation that you want to
perform. Set the value to
DescribeErrorLogsDescribeErrorLogs .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

EndTime String Yes
2011-05-
30T20:10Z

The end of the t ime range to query.
The end time must be later than the
start t ime. The time span between the
start t ime and the end time must be
less than 31 days. Specify the t ime in
the ISO 8601 standard in the yyyy-MM-
ddTHH:mmZ format. The time must be
in UTC.

StartT ime String Yes
2011-05-
01T20:10Z

The start of the t ime range to query.
Specify the t ime in the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

20.7. Query error logs20.7. Query error logs
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PageSize Integer No 30
The number of entries to return on
each page. Valid values: 3030 to 100100.
Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: a non-zero posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

TotalRecordCo
unt

Integer 100 The total number of error logs.

PageNumber Integer 1 The page number of the returned page.

PageRecordCou
nt

Integer 30
The number of error logs on the current
page.

Items Array The list  of items in an error log.

ErrorLog

ErrorInfo String

spid52 DBCC
TRACEON 3499,
server process ID
(SPID) 52. This is an
informational
message only; no
user action is
required

The error log information.

CreateT ime String
2011-05-
30T12:11:04Z

The time when the error log was generated.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mm:ssZ format. The
time is displayed in UTC.

RequestId String
98504E07-BB0E-
40FC-B152-
E4882615812C

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/? Action=DescribeErrorLogs
&DBInstanceId=rm-uf6wjk5xxxxxxx
&StartTime=2011-05-01T20:10Z
&EndTime=2011-05-30T20:10Z
&<Common request parameters>

Sample success responses

 XML  format

<DescribeErrorLogsResponse>
      <RequestId>98504E07-BB0E-40FC-B152-E4882615812C</RequestId>
      <PageNumber>1</PageNumber>
      <TotalRecordCount>1</TotalRecordCount>
      <PageRecordCount>1</PageRecordCount>
      <Items>
            <ErrorLog>
                  <ErrorInfo>spid52 DBCC TRACEON 3499, server process ID (SPID) 52. This is
an informational message only; no user action is required</ErrorInfo>
                  <CreateTime>2013-06-04T15:00:00</CreateTime>
            </ErrorLog>
      </Items>
</DescribeErrorLogsResponse>

 JSON  format

{
"RequestId":"98504E07-BB0E-40FC-B152-E4882615812C",
"PageNumber":1,
"TotalRecordCount":1,
"PageRecordCount":1,
"Items":
{"ErrorLog":
[
{
"ErrorInfo":"spid52 DBCC TRACEON 3499, server process ID (SPID) 52. This is an informationa
l message only; no user action is required",
"CreateTime":"2013-06-04T15:00:00"
}
]
}
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeSlowLogRecords operation to query the slow query logs of an ApsaraDB RDS
instance.

20.8. Query slow query logs20.8. Query slow query logs
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Not e Not e The response parameters returned by this operation are updated every minute.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeSlowLog
Records

The operation that you want to
perform. Set the value to
DescribeSlowLogRecordsDescribeSlowLogRecords .

DBInstanceId String Yes rm-uf6wjk5xxxxxx The ID of the instance.

SQLHASH String No U2FsdGVkxxxx
The unique ID of the SQL statement.
The ID is used to obtain the slow query
logs of the SQL statement.

StartT ime String Yes
2020-06-
17T16:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

EndTime String Yes
2020-06-
18T16:00Z

The end of the t ime range to query.
The end time must be later than the
start t ime. The time span between the
start t ime and the end time must be
less than 31 days. Specify the t ime in
the ISO 8601 standard in the yyyy-MM-
ddTHH:mmZ format. The time must be
in UTC.

DBName String No RDS_MySQL The name of the database.

PageSize Integer No 30
The number of entries to return on
each page. Valid values: 3030 to 100100.
Default value: 3030.
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PageNumber Integer No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RowsAffectedC
ount

Long 34

The number of rows affected by the SQL
statement.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

PageRecordCou
nt

Integer 1
The number of SQL statements that are
returned on the current page.

WritesIOCount Long 22

The number of I/O writes.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

SQLHash String 276xq78sxxxxxxxxxx The unique ID of the SQL statement.

LogicalIORead Long 383

The number of logical reads.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

RequestId String
4DBB1BB0-E5D8-
4D41-B1C9-
142364DB4986

The ID of the request.

PhysicalIORead Long 200 The number of physical reads.

TotalRecordCo
unt

Integer 1 The total number of returned entries.
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DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

Engine String MySQL The database engine that the instance runs.

PageNumber Integer 1 The number of the returned page.

CPUTime Long 0.002

The duration during which the SQL
statement is processed by the CPU. Unit:
seconds.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

UserName String user

The username of the account that is used to
connect to the instance.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

LastRowsAffec
tedCount

Long 2

The number of rows that are affected by the
last SQL statement.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

Items
Array of
SQLSlowRecord

An array that consists of slow query logs.

SQLSlowRecord

HostAddress String
xxx[xxx] @
[1xx.xxx.xxx.xx]

The name and IP address of the client that is
connected to the database.

Parameter Type Example Description
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RowsAffectedC
ount

Long 34

The number of rows affected by the SQL
statement.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

QueryT imes Long 2
The execution duration of the slow query.
Unit: seconds.

SQLText String select sleep(2) Details of the SQL statement.

CpuTime Long 0.002

The duration during which the SQL
statement is processed by the CPU. Unit:
seconds.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

QueryT imeMS Long 2001
The execution duration of the slow query.
Unit: milliseconds.

ApplicationNa
me

String example

The name of the application that is
connected to the instance.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

LockT imes Long 0
The lock duration of the SQL statement.
Unit: seconds.

ExecutionStartT
ime

String
2020-06-
18T01:40:44Z

The time when the execution of the SQL
statement started. The time follows the ISO
8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time is
displayed in UTC.

Parameter Type Example Description
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LogicalIORead Long 383

The number of logical reads.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

WriteIOCount Long 22

The number of I/O writes.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

PhysicalIORead Long 200

The number of physical reads.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

ReturnRowCoun
ts

Long 1
The number of rows returned by the SQL
statement.

ParseRowCount
s

Long 1
The number of rows parsed by the SQL
statement.

DBName String testDB The name of the database.

ClientHostNam
e

String example

The hostname of the client.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

UserName String user

The username of the account that is used to
connect to the instance.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

Parameter Type Example Description
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LastRowsAffec
tedCount

Long 2

The number of rows that are affected by the
last SQL statement.

Not e Not e This parameter is
supported only by instances that run
SQL Server.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeSlowLogRecords
&DBInstanceId=rm-uf6wjk5xxxxxxx
&StartTime=2020-06-17T16:00Z
&EndTime=2020-06-18T16:00Z
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
</DescribeSlowLogRecordsResponse>
<TotalRecordCount>1</TotalRecordCount>
<PageRecordCount>1</PageRecordCount>
<RequestId>4DBB1BB0-E5D8-4D41-B1C9-142364DB4986</RequestId>
<DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
<PageNumber>1</PageNumber>
<Items>
    <SQLSlowRecord>
        <QueryTimes>2</QueryTimes>
        <ExecutionStartTime>2020-07-20T02:03:10Z</ExecutionStartTime>
        <ReturnRowCounts>1</ReturnRowCounts>
        <LockTimes>0</LockTimes>
        <DBName>testDB</DBName>
        <ParseRowCounts>1</ParseRowCounts>
        <HostAddress>test1[test1] @  [100.xxx.xxx.xxx]</HostAddress>
        <QueryTimeMS>2000</QueryTimeMS>
        <SQLText>select sleep(2)</SQLText>
    </SQLSlowRecord>
</Items>
<Engine>MySQL</Engine>
</DescribeSlowLogRecordsResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "TotalRecordCount" : 1,
  "PageRecordCount" : 1,
  "RequestId" : "4DBB1BB0-E5D8-4D41-B1C9-142364DB4986",
  "DBInstanceId" : "rm-uf6wjk5xxxxxxx",
  "PageNumber" : 1,
  "Items" : {
    "SQLSlowRecord" : [ {
      "QueryTimes" : 2,
      "ExecutionStartTime" : "2020-07-20T02:03:10Z",
      "ReturnRowCounts" : 1,
      "LockTimes" : 0,
      "DBName" : "testDB",
      "ParseRowCounts" : 1,
      "HostAddress" : "test1[test1] @  [100.xxx.xxx.xxx]",
      "QueryTimeMS" : 2000,
      "SQLText" : "select sleep(2)"
    } ]
  },
  "Engine" : "MySQL"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidSearchTimeRa
nge

search time range cannot be
longer than a month.

The error message returned
because the t ime span between
the start t ime and the end time
exceeds 31 days.

400 IO.Exception IO exception, retry later.
The error message returned
because I/O errors occurred.

For a list  of error codes, visit  the API Error Center.

You can call the DescribeSlowLogs operation to query the summary of the slow query logs of an
ApsaraDB RDS instance.

Before you call this operation, make sure that the instance runs one of the following database engine
versions:

All MySQL versions except MySQL 5.7 that is used with RDS Basic edit ion

SQL Server 2008 R2

20.9. Query the summary of slow20.9. Query the summary of slow
query logsquery logs
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MariaDB 10.3

Not e Not e Slow query logs are not collected in real t ime and may show a latency of 6 hours to 8
hours.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeSlowLog
s

The operation that you want to
perform. Set the value to
DescribeSlowLogsDescribeSlowLogs .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

EndTime String Yes 2011-05-30Z

The end of the t ime range to query.
The end time must be later than the
start t ime. The time span between the
start t ime and the end time cannot
exceed 31 days. Specify the t ime in the
yyyy-MM-ddZ format. The time must
be in UTC.

StartT ime String Yes 2011-05-01Z
The beginning of the t ime range to
query. Specify the t ime in the yyyy-MM-
ddZ format. The time must be in UTC.

DBName String No RDS_MySQL
The name of the database that you
want to query.
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SortKey String No
TotalExecutionCo
unts

The dimension based on which
ApsaraDB RDS sorts the returned
entries. Valid values:

T ot alExecut ionCount sT ot alExecut ionCount s : ApsaraDB
RDS sorts the returned entries based
on the total number of SQL
statements that are executed.

T ot alQueryT imesT ot alQueryT imes : ApsaraDB RDS
sorts the returned entries based on
the total execution duration.

T ot alLogicalReadsT ot alLogicalReads : ApsaraDB RDS
sorts the returned entries based on
the total number of logical reads.

T ot alPhysicalReadsT ot alPhysicalReads : ApsaraDB
RDS sorts the returned entries based
on the total number of physical
reads.

Not e Not e This parameter is
supported only for instances that
run SQL Server 2008 R2.

PageSize Integer No 30
The number of entries to return on
each page. Valid values: 3030 to 100100.
Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Engine String MySQL The database engine of the instance.

StartT ime String 2011-05-30Z
The start date of the t ime range that was
queried.
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EndTime String 2011-05-30Z
The end date of the t ime range that was
queried.

TotalRecordCo
unt

Integer 5
The total number of entries that are
returned.

PageNumber Integer 1 The page number of the returned page.

PageRecordCou
nt

Integer 10
The number of SQL statements that are
returned on the current page.

Items
Array of
SQLSlowLog

An array that consists of the information
about each slow query.

SQLSlowLog

DBName String RDS_MySQL The name of the database that was queried.

SQLText String
select id,name from
tb_table

The SQL statement that was executed in the
query.

SQLServerTotal
ExecutionCount
s

Long 1

The total number of SQL statements that
were executed in the query. This parameter
is returned only for instances that run SQL
Server.

MySQLTotalExe
cutionCounts

Long 1
The total number of SQL statements that
were executed in the query. This parameter
is returned only for instances that run MySQL.

SQLServerTotal
ExecutionTimes

Long 1000

The total execution duration of all SQL
statements in the query. This parameter is
returned only for instances that run SQL
Server. Unit: milliseconds.

MySQLTotalExe
cutionTimes

Long 1

The total execution duration of all SQL
statements in the query. This parameter is
returned only for instances that run MySQL.
Unit: seconds.

Parameter Type Example Description
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MaxExecutionTi
me

Long 60
The longest execution duration of a specific
SQL statement in the query. Unit: seconds.

ReportT ime String 2011-05-30Z
The date on which the data report was
generated.

TotalLockT ime
s

Long 0
The total lock duration that was caused by
all SQL statements in the query. Unit:
seconds.

MaxLockT ime Long 0
The longest lock duration that was caused
by a specific SQL statement in the query.
Unit: seconds.

ParseTotalRow
Counts

Long 1
The total number of rows that were parsed
by all SQL statements in the query.

ParseMaxRowC
ount

Long 1
The largest number of rows that were
parsed by a specific SQL statement in the
query.

ReturnTotalRo
wCounts

Long 1
The total number of rows that were
returned by all SQL statements in the query.

ReturnMaxRow
Count

Long 1
The largest number of rows that were
returned by a specific SQL statement in the
query.

CreateT ime String 2011-05-30Z The date when the data was generated.

AvgExecutionTi
me

Long 1

The average execution duration per SQL
statement in the query. Unit: seconds.

Not e Not e This parameter is returned
only for instances that run SQL Server.

Parameter Type Example Description
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AvgIOWriteCou
nts

Long 0

The average number of I/O writes per SQL
statement in the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

AvgLastRowsAf
fectedCounts

Long 0

The average number of rows that are
affected by the last SQL statement in the
query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

AvgLogicalRead
Counts

Long 0

The average number of logical reads per SQL
statement in the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

AvgPhysicalRea
dCounts

Long 0

The average number of physical reads per
SQL statement in the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

AvgRowsAffect
edCounts

Long 0

The average number of rows that were
affected per SQL statement in the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

MaxIOWriteCou
nts

Long 0

The largest number of I/O writes that were
performed by a specific SQL statement in
the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

Parameter Type Example Description
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MaxLastRowsAf
fectedCounts

Long 0

The largest number of rows that were
affected by the last SQL statement in the
query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

MaxLogicalRea
dCounts

Long 0

The largest number of logical reads that
were performed by a specific SQL statement
in the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

MaxPhysicalRea
dCounts

Long 0

The largest number of physical reads that
were performed by a specific SQL statement
in the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

MaxRowsAffect
edCounts

Long 0

The largest number of rows that were
affected by a specific SQL statement in the
query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

MinIOWriteCoun
ts

Long 0

The smallest number of I/O writes that were
performed by a specific SQL statement in
the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

Parameter Type Example Description
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MinLastRowsAf
fectedCounts

Long 0

The smallest number of rows that were
affected by the last SQL statement in the
query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

MinLogicalRead
Counts

Long 0

The smallest number of logical reads that
were performed by a specific SQL statement
in the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

MinPhysicalRea
dCounts

Long 0

The smallest number of physical reads that
were performed by a specific SQL statement
in the query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

MinRowsAffect
edCounts

Long 0

The smallest number of rows that were
affected by a specific SQL statement in the
query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

SQLHASH String U2FsdGVkxxxx

The unique ID of the SQL statement. The ID is
used to obtain the slow query logs of the
SQL statement.

SQLIdStr String 521584
The ID of the SQL statement in the statistical
template of slow query logs. This parameter
is replaced by the SQLHASHSQLHASH parameter.

Parameter Type Example Description
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SQLServerAvgC
puTime

Long 0

The average amount of CPU time per SQL
statement in the query. Unit: seconds.

Not e Not e This parameter is returned
only for instances that run SQL Server.

SQLServerAvgEx
ecutionTime

Long 0

The average execution duration per SQL
statement in the query. Unit: seconds.

Not e Not e This parameter is returned
only for instances that run SQL Server.

SQLServerMaxC
puTime

Long 0

The largest amount of CPU time that was
used by a specific SQL statement in the
query. Unit: seconds.

Not e Not e This parameter is returned
only for instances that run SQL Server.

SQLServerMinCp
uTime

Long 0

The smallest amount of CPU time that was
used by a specific SQL statement. Unit:
seconds.

Not e Not e This parameter is returned
only for instances that run SQL Server.

SQLServerMinEx
ecutionTime

Long 0

The smallest execution duration of a specific
SQL statement in the query. Unit: seconds.

Not e Not e This parameter is returned
only for instances that run SQL Server.

SQLServerTotal
CpuTime

Long 0

The total amount of CPU time that was used
by all SQL statements in the query. Unit:
seconds.

Not e Not e This parameter is returned
only for instances that run SQL Server.

Parameter Type Example Description
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SlowLogId Long 26584213 The ID of the slow query log summary.

TotalIOWriteCo
unts

Long 0

The total number of I/O writes that were
performed by all SQL statements in the
query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

TotalLastRows
AffectedCounts

Long 0

The total number of rows that were
affected by the last SQL statement in the
query.

Not e Not e This parameter is returned
only for instances that run SQL Server.

TotalLogicalRe
adCounts

Long 1
The total number of logical reads that were
performed by all SQL statements in the
query.

TotalPhysicalRe
adCounts

Long 1
The total number of physical reads that
were performed by all SQL statements in the
query .

TotalPhysicalRe
adCounts

Long 1
The total number of physical reads that
were performed by all SQL statements in the
query.

TotalRowsAffe
ctedCounts

Long 0
The total number of rows that were
affected by all SQL statements in the query.

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

RequestId String
2553A660-E4EB-
4AF4-A402-
8AFF70A49143

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=DescribeSlowLogs
&DBInstanceId=rm-uf6wjk5xxxxxxx
&StartTime=2011-05-01Z
&EndTime=2011-05-30Z
&<Common request parameters>

Sample success responses

 XML  format

<DescribeSlowLogsResponse> 
    <RequestId>A5409D02-D661-4BF3-8F3D-0A814D0574E7</RequestId>
    <DBInstanceID>rm-uf6wjk5xxxxxxx</DBInstanceID> 
    <Engine>SQLServer</Engine>
    <StartTime>2011-06-11Z</StartTime> 
    <EndTime>2011-12-11Z</EndTime> 
    <TotalRecordCount>1</TotalRecordCount>
    <PageNumber>1</PageNumber>
    <PageRecordCount>1</PageRecordCount>
    <Items>
        <SQLSlowLog>
          <SQLText>update test.zxb set id=0 limit 1</SQLText>
          <SQLServerTotalExecutionCounts>178</SQLServerTotalExecutionCounts>
          <SQLServerTotalExecutionTimes>189</SQLServerTotalExecutionTimes>
          <TotalLogicalReadcounts>89</TotalLogicalReadcounts>
          <TotalPhysicalReadcounts>90</TotalPhysicalReadcounts>
          <ReportTime>2013-11-12Z</ReportTime>
       </SQLSlowLog>
    </Items>
</DescribeSlowLogsResponse>

 JSON  format
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{
    "DescribeSlowLogs": {
        "RequestId": "A5409D02-D661-4BF3-8F3D-0A814D0574E7",
        "DBInstanceID": "rm-uf6wjk5xxxxxxx",
        "Engine": "SQLServer",
        "StartTime": "2011-06-11Z",
        "EndTime": "2011-12-11Z",
        "TotalRecordCount": "1",
        "PageNumber": "1",
        "PageRecordCount": "1",
        "Items": {
            "SQLSlowLog": {
                "SQLText": "update test.zxb set id=0 limit 1",
                "SQLServerTotalExecutionCounts": "178",
                "SQLServerTotalExecutionTimes": "189",
                "TotalLogicalReadcounts": "89",
                "TotalPhysicalReadcounts": "90",
                "ReportTime": "2013-11-12Z"
            }
        }
    }
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidSearchTimeRa
nge

search time range cannot be
longer than a month.

The error message returned
because the t ime span between
the start t ime and the end time
exceeds 31 days.

400 IO.Exception IO exception, retry later.
The error message returned
because I/O errors occurred.

For a list  of error codes, visit  the API Error Center.

You can call the PurgeDBInstanceLog operation to delete log backup files from an ApsaraDB RDS
instance.

ApsaraDB RDS allows an instance to automatically upload log backup files to Object  Storage Service
(OSS) buckets. If  the remaining storage space of an instance is insufficient, ApsaraDB RDS also allows
you to manually upload the log backup files of the instance to OSS buckets. After the log backup files
of an instance are uploaded, ApsaraDB RDS deletes these files from the instance to release storage
space.

20.10. Delete local log backup files20.10. Delete local log backup files
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This operation is called to upload log backup files from an instance to OSS buckets and then delete
these files from the instance. If  the instance runs SQL Server, transaction log backup files are
compressed before they are uploaded. For more information about log backups, see Back up an
ApsaraDB RDS for MySQL instance or Back up an ApsaraDB RDS for SQL Server instance.

Not eNot e

This operation is supported only for instances that run MySQL or SQL Server.

When you upload log backup files, the data restoration feature is not affected.

This operation is called to release storage space. The backup storage usage is not reduced.

The OSS buckets to which log backup files are uploaded are provided by ApsaraDB RDS. You
do not need to purchase these OSS buckets. In addit ion, you cannot access these OSS
buckets.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
PurgeDBInstanceL
og

The operation that you want to
perform. Set the value to
PurgeDBInst anceLogPurgeDBInst anceLog.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can contain only ASCII characters
and cannot exceed 64 characters in
length.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
65BDA532-28AF-
4122-AA39-
B382721EEE64

The ID of the request.

ExamplesExamples
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Sample requests

http(s)://rds.aliyuncs.com/? Action=PurgeDBInstanceLog
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<PurgeDBInstanceLogResponse>
   <RequestId> 65BDA532-28AF-4122-AA39-B382721EEE64</RequestId></PurgeDBInstanceLogResponse
>

 JSON  format

{
  "RequestId": " 65BDA532-28AF-4122-AA39-B382721EEE64"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeSQLLogReports operation to query the SQL log reports of an ApsaraDB RDS
instance.

This operation is deprecated. We recommend that you call the DescribeSQLLogReportList  operation to
query the SQL log reports of an ApsaraDB RDS instance.

You can query the SQL log reports that are generated within a specific t ime frame, for example, from
02:00:00 to 03:00:00.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeSQLLogR
eports

The operation that you want to
perform. Set the value to
DescribeSQLLogReports.

20.11. Query SQL log reports20.11. Query SQL log reports
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

EndTime String Yes
2021-03-
18T16:00:00Z

The end of the t ime range to query.
Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not e Not e The end time must be
later than the start t ime.

StartT ime String Yes
2021-03-
13T16:00:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

PageSize Integer No 30

The number of entries to return on
each page. Valid values:

3030

5050

100100

Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: any non-z eronon-z ero  posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Items Array of Item An array that consists of SQL log reports.

Item

LatencyTopNIte
ms

Array of
LatencyTopNIte
m

An array that consists of SQL statements
executed with the highest latency.

ApsaraDB for RDS API Reference··Log management

> Document  Version: 20220713 501

file:///home/admin/dita-files/output/31702202/task19043353/~~26232~~


LatencyTopNIte
m

AvgLatency Long 500
The average time that is required to execute
the SQL statement. Unit: milliseconds.

SQLExecuteT im
es

Long 5
The number of t imes that the SQL statement
is executed.

SQLText String
SELECT * FROM
table_name;

The SQL statement returned.

Not e Not e Only the first  128
characters of the SQL statement are
returned. In addition, only the SQL
statements that take more than 100 ms
to execute are returned.

QPSTopNItems
Array of
QPSTopNItem

An array that consists of SQL statements
executed the most frequently.

QPSTopNItem

SQLExecuteT im
es

Long 5
The number of t imes that the SQL statement
is executed.

SQLText String
SELECT * FROM
table_name;

The SQL statement returned.

Not e Not e Only the first  128
characters of the SQL statement are
returned. In addition, only the SQL
statements that take more than 5 ms to
execute are returned.

ReportT ime String
2019-03-
27T16:00:00Z

The time when the report was generated.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mm:ssZ format. The
time is displayed in UTC.

PageNumber Integer 1 The page number of the returned page.

PageRecordCou
nt

Integer 30 The number of reports on the current page.

Parameter Type Example Description
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RequestId String
08A3B71B-FE08-
4B03-974F-
CC7EA6DB1828

The ID of the request.

TotalRecordCo
unt

Integer 60 The total number of records returned.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeSQLLogReports
&DBInstanceId=rm-uf6wjk5xxxxxxx
&EndTime=2021-03-18T16:00:00Z
&StartTime=2021-03-13T16:00:00Z
&<Common request parameters>

Sample success responses

 XML  format

<DescribeSQLLogReportsResponse>
      <TotalRecordCount>60</TotalRecordCount>
      <PageRecordCount>30</PageRecordCount>
      <RequestId>08A3B71B-FE08-4B03-974F-CC7EA6DB1828    </RequestId>
      <PageNumber>1</PageNumber>
      <Items>
            <Item>
                  <ReportTime>2019-03-27T16:00:00Z</ReportTime>
                  <LatencyTopNItems>
                        <LatencyTopNItem>
                              <AvgLatency>500</AvgLatency>
                              <SQLExecuteTimes>5</SQLExecuteTimes>
                              <SQLText>SELECT * FROM table_name;</SQLText>
                        </LatencyTopNItem>
                  </LatencyTopNItems>
                  <QPSTopNItems>
                        <QPSTopNItem>
                              <SQLExecuteTimes>5</SQLExecuteTimes>
                              <SQLText>SELECT * FROM table_name;</SQLText>
                        </QPSTopNItem>
                  </QPSTopNItems>
            </Item>
      </Items>
</DescribeSQLLogReportsResponse>

 JSON  format
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{
    "TotalRecordCount": "60",
    "PageRecordCount": "30",
    "RequestId": "08A3B71B-FE08-4B03-974F-CC7EA6DB1828\t",
    "PageNumber": "1",
    "Items": {
        "Item": [{
            "ReportTime": "2019-03-27T16:00:00Z",
            "LatencyTopNItems": {
                "LatencyTopNItem": [{
                    "AvgLatency": "500",
                    "SQLExecuteTimes": "5",
                    "SQLText": "SELECT * FROM table_name;"
                }]
            },
            "QPSTopNItems": {
                "QPSTopNItem": [{
                    "SQLExecuteTimes": "5",
                    "SQLText": "SELECT * FROM table_name;"
                }]
            }
        }]
    }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeSQLLogReportList  operation to query SQL log reports.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeSQLLogR
eportList

The operation that you want to
perform. Set the value to
DescribeSQLLogReport ListDescribeSQLLogReport List .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

20.12. Query SQL log reports20.12. Query SQL log reports
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EndTime String Yes
2021-03-
18T16:00:00Z

The end of the t ime range to query.
Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not e Not e The end time must be
later than the start t ime.

StartT ime String Yes
2021-03-
13T16:00:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

PageSize Integer No 30

The number of entries to return on
each page. Valid values:

3030

5050

100100

Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: any non-z eronon-z ero  posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Items Array of Item An array that consists of SQL log reports.

Item

LatencyTopNIte
ms

Array of
LatencyTopNIte
m

An array that consists of SQL statements
executed with the highest latency.

LatencyTopNIte
m
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AvgLatency Long 500
The average time that is required to execute
the SQL statement. Unit: milliseconds.

SQLExecuteT im
es

Long 5
The number of t imes that the SQL statement
is executed.

SQLText String
SELECT * FROM
table_name;

The SQL statement returned.

Not e Not e Only the first  128
characters of the SQL statement are
returned. In addition, only the SQL
statements that take more than 100 ms
to execute are returned.

QPSTopNItems
Array of
QPSTopNItem

An array that consists of SQL statements
executed the most frequently.

QPSTopNItem

SQLExecuteT im
es

Long 5
The number of t imes that the SQL statement
is executed.

SQLText String
SELECT * FROM
table_name;

The SQL statement returned.

Not e Not e Only the first  128
characters of the SQL statement are
returned. In addition, only the SQL
statements that take more than 5 ms to
execute are returned.

ReportT ime String
2019-03-
27T16:00:00Z

The time when the report was generated.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mm:ssZ format. The
time is displayed in UTC.

PageNumber Integer 1 The page number of the returned page.

PageRecordCou
nt

Integer 30 The number of reports on the current page.

Parameter Type Example Description
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RequestId String
08A3B71B-FE08-
4B03-974F-
CC7EA6DB1828

The ID of the request.

TotalRecordCo
unt

Integer 60 The total number of records returned.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeSQLLogReportList
&DBInstanceId=rm-uf6wjk5xxxxxxx
&EndTime=2021-03-18T16:00:00Z
&StartTime=2021-03-13T16:00:00Z
&<Common request parameters>

Sample success responses

 XML  format

<DescribeSQLLogReportListResponse>
      <TotalRecordCount>60</TotalRecordCount>
      <PageRecordCount>30</PageRecordCount>
      <RequestId>08A3B71B-FE08-4B03-974F-CC7EA6DB1828    </RequestId>
      <PageNumber>1</PageNumber>
      <Items>
            <Item>
                  <ReportTime>2019-03-27T16:00:00Z</ReportTime>
                  <LatencyTopNItems>
                        <LatencyTopNItem>
                              <AvgLatency>500</AvgLatency>
                              <SQLExecuteTimes>5</SQLExecuteTimes>
                              <SQLText>SELECT * FROM table_name;</SQLText>
                        </LatencyTopNItem>
                  </LatencyTopNItems>
                  <QPSTopNItems>
                        <QPSTopNItem>
                              <SQLExecuteTimes>5</SQLExecuteTimes>
                              <SQLText>SELECT * FROM table_name;</SQLText>
                        </QPSTopNItem>
                  </QPSTopNItems>
            </Item>
      </Items>
</DescribeSQLLogReportListResponse>

 JSON  format
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{
    "TotalRecordCount": "60",
    "PageRecordCount": "30",
    "RequestId": "08A3B71B-FE08-4B03-974F-CC7EA6DB1828\t",
    "PageNumber": "1",
    "Items": {
        "Item": [{
            "ReportTime": "2019-03-27T16:00:00Z",
            "LatencyTopNItems": {
                "LatencyTopNItem": [{
                    "AvgLatency": "500",
                    "SQLExecuteTimes": "5",
                    "SQLText": "SELECT * FROM table_name;"
                }]
            },
            "QPSTopNItems": {
                "QPSTopNItem": [{
                    "SQLExecuteTimes": "5",
                    "SQLText": "SELECT * FROM table_name;"
                }]
            }
        }]
    }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the CreateBackup operation to create a data backup for an ApsaraDB RDS instance

This operation is used to create a data backup by using the backup feature of ApsaraDB RDS. You can
also create a data backup by using Database Backup (DBS). For more information, see List  of operations
by function.

Before you call this operation, make sure that the following requirements are met:

The instance must be in the Running state.

The instance does not have an ongoing backup task.

The maximum number of data backups that can be created per day on the instance does not exceed
20.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes CreateBackup
The operation that you want to
perform. Set the value to
Creat eBackupCreat eBackup.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

DBName String No rds_mysql

The names of the databases whose
data you want to back up. Separate
the names of the databases with
commas (,).

Not e Not e When you perform a
logical backup on the individual
databases of an ApsaraDB RDS for
MySQL instance or when you
perform a full physical backup on
the individual databases of an
ApsaraDB RDS for SQL Server
instance, you can specify this
parameter.

21.Backup and recovery21.Backup and recovery
21.1. Create data backup21.1. Create data backup
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BackupStrategy String No db

The policy that you want to use for the
data backup. Valid values:

dbdb: specifies to perform a
database-level data backup.

inst anceinst ance: specifies to perform an
instance-level data backup.

Not e Not e When you perform a
logical backup on an ApsaraDB RDS
for MySQL instance or when you
perform a full physical backup on
an ApsaraDB RDS for SQL Server
instance, you can specify this
parameter.

BackupMethod String No Physical

The type of data backup that you want
to perform. Valid values:

LogicalLogical: logical backup

PhysicalPhysical: physical backup

SnapshotSnapshot : snapshot backup

Default value: PhysicalPhysical .

Not eNot e

You can perform a logical
backup only when
databases are created on
the instance.

When you perform a
snapshot backup on an
ApsaraDB RDS for MariaDB
instance, you must set this
parameter to PhysicalPhysical .

For more information
about the supported
backup types, see Back up
an ApsaraDB RDS for
MySQL instance.

Parameter Type Required Example Description
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BackupType String No Auto

The method that you want to use for
the data backup. Valid values:

Aut oAut o : specifies to automatically
perform a full or incremental
backup.

FullBackupFullBackup: specifies to perform a
full backup.

Default value: Aut oAut o .

Not e Not e You must specify this
parameter only when the instance
runs the SQL Server database
engine.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

BackupJobId String 5073731 The ID of the backup task.

RequestId String
2C125605-266F-
41CA-8AC5-
3A643D4F42C5

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CreateBackup
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<CreateBackupResponse>
   <RequestId>2C125605-266F-41CA-8AC5-3A643D4F42C5</RequestId>
   <BackupJobId>5073731</BackupJobId>
</CreateBackupResponse>

 JSON  format
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{
    "RequestId": "2C125605-266F-41CA-8AC5-3A643D4F42C5", 
    "BackupJobId": "5073731"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeBackups operation to query the data backup files of an ApsaraDB RDS
instance.

Not e Not e A data backup file can be used to restore data only when its BackupSt at usBackupSt at us value is
SuccessSuccess.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DescribeBackups
The operation that you want to
perform. Set the value to
DescribeBackupsDescribeBackups .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

BackupId String No 327329803 The ID of the data backup file.

BackupStatus String No Success

The status of the data backup file.
Valid values:

SuccessSuccess

FailedFailed

BackupMode String No Automated

The backup mode of the data backup
file. Valid values:

Aut omat edAut omat ed

ManualManual

21.2. Query the data backup files21.2. Query the data backup files
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StartT ime String No
2011-06-
01T16:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

EndTime String No
2011-06-
15T16:00Z

The end of the t ime range to query.
The end time must be later than the
start t ime. Specify the t ime in the ISO
8601 standard in the yyyy-MM-
ddTHH:mmZ format. The time must be
in UTC.

PageSize Integer No 30

The number of entries to return on
each page. Valid values:

3030

5050

100100

Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1A6D328C-84B8-
40DC-BF49-
6C73984D7494

The ID of the request.

TotalEcsSnapsh
otSize

Long 0
The size of the snapshot chain of the
instance. Unit: bytes.

PageRecordCou
nt

String 30
The number of data backup files on the
page.
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TotalRecordCo
unt

String 100 The total number of entries returned.

PageNumber String 1 The page number of the returned page.

Items Array of Backup
The details of the returned data backup
files.

Backup

StorageClass String 0

The storage media used to store the data
backup file. Valid values:

00: regular storage

11: archive storage

Encryption String {}
The encryption information of the data
backup file.

BackupStatus String Success The status of the data backup file.

StoreStatus String Disabled

Indicates whether the data backup file can
be deleted. Valid values:

EnabledEnabled: The data backup file can be
deleted.

DisabledDisabled: The data backup file cannot be
deleted.

ConsistentT ime Long 1576506856

The point in t ime at which the data in the
data backup file is consistent. The return
value of this parameter is a t imestamp.

Not e Not e If the instance runs MySQL
5.6, a t imestamp is returned. Otherwise,
the value 0 is returned.

BackupType String FullBackup

The backup type that is used to generate
the data backup file. Valid values:

FullBackupFullBackup

Increment alBackupIncrement alBackup

Parameter Type Example Description
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CopyOnlyBacku
p

String 0

The backup mode of the data backup file.
Valid values:

0: the standard mode. This mode
supports full backups and incremental
backups.

1: the copy-only mode. This mode
supports only full backups.

Not e Not e This parameter is
returned only when the instance runs
SQL Server.

BackupEndTime String
2019-02-
13T12:20:00Z

The end time of the backup task. The time
follows the ISO 8601 standard in the yyyy-
MM-ddTHH:mmZ format. The time is
displayed in UTC.

MetaStatus String OK

The status of the data backup file that is
used to restore individual databases or
tables. Valid values:

OKOK: The data backup file is normal.

LARGELARGE: The data backup file contains an
abnormally large number of tables. It
cannot be used to restore individual
databases or tables.

EMPT YEMPT Y : The data backup file is generated
from a failed backup task.

Not e Not e If an empty string is
returned, the data backup file cannot be
used to restore individual databases or
tables.

BackupInit iator String System

The init iator of the backup task. Valid
values:

Syst emSyst em

UserUser

Parameter Type Example Description
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BackupIntranet
DownloadURL

String

http://rdsbak-hz-
v3.oss-cn-
hangzhou-
internal.aliyuncs.co
m/xxxxx

The URL that is used to download the data
backup file over an internal network. If the
data backup file cannot be downloaded, null
is returned.

Not e Not e For example, if the instance
runs SQL Server and the BackupMethod
parameter is set to SnapshotSnapshot , null is
returned.

BackupMethod String Physical

The method that is used to generate the
data backup file. Valid values:

LogicalLogical: logical backup

PhysicalPhysical: physical backup

SnapshotSnapshot : snapshot backup

BackupStartT im
e

String
2019-02-
03T12:20:00Z

The start t ime of the backup task. The time
follows the ISO 8601 standard in the yyyy-
MM-ddTHH:mmZ format. The time is
displayed in UTC.

BackupDownlo
adURL

String

http://rdsbak-hz-
v3.oss-cn-
hangzhou.aliyuncs.c
om/xxxxx

The URL that is used to download the data
backup file over the Internet. If the data
backup file cannot be downloaded, null is
returned.

Not e Not e For example, if the instance
runs SQL Server and the BackupMethod
parameter is set to SnapshotSnapshot , null is
returned.

IsAvail Integer 1

Indicates whether the data backup file is
available. Valid values:

00: The data backup file is unavailable.

11: The data backup file is available.

BackupId String 321020562 The ID of the data backup file.

Parameter Type Example Description
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HostInstanceID String 5882781

The No. of the instance that generates the
data backup file. This parameter is used to
indicate whether the instance that generates
the data backup file is a primary instance or
a secondary instance.

BackupSize Long 2167808 The size of the data backup file. Unit: bytes.

BackupMode String Automated

The backup mode of the data backup file.
Valid values:

Aut omat edAut omat ed

ManualManual

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

Checksum String
1835830439*********
*

The checksum. The value of this parameter is
calculated by using the CRC64 algorithm.

BackupDownlo
adLinkByDB

Array of
BackupDownlo
adLinkByDB

The URL from which you can download the
data backup file of the individual database.

BackupDownlo
adLinkByDB

IntranetDownlo
adLink

String

https://cn-
hangzhou-
internal.bak.rds.aliyu
ncs.com/custins536
64665/hins18676859
_2021072909473127
987849.zip?
Expires=*****&dbList
=tb1

The internal URL from which you can
download the data backup file.

DataBase String dbs The name of the database.

DownloadLink String

https://cn-
hangzhou.bak.rds.al
iyuncs.com/custins5
3664665/hins186768
59_20210729094731
27987849.zip?
Expires=*****&dbList
=tb1

The public URL from which you can
download the data backup file.

Parameter Type Example Description
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeBackups
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeBackupsResponse>
    <TotalRecordCount>100</TotalRecordCount>
    <TotalEcsSnapshotSize>0</TotalEcsSnapshotSize>
    <PageRecordCount>30</PageRecordCount>
    <RequestId>1A6D328C-84B8-40DC-BF49-6C73984D7494</RequestId>
    <PageNumber>1</PageNumber>
    <Items>
        <Backup>
            <BackupMethod>Physical</BackupMethod>
            <BackupInitiator>System</BackupInitiator>
            <StorageClass>0</StorageClass>
            <BackupIntranetDownloadURL>http://rdsbak-hz-v3.oss-cn-hangzhou-internal.aliyunc
s.com/xxxxx</BackupIntranetDownloadURL>
            <BackupSize>2167808</BackupSize>
            <BackupMode>Automated</BackupMode>
            <BackupId>321020562</BackupId>
            <IsAvail>1</IsAvail>
            <Encryption>{}</Encryption>
            <HostInstanceID>5882781</HostInstanceID>
            <StoreStatus>Disabled</StoreStatus>
            <BackupDownloadURL>http://rdsbak-hz-v3.oss-cn-hangzhou.aliyuncs.com/xxxxx</Back
upDownloadURL>
            <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
            <CopyOnlyBackup>0</CopyOnlyBackup>
            <BackupEndTime>2019-02-13T12:20:00Z</BackupEndTime>
            <ConsistentTime>1576506856</ConsistentTime>
            <BackupStartTime>2019-02-03T12:20:00Z</BackupStartTime>
            <MetaStatus>OK</MetaStatus>
            <BackupType>FullBackup</BackupType>
            <BackupStatus>Success</BackupStatus>
            <BackupDownloadLinkByDB>
                <BackupDownloadLinkByDB>
                    <DownloadLink>https://cn-hangzhou.bak.rds.aliyuncs.com/custins53664665/
hins18676859_2021072909473127987849.zip?Expires=*****&amp;dbList=tb1</DownloadLink>
                    <IntranetDownloadLink>https://cn-hangzhou-internal.bak.rds.aliyuncs.com
/custins53664665/hins18676859_2021072909473127987849.zip?Expires=*****&amp;dbList=tb1</Intr
anetDownloadLink>
                    <DataBase>dbs</DataBase>
                </BackupDownloadLinkByDB>
            </BackupDownloadLinkByDB>
        </Backup>
    </Items>
</DescribeBackupsResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "DescribeBackupsResponse" : {
    "TotalRecordCount" : 100,
    "TotalEcsSnapshotSize" : 0,
    "PageRecordCount" : 30,
    "RequestId" : "1A6D328C-84B8-40DC-BF49-6C73984D7494",
    "PageNumber" : 1,
    "Items" : {
      "Backup" : {
        "BackupMethod" : "Physical",
        "BackupInitiator" : "System",
        "StorageClass" : 0,
        "BackupIntranetDownloadURL" : "http://rdsbak-hz-v3.oss-cn-hangzhou-internal.aliyunc
s.com/xxxxx",
        "BackupSize" : 2167808,
        "BackupMode" : "Automated",
        "BackupId" : 321020562,
        "IsAvail" : 1,
        "Encryption" : "{}",
        "HostInstanceID" : 5882781,
        "StoreStatus" : "Disabled",
        "BackupDownloadURL" : "http://rdsbak-hz-v3.oss-cn-hangzhou.aliyuncs.com/xxxxx",
        "DBInstanceId" : "rm-uf6wjk5xxxxxxx",
        "CopyOnlyBackup" : 0,
        "BackupEndTime" : "2019-02-13T12:20:00Z",
        "ConsistentTime" : 1576506856,
        "BackupStartTime" : "2019-02-03T12:20:00Z",
        "MetaStatus" : "OK",
        "BackupType" : "FullBackup",
        "BackupStatus" : "Success",
        "BackupDownloadLinkByDB" : {
          "BackupDownloadLinkByDB" : {
            "DownloadLink" : "https://cn-hangzhou.bak.rds.aliyuncs.com/custins53664665/hins
18676859_2021072909473127987849.zip?Expires=*****&amp;dbList=tb1",
            "IntranetDownloadLink" : "https://cn-hangzhou-internal.bak.rds.aliyuncs.com/cus
tins53664665/hins18676859_2021072909473127987849.zip?Expires=*****&amp;dbList=tb1",
            "DataBase" : "dbs"
          }
        }
      }
    }
  }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

21.3. Query the data backup files of21.3. Query the data backup files of
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You can call the DescribeDetachedBackups operation to query the data backup files of an ApsaraDB
RDS instance that is deleted.

This operation is supported for instances that run MySQL with local SSDs. For more information about
how to retain the data backup files of an instance after the instance is released, see Configure
automatic backup.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDetache
dBackups

The operation that you want to
perform. Set the value to
DescribeDet achedBackupsDescribeDet achedBackups .

DBInstanceId String No
rm-
uf6wjk5xxxxxxx

The ID of the instance.

BackupId String No 327xxxxx3 The ID of the data backup file.

BackupStatus String No Success

The status of the data backup file.
Valid values:

SuccessSuccess

FailedFailed

BackupMode String No Automated

The backup mode of the data backup
file. Valid values:

Aut omat edAut omat ed

ManualManual

21.3. Query the data backup files of21.3. Query the data backup files of
an ApsaraDB RDS instance that isan ApsaraDB RDS instance that is
deleteddeleted
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StartT ime String No
2021-03-
01T16:00Z

The beginning of the t ime range to
query.

Specify the t ime in the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

EndTime String No
2021-03-
15T16:00Z

The end of the t ime range to query.
The end time must be later than the
start t ime.

Specify the t ime in the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

PageSize Integer No 30

The number of entries to return on
each page. Valid values:

30 (This is the default value.)

50

100

PageNumber Integer No 1

The number of the page to return.

Valid values: any non-zero posit ive
integer. Default value: 1.

Region String Yes cn-hangzhou The region ID of the instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

PageNumber String 1 The page number of the returned page.

RequestId String
1A6D328C-84B8-
40DC-BF49-
6C73984D7494

The ID of the request.

PageRecordCou
nt

String 30
The number of data backup files on the
page.

TotalRecordCo
unt

String 100 The total number of entries returned.
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Items Array of Backup
The details of the returned data backup
files.

Backup

ConsistentT ime Long 1576506856

The point in t ime at which the data in the
data backup file is consistent. The return
value of this parameter is a t imestamp.

Not e Not e If the instance runs MySQL
5.6, a t imestamp is returned. Otherwise,
the value 0 is returned.

StoreStatus String Disabled

Indicates whether the data backup file can
be deleted. Valid values:

EnabledEnabled: The data backup file can be
deleted.

DisabledDisabled: The data backup file cannot be
deleted.

BackupStatus String Success The status of the data backup file.

BackupType String FullBackup

The backup type. Valid values:

FullBackupFullBackup

Increment alBackupIncrement alBackup

BackupStartT im
e

String
2019-02-
03T12:20:00Z

The start t ime of the backup.

The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mmZ format. The time
is displayed in UTC.

BackupDownlo
adURL

String

http://rdsbak-hz-
v3.oss-cn-
hangzhou.aliyuncs.c
om/xxxxx

The URL that is used to download the data
backup file over the Internet. If the data
backup file cannot be downloaded, an
empty string is returned.

IsAvail Integer 1

Indicates whether the data backup file is
available. Valid values:

00: The data backup file is unavailable.

11: The data backup file is available.

Parameter Type Example Description
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MetaStatus String OK

The status of the data backup file that is
used to restore individual databases or
tables. Valid values:

OKOK: The data backup file is normal.

LARGELARGE: The data backup file contains an
abnormally large number of tables. It
cannot be used to restore individual
databases or tables.

EMPT YEMPT Y : The data backup file is generated
from a failed backup task.

BackupEndTime String
2019-02-
13T12:20:00Z

The end time of the backup.

The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mmZ format. The time
is displayed in UTC.

BackupId String 321020562 The ID of the data backup file.

HostInstanceID String 5882781

The No. of the instance that generates the
data backup file. This parameter is used to
indicate whether the instance that generates
the data backup file is a primary instance or
a secondary instance.

BackupIntranet
DownloadURL

String

http://rdsbak-hz-
v3.oss-cn-
hangzhou-
internal.aliyuncs.co
m/xxxxx

The URL that is used to download the data
backup file over an internal network. If the
data backup file cannot be downloaded, an
empty string is returned.

BackupSize Long 2167808 The size of the data backup file. Unit: bytes.

BackupMode String Automated

The backup mode of the data backup file.
Valid values:

Aut omat edAut omat ed

ManualManual

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

DBInstanceCom
ment

String test The description of the instance.

Parameter Type Example Description
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BackupMethod String Physical

The method that is used to generate the
data backup file. Valid values:

LogicalLogical: logical backup

PhysicalPhysical: physical backup

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDetachedBackups
&Region=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeDetachedBackupsResponse>
  <TotalRecordCount>1</TotalRecordCount>
  <PageRecordCount>1</PageRecordCount>
  <RequestId>B0BBC25A-6B3E-4BFD-A052-48664294E20D</RequestId>
  <PageNumber>1</PageNumber>
  <Items>
        <Backup>
              <BackupMethod>Snapshot</BackupMethod>
              <BackupInitiator>System</BackupInitiator>
              <StorageClass>0</StorageClass>
              <BackupMode>Automated</BackupMode>
              <BackupSize>161061273600</BackupSize>
              <BackupId>677987116</BackupId>
              <IsAvail>1</IsAvail>
              <HostInstanceID>9232003</HostInstanceID>
              <BackupDBNames></BackupDBNames>
              <StoreStatus>Disabled</StoreStatus>
              <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
              <BackupDownloadURL></BackupDownloadURL>
              <BackupEndTime>2020-07-11T05:07:33Z</BackupEndTime>
              <BackupStartTime>2020-07-11T05:07:33Z</BackupStartTime>
              <ConsistentTime>0</ConsistentTime>
              <BackupType>FullBackup</BackupType>
              <MetaStatus></MetaStatus>
              <BackupScale>DBInstance</BackupScale>
              <BackupStatus>Success</BackupStatus>
              <BackupLocation>OSS</BackupLocation>
        </Backup>
  </Items>
  <TotalBackupSize>161061273600</TotalBackupSize>
</DescribeDetachedBackupsResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "TotalRecordCount" : 1,
  "PageRecordCount" : 1,
  "RequestId" : "B0BBC25A-6B3E-4BFD-A052-48664294E20D",
  "PageNumber" : 1,
  "Items" : {
    "Backup" : [ {
      "BackupMethod" : "Physical",
      "BackupIntranetDownloadURL" : "http://...",
      "BackupMode" : "Automated",
      "BackupSize" : 9405440,
      "BackupId" : 509538643,
      "IsAvail" : 1,
      "HostInstanceID" : 100453678,
      "BackupDBNames" : "",
      "StoreStatus" : "Enabled",
      "DBInstanceId" : "rm-uf6wjk5xxxxxxx",
      "BackupDownloadURL" : "https://...",
      "BackupEndTime" : "2020-09-04T02:55:36Z",
      "BackupStartTime" : "2020-09-04T02:54:04Z",
      "ConsistentTime" : "1599188049",
      "BackupType" : "FullBackup",
      "MetaStatus" : "OK",
      "BackupScale" : "DBInstance",
      "BackupStatus" : "Success",
      "BackupLocation" : "OSS"
    } ]
  },
  "TotalBackupSize" : "161061273600"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyBackupPolicy operation to modify the backup sett ings of an ApsaraDB RDS
instance.

Before you call this operation, make sure that the following requirements are met:

The instance must not be a read-only instance.

The instance must be in the Running state.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

21.4. Modify backup settings21.4. Modify backup settings
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Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyBackupPoli
cy

The operation that you want to
perform. Set the value to
Modif yBackupPolicyModif yBackupPolicy.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

BackupPolicyMod
e

String No DataBackupPolicy

The type of backup that you want to
perform. Valid values:

Dat aBackupPolicyDat aBackupPolicy: data backup

LogBackupPolicyLogBackupPolicy: log backup

PreferredBackupT
ime

String No 00:00Z-01:00Z

The time at which you want to perform
a backup. Specify the t ime in the ISO
8601 standard in the
HH:mmZ-HH:mmZ format. The time
must be in UTC.

Not eNot e

You must specify this
parameter when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.
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PreferredBackupP
eriod

String No Monday

The cycle based on which you want to
perform a backup. Specify at least two
days of the week and separate the
days with commas (,). Valid values:

MondayMonday

T uesdayT uesday

WednesdayWednesday

T hursdayT hursday

FridayFriday

Sat urdaySat urday

SundaySunday

Not eNot e

You can configure a
backup policy by using this
parameter and the
BackupInt ervalBackupInt erval
parameter. For example, if
you set this parameter to
Saturday,Sunday and set
the BackupInt ervalBackupInt erval
parameter to 30 minutes,
a backup is performed
once every 30 minutes on
every Saturday and
Sunday.

You must specify this
parameter when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

Parameter Type Required Example Description
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BackupRetentionP
eriod

String No 7

The number of days for which you
want to retain data backup files. Valid
values: 7 t o 7307 t o 730.

Not eNot e

You must specify this
parameter when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

BackupLog String No Enable

Specifies whether to enable the log
backup feature. Valid values:

EnableEnable: The log backup feature is
enabled.

DisabledDisabled: The log backup feature is
disabled.

Not eNot e

This parameter specifies
whether to enable the log
backup feature if you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

Parameter Type Required Example Description
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LogBackupRetenti
onPeriod

String No 7

The number of days for which you
want to retain log backup files. Valid
values: 7 t o 7307 t o 730. The log backup
retention period cannot be longer than
the data backup retention period.

Not eNot e

If you enable the log
backup feature, you can
specify the log backup
retention period. This
parameter is supported
only by instances that run
MySQL and PostgreSQL.

This parameter takes
effect no matter whether
you set the
BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy or
LogBackupPolicyLogBackupPolicy.

EnableBackupLog String No 1

Specifies whether to enable the log
backup feature. Valid values:

T rueT rue or 11: The log backup feature is
enabled.

FalseFalse or 00: The log backup feature
is disabled.

Not eNot e

This parameter specifies
whether to enable the log
backup feature if you set
the BackupPolicyModeBackupPolicyMode
parameter to
LogBackupPolicyLogBackupPolicy.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
LogBackupPolicyLogBackupPolicy.

Parameter Type Required Example Description
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LocalLogRetentio
nHours

String No 18

The number of hours for which you
want to retain log backup files on the
instance. Valid values: 0 t o 7 × 240 t o 7 × 24.
The value 0 specifies that log backup
files are not retained on the instance.

Not eNot e

You must specify this
parameter if you set the
BackupPolicyModeBackupPolicyMode
parameter to
LogBackupPolicyLogBackupPolicy.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
LogBackupPolicyLogBackupPolicy.

Parameter Type Required Example Description
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LocalLogRetentio
nSpace

String No 30

The maximum storage usage that is
allowed for log backup files on the
instance. If the storage usage for log
backup files on the instance exceeds
the value of this parameter, ApsaraDB
RDS deletes earlier log backup files
until the storage usage falls below the
value of this parameter. Valid values: 00
t o 50t o 50. If you do not specify this
parameter, the existing value of this
parameter is retained.

Not eNot e

You must specify this
parameter if you set the
BackupPolicyModeBackupPolicyMode
parameter to
LogBackupPolicyLogBackupPolicy.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
LogBackupPolicyLogBackupPolicy.

Parameter Type Required Example Description
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HighSpaceUsageP
rotection

String No Enable

Specifies whether ApsaraDB RDS
forcibly deletes log backup files from
the instance when the storage usage
of the instance exceeds 80% or the
amount of remaining storage on the
instance is less than 5 GB. Valid values:
Enable and DisableEnable and Disable. If you do not
specify this parameter, the existing
value of this parameter is retained.

Not eNot e

You must specify this
parameter if you set the
BackupPolicyModeBackupPolicyMode
parameter to
LogBackupPolicyLogBackupPolicy.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
LogBackupPolicyLogBackupPolicy.

LogBackupFreque
ncy

String No LogInterval

The frequency at which you want to
back up the binary logs of the instance.
Valid values:

The value LogInt ervalLogInt erval  specifies to
back up the binary logs every 30
minutes.

The default value of this parameter
is the same as the data backup
frequency.

Not eNot e

The value LogInt ervalLogInt erval  is
supported only by
instances that run SQL
Server.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

Parameter Type Required Example Description
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CompressType String No 4

The format into which backup files are
compressed. Valid values:

11: The zlib tool is used to compress
backup files into .tar.gz files.

44: The QuickLZ tool is used to
compress backup files into .xb.gz
files. This compression format is
supported only by instances that run
MySQL 5.6 or MySQL 5.7. Backup files
in this compression format can be
used to restore individual databases
and tables. For more information,
see Restore the individual databases
and tables of an ApsaraDB RDS for
MySQL instance.

88: The QuickLZ tool is used to
compress data into .xb.gz files. This
compression format is supported
only by instances that run MySQL 8.0.
Backup files in this compression
format can be used to restore
individual databases and tables.

Not e Not e This parameter takes
effect only when you set the
BackupPolicyModeBackupPolicyMode parameter to
Dat aBackupPolicyDat aBackupPolicy.

ArchiveBackupRet
entionPeriod

String No 365

The number of days for which you
want to retain archived backup files.
The default value 00 specifies that the
backup archiving feature is not
enabled. Valid values: 3030 to 10951095.

Not e Not e This parameter takes
effect only when you set the
BackupPolicyModeBackupPolicyMode parameter to
Dat aBackupPolicyDat aBackupPolicy.

Parameter Type Required Example Description
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ArchiveBackupKee
pPolicy

String No ByMonth

The unit  that is used to measure the
period of t ime for which you want to
retain archived backup files. The
number of archived backup files that
can be retained within the specified
retention period is specified by the
ArchiveBackupKeepCountArchiveBackupKeepCount
parameter. Default value: 00. Valid
values:

ByMont hByMont h

ByWeekByWeek

KeepAllKeepAll

Not e Not e This parameter takes
effect only when you set the
BackupPolicyModeBackupPolicyMode parameter to
Dat aBackupPolicyDat aBackupPolicy.

ArchiveBackupKee
pCount

Integer No 1

The number of archived backup files
that you want to retain. Default value:
11. Valid values:

The value of this parameter ranges
from 11 to 3131 if you set the
ArchiveBackupKeepPolicyArchiveBackupKeepPolicy
parameter to ByMont hByMont h.

The value of this parameter ranges
from 11 to 77 if you set the
ArchiveBackupKeepPolicyArchiveBackupKeepPolicy
parameter to ByWeekByWeek.

Not eNot e

You do not need to
specify this parameter if
you set the
ArchiveBackupKeepPolicArchiveBackupKeepPolic
yy parameter to KeepAllKeepAll .

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

Parameter Type Required Example Description
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ReleasedKeepPoli
cy

String No None

The policy based on which ApsaraDB
RDS retains archived backup files if the
instance is released. Default value:
None. Valid values:

NoneNone: No archived backup files are
retained.

Last estLast est : Only the most recent
archived backup file is retained.

AllAll : All archived backup files are
retained.

Not e Not e This parameter takes
effect only when you set the
BackupPolicyModeBackupPolicyMode parameter to
Dat aBackupPolicyDat aBackupPolicy.

LogBackupLocalR
etentionNumber

Integer No 60

The number of log backup files that
you want to retain on the instance.
Default value: 6060. Valid values: 66 to
100100.

Not eNot e

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
LogBackupPolicyLogBackupPolicy.

If the instance runs MySQL,
you can set this parameter
to -1-1 to specify that an
unlimited number of log
backup files can be
retained on the instance.

Parameter Type Required Example Description
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Category String No Standard

Specifies whether to enable the single-
digit  second backup feature. This
feature allows ApsaraDB RDS to
complete a backup within a few
seconds. Valid values:

FlashFlash: The single-digit  second
backup feature is enabled.

St andardSt andard: The single-digit  second
backup feature is disabled.

Not e Not e This parameter takes
effect only when you set the
BackupPolicyModeBackupPolicyMode parameter to
Dat aBackupPolicyDat aBackupPolicy.

The frequency at which you want to
perform a snapshot backup. Valid
values:

-1-1: No snapshot backup frequency
is specified.

3030: A snapshot backup is performed
once every 30 minutes.

6060: A snapshot backup is performed
once every 60 minutes.

120120: A snapshot backup is
performed once every 120 minutes.

240240: A snapshot backup is
performed once every 240 minutes.

480480: A snapshot backup is
performed once every 480 minutes.

Parameter Type Required Example Description
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BackupInterval String No 30

Not eNot e

You can configure a
backup policy by using this
parameter and the
Pref erredBackupPeriodPref erredBackupPeriod
parameter. For example, if
you set the
Pref erredBackupPeriodPref erredBackupPeriod
parameter to
Saturday,Sunday and set
the BackupInterval
parameter to -1-1, a
snapshot backup is
performed on every
Saturday and Sunday.

If the instance runs
PostgreSQL, the
BackupInterval parameter
is supported only when
the instance is equipped
with standard SSDs or
enhanced SSDs (ESSDs).

If the instance runs SQL
Server, the BackupInterval
parameter is supported
only when the snapshot
backup feature is enabled
for the instance. For more
information, see Enable
snapshot backups for an
ApsaraDB RDS for SQL
Server instance.

This parameter is invalid if
you set the Cat egoryCat egory
parameter to FlashFlash.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

Parameter Type Required Example Description

ApsaraDB for RDS API Reference··Backup and recovery

> Document  Version: 20220713 539

file:///home/admin/dita-files/output/31702202/task19043353/~~211143~~


BackupMethod String No Physical

The backup method of the instance.
Valid values:

PhysicalPhysical: physical backup

SnapshotSnapshot : snapshot backup

Default value: PhysicalPhysical .

Not eNot e

This parameter takes
effect only on instances
that run SQL Server with
standard SSDs or ESSDs.

This parameter takes
effect only when you set
the BackupPolicyModeBackupPolicyMode
parameter to
Dat aBackupPolicyDat aBackupPolicy.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description
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CompressType String 4

The format into which backup files are
compressed. Valid values:

00: Backup files are not compressed.

11: Backup files are compressed by using
the zlib tool.

22: Backup files are compressed in parallel
by using the zlib tool.

44: Backup files are compressed by using
the QuickLZ tool and can be used to
restore individual databases and tables.

88: Backup files are compressed by using
the QuickLZ tool but cannot be used to
restore individual databases or tables.
This value is supported only by instances
that run MySQL 8.0.

DBInstanceID String rm-uf6wjk5xxxxxxx The ID of the instance.

EnableBackupL
og

String 1

Indicates whether the log backup feature is
enabled. Valid values:

11: The log backup feature is enabled.

00: The log backup feature is disabled

HighSpaceUsag
eProtection

String Disable

Indicates whether ApsaraDB RDS forcibly
deletes log backup files from the instance
when the storage usage of the instance
exceeds 80% or the amount of remaining
storage on the instance is less than 5 GB.

LocalLogRetent
ionHours

Integer 18
The number of hours for which log backup
files are retained on the instance.

LocalLogRetent
ionSpace

String 30
The maximum storage usage that is allowed
for log backup files on the instance.

LogBackupLoca
lRetentionNum
ber

Integer 60
The number of log backup files that can be
retained on the instance.

RequestId String
DA147739-AEAD-
4417-9089-
65E9B1D8240D

The ID of the request.

Parameter Type Example Description
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyBackupPolicy
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<ModifyBackupPolicyResponse>
        <HighSpaceUsageProtection>Disable</HighSpaceUsageProtection>
      <DBInstanceID>rm-bp1z3xxxxx</DBInstanceID>
      <RequestId>E4BF5598-ED12-4406-AAA4-F375428BE741</RequestId>
      <LocalLogRetentionHours>18</LocalLogRetentionHours>
      <EnableBackupLog>1</EnableBackupLog>
      <LocalLogRetentionSpace>30</LocalLogRetentionSpace>
      <LogBackupLocalRetentionNumber>60</LogBackupLocalRetentionNumber>
</ModifyBackupPolicyResponse>

 JSON  format

{
    "HighSpaceUsageProtection": "Disable",
    "DBInstanceID": "rm-bp1z3xxxxx",
    "RequestId": "E4BF5598-ED12-4406-AAA4-F375428BE741",
    "LocalLogRetentionHours": "18",
    "EnableBackupLog": "1",
    "LocalLogRetentionSpace": "30",
    "LogBackupLocalRetentionNumber": 60
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidLogBackupFre
quency.Malformed

Invalid log backup frequency.

The error message returned
because the value of the
LogBackupFrequency parameter
is invalid.

400
InvalidBackupRetenti
onPeriod.Malformed

The specified backup retention
period is invalid.

The error message returned
because no backup retention
period is specified. Specify a
backup retention period. The
backup retention period cannot
be shorter than 1 day or longer
than 30 days.
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400
BackupPropertyNotF
ound

Backup policy not found
The error message returned
because no backup policy can be
found.

400
OperationDenied.Swi
tchToSnapshot

Snapshot backup does not
support cross region storage at
present. Please turn off cross
region backup before switching
to snapshot backup mode.

The error message returned
because snapshot backup files
cannot be stored to a region
that is different from the region
where the instance resides.
Before you enable the snapshot
backup feature, you must
disable the cross-region backup
feature.

403
OperationDenied.Swi
tchSnapshotToPhysi
cal

Only physical backup to
snapshot backup is supported.

The error message returned
because the operation supports
only the change from the
physical backup method to the
snapshot backup method.

403
OperationDenied.Mo
difyBackupSwitchOff

The switch is not turned on. It  is
forbidden to modify the backup
mode.

The error message returned
because the cross-region
backup feature is not enabled.

403
OperationDenied.Api
ForbiddenForLogBac
kupFrequency

When the instance is a snapshot
backup, the log backup
frequency is not allowed to be
consistent with the data backup.

The error message returned
because the log backup
frequency cannot be the same
as the data backup frequency
when the snapshot backup
feature is enabled.

403
OperationDenied.No
tSupportedBackupM
ethod

When the storage is larger than
4000 GB, only snapshot backup
is supported.

The error message returned
because the instance supports
only snapshot backups when the
remaining storage is greater
than 4,000 GB.

403
OperationDenied.Api
Forbidden

Operation is not permitted.
The error message returned
because the operation is not
allowed.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Deletes backup sets of an ApsaraDB for RDS instance.

Only the backup sets of the instance itself are deleted. The backup sets of the associated instances
such as read-only, disaster recovery, and clone instances are not deleted.

Before you call this operation, make sure that the following requirements are met:

21.5. Delete backup sets21.5. Delete backup sets
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The instance is in the running state.

The instance is of the High-availability Edit ion and runs MySQL or PostgreSQL.

If  log backups are disabled, RDS instance does not support  data restoration by t ime. You can delete
data backup sets which are retained for more than seven days.

If  log backups are enabled and the retention period of log backups is less than the retention period
of data backups, the data backup sets that exceed the retention period of log backups can be
deleted.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DeleteBackup
The operation that you want to
perform. Set the value to
Delet eBackupDelet eBackup.

BackupId String Yes 324909958

The ID of the backup set. You can call
the DescribeBackups operation to
query backup set IDs. Up to 100 IDs can
be specified in a single request.
Separate multiple IDs with commas (,).

Not e Not e Only the backup sets
whose St oreSt at usSt oreSt at us  is EnabledEnabled
when you call the DescribeBackups
operation can be deleted.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
37441409-FFD1-
40AA-8EC5-
9ECF5E2F7C29

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/? Action=DeleteBackup
&DBInstanceId=rm-uf6wjk5xxxxxxx
&BackupId=324909958
&<Common request parameters>

Sample success responses

 XML  format

<DeleteBackupResponse>
      <RequestId>37441409-FFD1-40AA-8EC5-9ECF5E2F7C29</RequestId>
</DeleteBackupResponse>

 JSON  format

{
    "RequestId": "37441409-FFD1-40AA-8EC5-9ECF5E2F7C29"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeBackupTasks operation to query the backup tasks of an ApsaraDB RDS
instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeBackupT
asks

The operation that you want to
perform. Set the value to
DescribeBackupT asksDescribeBackupT asks .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

21.6. Query backup tasks21.6. Query backup tasks
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ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can contain only ASCII characters
and cannot exceed 64 characters in
length.

Flag String No None A hidden parameter.

BackupJobId Integer No 4762614
The ID of the single backup task to
query.

BackupMode String No Automated

The backup mode that is used by the
backup tasks to query. Valid values:

Aut omat edAut omat ed

ManualManual

BackupJobStatus String No NoStart

The status of the backup tasks to
query. Valid values:

NoSt artNoSt art : specifies to query the
backup tasks that have not started.

ProgressingProgressing: specifies to query the
backup tasks that are in progress.

By default, this operation returns
backup tasks in both states.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Items
Array of
BackupJob

An array that consists of backup tasks.

BackupJob
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BackupId String 346650271

The ID of the backup set that is generated
by the backup task.

Not e Not e If the return value of the
BackupSt at usBackupSt at us  parameter is FinishedFinished,
you must specify the BackupJobIdBackupJobId
parameter to obtain the ID of the
generated backup set.

BackupJobId String 4762614 The ID of the backup task.

BackupProgress
Status

String NoStart

The status of the backup program. Valid
values:

NoSt artNoSt art : The backup program has not
started.

PreparingPreparing: The backup program is
preparing for the backup.

Wait ingWait ing: The backup program is waiting.

UploadingUploading: The backup program is
uploading the backup file.

CheckingChecking: The backup program is
checking the uploaded backup file.

FinishedFinished: The backup program has
finished the backup.

BackupStatus String NoStart

The status of the backup task. Valid values:

NoSt artNoSt art : The backup task has not
started.

CheckingChecking: The backup task is checking
the backup settings.

PreparingPreparing: The backup task is preparing
for the backup.

Wait ingWait ing: The backup task is waiting.

UploadingUploading: The backup task is uploading
the backup file.

FinishedFinished: The backup task is complete.

FailedFailed The backup task failed.

Not e Not e This parameter is returned
only when a backup task is executed.

Parameter Type Example Description
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JobMode String Automated

The backup mode of the backup task. Valid
values:

Aut omat edAut omat ed

ManualManual

Process String 25 The progress of the backup task. Unit: %.

TaskAction String NormalBackupTask

The type of the backup task. Valid values:

T empBackupT askT empBackupT ask: temporary backup
task

NormalBackupT askNormalBackupT ask: regular backup task

RequestId String
90496720-2319-
42A8-87CD-
FCE4DF95EBED

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeBackupTasks
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeBackupTasksResponse>
   <Items>
      <BackupJob>
         <JobMode>Automated</JobMode>
         <BackupProgressStatus>NoStart</BackupProgressStatus>
         <TaskAction>NormalBackupTask</TaskAction>
         <BackupStatus>NoStart</BackupStatus>
         <BackupJobId>4762614</BackupJobId>
      </BackupJob>
   </Items>
   <RequestId>90496720-2319-42A8-87CD-FCE4DF95EBED</RequestId>
</DescribeBackupTasksResponse>

 JSON  format
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{
    "Items": {
        "BackupJob": [
            {
                "JobMode": "Automated",
                "BackupProgressStatus": "NoStart",
                "TaskAction": "NormalBackupTask",
                "BackupStatus": "NoStart",
                "BackupJobId": 4762614
            }
        ]
    },
    "RequestId": "90496720-2319-42A8-87CD-FCE4DF95EBED"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeBinlogFiles operation to query the log backup files of an ApsaraDB RDS
instance.

If  the return value of the DownloadLinkDownloadLink parameter is NULL for a log backup file, ApsaraDB RDS does
not provide a URL from which you can download the file.

If  the return value of the DownloadLinkDownloadLink parameter is not NULL for a log backup file, ApsaraDB RDS
provides a URL from which you can download the file. The expirat ion t ime of the provided URL is
specified by the LinkExpiredT imeLinkExpiredT ime parameter. You must download the file before the expirat ion
time.

This operation returns SQL log entries that are generated over a specified t ime range. The beginning
of the t ime range must be later than or equal to the t ime that is specified by the LogEndTime
parameter. In addit ion, the end of the t ime range must be earlier than or equal to the t ime that is
specified by the LogBeginTime parameter.

Not e Not e This operation is not supported for instances that run SQL Server.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeBinlogFil
es

The operation that you want to
perform. Set the value to
DescribeBinlogFilesDescribeBinlogFiles .

21.7. Query log backup files21.7. Query log backup files
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

EndTime String Yes
2011-06-
20T15:00:00Z

The end of the t ime range to query.
The end time must be later than the
start t ime. Specify the t ime in the ISO
8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

StartT ime String Yes
2011-06-
01T15:00:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

PageSize Integer No 30
The number of entries to return on
each page. Valid values: 11 to 100100.
Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

TotalRecordCo
unt

Integer 100
The total number of log backup files
returned.

PageNumber Integer 1 The page number of the returned page.

PageRecordCou
nt

Integer 30
The number of log backup files returned on
the current page.

Items
Array of
BinLogFile

An array that consists of log backup files.

BinLogFile

FileSize Long 2269410 The size of the log backup file. Unit: bytes.
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LogBeginT ime String
2019-02-
09T17:45:21Z

The start t ime of the log data that is
recorded in the log backup file. The time
follows the ISO 8601 standard in the yyyy-
MM-ddTHH:mm:ssZ format. The time is
displayed in UTC.

LogEndTime String
2019-02-
15T13:10:28Z

The end time of the log data that is
recorded in the binary log file. The time
follows the ISO 8601 standard in the yyyy-
MM-ddTHH:mm:ssZ format. The time is
displayed in UTC.

DownloadLink String
http://rdsxxxxx.oss.
aliyuncs.com/xxxxxx

The URL from which you can download the
log backup file over HTTP. If this parameter
is set to NULL, no URL is unavailable.

HostInstanceID String 5841973

The ID of the instance that generates the log
backup file. You can use this parameter to
distinguish between the log backup files
generated by a primary instance and the log
backup files generated by the secondary
instance of the primary instance.

LinkExpiredTim
e

String
2013-06-
09T18:00:00Z

The expiration time of the URL. The time
follows the ISO 8601 standard in the yyyy-
MM-ddTHH:mm:ssZ format. The time is
displayed in UTC.

Checksum String
18358304393468701
857

The checksum. The value of this parameter is
calculated by the CRC64 algorithm.

IntranetDownlo
adLink

String

http://rdslog-hz-
v3.oss-cn-
hangzhou-
internal.aliyuncs.co
m/xxxxxx

The URL from which you can download the
URL of the log backup file over an internal
network.

LogFileName String
00000004000000000
0000019

The name of the log backup file.

Parameter Type Example Description
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RemoteStatus String Completed

The status of the log backup file in the
object storage service (OSS) bucket in which
the file is stored. Valid values:

Uploading:Uploading:  The log backup file is being
uploaded to the OSS bucket.

Complet edComplet ed: The log backup file has
been uploaded to the OSS bucket.

RequestId String
ED169A3E-1657-
4104-82AB-
24EA8CD0DB75

The ID of the request.

TotalFileSize Long 2269410
The total size of the log backup files
returned.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeBinlogFiles
&DBInstanceId=rm-uf6wjk5xxxxxxx
&StartTime=2011-06-01T15:00:00Z
&EndTime=2011-06-20T15:00:00Z
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeBinlogFilesResponse>
<?xml version="1.0" encoding="UTF-8" ?>
<TotalRecordCount>1</TotalRecordCount>
<PageRecordCount>1</PageRecordCount>
<RequestId>C91A2FEA-DDBE-5BE1-9944-9C8DA6E45334</RequestId>
<PageNumber>1</PageNumber>
<TotalFileSize>439562</TotalFileSize>
<Items>
    <BinLogFile>
        <DownloadLink>http://rdslog********.aliyuncs.com/mysql-bin.000071</DownloadLink>
        <LogBeginTime>2021-10-13T07:44:37Z</LogBeginTime>
        <LinkExpiredTime>2021-10-17T03:16:50Z</LinkExpiredTime>
        <Checksum>261972378**********</Checksum>
        <LogEndTime>2021-10-13T13:44:39Z</LogEndTime>
        <IntranetDownloadLink>http://rdslog********.aliyuncs.com/mysql-bin.000071</Intranet
DownloadLink>
        <RemoteStatus>Completed</RemoteStatus>
        <HostInstanceID>1947****</HostInstanceID>
        <LogFileName>mysql-bin.000071</LogFileName>
        <FileSize>439562</FileSize>
    </BinLogFile>
</Items>
</DescribeBinlogFilesResponse>

 JSON  format

{
    "TotalRecordCount": 1,
    "PageRecordCount": 1,
    "RequestId": "C91A2FEA-DDBE-5BE1-9944-9C8DA6E45334",
    "PageNumber": 1,
    "TotalFileSize": "439562",
    "Items": {
        "BinLogFile": [
            {
                "DownloadLink": "http://rdslog********.aliyuncs.com/mysql-bin.000071",
                "LogBeginTime": "2021-10-13T07:44:37Z",
                "LinkExpiredTime": "2021-10-17T03:16:50Z",
                "Checksum": "261972378**********",
                "LogEndTime": "2021-10-13T13:44:39Z",
                "IntranetDownloadLink": "http://rdslog********.aliyuncs.com/mysql-bin.00007
1",
                "RemoteStatus": "Completed",
                "HostInstanceID": 1947****,
                "LogFileName": "mysql-bin.000071",
                "FileSize": 439562
            }
        ]
    }
}

Error codesError codes
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Http
status
code

Error code Error message Description

400
ParameterLeastAsso
ciate

Must input at least one optional
parameter.

The error message returned
because the restoreT ime
parameter and the BackupId
parameter of the instance
cannot be empty at the same
time. Specify at least one of the
parameters and try again.

404
InvalidDBInstance.No
tFound

Specified instance does not exist
or not support.

The error message returned
because the instance cannot be
found, is deleted, or does not
support the operation.

400 ParameterAbsence Necessary parameter is absence.
The error message returned
because the required
parameters are not specified.

403
IncorrectDBInstanceE
ngine

Current DB Instance engine does
not support this operation.

The error message returned
because the database engine of
the instance does not support
this operation.

403
IncorrectDBInstanceS
tate

Current DB instance state does
not support this operation.

The error message returned
because the status of the
instance does not support this
operation.

403
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

For a list  of error codes, visit  the API Error Center.
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You can call the CloneDBInstance operation to restore the data of an original ApsaraDB RDS instance to
a new instance. The new instance is called a cloned instance.

Before you call this operation, make sure that the following requirements are met:

The original instance is in the Running state.

The original instance does not have ongoing migration tasks.

The log backup feature is enabled for the original instance to support  point-in-t ime recovery.

If  you want to clone the original instance by using data backup files, the original instance must have
at least  one data backup file.

Not e Not e ApsaraDB RDS allows you to clone an instance by using the credentials of a RAM user.
Make sure that the RAM user is granted the permissions that are required to clone an instance. For
more information, see Use RAM to manage ApsaraDB RDS permissions.

Take note of the following information:

The new instance has the same IP address whitelist , SQL Explorer (SQL Audit), alert  threshold, backup,
and parameter sett ings as the original instance.

The data and account information of the new instance is the same as that indicated by the backup
set or point  in t ime used for restoration of the original instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes CloneDBInstance
The operation that you want to
perform. Set the value to
CloneDBInst anceCloneDBInst ance.

RegionId String No cn-hangzhou

The ID of the region where the new
instance resides. You can call the
DescribeRegions operation to query the
most recent region list.

22.Restoration22.Restoration
22.1. Restore data to a new ApsaraDB22.1. Restore data to a new ApsaraDB
RDS instanceRDS instance
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ZoneId String No cn-hangzhou-b

The zone ID of the new instance. You
can call the DescribeRegions operation
to query the most recent region list.

Not e Not e The default value of
this parameter is the ID of the
zone to which the original instance
belongs.

DBInstanceClass String No mysql.n1.micro.1

The instance type of the new instance.
For information, see Primary ApsaraDB
RDS instance types.

Not e Not e The default value of
this parameter is the instance type
of the original instance.

DBInstanceStorag
e

Integer No 1000

The storage capacity of the new
instance. Unit: GB. The storage
capacity increases in increments of 5
GB. For more information, see Primary
ApsaraDB RDS instance types.

Not e Not e The default value of
this parameter is the storage
capacity of the original instance.

DbNames String No testDB
The names of the databases that you
want to create on the new instance.

PayType String Yes Postpaid

The billing method of the new
instance. Valid values:

Post paidPost paid: pay-as-you-go

PrepaidPrepaid: subscription

Parameter Type Required Example Description
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InstanceNetwork
Type

String No VPC

The network type of the new instance.
Valid values:

VPCVPC

ClassicClassic

Not e Not e The default value of
this parameter is the network type
of the original instance.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the new instance.

BackupId String No 9026262

The ID of the data backup file.

You can call the DescribeBackups
operation to query the most recent
data backup file list.

Not e Not e You must specify at
least one of BackupIdBackupId  and
Rest oreT imeRest oreT ime parameters.

RestoreT ime String No
2011-06-
11T16:00:00Z

The point in t ime to which you want to
restore the original instance. You can
select a point in t ime within the backup
retention period. The time follows the
ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not e Not e You must specify at
least one of BackupIdBackupId  and
Rest oreT imeRest oreT ime parameters.

VPCId String No
vpc-
uf6f7l4fg90xxxxx
xxxxx

The ID of the virtual private cloud (VPC)
to which the new instance belongs.

Not e Not e The VPC must belong
to the specified region.

Parameter Type Required Example Description
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VSwitchId String No
vsw-
uf6adz52c2pxxxx
xxxxxx

The ID of the vSwitch that is associated
with the specified VPC.

Not e Not e The vSwitch must
belong to the specified VPC and
region.

PrivateIpAddress String No 172.16.201.69

The internal IP address of the new
instance, which must be within the CIDR
block supported by the specified
vSwitch. The system automatically
assigns an internal IP address to the
read-only instance based on the values
of the VPCIdVPCId  and VSwit chIdVSwit chId
parameters.

UsedTime Integer No 1

The subscription duration of the new
instance. This parameter takes effect
only when you select the subscription
billing method for the new instance.
Valid values:

If you set the PeriodPeriod parameter to
YearYear, the value of the UsedTime
parameter ranges from 1 t o 31 t o 3.

If you set the PeriodPeriod parameter to
Mont hMont h, the value of the UsedTime
parameter ranges from 1 t o 91 t o 9.

Not e Not e If you set the PayType
parameter to PrepaidPrepaid, you must
specify the UsedTime parameter.

Period String No Year

The unit  that is used to calculate the
billing cycle of the new instance. This
parameter takes effect only when you
select the subscription billing method
for the new instance. Valid values:

YearYear

Mont hMont h

Not e Not e If you set the PayType
parameter to PrepaidPrepaid, you must
specify the Period parameter.

Parameter Type Required Example Description
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Category String No HighAvailability

The RDS edition of the new instance.
Valid values:

BasicBasic: Basic Edition

HighAvailabilit yHighAvailabilit y: High-availability
Edition.

AlwaysOnAlwaysOn: Cluster Edition

FinanceFinance: Enterprise Edition. This
edition is available only on the China
site (aliyun.com).

DBInstanceStorag
eType

String Yes cloud_essd

The type of storage media that is used
for the new instance. Valid values:

local_ssdlocal_ssd: local SSDs

cloud_ssdcloud_ssd: standard SSDs

cloud_essdcloud_essd: enhanced SSDs
(ESSDs) of performance level 1 (PL1)

cloud_essd2cloud_essd2: ESSDs of PL2

cloud_essd3cloud_essd3: ESSDs of PL3

RestoreTable String No 1

Specifies whether to restore only the
databases and tables that you specify.
The value 11 specifies to restore only
the specified databases and tables. If
you do not want to restore only the
specified databases or tables, you can
choose not to specify this parameter.

Parameter Type Required Example Description
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TableMeta String No

[{"type":"db","na
me":"testdb1","n
ewname":"testd
b1_new","tables"
:
[{"type":"table","
name":"testdb1t
able1","newname
":"testdb1table1
_new"}]}]

The information about the databases
and tables that you want to restore.
Format:

[{"type":"db","name":"The 
original name of Database 
1","newname":"The new name of 
Database 1","tables":
[{"type":"table","name":"The 
original name of Table 1 in 
Database 1","newname":"The 
new name of Table 1 in 
Database 1"},
{"type":"table","name":"The 
original name of Table 2 in 
Database 1","newname":"The 
new name of Table 2 in 
Database 1"}]},
{"type":"db","name":"The 
original name of Database 
2","newname":"The new name of 
Database 2","tables":
[{"type":"table","name":"The 
original name of Table 1 in 
Database 2","newname":"The 
new name of Table 1 in 
Database 2"},
{"type":"table","name":"The 
original name of Table 2 in 
Database 2","newname":"The 
new name of Table 2 in 
Database 2"}]}]

DedicatedHostGr
oupId

String No dhg-7a9xxxxxxxx
The ID of the dedicated cluster to
which the new instance belongs.

BackupType String No FullBackup

The type of backup that is used to
restore the data of the original
instance. Valid values:

FullBackupFullBackup: full backup

Increment alBackupIncrement alBackup: incremental
backup

Parameter Type Required Example Description
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DeletionProtectio
n

Boolean No true

Specifies whether to enable the
release protection feature for the new
instance. Valid values:

t ruet rue: enables the feature.

f alsef alse: disables the feature.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the new instance.

RequestId String
1E43AAE0-BEE8-
43DA-860D-
EAF2AA0724DC

The ID of the request.

OrderId String 100789370xxxxx The ID of the order.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CloneDBInstance
&PayType=Postpaid
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&DBInstanceStorageType=cloud_essd
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<?xml version="1.0" encoding="UTF-8" ?>
<CloneDBInstanceResponse>
    <OrderId>100789370xxxxx</OrderId>
    <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
    <RequestId>1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC</RequestId>
</CloneDBInstanceResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "OrderId" : "100789370xxxxx",
  "DBInstanceId" : "rm-uf6wjk5xxxxxxx",
  "RequestId" : "1E43AAE0-BEE8-43DA-860D-EAF2AA0724DC"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidAvZone.Forma
t

Specified AvZone is not valid.
The error message returned
because the value of the ZoneID
parameter is invalid.

400
CannotDecreaseEssd
PerfLevel

cannot decrease cloud essd
performance level.

The error message returned
because the change of storage
media is not allowed. The
storage media of an instance
that runs SQL Server with
standard SSDs can be changed
only to ESSDs. The storage
media of an instance that runs
SQL Server with local SSDs can
be changed to standard SSDs or
ESSDs.

400
CannotDecreaseEssd
PerfLevel

invalid cloud essd storage size.

The error message returned
because the value of the
DBInstanceStorage parameter is
invalid.

400
CDDC.AvailableHosts
NotEnoughInZone

Not enough available hosts are
in the target zone.

The error message returned
because no hosts are available
in the specified zone. Create a
host in the zone and try again.

For a list  of error codes, visit  the API Error Center.

Creates a temporary instance.

You can create a temporary instance based on a backup set  or a t ime within the past  seven days.

Before you call this operation, make sure that the following requirements are met:

The instance runs SQL Server 2008 R2.

The instance is in the running state.

The instance does not have ongoing migration tasks.

22.2. Create a temporary instance22.2. Create a temporary instance
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The last  creation of a backup set  is completed.

Not e Not e After a temporary instance is created, accounts and databases inherit  data in the
backup set.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateTempDBIns
tance

The operation that you want to
perform. Set the value to
Creat eT empDBInst anceCreat eT empDBInst ance.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

BackupId Integer No 603524168

The ID of the backup set.

Not e Not e You must specify the
BackupIdBackupId  or Rest oreT imeRest oreT ime
parameter.

RestoreT ime String No
2011-06-
11T16:00:00Z

The specified point in t ime within the
backup retention period. Specify the
time in the ISO 8601 standard in the
yyyy-MM-ddTHH:mm:ssZ format. The
time must be in UTC.

Not eNot e

The time can be set to a
point in t ime within the
past seven days and must
be more than 30 minutes
earlier than the current
time. The default t ime
zone is UTC.

You must specify the
BackupIdBackupId  or
Rest oreT imeRest oreT ime parameter.

Response parametersResponse parameters
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Parameter Type Example Description

TempDBInstanc
eId

String
sub138xxxxx_rm-
xxxxx

The ID of the temporary instance.

RequestId String
248DE93F-8647-
4B9D-8287-
4A4A0FE56AD5

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CreateTempDBInstance
&DBInstanceId=rm-uf6wjk5xxxxxxx
&BackupId=603524168
&<Common request parameters>

Sample success responses

 XML  format

<CreateTempDBInstanceResponse>
       <RequestId>248DE93F-8647-4B9D-8287-4A4A0FE56AD5</RequestId>
  <TempDBInstanceId>sub138xxxxx_juxxxxx</TempDBInstanceId>
</CreateTempDBInstanceResponse>

 JSON  format

{
    "RequestId": "248DE93F-8647-4B9D-8287-4A4A0FE56AD5",
    "TempDBInstanceId": "sub138xxxxx_juxxxxx"
}

Error codesError codes

HttpCode Error code Error message Description

403
OperationDenied.Te
mpDBInstanceExists

The operation is not permitted
due to temp instance exist.

This message returned because
the temporary instance already
exists.

For a list  of error codes, visit  the API Error Center.

You can call the DescribeLocalAvailableRecoveryTime operation to query the t ime range to which an
ApsaraDB for RDS instance can be restored.

22.3. Query the time range for22.3. Query the time range for
restorationrestoration
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DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeLocalAvai
lableRecoveryT im
e

The operation that you want to
perform. Set the value to
DescribeLocalAvailableRecoveryT iDescribeLocalAvailableRecoveryT i
meme.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Region String No cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

RecoveryEndTi
me

String
2020-03-
20T08:41:29Z

The end time of the t ime range to which the
instance can be restored.

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

RequestId String
14E986AC-0F27-
4FFB-8EED-
9A8A3A2A0309

The ID of the request.

RecoveryBeginT
ime

String
2020-03-
16T07:59:18Z

The start t ime of the t ime range to which
the instance can be restored.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeLocalAvailableRecoveryTime
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeLocalAvailableRecoveryTimeResponse>
<RecoveryEndTime>2020-03-20T08:41:29Z</RecoveryEndTime>
<RecoveryBeginTime>2020-03-16T07:59:18Z</RecoveryBeginTime>
<RequestId>14E986AC-0F27-4FFB-8EED-9A8A3A2A0309</RequestId>
<DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId>
</DescribeLocalAvailableRecoveryTimeResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RecoveryEndTime" : "2020-03-20T08:41:29Z",
  "RecoveryBeginTime" : "2020-03-16T07:59:18Z",
  "RequestId" : "14E986AC-0F27-4FFB-8EED-9A8A3A2A0309",
  "DBInstanceId" : "rm-uf6wjk5xxxxxxx"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
ParameterLeastAsso
ciate

Must input at least one optional
parameter

The error message returned
because neither of the optional
parameters is specified.

400 ParameterAbsence Necessary parameter is absence.
The error message returned
because the required
parameters are not specified.

400 MissingUID
The request is missing a uid
parameter.

The error message returned
because the account that you
use does not exist.

403
IncorrectDBInstanceS
tate

Current DB instance state does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

403
IncorrectDBInstanceE
ngine

Current DB Instance engine does
not support this operation.

The error message returned
because the database engine of
the instance does not support
this operation.

403
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

For a list  of error codes, visit  the API Error Center.

22.4. Restore databases22.4. Restore databases
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Restores one or more databases of an ApsaraDB for RDS instance.

This operation is used only to restore data to a new RDS instance. If  you want to restore data to an
exist ing RDS instance, call the CopyDatabaseBetweenInstances operation.

Restoration to a new RDS instance: Create an instance. Then, restore some or all databases of the
original instance to the new instance.

If  you specify database names, only databases with the specified names are restored to the new
instance.

If  you do not specify database names, all databases are restored to the new instance.

Not e Not e This operation is only supported for instances that run SQL Server 2012 and later.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
RecoveryDBInstan
ce

The operation that you want to
perform. Set the value to
RecoveryDBInst anceRecoveryDBInst ance.

DbNames String Yes
{sourceDbName1
":"targetDbName
1"}

The name of the database you want to
restore. If you specify more than one
database, separate their names in the
following format: {"Original Database
Name 1":"New Database Name
1","Original Database Name 2":"New
Database Name 2"}

DBInstanceClass String No
rds.mysql.s2.larg
e

The type of the new instance. For more
information, see Primary instance
types.

DBInstanceStorag
e

Integer No 5

The storage capacity of the new
instance. Unit: GB. For more
information, see Primary instance
types.

22.4. Restore databases22.4. Restore databases
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PayType String No Postpaid

The billing method of the new
instance. Valid values:

Post paid:Post paid:  specifies to use pay-as-
you-go billing.

Prepaid:Prepaid:  specifies to use
subscription billing.

InstanceNetwork
Type

String No VPC

The network type of the new instance.
Valid values:

ClassicClassic

VPCVPC

The new instance has the same
network type as the original instance
by default.

DBInstanceId String No rm-xxxxxxxx1

The ID of the original instance.

Not eNot e

You do not need to
specify this parameter
when you restore
databases from the data
backup file specified by
the BackupId parameter.

This parameter must be
specified when you restore
databases to the point in
time specified by the
RestoreT ime parameter.

TargetDBInstance
Id

String No
rm-
uf6wjk5xxxxxxx

The ID of the destination instance.

Parameter Type Required Example Description
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BackupId String No 293044600

The ID of the data backup file from
which you want to restore databases.
You can call the DescribeBackups
operation to query the most recent
data backup file list.

If you specify this parameter, you can
choose not to specify the
DBInst anceIdDBInst anceId  parameter.

Not e Not e You must specify
either the BackupIdBackupId  or
Rest oreT imeRest oreT ime parameter.

RestoreT ime String No
2011-06-
11T16:00:00Z

The point in t ime to which you want to
restore databases. The point in t ime
you specify must be within the log
backup retention period. Specify the
time in the ISO 8601 standard in the
yyyy-MM-ddTHH:mm:ssZ format. The
time must be in UTC.

If you specify this parameter, you must
also specify the DBInst anceIdDBInst anceId
parameter.

Not e Not e You must specify
either the BackupIdBackupId  or
Rest oreT imeRest oreT ime parameter.

VPCId String No vpc-xxxxxxxxxxx
The ID of the VPC to which the new
instance belongs.

VSwitchId String No vsw-xxxxxxxxxxx

The ID of the vSwitch associated with
the specified VPC. If you specify more
than one vSwitch, separate their IDs
with commas (,).

Parameter Type Required Example Description
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PrivateIpAddress String No 172.16.201.69

The private IP address of the new
instance. The private IP address must
be within the CIDR block supported by
the specified vSwitch. The system
automatically assigns a private IP
address based on the VPCIdVPCId  and
VSwit chIdVSwit chId  parameters.

UsedTime String No 1

The duration of the new instance if the
new instance uses subscription billing.
Valid values:

If you set the PeriodPeriod parameter to
YearYear, the value of the UsedT imeUsedT ime
parameter ranges from 1 t o 31 t o 3.

If you set the PeriodPeriod parameter to
Mont hMont h, the value of the UsedT imeUsedT ime
parameter ranges from 1 t o 91 t o 9.

Not e Not e This parameter must
be specified when the PayType
parameter is set to PrepaidPrepaid.

Period String No Month

The billing cycle of the new instance.
Valid values:

YearYear

Mont hMont h

Not e Not e This parameter must
be specified when the PayT ypePayT ype
parameter is set to PrepaidPrepaid.

Parameter Type Required Example Description
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DBInstanceStorag
eType

String No local_ssd

The storage type of the new instance.
Valid values:

local_ssd or ephemeral_ssd:local_ssd or ephemeral_ssd:
specifies to use local SSDs.

cloud_ssd:cloud_ssd:  specifies to use
standard SSDs.

cloud_essd:cloud_essd:  specifies to use
enhanced SSDs

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
EFB6083A-7699-
489B-8278-
C0CB4793A96E

The ID of the request.

DBInstanceId String rm-xxxxxxx The ID of the instance.

OrderId String 543254874 The ID of the order.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=RecoveryDBInstance
&TargetDBInstanceId=rm-uf6wjk5xxxxxxx
&DbNames="sourceDbName":"targetDbName"
&BackupId=293044600
&<Common request parameters>

Sample success responses

 XML  format

<RecoveryDBInstanceResponse>
      <RequestId>EFB6083A-7699-489B-8278-C0CB4793A96E</RequestId>
</RecoveryDBInstanceResponse>

 JSON  format

{
    "RequestId": "EFB6083A-7699-489B-8278-C0CB4793A96E"
}

Error codesError codes
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For a list  of error codes, visit  the API Error Center.

You can call the RestoreTable operation to restore individual databases or tables of an ApsaraDB RDS
instance.

ApsaraDB RDS for MySQL supports the restoration of individual databases and tables. If  you delete
databases or tables from an instance, you can restore the databases or tables by using a backup file.
For more information, see Restore individual databases and tables of an ApsaraDB RDS for MySQL
instance.

Before you call this operation, make sure that the following requirements are met:

Your RDS instance is in the Running state.

The instance does not have ongoing migration tasks.

If  you want to restore data to a specific point  in t ime, the log backup feature is enabled for the
instance. For more information, see Back up an ApsaraDB RDS for MySQL instance.

The restoration of individual databases or tables is enabled, and new backups are created. For more
information, see Restore individual databases and tables of an ApsaraDB RDS for MySQL instance.

The names that you want to use for the restored tables do not exist  in the instance.

Not e Not e This operation is supported only by instances that run MySQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes RestoreTable
The operation that you want to
perform. Set the value to
Rest oreT ableRest oreT able.

22.5. Restore individual databases or22.5. Restore individual databases or
tables of an ApsaraDB RDS instancetables of an ApsaraDB RDS instance
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ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

BackupId String No 9026262

The ID of the data backup file.

You can call the DescribeBackups
operation to obtain the ID of the data
backup file.

Not e Not e You must specify at
least one of BackupIdBackupId  and
Rest oreT imeRest oreT ime parameters.

RestoreT ime String No
2011-06-
11T16:00:00Z

The point in t ime to which you want to
restore data. The point in t ime must
fall within the specified log backup
retention period. Specify the t ime in
the ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not eNot e

You must specify at least
one of BackupIdBackupId  and
Rest oreT imeRest oreT ime parameters.

You must enable the log
backup feature. For more
information, see Back up
an ApsaraDB RDS for
MySQL instance.

Parameter Type Required Example Description
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TableMeta String Yes

[{"type":"db","na
me":"testdb1","n
ewname":"testd
b1_new","tables"
:
[{"type":"table","
name":"testdb1t
able1","newname
":"testdb1table1
_new"}]}]

The databases and tables that you
want to restore. Format:

[{"type":"db","name":"<The 
name of Database 
1>","newname":"<The new name 
of Database 1>","tables":
[{"type":"table","name":"<The 
name of Table 1 in Database 
1>","newname":"<The new name 
of Table 1>"},
{"type":"table","name":"<The 
name of Table 2 in Database 
1>","newname":"<The new name 
of Table 2>"}]},
{"type":"db","name":"<The 
name of Database 
2>","newname":"<The new name 
of Database 2>","tables":
[{"type":"table","name":"<The 
name of Table 3 in Database 
2>","newname":"<The new name 
of Table 3>"},
{"type":"table","name":"<The 
name of Table 4 in Database 
2>","newname":"<The new name 
of Table 4>"}]}]

InstantRecovery Boolean No true

Specifies whether to enable the fast
individual database and table
restoration feature. Valid values:

t ruet rue: enables the feature.

f alsef alse: disables the feature.

Not e Not e For more information,
see Restore individual databases
and tables of an ApsaraDB RDS for
MySQL instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
EA2D4F34-01A7-
46EB-A339-
D80882135206

The ID of the request.
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=RestoreTable
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&RestoreTime=2019-08-20T16:00:00Z
&TableMeta=[{"type":"db","name":"dtstestdata","newname":"dtstestdata","tables":[{"type":"ta
ble","name":"customer_old","newname":"customer_old123"},{"type":"table","name":"order","new
name":"order123"}]}]
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<RestoreTableResponse>
<RequestId>EA2D4F34-01A7-46EB-A339-D80882135206</RequestId>
</RestoreTableResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "EA2D4F34-01A7-46EB-A339-D80882135206"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidRestoreType.F
ormat

Specified restore type is not
valid.

The error message returned
because the specified
restoration type is invalid. You
must specify a valid restoration
type.

400
InvalidRestoreT ime.F
ormat

Specified restore t ime is not
valid.

The error message returned
because the value of the
RestoreT ime parameter is
invalid. You must specify a valid
value for the RestoreT ime
parameter.
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400
InvalidParamTableM
eta

Invalid parameter TableMeta is
null or not json format

The error message returned
because the format of the
TableMeta parameter is invalid.
You must specify a valid value
for the TableMeta parameter.

400 InvalidBakHistoryDO
BakHistory is inbalid when check
restore TableMeta

The error message returned
because the specified data
backup file is invalid and no
database or table information is
available.

400
InvalidParamTableM
eta.Content

TableMeta missing old dbname
or new dbname, please check

The error message returned
because the value of the
TableMeta parameter does not
specify the tables on the original
and new databases.

400
InvalidParamTableM
eta.Duplicate

TableMeta has duplicate db or
table with other newname,
commons or system

The error message returned
because databases and tables
with the specified names
already exist in the new
instance.

400
InvalidSourceRestore
DBName.NotFound

specific source restore dbname
is not found in db list

The error message returned
because the specified databases
cannot be found in the specified
data backup file.

400
InvalidDBName.Dupli
cate

Specified DB name already exists
in the This instance.

The error message returned
because the name of the
specified database is duplicate
in the instance. You must
change the name of the
specified database.

400
InvalidParameters.Fo
rmat

Specified parameters is not
valid.

The error message returned
because the value of a specified
parameter is invalid.

400
InvalidAvZone.Forma
t

Specified AvZone is not valid.
The error message returned
because the value of the AvZone
parameter is invalid.

400
InvalidRegion.Forma
t

Specified Region is not valid.
The error message returned
because the specified region is
invalid.

HTTP
status
code

Error code Error message Description
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400 InvalidVpcParameter
Specified VPCId VSwitchId or
IPAddress or TunnelId is not
valid.

The error message returned
because the values of the VPCId
and VSwitchId parameters are
invalid.

400 MissingUserID
The request is missing a user_id
parameter.

The error message returned
because the specified user ID
does not exist.

400 MissingUID
The request is missing a uid
parameter.

The error message returned
because the account that you
use does not exist.

400
MissBackupSetAndR
estoreT ime.NotFoun
d

Both BackupSet and
RestoreT ime are null.

The error message returned
because the BackupId and
RestoreT ime parameters are
empty.

400
InvalidBakHistory.Db
VersionMismatch

db version of bakhistory is
mismatch with custins

The error message returned
because the version of the
original instance is different
from that of the new instance.

403
InvalidBackupLogSta
tus

Current backup log enable
status does not support this
operation.

The error message returned
because the log backup feature
is disabled and consequently
data cannot be restored to a
specific point in t ime.

403
IncorrectDBInstance
Type

Current DB instance type does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

403
IncorrectDBInstanceS
tate

Current DB instance state does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

403
IncorrectBackupSetM
ethod

Current backup set method does
not support operations.

The error message returned
because the specified data
backup file cannot be used to
restore individual databases and
tables.

403
IncorrectBackupSetS
tate

Current backup set state does
not support operations.

The error message returned
because this operation is not
supported due to the status of
the specified data backup file.

HTTP
status
code

Error code Error message Description
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403
ChildDBInstanceExist
s

Current DB instance had child
instance.

The error message returned
because read-only instances are
attached to the original
instance.

404
InvalidBackup.NotFo
und

The available backup does not
exist in recovery t ime.

The error message returned
because no data backup files
are available.

404
InvalidBinlog.NotFou
nd

The available binlog does not
exist in recovery t ime.

The error message returned
because no valid binary log
backup files at the specified
point in t ime are available.

404
InvalidBackupSetID.N
otFound

Specified backup set ID does not
exist.

The error message returned
because the specified data
backup file does not exist. You
must specify a valid data backup
file.

404 InvalidDB.NotFound
Specified db does not exist or
DB status does not support.

The error message returned
because the specified databases
and tables cannot be found in
the specified data backup file.

404
InvalidDBInstance.No
tFound

Specified instance does not exist
or not support.

The error message returned
because the instance cannot be
found, is deleted, or does not
support the operation.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeMetaList  operation to query the information about the restorable databases
and tables in a specific data backup file.

Before you call the RestoreTable operation to restore individual databases or tables of an ApsaraDB
RDS for MySQL instance, you can call this operation to query the information of the databases and
tables that can be restored. For more information, see Restore individual databases and tables of an
ApsaraDB RDS for MySQL instance.

Not e Not e This operation is supported only when the instance runs MySQL 8.0, MySQL 5.7, or
MySQL 5.6 on RDS High-availability Edit ion with local SSDs.

DebuggingDebugging

22.6. Query a data backup file for22.6. Query a data backup file for
databases and tablesdatabases and tables
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes DescribeMetaList
The operation that you want to
perform. Set the value to
DescribeMet aListDescribeMet aList .

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

RestoreType String No BackupSetID

The method that is used to restore
data. Valid values:

BackupSet IDBackupSet ID: Data is restored from
a data backup file. If you use this
value, you must also specify the
BackupSet IDBackupSet ID parameter.

Rest oreT imeRest oreT ime: Data is restored to a
specific point in t ime. If you use this
value, you must also specify the
Rest oreT imeRest oreT ime parameter.

Default value: BackupSet IDBackupSet ID.

BackupSetID Integer No 14358

The ID of the data backup file from
which you want to restore data. You
can call the DescribeBackups operation
to query the IDs of data backup files.

Not e Not e This parameter is
required when you set the
Rest oreT ypeRest oreT ype parameter to
BackupSet IDBackupSet ID.
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RestoreT ime String No
2019-05-
30T03:29:10Z

The point in t ime to which you want to
restore data. The specified point in
time must be earlier than the current
time. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC. You can call the
DescribeBackups operation to query
the restorable t ime range.

Not e Not e This parameter is
required when you set the
Rest oreT ypeRest oreT ype parameter to
Rest oreT imeRest oreT ime.

GetDbName String No testdb1

The name of the database to query.
ApsaraDB RDS implements exact match
based on the value of this parameter
and returns the name of the matched
database and the names of all tables
contained in the database.

Not e Not e If you leave this
parameter empty, ApsaraDB RDS
returns all databases that are
created on the instance.

Pattern String No test

The name of the database to query.
ApsaraDB RDS implements fuzzy match
based on the value of this parameter
and returns only the names of the
matched databases.

Not e Not e For example, if you
set the value to  test ,
ApsaraDB RDS returns  testdb1 
and  testdb2 . Then, you can
specify the Get DbNameGet DbName
parameter to query tables in the
required database.

Parameter Type Required Example Description
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PageSize Integer No 1

The number of entries to return on
each page. Default value: 11.

Not e Not e This parameter is
valid only when you specify the
PageIndexPageIndex parameter.

PageIndex Integer No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer. Default value: 11.

Not e Not e This parameter is
valid only when you specify the
PageSiz ePageSiz e parameter.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String rm-uf6wjk5xxxxxxx The name of the instance.

TotalPageCoun
t

Integer 1 The total number of returned pages.

RequestId String
60F9A12A-16B8-
4728-B099-
4CA38D32C31C

The ID of the request.

PageRecordCou
nt

Integer 1
The number of entries returned on the
current page.

TotalRecordCo
unt

Integer 1 The total number of returned entries.

PageNumber Integer 1 The page number of the returned page.

Items Array of Meta
An array consisting of the information about
the databases and tables whose data is
included in the data backup file.

Meta

Tables String test1 The name of the table.
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Database String testdb1 The name of the database.

Size String 64 The size of the table. Unit: KB.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeMetaList
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeMetaList>
    <TotalPageCount>1</TotalPageCount>
    <TotalRecordCount>1</TotalRecordCount>
    <PageRecordCount>1</PageRecordCount>
    <RequestId>60F9A12A-16B8-4728-B099-4CA38D32C31C</RequestId>
    <PageNumber>1</PageNumber>
    <Items>
        <Meta>
            <Size>64</Size>
            <Database>testdb1</Database>
            <Tables>test1</Tables>
        </Meta>
    </Items>
    <DBInstanceName>rm-uf6wjk5xxxxxxx</DBInstanceName>
</DescribeMetaList>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "TotalPageCount" : "1",
  "TotalRecordCount" : "1",
  "PageRecordCount" : "1",
  "RequestId" : "60F9A12A-16B8-4728-B099-4CA38D32C31C",
  "PageNumber" : "1",
  "Items" : {
    "Meta" : [ {
      "Size" : "64",
      "Database" : "testdb1",
      "Tables" : "test1"
    } ]
  },
  "DBInstanceName" : "rm-uf6wjk5xxxxxxx"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400 InvalidPageSize The page size is invalid

The error message returned
because the value of the
pageSize parameter is invalid.
You must enter a valid number.

400
InvalidRestoreT ime.F
ormat

Specified restore t ime is not
valid.

The error message returned
because the specified restore
time is invalid. You must enter a
valid t ime.

403 InvalidMeta.Empty Meta information is empty.
The error message returned
because the meta information is
null.

403
IncorrectDBInstance
Type

Current DB instance type does
not support this operation.

The error message returned
because this operation is not
supported when the instance is
in the current state.

403
IncorrectEngineVersi
on

Current engine version does not
support operations.

The error message returned
because this operation is not
supported for the database
engine version that is run on the
instance.

ApsaraDB for RDS API Reference··Rest orat ion

> Document  Version: 20220713 583



403
InvalidBackupLogSta
tus

Current backup log enable
status does not support this
operation.

The error message returned
because the log backup feature
is disabled and the data cannot
be restored to a specific point in
time.

404
InvalidBackupSetID.N
otFound

Specified backup set ID does not
exist.

The error message returned
because the specified data
backup file cannot be found.
You must check the existing
data backup files.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.
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You can call the CheckCreateDdrDBInstance operation to check whether the data of a source ApsaraDB
RDS instance can be restored to a dest ination ApsaraDB RDS instance by using a cross-region data
backup file.

Before you call this operation, make sure that the source instance runs one of the following database
engines:

MySQL. For more information, see Back up an ApsaraDB RDS for MySQL instance across regions.

SQL Server. For more information, see Back up an ApsaraDB RDS for SQL Server instance across regions.

PostgreSQL. For more information, see Back up an ApsaraDB RDS for PostgreSQL instance across
regions.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CheckCreateDdrD
BInstance

The operation that you want to
perform. Set the value to
CheckCreat eDdrDBInst anceCheckCreat eDdrDBInst ance.

DBInstanceClass String Yes
rds.mysql.s1.sma
ll

The type of the destination instance.
For more information, see Primary
instance types.

DBInstanceStorag
e

Integer Yes 20

The storage capacity of the
destination instance. Valid values: 5 t o5 t o
20002000. Unit: GB.

The storage capacity increases at
increments of 5 GB. For more
information, see Primary instance
types.

23.Cross-region backup and23.Cross-region backup and
restorationrestoration
23.1. Check cross-region backup23.1. Check cross-region backup
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Engine String Yes MySQL

The database engine that is run on the
destination instance. Valid values:

MySQLMySQL

SQLServerSQLServer

Post greSQLPost greSQL

EngineVersion String Yes 5.6

The version of the database engine
that is run on the destination the
instance. The value of this parameter
varies based on the value of the
EngineEngine parameter. Valid values:

MySQL: 5.5, 5.6, 5.7, and 8.05.5, 5.6, 5.7, and 8.0

SQL Server: 2008r2, 08r2_ent _ha,2008r2, 08r2_ent _ha,
2012, 2012_ent _ha,2012, 2012_ent _ha,
2012_st d_ha, 2012_web,2012_st d_ha, 2012_web,
2014_st d_ha, 2016_ent _ha,2014_st d_ha, 2016_ent _ha,
2016_st d_ha, 2016_web,2016_st d_ha, 2016_web,
2017_st d_ha, 2017_ent ,2017_st d_ha, 2017_ent ,
2019_st d_ha, and 2019_ent2019_st d_ha, and 2019_ent

PostgreSQL: 9.4, 10.0, 11.0, 12.0,9.4, 10.0, 11.0, 12.0,
and 13.0and 13.0

RegionId String Yes cn-hangzhou

The region ID of the destination
instance. You can call the
DescribeRegions operation to query the
most recent region list  of region IDs.

RestoreType String Yes 0

The restoration method that you want
to use. Valid values:

00: restores data from a data backup
file. If you select this value, you
must also specify the BackupSet IdBackupSet Id
parameter.

11: restores data to a point in t ime. If
you select this value, you must also
specify the Rest oreT imeRest oreT ime,
SourceRegionSourceRegion and
SourceDBInst anceNameSourceDBInst anceName
parameters.

Default value: 00.

Parameter Type Required Example Description
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BackupSetId String No 14358

The ID of the data backup file that is
used for the restoration. You can call
the DescribeCrossRegionBackups
operation to query backup set IDs.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to 00, you
must also specify this parameter.

RestoreT ime String No
2019-05-
30T03:29:10Z

The point in t ime to which you want to
restore data. The point in t ime that
you specify must be earlier than the
current t ime. Specify the t ime in the ISO
8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to 11, you
must also specify this parameter.

SourceRegion String No cn-hangzhou

The region ID of the source instance if
you want to restore data to a point in
time.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to 11, you
must also specify this parameter.

SourceDBInstance
Name

String No
rm-
uf6wjk5xxxxxxx

The ID of the source instance if you
want to restore data to a point in t ime.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to 11, you
must also specify this parameter.

BinlogName String No N/A

BinlogPosition String

BinlogRole String

Parameter Type Required Example Description

Response parametersResponse parameters
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Parameter Type Example Description

IsValid String true
Indicates whether the data of the source
instance can be restored across regions.
Valid values: t rue and f alse t rue and f alse

RequestId String
1E43AAE0-BEE8-
43DA-860D-
EAF2AA0724DC

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CheckCreateDdrDBInstance
&RegionId=cn-hangzhou
&Engine=MySQL
&DBInstanceClass=rds.mysql.s1.small
&DBInstanceStorage=20
&EngineVersion=5.6
&RestoreType=0
&BackupSetId=14358
&<Common request parameters>

Sample success responses

 XML  format

<CheckCreateDdrDBInstanceResponse>
    <IsValid>true</IsValid>
    <RequestId>346C62D7-8BB9-4516-93E7-25A469EAABCB</RequestId>
</CheckCreateDdrDBInstanceResponse>

 JSON  format

{
    "IsValid": "true",
    "RequestId": "346C62D7-8BB9-4516-93E7-25A469EAABCB"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
IncorrectDBInstance
Type

Current DB instance engine and
type does not support
operations.

The error message returned
because the operation is not
supported for the specified
database engine and instance
type.
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400
InvalidRestoreType.F
ormat

Specified restore type is not
valid.

The error message returned
because an invalid value is
specified for the RestoreType
parameter.

400
IncorrectBackupSetM
ethod

Current backup set method does
not support operations.

The error message returned
because the specified data
backup file cannot be used to
restore individual databases and
tables.

400
InvalidBackupType.F
ormat

Specified backup type is not
valid.

The error message returned
because the specified backup
type is invalid.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the CreateDdrInstance operation to restore the data of an ApsaraDB RDS instance to a
new ApsaraDB RDS instance that resides in a different region.

Before you call this operation, you can call the CheckCreateDdrDBInstance operation to check whether
the data of the source instance can be restored from a cross-region data backup file.

Before you call this operation, make sure that the source instance runs one of the following database
engines:

MySQL. For more information, see Back up an ApsaraDB RDS for MySQL instance across regions.

SQL Server. For more information, see Back up an ApsaraDB RDS for SQL Server instance across regions.

PostgreSQL. For more information, see Back up an ApsaraDB RDS for PostgreSQL instance across
regions.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateDdrInstanc
e

The operation that you want to
perform. Set the value to
Creat eDdrInst anceCreat eDdrInst ance.

23.2. Restore data to a new instance23.2. Restore data to a new instance
across regionsacross regions
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DBInstanceClass String Yes
rds.mysql.s1.sma
ll

The type of the destination instance.
For more information, see Primary
instance types.

DBInstanceNetTy
pe

String Yes Intranet

The network connection type of the
destination instance. Valid values:

Int ernetInt ernet : The destination instance
is connected over the Internet.

Int ranetInt ranet : The destination instance
is connected over an internal
network.

DBInstanceStorag
e

Integer Yes 20

The storage capacity of the
destination instance. Valid values: 5 t o5 t o
20002000. Unit: GB.

The storage capacity increases at
increments of 5 GB. For more
information, see Primary instance
types.

Engine String Yes MySQL

The database engine that is run on the
destination instance. Valid values:

MySQLMySQL

SQLServerSQLServer

Post greSQLPost greSQL

EngineVersion String Yes 5.6

The version of the database engine
that is run on the destination instance.
The value of this parameter varies
based on the value of the EngineEngine
parameter. Valid values:

MySQL: 5.5, 5.6, 5.7, and 8.05.5, 5.6, 5.7, and 8.0

SQL Server: 2008r2, 08r2_ent _ha,2008r2, 08r2_ent _ha,
2012, 2012_ent _ha,2012, 2012_ent _ha,
2012_st d_ha, 2012_web,2012_st d_ha, 2012_web,
2014_st d_ha, 2016_ent _ha,2014_st d_ha, 2016_ent _ha,
2016_st d_ha, 2016_web,2016_st d_ha, 2016_web,
2017_st d_ha, 2017_ent ,2017_st d_ha, 2017_ent ,
2019_st d_ha, and 2019_ent2019_st d_ha, and 2019_ent

PostgreSQL: 9.4, 10.0, 11.0, 12.0,9.4, 10.0, 11.0, 12.0,
and 13.0and 13.0

Parameter Type Required Example Description
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PayType String Yes Prepaid

The billing method of the destination
instance. Valid values:

Post paidPost paid: pay-as-you-go

PrepaidPrepaid: subscription

RegionId String Yes cn-hangzhou

The region ID of the destination
instance. You can call the
DescribeRegions operation to query the
most recent region list.

RestoreType String Yes 0

The restoration method that you want
to use. Valid values:

00: restores data from a data backup
file. If you select this value, you
must also specify the BackupSet IdBackupSet Id
parameter.

11: restores data to a point in t ime. If
you select this value,you must also
specify the Rest oreT imeRest oreT ime,
SourceRegionSourceRegion, and
SourceDBInst anceNameSourceDBInst anceName
parameters.

SecurityIPList String Yes 127.0.0.1

The IP address whitelist  that you want
to configure for the destination
instance. If the IP address whitelist
contains more than one entry, you
must separate these entries with
commas (,). Each entry must be unique.
A maximum of 1,000 entries are
allowed. For more information, see
Configure an IP address whitelist  for an
ApsaraDB RDS for MySQL instance. The
entries in the IP address whitelist
support the following two formats:

IP address. Example: 10.23.12.24.

CIDR block. Example:10.23.12.24/24,
where 24 indicates that the prefix of
each IP address is 24 bits in length.
You can replace 24 with a value that
ranges from 1 to 32.

Parameter Type Required Example Description
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SystemDBCharset String No uft8

The character set that is supported by
the destination instance. Valid values:

ut f 8ut f 8

gbkgbk

lat in1lat in1

ut f 8mb4ut f 8mb4

DBInstanceDescri
ption

String No testdatabase

The name of the destination instance.
The name must be 2 to 256 characters
in length. It  can contain letters, digits,
underscores (_), and hyphens (-). The
name must start with a letter.

Not e Not e The name cannot
start with http:// or https://.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of request. You can
use the client to generate the value,
but you must ensure that it  is unique
among different requests. The token
can contain only ASCII characters and
cannot exceed 64 characters in length.

Parameter Type Required Example Description
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ZoneId String No cn-hangzhou-b

The zone ID of the destination
instance. If the destination instance is
deployed in multiple zones, you must
separate the IDs of these zones with
colons (:). You can call the
DescribeRegions operation to query the
most recent zone list.

Not e Not e If you specify a VPC
and a vSwitch, you must also
specify this parameter. The
specified zones must be
supported by the specified
vSwitch.

InstanceNetwork
Type

String No Classic

The network type of the destination
instance. Valid values:

VPCVPC

ClassicClassic

Default value: Classic.

Not e Not e If you set this
parameter to VPCVPC, you must also
specify the VpcIdVpcId  and VSwit chIdVSwit chId
parameters.

ConnectionMode String No Standard

The connection mode of the
destination instance. Valid values:

St andardSt andard: The instance is
connected in standard mode.

Saf eSaf e: The instance is connected in
database proxy mode.

Default value: St andardSt andard.

Parameter Type Required Example Description

ApsaraDB for RDS API Reference··Cross-region backup 
and rest orat ion

> Document  Version: 20220713 593

file:///home/admin/dita-files/output/31702202/task19043353/~~26243~~


VPCId String No vpc-xxxxxxxxxxxx

The VPC ID of the destination instance.
This parameter is available only when
you set the Inst anceNet workT ypeInst anceNet workT ype
parameter to VPCVPC.

Not e Not e If you specify this
parameter, you must also specify
the ZoneIdZoneId  parameter.

VSwitchId String No vsw-xxxxxxxxxxx

The vSwitch ID of the destination
instance. If you specify more than one
vSwitch, you must separate the IDs of
these vSwitches with commas (,). This
parameter is available only when you
set the Inst anceNet workT ypeInst anceNet workT ype
parameter to VPCVPC.

Not e Not e If you specify this
parameter, you must also specify
the ZoneIdZoneId  parameter.

PrivateIpAddress String No 172.16.201.69

The private IP address of the
destination instance. The private IP
address must be within the CIDR block
that is supported by the specified
vSwitch. ApsaraDB RDS automatically
assigns a private IP address based on
the values of the VPCIdVPCId  and
VSwit chIdVSwit chId  parameters.

UsedTime String No 2

The subscription period of the
destination instance.

If you set the PeriodPeriod parameter to
YearYear, the value of the UsedTime
parameter ranges from 1 t o 31 t o 3.

If you set the PeriodPeriod parameter to
Mont hMont h, the value of the UsedTime
parameter ranges from 1 t o 91 t o 9.

Not e Not e If you set the PayType
parameter to PrepaidPrepaid, you must
also specify the UsedTime
parameter.

Parameter Type Required Example Description
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Period String No Year

The unit  that is used to measure the
subscription period of the destination
instance. Valid values:

YearYear

Mont hMont h

Not e Not e If you set the PayType
parameter to PrepaidPrepaid, you must
specify this parameter.

ResourceGroupId String No
rg-
acfmyxxxxxxxxxx

The ID of the resource group to which
the destination instance belongs.

BackupSetId String No 14358

The ID of the data backup file from
which you want to restore data. You
can call the
DescribeCrossRegionBackups operation
to query the IDs of the data backup
files that are available to an instance.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to 00, you
must also specify this parameter.

RestoreT ime String No
2019-05-
30T03:29:10Z

The point in t ime to which you want to
restore data. The specified point in
time must be earlier than the current
time. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to 11, you
must also specify this parameter.

SourceRegion String No cn-hangzhou

The region ID of the source instance if
you want to restore data to a point in
time.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to 11, you
must also specify this parameter.

Parameter Type Required Example Description
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SourceDBInstance
Name

String No
rm-
uf6wjk5xxxxxxx

The ID of the source instance if you
want to restore data to a point in t ime.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to 11, you
must also specify this parameter.

DBInstanceStorag
eType

String No local_ssd

The type of storage media that is used
by the destination instance. Only local
SSDs are supported. Default value:
local_ssdlocal_ssd.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-xxxxx The ID of the destination instance.

ConnectionStrin
g

String
rm-
xxxxx.mysql.rds.aliy
uncs.com

The endpoint that is used to connect to the
destination instance.

Not e Not e The DBInst anceNet T ypeDBInst anceNet T ype
parameter specifies whether the
endpoint is an internal endpoint or a
public endpoint.

OrderId String 2038691xxxxx The ID of the order.

Port String 3306

The port number that is used to connect to
the destination instance.

Not e Not e The DBInst anceNet T ypeDBInst anceNet T ype
parameter specifies whether the port is
an internal port or public port.

RequestId String
E52666CC-330E-
418A-8E5B-
A19E3FB42D13

The ID of the request.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action==CreateDdrInstance
&RegionId=cn-hangzhou
&Engine=MySQL
&EngineVersion=5.6
&DBInstanceClass=rds.mysql.s1.small
&DBInstanceStorage=20
&DBInstanceNetType=Intranet
&PayType=Prepaid
&RestoreType=0
&SecurityIPList=127.0.0.1
&BackupSetId=14358
&<Common request parameters>

Sample success responses

 XML  format

<CreateDdrInstanceResponse>
      <RequestId>E52666CC-330E-418A-8E5B-A19E3FB42D13</RequestId>
      <DBInstanceId>rm-xxxxx</DBInstanceId>
      <Port>3306</Port>
      <ConnectionString>rm-xxxxx.mysql.rds.aliyuncs.com</ConnectionString>
      <OrderId>2038691xxxxx</OrderId>
</CreateDdrInstanceResponse>

 JSON  format

{
    "RequestId": "E52666CC-330E-418A-8E5B-A19E3FB42D13",
    "DBInstanceId": "rm-xxxxx",
    "Port": "3306",
    "ConnectionString": "rm-xxxxx.mysql.rds.aliyuncs.com",
    "OrderId": "2038691xxxxx"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidZoneId.NotSu
pported

The Specified vpc Zone not
supported.

The error message returned
because the specified zone does
not support VPC-hosted
instances. Change the zone and
try again.

400
InvalidDBInstanceNa
me.Format

Specified DB instance name is
not valid.

The error message returned
because the specified instance
name is invalid.
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400
InvalidRegion.Forma
t

Specified Region is not valid.
The error message returned
because the specified region ID
is invalid.

400
InvalidServiceType.F
ormat

Specified service type is not
valid.

The error message returned
because the specified service
type is invalid.

400
InvalidEngine.Malfor
med

Specified engine is not valid.
The error message returned
because the specified database
engine is invalid.

400
InvalidEngineVersion.
Malformed

Specified engine version is not
valid.

The error message returned
because the specified database
engine version is invalid.

400
InvalidConnectionStri
ng.Format

Specified connection string is
not valid.

The error message returned
because the specified endpoint
is invalid.

400
InvalidConnectionStri
ng.Duplicate

Specified connection string
already exists in the Aliyun RDS.

The error message returned
because the specified endpoint
already exists in ApsaraDB RDS.

400
InvalidCharacterSetN
ame.Format

Specified character set name is
not valid.

The error message returned
because the specified character
set name is invalid.

400
InvalidDBInstanceTy
pe.Format

Specified instance type is not
valid.

The error message returned
because the specified instance
type is invalid.

400
InvalidPort.Malforme
d

Specified port is not valid.
The error message returned
because the specified port
number is invalid.

400
InvalidPreferredBack
upTime.Format

Specified preferred backup time
is not valid.

The error message returned
because the specified backup
time is invalid.

400
InvalidPreferredBack
upPeriod.Malformed

Specified backup period is not
valid.

The error message returned
because the specified backup
cycle is invalid.

404
InvalidDBInstanceCla
ss.NotFound

Specified DB instance class is not
found.

The error message returned
because the specified instance
type is invalid. Check that the
specified instance type is valid.

HTTP
status
code

Error code Error message Description
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404
InvalidDBInstanceNet
Type.NotFound

Specified DB instance net type is
not found.

The error message returned
because the specified network
type cannot be found.

400
InvalidOptmizationS
ervice

Specified optmization service is
not valid.

The error message returned
because an invalid value is
specified for the
OptmizationService parameter.

400
InvalidExpiredTime.F
ormat

Specified expired time is not
valid.

The error message returned
because the specified expiration
time is invalid.

400
InvalidSecurityIPList.
Format

Specified security IP list  format
is not valid.

The error message returned
because the specified IP address
whitelist  is configured in an
invalid format.

400
InvalidSecurityIPList.
QuotaExceeded

Specified security IP list  is not
valid: Exceeding the allowed
amount of IP address in the list.

The error message returned
because the number of IP
addresses and CIDR blocks in the
specified IP address whitelist
exceeds the upper limit.

400
InvalidDBInstanceDes
cription.Format

Specified DB instance description
is not valid.

The error message returned
because the specified instance
description is invalid.

400
InvalidStorage.Form
at

Specified Storage is not valid.

The error message returned
because invalid values are
specified for storage-related
parameters.

400
IncorrectDBInstance
Type

Current DB instance engine and
type does not support
operations.

The error message returned
because this operation is not
supported for the specified
database engine and instance
type.

400
InvalidRestoreType.F
ormat

Specified restore type is not
valid.

The error message returned
because an invalid value is
specified for the RestoreType
parameter.

403
IncorrectBackupSetM
ethod

Current backup set method does
not support operations.

The error message returned
because the specified data
backup file cannot be used to
restore individual databases and
tables.

HTTP
status
code

Error code Error message Description
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400
InvalidBackupType.F
ormat

Specified backup type is not
valid.

The error message returned
because the specified backup
type is invalid.

404
InvalidBackupSetID.N
otFound

Specified backup set ID does not
exist.

The error message returned
because the specified data
backup file cannot be found.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the RestoreDdrTable operation to restore the data of an ApsaraDB RDS instance to an
exist ing instance across regions.

Before you call this operation, you can call the CheckCreateDdrDBInstance operation to check whether
the data of the source instance can be restored from a backup set  that is stored in a different region
than the source instance.

Before you call this operation, make sure that the source instance runs one of the following database
engine versions and RDS edit ions:

MySQL 8.0 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.7 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.6

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes RestoreDdrTable

The operation that you want to
perform. Set the value to
Rest oreDdrT ableRest oreDdrT able.

DBInstanceId String Yes rm-bpxxxxx The ID of the source instance.

23.3. Restore data to an existing23.3. Restore data to an existing
instance across regionsinstance across regions
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RestoreType String Yes 0

The method that you want to use for
the restoration. Valid values:

00: restores data from a backup set.
You must also specify the BackupIdBackupId
parameter.

11: restores data to a point in t ime.
You must also specify the
Rest oreT imeRest oreT ime, SourceRegionSourceRegion, and
SourceDBInst anceNameSourceDBInst anceName
parameters.

Default value: 00.

RegionId String No cn-hangzhou

The region ID of the destination
instance. You can call the
DescribeRegions operation to query the
most recent region list.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can contain only ASCII characters
and cannot exceed 64 characters in
length.

BackupId String No 279563

The ID of the cross-region backup set
that you want to use. You can call the
DescribeCrossRegionBackups operation
to query the IDs of the backup sets
that are available to an instance.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to00, you
must also specify the BackupId
parameter.

Parameter Type Required Example Description
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RestoreT ime String No
2020-04-
25T16:00:00Z

The point in t ime to which you want to
restore data. The specified point in
time must be earlier than the current
time. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to11, you
must also specify the RestoreT ime
parameter.

SourceRegion String No cn-beijing

The region ID of the source instance
whose data you want to restore to a
point in t ime.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to11, you
must also specify the
SourceRegion parameter.

SourceDBInstance
Name

String No rm-bpxxxxx

The ID of the source instance whose
data you want to restore to a point in
time.

Not e Not e If you set the
Rest oreT ypeRest oreT ype parameter to11, you
must also specify the
SourceDBInstanceName
parameter.

The names of the databases and
tables that you want to restore for the
source instance. Format:

Parameter Type Required Example Description
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TableMeta String No

[{"type":"db","na
me":"testdb1","n
ewname":"testd
b1","tables":
[{"type":"table","
name":"test1","n
ewname":"test1_
backup"},
{"type":"table","n
ame":"test2","ne
wname":"test2_b
ackup"}]}]

[{"type":"db","name":"<The 
name of Database 1 on the 
source instance>","newname":"
<The name of Database 1 on 
the destination 
instance>","tables":
[{"type":"table","name":"<The 
name of Table 1 in Database 1 
on the source 
instance>","newname":"<The 
name of Table 1 in Database 1 
on the destination 
instance>"},
{"type":"table","name":"<The 
name of Table 2 in Database 1 
on the source 
instance>","newname":"<The 
name of Table 2 in Database 1 
on the destination 
instance>"}]},
{"type":"db","name":"<The 
name of Database 2 on the 
source instance>","newname":"
<The name of Database 2 on 
the destination 
instance>","tables":
[{"type":"table","name":"<The 
name of Table 3 in Database 2 
on the source 
instance>","newname":"<The 
name of Table 3 in Database 2 
on the destination 
instance>"},
{"type":"table","name":"<The 
name of Table 4 in Database 2 
on the source 
instance>","newname":"<The 
name of Table 4 in Database 2 
on the destination 
instance>"}]}]

Parameter Type Required Example Description
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Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
75BBF1EF-1E90-
4950-BFFB-
252D26E8259B

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=RestoreDdrTable
&DBInstanceId=rm-bpxxxxx
&RestoreType=0
&BackupId=279563
&TableMeta=[{"type":"db","name":"testdb1","newname":"testdb1","tables":[{"type":"table","na
me":"test1","newname":"test1_backup"},{"type":"table","name":"test2","newname":"test2_backu
p"}]}]
&<Common request parameters>

Sample success responses

 XML  format

<RestoreDdrTableResponse>
  <RequestId>75BBF1EF-1E90-4950-BFFB-252D26E8259B</RequestId>
</RestoreDdrTableResponse>

 JSON  format
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{
    "RequestId": "75BBF1EF-1E90-4950-BFFB-252D26E8259B"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidRestoreType.F
ormat

Specified restore type is not
valid.

The error message returned
because an invalid value is
specified for the RestoreType
parameter.

403
ChildDBInstanceExist
s

Current DB instance had child
instance.

The error message returned
because the source instance is
attached with other instances.

400
InvalidRestoreT ime.F
ormat

Specified restore t ime is not
valid.

The error message returned
because an invalid value is
specified for the RestoreT ime
parameter.

404
InvalidBackupSetID.N
otFound

Specified backup set ID does not
exist.

The error message returned
because the backup set ID that
is specified by the BackupId
parameter cannot be found.

403
InvalidBackupLogSta
tus

Current backup log enable
status does not support this
operation.

The error message returned
because the log backup feature
is disabled and therefore the
data of the source instance
cannot be restored to a point in
time.

404
InvalidBackup.NotFo
und

The available backup does not
exist in recovery t ime.

The error message returned
because no backup sets are
available at the t ime of the
restoration.

404
InvalidBinlog.NotFou
nd

The available binlog does not
exist in recovery t ime.

The error message returned
because no valid log backup
files at the specified point in
time can be found.

403
IncorrectBackupSetM
ethod

Current backup set method does
not support operations.

The error message returned
because the specified backup
set does not support the
restoration of individual
databases and tables.
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403
IncorrectBackupSetS
tate

Current backup set state does
not support operations.

The error message returned
because this operation is not
supported due to the status of
the specified backup set.

400
InvalidParamTableM
eta

Invalid parameter TableMeta is
null or not json format

The error message returned
because an invalid value is
specified for the TableMeta
parameter.

400
InvalidParamTableM
eta.Content

TableMeta missing old dbname
or new dbname, please check

The error message returned
because the value of the
TableMeta parameter does not
specify the tables on the source
and destination instances.

400
InvalidParamTableM
eta.Duplicate

TableMeta has duplicate db or
table with other newname,
commons or system

The error message returned
because databases and tables
with the specified names
already exist on the destination
instance.

400
InvalidSourceRestore
DBName.NotFound

specific source restore dbname
is not found in db list

The error message returned
because the specified databases
cannot be found in the specified
backup set.

400
InvalidDBName.Dupli
cate

Specified DB name already exists
in the This instance.

The error message returned
because databases with the
specified names already exist on
the destination instance.

404 InvalidDB.NotFound
Specified db does not exist or
DB status does not support.

The error message returned
because the specified databases
and tables cannot be found in
the specified backup set.

400
InvalidParameters.Fo
rmat

Specified parameters is not
valid.

The error message returned
because invalid values are
specified for some parameters.

400
InvalidAvZone.Forma
t

Specified AvZone is not valid.

The error message returned
because an invalid value is
specified for the avzone
parameter.

400
InvalidRegion.Forma
t

Specified Region is not valid.

The error message returned
because an invalid value is
specified for the region
parameter.

HTTP
status
code

Error code Error message Description
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400 InvalidVpcParameter
Specified VPCId VSwitchId or
IPAddress or TunnelId is not
valid.

The error message returned
because invalid values are
specified for the VPCId and
VSwitchId parameters.

400 MissingUserID
The request is missing a user_id
parameter.

The error message returned
because the specified channel
cannot be found.

400 MissingUID
The request is missing a uid
parameter.

The error message returned
because the specified account
cannot be found.

404
InvalidDBInstance.No
tFound

Specified instance does not exist
or not support.

The error message returned
because the specified instance
cannot be found.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the ModifyInstanceCrossBackupPolicy operation to modify the cross-region backup
sett ings of an ApsaraDB for RDS instance.

Before you call this operation, make sure that the instance runs one of the following database engine
versions and RDS edit ions:

MySQL 8.0 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.7 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.6

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyInstanceCr
ossBackupPolicy

The operation that you want to
perform. Set the value to
Modif yInst anceCrossBackupPolicyModif yInst anceCrossBackupPolicy.

23.4. Modify cross-region backup23.4. Modify cross-region backup
settingssettings
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

RegionId String Yes cn-hangzhou

The ID of the region to which the
instance belongs. You can call the
DescribeRegions operation to query the
most recent region list.

CrossBackupType String No 1

The policy that is used to save the
cross-region backup files of the
instance. Default value: 11. The default
value 1 specifies to save all cross-
region backup files.

LogBackupEnable
d

String No 1

The status of the cross-region log
backup function on the instance. Valid
values:

00: The function is disabled.

11: The function is enabled.

Not e Not e You can enable the
cross-region log backup function
only when the cross-region backup
function is enabled.

BackupEnabled String No 1

The status of the cross-region backup
function on the instance. This
parameter specifies whether you can
back up data and logs. Valid values:

00: The function is disabled.

11: The function is enabled.

Not e Not e Before you enable the
cross-region backup function, you
must specify the DBInstanceId
parameter.

CrossBackupRegi
on

String No cn-shanghai
The ID of the destination region where
the cross-region backup files of the
instance are stored.

Parameter Type Required Example Description
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RetentType Integer No 1

The policy that is used to retain the
cross-region backup files of the
instance. Set the value to 1. The value
11 specifies to retain the cross-region
backup files of the instance based on
the specified retention period.

Retention Integer No 7

The number of days for which the
cross-region backup files of the
instance are retained. Valid values: 77
t o 1825t o 1825.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

BackupEnabled String 1

The status of the cross-region backup
function on the instance. Valid values:

DisableDisable

EnableEnable

CrossBackupRe
gion

String cn-shanghai
The ID of the destination region where the
cross-region backup files of the instance are
stored.

CrossBackupTy
pe

String 1

The policy that is used to save the cross-
region backup files of the instance. Default
value: 11. The default value 1 indicates that
all cross-region backup files are saved.

DBInstanceId String
rm-
uf6wjk5xxxxxxxxxx

The ID of the instance.

LogBackupEnab
led

String 1

The status of the cross-region log backup
function on the instance. Valid values:

DisableDisable

EnableEnable
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RegionId String cn-hangzhou

The ID of the region to which the instance
belongs. You can call the DescribeRegions
operation to query the most recent region
list.

RequestId String
50A6059D-6DBB-
46C6-A851-
1EE93C9013CF

The ID of the request.

RetentType Integer 1

The policy that is used to retain the cross-
region backup files of the instance. Set the
value to 11. The value 1 indicates that the
cross-region backup files of the instance are
retained based on the specified retention
period.

Retention Integer 15
The number of days for which the cross-
region backup files of the instance are
retained. Valid values: 7 t o 18257 t o 1825.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ModifyInstanceCrossBackupPolicy
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<ModifyInstanceCrossBackupPolicyResponse>
  <CrossBackupType>1</CrossBackupType>
      <LogBackupEnabled>Enable</LogBackupEnabled>
      <BackupEnabled>Enable</BackupEnabled>
      <CrossBackupRegion>cn-shanghai</CrossBackupRegion>
      <RetentType>1</RetentType>
      <RequestId>50A6059D-6DBB-46C6-A851-1EE93C9013CF</RequestId>
      <DBInstanceId>rm-bpxxxxx</DBInstanceId>
      <RegionId>cn-hangzhou</RegionId>
      <StorageType>oss</StorageType>
      <Endpoint></Endpoint>
      <Retention>15</Retention>
</ModifyInstanceCrossBackupPolicyResponse>
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 JSON  format

{
    "CrossBackupType": "1",
    "LogBackupEnabled": "Enable",
    "BackupEnabled": "Enable",
    "CrossBackupRegion": "cn-shanghai",
    "RetentType": 1,
    "RequestId": "50A6059D-6DBB-46C6-A851-1EE93C9013CF",
    "DBInstanceId": "rm-bpxxxxx",
    "RegionId": "cn-hangzhou",
    "StorageType": "oss",
    "Endpoint": "",
    "Retention": 15
}

Error codesError codes

HPPT
status
code

Error code Error message Description

400
ParameterLeastAsso
ciate

Must input at least one optional
parameter.

The error message returned
because none of the optional
parameters is specified. When
you clone an RDS instance, you
must specify either the cloning
time or the used backup set.

403
IncorrectDBInstanceE
ngine

Current DB Instance engine does
not support this operation.

The error message returned
because the lock mode of the
instance does not support this
operation.

403
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the lock mode of the
instance does not support this
operation.

For a list  of error codes, visit  the API Error Center.

Queries cross-region backup sett ings of an ApsaraDB for RDS instance.

Before you call this operation, make sure that the instance runs one of the following database engine
versions and RDS edit ions:

MySQL 8.0 in the High-availability Edit ion (with local SSDs)

MySQL 5.7 in the High-availability Edit ion (with local SSDs)

23.5. Query cross-region backup23.5. Query cross-region backup
settingssettings
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MySQL 5.6

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeInstance
CrossBackupPolic
y

The operation that you want to
perform. Set the value to
DescribeInst anceCrossBackupPolicDescribeInst anceCrossBackupPolic
yy.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

BackupEnabled String Enable

The status of the overall cross-region
backup switch on the instance. Valid values:

DisableDisable

EnableEnable

BackupEnabled
Time

String
2019-06-
12T05:44:21Z

The time when cross-region backup was
enabled on the instance. The time follows
the ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time is
displayed in UTC.

CrossBackupRe
gion

String cn-shanghai
The ID of the destination region where cross-
region backups of the instance are stored.

CrossBackupTy
pe

String 1

The policy that is used to save cross-region
backups of the instance. Default value: 11.
The default value 1 indicates that all cross-
region backups are saved.
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DBInstanceDesc
ription

String Test database

The name of the instance. The name is 2 to
256 characters in length. It  can contain
letters, digits, underscores (_), and hyphens
(-) and must start with a letter.

Not e Not e The name of the instance
cannot start with http:// or https://.

DBInstanceId String
rm-
uf6wjk5xxxxxxxxxx

The ID of the instance.

DBInstanceStat
us

String Running
The state of the instance. For more
information, see Instance status.

Engine String mysql The type of the database engine.

EngineVersion String 5.6 The version of the database engine.

LockMode String Unlock

The lock status of the instance. Valid values:

UnlockUnlock: The instance is not locked.

ManualLockManualLock: The instance is manually
locked.

LockByExpirat ionLockByExpirat ion: The instance is locked
upon expiration.

LockByRest orat ion:LockByRest orat ion:  The instance is
automatically locked before a rollback.

LockByDiskQuot a:LockByDiskQuot a:  The instance is
automatically locked because its storage
space is exhausted. In this situation, the
instance is inaccessible.

LogBackupEnab
led

String Enable

The status of the cross-region log backup
switch on the instance. Valid values:

DisableDisable

EnableEnable

LogBackupEnab
ledTime

String
2019-06-
12T05:44:21Z

The time when cross-region log backup was
enabled on the instance. The time follows
the ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time is
displayed in UTC.

Parameter Type Example Description
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RegionId String cn-hangzhou The region ID of the instance.

RequestId String
CB7667B2-72C8-
497B-9BD8-
3B343CEF51AB

The ID of the request.

RetentType Integer 1

The policy that is used to retain cross-region
backups of the instance. Default value: 11.
The default value 1 indicate that cross-
region backups are retained based on the
specified retention period.

Retention Integer 15
The number of days for which cross-region
backups of the instance are retained. Valid
values: 7 t o 18257 t o 1825.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeInstanceCrossBackupPolicy
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeInstanceCrossBackupPolicyResponse>
  <DBInstanceStatusDesc>ACTIVATION</DBInstanceStatusDesc>
   <LockMode>Unlock</LockMode>
   <BackupEnabledTime>2019-06-12T05:44:21Z</BackupEnabledTime>
   <CrossBackupType>1</CrossBackupType>
   <LogBackupEnabled>Enable</LogBackupEnabled>
   <BackupEnabled>Enable</BackupEnabled>
   <RetentType>1</RetentType>
   <DBInstanceId>rm-bpxxxxx</DBInstanceId>
   <DBInstanceDescription></DBInstanceDescription>
   <Retention>15</Retention>
   <Engine>mysql</Engine>
   <LogBackupEnabledTime>2019-06-12T05:44:21Z</LogBackupEnabledTime>
   <CrossBackupRegion>cn-shanghai</CrossBackupRegion>
   <StorageOwner>rds</StorageOwner>
   <RegionId>cn-hangzhou</RegionId>
   <RequestId>CB7667B2-72C8-497B-9BD8-3B343CEF51AB</RequestId>
   <EngineVersion>5.6</EngineVersion>
   <StorageType>oss</StorageType>
   <Endpoint></Endpoint>
   <DBInstanceStatus>1</DBInstanceStatus>
</DescribeInstanceCrossBackupPolicyResponse>

 JSON  format

{
 "DBInstanceStatusDesc": "ACTIVATION",
 "LockMode": "Unlock",
 "BackupEnabledTime": "2019-06-12T05:44:21Z",
 "CrossBackupType": "1",
 "LogBackupEnabled": "Enable",
 "BackupEnabled": "Enable",
 "RetentType": 1,
 "DBInstanceId": "rm-bpxxxxx",
 "DBInstanceDescription": "",
 "Retention": 15,
 "Engine": "mysql",
 "LogBackupEnabledTime": "2019-06-12T05:44:21Z",
 "CrossBackupRegion": "cn-shanghai",
 "StorageOwner": "rds",
 "RegionId": "cn-hangzhou",
 "RequestId": "CB7667B2-72C8-497B-9BD8-3B343CEF51AB",
 "EngineVersion": "5.6",
 "StorageType": "oss",
 "Endpoint": "",
 "DBInstanceStatus": "1"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

23.6. Query databases and tables23.6. Query databases and tables
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You can call the DescribeCrossBackupMetaList  operation to query the databases and tables whose data
is included in a cross-region backup set  of an ApsaraDB RDS instance.

ApsaraDB RDS for MySQL instances support  cross-region backup and restoration. For more information,
see Back up an ApsaraDB RDS for MySQL instance across regions and Restore the data of an ApsaraDB
RDS for MySQL instance across regions.

Before you call this operation, make sure that the instance runs one of the following database engine
versions and RDS edit ions:

MySQL 8.0 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.7 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.6

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeCrossBac
kupMetaList

The operation that you want to
perform. Set the value to
DescribeCrossBackupMet aListDescribeCrossBackupMet aList .

BackupSetId String Yes 123456

The ID of the cross-region backup set.
You can call the
DescribeCrossRegionBackups operation
to query the most recent cross-region
backup set list.

Region String No cn-hangzhou
The region to which the instance
belongs.

23.6. Query databases and tables23.6. Query databases and tables
included in a cross-region backup setincluded in a cross-region backup set
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GetDbName String No testdb1

The name of the database to query.
The system implements exact match
based on the value of this parameter
and returns the name of the matched
database and those of the tables in
the matched database.

Pattern String No test

The keyword in the names of the
databases to query. The system
implements fuzzy match based on the
value of this parameter and returns
only the names of the matched
databases.

Not e Not e You can implement
fuzzy match and then exact
match. For example, you can set
the Pattern parameter to test to
query the testdb1 and testdb2
databases. Then, you can specify
the Get DbNameGet DbName parameter to
query only the matched database
and the tables in the matched
database.

PageSize String No 30

The number of entries to return on
each page. Default value: 11.

Not e Not e This parameter is
valid only when you specify the
PageIndexPageIndex parameter.

PageIndex String No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer.

Not e Not e This parameter is
valid only when you specify the
PageSiz ePageSiz e parameter.

Parameter Type Required Example Description
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Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String rm-uf6wjk5xxxxxxx
The instance to which the cross-region
backup set belongs.

Items Array of Meta

An array that consists of the information
about the databases and tables whose data
is included in the cross-region backup set.

Meta

Database String testdb1 The name of the database.

Size String 1000

The size of the table. Unit: KB. If the
database contains more than one table, the
names of these tables are separated by
commas (,).

Tables String test1,test2

An array that consists of the names of the
tables that the database contains. If the
database contains more than one table, the
names of these tables are separated by
commas (,).

PageNumber Integer 1 The page number of the returned page.

PageRecordCou
nt

Integer 1
The number of entries returned on the
current page.

RequestId String
60F9A12A-16B8-
4728-B099-
4CA38D32C31C

The ID of the request.

TotalPageCoun
t

Integer 1 The total number of pages returned.

TotalRecordCo
unt

Integer 1 The total number of entries returned.

ExamplesExamples
Sample requests

API Reference··Cross-region backup 
and rest orat ion

ApsaraDB for RDS

618 > Document  Version: 20220713



http(s)://rds.aliyuncs.com/? Action=DescribeCrossBackupMetaList
&BackupSetId=123456
&GetDbName=testdb1
&PageSize=30
&PageIndex=1
&<Common request parameters>

Sample success responses

 XML  format

<DescribeCrossBackupMetaListResponse>
  <TotalRecordCount>1</TotalRecordCount>
  <TotalPageCount>1</TotalPageCount>
  <RequestId>60F9A12A-16B8-4728-B099-4CA38D32C31C</RequestId>
  <PageNumber>1</PageNumber>
  <Items>
        <Meta>
              <Size>4320</Size>
              <Size>5</Size>
              <Database>testdb1</Database>
              <Tables>test1</Tables>
              <Tables>test2</Tables>
        </Meta>
  </Items>
  <DBInstanceName>rm-uf6wjk5xxxxxxx</DBInstanceName>
</DescribeCrossBackupMetaListResponse>

 JSON  format

{
    "TotalRecordCount": 1,
    "TotalPageCount": 1,
    "RequestId": "60F9A12A-16B8-4728-B099-4CA38D32C31C",
    "PageNumber": 1,
    "Items": {
        "Meta": [
            {
                "Size": [
                    4320,
                    5
                ],
                "Database": "testdb1",
                "Tables": [
                    "test1",
                    "test2"
                ]
            }
        ]
    },
    "DBInstanceName": "rm-uf6wjk5xxxxxxx"
}
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Error codesError codes

HTTP
status
code

Error code Error message Description

404
InvalidBackupSetID.N
otFound

Specified backup set ID does not
exist.

The error message returned
because the specified backup
set ID is invalid.

403
InvalidBackupLogSta
tus

Current backup log enable
status does not support this
operation.

The error message returned
because the log backup feature
is not enabled and consequently
data cannot be restored to a
specific point in t ime.

400
InvalidRestoreT ime.F
ormat

Specified restore t ime is not
valid.

The error message returned
because the specified
restoration time is invalid.

404 Request.NotFound
The requested resource is not
available.

The error message returned
because the request is invalid.

For a list  of error codes, visit  the API Error Center.

You can call the DescribeCrossRegionBackups operation to query the cross-region data backup files of
an ApsaraDB RDS instance.

For more information about how to query the cross-region log backup files of an RDS instance, see
DescribeCrossRegionLogBackupFiles.

Before you call this operation, make sure that the instance runs one of the following database engines:

MySQL. For more information, see Back up an ApsaraDB RDS for MySQL instance across regions.

SQL Server. For more information, see Back up an ApsaraDB RDS for SQL Server instance across regions.

PostgreSQL. For more information, see Back up an ApsaraDB RDS for PostgreSQL instance across
regions.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

23.7. Query cross-region data backup23.7. Query cross-region data backup
filesfiles
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Action String Yes
DescribeCrossReg
ionBackups

The operation that you want to
perform. Set the value to
DescribeCrossRegionBackupsDescribeCrossRegionBackups .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

RegionId String Yes cn-hangzhou The region ID of the instance.

CrossBackupRegi
on

String No cn-shanghai
The ID of the destination region where
the cross-region data backup file is
stored.

CrossBackupId Integer No 14562

The ID of the cross-region data backup
file.

Not e Not e You must specify the
CrossBackupIdCrossBackupId  parameter.
Alternatively, you must specify the
St art T imeSt art T ime and EndT imeEndT ime
parameters.

StartT ime String No
2019-05-
30T12:10:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

EndTime String No
2019-06-
15T12:10:00Z

The end of the t ime range to query.
Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

PageSize Integer No 30

The number of entries to return on
each page. Valid values:

3030

5050

100100

Default value: 30

Parameter Type Required Example Description
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PageNumber Integer No 1

The number of the page to return.
Valid values: any non-zero posit ive
integer.

Default value: 11.

BackupId Integer No 603524***
The ID of the cross-region data backup
file that is used to create the instance.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

EndTime String
2019-06-
15T12:10:00Z

The end of the t ime range to query.

StartT ime String
2019-05-
30T12:10:00Z

The beginning of the t ime range to query.

RequestId String
60912B41-7579-
4B5D-B289-
8856030F0A6A

The ID of the request.

PageRecordCou
nt

Integer 30
The number of cross-region data backup
files on the current page.

TotalRecordCo
unt

Integer 100 The total number of entries.

PageNumber Integer 1

The page number of the returned page.
Valid values: any non-zero posit ive integer.

Default value: 11.

RegionId String cn-hangzhou The region ID of the instance.

Items Array of Item
An array that consists of cross-region data
backup files.

Item

ConsistentT ime String
2019-06-
12T05:44:46Z

The point in t ime that is indicated by the
data in the cross-region data backup file.
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DBInstanceStor
ageType

String ssd

The storage type. Valid values:

local_ssdlocal_ssd: local SSD. This is the
recommended storage type.

cloud_ssdcloud_ssd: standard SSD.

cloud_essdcloud_essd: enhanced SSD (ESSD).

CrossBackupId Integer 14377 The ID of the cross-region data backup file.

BackupType String F

The type of the cross-region data backup.
Valid values:

FF: full data backup

II: incremental data backup

BackupStartT im
e

String
2019-05-
30T12:10:00Z

The time when the cross-region data backup
started.

CrossBackupSet
Location

String oss
The location where the cross-region data
backup file is stored.

InstanceId Integer 8161055

The ID of the instance. This parameter is
used to determine whether the instance that
generates the cross-region data backup file
is a primary or secondary instance.

CrossBackupDo
wnloadLink

String

http://rdsddrbak-
shanghai.oss-cn-
shanghai.aliyuncs.co
m/xxxxx

The external URL from which you can
download the cross-region data backup file.

BackupEndTime String
2019-06-
15T12:10:00Z

The time when the cross-region data backup
file was generated.

EngineVersion String 5.6
The database engine version that the
instance runs.

BackupSetStatu
s

Integer 0

The status of the cross-region data backup.
Valid values:

00: The cross-region data backup is
successful.

11: The cross-region data backup failed.

Parameter Type Example Description

ApsaraDB for RDS API Reference··Cross-region backup 
and rest orat ion

> Document  Version: 20220713 623



CrossBackupSet
File

String

cn-hangzhou_rm-
xxxxx_hins81xxx_dat
a_20190612134426_
qp.xb

The name of the compressed package that
contains the cross-region data backup file.

BackupSetScale Integer 0

The level at which the cross-region data
backup file is generated.

00: instance-level backup

11: database-level backup

CrossBackupSet
Size

Long 5312836
The size of the cross-region data backup
file. Unit: bytes.

CrossBackupRe
gion

String cn-shanghai
The ID of the destination region where the
cross-region data backup file of the instance
is stored.

Category String HighAvailability

The RDS edition of the instance. Valid values:

BasicBasic: Basic Edition.

HighAvailabilit yHighAvailabilit y: High-availability Edition.

FinanceFinance: Enterprise Edition. This edition is
supported only by the China site
(aliyun.com).

Engine String mysql The database engine that the instance runs.

BackupMethod String P

The method that is used to generate the
cross-region data backup file. Valid values:

LL: logical backup

PP: physical backup

RestoreRegions Array of String
"cn-hangzhou", "cn-
shanghai"

An array that consists of the regions to
which the cross-region data backup file can
be restored.

Parameter Type Example Description

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=DescribeCrossRegionBackups
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&RegionId=cn-hangzhou
&CrossBackupId=14562
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeCrossRegionBackupsResponse>
<Items>
  <Item>
   <CrossBackupSetFile>cn-hangzhou_rm-bpxxxxx_hins798xxxx_data_20190611125201.tar.gz</Cross
BackupSetFile>
   <BackupSetScale>0</BackupSetScale>
   <BackupType>F</BackupType>
   <InstanceId>7980000</InstanceId>
   <CrossBackupId>14358</CrossBackupId>
   <BackupEndTime>2019-06-11T04:55:02Z</BackupEndTime>
   <BackupMethod>P</BackupMethod>
   <CrossBackupSetLocation>oss</CrossBackupSetLocation>
   <CrossBackupSetSize>2179643</CrossBackupSetSize>
   <Engine>mysql</Engine>
   <BackupStartTime>2019-06-11T04:52:46Z</BackupStartTime>
   <CrossBackupDownloadLink>http://rdsddrbak-zb.oss-cn-zhangjiakou.aliyuncs.com/cn-hangzhou
_rm-bpxxxxx_hins7986073_data_20190611125201.tar.gz?OSSAccessKeyId=LTAxxxxx&amp;Expires=1560
501641&amp;Signature=laK0kxxxxx%3D</CrossBackupDownloadLink>
   <Category>HighAvailability</Category>
   <CrossBackupRegion>cn-zhangjiakou</CrossBackupRegion>
   <RestoreRegions>
    <RestoreRegion>cn-hangzhou</RestoreRegion>
    <RestoreRegion>cn-zhangjiakou</RestoreRegion>
   </RestoreRegions>
   <EngineVersion>5.7</EngineVersion>
   <DBInstanceStorageType>ssd</DBInstanceStorageType>
  </Item>
 </Items>
 <TotalRecordCount>1</TotalRecordCount>
 <PageNumber>1</PageNumber>
 <RequestId>60912B41-7579-4B5D-B289-8856030F0A6A</RequestId>
 <RegionId>cn-hangzhou</RegionId>
 <EndTime>2019-06-11T08:00:00Z</EndTime>
 <StartTime>2019-06-10T00:00:00Z</StartTime>
 <PageRecordCount>30</PageRecordCount>
    </DescribeCrossRegionBackupsResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "Items" : {
    "Item" : [ {
      "CrossBackupSetFile" : "cn-hangzhou_rm-bpxxxxx_hins798xxxx_data_20190611125201.tar.gz
",
      "BackupSetScale" : 0,
      "BackupType" : "F",
      "InstanceId" : 7980000,
      "CrossBackupId" : 14358,
      "BackupEndTime" : "2019-06-11T04:55:02Z",
      "BackupMethod" : "P",
      "CrossBackupSetLocation" : "oss",
      "CrossBackupSetSize" : 2179643,
      "Engine" : "mysql",
      "BackupStartTime" : "2019-06-11T04:52:46Z",
      "CrossBackupDownloadLink" : "http://rdsddrbak-zb.oss-cn-zhangjiakou.aliyuncs.com/cn-h
angzhou_rm-bpxxxxx_hins7986073_data_20190611125201.tar.gz?OSSAccessKeyId=LTAxxxxx&Expires=1
560501641&Signature=laK0kxxxxx%3D",
      "Category" : "HighAvailability",
      "CrossBackupRegion" : "cn-zhangjiakou",
      "RestoreRegions" : {
        "RestoreRegion" : [ "cn-hangzhou", "cn-zhangjiakou" ]
      },
      "EngineVersion" : "5.7",
      "DBInstanceStorageType" : "ssd"
    } ]
  },
  "TotalRecordCount" : 1,
  "PageNumber" : 1,
  "RequestId" : "60912B41-7579-4B5D-B289-8856030F0A6A",
  "RegionId" : "cn-hangzhou",
  "EndTime" : "2019-06-11T08:00:00Z",
  "StartTime" : "2019-06-10T00:00:00Z",
  "PageRecordCount" : 30
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidRegion.Forma
t

Specified Region is not valid.
The error message returned
because the specified region is
invalid.

400
InvalidStartT ime.For
mat

Specified start t ime is not valid.
The error message returned
because the specified start t ime
is invalid.
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400
InvalidEndTime.Form
at

Specified end time is not valid.

The error message returned
because the specified end time
is invalid. You must check and
enter a valid value.

400 InvalidT ime.Format Specified time is not valid.
The error message returned
because the t ime format is
invalid.

404
InvalidDBInstance.No
tFound

Specified instance does not exist
or not support.

The error message returned
because the instance cannot be
found, is deleted, or does not
support the operation.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeCrossRegionLogBackupFiles operation to query the cross-region log backup
files of an ApsaraDB RDS instance.

For more information about how to query the cross-region data backup files of an RDS instance, see
DescribeCrossRegionBackups.

Before you call this operation, make sure that the instance runs one of the following database engine
versions and RDS edit ions:

MySQL 8.0 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.7 on RDS High-availability Edit ion (with local SSDs)

MySQL 5.6

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeCrossReg
ionLogBackupFile
s

The operation that you want to
perform. Set the value to
DescribeCrossRegionLogBackupFileDescribeCrossRegionLogBackupFile
ss .

23.8. Query cross-region log backup23.8. Query cross-region log backup
filesfiles
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

EndTime String Yes
2019-06-
15T12:10:00Z

The end of the t ime range to query.
Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

RegionId String Yes cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.

StartT ime String Yes
2019-05-
30T12:10:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

CrossBackupRegi
on

String No cn-shanghai

The ID of the destination region where
the cross-region backup files of the
instance are stored. You can call the
DescribeCrossRegionBackupDBInstance
operation to query the most recent
region list.

PageSize Integer No 30

The number of entries to return on
each page. Valid values:

3030

5050

100100

Default value: 30.

PageNumber Integer No 1

The number of the page to return.
Pages start from page 1.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String
rm-
uf6wjk5xxxxxxxxxx

The ID of the instance.
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StartT ime String
2019-05-
30T12:10:00Z

The beginning of the t ime range queried.
The time follows the ISO 8601 standard in
the yyyy-MM-ddThh:mm:ssZ format. The
time is displayed in UTC.

EndTime String
2019-06-
15T12:10:00Z

The end of the t ime range queried. The time
follows the ISO 8601 standard in the yyyy-
MM-ddThh:mm:ssZ format. The time is
displayed in UTC.

TotalRecordCo
unt

Integer 100 The total number of entries returned.

PageNumber Integer 1

The page number of the returned page.
Pages start from page 1.

Default value: 11.

PageRecordCou
nt

Integer 30
The number of cross-region log backup files
on the current page.

RegionId String cn-hangzhou The region ID of the instance.

RequestId String
DAC241E8-28E6-
49DA-BFB0-
B2DD090885C1

The ID of the request.

Items Array of Item
An array that consists of cross-region log
backup files.

Item

CrossBackupRe
gion

String cn-shanghai
The ID of the destination region where the
cross-region log backup file is stored.

CrossDownload
Link

String

http://rdsddrlog-
zb.oss-cn-
zhangjiakou.aliyuncs
.com/xxxxx

The external URL from which you can
download the cross-region log backup file.

CrossIntranetD
ownloadLink

String

http://rdsddrlog-
zb.oss-cn-
zhangjiakou-
internal.aliyuncs.co
m/xxxxx

The internal URL from which you can
download the cross-region log backup file.

Parameter Type Example Description
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CrossLogBacku
pId

Integer 14567 The ID of the cross-region log backup file.

CrossLogBacku
pSize

Long 5312836
The size of the cross-region log backup file.
Unit: bytes.

InstanceId Integer 8161055 The ID of the instance.

LinkExpiredTim
e

String
2019-06-
30T15:00:00Z

The time when the download URL of the
cross-region log backup file expires. The
time follows the ISO 8601 standard in the
yyyy-MM-ddThh:mm:ssZ format. The time is
displayed in UTC.

LogBeginT ime String
2019-05-
30T12:10:00Z

The start t ime of the cross-region log
backup file. The time follows the ISO 8601
standard in the yyyy-MM-ddThh:mm:ssZ
format. The time is displayed in UTC.

LogEndTime String
2019-05-
30T20:10:00Z

The end time of the cross-region log backup
file. The time follows the ISO 8601 standard
in the yyyy-MM-ddThh:mm:ssZ format. The
time is displayed in UTC.

LogFileName String
cn-hangzhou_rm-
bpxxxxx_7198739_m
ysql-bin.000230

The name of the cross-region log backup
file.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeCrossRegionLogBackupFiles
&DBInstanceId=rm-uf6wjk5xxxxxxxxxx
&StartTime=2019-05-30T12:10:00Z
&EndTime=2019-06-15T12:10:00Z
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeCrossRegionLogBackupFilesResponse>
  <Items>
            <Item>
                  <LinkExpiredTime>2019-06-02T07:36:18Z</LinkExpiredTime>
                  <CrossBackupRegion>cn-zhangjiakou</CrossBackupRegion>
                  <LogEndTime>2019-06-01T06:11:49Z</LogEndTime>
                  <LogBeginTime>2019-06-01T00:11:44Z</LogBeginTime>
                  <InstanceId>7198743</InstanceId>
                  <CrossLogBackupSize>770014</CrossLogBackupSize>
                  <CrossDownloadLink>http://rdsddrlog-zb.oss-cn-zhangjiakou.aliyuncs.com/xx
xxxx</CrossDownloadLink>
                  <CrossIntranetDownloadLink>http://rdsddrlog-zb.oss-cn-zhangjiakou-interna
l.aliyuncs.com/xxxxx</CrossIntranetDownloadLink>
            </Item>
      </Items>
      <PageNumber>1</PageNumber>
      <TotalRecordCount>52</TotalRecordCount>
      <DBInstanceId>rm-xxxxx</DBInstanceId>
      <RegionId>cn-hangzhou</RegionId>
      <RequestId>A9723BCE-F32F-4F05-9922-8371C0842FA7</RequestId>
      <EndTime>EndTime=2019-06-15T12:10:00Z</EndTime>
      <StartTime>2019-05-30T12:10:00Z</StartTime>
      <PageRecordCount>10</PageRecordCount>
</DescribeCrossRegionLogBackupFilesResponse>

 JSON  format

{"Items":{
    "Item":[{
    "LinkExpiredTime":"2019-06-02T07:36:18Z",
    "CrossBackupRegion":"cn-zhangjiakou",
    "LogEndTime":"2019-06-01T06:11:49Z",
    "LogBeginTime":"2019-06-01T00:11:44Z",
    "InstanceId":7198743,
    "CrossLogBackupSize":770014,
    "CrossDownloadLink":"http://rdsddrlog-zb.oss-cn-zhangjiakou.aliyuncs.com/xxxxxx",
    "CrossIntranetDownloadLink":"http://rdsddrlog-zb.oss-cn-zhangjiakou-internal.aliyuncs.c
om/xxxxx"}
    ]},
    "PageNumber":1,
    "TotalRecordCount":52,
    "DBInstanceId":"rm-xxxxx",
    "RegionId":"cn-hangzhou",
    "RequestId":"A9723BCE-F32F-4F05-9922-8371C0842FA7",
    "EndTime":"EndTime=2019-06-15T12:10:00Z",
    "StartTime":"2019-05-30T12:10:00Z",
    "PageRecordCount":10}

Error codesError codes
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HTTP
status
code

Error code Error message Description

400
InvalidStartT ime.For
mat

Specified start t ime is not valid.
The error message returned
because the specified beginning
time is invalid.

400
InvalidEndTime.Form
at

Specified end time is not valid.
The error message returned
because the specified end time
is invalid.

For a list  of error codes, visit  the API Error Center.

Queries dest ination regions that support  cross-region backup.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeAvailable
CrossRegion

The operation that you want to
perform. Set the value to
DescribeAvailableCrossRegionDescribeAvailableCrossRegion.

RegionId String Yes cn-hangzhou
The ID of the source region. You can
call the DescribeRegions operation to
query the most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

Regions List
"cn-qingdao","cn-
shanghai", "cn-
shenzhen"

The list  of destination regions that support
cross-region backup.

RequestId String
39265F46-EC77-
4036-8AC4-
F035F32F6BE2

The ID of the request.

23.9. Query regions that support23.9. Query regions that support
cross-region backupcross-region backup
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeAvailableCrossRegion
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribeAvailableCrossRegionResponse>
  <RequestId>39265F46-EC77-4036-8AC4-F035F32F6BE2</RequestId>
   <Regions>
      <Region>cn-qingdao</Region>
      <Region>cn-shanghai</Region>
      <Region>cn-shenzhen</Region>
   </Regions>
</DescribeAvailableCrossRegionResponse>

 JSON  format

{
 "RequestId": "39265F46-EC77-4036-8AC4-F035F32F6BE2",
 "Regions": {
  "Region": [
   "cn-qingdao",
   "cn-shanghai",
   "cn-shenzhen"
  ]
 }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries the t ime range to which you can restore data by using a cross-region backup set.

To view the t ime range to which you can restore data by using a common backup set, see
DescribeBackups.

Before you call this operation, make sure that the instance runs one of the following database engine
versions and RDS edit ions:

MySQL 8.0 in the High-availability Edit ion (with local SSDs)

23.10. Query the time range to which23.10. Query the time range to which
you can restore data by using a cross-you can restore data by using a cross-
region backup setregion backup set
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MySQL 5.7 in the High-availability Edit ion (with local SSDs)

MySQL 5.6

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeAvailable
RecoveryT ime

The operation that you want to
perform. Set the value to
DescribeAvailableRecoveryT imeDescribeAvailableRecoveryT ime.

CrossBackupId Integer Yes 14377

The ID of the cross-region backup set.
You can call the
DescribeCrossRegionBackups operation
to query backup set IDs.

RegionId String No cn-hangzhou The ID of the region.

Response parametersResponse parameters

Parameter Type Example Description

CrossBackupId Integer 14377 The ID of the cross-region backup set.

RecoveryBeginT
ime

String
2019-06-
12T05:22:29Z

The start t ime to which data can be
restored. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

RecoveryEndTi
me

String
2019-06-
12T07:33:12Z

The end time to which data can be restored.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mm:ssZ format. The
time is displayed in UTC.

RegionId String cn-hangzhou The region ID of the source instance.

RequestId String
8CCBF4BA-7CE1-
47E1-B49F-
E97EA200A40D

The ID of the request.

ExamplesExamples
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Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeAvailableRecoveryTime
&CrossBackupId=14377
&<Common request parameters>

Sample success responses

 XML  format

<DescribeAvailableRecoveryTimeResponse>
  <RecoveryEndTime>2019-06-12T07:33:12Z</RecoveryEndTime>
   <RecoveryBeginTime>2019-06-12T05:22:29Z</RecoveryBeginTime>
   <RequestId>8CCBF4BA-7CE1-47E1-B49F-E97EA200A40D</RequestId>
   <RegionId>cn-hangzhou</RegionId>
   <CrossBackupId>14377</CrossBackupId>
</DescribeAvailableRecoveryTimeResponse>

 JSON  format

{
 "RecoveryEndTime": "2019-06-12T07:33:12Z",
 "RecoveryBeginTime": "2019-06-12T05:22:29Z",
 "RequestId": "8CCBF4BA-7CE1-47E1-B49F-E97EA200A40D",
 "RegionId": "cn-hangzhou",
 "CrossBackupId": 14377
}

Error codesError codes

HttpCode Error code Error message Description

404
InvalidBackupSetID.N
otFound

Specified backup set ID does not
exist.

The error message returned
because the specified backup
set ID does not exist.

For a list  of error codes, visit  the API Error Center.

Queries ApsaraDB for RDS instances on which cross-region backup is enabled in a region and the cross-
region backup sett ings of these instances.

Before you call this operation, make sure that the instance runs one of the following database engine
versions and RDS edit ions:

MySQL 8.0 in the High-availability Edit ion (with local SSDs)

23.11. Query ApsaraDB for RDS23.11. Query ApsaraDB for RDS
instances on which cross-regioninstances on which cross-region
backup is enabledbackup is enabled
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MySQL 5.7 in the High-availability Edit ion (with local SSDs)

MySQL 5.6

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeCrossReg
ionBackupDBInsta
nce

The operation that you want to
perform. Set the value to
DescribeCrossRegionBackupDBInstDescribeCrossRegionBackupDBInst
anceance.

RegionId String Yes cn-hangzhou The ID of the region.

DBInstanceId String No
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance. Up to 30
instance IDs are allowed in a single
request. If you enter more than one
instance ID, separate them with
commas (,).

PageSize Integer No 30
The number of entries to return on
each page. Default value: 30

PageNumber Integer No 1

The number of the page to return.
Valid values: a non-zero posit ive
integer.

Default value: 11.

Response parametersResponse parameters

Parameter Type Example Description

RegionId String cn-hangzhou The ID of the region.

TotalRecords Integer 100 The total number of entries returned.

ItemsNumbers Integer 1
The total number of items returned for
cross-region backup settings.
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PageNumber Integer 1

The page number of the returned page.
Valid values: a non-zero posit ive integer.

Default value: 11.

PageSize Integer 30
The number of entries returned per page.
Default value: 30.

RequestId String
33517002-182D-
40BE-93EC-
610BD3381045

The ID of the request.

Items Array
An array that consists of instances and their
cross-region backup settings.

Item

BackupEnabled String Enable

The status of the overall cross-region
backup switch on the instance. Valid values:

DisableDisable

EnableEnable

BackupEnabled
Time

String
2019-06-
12T05:44:21Z

The time when cross-region data backup
was enabled on the instance. The time
follows the ISO 8601 standard in the yyyy-
MM-ddTHH:mm:ssZ format. The time is
displayed in UTC.

CrossBackupRe
gion

String cn-shanghai
The ID of the destination region where cross-
region backups of the instance are stored.

CrossBackupTy
pe

String 1

The policy that is used to save cross-region
backups of the instance. Default value: 11.
The default value 1 indicates that all cross-
region backups are saved.

DBInstanceDesc
ription

String Test database

The name of the instance. The name is 2 to
256 characters in length. It  can contain
letters, digits, underscores (_), and hyphens
(-) and must start with a letter.

Not e Not e The name of the instance
cannot start with http:// or https://.

Parameter Type Example Description
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DBInstanceId String
rm-
uf6wjk5xxxxxxxxxx

The ID of the instance.

DBInstanceStat
us

String Running
The status of the instance. For more
information, see Instance status table.

Engine String MySQL The database engine.

EngineVersion String 5.6 The version of the database engine.

LockMode String Unlock

The lock status of the instance. Valid values:

Unlock:Unlock:  The instance is not locked.

ManualLock:ManualLock:  The instance is manually
locked.

LockByExpirat ion:LockByExpirat ion:  The instance is
automatically locked upon expiration.

LockByRest orat ion:LockByRest orat ion:  The instance is
automatically locked before a rollback.

LockByDiskQuot a:LockByDiskQuot a:  The instance is
automatically locked because its storage
space is exhausted. In this situation, the
instance is inaccessible.

LogBackupEnab
led

String Enable

The status of the cross-region log backup
switch on the instance. Valid values:

DisableDisable

EnableEnable

LogBackupEnab
ledTime

String
2019-06-
12T05:44:21Z

The time when cross-region log backup was
enabled on the instance. The time follows
the ISO 8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time is
displayed in UTC.

RetentType Integer 1

The policy that is used to retain cross-region
backups of the instance. Cross-region
backups can be retained only based on the
specified retention period. Default value: 11.

Retention Integer 15
The number of days for which cross-region
backups of the instance are retained. Valid
values: 7 t o 18257 t o 1825.

Parameter Type Example Description
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeCrossRegionBackupDBInstance
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribeCrossRegionBackupDBInstanceResponse>
  <Items>
      <Item>
         <LockMode>Unlock</LockMode>
         <CrossBackupType>1</CrossBackupType>
         <LogBackupEnabled>Enable</LogBackupEnabled>
         <BackupEnabledTime>2019-06-12T05:44:21Z</BackupEnabledTime>
         <BackupEnabled>Enable</BackupEnabled>
         <RetentType>1</RetentType>
         <DBInstanceId>rm-bpxxxxx</DBInstanceId>
         <Retention>15</Retention>
         <DBInstanceDescription>Test database</DBInstanceDescription>
         <Engine>MySQL</Engine>
         <LogBackupEnabledTime>2019-06-12T05:44:21Z</LogBackupEnabledTime>
         <CrossBackupRegion>cn-shanghai</CrossBackupRegion>
         <EngineVersion>5.6</EngineVersion>
         <DBInstanceStatus>Running</DBInstanceStatus>
      </Item>
   </Items>
   <PageNumber>1</PageNumber>
   <RegionId>cn-hangzhou</RegionId>
   <RequestId>33517002-182D-40BE-93EC-610BD3381045</RequestId>
   <ItemsNumbers>1</ItemsNumbers>
   <TotalRecords>1</TotalRecords>
</DescribeCrossRegionBackupDBInstanceResponse>

 JSON  format
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{
    "Items": {
        "Item": [
            {
                "LockMode": "Unlock",
                "CrossBackupType": "1",
                "LogBackupEnabled": "Enable",
                "BackupEnabledTime": "2019-06-12T05:44:21Z",
                "BackupEnabled": "Enable",
                "RetentType": 1,
                "DBInstanceId": "rm-bpxxxxx",
                "Retention": 15,
                "DBInstanceDescription": "Test database",
                "Engine": "MySQL",
                "LogBackupEnabledTime": "2019-06-12T05:44:21Z",
                "CrossBackupRegion": "cn-shanghai",
                "EngineVersion": "5.6",
                "DBInstanceStatus": "Running"
            }
        ]
    },
    "PageNumber": 1,
    "RegionId": "cn-hangzhou",
    "RequestId": "33517002-182D-40BE-93EC-610BD3381045",
    "ItemsNumbers": 1,
    "TotalRecords": 1
}

Error codesError codes

HttpCode Error code Error message Description

403
IncorrectDBInstanceE
ngine

Current DB Instance engine does
not support this operation.

The error message returned
because the database engine of
the instance does not support
this operation.

For a list  of error codes, visit  the API Error Center.
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You can call the DescribeResourceUsage operation to query the storage usage of an ApsaraDB RDS
instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeResource
Usage

The operation that you want to
perform. Set the value to
DescribeResourceUsageDescribeResourceUsage.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

Engine String MySQL The database engine that the instance runs.

DiskUsed Long 2337275904

The storage space that is occupied by data
and log files on the instance. Unit: bytes.
The value -1 indicates that no data or log
files are stored on the instance.

DataSize Long 1292094741

The storage space that is occupied by data
files on the instance. Unit: bytes. The value -
1 indicates that no data files are stored on
the instance.

LogSize Long 1045181163

The storage space that is occupied by log
files on the instance. Unit: bytes. The value -
1 indicates that no log files are stored on
the instance.

24.Monitoring management24.Monitoring management
24.1. Query storage usage24.1. Query storage usage
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BackupSize Long 53002759

The storage space that is occupied by
backup files on the instance. Unit: bytes. The
value -1 indicates that no backup files are
stored on the instance.

ColdBackupSize Long 2337275904

The storage space that is occupied by cold
backup files on the instance. Unit: bytes. The
value -1 indicates that no cold backup files
are stored on the instance.

SQLSize Long 315052751

The storage space that is occupied by SQL
data on the instance. Unit: bytes. The value -
1 indicates that no SQL data is stored on the
instance.

ArchiveBackupSi
ze

Long 0
The storage space that is occupied by
archived backup files on the instance. Unit:
bytes.

BackupDataSize Long 94324736
The storage space that is occupied by data
backup files (excluding archived data backup
files) on the instance. Unit: bytes.

BackupLogSize Long 45145563
The storage space that is occupied by log
backup files (excluding archived log backup
files) on the instance. Unit: bytes.

BackupOssData
Size

Long 8821760

The size of data backup files that are stored
in OSS buckets. Unit: bytes. The value 0
indicates no data backup files are stored in
OSS buckets.

BackupOssLogS
ize

Long 44180999

The size of log backup files that are stored
in OSS buckets. Unit: bytes. The value 0
indicates no log backup files are stored in
OSS buckets.

PaidBackupSize Long 0

The backup storage for which you must pay.
ApsaraDB RDS provides a free quota for
backup storage. You must pay for the
backup storage that exceeds the free quota.
Unit: bytes.

Parameter Type Example Description
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RequestId String
F937E173-559C-
4498-8D90-
38D32342B9E4

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeResourceUsage
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeResourceUsageResponse>
  <PaidBackupSize>0</PaidBackupSize>
  <RequestId>28E73580-103C-4925-A48D-9A7E25F24297</RequestId>
  <BackupSize>51305057407</BackupSize>
  <ArchiveBackupSize>0</ArchiveBackupSize>
  <ColdBackupSize>-1</ColdBackupSize>
  <LogSize>2097152</LogSize>
  <BackupOssLogSize>48565375</BackupOssLogSize>
  <DBInstanceId> rm-uf6wjk5xxxxxxx</DBInstanceId>
  <BackupDataSize>51256492032</BackupDataSize>
  <DataSize>3198156800</DataSize>
  <BackupLogSize>48565375</BackupLogSize>
  <BackupOssDataSize>0</BackupOssDataSize>
  <SQLSize>446228522</SQLSize>
  <DiskUsed>3200253952</DiskUsed>
  <Engine>MySQL</Engine>
</DescribeResourceUsageResponse>

 JSON  format
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{
 "PaidBackupSize": 0,
 "RequestId": "28E73580-103C-4925-A48D-9A7E25F24297",
 "BackupSize": 51305057407,
 "ArchiveBackupSize": 0,
 "ColdBackupSize": -1,
 "LogSize": 2097152,
 "BackupOssLogSize": "48565375",
 "DBInstanceId": " rm-uf6wjk5xxxxxxx",
 "BackupDataSize": 51256492032,
 "DataSize": 3198156800,
 "BackupLogSize": 48565375,
 "BackupOssDataSize": "0",
 "SQLSize": 446228522,
 "DiskUsed": 3200253952,
 "Engine": "MySQL"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries the performance metrics of an ApsaraDB RDS instance.

You can obtain the performance of an instance over a specific t ime range based on its performance
metrics. Performance metrics are generated by using one of the following methods based on the
database engine and version, RDS edit ion, monitoring frequency (ModifyDBInstanceMonitor), and query
t ime range:

For instances that do not run MySQL on RDS High-availability Edit ion with standard SSDs or enhanced
SSDs (ESSDs) and those that do not run MariaDB TX:

5-second monitoring frequency

If the query t ime range is greater than 7 days, performance metrics are collected at  1-day
intervals.

If  the query t ime range is greater than 1 day but less than or equal to 7 days, performance
metrics are collected at  1-hour intervals.

If  the query t ime range is greater than or equal to 1 hour but less than or equal to 1 day,
performance metrics are collected at  1-minute intervals.

If  the query t ime range is less than 1 hour, performance metrics are collected at  5-second
intervals.

60-second monitoring frequency

If the query t ime range is greater than 30 days, performance metrics are collected at  1-day
intervals.

If  the query t ime range is greater than 7 days but less than or equal to 30 days, performance
metrics are collected at  1-hour intervals.

If  the query t ime range is less than or equal to 7 days, performance metrics are collected at  1-
minute intervals.

24.2. Query performance metrics24.2. Query performance metrics
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300-second monitoring frequency

If the query t ime range is greater than 30 days, performance metrics are collected at  1-day
intervals.

If  the query t ime range is greater than 7 days but less than or equal to 30 days, performance
metrics are collected at  1-hour intervals.

If  the query t ime range is less than or equal to 7 days, performance metrics are collected at  5-
minute intervals.

For instances that are running MySQL on RDS High-availability Edit ion with standard SSDs or ESSDs and
those that are running MariaDB TX:

If the query t ime range is greater than 30 days, performance metrics are collected at  1-day
intervals.

If  the query t ime range is greater than 7 days but less than or equal to 30 days, performance
metrics are collected at  1-hour intervals.

If  the query t ime range is less than or equal to 7 days, performance metrics are collected at  1-
minute intervals.

For instances that run PostgreSQL with local SSDs, standard SSDs, or ESSDs:

If the query t ime range is less than or equal to 1 hour, performance metrics are collected at  5-
second intervals.

If  the query t ime range is less than or equal to 2 hours, performance metrics are collected at  10-
second intervals.

If  the query t ime range is less than or equal to 6 hours, performance metrics are collected at  30-
second intervals.

If  the query t ime range is less than or equal to 12 hours, performance metrics are collected at  1-
minute intervals.

If  the query t ime range is less than or equal to 1 day, performance metrics are collected at  2-
minute intervals.

If  the query t ime range is less than or equal to 5 days, performance metrics are collected at  10-
minute intervals.

If  the query t ime range is less than or equal to 15 days, performance metrics are collected at  30-
minute intervals.

If  the query t ime range is less than or equal to 30 days, performance metrics are collected at  1-
hour intervals.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
cePerformance

The operation that you want to
perform. Set the value to
DescribeDBInst ancePerf ormanceDescribeDBInst ancePerf ormance.
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

Key String Yes MySQL_Sessions

The performance metric that you want
to query. If you enter more than one
performance metric, separate them
with commas (,). For more information,
see Performance parameter table.

Not e Not e If you set the KeyKey
parameter to
MySQL_SpaceUsageMySQL_SpaceUsage or
SQLServer_SpaceUsageSQLServer_SpaceUsage, you can
query the performance metric only
over one day.

StartT ime String Yes
2012-06-
08T15:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

Not e Not e The time span
between the start t ime and the
end time must be longer than the
monitoring frequency. Otherwise,
this operation may return an
empty array.

EndTime String Yes
2012-06-
18T15:00Z

The end of the t ime range to query.
Specify the t ime in the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

Not e Not e The time span
between the start t ime and the
end time must be longer than the
monitoring frequency. Otherwise,
this operation may return an
empty array.

Parameter Type Required Example Description

Response parametersResponse parameters
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Parameter Type Example Description

DBInstanceId String
rm-
uf6wjk5xxxxxxxxxx

The ID of the instance.

Engine String MySQL
The database engine that is run on the
instance.

StartT ime String 2012-06-10T15:00Z

The beginning of the t ime range to query.
The time follows the ISO 8601 standard in
the yyyy-MM-ddTHH:mmZ format. The time
is displayed in UTC.

EndTime String 2012-06-19T15:00Z

The end of the t ime range to query. The
time follows the ISO 8601 standard in the
yyyy-MM-ddTHH:mmZ format. The time is
displayed in UTC.

PerformanceKe
ys

Array of
PerformanceKe
y

An array that consists of performance
metrics.

PerformanceKe
y

Key String MySQL_Sessions The name of the performance metric.

Unit String KB The unit  of the performance metric.

ValueFormat String recv_k&sent_k

The format that the value of the
performance metric follows. Multiple
performance metric values are separated by
the &amp; string. Example:
com_delete&amp;com_insert&amp;com_ins
ert_select&amp;com_replace.

Values
Array of
PerformanceVa
lue

An array that consists of performance metric
values in the following format: {value1,
value2, ...}.

PerformanceVa
lue

Value String 0.0&13.6 The value of the performance metric.
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Date String
2011-05-
30T03:29:00Z

The date and time when the value of the
performance metric was recorded. The time
follows the ISO 8601 standard in the yyyy-
MM-ddTHH:mmZ format. The time is
displayed in UTC.

RequestId String
A5409D02-D661-
4BF3-8F3D-
0A814D0574E7

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBInstancePerformance
&DBInstanceId= rm-uf6wjk5xxxxxxx
&Key=MySQL_Sessions
&StartTime=2012-06-08T15:00Z
&EndTime=2012-06-18T15:00Z
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDBInstancePerformanceResponse>
      <RequestId>A5409D02-D661-4BF3-8F3D-0A814D0574E7</RequestId>
      <DBInstanceID> rm-uf6wjk5xxxxxxx</DBInstanceID>
      <StartTime>2012-06-11T15:00Z</StartTime>
      <EndTime>2013-10-17T15:00Z</EndTime>
      <Engine>MySQL</Engine>
      <PerformanceKeys>
            <PerformanceKey>
                  <Key>MySQL_NetworkTraffic</Key>
                  <Unit>KB</Unit>
                  <ValueFormat>recv_k&amp;sent_k</ValueFormat>
                  <Values></Values>
            </PerformanceKey>
      </PerformanceKeys>
</DescribeDBInstancePerformanceResponse>

 JSON  format
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{
    "RequestId": "A5409D02-D661-4BF3-8F3D-0A814D0574E7",
    "DBInstanceID": " rm-uf6wjk5xxxxxxx",
    "StartTime": "2012-06-11T15:00Z",
    "EndTime": "2013-10-17T15:00Z",
    "Engine": "MySQL",
    "PerformanceKeys": {
        "PerformanceKey": [
            {
                "Key": "MySQL_NetworkTraffic",
                "Unit": "KB",
                "ValueFormat": "recv_k&sent_k",
                "Values": {
                    "PerformanceValue": []
                }
            }
        ]
    }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries the monitoring frequency of an ApsaraDB RDS instance.

Not e Not e This operation is not supported for RDS instances that run PostgreSQL. The monitoring
frequency of such an instance varies based on the query t ime range. For more information, see
Query performance metrics.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ceMonitor

The operation that you want to
perform. Set the value to
DescribeDBInst anceMonit orDescribeDBInst anceMonit or.

24.3. Query the monitoring frequency24.3. Query the monitoring frequency
of an ApsaraDB RDS instanceof an ApsaraDB RDS instance
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DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Period String 60 The monitoring frequency. Unit: seconds.

RequestId String
30829FD4-1A84-
4C2A-A625-
2EADECB95CA3

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeDBInstanceMonitor
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDBInstanceMonitorResponse>
   <period>60</period>
   <requestId>30829FD4-1A84-4C2A-A625-2EADECB95CA3</requestId>
</DescribeDBInstanceMonitorResponse>

 JSON  format
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{
    "period": "60", 
    "requestId": "30829FD4-1A84-4C2A-A625-2EADECB95CA3"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyDBInstanceMonitor operation to modify the monitoring frequency of an
ApsaraDB RDS instance.

Before you call this operation, make sure that you understand the billing methods and pricing of
ApsaraDB RDS. For more information, see Billable items, billing methods, and pricing.

Alibaba Cloud provides different monitoring frequencies for different instances. For more information,
see Set  monitoring frequencies.

Not eNot e

If your want to set  the monitoring frequency to every few seconds, you are charged
addit ional fees. For more information, see Billable items, billing methods, and pricing.

This operation is not supported for ApsaraDB RDS for PostgreSQL instances. The monitoring
frequency of an ApsaraDB RDS for PostgreSQL instance varies based on the query t ime
range. For more information, see Query performance metrics.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
Monitor

The operation that you want to
perform. Set the value to
Modif yDBInst anceMonit orModif yDBInst anceMonit or.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

24.4. Modify monitoring frequency24.4. Modify monitoring frequency
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Period String Yes 60

The monitoring frequency that you
want to use. Valid values:

55

1010

6060

300300

Unit: seconds.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must make sure that it  is
unique among different requests. The
token can contain only ASCII characters
and cannot exceed 64 characters in
length.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
52B9805C-432C-
4ED1-83FD-
2F916B6D2733

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyDBInstanceMonitor
&DBInstanceId=rm-uf6wjk5xxxxxxx
&Period=60
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBInstanceMonitorResponse>
   <requestId>52B9805C-432C-4ED1-83FD-2F916B6D2733</requestId>
</ModifyDBInstanceMonitorResponse>

 JSON  format

{
    "requestId": "52B9805C-432C-4ED1-83FD-2F916B6D2733"
}
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Error codesError codes

HTTP
status
code

Error code Error message Description

404
InvalidDBInstanceId.
NotFound

The DBInstanceId provided does
not exist in our records.

The error message returned
because the instance cannot be
found. Confirm that the instance
is created within your Alibaba
Cloud account and is not
deleted.

For a list  of error codes, visit  the API Error Center.

You can call the DescribeAvailableMetrics operation to query the Enhanced Monitoring metrics that are
available for an ApsaraDB RDS for PostgreSQL instance.

PrerequisitesPrerequisites
Before you call this operation, make sure that the instance runs PostgreSQL.

For more information, see View the Enhanced Monitoring metrics of an ApsaraDB RDS for PostgreSQL
instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeAvailable
Metrics

The operation that you want to
perform. Set the value to
DescribeAvailableMet ricsDescribeAvailableMet rics .

DBInstanceName String Yes
pgm-
bp1s1j103lo6****

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

Response parametersResponse parameters

24.5. Query available Enhanced24.5. Query available Enhanced
Monitoring metricsMonitoring metrics
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Parameter Type Example Description

Items Array of Metrics
An array that consists of the Enhanced
Monitoring metrics that are available for the
instance.

Description String

OS CPU utilization,
equal to the number
of OS-consumed
CPUs divided by the
total number of
CPUs

The description of the Enhanced Monitoring
metric.

Dimension String os

The category of the Enhanced Monitoring
metric. Valid values:

osos : OS metric

dbdb: database metric

GroupKey String os.cpu_usage
The key of the group to which the Enhanced
Monitoring metric belongs.

GroupKeyType String CPU utilization
The name of the group to which the
Enhanced Monitoring metric belongs.

Method String avg

The method that is used to aggregate the
monitoring data of the Enhanced Monitoring
metric. Valid values:

avgavg: The system calculates the average
value of the Enhanced Monitoring metric.

minmin: The system calculates the minimum
value of the Enhanced Monitoring metric.

maxmax: The system calculates the maximum
value of the Enhanced Monitoring metric.

MetricsKey String
os.cpu_usage.sys.av
g

The key of the Enhanced Monitoring metric.

MetricsKeyAlias String cpu_sys_per_core The alias of the Enhanced Monitoring metric.

SortRule Integer 1
The serial number of the Enhanced
Monitoring metric.

Unit String % The unit  of the Enhanced Monitoring metric.
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RequestId String
5CD61041-35F7-
10F7-BE94-
33A48B221218

The ID of the request.

TotalRecordCo
unt

Integer 4
The total number of Enhanced Monitoring
metrics that are available for the instance.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyun.cs/?Action=DescribeAvailableMetrics
&DBInstanceName=pgm-bp1s1j103lo6****
&<Common request parameters>

Sample success responses

 XML  format

<DescribeAvailableMetricsResponse>
  <TotalRecordCount>2</TotalRecordCount>
  <RequestId>A467D279-68A8-57B3-BDA4-35F8B3DDB1B7</RequestId>
  <Items>
        <Description>OS CPU utilization, equal to the number of OS-consumed CPUs divided by
the total number of CPUs</Description>
        <MetricsKey>os.cpu_usage.sys.avg</MetricsKey>
        <GroupKeyType>CPU utilization</GroupKeyType>
        <GroupKey>os.cpu_usage</GroupKey>
        <Method>avg</Method>
        <Dimension>os</Dimension>
        <Unit>%</Unit>
        <SortRule>1</SortRule>
        <DbType>pgsql</DbType>
        <MetricsKeyAlias>os.cpu_usage.sys</MetricsKeyAlias>
  </Items>
  <Items>
        <Description>User CPU utilization, equal to the number of user-consumed CPUs divide
d by the total number of CPUs</Description>
        <MetricsKey>os.cpu_usage.user.avg</MetricsKey>
        <GroupKeyType>CPU utilization</GroupKeyType>
        <GroupKey>os.cpu_usage</GroupKey>
        <Method>avg</Method>
        <Dimension>os</Dimension>
        <Unit>%</Unit>
        <SortRule>2</SortRule>
        <DbType>pgsql</DbType>
        <MetricsKeyAlias>os.cpu_usage.user</MetricsKeyAlias>
  </Items>
</DescribeAvailableMetricsResponse>
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 JSON  format

{
    "TotalRecordCount": 2,
    "RequestId": "A467D279-68A8-57B3-BDA4-35F8B3DDB1B7",
    "Items": [
        {
            "Description": "OS CPU utilization, equal to the number of OS-consumed CPUs div
ided by the total number of CPUs",
            "MetricsKey": "os.cpu_usage.sys.avg",
            "GroupKeyType": "CPU utilization",
            "GroupKey": "os.cpu_usage",
            "Method": "avg",
            "Dimension": "os",
            "Unit": "%",
            "SortRule": 1,
            "DbType": "pgsql",
            "MetricsKeyAlias": "os.cpu_usage.sys"
        },
        {
            "Description": "User CPU utilization, equal to the number of user-consumed CPUs
divided by the total number of CPUs",
            "MetricsKey": "os.cpu_usage.user.avg",
            "GroupKeyType": "CPU utilization",
            "GroupKey": "os.cpu_usage",
            "Method": "avg",
            "Dimension": "os",
            "Unit": "%",
            "SortRule": 2,
            "DbType": "pgsql",
            "MetricsKeyAlias": "os.cpu_usage.user"
        }
    ]
}

Error codesError codes

HTTP
status
code

Error code Error message Description

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the instance name that
you specify cannot be found.
Check whether the instance
name is correct.

For a list  of error codes, visit  the API Error Center.

24.6. Modify displayed Enhanced24.6. Modify displayed Enhanced
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You can call the ModifyDBInstanceMetrics operation to modify the Enhanced Monitoring metrics that
are displayed for an ApsaraDB RDS for PostgreSQL instance.

PrerequisitesPrerequisites
Before you call this operation, make sure that the instance runs PostgreSQL.

For more information, see View the Enhanced Monitoring metrics of an ApsaraDB RDS for PostgreSQL
instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyDBInstance
Metrics

The operation that you want to
perform. Set the value to
Modif yDBInst anceMet ricsModif yDBInst anceMet rics .

DBInstanceName String Yes
pgm-
bp1s1j103lo6****

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

MetricsConfig String Yes
os.cpu_usage.sys
.avg,os.cpu_usag
e.user.avg

The keys of the Enhanced Monitoring
metrics that you want to display for
the instance. You can enter a maximum
of 30 metric keys. If you enter multiple
metric keys, you must separate the
metric keys with commas (,).

You can call the
DescribeAvailableMetrics operation to
query the keys of metrics.

Monitoring metricsMonitoring metrics
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Scope String Yes instance

The application scope of this
modification. Valid values:

inst anceinst ance: This modification is
applied only to the current instance.

regionregion: This modification is applied
to all ApsaraDB RDS for PostgreSQL
instances that are equipped with the
same type of storage media as the
current instance in the region to
which the current instance belongs.
For example, if the current instance
is equipped with standard SSDs or
enhanced SSDs (ESSDs), this
modification is applied to all
ApsaraDB RDS for PostgreSQL
instances that are equipped with
standard SSDs or ESSDs in the region
to which the current instance
belongs.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String
pgm-
bp1s1j103lo6****

The ID of the instance.

RequestId String
B55934BB-FFAA-
5276-80A8-
E0FDB12810B3

The ID of the request.

Scope String instance

The application scope of this modification.
Valid values:

inst anceinst ance: This modification is applied
only to the current instance.

regionregion: This modification is applied to all
ApsaraDB RDS for PostgreSQL instances
that are equipped with the same type of
storage media as the current instance in
the region to which the current instance
belongs.

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=ModifyDBInstanceMetrics
&DBInstanceName=pgm-bp1s1j103lo6****
&MetricsConfig=os.cpu_usage.sys.avg,os.cpu_usage.user.avg
&Scope=instance
&<Common request parameters>

Sample success responses

 XML  format

<ModifyDBInstanceMetrics>
  <data>
        <RequestId>B55934BB-FFAA-5276-80A8-E0FDB12810B3</RequestId>
        <Scope>instance</Scope>
        <DBInstanceId>pgm-bp1s1j103lo6****</DBInstanceId>
  </data>
</ModifyDBInstanceMetrics>

 JSON  format

{
    "data": {
        "RequestId": "B55934BB-FFAA-5276-80A8-E0FDB12810B3",
        "Scope": "instance",
        "DBInstanceId": "pgm-bp1s1j103lo6****"
    }
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400 InvalidMetricsConfig
The specified metrics config is
invalid.

The error message returned
because the Enhanced
Monitoring metrics that you
specify are invalid.

400 InvalidScope The specified scope is invalid
The error message returned
because the application scope
that you specify is invalid.

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the instance name that
you specify cannot be found.
Check whether the instance
name is correct.

For a list  of error codes, visit  the API Error Center.

24.7. Query enabled Enhanced24.7. Query enabled Enhanced
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You can call the DescribeDBInstanceMetrics operation to query the Enhanced Monitoring metrics that
are enabled for an ApsaraDB RDS for PostgreSQL instance.

PrerequisitesPrerequisites
Before you call this operation, make sure that the instance runs PostgreSQL.

For more information, see View the Enhanced Monitoring metrics of an ApsaraDB RDS for PostgreSQL
instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeDBInstan
ceMetrics

The operation that you want to
perform. Set the value to
DescribeDBInst anceMet ricsDescribeDBInst anceMet rics .

DBInstanceName String Yes
pgm-
bp1s1j103lo6****

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

Response parametersResponse parameters

Parameter Type Example Description

Items Array of Metrics
An array that consists of the Enhanced
Monitoring metrics that are enabled for the
instance.

Description String

OS CPU utilization,
equal to the number
of OS-consumed
CPUs divided by the
total number of
CPUs

The description of the Enhanced Monitoring
metric.

24.7. Query enabled Enhanced24.7. Query enabled Enhanced
Monitoring metricsMonitoring metrics
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Dimension String os

The category of the Enhanced Monitoring
metric. Valid values:

osos : OS metric

dbdb: database metric

GroupKey String os.cpu_usage
The key of the group to which the Enhanced
Monitoring metric belongs.

GroupKeyType String CPU utilization
The name of the group to which the
Enhanced Monitoring metric belongs.

Method String avg

The method that is used to aggregate the
monitoring data of the Enhanced Monitoring
metric. Valid values:

avgavg: The system calculates the average
value of the Enhanced Monitoring metric.

minmin: The system calculates the minimum
value of the Enhanced Monitoring metric.

maxmax: The system calculates the maximum
value of the Enhanced Monitoring metric.

MetricsKey String
os.cpu_usage.sys.av
g

The key of the Enhanced Monitoring metric.

MetricsKeyAlias String os.cpu_usage.sys The alias of the Enhanced Monitoring metric.

SortRule Integer 1
The serial number of the Enhanced
Monitoring metric.

Unit String % The unit  of the Enhanced Monitoring metric.

RequestId String
318C3754-F6D0-
54BB-A55C-
23EAA04708B7

The ID of the request.

TotalRecordCo
unt

Integer 1
The total number of Enhanced Monitoring
metrics that are enabled for the instance.

Parameter Type Example Description

ExamplesExamples
Sample requests
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http(s)://rds.aliyuncs.com/?Action=DescribeDBInstanceMetrics
&DBInstanceName=pgm-bp1s1j103lo6****
&<Common request parameters>

Sample success responses

 XML  format

<DescribeDBInstanceMetrics>
  <TotalRecordCount>1</TotalRecordCount>
  <RequestId>318C3754-F6D0-54BB-A55C-23EAA04708B7</RequestId>
    <Items>
         <Description>OS CPU utilization, equal to the number of OS-consumed CPUs divided b
y the total number of CPUs</Description>
         <GroupKeyType>CPU utilization</GroupKeyType>
         <MetricsKey>os.cpu_usage.sys.avg</MetricsKey>
         <GroupKey>os.cpu_usage</GroupKey>
         <Dimension>os</Dimension>
         <Method>avg</Method>
         <Unit>%</Unit>
         <SortRule>1</SortRule>
         <MetricsKeyAlias>os.cpu_usage.sys</MetricsKeyAlias>
    </Items>
</DescribeDBInstanceMetrics>

 JSON  format

{
    "TotalRecordCount": 1,
    "RequestId": "318C3754-F6D0-54BB-A55C-23EAA04708B7",
    "Items": {
        "Description": "OS CPU utilization, equal to the number of OS-consumed CPUs divided
by the total number of CPUs",
        "GroupKeyType": "CPU utilization",
        "MetricsKey": "os.cpu_usage.sys.avg",
        "GroupKey": "os.cpu_usage",
        "Dimension": "os",
        "Method": "avg",
        "Unit": "%",
        "SortRule": 1,
        "MetricsKeyAlias": "os.cpu_usage.sys"
    }
}

Error codesError codes

HTTP
status
code

Error code Error message Description
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400
InvalidInstanceMetric
sConfigs.NotFound

The specified instance has no
metrics configs

The error message returned
because no Enhanced Monitoring
metrics are configured for the
instance.

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the instance name that
you specify cannot be found.
Check whether the instance
name is correct.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.
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Queries the parameter configurations of an ApsaraDB for RDS instance.

This operation is applicable to ApsaraDB for RDS instances that run the following database engines:

MySQL 5.5, 5.6, 5.7, and 8.0

SQL Server 2008 R2

PostgreSQL 9.4, 10, 11, 12, 13 and 14

MariaDB 10.3

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeParamet
ers

The operation that you want to
perform. Set the value to
DescribeParamet ersDescribeParamet ers .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxx

The client token that is used to ensure
the idempotency of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

Response parametersResponse parameters

Parameter Type Example Description

Engine String MySQL The database engine.

EngineVersion String 5.5 The edition of the database engine.

25.Parameter management25.Parameter management
25.1. Query parameter configurations25.1. Query parameter configurations
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RunningParame
ters

Array
The list  of running parameters for the
instance.

DBInstancePara
meter

ParameterNam
e

String fill factor The name of a parameter.

ParameterValu
e

String 0 The value of a parameter.

ParameterDescr
iption

String

This parameter sets
the default fill
factor value at the
server scope. A fill
factor is provided to
optimize index data
storage and
performance.

The description of a parameter.

ConfigParamet
ers

Array

The list  of parameters that are being
synchronized. After you modify and submit
the parameters, you must wait for the
parameters to be synchronized to the
instance. After synchronization, you can
delete the parameters from the list.

DBInstancePara
meter

ParameterNam
e

String fill factor The name of a parameter.

ParameterValu
e

String 50 The value of a parameter.

ParameterDescr
iption

String

This parameter sets
the default fill
factor value at the
server scope. A fill
factor is provided to
optimize index data
storage and
performance.

The description of a parameter.

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

Parameter Type Example Description

ExamplesExamples
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Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeParameters
&DBInstanceId=rm-uf6wjk5xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeParametersResponse>
      <ConfigParameters>
            <DBInstanceParameter>
                  <ParameterDescription> This parameter sets the default fill factor value 
at the server scope. A fill factor is provided to optimize index data storage and performan
ce. </ParameterDescription>
                  <ParameterName>fill factor</ParameterName>
                  <ParameterValue>50</ParameterValue>
            </DBInstanceParameter>
      </ConfigParameters>
      <Engine>mssql</Engine>
      <EngineVersion>2008r2</EngineVersion>
      <RunningParameters>
            <DBInstanceParameter>
                  <ParameterDescription> This parameter sets the default fill factor value 
at the server scope. A fill factor is provided to optimize index data storage and performan
ce. </ParameterDescription>
                  <ParameterName>fill factor</ParameterName>
                  <ParameterValue>0</ParameterValue>
            </DBInstanceParameter>
      </RunningParameters>
      <RequestId>2A748162-8040-4D6B-813E-6910C8C033F1</RequestId>
</DescribeParametersResponse>

 JSON  format
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{
  "ConfigParameters": {
      "DBInstanceParameter": [
          {
              "ParameterDescription": "This parameter sets the default fill factor value fo
r the server range. A fill factor is provided to optimize index data storage and performanc
e.", 
              "ParameterName": "fill factor", 
              "ParameterValue": "50"
          }
      ]
  }, 
  "Engine": "mssql", 
  "EngineVersion": "2008r2", 
  "RunningParameters": {
      "DBInstanceParameter": [
          {
              "ParameterDescription": "This parameter sets the default fill factor value fo
r the server range. A fill factor is provided to optimize index data storage and performanc
e.", 
              "ParameterName": "fill factor", 
              "ParameterValue": "0"
          }
      ]
  }, 
  "RequestId": "2A748162-8040-4D6B-813E-6910C8C033F1"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ModifyParameter operation to modify the parameters of an ApsaraDB RDS instance.

You can modify the parameters directly or by using a parameter template. After you submit  the
parameter modificat ion request, ApsaraDB RDS starts a task to apply the new parameter values to the
instance. If  a new parameter value takes effect  only after the instance restarts, ApsaraDB RDS restarts
the instance. For information about configurable parameters, see Configure the parameters of an
ApsaraDB RDS for MySQL instance.

Not e Not e Before you run a parameter modificat ion task, ApsaraDB RDS checks whether the
parameters exist , whether they are configurable, and whether the new parameter values are valid.

DebuggingDebugging

25.2. Modify parameters of an25.2. Modify parameters of an
ApsaraDB for RDS instanceApsaraDB for RDS instance
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes ModifyParameter
The operation that you want to
perform. Set the value to
Modif yParamet erModif yParamet er.

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxxxxx

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

Parameters String Yes null

The JSON strings of parameters and
their values. All the parameter values
are of the string type. Format:
{"Parameter name 1":"Parameter value
1","Parameter name 2":"Parameter
value 2"...}

Not e Not e If you specify this
parameter, you do not need to
specify the Paramet erGroupIdParamet erGroupId
parameter.

Forcerestart Boolean No false

Specifies whether to restart the
instance for a new parameter value to
take effect. Valid values:

t ruet rue: The system forcefully restarts
the instance. If a new parameter
value takes effect only after the
instance restarts, you must set this
parameter to true. Otherwise, the
new parameter value cannot take
effect.

f alsef alse: The system does not
forcefully restart the instance.

Default value: f alsef alse
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ParameterGroupI
d

String No rpg-xxxxxxxxx

The ID of the parameter template.

Not eNot e

If you specify this
parameter, you do not
need to specify the
Paramet ersParamet ers  parameter.

If the parameter template
applies only after you
restart the instance, you
must specify the
Forcerest artForcerest art  parameter.

SwitchT imeMode String No ScheduleT ime

The time at which the modification
takes effect. Valid values:

Immediat elyImmediat ely: modifies the
parameter immediately. This is the
default value.

Maint ainT imeMaint ainT ime: modifies the
parameter during the maintenance
window of the instance. You can call
the ModifyDBInstanceMaintainT ime
operation to change the
maintenance window of the
instance.

ScheduleT imeScheduleT ime: The modification
takes effect at the point in t ime that
you specify. If you specify this value,
you must also specify the
Swit chT imeSwit chT ime parameter.

SwitchT ime String No
2022-05-
06T09:24:00Z

The time at which the modification
takes effect. Specify the t ime in the ISO
8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time must
be in UTC.

Not e Not e This t ime must be
later than the t ime at which you
call this operation.

Parameter Type Required Example Description

Response parametersResponse parameters
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Parameter Type Example Description

RequestId String
542BB8D6-4268-
45CC-A557-
B03EFD7AB30A

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ModifyParameter
&DBInstanceId=rm-uf6wjk5xxxxxxx
&Parameters={"delayed_insert_timeout":"600","max_length_for_sort_data":"2048"}
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<ModifyParameterResponse>
       <RequestId>542BB8D6-4268-45CC-A557-B03EFD7AB30A</RequestId>
</ModifyParameterResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "542BB8D6-4268-45CC-A557-B03EFD7AB30A"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
PendingActionOverd
ue

the action execution time is
already overdue

The error message returned
because the t ime that you
specified for the modification to
take effect has elapsed.

400
InvalidParameters.Fo
rmat

Specified parameters is not
valid.

The error message returned
because a specified parameter is
invalid.

400
InvalidParameters.Fo
rmat

The format of the specified
parameter is invalid.

The error message returned
because the format of a
specified parameter is invalid.
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400
Invalid.ParamGroupD
BCategory

ParamGroup category is basic,
not standard.

The error message returned
because the category of the
specified parameter template is
basic instead of standard.

403
IncorrectDBInstance
Type

The current database instance
type does not support the
operation.

The error message returned
because the configuration of the
instance does not support this
operation.

403
IncorrectDBInstanceS
tate

The current database status
does not support the operation.

The error message returned
because the operation is not
supported when the instance is
in the current state. Check that
the instance is in the Running
state.

404
InvalidDBInstance.No
tFound

The specified instance does not
exist or is not supported.

The error message returned
because the specified instance is
not found. Check the ID of the
instance.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Queries the parameter reconfiguration logs of an ApsaraDB for RDS instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeModifyPa
rameterLog

The operation that you want to
perform. Set the value to
DescribeModif yParamet erLogDescribeModif yParamet erLog.

DBInstanceId String Yes rm-uf6wjk5xxxxx The ID of the RDS instance.

25.3. Query parameter configuration25.3. Query parameter configuration
logslogs
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StartT ime String Yes
2020-03-
01T00:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

EndTime String Yes
2020-03-
01T10:00Z

The end of the t ime range to query.
The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

PageSize Integer No 30

The number of entries to return on
each page. Valid values:

3030

5050

100100

Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Pages start from page 1.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxx The ID of the RDS instance.

Engine String MySQL
The database engine that the RDS instance
runs.

EngineVersion String 5.6
The version of the database engine that the
RDS instance runs.

Items Array
An array that consists of parameter
reconfiguration log entries.

ParameterChan
geLog
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ModifyT ime String 1584076066000
The time when the parameter was
reconfigured. This value is a UNIX timestamp.
Unit: milliseconds.

NewParameter
Value

String 3 The new value of the parameter.

OldParameterV
alue

String 8 The original value of the parameter.

ParameterNam
e

String
innodb_stats_sampl
e_pages

The name of the parameter.

Status String Syncing

The status of the new value specified for the
parameter. Valid values:

Applied:Applied:  The new value has taken effect.

Syncing:Syncing:  The new value is being applied
and has not taken effect.

PageNumber Integer 1 The page number of the returned page.

PageRecordCou
nt

Integer 1 The number of entries returned per page.

RequestId String
C8E88DED-533F-
4B3C-9207-
731FBF394CCA

The ID of the request.

TotalRecordCo
unt

Integer 1 The total number of entries returned.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeModifyParameterLog
&DBInstanceId=rm-uf6wjk5xxxxx
&StartTime=2020-03-01T00:00Z
&EndTime=2020-03-01T10:00Z
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeModifyParameterLogResponse>
  <EngineVersion>5.6</EngineVersion>
  <Engine>mysql</Engine>
  <RequestId>C8E88DED-533F-4B3C-9207-731FBF394CCA</RequestId>
  <DBInstanceId>rm-uf6wjk5xxxxx</DBInstanceId>
  <PageNumber>1</PageNumber>
  <PageRecordCount>1</PageRecordCount>
  <TotalRecordCount>1</TotalRecordCount>
  <Items>
        <ParameterChangeLog>
              <Status>Syncing</Status>
              <ModifyTime>1584076066000</ModifyTime>
              <NewParameterValue>3</NewParameterValue>
              <OldParameterValue>8</OldParameterValue>
              <ParameterName>innodb_stats_sample_pages</ParameterName>
        </ParameterChangeLog>
  </Items>
</DescribeModifyParameterLogResponse>

 JSON  format

{"EngineVersion":"5.6",
   "Engine":"mysql",
   "RequestId":"C8E88DED-533F-4B3C-9207-731FBF394CCA",
   "DBInstanceId":"rm-uf6wjk5xxxxx",
   "PageNumber":"1",
   "PageRecordCount":"1",
   "TotalRecordCount":"1",
   "Items":
    {"ParameterChangeLog":
      [{"Status":"Syncing",
        "ModifyTime":"1584076066000",
        "NewParameterValue":"3",
        "OldParameterValue":"8",
        "ParameterName":"innodb_stats_sample_pages"}]}
   }

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries the parameter template of an ApsaraDB for RDS instance.

Before you call this operation, make sure that the instance runs one of the following database engines:

MySQL 5.5, 5.6, 5.7, and 8.0

SQL Server 2008 R2

PostgreSQL 9.4, 10, 11, and 12

25.4. Query the parameter template25.4. Query the parameter template
of an ApsaraDB for RDS instanceof an ApsaraDB for RDS instance
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MariaDB 10.3

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeParamet
erTemplates

The operation that you want to
perform. Set the value to
DescribeParamet erT emplat esDescribeParamet erT emplat es .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxxxx
x

The ID of the instance.

Engine String Yes mysql

The database engine that the instance
runs. Valid values:

mysql:mysql:  The instance runs MySQL.

mssql:mssql:  The instance runs SQL
Server.

Post greSQL:Post greSQL:  The instance runs
PostgreSQL.

MariaDB:MariaDB:  The instance runs MariaDB.

EngineVersion String Yes 5.6

The version of the database engine.
Valid values:

MySQL: 5.5 |  5.6 |  5.7 |  8.05.5 |  5.6 |  5.7 |  8.0

SQL Server: 2008r22008r2

PostgreSQL: 9.4 |  10.0 |  11.0 |9.4 |  10.0 |  11.0 |
12.0 |  13.0 |  14.012.0 |  13.0 |  14.0

MariaDB: 10.310.3

ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxx

The client token that is used to ensure
the idempotency of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.
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Category String No Basic

The RDS edition of the instance. Valid
values:

Basic:Basic:  The instance is of the Basic
Edition.

HighAvailabilit y:HighAvailabilit y:  The instance is of
the High-availability Edition.

Finance:Finance:  The instance is of the
Enterprise Edition.

RegionId String No cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

Engine String MySQL The database engine.

EngineVersion String 5.5 The version of the database engine.

ParameterCoun
t

String 56 The number of parameters.

Parameters Array The list  of parameters.

TemplateRecor
d

ParameterNam
e

String
auto_increment_incr
ement

The name of the parameter.

ParameterValu
e

String 1 The default value of the parameter.

ForceModify String true
Indicates whether the parameter can be
modified. Valid values: t rue |  f alset rue |  f alse

ForceRestart String false
Indicates whether the modified parameter
takes effect only after a database restart.
Valid values: t rue |  f alset rue |  f alse

CheckingCode String [10-3000] The value range of the parameter.
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ParameterDescr
iption

String

determines the
starting point for
the
AUTO_INCREMENT
column value.

The description of the parameter.

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeParameterTemplates
&Engine=MySQL
&EngineVersion=5.6
&<Common request parameters>

Sample success responses

 XML  format

<DescribeParameterTemplatesResponse>
    <Engine>mssql</Engine>
    <EngineVersion>2008r2</EngineVersion>
    <ParameterCount>1</ParameterCount>
    <Parameters>
        <TemplateRecord>
          <CheckingCode>[0-100]</CheckingCode>
          <ForceRestart>True</ForceRestart>
          <Factor>1</Factor>
          <ParameterDescription>xxxxxxx</ParameterDescription>
          <ParameterName>fill factor</ParameterName>
          <ParameterValue>0</ParameterValue>
          <ForceModify>True</ForceModify>
          <Unit>INT</Unit>
        </TemplateRecord>
    </Parameters>
    <RequestId>7B96585A-0FF2-4979-8FE5-7D147A29FDC0</RequestId>
</DescribeParameterTemplatesResponse>

 JSON  format
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{
  "DescribeParameterTemplatesResponse": {
    "Engine": "mssql",
    "EngineVersion": "2008r2",
    "ParameterCount": "1",
    "Parameters": {
      "TemplateRecord": {
        "CheckingCode": "[0-100]",
        "ForceRestart": "True",
        "Factor": "1",
        "ParameterDescription": "xxxxxxx",
        "ParameterName": "fill factor",
        "ParameterValue": "0",
        "ForceModify": "True",
        "Unit": "INT"
      }
    },
    "RequestId": "7B96585A-0FF2-4979-8FE5-7D147A29FDC0"
  }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the CreateParameterGroup operation to create a parameter template.

You can configure a number of parameters at  a t ime by using a parameter template and then apply the
parameter template to an ApsaraDB RDS instance. For more information, see Use a parameter template
to configure the parameters of ApsaraDB RDS for MySQL instances.

Not e Not e Parameter templates are supported only for RDS instances that run MySQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateParameter
Group

The operation that you want to
perform. Set the value to
Creat eParamet erGroupCreat eParamet erGroup.

25.5. Create a parameter template25.5. Create a parameter template
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RegionId String Yes cn-hangzhou

The region ID of the parameter
template. You can call the
DescribeRegions operation to query the
most recent region list.

ParameterGroupN
ame

String Yes test1234

The name of the parameter template.

The name can contain letters, digits,
periods (.), and underscores (_) and
must start with a letter.

The name can be 8 to 64 characters
in length.

Engine String Yes mysql
The database engine. Set the value to
mysqlmysql.

EngineVersion String Yes 5.7

The database engine version that is run
on the instance. Valid values:

5.65.6

5.75.7

8.08.0

Parameters String Yes null

A JSON string that consists of
parameters and their values in the
parameter template. Format:
{"Parameter 1":"Value of Parameter
1","Parameter 2":"Value of Parameter
2"...}. For information about
configurable parameters, see
Configure the parameters of an
ApsaraDB RDS for MySQL instance.

ParameterGroupD
esc

String No test
The description of the parameter
template. The description can be up to
200 characters in length.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

ParameterGrou
pId

String
rpg-
q488w14xvsk3o6un

The ID of the parameter template. You can
call the DescribeParameterGroups operation
to query the IDs of parameter templates.
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RequestId String
7A41C147-C8D0-
4DAE-A1A2-
17EBCD60DFA1

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CreateParameterGroup
&RegionId=cn-hangzhou
&ParameterGroupName=test1234
&Engine=mysql
&EngineVersion=5.7
&Parameters={"back_log":"3000","wait_timeout":"86400"}
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<CreateParameterGroupResponse>
<RequestId>7A41C147-C8D0-4DAE-A1A2-17EBCD60DFA1</RequestId>
</CreateParameterGroupResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "7A41C147-C8D0-4DAE-A1A2-17EBCD60DFA1"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
ParamGroupsNameI
nvalid

The parameter group name is
invalid.

The error message returned
because the name of the
parameter template is invalid.
The name must be 8 to 64
characters in length and can
contain letters, digits, periods
(.), and underscores (_). The
name must start with a letter.
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400
ParamGroupsNameI
nvalid

The specified parameter group
name is invalid.

The error message returned
because the name of the
parameter template is invalid.
The name must be 8 to 64
characters in length and can
contain letters, digits, periods
(.), and underscores (_). The
name must start with a letter.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Modifies a parameter template of an ApsaraDB for RDS instance.

You can configure a number of parameters at  a t ime by using a parameter template and apply the
parameter template to an RDS instance. For more information, see Use a parameter template to
manage parameters.

Not e Not e Parameter templates are supported only for RDS instances that run MySQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ModifyParameter
Group

The operation that you want to
perform. Set the value to
Modif yParamet erGroupModif yParamet erGroup.

ParameterGroupI
d

String Yes rpg-xxxxxxx

The ID of the parameter template. You
can call the DescribeParameterGroups
operation to query the most recent
parameter templates.

25.6. Modify a parameter template25.6. Modify a parameter template
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RegionId String Yes cn-hangzhou

The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

Not e Not e The region of a
parameter template cannot be
changed. You can call the
CloneParameterGroup operation
to replicate a parameter template
to a specific region.

ParameterGroupN
ame

String No testgroup1

The name of the parameter template.

The name must start with a letter
and can contain letters, digits, dots
(.), and underscores (_).

The name must be 8 to 64
characters in length.

Not e Not e If you do not specify
this parameter, the original name
of the parameter template is
retained.

ParameterGroupD
esc

String No test

The new description of the parameter
template. The description can be up to
200 characters in length.

Not e Not e If you do not specify
this parameter, the original
description of the parameter
template is retained.

Parameter Type Required Example Description
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Parameters String No
{"back_log":"300
0"}

A JSON string that consists of
parameters and their values in the
parameter template. Format:
{"Parameter 1":"Value of Parameter
1","Parameter 2":"Value of Parameter
2 ",...}. For information about
configurable parameters, see
Reconfigure parameters for an RDS for
MySQL instance.

Not eNot e

If you specify this
parameter, the new
parameters replace the
original ones.

If you do not specify this
parameter, the original
parameters remain
unchanged.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
857DC00B-7B85-
4853-8B27-
AD65EB618BC6

The ID of the request.

ExamplesExamples
Sample requests

http(s)://[Endpoint]/? Action=ModifyParameterGroup
&RegionId=cn-hangzhou
&ParameterGroupId=rpg-xxxxxxx
&Parameters={"back_log":"3000"}
&<Common request parameters>

Sample success responses

 XML  format

<ModifyParameterGroupResponse>
  <RequestId>857DC00B-7B85-4853-8B27-AD65EB618BC6</RequestId>
</ModifyParameterGroupResponse>

 JSON  format
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{
 "RequestId": "857DC00B-7B85-4853-8B27-AD65EB618BC6"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Copies a parameter template to the current region or another region.

You can configure a number of parameters at  a t ime by using a parameter template and then apply the
parameter template to an ApsaraDB for RDS instance. For more information, see Use a parameter
template to manage parameters.

Not e Not e Parameter templates are supported only for RDS instances that run MySQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CloneParameterG
roup

The operation that you want to
perform. Set the value to
CloneParamet erGroupCloneParamet erGroup.

ParameterGroupD
esc

String Yes CloneGroup1
The description of the parameter
template in the destination region.

ParameterGroupI
d

String Yes rpg-xxxxxxx

The ID of the source parameter
template. You can call the
DescribeParameterGroups operation to
query the most recent parameter
templates in a region.

ParameterGroupN
ame

String Yes tartestgroup
The name of the parameter template
in the destination region.

25.7. Copy a parameter template25.7. Copy a parameter template
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RegionId String Yes cn-hangzhou

The region ID of the source parameter
template. You can call the
DescribeRegions operation to query the
most recent region list.

TargetRegionId String Yes cn-qingdao
The ID of the destination region. You
can call the DescribeRegions operation
to query the most recent region list.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1D3D5995-6BDD-
43B5-93B8-
2C41A2ACD6AA

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CloneParameterGroup
&RegionId=cn-hangzhou
&ParameterGroupId=rpg-xxxxxxx
&TargetRegionId=cn-qingdao
&ParameterGroupName=tartestgroup
&ParameterGroupDesc=CloneGroup1
&<Common request parameters>

Sample success responses

 XML  format

<CloneParameterGroupResponse>
  <RequestId>1D3D5995-6BDD-43B5-93B8-2C41A2ACD6AA</RequestId>
</CloneParameterGroupResponse>

 JSON  format

{
    "RequestId": "1D3D5995-6BDD-43B5-93B8-2C41A2ACD6AA"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

25.8. Query parameter templates25.8. Query parameter templates
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Queries parameter templates that are available in a region.

You can configure a number of parameters at  a t ime by using a parameter template and then apply the
parameter template to an ApsaraDB for RDS instance. For more information, see Use a parameter
template to manage parameters.

Not e Not e Parameter templates are supported only for RDS instances that run MySQL.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeParamet
erGroups

The operation that you want to
perform. Set this parameter to
DescribeParamet erGroupsDescribeParamet erGroups .

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

ParameterGrou
ps

Array The list  of parameter templates.

ParameterGrou
p

CreateT ime String
2019-11-
21T01:48:39Z

The time when the parameter template was
created. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

Engine String mysql The database engine.

EngineVersion String 5.7 The version of the database engine.

25.8. Query parameter templates25.8. Query parameter templates
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ForceRestart Integer 1

Indicates whether applying the parameter
template requires the instance to be
restarted. Valid values:

0:0:  A restart is not required.

11: A restart is required.

ParamCounts Integer 2
The number of parameters in the parameter
template.

ParameterGrou
pDesc

String testgroup The description of the parameter template.

ParameterGrou
pId

String rpg-xxxxxxx The ID of the parameter template.

ParameterGrou
pName

String test1234 The name of the parameter template.

ParameterGrou
pType

Integer 1

The type of the parameter template. Valid
values:

0:0:  indicates a default parameter
template.

1:1:  indicates a custom parameter
template.

22: an automatic backup parameter
template. After you apply this type of
template to an RDS instance, the system
automatically backs up the parameter
settings of that instance and saves the
data backup as a template.

UpdateT ime String
2019-11-
21T02:21:35Z

The time when the parameter template was
last updated. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

RequestId String
D4A23265-C5B6-
42E1-98A0-
EFA1EB42E723

The ID of the request.

SignalForOptimi
zeParams

Boolean false

Indicates whether no parameter templates
exist in the region. Valid values:

true

false

Parameter Type Example Description
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeParameterGroups
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribeParameterGroupsResponse>
  <RequestId>D4A23265-C5B6-42E1-98A0-EFA1EB42E723</RequestId>
  <ParameterGroups>
        <ParameterGroup>
              <ParameterGroupType>1</ParameterGroupType>
              <ParameterGroupName>testgroup123</ParameterGroupName>
              <CreateTime>2019-11-21T01:48:39Z</CreateTime>
              <ParameterGroupDesc></ParameterGroupDesc>
              <ParamCounts>2</ParamCounts>
              <UpdateTime>2019-11-21T01:48:39Z</UpdateTime>
              <ForceRestart>1</ForceRestart>
              <EngineVersion>5.7</EngineVersion>
              <Engine>mysql</Engine>
              <ParameterGroupId>rpg-xxxxxxx</ParameterGroupId>
        </ParameterGroup>
        <ParameterGroup>
              <ParameterGroupType>1</ParameterGroupType>
              <ParameterGroupName>test1234</ParameterGroupName>
              <CreateTime>2019-11-21T01:42:38Z</CreateTime>
              <ParameterGroupDesc></ParameterGroupDesc>
              <ParamCounts>2</ParamCounts>
              <UpdateTime>2019-11-21T01:42:38Z</UpdateTime>
              <ForceRestart>1</ForceRestart>
              <EngineVersion>5.7</EngineVersion>
              <Engine>mysql</Engine>
              <ParameterGroupId>rpg-xxxxxxx</ParameterGroupId>
        </ParameterGroup>
  </ParameterGroups>
</DescribeParameterGroupsResponse>

 JSON  format
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{
    "RequestId": "D4A23265-C5B6-42E1-98A0-EFA1EB42E723",
    "ParameterGroups": {
        "ParameterGroup": [
            {
                "ParameterGroupType": 1,
                "ParameterGroupName": "testgroup123",
                "CreateTime": "2019-11-21T01:48:39Z",
                "ParameterGroupDesc": "",
                "ParamCounts": 2,
                "UpdateTime": "2019-11-21T01:48:39Z",
                "ForceRestart": 1,
                "EngineVersion": "5.7",
                "Engine": "mysql",
                "ParameterGroupId": "rpg-xxxxxxx"
            },
            {
                "ParameterGroupType": 1,
                "ParameterGroupName": "test1234",
                "CreateTime": "2019-11-21T01:42:38Z",
                "ParameterGroupDesc": "",
                "ParamCounts": 2,
                "UpdateTime": "2019-11-21T01:42:38Z",
                "ForceRestart": 1,
                "EngineVersion": "5.7",
                "Engine": "mysql",
                "ParameterGroupId": "rpg-xxxxxxx"
            }
        ]
    }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries information of a parameter template.

You can configure a number of parameters at  a t ime by using a parameter template and then apply the
parameter template to an RDS instance. For more information, see Use a parameter template to
manage parameters.

Not e Not e Parameter templates are supported only for RDS instances that run MySQL.

DebuggingDebugging

25.9. Query information of a25.9. Query information of a
parameter templateparameter template
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeParamet
erGroup

The operation that you want to
perform. Set the value to
DescribeParamet erGroupDescribeParamet erGroup.

ParameterGroupI
d

String Yes rpg-dpxxxxxxx

The ID of the parameter template. You
can call the DescribeParameterGroups
operation to query the most recent
parameter templates in a region.

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

Response parametersResponse parameters

Parameter Type Example Description

ParamGroup Array The information of the parameter template.

ParameterGrou
p

CreateT ime String
2019-10-
22T06:02:53Z

The time when the parameter template was
created.

Engine String mysql The database engine.

EngineVersion String 5.6 The version of the database engine.

ForceRestart Integer 1

Indicates whether applying the parameter
template requires the RDS instance to be
restarted. Valid values:

0:0:  A restart is not required.

11: A restart is required.
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ParamCounts Integer 2
The number of parameters in the parameter
template.

ParamDetail Array
The list  of parameters in the parameter
template.

ParameterDetai
l

ParamName String back_log The name of a parameter.

ParamValue String 2000 The value of a parameter.

ParameterGrou
pDesc

String testGroup1 The description of the parameter template.

ParameterGrou
pId

String rpg-dpxxxxxxx The ID of the parameter template.

ParameterGrou
pName

String test123456 The name of the parameter template.

ParameterGrou
pType

Integer 1

The type of the parameter template. Valid
values:

0:0:  indicates a default parameter
template.

1:1:  indicates a custom parameter
template.

22: indicates an automatic backup
parameter template. After you apply this
type of template to an RDS instance, the
system automatically backs up the
parameter settings of this instance and
saves the backup as a template.

UpdateT ime String
2019-10-
22T06:07:54Z

The time when the parameter template was
last updated. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

RequestId String
498AE8CA-8C81-
4A01-AF37-
2B902014ED30

The ID of the request.

Parameter Type Example Description

ExamplesExamples
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Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeParameterGroup
&RegionId=cn-hangzhou
&ParameterGroupId=rpg-xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

<DescribeParameterGroupResponse>
  <RequestId>498AE8CA-8C81-4A01-AF37-2B902014ED30</RequestId>
  <ParamGroup>
        <ParameterGroup>
              <ParameterGroupType>1</ParameterGroupType>
              <ParameterGroupName>test123456</ParameterGroupName>
              <CreateTime>2019-10-22T06:02:53Z</CreateTime>
              <ParameterGroupDesc></ParameterGroupDesc>
              <ParamCounts>1</ParamCounts>
              <UpdateTime>2019-10-22T06:07:54Z</UpdateTime>
              <ForceRestart>1</ForceRestart>
              <EngineVersion>5.6</EngineVersion>
              <Engine>mysql</Engine>
              <ParamDetail>
                    <ParameterDetail>
                          <ParamName>back_log</ParamName>
                          <ParamValue>2000</ParamValue>
                    </ParameterDetail>
              </ParamDetail>
              <ParameterGroupId>rpg-xxxxxxx</ParameterGroupId>
        </ParameterGroup>
  </ParamGroup>
</DescribeParameterGroupResponse>

 JSON  format
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{
 "RequestId": "498AE8CA-8C81-4A01-AF37-2B902014ED30",
 "ParamGroup": {
  "ParameterGroup": [
   {
    "ParameterGroupType": 1,
    "ParameterGroupName": "test123456",
    "CreateTime": "2019-10-22T06:02:53Z",
    "ParameterGroupDesc": "",
    "ParamCounts": 1,
    "UpdateTime": "2019-10-22T06:07:54Z",
    "ForceRestart": 1,
    "EngineVersion": "5.6",
    "Engine": "mysql",
    "ParamDetail": {
     "ParameterDetail": [
      {
       "ParamName": "back_log",
       "ParamValue": "2000"
      }
     ]
    },
    "ParameterGroupId": "rpg-xxxxxxx"
   }
  ]
 }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DeleteParameterGroup operation to delete a parameter template of an ApsaraDB RDS
instance.

You can configure a number of parameters at  a t ime by using a parameter template and then apply the
parameter template to an RDS instance. For more information, see Use a parameter template to
manage parameters.

Not e Not e When you delete a parameter template, the RDS instances to which the parameter
template is applied are not affected.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

25.10. Delete a parameter template of25.10. Delete a parameter template of
an ApsaraDB RDS instancean ApsaraDB RDS instance
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Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DeleteParameter
Group

The operation that you want to
perform. Set the value to
Delet eParamet erGroupDelet eParamet erGroup.

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

ParameterGroupI
d

String Yes rpg-xxxxxxx

The ID of the parameter template. You
can call the DescribeParameterGroups
operation to query the IDs of
parameter templates.

Response parametersResponse parameters

Parameter Type Example Description

ParameterGrou
pId

String
rpg-
gfs64c62s8lui107

The ID of the parameter template. You can
call the DescribeParameterGroups operation
to query the IDs of parameter templates.

RequestId String
8AF26036-B254-
4212-B8E4-
EFBE818B7FD6

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DeleteParameterGroup
&RegionId=cn-hangzhou
&ParameterGroupId=rpg-xxxxxxx
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DeleteParameterGroupResponse>
    <ParameterGroupId>rpg-gfs64c62s8lui107</ParameterGroupId>
    <RequestId>8AF26036-B254-4212-B8E4-EFBE818B7FD6</RequestId>
</DeleteParameterGroupResponse>
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 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "ParameterGroupId" : "rpg-gfs64c62s8lui107",
  "RequestId" : "8AF26036-B254-4212-B8E4-EFBE818B7FD6"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the ImportDatabaseBetweenInstances operation to migrate data across ApsaraDB RDS
instances.

We recommend that you use Data Transmission Service (DTS). DTS provides data migration, subscript ion,
and synchronization features that allow you to establish stable, secure transmission links.

During the migration, the source instance is in the Migrat ingMigrat ing state, and the dest ination instance is in the
Import ingImport ing state.

Before you call this operation, make sure that the following requirements are met:

The source and dest ination instances must run the SQL Server database engine and belong to the
dedicated or dedicated host  instance family. For more information about the supported instance
types, see Primary instance types.

The source and dest ination instances must be created by using the same user credentials.

The source and dest ination instances must be in the Running state.

The source and dest ination databases must be in the Running state.

The remaining storage space of the dest ination instance must be greater than the used storage
space of the source instance.

Not eNot e

This operation is not supported for instances that run SQL Server 2017 EE.

You can migrate the data of mult iple databases at  a t ime.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ImportDatabaseB
etweenInstances

The operation that you want to
perform. Set the value to
Import Dat abaseBet weenInst ancesImport Dat abaseBet weenInst ances .

26.Data migration26.Data migration
26.1. Migrate data across instances26.1. Migrate data across instances
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DBInfo String Yes
{"DBNames":
["mydb","mydb2"
]}

The names of the source and
destination databases. The value of
this parameter is a JSON string.

Not e Not e If the source and
destination instances run the SQL
Server database engine, the value
of this parameter consists of one
or more key-value pairs. In each
key-value pair, the key specifies
the name of the source database,
and the value specifies the name
of the destination database. A
source database can have a
different name from its
destination database. Example:

{"DBNames":
{"srcdb":"destdb","srcdb2"
:"destmydb2"}}

In the preceding example, the data
of the source database srcdb is
migrated to the destination
database destdb, and the data of
the source database srcdb2 is
migrated to the destination
database destmydb2. The name
of each source or destination
database must be unique.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the destination instance.

SourceDBInstance
Id

String Yes
rm-
g4a1jk8xxxxxxx

The ID of the source instance. The
source and destination instances
cannot have the same ID.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

ImportId String 85265475235 The ID of the import task.

RequestId String
5A77D650-27A1-
4E08-AD9E-
59008EDB6927

The ID of the request.
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=ImportDatabaseBetweenInstances
&DBInstanceId=rm-uf6wjk5xxxxxxx
&SourceDBInstanceId=rm-g4a1jk8xxxxxxx
&DBInfo={"DBNames":["mydb","mydb2"]}
&<Common request parameters>

Sample success responses

 XML  format

<ImportDatabaseBetweenInstancesResponse>
           <ImportId>2122321</ImportId>
         <RequestId>5A77D650-27A1-4E08-AD9E-59008EDB6927</RequestId>
</ImportDatabaseBetweenInstancesResponse>

 JSON  format

{
       "ImportId":2122321,
       "RequestId":"5A77D650-27A1-4E08-AD9E-59008EDB6927"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the CancelImport  operation to cancel a migration task of an ApsaraDB for RDS instance.

This operation is supported for instances that run SQL Server and belong to the dedicated or dedicated
host instance family. For more information about how to start  a migration task, see
ImportDatabaseBetweenInstances.

Not e Not e This operation is not supported for instances that run SQL Server 2017 EE.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

26.2. Cancel migration task26.2. Cancel migration task
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Action String Yes CancelImport
The operation that you want to
perform. Set the value to
CancelImportCancelImport .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

ImportId Integer Yes 8562584

The ID of the migration task that you
want to cancel.

Not e Not e This parameter is
returned when the migration task
is started. For more information,
see
ImportDatabaseBetweenInstances.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
17F57FEE-EA4F-
4337-8D2E-
9C23CAA63D74

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CancelImport
&DBInstanceId=rm-uf6wjk5xxxxxxx
&ImportId=8562584
&<Common request parameters>

Sample success responses

 XML  format

<CancelImportResponse>
         <RequestId>17F57FEE-EA4F-4337-8D2E-9C23CAA63D74</RequestId>
</CancelImportResponse>

 JSON  format

{
  "RequestId": " 17F57FEE-EA4F-4337-8D2E-9C23CAA63D74"
}
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Error codesError codes
For a list  of error codes, visit  the API Error Center.
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Creates a migration task to restore backup files from an Object  Storage Service (OSS) bucket to an
ApsaraDB RDS for SQL Server instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateMigrateTas
k

The operation that you want to
perform. Set the value to
Creat eMigrat eT askCreat eMigrat eT ask.

BackupMode String Yes FULL

The type of the migration task. Valid
values:

FULLFULL: specifies that full backup files
are used to restore data.

UPDFUPDF: specifies that incremental
backup files or log files are used to
restore incremental data.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

DBName String Yes testDB
The name of the database that you
want to restore.

IsOnlineDB String Yes True

Specifies whether to bring the restored
database online for user access. Valid
values:

T rueT rue

FalseFalse

Not e Not e The value for SQL
Server 2008 R2 is fixed to T rueT rue.

27.Migrate SQL Server to the27.Migrate SQL Server to the
cloudcloud
27.1. Create a migration task27.1. Create a migration task
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CheckDBMode String No
AsyncExecuteDBC
heck

The consistency check method of the
database. Valid values:

SyncExecut eDBCheckSyncExecut eDBCheck:
synchronous database check

AsyncExecut eDBCheckAsyncExecut eDBCheck:
asynchronous database check

Default value: AsyncExecut eDBCheckAsyncExecut eDBCheck
(compatible with SQL Server 2008 R2).

Not e Not e When IsOnlineDBIsOnlineDB is
set to T rueT rue, this value is valid.

OssObjectPosit io
ns

String No

oss-ap-
southeast-
1.aliyuncs.com:rd
smssqlsingapore
:autotest_2008R
2_TestMigration_
FULL.bak

The information of the backup file in
the OSS bucket.

The values consist of three parts that
are separated by colons (:):

The endpoint of the OSS bucket:
oss-ap-southeast-1.aliyuncs.com.

The name of the OSS bucket:
rdsmssqlsingapore.

The key of the backup file in the OSS
bucket:
autotest_2008R2_TestMigration_FUL
L.bak.

Not eNot e

This parameter is optional
for instances that run SQL
Server 2008 R2.

This parameter is required
for instances that run a
database engine later than
SQL Server 2008 R2.

Parameter Type Required Example Description
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OSSUrls String No
check_cdn_oss.sh
www.xxxxxx.mob
i

The shared URL of the backup file in
the OSS bucket. The URL must be
encoded.

If you specify multiple URLs, separate
them with vertical bars (|) and then
encode them.

Not e Not e This parameter must
be entered for instances that run
SQL Server 2008 R2.

MigrateTaskId String No None

The ID of the migration task. Valid
values:

When BackupModeBackupMode is set to FULLFULL,
this value is empty (compatible with
RDS for SQL Server 2008 R2).

When BackupModeBackupMode is set to UPDFUPDF,
this value is the ID of the required
full migration task.

Not eNot e

When IsOnlineDBIsOnlineDB is set to
T rueT rue, BackupModeBackupMode must
be set to FULLFULL.

When IsOnlineDBIsOnlineDB is set to
FalseFalse, BackupModeBackupMode must
be set to UPDFUPDF.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

BackupMode String FULL

The type of the migration task. Valid values:

FULLFULL: indicates that full backup files are
used to restore data.

UPDFUPDF: indicates that incremental backup
files or log files are used to restore
incremental data.

DBInstanceId String rm-uf6wjk5xxxxx The ID of the instance.

DBName String test02 The name of the database.
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MigrateTaskId String 564563256 The ID of the migration task.

RequestId String
866F5EB8-4650-
4061-87F0-
379F6F968BCE

The ID of the request.

TaskId String 5451225 The ID of the task.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CreateMigrateTask
&DBInstanceId=rm-uf6wjk5xxxxxxx
&DBName=testDB
&BackupMode=FULL
&IsOnlineDB=True
&OssObjectPositions=oss-ap-southeast-1.aliyuncs.com:rdsmssqlsingapore:autotest_2008R2_TestM
igration_FULL.bak
&<Common request parameters>

Sample success responses

 XML  format

<CreateMigrateTaskResponse>
      <MigrateTaskId>135847</MigrateTaskId>
      <DBInstanceId>rm-bp178grbxxxxxxx</DBInstanceId>
      <RequestId>5F2B3757-BD56-40B3-B5F2-FCDD9FA0E2E2</RequestId>
      <BackupMode>UPDF</BackupMode>
      <TaskId>128301751</TaskId>
      <DBName>test02</DBName>
</CreateMigrateTaskResponse>

 JSON  format

{
    "MigrateTaskId": "135847",
    "DBInstanceId": "rm-bp178grbxxxxxxx",
    "RequestId": "5F2B3757-BD56-40B3-B5F2-FCDD9FA0E2E2",
    "BackupMode": "UPDF",
    "TaskId": "128301751",
    "DBName": "test02"
}

Error codesError codes

API Reference··Migrat e SQL Server t
o t he cloud

ApsaraDB for RDS

704 > Document  Version: 20220713



HttpCode Error code Error message Description

400 InvalidDBName
The instance does not have the
specified DB name.

The error message returned
when the specified database
name does not exist.

For a list  of error codes, visit  the API Error Center.

You can call this operation to view the details of the backup data files which are uploaded to OSS.

Not e Not e This operation is not applicable to SQL Server 2017 EE and 2019 EE instances.

DebuggingDebugging
You can use API Explorer to perform debugging. API Explorer allows you to perform various operations
to simplify API usage. For example, you can retrieve APIs, call APIs, and dynamically generate SDK
example code.

Request parametersRequest parameters

Parameter Type
Required
?

Example Description

Action String Yes
DescribeOssDown
loads

The operation that you want to
perform. Set the value to
DescribeOssDownloadsDescribeOssDownloads .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of this instance.

MigrateTaskId String Yes 5625458541

The ID of the migration task. You can
call the DescribeMigrateTasks
operation to query the IDs of migration
tasks.

AccessKeyId String No LTAIfCxxxxxxx
The AccessKey ID issued by Alibaba
Cloud for users to access services.

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

27.2. Query backup data files of27.2. Query backup data files of
migration taskmigration task
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Items The list  of the imported files.

└BackupMode String Database

The backup type. Valid values:

Dat abaseDat abaseFull backup file.

Dif f erent ial_Dat abaseDif f erent ial_Dat abaseDifferential
backup file.

T ransact ion_logT ransact ion_logLog backup file.

└CreateT ime String
2017-08-
17T12:45:15Z

The creation time of the backup file in the
download list.

└Description String App description The description of the file.

└EndTime String
2017-08-
27T12:45:15Z

The end time.

└FileName String test The name of the backup file stored in OSS.

└FileSize String 2 The size of the backup file. Unit: MB

└IsAvailable String True
Indicates whether the backup files are
available. Valid values:T rue |  FalseT rue |  False

└Status String Finished

The status of the file. Valid values:

NoSt artNoSt art .

DownloadingDownloading.

FinishedFinished.

DownloadFailedDownloadFailed.

Verif yFailedVerif yFailed.

Delet edDelet ed.

Delet eFailedDelet eFailed.

CheckSuccessCheckSuccess .

CheckFailedCheckFailed.

Rest oringRest oring.

Rest oredRest ored.

Rest oredFailedRest oredFailed.

MigrateTaskId String 562154852 The ID of the migration task.

Parameter Type Example Description
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RequestId String
A5409D02-D661-
4BF3-8F3D-
0A814D0574E7

The ID of the request.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeOssDownloads
&DBInstanceId=rm-uf6wjk5xxxxxxx
&MigrateTaskId=5625458541
&<Common request parameters>

Successful response examples

 XML  format

<DescribeOssDownloadsResponse> 
  <RequestId>A5409D02-D661-4BF3-8F3D-0A814D0574E7</RequestId> 
  <DBInstanceId>rm-uf6wjk5xxxxxxx</DBInstanceId> 
  <MigrateTaskId>562154852</MigrateTaskId> 
  <Items> 
    <FileName>test</FileName>
    <CreateTime>2017-05-30 T12:11:4Z</CreateTime>
    <FileSize>2MB</FileSize>
    <IsAvailable>True</IsAvailable>
    <Status>Finished</Status>
    <BackupMode>FULL</BackupMode> 
    <Description>Api description</Description> 
  </Items> 
</DescribeOssDownloadsResponse> 

 JSON  format

{
 "Items":{
  "FileSize":"2MB",
  "Status":"Finished",
  "IsAvailable":"True",
  "Description":"Api description",
  "FileName":"test",
  "CreateTime":"2017-05-30 T12:11:4Z",
  "BackupMode":"FULL"
 },
 "MigrateTaskId":"562154852",
 "DBInstanceId":"rm-uf6wjk5xxxxxxx",
 "RequestId":"A5409D02-D661-4BF3-8F3D-0A814D0574E7"
}

Error codesError codes
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View error codes

Opens the database to which backup data is migrated on an RDS for SQL Server instance.

This operation is used to migrate backup data to the cloud. Before you call this operation, check
Migrate full backup data to ApsaraDB RDS for SQL Server 2008 R2, Migrate full backup data to ApsaraDB
RDS for SQL Server 2012, 2014, 2016, 2017, or 2019, and Migrate incremental backup data to ApsaraDB
RDS for SQL Server 2012, 2014, 2016, 2017, or 2019.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateOnlineData
baseTask

The operation that you want to
perform. Set the value to
Creat eOnlineDat abaseT askCreat eOnlineDat abaseT ask.

CheckDBMode String Yes
AsyncExecuteDBC
heck

The consistency check method after
the database is open. Valid values:

SyncExecut eDBCheckSyncExecut eDBCheck:
synchronous database check

AsyncExecut eDBCheckAsyncExecut eDBCheck:
asynchronous database check

Not e Not e The check methods
are supported for RDS instances
that run SQL Server 2008 R2.

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

DBName String Yes testDB The name of the database.

MigrateTaskId String Yes 5652255443 The ID of the migration task.

27.3. Open the database to which27.3. Open the database to which
backup data is migratedbackup data is migrated
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ClientToken String No
ETnLKlblzczshOT
UbOCzxxxxxxx

The client token that is used to ensure
the idempotency of the request. You
can use the client to generate the
value, but you must ensure that it  is
unique among different requests. The
token can only contain ASCII characters
and cannot exceed 64 characters in
length.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1B2EBD14-36F6-
4645-A3F9-
DE19D321C18F

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=CreateOnlineDatabaseTask
&DBInstanceId=rm-uf6wjk5xxxxxxx
&DBName=testDB
&MigrateTaskId=5652255443
&CheckDBMode=AsyncExecuteDBCheck
&<Common request parameters>

Sample success responses

 XML  format

<CreateOnlineDatabaseTaskResponse>
   <code>200</code>
   <data>
      <RequestId>1B2EBD14-36F6-4645-A3F9-DE19D321C18F</RequestId>
   </data>
   <requestId>1B2EBD14-36F6-4645-A3F9-DE19D321C18F</requestId>
   <successResponse>true</successResponse>
</CreateOnlineDatabaseTaskResponse>

 JSON  format

ApsaraDB for RDS API Reference··Migrat e SQL Server t
o t he cloud

> Document  Version: 20220713 709



{
    "code": "200", 
    "data": {
        "RequestId": "1B2EBD14-36F6-4645-A3F9-DE19D321C18F"
    }, 
    "requestId": "1B2EBD14-36F6-4645-A3F9-DE19D321C18F", 
    "successResponse": true
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Queries tasks to migrate backup data to an ApsaraDB for RDS instance that runs SQL Server.

You can call this operation to query backup data migration tasks of the instance within the last  week.

Not eNot e

Only full backup data files can be migrated.

If  the instance runs SQL Server 2017 EE, this operation is not supported.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeMigrateT
asks

The operation that you want to
perform. Set the value to
DescribeMigrat eT asksDescribeMigrat eT asks .

DBInstanceId String Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance.

EndTime String Yes
2017-10-
25T01:00Z

The end of the t ime range to query.
The end time must be later than the
start t ime. Specify the t ime in the ISO
8601 standard in the yyyy-MM-
ddTHH:mmZ format. The time must be
in UTC.

27.4. Query migration tasks27.4. Query migration tasks
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StartT ime String Yes
2017-10-
20T01:00Z

The beginning of the t ime range to
query. Specify the t ime in the ISO 8601
standard in the yyyy-MM-ddTHH:mmZ
format. The time must be in UTC.

PageSize Integer No 30
The number of entries to return on
each page. Valid values: 3030 to 100100.
Default value: 3030.

PageNumber Integer No 1

The number of the page to return.
Valid values: a non-zero posit ive
integer.

Default value: 11.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceId String rm-uf6wjk5xxxxxxx The ID of the instance.

Items Array
An array that consists of backup data
migration tasks.

MigrateTask

BackupMode String FULL

The type of the migration task. Valid values:

FULLFULL: indicates that full backup files are
used to restore data.

UPDFUPDF: indicates that incremental files or
log files are used to restore incremental
data.

CreateT ime String
2017-05-
30T12:11:04Z

The time when the migration task was
created. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

DBName String testDB The name of the database.

Description String Api description The description of the migration task.
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EndTime String
2017-05-
30T13:11:04Z

The time when the backup data migration
task was complete. The time follows the ISO
8601 standard in the yyyy-MM-
ddTHH:mm:ssZ format. The time is
displayed in UTC.

IsDBReplaced String True
Indicates whether the imported data
overwrites the existing data.

MigrateTaskId String 564522545 The ID of the migration task.

Status String Success

The status of the migration task. Valid
values:

NoSt art :NoSt art :  The task is not started.

Running:Running:  The task is in progress.

Success:Success:  The task is successful.

Failed:Failed:  The task failed.

Wait ing:Wait ing:  The task is waiting for the
incremental backup data file to be
imported.

PageRecordCou
nt

Integer 10 The number of entries returned per page.

PageNumber Integer 1 The page number of the returned page.

RequestId String
4E356DDF-6B83-
45DB-99D5-
4B1E8A0D286B

The ID of the request.

TotalRecordCo
unt

Integer 30 The total number of entries.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=DescribeMigrateTasks
&DBInstanceId=rm-uf6wjk5xxxxxxx
&StartTime=2017-10-20T01:00Z
&EndTime=2017-10-25T01:00Z
&<Common request parameters>

Sample success responses

 XML  format
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<DescribeMigrateTasksResponse>
      <RequestId>A5409D02-D661-4BF3-8F3D-0A814D0574E7</RequestId>
      <PageRecordCount>1</PageRecordCount>
      <PageNumber>1</PageNumber>
      <TotalRecordCount>10</TotalRecordCount>
      <Items>
            <MigrateTaskId>rm-bp1842vxxxxx</MigrateTaskId>
            <DBName>test02</DBName>
            <CreateTime>2017-05-30 T12:11:4Z</CreateTime>
            <EndTime>2017-05-30 T12:11:4Z</EndTime>
            <IsDBReplaced>True</IsDBReplaced>
            <Status>Success</Status>
            <BackupMode>FULL</BackupMode>
            <Description>Api description</Description>
      </Items>
</DescribeMigrateTasksResponse>

 JSON  format

{
    "RequestId": "A5409D02-D661-4BF3-8F3D-0A814D0574E7",
    "PageRecordCount": 1,
    "PageNumber": 1,
    "TotalRecordCount": 10,
    "Items": {
        "MigrateTaskId": "rm-bp1842vxxxxx",
        "DBName": "test02",
        "CreateTime": "2017-05-30 T12:11:4Z",
        "EndTime": "2017-05-30 T12:11:4Z",
        "IsDBReplaced": "True",
        "Status": "Success",
        "BackupMode": "FULL",
        "Description": "Api description"
    }
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DescribeMigrateTaskById operation to query a single task that is used to migrate the
backup data of an ApsaraDB RDS for SQL Server instance to an Object  Storage Service (OSS) bucket.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

27.5. Query a single migration task27.5. Query a single migration task
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Parameter Type Required Example Description

Action String Yes
DescribeMigrateT
askById

The operation that you want to
perform. Set the value to
DescribeMigrat eT askByIdDescribeMigrat eT askById.

DBInstanceId String Yes
rm-
bp11e1tzgxxxx4o
x

The ID of the instance.

MigrateTaskId String Yes 235943

The ID of the migration task. You can
call the DescribeMigrateTasks
operation to query the IDs of migration
tasks.

Response parametersResponse parameters

Parameter Type Example Description

BackupMode String FULL

The type of the migration task. Valid values:

FULLFULL: The migration task migrates full
backup files that can be used to restore
the full data of the instance.

UPDFUPDF: The migration task migrates
incremental or log backup files that can
be used to restore the incremental data
of the instance.

CreateT ime String
2020-05-
30T12:11:04Z

The time when the migration task was
created. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.

DBInstanceNam
e

String
rm-
uf6wjk5xxxxxxxxxx

The ID of the instance.

DBName String mytestdb
The names of the database whose backup
data is migrated by the migration task.

Description String
Success to DBCC
checkdb
asynchronously

The description of the migration task.

EndTime String
2021-05-
30T15:15:05Z

The time when the migration task was
completed. The time follows the ISO 8601
standard in the yyyy-MM-ddTHH:mm:ssZ
format. The time is displayed in UTC.
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IsDBReplaced String False

Indicates whether the imported data
overwrites the existing data. Valid values:

FalseFalse: The imported data does not
overwrite the existing data.

T rueT rue: The imported data overwrites the
existing data.

MigrateTaskId String 235943 The ID of the migration task.

RequestId String
6ED3635A-01F9-
47BD-B9C8-
CB3FD70A336E

The ID of the request.

Status String Success

The status of the migration task. Valid
values:

NoSt artNoSt art : The task has not started.

RunningRunning:The task is in progress.

SuccessSuccess : The task is successful.

f ailedf ailed: The task failed.

Wait ingWait ing: The task is waiting for an
incremental backup file to be imported.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeMigrateTaskById
&DBInstanceId=rm-bp11e1tzgxxxx4ox
&MigrateTaskId=235943
&<Common request parameters>

Sample success responses

 XML  format

<DescribeMigrateTaskByIdResponse>
    <Status>Success</Status>
    <Description>Success to DBCC checkdb asynchronously</Description>
    <RequestId>B994DF29-44A1-43FD-A693-917930DFEBCE</RequestId>
    <EndTime>2021-03-04T13:50:23Z</EndTime>
    <MigrateTaskId>235943</MigrateTaskId>
    <CreateTime>2021-03-04T13:47:17Z</CreateTime>
    <BackupMode>FULL</BackupMode>
    <DBName>mytestdb</DBName>
    <DBInstanceName>rm-bp11e1tzgxxxxx4ox</DBInstanceName>
</DescribeMigrateTaskByIdResponse>
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 JSON  format

{
  "Status": "Success",
  "Description": "Success",
  "RequestId": "6ED3635A-01F9-47BD-B9C8-CB3FD70A336E",
  "EndTime": "2021-03-04T13:50:23Z",
  "MigrateTaskId": "235943",
  "CreateTime": "2021-03-04T13:47:17Z",
  "BackupMode": "FULL",
  "DBName": "mytestdb",
  "DBInstanceName": "rm-bp11e1tzgxxxxx4ox"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

403 InvalidInstanceState
The DB instance state does not
support this operation.

The error message returned
because the operation failed.
The status of the instance does
not support this operation.

400
InvalidStartT imeAnd
EndTime.Malformed

The end time must be greater
than the start t ime.

The error message returned
because the operation failed.
The start t ime must be earlier
than the end time. For example,
the start t ime can be 2011-05-
30 T12:11:20Z, and the end
time can be 2011-06-08
T12:09:20Z.

400 InvalidMigrateTask
The specified MigrateTaskId
237360 does not exist. Please
check again.

The error message returned
because the task ID 237360 that
you specified cannot be found.

For a list  of error codes, visit  the API Error Center.

You can call the TerminateMigrateTask operation to terminate an ongoing task that is used to migrate
the backup data of an ApsaraDB RDS for SQL Server instance to an Object  Storage Service (OSS) bucket.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

27.6. Terminate migration task27.6. Terminate migration task
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Parameter Type Required Example Description

Action String Yes
TerminateMigrate
Task

The operation that you want to
perform. Set the value to
T erminat eMigrat eT askT erminat eMigrat eT ask.

DBInstanceId String Yes
rm-
bp159vfbuxxxxx9
b5

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.

MigrateTaskId String Yes 56254xxxxx

The ID of the migration task. You can
call the DescribeMigrateTasks
operation to query the IDs of migration
tasks.

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
1AD222E9-E606-
4A42-BF6D-
8A4442913CEF

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=TerminateMigrateTask
&DBInstanceId=rm-uf6wjk5xxxxxxx
&MigrateTaskId=56254xxxxx
&<Common request parameters>

Sample success responses

 XML  format

<TerminateMigrateTaskResponse>
      <RequestId>1AD222E9-E606-4A42-BF6D-8A4442913CEF</RequestId>
</TerminateMigrateTaskResponse>

 JSON  format

{
    "RequestId":"1AD222E9-E606-4A42-BF6D-8A4442913CEF"
}
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Error codesError codes
For a list  of error codes, visit  the API Error Center.
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You can call the ImportUserBackupFile operation to import  a specific full backup file of a self-managed
MySQL database into an ApsaraDB RDS for MySQL instance.

Not e Not e A full backup file contains the data of a self-managed MySQL database. You can
restore the data of a self-managed MySQL database from a full backup file to an ApsaraDB RDS for
MySQL instance.

Before you call this operation, make sure that the following requirements are met:

The self-managed MySQL database must run MySQL 5.7, and the data of the database must be
backed up by using XtraBackup and saved as a full backup file whose name ends with  _qp.xb . For
more information, see Migrate the full backup data of a self-managed MySQL 5.7 database to an
ApsaraDB RDS for MySQL instance.

The full backup file of the self-managed MySQL database must be uploaded to an Object  Storage
Service (OSS) bucket in the region of the ApsaraDB RDS for MySQL instance. For more information, see
Migrate the full backup data of a self-managed MySQL 5.7 database to an ApsaraDB RDS for MySQL
instance.

Not e Not e This operation is supported only for MySQL 5.7.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ImportUserBacku
pFile

The operation that you want to
perform. Set the value to
Import UserBackupFileImport UserBackupFile.

28.Migrate MySQL to the cloud28.Migrate MySQL to the cloud
28.1. Import a full backup file28.1. Import a full backup file
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BackupFile String Yes

{"Bucket":"test",
"Object":"test/te
st_db_employees
.xb","Location":"
ap-southeast-1"}

A JSON array that consists of the
information about the full backup file
stored as an object in an OSS bucket.
Example:

 {"Bucket":"test",
"Object":"test/test_db_employees
.xb","Location":"ap-southeast-
1"} 

The following parameters are used in
the array:

BucketBucket : The name of the OSS
bucket in which the full backup file is
stored as an object. You can call the
GetBucket operation to query the
information about all objects that
are stored in an OSS bucket.

ObjectObject : The path of the full backup
file that is stored as an object in an
OSS bucket. You can call the
GetObject operation to query the
information about all paths in an
OSS bucket.

Locat ionLocat ion: The ID of the region
where the OSS bucket is located.
You can call the GetBucketLocation
operation to query the region of an
OSS bucket.

BucketRegion String Yes cn-hangzhou

The region ID of the OSS bucket where
the full backup file is located. You can
call the DescribeRegions operation to
query the most recent region list.

EngineVersion String Yes 5.7

The version of the database engine
that is run on the self-managed MySQL
database and ApsaraDB RDS for MySQL
instance. Set the value to 5.75.7.

Parameter Type Required Example Description
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RegionId String Yes cn-hangzhou

The region ID of the ApsaraDB RDS for
MySQL instance. You can call the
DescribeRegions operation to query the
most recent region list.

Not eNot e

The value of this
parameter is the ID of the
region where you want to
create an ApsaraDB RDS
for MySQL instance.

The value of this
parameter must be
consistent with the value
of the Bucket RegionBucket Region
parameter.

Comment String No BackupTest The description of the full backup file.

RestoreSize Integer No 20

The size of storage space that is
required to restore the data of the full
backup file. Unit: GB.

Not eNot e

The default value of this
parameter is 5 t imes the
size of the full backup file.

The minimum value of this
parameter is 20.

Retention Integer No 30
The retention period of the full backup
file. Unit: days. Valid values:  anyValid values:  any
non-z ero posit ive int eger.non-z ero posit ive int eger.

Parameter Type Required Example Description
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ZoneId String No cn-hangzhou-b

The zone ID of the ApsaraDB RDS for
MySQL instance. You can call the
DescribeRegions operation to query the
IDs of zones.

Not eNot e

If you specify this
parameter, the system
creates a snapshot in
single-digit  seconds, which
greatly reduces the t ime
that is required to import
the full backup file.

When you call the
CreateDBInstance
operation to create an
ApsaraDB RDS for MySQL
instance by using the full
backup file, the new
ApsaraDB RDS for MySQL
instance is created in the
zone that you specify in
this parameter.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

BackupId String
b-
n8tpg24c6i0v********

The ID of the full backup file.

RequestId String
A140DD14-DCC9-
4548-9C72-
52A49A58A310

The ID of the request.

Status Boolean true

Indicates whether the full backup file is
imported into the ApsaraDB RDS for MySQL
instance. If the full backup file is imported,
the t ruet rue is returned. Otherwise, an error
message is returned.

ExamplesExamples
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Sample requests

http(s)://rds.aliyuncs.com/?Action=ImportUserBackupFile
&BackupFile={"Bucket":"test", "Object":"test/test_db_employees.xb","Location":"ap-southeast
-1"}
&BucketRegion=cn-hangzhou
&EngineVersion=5.7
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<ImportUserBackupFileResponse>
      <RequestId>A140DD14-DCC9-4548-9C72-52A49A58A310</RequestId>
      <BackupId>b-n8tpg24c6i0v********</BackupId>
      <Status>true</Status>
</ImportUserBackupFileResponse>

 JSON  format

{
    "RequestId":"A140DD14-DCC9-4548-9C72-52A49A58A310",
    "BackupId":"b-n8tpg24c6i0v********",
    "Status":"true"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
InvalidOssBackupFile
.InvalidFile

The specified OSS backup file is
invalid.

The error message returned
because the specified full
backup file cannot be found in
the specified OSS bucket.

400
OperationDenied.Pro
duct

The product code is not
supported.

The error message returned
because the product code is not
supported.

For a list  of error codes, visit  the API Error Center.

You can call the UpdateUserBackupFile operation to modify the descript ion and retention period of a
full backup file.

28.2. Modify a full backup file28.2. Modify a full backup file
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Not e Not e A full backup file contains the data of a self-managed MySQL database. You can
restore the data of a self-managed MySQL database from a full backup file to an ApsaraDB RDS for
MySQL instance. For more information, see Migrate the full backup data of a self-managed MySQL
5.7 database to an ApsaraDB RDS for MySQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
UpdateUserBacku
pFile

The operation that you want to
perform. Set the value to
Updat eUserBackupFileUpdat eUserBackupFile.

BackupId String Yes
b-
kwwvr7v8t7of***
*****

The ID of the full backup file. You can
call the ListUserBackupFiles operation
to query the information about all full
backup files in a region.

RegionId String Yes cn-hangzhou

The region ID of the full backup file.
You can call the DescribeRegions
operation to query the most recent
region list.

Comment String No CommentTest
The new description of the full backup
file.

Retention Integer No 30
The new retention period of the full
backup file. Unit: days. Valid values:
any non-zero posit ive integer.

Response parametersResponse parameters

Parameter Type Example Description

BackupId String
b-
g14d0m772f7b*****
***

The ID of the full backup file.

RequestId String
6A236067-4727-
4B42-92CF-
734E417ED69A

The ID of the request.
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=UpdateUserBackupFile
&BackupId=b-g14d0m772f7b********
&RegionId=cn-hangzhou
&Comment=CommentTest
&Retention=30
&<Common request parameters>

Sample success responses

 XML  format

<UpdateUserBackupFileResponse>
      <RequestId>6A236067-4727-4B42-92CF-734E417ED69A</RequestId>
      <BackupId>b-g14d0m772f7b********</BackupId>
</UpdateUserBackupFileResponse>

 JSON  format

{
  "RequestId": "6A236067-4727-4B42-92CF-734E417ED69A",
  "BackupId": "b-g14d0m772f7b********"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400 InvalidParam
The specified parameter is
invalid.

The error message returned
because the value that you
specify for a parameter is
invalid.

400
OperationDenied.Pro
duct

The product code is not
supported.

The error message returned
because the product code is not
supported.

For a list  of error codes, visit  the API Error Center.

You can call the ListUserBackupFiles operation to query the details about one or more full backup files
that are imported into ApsaraDB RDS for MySQL instances in a region.

28.3. Query full backup files28.3. Query full backup files
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Not eNot e

A full backup file contains the data of a self-managed MySQL database. You can restore the
data of a self-managed MySQL database from a full backup file to an ApsaraDB RDS for
MySQL instance. For more information, see Migrate the data of a self-managed MySQL 5.7
instance to the cloud.

Before you call the CreateDBInstance operation to create an ApsaraDB RDS for MySQL
instance into which you want to import  full backup files, you can call the ListUserBackupFiles
operation to query the IDs of full backup files.

You can call the ImportUserBackupFile operation to import  a full backup file into an
ApsaraDB RDS for MySQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
ListUserBackupFil
es

The operation that you want to
perform. Set the value to
List UserBackupFilesList UserBackupFiles .

Status String No CheckSuccess

The status of the full backup files.
Valid values:

Import ingImport ing: The full backup files are
being imported.

FailedFailed: The full backup files fail to
be imported.

CheckSucccessCheckSucccess : The full backup
files pass the check.

BackupSuccessBackupSuccess : The full backup
files are imported.

Delet edDelet ed: The full backup files are
deleted.

RegionId String Yes cn-hangzhou
The region ID of the instance. You can
call the DescribeRegions operation to
query the most recent region list.
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Comment String No BackupTest

The part of the description that is
included in the descriptions of the full
backup files.

Not e Not e The system
implements a fuzzy match based
on the value of this parameter.

BackupId String No
b-
kwwvr7v8t7of***
*****

The ID of the full backup file.

OssUrl String No

https://******.os
s-ap-
********.aliyuncs.c
om/backup_qp.x
b

The URL from which you can download
the full backup file that is stored as an
object in an Object Storage Service
(OSS) bucket. For more information
about how to obtain the URL, see
Obtain the access URL after you upload
objects.

Tags String No key1:value1
The tag that is added to the full
backup files.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
AD67C22F-64F3-
4448-A9A8-
D1606D242879

The ID of the request.

Records
Array of
Records

An array that consists of the information
about the full backup files that are returned.
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Status String BackupSuccess

The status of the full backup file. Valid
values:

Import ingImport ing: The full backup file is being
imported.

FailedFailed: The full backup file fails to be
imported.

CheckSucccessCheckSucccess : The full backup file
passes the check.

BackupSuccessBackupSuccess : The full backup file is
imported.

Delet edDelet ed: The full backup file is deleted.

CreationTime String 1623231084000

The time when the system started to import
the full backup file. The value of this
parameter is a UNIX timestamp. Unit:
milliseconds.

FinishT ime String 1623231750000

The time when the system finished
importing the full backup file. The value of
this parameter is a UNIX timestamp. Unit:
milliseconds.

Comment String BackupTest The description of the full backup file.

OssFilePath String test/backup_qp.xb
The path of the full backup file that is
stored as an object in an OSS bucket.

OssBucket String BackupTest
The name of the OSS bucket in which the full
backup file is stored as an object.

ModificationTi
me

String 1623231750000

The time when the system finished
importing the full backup file. The value of
this parameter is a UNIX timestamp. Unit:
milliseconds.

OssFileSize Long 79115
The size of the full backup file that is stored
as an object in an OSS bucket. Unit: KB.

OssFileName String backup_qp.xb
The name of the full backup file that is
stored as an object in an OSS bucket.

Parameter Type Example Description
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EngineVersion String 5.7
The database engine version that the
instance runs.

BackupId String
b-
kwwvr7v8t7of*******
*

The ID of the full backup file.

RestoreSize String 20
The amount of storage that is required to
restore the data of the full backup file. Unit:
GB.

ZoneId String cn-hangzhou-b The zone ID of the full backup file.

Retention Integer 3
The retention period of the full backup file.
Unit: days.

Engine String mysql The database engine of the instance.

OssUrl String

https://******.oss-
ap-
********.aliyuncs.com
/backup_qp.xb

The OSS download URL of the full backup
file.

Parameter Type Example Description
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OssFileMetaDat
a

String

{\"Accept-
Ranges\":\"bytes\",
\"Connection\":\"ke
ep-
alive\",\"Content-
Length\":81014337,
\"Content-
Type\":\"applicatio
n/octet-
stream\",\"Date\":1
623309548000,\"ETa
g\":\"889FE9E5FCEB
FE4781829488A3528
63B-1\",\"Last-
Modified\":1622186
844000,\"Server\":\
"AliyunOSS\",\"x-
oss-hash-
crc64ecma\":\"5793
608435727323129\",
\"x-oss-object-
type\":\"Multipart\"
,\"x-oss-request-
id\":\"60C1BCEC925
72F37318BD499\",\"
x-oss-server-
time\":\"166\",\"x-
oss-storage-
class\":\"Standard\
"}

The metadata of the full backup file. For
more information, see Manage object
metadata.

BinlogInfo String
{\"binlogPosition\":
\"154\",\"binlogFile
\":\"0.000002\"}

The information about the binary log file
that contains incremental data. If
incremental data is generated during the full
backup, this parameter is returned.

Reason String success
The reason why the full backup file failed to
be imported.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ListUserBackupFiles
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<ListUserBackupFilesResponse>
<RequestId>9FB29A6E-C63A-4810-B71D-AFC65FD66309</RequestId>
<Records>
    <Status>BackupSuccess</Status>
    <Comment>b-c8677aw89jo7********</Comment>
    <EngineVersion>5.7</EngineVersion>
    <OssBucket>ghjtest</OssBucket>
    <BackupId>b-c8677aw89jo7********</BackupId>
    <ModificationTime>1623310685000</ModificationTime>
    <Retention>3</Retention>
    <OssFileMetaData>{"Accept-Ranges":"bytes","Connection":"keep-alive","Content-Length":81
014337,"Content-MD5":"WBKyX0RbaSVjiwINUgEuTA==","Content-Type":"application/octet-stream","
Date":1623310682000,"ETag":"5812B25F445B6925638B020D52012E4C","Last-Modified":1623310648000
,"Server":"AliyunOSS","x-oss-hash-crc64ecma":"5793608435727323129","x-oss-object-type":"Nor
mal","x-oss-request-id":"60C1C15AA846BB3737811ED8","x-oss-server-time":"17","x-oss-storage-
class":"Standard"}</OssFileMetaData>
    <CreationTime>1623310685000</CreationTime>
    <OssUrl>https://******.oss-ap-********.aliyuncs.com/backup_qp.xb</OssUrl>
    <OssFileName>backup_qp.xb</OssFileName>
    <RestoreSize>20</RestoreSize>
    <OssFileSize>79115</OssFileSize>
    <Engine>mysql</Engine>
    <OssFilePath>test/backup_qp.xb</OssFilePath>
</Records>
</ListUserBackupFilesResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "RequestId" : "9FB29A6E-C63A-4810-B71D-AFC65FD66309",
  "Records" : [ {
    "Status" : "BackupSuccess",
    "Comment" : "b-c8677aw89jo7********",
    "EngineVersion" : "5.7",
    "OssBucket" : "ghjtest",
    "BackupId" : "b-c8677aw89jo7********",
    "ModificationTime" : 1623310685000,
    "Retention" : 3,
    "OssFileMetaData" : "{\"Accept-Ranges\":\"bytes\",\"Connection\":\"keep-alive\",\"Conte
nt-Length\":81014337,\"Content-MD5\":\"WBKyX0RbaSVjiwINUgEuTA==\",\"Content-Type\":\"applic
ation/octet-stream\",\"Date\":1623310682000,\"ETag\":\"5812B25F445B6925638B020D52012E4C\",\
"Last-Modified\":1623310648000,\"Server\":\"AliyunOSS\",\"x-oss-hash-crc64ecma\":\"57936084
35727323129\",\"x-oss-object-type\":\"Normal\",\"x-oss-request-id\":\"60C1C15AA846BB3737811
ED8\",\"x-oss-server-time\":\"17\",\"x-oss-storage-class\":\"Standard\"}",
    "CreationTime" : 1623310685000,
    "OssUrl" : "https://******.oss-ap-********.aliyuncs.com/backup_qp.xb",
    "OssFileName" : "backup_qp.xb",
    "RestoreSize" : 20,
    "OssFileSize" : 79115,
    "Engine" : "mysql",
    "OssFilePath" : "test/backup_qp.xb"
  } ]
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the DeleteUserBackupFile operation to delete a full backup file.

Not eNot e

A full backup file contains the data of a self-managed MySQL database. You can restore the
data of a self-managed MySQL database from a full backup file to an ApsaraDB RDS for
MySQL instance. For more information, see Migrate full the backup data of a self-managed
MySQL 5.7 database to an ApsaraDB RDS for MySQL instance.

This operation deletes full backup files only from the ApsaraDB RDS console. This operation
does not affect  the full backup files that are stored as objects in Object  Storage Service
(OSS) buckets. After you call this operation to delete a full backup file, you can call the
ImportUserBackupFile operation to reimport  the full backup file.

DebuggingDebugging

28.4. Delete a full backup file28.4. Delete a full backup file
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DeleteUserBacku
pFile

The operation that you want to
perform. Set the value to
Delet eUserBackupFileDelet eUserBackupFile.

BackupId String Yes
b-
w1haya7e4i25****
****

The ID of the full backup file. You can
call the ListUserBackupFiles operation
to query the information about all full
backup files in the region.

RegionId String Yes cn-hangzhou

The region ID of the full backup file.
You can call the DescribeRegions
operation to query the most recent
region list.

Response parametersResponse parameters

Parameter Type Example Description

BackupId String
b-
w1haya7e4i25*******
*

The ID of the deleted full backup file.

RequestId String
F28AE40B-203B-
4CFE-B81F-
FD981CD97B17

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DeleteUserBackupFile
&BackupId=b-w1haya7e4i25********
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format
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<DeleteUserBackupFileResponse>
      <RequestId>F28AE40B-203B-4CFE-B81F-FD981CD97B17</RequestId>
      <BackupId>b-w1haya7e4i25********</BackupId>
</DeleteUserBackupFileResponse>

 JSON  format

{
  "RequestId": "F28AE40B-203B-4CFE-B81F-FD981CD97B17",
  "BackupId": "b-w1haya7e4i25********"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

403
OperationDenied.Pro
duct

The product code is not
supported.

The error message returned
because the product code is not
supported.

For a list  of error codes, visit  the API Error Center.
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You can call the CreateCloudMigrationPrecheckTask operation to create an assessment task for cloud
migration to an ApsaraDB RDS for PostgreSQL instance.

PrerequisitesPrerequisites
The ApsaraDB RDS for PostgreSQL instance meets the following requirements:

The RDS instance and the self-managed PostgreSQL instance run the same PostgreSQL version, which
can be PostgreSQL 10, PostgreSQL 11, PostgreSQL 12, PostgreSQL 13, or PostgreSQL 14.

The RDS instance is a primary instance. Read-only RDS instances do not support  cloud migration.

The RDS instance uses standard SSDs or enhanced SSDs (ESSDs).

The dest ination RDS instance is empty, and the available storage of the dest ination RDS instance is
greater than or equal to the size of data in the self-managed PostgreSQL instance.

The self-managed PostgreSQL instance meets the following requirements:

Network configurations

Migration source Network configuration

Self-managed ECS-based PostgreSQL Database

If the self-managed PostgreSQL instance resides
on an Elastic Compute Service (ECS) instance, the
ECS instance and the RDS instance must reside in
the same virtual private cloud (VPC). If the ECS
instance and the RDS instance reside in different
VPCs, use Cloud Enterprise Network (CEN) to
connect the VPCs. For more information, see What
is CEN?

Self-managed PostgreSQL database in a data
center (within the same VPC as the destination
database)

The data center must be able to communicate
with the VPC to which the destination RDS instance
belongs. For more information, see Connect a data
center to a VPC.

29.Cloud migration to an29.Cloud migration to an
ApsaraDB RDS for PostgreSQLApsaraDB RDS for PostgreSQL
instanceinstance
29.1. Create an assessment task for29.1. Create an assessment task for
cloud migration to an ApsaraDB RDScloud migration to an ApsaraDB RDS
for PostgreSQL instancefor PostgreSQL instance
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PostgreSQL migration with public network address
(including migrating from other cloud vendors)

The source PostgreSQL instance must have a public
IP address.

Migration source Network configuration

If  the self-managed PostgreSQL instance resides on an ECS instance, an ECS security group is
configured. For more information, see (Optional) Configure an ECS security group on a self-managed
PostgreSQL instance.

The configurations that are described in Configure a self-managed PostgreSQL instance to listen to
remote connections are complete.

The configurations that are described in Create an account for cloud migration on a self-managed
PostgreSQL instance are complete.

The configurations that are described in Update the pg_hba.conf file of a self-managed PostgreSQL
instance are complete.

The configurations that are described in Configure the firewall of the server on which a self-managed
PostgreSQL instance resides are complete.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateCloudMigra
tionPrecheckTask

The operation that you want to
perform. Set the value to
Creat eCloudMigrat ionPrecheckT asCreat eCloudMigrat ionPrecheckT as
kk.

DBInstanceName String Yes
pgm-
bp102g323jd4***
*

The ID of the instance. You can call the
DescribeDBInstances operation to
query the IDs of instances.
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SourceIpAddress String Yes 172.2.XX.XX

The private or public IP address that is
used to connect to the self-managed
PostgreSQL instance.

If the self-managed PostgreSQL
instance resides on an ECS instance,
enter the private IP address of the
ECS instance. For more information
about how to obtain the private IP
address of an ECS instance, see View
IP addresses.

If the self-managed PostgreSQL
instance resides in a data center,
enter the IP address of the DNS
server.

SourcePort Long Yes 5432

The port that is used to connect to the
self-managed PostgreSQL instance.
You can run the  netstat -a grep
PGSQL  command to view the port.

SourceAccount String Yes migratetest

The username of the account that is
used to connect to the self-managed
PostgreSQL instance. Enter the
username of the account that you
created in the Create an account for
cloud migration on a self-managed
PostgreSQL instance topic.

SourcePassword String Yes 123456

The password of the account that is
used to connect to the self-managed
PostgreSQL instance. Enter the
password of the account that you
created in the Create an account for
cloud migration on a self-managed
PostgreSQL instance topic.

TaskName String No slf7w7wj3g

The name of the cloud migration task.
If you do not specify this parameter,
ApsaraDB RDS automatically generates
a name for the cloud migration task.

Parameter Type Required Example Description
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SourceCategory String Yes ecsOnVpc

The environment in which the self-
managed PostgreSQL instance runs.

idcOnVpcidcOnVpc: The self-managed
PostgreSQL instance resides in a
data center, which can communicate
with the VPC to which the ApsaraDB
RDS for PostgreSQL instance
belongs.

ecsOnVpcecsOnVpc: The self-managed
PostgreSQL instance resides on an
ECS instance.

int ernetint ernet : The self-managed
PostgreSQL instance resides on a
device that is connected over the
Internet.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String
pgm-
bp102g323jd4****

The name of the instance.

RequestId String
60F9A12A-16B8-
4728-B099-
4CA38D32C31C

The ID of the request.

TaskId Long 439946016 The ID of the cloud migration task.

TaskName String slf7w7wj3g The name of the cloud migration task.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CreateCloudMigrationPrecheckTask
&DBInstanceName=pgm-bp102g323jd4****
&SourceIpAddress=172.2.XX.XX
&SourcePort=5432
&SourceAccount=migratetest
&SourcePassword=123456
&TaskName=slf7w7wj3g
&SourceCategory=ecsOnVpc
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<CreateCloudMigrationPrecheckTaskResponse>
    <DBInstanceName>pgm-bp102g323jd4****</DBInstanceName>
    <RequestId>60F9A12A-16B8-4728-B099-4CA38D32C31C</RequestId>
    <TaskId>439946016</TaskId>
    <TaskName>slf7w7wj3g</TaskName>
</CreateCloudMigrationPrecheckTaskResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "DBInstanceName" : "pgm-bp102g323jd4****",
  "RequestId" : "60F9A12A-16B8-4728-B099-4CA38D32C31C",
  "TaskId" : 439946016,
  "TaskName" : "slf7w7wj3g"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
IncorrectDBInstanceS
tate

The current instance state does
not support this operation.

The error message returned
because this operation is not
supported while the instance is
in the current state.

403 IncorrectDBInstance
The current DB instance does
not support this operation.

The error message returned
because the operation is not
supported by the instance.

403
IncorrectDBInstance
Type

The database instance type
does not support the operation.

The error message returned
because this operation is not
supported for the instance type
of the instance.

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the name of the
instance cannot be found. Check
whether the name is correct.

404
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

For a list  of error codes, visit  the API Error Center.

29.2. Query assessment report for29.2. Query assessment report for
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You can call the DescribeCloudMigrationPrecheckResult  operation to query the assessment report  for
cloud migration to an ApsaraDB RDS for PostgreSQL instance.

PrerequisitesPrerequisites
Before you call the DescribeCloudMigrationPrecheckResult  operation, make sure that the
CreateCloudMigrationPrecheckTask operation is called to create a cloud migration assessment task for
the ApsaraDB RDS for PostgreSQL instance.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeCloudMig
rationPrecheckRe
sult

The operation that you want to
perform. Set the value to
DescribeCloudMigrat ionPrecheckReDescribeCloudMigrat ionPrecheckRe
sultsult .

DBInstanceName String Yes
pgm-
bp102g323jd4***
*

The ID of the ApsaraDB RDS for
PostgreSQL instance. You can call the
DescribeDBInstances operation to
query the ID of the instance.

TaskId Long No 439946016

The ID of the task. You can obtain the
ID of a task from the response that is
returned when you call the
CreateCloudMigrationPrecheckTask
operation to create the task.

TaskName String No slf7w7wj3g

The name of the task. You can obtain
the name of a task from the response
that is returned when you call the
CreateCloudMigrationPrecheckTask
operation to create the task.

29.2. Query assessment report for29.2. Query assessment report for
cloud migrationcloud migration
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SourceIpAddress String No 172.2.XX.XX

The private or public IP address that is
used to connect to the self-managed
PostgreSQL instance.

If the self-managed PostgreSQL
instance resides on an Elastic
Compute Service (ECS) instance,
enter the private IP address of the
ECS instance For more information,
see View IP addresses.

If the self-managed PostgreSQL
instance resides in an on-premises
data center, enter the private IP
address of the on-premises data
center.

If the self-managed PostgreSQL
instance resides on a device that is
connected over the Internet, enter
the public IP address of the device.

SourcePort Long No 5432

The port number that is used to
connect to the self-managed
PostgreSQL instance. You can run the
netstat -a grep PGSQL command to
obtain the port number.

PageSize Long Yes 10
The maximum number of entries to
return on each page.

PageNumber Long Yes 1 The number of the page to return.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

TotalSize Integer 1
The total number of entries that are
returned.

RequestId String
7E4A6E1B-789B-
5F16-9736-
39AA57FC7374

The ID of the request.

Items
Array of
migrateCloudT
askList
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GmtCreated String
2022-02-
25T06:57:41Z

The time when the task was created.

GmtModified String
2022-02-
25T06:58:00Z

The time when the task was modified.

TaskId Long 440420798 The ID of the task.

TaskName String lxbv6rtxno8 The name of the task.

SourceCategory String ecsonvpc

The environment in which the self-managed
PostgreSQL instance runs.

idcOnVpcidcOnVpc: The self-managed PostgreSQL
instance resides in an on-premises data
center, which can communicate with the
virtual private cloud (VPC) to which the
ApsaraDB RDS for PostgreSQL instance
belongs.

ecsOnVpcecsOnVpc: The self-managed
PostgreSQL instance resides on an ECS
instance.

int ernetint ernet : The self-managed PostgreSQL
instance resides on a device that is
connected over the Internet.

SourceIpAddres
s

String 172.2.XX.XX
The private public IP address that is used to
connect to the self-managed PostgreSQL
instance.

SourcePort Long 5432
The port number that is used to connect to
the self-managed PostgreSQL instance.

SourceAccount String migratetest
The username of the account that is used
for cloud migration.

SourcePasswor
d

String 123456 The password of the preceding account.

TargetEip String null
A reserved parameter. The return value of
this parameter is null.

TargetInstance
Name

String
pgm-
bp102g323jd4****

The ID of the ApsaraDB RDS for PostgreSQL
instance.

Parameter Type Example Description
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Detail String

[Check rds
empty]\nCheck rds
databases:
success\n[Check
source
connectivity]\nCheck
ip connectable:
success\nCheck port
connectable:
success\nCheck
database
connectable:
success\nCheck
account replication
privilege:
success\nCheck
account createrole
privilege:
success\nCheck
account monitor
privilege:
success\n[Check
source
version]\nCheck
major version
consistent:
success\n[Check
source glibc
version]\nCheck
source glibc version
compatible:
warning(warning:so
urce glibc version is
not compatible with
rds pg)\n[Check disk
size]\nCheck disk
size enough:
success\n[Check wal
keep size]\nCheck
wal keep size large
enough:
success\n[Check
spec
params]\nCheck if
spec params too
large: success\n
[Check
triggers]\nCheck
triggers
compatible:
success\n[Check
user
functions]\nCheck
user functions
compatible:
success\n*Migrate
check success*

The content of the report.

Parameter Type Example Description
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PageNumber Long 1 The page number of the returned page.

PageSize Long 10
The maximum number of entries returned on
each page.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeCloudMigrationPrecheckResult
&DBInstanceName=pgm-bp102g323jd4****
&TaskId=439946016
&TaskName=slf7w7wj3g
&SourceIpAddress=172.2.XX.XX
&SourcePort=5432
&PageSize=10
&PageNumber=1
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeCloudMigrationPrecheckResultResponse>
    <TotalSize>1</TotalSize>
    <RequestId>7E4A6E1B-789B-5F16-9736-39AA57FC7374</RequestId>
    <Items>
        <GmtCreated>2022-02-25T06:57:41Z</GmtCreated>
        <GmtModified>2022-02-25T06:58:00Z</GmtModified>
        <TaskId>440420798</TaskId>
        <TaskName>lxbv6rtxno8</TaskName>
        <SourceCategory>ecsonvpc</SourceCategory>
        <SourceIpAddress>172.2.XX.XX</SourceIpAddress>
        <SourcePort>5432</SourcePort>
        <SourceAccount>migratetest</SourceAccount>
        <SourcePassword>123456</SourcePassword>
        <TargetInstanceName>pgm-bp102g323jd4****</TargetInstanceName>
        <Detail>[Check rds empty]\nCheck rds databases: success\n[Check source connectivity
]\nCheck ip connectable: success\nCheck port connectable: success\nCheck database connectab
le: success\nCheck account replication privilege: success\nCheck account createrole privile
ge: success\nCheck account monitor privilege: success\n[Check source version]\nCheck major 
version consistent: success\n[Check source glibc version]\nCheck source glibc version compa
tible: warning(warning:source glibc version is not compatible with rds pg)\n[Check disk siz
e]\nCheck disk size enough: success\n[Check wal keep size]\nCheck wal keep size large enoug
h: success\n[Check spec params]\nCheck if spec params too large: success\n [Check triggers]
\nCheck triggers compatible: success\n[Check user functions]\nCheck user functions compatib
le: success\n*Migrate check success*</Detail>
    </Items>
    <PageNumber>1</PageNumber>
    <PageSize>10</PageSize>
</DescribeCloudMigrationPrecheckResultResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "TotalSize" : 1,
  "RequestId" : "7E4A6E1B-789B-5F16-9736-39AA57FC7374",
  "Items" : {
    "GmtCreated" : "2022-02-25T06:57:41Z",
    "GmtModified" : "2022-02-25T06:58:00Z",
    "TaskId" : 440420798,
    "TaskName" : "lxbv6rtxno8",
    "SourceCategory" : "ecsonvpc",
    "SourceIpAddress" : "172.2.XX.XX",
    "SourcePort" : 5432,
    "SourceAccount" : "migratetest",
    "SourcePassword" : 123456,
    "TargetInstanceName" : "pgm-bp102g323jd4****",
    "Detail" : "[Check rds empty]\\nCheck rds databases: success\\n[Check source connectivi
ty]\\nCheck ip connectable: success\\nCheck port connectable: success\\nCheck database conn
ectable: success\\nCheck account replication privilege: success\\nCheck account createrole 
privilege: success\\nCheck account monitor privilege: success\\n[Check source version]\\nCh
eck major version consistent: success\\n[Check source glibc version]\\nCheck source glibc v
ersion compatible: warning(warning:source glibc version is not compatible with rds pg)\\n[C
heck disk size]\\nCheck disk size enough: success\\n[Check wal keep size]\\nCheck wal keep 
size large enough: success\\n[Check spec params]\\nCheck if spec params too large: success\
\n [Check triggers]\\nCheck triggers compatible: success\\n[Check user functions]\\nCheck u
ser functions compatible: success\\n*Migrate check success*"
  },
  "PageNumber" : 1,
  "PageSize" : 10
}

Error codesError codes

HTTP
status
code

Error code Error message Description

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the instance name that
you specified cannot be found.
Verify the instance name and try
again.

For a list  of error codes, visit  the API Error Center.

You can call the CreateCloudMigrationTask operation to create a cloud migration task for an ApsaraDB
RDS for PostgreSQL instance.

PrerequisitesPrerequisites

29.3. Create cloud migration task29.3. Create cloud migration task
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Before you call this operation, make sure that the ApsaraDB RDS for PostgreSQL instance passes the
cloud migration assessment.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
CreateCloudMigra
tionTask

The operation that you want to
perform. Set the value to
Creat eCloudMigrat ionT askCreat eCloudMigrat ionT ask.

DBInstanceName String Yes
pgm-
bp102g323jd4***
*

The ID of the ApsaraDB RDS for
PostgreSQL instance. You can call the
DescribeDBInstances operation to
query the ID of the instance.

SourceIpAddress String Yes 172.16.XX.XX

The private or public IP address that is
used to connect to the self-managed
PostgreSQL instance.

If the self-managed PostgreSQL
instance resides on an Elastic
Compute Service (ECS) instance,
enter the private IP address of the
ECS instance. For more information,
see View IP addresses.

If the self-managed PostgreSQL
instance resides in an on-premises
data center, enter the private IP
address of the on-premises data
center.

In the self-managed PostgreSQL
instance resides on a device that is
connected over the Internet, enter
the public IP address of the device.

SourcePort Long Yes 5432

The port number that is used to
connect to the self-managed
PostgreSQL instance. You can run the
 netstat -a grep PGSQL 

command to obtain the port number.
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SourceAccount String Yes migratetest

The username of the account that is
used for cloud migration. For more
information, see Create an account for
cloud migration on a self-managed
PostgreSQL instance.

SourcePassword String Yes 123456

The password of the preceding
account. For more information, see
Create an account for cloud migration
on a self-managed PostgreSQL
instance.

TaskName String No
362c6c7a-4d20-
4eac-898c-
1495ceab374c

The name of the task. You can specify
a custom task name. If you do not
specify this parameter, ApsaraDB RDS
automatically generates a task name.

SourceCategory String Yes ecsOnVpc

The environment in which the self-
managed PostgreSQL instance runs.

idcOnVpcidcOnVpc: The self-managed
PostgreSQL instance resides in an
on-premises data center, which can
communicate with the virtual private
cloud (VPC) to which the ApsaraDB
RDS for PostgreSQL instance
belongs.

ecsOnVpcecsOnVpc: The self-managed
PostgreSQL instance resides on an
ECS instance.

int ernetint ernet : The self-managed
PostgreSQL instance resides on a
device that is connected over the
Internet.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String
pgm-
bp102g323jd4****

The name of the ApsaraDB RDS for
PostgreSQL instance.

RequestId String
8B993DA9-5272-
5414-94E3-
4CA8BA0146C2

The ID of the request.
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TaskId Long 440437220 The ID of the task.

TaskName String
362c6c7a-4d20-
4eac-898c-
1495ceab374c

The name of the task.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=CreateCloudMigrationTask
&DBInstanceName=pgm-bp102g323jd4****
&SourceIpAddress=172.16.XX.XX
&SourcePort=5432
&SourceAccount=migratetest
&SourcePassword=123456
&TaskName=362c6c7a-4d20-4eac-898c-1495ceab374c
&SourceCategory=ecsOnVpc
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<CreateCloudMigrationTaskResponse>
    <DBInstanceName>pgm-bp102g323jd4****</DBInstanceName>
    <RequestId>8B993DA9-5272-5414-94E3-4CA8BA0146C2</RequestId>
    <TaskId>440437220</TaskId>
    <TaskName>362c6c7a-4d20-4eac-898c-1495ceab374c</TaskName>
</CreateCloudMigrationTaskResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "DBInstanceName" : "pgm-bp102g323jd4****",
  "RequestId" : "8B993DA9-5272-5414-94E3-4CA8BA0146C2",
  "TaskId" : 440437220,
  "TaskName" : "362c6c7a-4d20-4eac-898c-1495ceab374c"
}

Error codesError codes
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HTTP
status
code

Error code Error message Description

400
IncorrectDBInstanceS
tate

The current instance state does
not support this operation.

The error message returned
because the operation is not
supported when the instance is
in the current state.

403 IncorrectDBInstance
The current DB instance does
not support this operation.

The error message returned
because the operation is not
supported by the instance.

403
IncorrectDBInstance
Type

The database instance type
does not support the operation.

The error message returned
because the operation is not
supported for the database
engine that is run by the
instance.

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the instance name that
you specified cannot be found.
Verify that the instance name
and try again.

404
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

For a list  of error codes, visit  the API Error Center.

You can call the Act ivateMigrationTargetInstance operation to switch workloads over to an ApsaraDB
RDS for PostgreSQL instance.

PrerequisitesPrerequisites
Before you call the Act ivateMigrationTargetInstance operation, make sure a cloud migration task is
created by calling the CreateCloudMigrationTask operation. In addit ion, make sure that the value that is
returned for the Migrat eSt ageMigrat eSt age parameter from the call of the DescribeCloudMigrationResult  operation
is incrementincrement .

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

29.4. Switch workloads over to29.4. Switch workloads over to
destination instancedestination instance
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Parameter Type Required Example Description

Action String Yes
ActivateMigration
TargetInstance

The operation that you want to
perform. Set the value to
Act ivat eMigrat ionT arget Inst anceAct ivat eMigrat ionT arget Inst ance.

DBInstanceName String Yes
pgm-
bp102g323jd4***
*

The ID of the ApsaraDB RDS for
PostgreSQL instance. You can call the
DescribeDBInstances operation to
query the ID of the instance.

SwitchTime String No
2022-02-
25T06:57:41Z

A reserved parameter. This parameter
does not take effect.

SwitchT imeMode String No 0

The time when you want to perform
the switchover.

Set the value to 0. The value 0
specifies an immediate switchover.

ForceSwitch String No 1

Specifies whether to forcefully
perform a switchover. Set the value to
1. The value 1 specifies a forceful
switchover.

Response parametersResponse parameters

Parameter Type Example Description

DBInstanceNam
e

String
pgm-
bp102g323jd4****

The name of the ApsaraDB RDS for
PostgreSQL instance.

RequestId String
76364A52-E0AB-
5CC8-9818-
CF1DC482C092

The ID of the request.

TaskId Long 440913675 The ID of the task.

SourceIpAddres
s

String 172.16.XX.XX
The private or public IP address that is used
to connect to the self-managed PostgreSQL
instance.

SourcePort Long 5432
The port number that is used to connect to
the self-managed PostgreSQL instance.
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ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ActivateMigrationTargetInstance
&DBInstanceName=pgm-bp102g323jd4****
&SwitchTime=2022-02-25T06:57:41Z
&SwitchTimeMode=0
&ForceSwitch=1
&<Common request parameters>

Sample success responses

 XML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<ActivateMigrationTargetInstanceResponse>
    <DBInstanceName>pgm-bp102g323jd4****</DBInstanceName>
    <RequestId>76364A52-E0AB-5CC8-9818-CF1DC482C092</RequestId>
    <TaskId>440913675</TaskId>
    <SourceIpAddress>172.16.XX.XX</SourceIpAddress>
    <SourcePort>5432</SourcePort>
</ActivateMigrationTargetInstanceResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "DBInstanceName" : "pgm-bp102g323jd4****",
  "RequestId" : "76364A52-E0AB-5CC8-9818-CF1DC482C092",
  "TaskId" : 440913675,
  "SourceIpAddress" : "172.16.XX.XX",
  "SourcePort" : 5432
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
IncorrectDBInstanceS
tate

The current instance state does
not support this operation.

The error message returned
because the operation is not
supported when the instance is
in the current state.

403 IncorrectDBInstance
The current DB instance does
not support this operation.

The error message returned
because the operation is not
supported by the instance.

API Reference··Cloud migrat ion t o an
ApsaraDB RDS for Post greSQL inst an
ce

ApsaraDB for RDS

752 > Document  Version: 20220713



403
IncorrectDBInstance
Type

The database instance type
does not support the operation.

The error message returned
because the operation is not
supported for the database
engine that is run by the
instance.

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the instance name that
you specified cannot be found.
Verify the instance name and try
again.

404
IncorrectDBInstanceL
ockMode

Current DB instance lock mode
does not support this operation.

The error message returned
because the instance is locked.

HTTP
status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

You can call the DescribeCloudMigrationResult  operation to query the details about the cloud migration
tasks of an ApsaraDB RDS for PostgreSQL instance.

PrerequisitesPrerequisites
Before you call the DescribeCloudMigrationResult  operation, make sure that cloud migration tasks are
created by calling the CreateCloudMigrationTask operation.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes
DescribeCloudMig
rationResult

The operation that you want to
perform. Set the value to
DescribeCloudMigrat ionResultDescribeCloudMigrat ionResult .

29.5. Query cloud migration task29.5. Query cloud migration task
detailsdetails
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DBInstanceName String Yes
pgm-
bp102g323jd4***
*

The ID of the ApsaraDB RDS for
PostgreSQL instance. You can call the
DescribeDBInstances operation to
query the ID of the instance.

TaskId Long No 440437220

The ID of the task. You can obtain the
ID of a task from the response that is
returned when you call the
CreateCloudMigrationTask operation to
create the task.

TaskName String No
362c6c7a-4d20-
4eac-898c-
1495ceab374c

The name of the task. You can obtain
the name of a task from the response
that is returned when you call the
CreateCloudMigrationTask operation to
create the task.

SourceIpAddress String No 172.16.XX.XX

The private IP address that is used to
connect to the self-managed
PostgreSQL instance.

If the self-managed PostgreSQL
instance resides on an Elastic
Compute Service (ECS) instance,
enter the private IP address of the
ECS instance. For more information,
see View IP addresses.

If the self-managed PostgreSQL
instance resides in an on-premises
data center, enter the private IP
address of the on-premises data
center.

If the self-managed PostgreSQL
instance resides on a device that is
connected over the Internet, enter
the public IP address of the device.

SourcePort Long No 5432

The port number that is used to
connect to the self-managed
PostgreSQL instance. You can run the
netstat -a grep PGSQL command to
obtain the port number.

PageNumber Long Yes 10
The maximum number of entries to
return on each page.

Parameter Type Required Example Description
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PageSize Long Yes 1 The number of the page to return.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

TotalSize Integer 1 The total number of tasks that are returned.

RequestId String
1B983C48-9793-
5EAA-8F7F-
00EAEC517675

The ID of the request.

Items Array of Tasks

GmtCreated String
2022-02-
25T08:53:13Z

The time when the task was created.

GmtModified String
2022-03-
01T06:39:51Z

The time when the task was modified.

TaskId Long 440437220 The ID of the task.

TaskName String
362c6c7a-4d20-
4eac-898c-
1495ceab374c

The name of the task.

MigrateStage String switch

The migration phase in which the task stays.

precheckprecheck: precheck

basebackupbasebackup: full data backup

st art upst art up: link establishment

incrementincrement : incremental data
synchronization

swit chswit ch: cloud migration-triggered
switchover

successsuccess : cloud migration completed

ApsaraDB for RDS
API Reference··Cloud migrat ion t o an
ApsaraDB RDS for Post greSQL inst an

ce

> Document  Version: 20220713 755



SourceCategory String ecsonvpc

The environment in which the self-managed
PostgreSQL instance runs.

idcOnVpcidcOnVpc: The self-managed PostgreSQL
instance resides in an on-premises data
center, which can communicate with the
virtual private cloud (VPC) to which the
ApsaraDB RDS for PostgreSQL instance
resides.

ecsOnVpcecsOnVpc: The self-managed
PostgreSQL instance resides on an ECS
instance.

int ernetint ernet : The self-managed PostgreSQL
instance resides on a device that is
connected over the Internet.

SourceIpAddres
s

String 172.16.XX.XX
The private IP address that is used to
connect to the self-managed PostgreSQL
instance.

SourcePort Long 5432
The port number that is used to connect to
the self-managed PostgreSQL instance.

SourceAccount String migratetest
The username of the account that is used
for cloud migration.

SourcePasswor
d

String 123456 The password of the preceding account.

TargetEip String null A reserved parameter. The return value is
null.

TargetInstance
Name

String
pgm-
bp102g323jd4****

The ID of the ApsaraDB RDS for PostgreSQL
instance.

ReplicationStat
e

String streaming

The status of data replication.

unst art edunst art ed

cat chupcat chup

st reamingst reaming

disconnectdisconnect

f inishf inish

Parameter Type Example Description
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ReplicationInfo String

{\"Status\":\"strea
ming\",\"ReceiveSta
rtLsn\":\"0/3000000
\",\"ReceivedTli\":\"
1\",\"LatestEndTime
\":\"2022-02-25
17:03:59.3344+08\"
,\"Synced\":\"true\"
,\"IsSlave\":\"true\"
,\"ReplayT imestamp
\":\"null\",\"LastMs
gSendTime\":\"202
2-03-01
14:42:57.967537+08
\",\"Conninfo\":\"us
er=migratetest
password=********
channel_binding=pr
efer
dbname=replication
host=172.16.254.20
3 port=5432
application_name=r
ds_db_instance
fallback_application
_name=walreceiver
sslmode=prefer
sslcompression=1
sslsni=1
ssl_min_protocol_ve
rsion=TLSv1.2
gssencmode=prefer
krbsrvname=postgr
es
target_session_attrs
=any\",\"LastMsgRe
ceiptT ime\":\"2022-
03-01
14:42:57.96727+08\
",\"LatestEndLsn\":\
"0/3000148\",\"Rec
eivedLsn\":\"0/3000
148\",\"ReplayLsn\"
:\"0/3000148\",\"Re
ceiveStartT li\":\"1\"
,\"ReplayLag\":\"0\
"}

The information about the replication link.

[Check rds
empty]\nCheck rds
databases:
success\n[Check
source
connectivity]\nCheck

Parameter Type Example Description
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Detail String

ip connectable:
success\nCheck port
connectable:
success\nCheck
database
connectable:
success\nCheck
account replication
privilege:
success\nCheck
account createrole
privilege:
success\nCheck
account monitor
privilege:
success\n[Check
source
version]\nCheck
major version
consistent:
success\n[Check
source glibc
version]\nCheck
source glibc version
compatible:
warning(warning:so
urce glibc version is
not compatible with
rds pg)\n[Check disk
size]\nCheck disk
size enough:
success\n[Check wal
keep size]\nCheck
wal keep size large
enough:
success\n[Check
spec
params]\nCheck if
spec params too
large:
success\n[Start RDS
instance]\n2022-02-
25 17:00:29 ---
Start RDS instance
as slave for data
replication\n[Synchr
onize data]\n2022-
02-25 17:01:05 ---
Synchronize data
from source to RDS
by streaming
replication \n

The details about the task.

SwitchTime String
2022-03-
01T06:40:51Z

The time when a switchover was performed.

Parameter Type Example Description
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PageNumber Long 1 The page number of the returned page.

PageSize Long 10
The maximum number of entries returned on
each page.

Parameter Type Example Description

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=DescribeCloudMigrationResult
&DBInstanceName=pgm-bp102g323jd4****
&TaskId=440437220
&TaskName=362c6c7a-4d20-4eac-898c-1495ceab374c
&SourceIpAddress=172.16.XX.XX
&SourcePort=5432
&PageNumber=10
&PageSize=1
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeCloudMigrationResultResponse>
    <TotalSize>1</TotalSize>
    <RequestId>1B983C48-9793-5EAA-8F7F-00EAEC517675</RequestId>
    <Items>
        <GmtCreated>2022-02-25T08:53:13Z</GmtCreated>
        <GmtModified>2022-03-01T06:39:51Z</GmtModified>
        <TaskId>440437220</TaskId>
        <TaskName>362c6c7a-4d20-4eac-898c-1495ceab374c</TaskName>
        <MigrateStage>increment</MigrateStage>
        <SourceCategory>ecsonvpc</SourceCategory>
        <SourceIpAddress>172.16.XX.XX</SourceIpAddress>
        <SourcePort>5432</SourcePort>
        <SourceAccount>migratetest</SourceAccount>
        <SourcePassword>123456</SourcePassword>
        <TargetEip>null</TargetEip>
        <TargetInstanceName>pgm-bp102g323jd4****</TargetInstanceName>
        <ReplicationState>streaming</ReplicationState>
        <ReplicationInfo>{\"Status\":\"streaming\",\"ReceiveStartLsn\":\"0/3000000\",\"Rece
ivedTli\":\"1\",\"LatestEndTime\":\"2022-02-25 17:03:59.3344+08\",\"Synced\":\"true\",\"IsS
lave\":\"true\",\"ReplayTimestamp\":\"null\",\"LastMsgSendTime\":\"2022-03-01 14:42:57.9675
37+08\",\"Conninfo\":\"user=migratetest password=******** channel_binding=prefer dbname=rep
lication host=172.16.254.203 port=5432 application_name=rds_db_instance fallback_applicatio
n_name=walreceiver sslmode=prefer sslcompression=1 sslsni=1 ssl_min_protocol_version=TLSv1.
2 gssencmode=prefer krbsrvname=postgres target_session_attrs=any\",\"LastMsgReceiptTime\":\
"2022-03-01 14:42:57.96727+08\",\"LatestEndLsn\":\"0/3000148\",\"ReceivedLsn\":\"0/3000148\
",\"ReplayLsn\":\"0/3000148\",\"ReceiveStartTli\":\"1\",\"ReplayLag\":\"0\"}</ReplicationIn
fo>
        <Detail>[Check rds empty]\nCheck rds databases: success\n[Check source connectivity
]\nCheck ip connectable: success\nCheck port connectable: success\nCheck database connectab
le: success\nCheck account replication privilege: success\nCheck account createrole privile
ge: success\nCheck account monitor privilege: success\n[Check source version]\nCheck major 
version consistent: success\n[Check source glibc version]\nCheck source glibc version compa
tible: warning(warning:source glibc version is not compatible with rds pg)\n[Check disk siz
e]\nCheck disk size enough: success\n[Check wal keep size]\nCheck wal keep size large enoug
h: success\n[Check spec params]\nCheck if spec params too large: success\n[Start RDS instan
ce]\n2022-02-25 17:00:29 --- Start RDS instance as slave for data replication\n[Synchronize
data]\n2022-02-25 17:01:05 --- Synchronize data from source to RDS by streaming replication
\n</Detail>
        <SwitchTime>2022-03-01T06:40:51Z</SwitchTime>
    </Items>
    <PageNumber>1</PageNumber>
    <PageSize>10</PageSize>
</DescribeCloudMigrationResultResponse>

 JSON  format
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HTTP/1.1 200 OK
Content-Type:application/json
{
  "TotalSize" : 1,
  "RequestId" : "1B983C48-9793-5EAA-8F7F-00EAEC517675",
  "Items" : {
    "GmtCreated" : "2022-02-25T08:53:13Z",
    "GmtModified" : "2022-03-01T06:39:51Z",
    "TaskId" : 440437220,
    "TaskName" : "362c6c7a-4d20-4eac-898c-1495ceab374c",
    "MigrateStage" : "increment",
    "SourceCategory" : "ecsonvpc",
    "SourceIpAddress" : "172.16.XX.XX",
    "SourcePort" : 5432,
    "SourceAccount" : "migratetest",
    "SourcePassword" : 123456,
    "TargetEip" : "null",
    "TargetInstanceName" : "pgm-bp102g323jd4****",
    "ReplicationState" : "streaming",
    "ReplicationInfo" : "{\\\"Status\\\":\\\"streaming\\\",\\\"ReceiveStartLsn\\\":\\\"0/30
00000\\\",\\\"ReceivedTli\\\":\\\"1\\\",\\\"LatestEndTime\\\":\\\"2022-02-25 17:03:59.3344+
08\\\",\\\"Synced\\\":\\\"true\\\",\\\"IsSlave\\\":\\\"true\\\",\\\"ReplayTimestamp\\\":\\\
"null\\\",\\\"LastMsgSendTime\\\":\\\"2022-03-01 14:42:57.967537+08\\\",\\\"Conninfo\\\":\\
\"user=migratetest password=******** channel_binding=prefer dbname=replication host=172.16.
254.203 port=5432 application_name=rds_db_instance fallback_application_name=walreceiver ss
lmode=prefer sslcompression=1 sslsni=1 ssl_min_protocol_version=TLSv1.2 gssencmode=prefer k
rbsrvname=postgres target_session_attrs=any\\\",\\\"LastMsgReceiptTime\\\":\\\"2022-03-01 1
4:42:57.96727+08\\\",\\\"LatestEndLsn\\\":\\\"0/3000148\\\",\\\"ReceivedLsn\\\":\\\"0/30001
48\\\",\\\"ReplayLsn\\\":\\\"0/3000148\\\",\\\"ReceiveStartTli\\\":\\\"1\\\",\\\"ReplayLag\
\\":\\\"0\\\"}",
    "Detail" : "[Check rds empty]\\nCheck rds databases: success\\n[Check source connectivi
ty]\\nCheck ip connectable: success\\nCheck port connectable: success\\nCheck database conn
ectable: success\\nCheck account replication privilege: success\\nCheck account createrole 
privilege: success\\nCheck account monitor privilege: success\\n[Check source version]\\nCh
eck major version consistent: success\\n[Check source glibc version]\\nCheck source glibc v
ersion compatible: warning(warning:source glibc version is not compatible with rds pg)\\n[C
heck disk size]\\nCheck disk size enough: success\\n[Check wal keep size]\\nCheck wal keep 
size large enough: success\\n[Check spec params]\\nCheck if spec params too large: success\
\n[Start RDS instance]\\n2022-02-25 17:00:29 --- Start RDS instance as slave for data repli
cation\\n[Synchronize data]\\n2022-02-25 17:01:05 --- Synchronize data from source to RDS b
y streaming replication \\n",
    "SwitchTime" : "2022-03-01T06:40:51Z"
  },
  "PageNumber" : 1,
  "PageSize" : 10
}

Error codesError codes
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HTTP
status
code

Error code Error message Description

404
InvalidDBInstanceNa
me.NotFound

The database instance does not
exist.

The error message returned
because the instance name that
you specified cannot be found.
Verify the instance name and try
again.

For a list  of error codes, visit  the API Error Center.
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Creates and binds tags to one or more ApsaraDB for RDS instances.

If  you have a large number of instances, you can create mult iple tags and bind these tags to the
instances. Then, you can filter the instances by tag.

A tag consists of a key and a value. Each key must be unique in a region for an Alibaba Cloud account.
Different keys can be mapped to the same value.

If  a specified tag does not exist , the tag is created and bound to the specified instances.

If  the key of the specified tag is the same as that of an exist ing tag, the specified tag overwrites the
exist ing tag.

You can bind up to 20 tags to an instance.

You can bind tags to up to 50 instances in each call.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes TagResources
The operation that you want to
perform. Set the value to
T agResourcesT agResources .

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

ResourceId.N
RepeatLi
st

Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can bind
tags to N instances at a t ime. Valid
values of N: 11 to 5050.

ResourceType String Yes INSTANCE
The type of the resource. Set the value
to INST ANCEINST ANCE.

Tag.N.Key String Yes testkey1
The key of the tag. You can create N
keys at a t ime. Valid values of N: 11 to
2020. The tag key cannot be left  empty.

30.Tag management30.Tag management
30.1. Create and bind tags30.1. Create and bind tags
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Tag.N.Value String No testvalue1
The value of the tag. You can create N
values at a t ime. Valid values of N: 11
to 2020. The tag value can be left  empty.

Parameter Type Required Example Description

Response parametersResponse parameters

Parameter Type Example Description

RequestId String
224DB9F7-3100-
4899-AB9C-
C938BCCB43E7

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=TagResources
&RegionId=cn-hangzhou
&ResourceType=INSTANCE
&ResourceId.1=rm-uf6wjk5xxxxxxx
&Tag.1.Key=testkey1
&Tag.1.Value=testvalue1
&<Common request parameters>

Sample success responses

 XML  format

<TagResourcesResponse>
  <RequestId>224DB9F7-3100-4899-AB9C-C938BCCB43E7</RequestId>
</TagResourcesResponse>

 JSON  format

{
 "RequestId":"224DB9F7-3100-4899-AB9C-C938BCCB43E7"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

Unbinds tags from an ApsaraDB for RDS instance.

30.2. Unbind tags30.2. Unbind tags
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Not eNot e

You can unbind up to 20 tags at  a t ime.

If  a tag is unbound from an instance and is not bound to other instances, the tag is deleted.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

Parameter Type Required Example Description

Action String Yes UntagResources
The operation that you want to
perform. Set the value to
Unt agResourcesUnt agResources .

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

ResourceId.N
RepeatLi
st

Yes
rm-
uf6wjk5xxxxxxx

The ID of the instance. You can bind
tags to N instances at a t ime. Valid
values of N: 11 to 5050.

ResourceType String Yes INSTANCE
The type of the resource. Set the value
to INST ANCEINST ANCE.

All Boolean No false

Specifies whether to delete all tags of
the instance. Valid values:

t ruet rue

f alsef alse

Default value: f alsef alse.

Not e Not e This parameter is
valid when T agKey.NT agKey.N is not
specified.

TagKey.N
RepeatLi
st

No testkey1
The key of the tag. You can delete N
keys at a t ime. Valid values of N: 11 to
2020. The tag key cannot be left  empty.
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Response parametersResponse parameters

Parameter Type Example Description

RequestId String
601B6F25-21E7-
4484-99D5-
3EF2625C0088

The ID of the request.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/? Action=UntagResources
&RegionId=cn-hangzhou
&ResourceType=INSTANCE
&ResourceId.1=rm-uf6wjk5xxxxxxx
&TagKey.1=testkey1
&<Common request parameters>

Sample success responses

 XML  format

<UntagResourcesResponse>
        <RequestId>601B6F25-21E7-4484-99D5-3EF2625C0088</RequestId>
</UntagResourcesResponse>

 JSON  format

{
 "RequestId":"601B6F25-21E7-4484-99D5-3EF2625C0088"
}

Error codesError codes
For a list  of error codes, visit  the API Error Center.

You can call the ListTagResources operation to query tags that are bound to one or more ApsaraDB
RDS instances.

DebuggingDebugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend
that you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample
code of the operation for different SDKs.

Request parametersRequest parameters

30.3. Query the tags of ApsaraDB RDS30.3. Query the tags of ApsaraDB RDS
instancesinstances
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Parameter Type Required Example Description

Action String Yes ListTagResources
The operation that you want to
perform. Set the value to
List T agResourcesList T agResources .

RegionId String Yes cn-hangzhou
The ID of the region. You can call the
DescribeRegions operation to query the
most recent region list.

ResourceType String Yes INSTANCE
The type of the resource. Set the value
to INST ANCEINST ANCE.

NextToken String No
212db86sca4384
811e0b5e8707ec
21345

The token required to obtain more
results. This parameter is not required
in the first  query. If a query does not
return all results, in the next query, you
can specify the token returned from
the previous query to obtain more
results.

ResourceId.N String No rm-uf6wjk5*******

The ID of the instance. You can query
the tags of N instances at a t ime. Valid
values of N: 11 to 5050.

Not e Not e You must specify at
least one of the ResourceId.NResourceId.N
and T ag.N.KeyT ag.N.Key parameters.

Tag.N.Key String No testkey1

The key of the tag. You can query N
tag keys at a t ime. Valid values of N: 11
to 2020. The value of this parameter
cannot be an empty string.

Not e Not e You must specify at
least one of the ResourceId.NResourceId.N
and T ag.N.KeyT ag.N.Key parameters.

Tag.N.Value String No testvalue1

The tag value that is associated with
the specified tag key. You can specify
N tag values at a t ime. Valid values of
N: 11 to 2020. This parameter can be an
empty string.
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Response parametersResponse parameters

Parameter Type Example Description

NextToken String
212db86sca4384811
e0b5e8707ec21345

The token required to obtain more results. If
a query does not return all results, in the
next query, you can provide the token
returned by the previous query to obtain
more results.

RequestId String
47A514A1-4B77-
4E30-B4C5-
2A880650B3FD

The ID of the request.

TagResources
Array of
TagResource

The information of the returned instances
and tags.

TagResource

TagValue String testvalue1
The tag value that is associated with the
specified tag key.

ResourceType String
ALIYUN::RDS::INSTA
NCE

The resource type. The value
 ALIYUN::RDS::INSTANCE  indicates

ApsaraDB RDS instances.

ResourceId String rm-uf6wjk5xxxxxxx The ID of the instance.

TagKey String testkey1 The key of the tag.

ExamplesExamples
Sample requests

http(s)://rds.aliyuncs.com/?Action=ListTagResources
&RegionId=cn-hangzhou
&ResourceType=INSTANCE
&ResourceId.1=rm-uf6wjk5xxxxxxx
&Tag.1.Key=testkey1
&<Common request parameters>

Sample success responses

 XML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<ListTagResourcesResponse>
<TagResources>
    <TagResource>
        <ResourceType>ALIYUN::RDS::INSTANCE</ResourceType>
        <TagValue>testvalue1</TagValue>
        <ResourceId>rm-uf6wjk5xxxxxxx</ResourceId>
        <TagKey>testkey1</TagKey>
    </TagResource>
</TagResources>
<RequestId>47A514A1-4B77-4E30-B4C5-2A880650B3FD</RequestId>
</ListTagResourcesResponse>

 JSON  format

HTTP/1.1 200 OK
Content-Type:application/json
{
  "TagResources" : {
    "TagResource" : [ {
      "ResourceType" : "ALIYUN::RDS::INSTANCE",
      "TagValue" : "testvalue1",
      "ResourceId" : "rm-uf6wjk5xxxxxxx",
      "TagKey" : "testkey1"
    } ]
  },
  "RequestId" : "47A514A1-4B77-4E30-B4C5-2A880650B3FD"
}

Error codesError codes

HTTP
status
code

Error code Error message Description

400
BothEmpty.TagsAnd
Resources

The specified Tags and
ResourcesIds are not allow to
both empty.

The error message returned
because the Tag.N.Key and
ResourceId parameters cannot
be both empty.

400
InvalidParameter.Res
ourceType

The parameter ResourceType is
invalid.

The error message returned
because the value of the
ResourceType parameter is
invalid.

For a list  of error codes, visit  the API Error Center.
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Common errorsCommon errors

Error code Error message HTTP status code

MissingParameter
The input parameter “parameter name” that is
mandatory for processing this request is not
supplied.

400

InvalidParameter
The specified parameter “Action or Version” is not
valid.

400

InvalidAccessKeyId.NotF
ound

The Access Key ID provided does not exist in our
records.

404

IncompleteSignature
The request signature does not conform to Aliyun
standards.

400

IllegalT imestamp
The input parameter "T imestamp" that is
mandatory for processing this request is not
supplied.

400

InvalidOwnerId The specified OwnerId is not valid. 400

InvalidOwnerAccount The specified OwnerAccount is not valid. 400

InvalidOwner
OwnerId and OwnerAccount can’t  be used at one API
access.

400

Throttling Request was denied due to request throttling. 400

InvalidAction The specified action is not valid. 403

ActionUnauthorized The specified action is not available for you 403

UnsupportedHTTPMeth
od

This http method not supported. 403

UnsupportedParameter
The parameter "<parameter name>" is not
supported.

400

Forbidden.InstanceNotF
ound

The specified DB instance does not exist. 404

Forbidden.RAM
The user is not authorized to operate the specified
resource, or this operation does not support RAM.

403

Forbedden.NotSupport
RAM

This action does not support accessed by RAM
mode.

403

31.Appendix31.Appendix
31.1. Client error codes31.1. Client error codes
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Forbidden.RiskControl
This operation is forbidden by Aliyun Risk Control
system.

403

InsufficientBalance Your account does not have enough balance. 400

Forbidden.Authenticatio
n

This operation is forbidden by Aliyun Realname
Authentication system.

403

Invalid<parameter
name>.ValueNotSuppor
ted

The specified parameter “parameter name” is not
valid.

400

Invalid<parameter
name>.Malformed

The specified parameter "parameter name n" is not
valid.

400

InvalidParameter
The specified parameter " parameter name n " is not
valid.

400

Error code Error message HTTP status code

Operation-specific errorsOperation-specific errors

Error code Error message HTTP status code

InvalidRegionId.NotFoun
d

The DBInstanceId provided does not exist in our
records.

404

InvalidSecurityIPList.Dupl
icate

The Security IP address is not in the available range
or occupied.

400

InvalidSecurityIPListLeng
th.Malformed

The security IP address is beyond the available range
or is already used.

400

InvalidEngineVersionInRe
gion.NotAvailable

The EngineVersion in the Region is not available. 403

InvaildEngineInRegion.N
otAvailable

The Engine in the Region is not available. 403

InvaildDBInstanceClassIn
Region.NotAvailable

The DBInstanceClass in the Region is not available. 403

OperationDenied The resource is out of usage. 403

RegionUnauthorized
There is no authority to create instance in the
specified region.

403

QuotaExceeded.CreateIn
stance

The quota of create instance exceeds. 403

InvalidDBInstanceId.NotF
ound

The specified DBInstanceId does not exist. 404
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MissingParameter
The input parameters “DBInstanceClass” and
“DBInstanceStorage” all blank or no change.

400

OperationDenied.DBInst
anceType

The operation is not permitted due to type of
instance.

400

OperationDenied.DBInst
anceStorageReduce

The operation is not permitted due to reduce
storage.

403

OperationDenied.DBInst
anceStatus

The operation is not permitted due to instance
status.

403

DependencyViolation
The operation is not permitted due to instance
mount read only or guard instance.

403

InvalidConnectionString
Prefix.Duplicate

The connection string is not in the available range or
occupied.

400

QuotaExceeded.SwitchT
ime

The quota of switch t ime exceed. 400

OperationDenied.LockM
ode

The operation is not permitted due to lock of
instance.

403

InvalidSecurityIps.Duplic
ate

The quota of security ip exceeds. 400

OperationDenied.Curren
tEngineVersion

The operation is not permitted due to specified
current version .

400

OperationDenied.ReadO
nlyDBInstanceLower

The operation is not permitted due to higher read
only instance version .

403

OperationDenied.Guard
DBInstanceLower

The operation is not permitted due to higher guard
instance version .

403

OperationDenied.Master
DBInstanceState

The status of the specified master instance does
not support this operation.

403

QuotaExceeded.DBNam
e

The quota of db exceeds. 400

InvalidDBName.Duplicat
e

The specified DB name is invalid or already exists. 400

InvalidParameter.Keywo
rd

The specified DBName is a reserved keyword. 400

OperationDenied.DBStat
us

The status of the database does not support this
operation.

403

Error code Error message HTTP status code
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OperationDenied.DBInst
anceEngine

The operation is not permitted due to engine of
instance.

403

FTPServiceUnavailable
The service is unavailable now; wait several minutes
and try again.

403

QuotaExceeded.Upload The quota of file exceeds. 403

InvalidFileName.NotCom
pleted

The specified “FileName” is not completed . 404

InvalidFileName.NotAvai
lable

The specified “FileName” is not Available . 404

QuotaExceeded.FileSize The quota of file size exceeds. 403

QuotaExceeded.DBInsta
nceStorage

The quota of instance storage exceeds. 403

InvalidDBInfo.Malformed
The specified parameter “DBInfo” is not valid or
db not exist.

400

OperationDenied.Region
The operation is not permitted due to different
region.

403

OperationDenied.Engine
The operation is not permitted due to different
engine.

403

OperationDenied.DBInst
anceId

The operation is not permitted due to DBInstanceId
and SourceDBInstanceId is same.

403

InvalidTaskId.NotFound The ImportId provided does not exist in our records. 400

OperationDenied.Incorre
ctTaskStatus

The operation is not permitted due to status of
import.

403

InvalidAccountName.key
word

The specified AccountName is a reserved keyword. 400

InvalidAccountName.Du
plicate

The specified AccountName already exists. 400

QuotaExceeded.Account
Name

The quota of account exceeds. 403

OperationDenied.Accou
ntStatus

The status of the account does not support this
operation.

403

InvalidDBName.NotFoun
d

The specified database does not exist. 404

Error code Error message HTTP status code
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OperationDenied.Accou
ntType

The operation is not permitted due to type of
account.

403

OperationDenied.Backup
JobExists

You cannot perform this operation; a backup job
exists.

403

OperationDenied.NoDat
abase

The operation is not permitted due to no database. 403

InvalidStartT imeAndEnd
Time.Malformed

The EndTime must be later than or equal to the
StartT ime.

400

OperationDenied.Backup
JobExists

You cannot perform this operation; a backup job
exists.

403

InvalidBackupId.NotFoun
d

The BackupId provided does not exist in our records. 404

OperationDenied.NotFo
undBackup

The operation is not permitted due to no backup. 403

OperationDenied.Backup
Status

The operation is not permitted due to type of
backup.

403

OperationDenied.Backup
Method

The operation is not permitted method of backup. 403

OperationDenied.Temp
DBInstanceExists

You cannot perform this operation; a temp instance
exists.

403

Forbidden.Authenticatio
n

The operation is forbidden by Aliyun Realname
Authentication System.

403

IncorrectDBInstanceCon
nType

Current DB instance conn type does not support this
operation.

404

IncorrecttVpcId.Mismatc
h

The specified parameter "VpcId" is not valid. 400

IntranetNetTypeNotExis
ts

Current DB instance net type does not support this
operation.

404

InvalidDBInstanceName.
NotFound

The DBInstanceId provided does not exist in our
records.

403

InvalidConnectionMode.
ValueNotSupported

The specified parameter “ConnectionMode” is not
valid.

400

InvalidConnectionString.
Duplicate Specified

connection string already exists in the Aliyun RDS. 403

Error code Error message HTTP status code

API Reference··Appendix ApsaraDB for RDS

774 > Document  Version: 20220713



InvalidConnectionString.
Duplicate Specified

connection string or port want to be modified is the
same with current net type.

400

InvalidConnectionString
Prefix.Duplicated

The specified connection string already exists. 403

InvalidCurrentConnectio
nString.NotFound

Specified current connection string doesn't  exist. 400

InvalidDBInstanceId.NotF
ound

The specified DBInstanceId does not exist. 400

InvalidDBInstanceId.Quo
taExceeded

The quota of instance id exceeds. 400

InvalidDBInstanceNetTy
pe.NotFound

The Specified DB instance net type is not found. 404

InvalidDBinstanceNetTy
pe.ValueNotSupport

The specified parameter “DBinstanceNetType” is
not valid.

400

InvalidDBInstanceType.V
alueNotSupport

The specified parameter “DBInstanceType” is not
valid.

400

InvalidEngineVersion.Mal
formed

The specified parameter "EngineVersion" is not valid. 400

InvalidInstanceNetwork
Type.ValueNotSupporte
d

The specified parameter “InstanceNetworkType”
is not valid.

400

InvalidParameter
The specified parameter “dbInstanceId” is not
valid.

400

InvalidPort.Malformed Specified port is not valid. 400

InvalidPrivateIpAddress.
Duplicated

Specified private IP address is duplicated. 400

InvalidPrivateIpAddress.
Mismatch

Specified private IP address is not in the CIDR block
of virtual switch.

400

InvalidVPCId.NotFound
The specified connection string or port does not
match the current network type.

400

InvalidVSwitchId.Mismat
ch

Specified instance and virtual switch are not in the
same zone.

400

InvalidVSwitchId.NotFou
nd

Specified virtual switch is not found in specified VPC. 400

NetTypeExists Specified net type already existed. 400

Error code Error message HTTP status code
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NetTypeExists Specified public net type already existed. 403

OperationDenied.DBInst
anceNetType

The network type of the specified instance does not
support this operation.

403

OperationDenied.DBInst
anceStatus

The specified connection string or port does not
match the current network type.

403

OperationDenied.DBInst
anceType

The operation is not permitted due to type of
instance.

403

OperationDenied.LockM
ode

The instance is locked. 403

OperationDenied.Switch Specified instance cannot be switched. 400

OperationDenied.Switch Specified instance cannot be switched to VPC. 403

OperationDenied.Switch
ToVPC

Specified instance cannot be switched to VPC. 403

OperationDenied
The requested resource is sold out in the specified
zone; try other types of resources or other regions
and zones.

403

OperationDenied
The vpc cloudinstanceIp is use, please check
params.

406

OperationDenied The vpc service is error, please check params. 400

PARAMETER_ERROR The vpc request parameter may not be null. 406

PARAMETER_MUST_NOT
_NULL

The parameter must not be null. 406

PublicConnectionExists PublicConnection exists. 403

bpcIzNoNotEqualsRdsM
ultIzNo

Specified vpc IzNo not equal rds IzNo. 400

IncorrectDBInstanceStat
e

CurrentDB instance state does not support this
operation.

403

IncorrectDBInstanceTyp
e

CurrentDB instance type does not support this
operation.

400

IncorrectDBInstanceLock
Mode

CurrentDB instance lock mode does not support this
operation.

400

ParamNotSupportedFor
CurrentVersion

Parameter is not supported for current version. 400

Error code Error message HTTP status code
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InvalideStatus.Format MigrateTask Status is not valid. 400

EngineVersionNotSuppo
rted

EngineVersion specified cannot be replicate with the
source DB Instance.

400

EngineNotSupported
Engine specified cannot be supported the
operation..

400

ConnectionModeNotSup
ported

ConnectionMode specified cannot be replicate with
the source DB Instance.

400

InvalidConfigurationValu
e.Malformed

Specified ConfigurationValue is not valid. 403

InvalidConfigurationValu
eStatus.Malformed

Specified ProxyConfigurationValue (status) is not
valid..

403

InvalidConfigurationValu
eOrther.Malformed

Specified ProxyConfigurationValue
(check_interval_seconds or
max_failed_login_attempts or blocking_seconds ) is
not valid.

403

ProxyConnectionPersistE
xists

Specified same ProxyConnectionPersist already
exists.

400

ProxyConnectionPersist.
NotFound

Specified same ProxyConnectionPersist already
exists.

400

ProxyConnectionPersist.
NotFound

Specified ProxyConnectionPersist is not found. 400

ProxyConnectionPersistP
arametersInvalid

ProxyConnectionPersist parameter out of range 400

InvalidConfigValue
ProxyConnectionPersist parameter config table not
exits or data error.

400

InvalidDBInstance.NotFo
und

Specified instance does not exist or not support. 400

ProxyConnectionPersist.
NotFound

Specified ProxyConnectionPersist is not found. 400

ProxyConnectionPersistP
arametersInvalid

ProxyConnectionPersist parameter out of range. 400

InvalidConfigValue parameter config table not exits or data error. 400

Error code Error message HTTP status code

31.2. Call API operations over an31.2. Call API operations over an
internal networkinternal network
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If  an ApsaraDB RDS instance resides in a virtual private cloud (VPC) and does not provide a public
endpoint, you cannot call API operations on the RDS instance over the Internet. This topic describes
how to call API operations on this type of RDS instance over an internal network of Alibaba Cloud.

ContextContext
ApsaraDB RDS provides public endpoints to allow access over the Internet. If  you have not applied for a
public endpoint  for your RDS instance, you cannot call API operations over the Internet even if  you use
tools such as Alibaba Cloud CLI and SDKs. In this case, you can call API operations over an internal
network of Alibaba Cloud by using one of the following methods:

SDK: Use Alibaba Cloud SDK for Java core library v4.5.3 or later.

CLI: Use Alibaba Cloud CLI and enter the endpoint  of the region to which your RDS instance belongs.

Not e Not e If  you use the preceding methods, make sure that your RDS instance resides in a VPC
and you enter the endpoint  of the region to which your RDS instance belongs. Then, you can call
API operations on the resources from the region of your RDS instance. You cannot call API
operations on the resources from other regions.

The following table describes the endpoints that are available for you to call API operations over an
internal network. You must use an endpoint  described in the following table.

Alibaba Cloud region Region ID Endpoint

China (Hangzhou) cn-hangzhou rds-vpc.cn-hangzhou.aliyuncs.com

China (Shanghai) cn-shanghai rds-vpc.cn-shanghai.aliyuncs.com

China (Beijing) cn-beijing rds-vpc.cn-beijing.aliyuncs.com

China (Zhangjiakou) cn-zhangjiakou rds-vpc.cn-zhangjiakou.aliyuncs.com

China (Hohhot) cn-huhehaote rds-vpc.cn-huhehaote.aliyuncs.com

China (Shenzhen) cn-shenzhen rds-vpc.cn-shenzhen.aliyuncs.com

China (Chengdu) cn-chengdu rds-vpc.cn-chengdu.aliyuncs.com

China (Hong Kong) cn-hongkong rds-vpc.cn-hongkong.aliyuncs.com

China East 1 Finance cn-hangzhou-finance rds-vpc.cn-hangzhou-finance.aliyuncs.com

Singapore (Singapore) ap-southeast-1 rds-vpc.ap-southeast-1.aliyuncs.com

Australia (Sydney) ap-southeast-2 rds-vpc.ap-southeast-2.aliyuncs.com

Malaysia (Kuala Lumpur) ap-southeast-3 rds-vpc.ap-southeast-3.aliyuncs.com

Indonesia (Jakarta) ap-southeast-5 rds-vpc.ap-southeast-5.aliyuncs.com

Japan (Tokyo) ap-northeast-1 rds-vpc.ap-northeast-1.aliyuncs.com

Germany (Frankfurt) eu-central-1 rds-vpc.eu-central-1.aliyuncs.com
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UK (London) eu-west-1 rds-vpc.eu-west-1.aliyuncs.com

India (Mumbai) ap-south-1 rds-vpc.ap-south-1.aliyuncs.com

UAE (Dubai) me-east-1 rds-vpc.me-east-1.aliyuncs.com

Alibaba Cloud region Region ID Endpoint

Method 1: (Recommended) Use Alibaba Cloud SDK to call APIMethod 1: (Recommended) Use Alibaba Cloud SDK to call API
operations over an internal networkoperations over an internal network
If  you want to use Alibaba Cloud SDK to call API operations over an internal network, you need only to
perform simple configurations. The following code shows how to use Alibaba Cloud SDK for Java to call
an API operation over an internal network:

DefaultProfile profile = DefaultProfile.getProfile("<RegionId>", "<AccessKeyId>", "<AccessK
eySecret>");
IAcsClient client = new DefaultAcsClient(profile);
// Configure global settings. Specify <product> as the product name. For this example, ente
r Rds. 
DefaultProfile.addEndpoint("<RegionId>", "<product>", "<Endpoint>");
// Configure settings only for the request. For this example, call the DescribeRegions oper
ation. 
DescribeRegionsRequest regionsRequest = new DescribeRegionsRequest();
// If you want to set the productNetwork parameter, you do not need to set the SysEndpoint 
parameter. 
regionsRequest.setSysEndpoint("<Endpoint>");
// Configure the network. Valid values of the productNetwork parameter: vpc and public. 
// If you want to call the operation over an internal network, set the parameter to vpc. If
you want to call the operation over the Internet, set the parameter to public. Default valu
e: public. 
regionsRequest.productNetwork = "vpc";
DescribeRegionsResponse regionsResponse = client.getAcsResponse(regionsRequest);

Method 2: Use Alibaba Cloud CLI to call API operations over anMethod 2: Use Alibaba Cloud CLI to call API operations over an
internal networkinternal network
The following command shows how to call the DescribeRegions operation over an internal network:

aliyun rds DescribeRegions --endpoint rds-vpc.cn-hangzhou.aliyuncs.com

Error code Description HTTP status code

ServiceUnavailable
The request has failed due to a
temporary failure of the server.

503

31.3. Server error code table31.3. Server error code table
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InternalError
The request processing fails due
to some unknown error,
exception or. failure.

500

Error code Description HTTP status code

State Description

Creating The instance is being created.

Running The instance is running.

Deleting The instance is being deleted.

Rebooting The instance is restarting.

DBInstanceClassChanging The instance is being upgraded or downgraded.

TRANSING The instance is being migrated.

EngineVersionUpgrading
The database engine version of the instance is being
upgraded.

TransingToOthers
The data of the instance is being migrated to
another instance.

GuardDBInstanceCreating
A disaster recovery instance is being created for the
instance.

Restoring The instance is being restored from a backup.

Importing Data is being imported into the instance.

ImportingFromOthers
Data is being imported into the instance from
another instance.

DBInstanceNetTypeChanging The network type of the instance is being changed.

GuardSwitching
The instance is undergoing a disaster-triggered
failover.

INS_CLONING The instance is being cloned.

Released The instance is released

This topic describes the performance parameters of ApsaraDB for RDS.

ApsaraDB RDS for MySQL and ApsaraDB RDS for MariaDB TXApsaraDB RDS for MySQL and ApsaraDB RDS for MariaDB TX

31.4. Instance state table31.4. Instance state table

31.5. Performance parameter table31.5. Performance parameter table
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ApsaraDB RDS for MySQL and ApsaraDB RDS for MariaDB TXApsaraDB RDS for MySQL and ApsaraDB RDS for MariaDB TX

Not e Not e ApsaraDB RDS for MySQL and ApsaraDB RDS for MariaDB TX use the same parameters.

API parameter Description

MySQL_NetworkTraffic

The average volume of inbound traffic to the RDS
instance per second and the average volume of
outbound traffic from the RDS instance per second.
Unit: KB.

MySQL_QPSTPS
The average number of SQL statements executed
per second and the average number of transactions
run per second.

MySQL_Sessions
The number of active connections and the total
number of connections.

MySQL_InnoDBBufferRatio
The read hit  ratio, usage, and dirty ratio of the
InnoDB buffer pool.

MySQL_InnoDBDataReadWriten
The average volume of data read from InnoDB per
second and the average volume of data written to
InnoDB per second. Unit: KB.

MySQL_InnoDBLogRequests
The average number of reads from the InnoDB
buffer pool per second and the average number of
writes to the InnoDB buffer pool per second.

MySQL_InnoDBLogWrites

The average number of log write requests per
second, the average number of physical writes to
log files per second, and the average number of
writes performed by calling the fsync() function to
log files per second.

MySQL_TempDiskTableCreates
The number of temporary tables that are
automatically created on the hard disk during
statement execution.

MySQL_MyISAMKeyBufferRatio
The average usage, read hit  ratio, and write hit  ratio
of the MyISAM key buffer per second.

MySQL_MyISAMKeyReadWrites

The average number of reads from the buffer pool
by MyISAM per second, the average number of
writes to the buffer pool by MyISAM per second, the
average number of reads from the hard disk by
MyISAM per second, and the average number of
writes to the hard disk by MyISAM per second.
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MySQL_COMDML

The average number of DELETE statements
executed per second, the average number of INSERT
statements executed per second, the average
number of INSERT_SELECT statements executed per
second, the average number of REPLACE statements
executed per second, the average number of
REPLACE_SELECT statements executed per second,
the average number of SELECT statements executed
per second, and the average number of UPDATE
statements executed per second.

MySQL_RowDML

The average number of rows read from InnoDB
tables per second, the average number of rows
updated in InnoDB tables per second, the average
number of rows deleted from InnoDB tables per
second, the average number of rows inserted into
InnoDB tables per second, and the average number
of physical writes to log files per second.

MySQL_MemCpuUsage
The CPU utilization and memory usage of the RDS
instance within the entire operating system.

MySQL_IOPS
The input/output operations per second (IOPS) of
the RDS instance.

MySQL_DetailedSpaceUsage

Details about the disk usage of the RDS instance.
These details include the total amount of disk space
occupied by the RDS instance (ins_size), the amount
of disk space occupied by data files (data_size), the
amount of disk space occupied by log files
(log_size), the amount of disk space occupied by
temporary files (tmp_size), and the amount of disk
space occupied by system files (other_size).

slavestat
The latency of data replication to the read-only RDS
instance of the RDS instance.

MySQL_ThreadStatus
The number of active threads and the number of
threads connected.

MySQL_ReplicationDelay
The latency of data replication to the secondary RDS
instance of the RDS instance. Unit: seconds.

MySQL_ReplicationThread

The status of the I/O thread and the status of the
SQL thread. The value 1 indicates that the thread is
normal, and the value 0 indicates that the thread is
lost.

API parameter Description

ApsaraDB RDS for SQL ServerApsaraDB RDS for SQL Server
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API parameter Description

SQLServer_Transactions The average number of transactions run per second.

SQLServer_Sessions
The total number of connections to the RDS
instance.

SQLServer_BufferHit The cache hit  ratio of the RDS instance.

SQLServer_FullScans The average number of full table scans per second.

SQLServer_SQLCompilations
The number of SQL statement compilations per
second.

SQLServer_CheckPoint
The number of checkpoints written to pages per
second.

SQLServer_Logins The number of logons per second.

SQLServer_LockT imeout The number of lock t imeouts per second.

SQLServer_Deadlock The number of deadlocks per second.

SQLServer_LockWaits The number of lock waits per second.

SQLServer_NetworkTraffic

The average volume of inbound traffic to the RDS
instance per second and the average volume of
outbound traffic from the RDS instance per second.
Unit: KB.

SQLServer_QPS
The average number of SQL statement executions
per second.

SQLServer_InstanceCPUUsage
The CPU utilization of the RDS instance within the
entire operating system.

SQLServer_IOPS The IOPS of the RDS instance.

SQLServer_DetailedSpaceUsage The disk usage of the RDS instance.

ApsaraDB RDS for PostgreSQLApsaraDB RDS for PostgreSQL

Storage
type

API parameter Description

Local SSD

MemoryUsage The memory usage of the RDS instance.

CpuUsage The CPU utilization of the RDS instance.

PgSQL_SpaceUsage The disk usage of the RDS instance.

PgSQL_IOPS The IOPS of the RDS instance.

PgSQL_Session The total number of connections to the RDS instance.
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PolarDBConnections

The following parameters are returned:

mean_act ive_sessionmean_act ive_session: the number of connections in
the active state.

mean_idle_connect ionmean_idle_connect ion: the number of connections in
the idle state.

mean_t ot al_sessionmean_t ot al_session: the total number of connections.

mean_wait ing_connect ionmean_wait ing_connect ion: the number of connections
in the waiting state.

PolarDBRowDML

The following parameters are returned:

mean_t up_ret urned_delt amean_t up_ret urned_delt a: the number of rows
returned per second by full table scans.

mean_t up_f et ched_delt amean_t up_f et ched_delt a: the number of tables
returned per second by index scans.

mean_t up_insert ed_delt amean_t up_insert ed_delt a: the number of rows
inserted per second.

mean_t up_updat ed_delt amean_t up_updat ed_delt a: the number of rows
updated per second.

mean_t up_delet ed_delt amean_t up_delet ed_delt a: the number of rows
deleted per second.

PolarDBQPSTPS

The following parameters are returned:

mean_commit s_delt amean_commit s_delt a: the number of transactions
committed per second.

mean_rollbacks_delt amean_rollbacks_delt a: the number of transactions
rolled back per second.

mean_deadlocks_delt amean_deadlocks_delt a: the number of deadlocks
triggered per second.

mean_t psmean_t ps : the number of transactions run per second.

PolarDBSwellT ime
The point in t ime before which the generated dead tuples
can be recycled by the RDS instance. Unit: seconds.

PolarDBCPU The CPU utilization of the RDS instance.

PolarDBMemory The memory usage of the RDS instance.

Storage
type

API parameter Description
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Standard or
enhanced
SSD

PolarDBReplication

The following parameters are returned:

mean_replay_lat ency_in_mbmean_replay_lat ency_in_mb: the latency of data
replication to the secondary RDS instance of the RDS
instance. Unit: bytes.

mean_send_lat ency_in_mbmean_send_lat ency_in_mb: the latency of data
replication from the RDS instance to its secondary RDS
instance. Unit: bytes.

mean_logical_rep_lat ency_in_mbmean_logical_rep_lat ency_in_mb: the latency of
logical replication. Unit: bytes.

PolarDBLongSQL

The following parameters are returned:

mean_one_second_execut ing_sqlsmean_one_second_execut ing_sqls : the number of
SQL statements that take more than 1 second to execute.

mean_t hree_seconds_execut ing_sqlsmean_t hree_seconds_execut ing_sqls : the number of
SQL statements that take more than 3 seconds to
execute.

mean_f ive_seconds_execut ing_sqlsmean_f ive_seconds_execut ing_sqls : the number of
SQL statements that take more than 5 seconds to
execute.

PolarDBLongIdleTransaction

The following parameters are returned:

mean_one_second_idle_t ransact ionsmean_one_second_idle_t ransact ions : the number of
transactions that sit  idle for more than 1 second.

mean_t hree_seconds_idle_t ransact ionsmean_t hree_seconds_idle_t ransact ions : the number
of transactions that sit  idle for more than 3 seconds.

mean_f ive_seconds_idle_t ransact ionsmean_f ive_seconds_idle_t ransact ions : the number
of transactions that sit  idle for more than 5 seconds.

PolarDBLongTransaction

The following parameters are returned:

mean_one_second_t ransact ionsmean_one_second_t ransact ions : the number of
transactions that take more than 1 second to run.

mean_t hree_seconds_t ransact ionsmean_t hree_seconds_t ransact ions : the number of
transactions that take more than 3 seconds to run.

PolarDBLongTwoPCTransact
ion

The following parameters are returned:

mean_one_second_t wo_pc_t ransact ionsmean_one_second_t wo_pc_t ransact ions : the
number of transactions that are committed in two
phases and take more than 1 second to run.

mean_t hree_seconds_t wo_pc_t ransact ionsmean_t hree_seconds_t wo_pc_t ransact ions : the
number of transactions that are committed in two
phases and take more than 3 seconds to run.

mean_f ive_seconds_t wo_pc_t ransact ionsmean_f ive_seconds_t wo_pc_t ransact ions : the
number of transactions that are committed in two
phases and take more than 5 seconds to run.

Storage
type

API parameter Description
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PolarDBLocalIOSTAT

The following parameters are returned:

mean_local_iops_readmean_local_iops_read: the number of reads from the
data disk per second.

mean_local_iops_writ emean_local_iops_writ e: the number of writes to the
data disk per second.

PolarDBLocalDiskUsage

The following parameters are returned:

mean_local_pg_wal_dir_siz emean_local_pg_wal_dir_siz e: the amount of disk
space occupied by write-ahead log (WAL) files. Unit: MB.

mean_local_pg_log_dir_siz emean_local_pg_log_dir_siz e: the amount of disk
space occupied by log files. Unit: MB.

mean_local_base_dir_siz emean_local_base_dir_siz e: the amount of disk space
occupied by data files. Unit: MB.

Storage
type

API parameter Description

ReferencesReferences
查看监控信息

Query performance metrics

RDS for MySQLRDS for MySQL

Parameter field Field keyword description

accessible, account, action, actual, add, after, against, aggregate, all, algorithm,
alter, always, analyse, analyze, and, any, as, asc, ascii, asensit ive, at,
auto_increment, autoextend_size, avg, avg_row_length, backup, before, begin,
between, bigint, binary, binlog, bit, blob, block, bool, boolean, both, btree, by,
byte, cache, call, cascade, cascaded, case, catalog_name, chain, change,
changed, channel, char, character, charset, check, checksum, cipher, class_origin,
client, close, coalesce, code, collate, collation, column, column_format,
column_name, columns, comment, commit, committed, compact, completion,
compression, compressed, encryption, concurrent, condition, connection,
consistent, constraint, constraint_catalog, constraint_name, constraint_schema,
contains, context, continue, convert, cpu, create, cross, cube, current,
current_date, current_time, current_timestamp, current_user, cursor,
cursor_name, data, database, databases, datafile, date, datetime, day,
day_hour, day_microsecond, day_minute, day_second, deallocate, dec, decimal,
declare, default, default_auth, definer, delayed, delay_key_write, desc, describe,
des_key_file, deterministic, diagnostics, directory, disable, discard, disk, distinct,
distinctrow, div, do, double, drop, dual, dumpfile, duplicate, dynamic, each, else,
elseif, enable, enclosed, end, ends, engine, engines, enum, error, errors, escape,
escaped, event, events, every, exchange, execute, exists, exit, expansion, export,
expire, explain, extended, extent_size, false, fast, faults, fetch, fields, file,
file_block_size, filter, first, fixed, float, float4, float8, flush, follows, for, force,
foreign, format, found, from, full, fulltext, function, general, group_replication,
geometry, geometrycollection, get_format, get, generated, global, grant,
grants, group, handler, hash, having, help, high_priority, host, hosts, hour,

31.6. Forbidden keywords table31.6. Forbidden keywords table
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DBName/AccountName

hour_microsecond, hour_minute, hour_second, identified, if, ignore,
ignore_server_ids, import, in, index, indexes, infile, init ial_size, inner, inout,
insensit ive, insert_method, install, instance, int, int1, int2, int3, int4, int8, integer,
interval, into, io, io_after_gtids, io_before_gtids, io_thread, ipc, is, isolation,
issuer, iterate, invoker, join, json, key, keys, key_block_size, kill, language, last,
leading, leave, leaves, left, less, level, like, limit, linear, lines, linestring, list, load,
local, localtime, localtimestamp, lock, locks, logfile, logs, long, longblob,
longtext, loop, low_priority, master, master_auto_position, master_bind,
master_connect_retry, master_delay, master_host, master_log_file,
master_log_pos, master_password, master_port, master_retry_count,
master_server_id, master_ssl, master_ssl_ca, master_ssl_capath,
master_tls_version, master_ssl_cert, master_ssl_cipher, master_ssl_crl,
master_ssl_crlpath, master_ssl_key, master_ssl_verify_server_cert, master_user,
master_heartbeat_period, match, max_connections_per_hour,
max_queries_per_hour, max_rows, max_size, max_updates_per_hour,
max_user_connections, maxvalue, medium, mediumblob, mediumint,
mediumtext, memory, merge, message_text, microsecond, middleint, migrate,
minute, minute_microsecond, minute_second, min_rows, mod, mode, modifies,
modify, month, multilinestring, multipoint, multipolygon, mutex, mysql_errno,
name, names, national, natural, ndb, ndbcluster, nchar, never, new, next, no,
no_wait, nodegroup, none, not, no_write_to_binlog, null, number, numeric,
nvarchar, offset, on, one, only, open, optimize, optimizer_costs, options, option,
optionally, or, order, out, outer, outfile, owner, pack_keys, parser, page,
parse_gcol_expr, partial, partit ion, partit ioning, partit ions, password, phase,
plugin, plugins, plugin_dir, point, polygon, port, precedes, precision, prepare,
preserve, prev, primary, privileges, procedure, process, processlist, profile,
profiles, proxy, purge, quarter, query, quick, range, rds_charsetnum,
rds_connection_id, rds_prepare_begin_id, rds_current_connection, rds_db,
rds_rw_mode, rds_host_show, rds_resetconnection, read, read_only, read_write,
reads, real, rebuild, recover, redo_buffer_size, redofile, redundant, references,
regexp, relay, relaylog, relay_log_file, relay_log_pos, relay_thread, release,
reload, remove, rename, reorganize, repair, repeatable, replication,
replicate_do_db, replicate_ignore_db, replicate_do_table,
replicate_ignore_table, replicate_wild_do_table, replicate_wild_ignore_table,
replicate_rewrite_db, repeat, require, reset, resignal, restore, restrict, resume,
returned_sqlstate, return, returns, reverse, revoke, right, rlike, rollback, rollup,
routine, rotate, row, row_count, rows, row_format, rtree, savepoint, schedule,
schema, schema_name, schemas, second, second_microsecond, security,
sensit ive, separator, serial, serializable, session, server, set, share, show,
shutdown, signal, signed, simple, slave, slow, snapshot, smallint, socket, some,
soname, sounds, source, spatial, specific, sql, sqlexception, sqlstate,
sqlwarning, sql_after_gtids, sql_after_mts_gaps, sql_before_gtids,
sql_big_result, sql_buffer_result, sql_cache, sql_calc_found_rows, sql_filters,
sql_no_cache, sql_small_result, sql_thread, sql_tsi_second, sql_tsi_minute,
sql_tsi_hour, sql_tsi_day, sql_tsi_week, sql_tsi_month, sql_tsi_quarter,
sql_tsi_year, ssl, stacked, start, starting, starts, stats_auto_recalc,
stats_persistent, stats_sample_pages, status, stop, storage, stored,
straight_join, string, subclass_origin, subject, subpartit ion, subpartit ions, super,
suspend, swaps, switches, table, table_name, tables, tablespace,
table_checksum, temporary, temptable, terminated, text, than, then, t ime,
timestamp, t imestampadd, t imestampdiff, t inyblob, t inyint, t inytext, to, trailing,
transaction, trigger, triggers, true, truncate, type, types, uncommitted,
undefined, undo_buffer_size, undofile, undo, unicode, union, unique, unknown,
unlock, uninstall, unsigned, until, upgrade, usage, use, user, user_resources,
use_frm, using, utc_date, utc_time, utc_timestamp, validation, value, values,
varbinary, varchar, varcharacter, variables, varying, wait, warnings, week,

Parameter field Field keyword description
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weight_string, when, where, while, view, virtual, with, without, work, wrapper,
write, x509, xor, xa, xid, xml, year, year_month, zerofill, lag, rds_audit,
rds_inner_backup, rds_change_user, rds_user, rds_ip,
rds_add_proxy_protocol_networks, rds_show_proxy_protocol_ips, sync, delete,
insert, replace, select, update, adddate, bit_and, bit_or, bit_xor, cast, count,
curdate, curtime, date_add, date_sub, extract, group_concat, json_objectagg,
json_arrayagg, max, mid, min, now, posit ion, session_user, std, stddev,
stddev_pop, stddev_samp, subdate, substr, substring, sum, sysdate,
system_user, trim, variance, var_pop, var_samp, bka, bnl, dupsweedout,
firstmatch, intoexists, loosescan, materialization, max_execution_time, no_bka,
no_bnl, no_icp, no_mrr, no_range_optimization, no_semijoin, mrr, qb_name,
semijoin, subquery

Parameter field Field keyword description

RDS for SQL ServerRDS for SQL Server

Parameter field Field keyword description

DBName/AccountName

root, admin, eagleye, master, aurora, sa, sysadmin, administrator, mssqld,
public, securityadmin, serveradmin, setupadmin, processadmin, diskadmin,
dbcreator, bulkadmin, tempdb, msdb, model, distribution,
mssqlsystemresource, guest, add, except, percent, all, exec, plan, alter, execute,
precision, and, exists, primary, any, exit, print, as, fetch, proc, asc, file,
procedure, authorization, fillfactor, public, backup, for, raiserror, begin, foreign,
read, between, freetext, readtext, break, freetexttable, reconfigure, browse,
from, references, bulk, full, replication, by, function, restore, cascade, goto,
restrict, case, grant, return, check, group, revoke, checkpoint, having, right, close,
holdlock, rollback, clustered, identity, rowcount, coalesce, identity_insert,
rowguidcol, collate, identitycol, rule, column, if, save, commit, in, schema,
compute, index, select, constraint, inner, session_user, contains, insert, set,
containstable, intersect, setuser, continue, into, shutdown, convert, is, some,
create, join, statistics, cross, key, system_user, current, kill, table, current_date,
left, textsize, current_time, like, then, current_timestamp, lineno, to,
current_user, load, top, cursor, national, tran, database, nocheck, transaction,
dbcc, nonclustered, trigger, deallocate, not, truncate, declare, null, tsequal,
default, nullif, union, delete, of, unique, deny, off, update, desc, offsets,
updatetext, disk, on, use, distinct, open, user, distributed, opendatasource,
values, double, openquery, varying, drop, openrowset, view, dummy, openxml,
waitfor, dump, option, when, else, or, where, end, order, while, errlvl, outer,
with, escape, over, writetext, galaxy

This topic describes the common t ime zones that are supported by ApsaraDB RDS for MySQL instances
and ApsaraDB RDS for PostgreSQL instances. The topic also describes the default  t ime zones for
ApsaraDB RDS for PostgreSQL instances if  no t ime zones are specified for these instances. The default
t ime zone of an ApsaraDB RDS for PostgreSQL instance varies based on the region in which the instance
resides.

Common time zones for ApsaraDB RDS for MySQL instances andCommon time zones for ApsaraDB RDS for MySQL instances and
ApsaraDB RDS for PostgreSQL instancesApsaraDB RDS for PostgreSQL instances

31.7. Time zones31.7. Time zones

API Reference··Appendix ApsaraDB for RDS

788 > Document  Version: 20220713



Area Time zone

Africa
Africa/Cairo, Africa/Casablanca, Africa/Harare, Africa/Monrovia, Africa/Nairobi,
Africa/Tripoli, and Africa/Windhoek

America

America/Araguaina, America/Asuncion, America/Bogota, America/Caracas,
America/Chihuahua, America/Cuiaba, America/Denver, America/Fortaleza,
America/Guatemala, America/Halifax, America/Manaus, America/Matamoros,
America/Monterrey, America/Montevideo, America/New_York, America/Phoenix,
America/Santiago, and America/T ijiana

Asia

Asia/Amman, Asia/Ashgabat, Asia/Baghdad, Asia/Baku, Asia/Bangkok, Asia/Beirut,
Asia/Calcutta, Asia/Damascus, Asia/Dhaka, Asia/Irkutsk, Asia/Jerusalem, Asia/Kabul,
Asia/Karachi, Asia/Kathmandu, Asia/Krasnoyarsk, Asia/Madadan, Asia/Muscat,
Asia/Novosibirsk, Asia/Riyadh, Asia/Seoul, Asia/Shanghai, Asia/Singapore, Asia/Taipei,
Asia/Tehran, Asia/Tokyo, Asia/Ulaanbaatar, Asia/Vladivostok, Asia/Yakutsk, and
Asia/Yerevan

Atlantic Atlantic/Azores

Australia
Australia/Adelaide, Australia/Brisbane, Australia/Darwin, Australia/Hobart, Australia/Perth,
and Australia/Sydney

Brazil Brazil/East

Canada Canada/Newfoundland and Canada/Saskatchewan

Europe
Europe/Amsterdam, Europe/Athens, Europe/Dublin, Europe/Helsinki, Europe/Istanbul,
Europe/Kaliningrad, Europe/Moscow, Europe/Paris, Europe/Prague, and Europe/Sarajevo

Pacific Pacific/Auckland, Pacific/Fiji, Pacific/Guam, Pacific/Honolulu, and Pacific/Samoa

US US/Alaska, US/Central, US/East-Indiana, US/Eastern, US/Pacific

Default t ime zones for ApsaraDB RDS for PostgreSQL instancesDefault t ime zones for ApsaraDB RDS for PostgreSQL instances

Region Region ID T ime zone

China (Hangzhou) cn-hangzhou Asia/Shanghai

China (Shanghai) cn-shanghai Asia/Shanghai

China (Nanjing) cn-nanjing Asia/Shanghai

China (Qingdao) cn-qingdao Asia/Shanghai

China (Beijing) cn-beijing Asia/Shanghai

China (Zhangjiakou) cn-zhangjiakou Asia/Shanghai

China (Hohhot) cn-huhehaote Asia/Shanghai

China (Ulanqab) cn-wulanchabu Asia/Shanghai
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China (Shenzhen) cn-shenzhen Asia/Shanghai

China (Heyuan) cn-heyuan Asia/Shanghai

China (Guangzhou) cn-guangzhou Asia/Shanghai

China (Chengdu) cn-chengdu Asia/Shanghai

China (Hong Kong) cn-hongkong Asia/Hong_Kong

Singapore (Singapore) ap-southeast-1 Asia/Singapore

Australia (Sydney) ap-southeast-2 Australia/Sydney

Malaysia (Kuala Lumpur) ap-southeast-3 Asia/Kuala_Lumpur

Indonesia (Jakarta) ap-southeast-5 Asia/Jakarta

Japan (Tokyo) ap-northeast-1 Asia/Tokyo

Germany (Frankfurt) eu-central-1 Europe/Berlin

UK (London) eu-west-1 Europe/London

US (Silicon Valley) us-west-1 America/Los_Angeles

US (Virginia) us-east-1 America/New_York

India (Mumbai) ap-south-1 Asia/Kolkata

UAE (Dubai) me-east-1 Asia/Dubai

Region Region ID T ime zone
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