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Dataworks FAQ-Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.FAQ about Data Integration
tasks and Data Integration

resource groups
1.1. Overview

Network connectivity and operations on resource groups

e Network connectivity for data synchronization

o Which information about Dataworks and its network capabilities do I need to take note of before |
configure a data synchronization node?

o How do I make sure the network connectivity between a resource group in Dataworks and a self -
managed data source that is hosted on an Elastic Compute Service (ECS) instance when |
synchronize data fromthe self-managed data source?

o How do I make sure the network connectivity between a resource group in Dataworks and a data
source that is deployed in a different region fromthe resource group when | synchronize data from
the data source?

o When | synchronize data from a data source, the account that l use to access the data source is
different fromthe account that luse to access DatawWorks. How do | make sure the network
connectivity between Dataworks and the data source?

o What do I do if the network connectivity test for a data source in a VPC fails?

e QOperations on resource groups

o |cannot find the exclusive resource group for Data Integration that | purchased when | test
network connectivity for a data source or run a data synchronization node. What do 1 do?

o How can|determine the type of the resource group on which a data synchronization node is run
froma log?

o How do I configure a resource group to wait for gateway resources?

Real-time synchronization

e Precautions for configuring real-time synchronization nodes
o What types of data sources support real-time synchronization?
o Why is the Internet not recommended for real-time synchronization?
o What operation does Dataworks perform on the data records that are synchronized in real time?
o How do I deal with the TRUNCATE statement during real-time data synchronization?
o How do I improve the speed and performance of real-time synchronization?

o Can ldirectly run a real-time synchronization node on the codeless user interface (Ul)?

e Kafka data synchronization in real time

When | run a node to synchronize data from Kafka in real time, the following error message appears: Startup
mode for the consumer set to timestampOffset, but no begin timestamp was specified.. What do | do?

e MySQL data synchronization in real time
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When I run a node to synchronize data from MySQL in real time, the following error message
appears: Cannot replicate because the master purged required binary logs.. What do 1 do?

When | run a node to synchronize data from MySQL, the following error message appears:
MysqlBinlogReaderException. What do 1do?

When I run a node to synchronize data from MySQL, the following error message appears: show
master status' has an error!. What do I do?

When I run a node to synchronize data from MySQL in real time, the following error message
appears: parse.exception.PositionNotFoundException: can't find start position forxxx. What do |
do?

When I run a node to synchronize data from MySQL in real time, data can be read at the beginning
but cannot be read after a period of time. What do 1do?

e Hologres data synchronization in real time

When | run a node to synchronize data from Hologres in real time, the following error message appears:
permission denied for database xxx. What do | do?

Batch synchronization

e 0&M of batch synchronization nodes

o

o

Why is the connectivity test of a data source successful, but the corresponding batch
synchronization node fails to be run?

How do | change the resource group that is used to run a data synchronization node in Data
Integration?

How do Ilocate and handle dirty data?

e Common plug-in errors

o

How do I handle a dirty data error that is caused by encoding format configuration issues or
garbled characters?

What do I do if the error message [TASK_MAX_SLOT_EXCEED]:Unable to find a gateway that meets
resource requirements. 20 slots are requested, but the maximum s 16 slots. is returned?

What do I do if aserver-side request forgery (SSRF) attackis detected in a node?

What do I do if the error message Out Of MemoryError: Java heap space is returned when lrun a
batch synchronization node?

What do I do if the same batch synchronization node fails to be run occasionally?
Batch synchronization

What do I do if the error message Duplicate entry 'xxx' for key 'uk_uk op'is returned when lrun a
batch synchronization node?

What do I do if the error message plugin xx does not specify column is returned when I run a batch
synchronization node?

e Specific plug-in errors

o

o

o

What do I do if an error occurs when | add a MongoDB data source as the root user?

The authDB database used by MongDB is the admin database. How do | synchronize data from
business databases?

How do | convert the values of the variables in the query parameter into values in the timestamp
format when I synchronize incremental data from a table of a MongDB database?

> Document Version: 20220712


https://www.alibabacloud.com/help/doc-detail/273094.htm#concept-2092670/section-rpa-xta-z78
https://www.alibabacloud.com/help/doc-detail/273094.htm#concept-2092670/section-smz-sl7-cpf
https://www.alibabacloud.com/help/doc-detail/273094.htm#concept-2092670/section-0jp-1my-s13
https://www.alibabacloud.com/help/doc-detail/273094.htm#concept-2092670/section-x8i-z5t-y2c
https://www.alibabacloud.com/help/doc-detail/273094.htm#concept-2092670/section-e2c-hlm-kuu
https://www.alibabacloud.com/help/doc-detail/273094.htm#concept-2092670/section-mv6-qtx-70r
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-zsl-uow-zgn
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-290-fnz-1d4
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-9ca-2fv-zxw
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-g2n-lfl-kwv
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-qc1-3a1-up2
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-r9o-hh5-mf1
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-gdg-3bl-8zg
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-65h-gt2-4ej
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-ta4-ddy-1y4
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-3vj-dhm-0vc
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-990-idj-m24
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-ieq-08h-8pk
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-05i-8qw-7cu
https://www.alibabacloud.com/help/doc-detail/146663.htm#concept-2342585/section-czv-z1v-w95

FAQ-FAQ about Data Integrationta

Dataworks sks and Data Integration resource gr

oups

What do I do if the error message AccessDenied The bucket you access does not belong to you. is
returned when | read data from an 0SS bucket?

Is an upper limit configured for the number of 0SS objects that can be read?

What do Ido if the error message Code:[Rediswriter-04], Description:[Dirty data]. - source column
number is in valid! is returned when I write data to Redis in hash mode?

What do I do if the following error message is returned when I read data from or write datato
ApsaraDB RDS for MySQL: Application was streaming results when the connection failed. Consider
raising value of 'net_write_timeout/net_read_timeout,' on the server.?

What do I do if the error message The last packet successfully received fromthe server was
902,138 milliseconds ago is returned when | read data from MySQL?

What do I do if an error occurs when | read data from PostgreSQL?
What do I do if the error message Communications link failure is returned?

What do I do if the error message The download session is expired. is returned when | read data
from a MaxCompute table?

What do I do if the error message Error writing request body to server is returned when | write data
to a MaxCompute table?

What do Ido if data fails to be written to DataHub because the amount of datathat |want to
write to DataHub at a time exceeds the upper limit?

e Batch synchronization

o

o

o

1.

Batch synchronization
How do | customize table names in a batch synchronization node?

What do Ido if the table that Iwant to select does not appearinthe Table drop-down list in the
Source section when | configure a batch synchronization node?

What are the items that | must take note of when I use the Add feature in a synchronization node
that reads data fromthe MaxCompute table?

How do I read data in partition key columns from a MaxCompute table?
How do I synchronize data from multiple partitions of a MaxCompute table?

What do Ido if a synchronization node fails to be run because the name of a column in the source
table is a keyword?

Why is no data obtained when Iread data from a LogHub table whose columns contain data?
Why is some data missing when | read data from a LogHub data source?

What do Ido if the fields that | read based on the field mapping configuration in LogHub are not
the expected fields?

I configured the endDateTime parameter to specify the end time for reading from a Kafka data
source, but some data that is returned is generated at a time point later than the specified end
time. What do | do?

How do I remove the random strings that appear in the data I write to 0SS?

How does the system synchronize data from a MySQL data source on which sharding is performed
to a MaxCompute table?

2. Network connectivity and

operations on resource groups
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e Network connectivity for data synchronization

o Which information about Dataworks and its network capabilities do I need to take note of before |
configure a data synchronization node?

o How do I make sure the network connectivity between a resource group in Dataworks and a self -
managed data source that is hosted on an Elastic Compute Service (ECS) instance when |
synchronize data fromthe self-managed data source?

o How do I make sure the network connectivity between a resource group in Dataworks and a data
source that is deployed in a different region fromthe resource group when I synchronize data from
the data source?

o When | synchronize data from a data source, the account that | use to access the data source is
different fromthe account that | use to access Dataworks. How do | make sure the network
connectivity between Dataworks and the data source?

o What do I do if the network connectivity test for a data source in a VPC fails?

e QOperations on resource groups

o |cannot find the exclusive resource group for Data Integration that | purchased when I test
network connectivity for a data source or run a data synchronization node. What do | do?

o How can|determine the type of the resource group on which a data synchronization node is run
froma log?

o How do | configure a resource group to wait for gateway resources?

Which information about DataWorks and its network capabilities do |
need to take note of before | configure a data synchronization node?

Before you configure a data synchronization node, take note of the following items:

e The virtual private cloud (VPC), vSwitch, and region that are used for the data source from which you
want to synchronize data, and the region in which your DatawWorks workspace resides.

e Whether the data source and your DatawWorks workspace are deployed in different regions under
different accounts.

For more information about how to troubleshoot issues that occur when you configure and run a
synchronization node, see Supported data source types, readers, and writers.

If you encounter issues when you test the network connectivity of a data source, we recommend that
you troubleshoot the issue by referring to Select a network connectivity solution.

If you use an exclusive resource group for Data Integration, we recommend that you performthe
following operations before you configure a data synchronization node: purchase an exclusive
resource group for Data Integration, associate the exclusive resource group for Data Integration with
the VPCin which the data source resides, evaluate whether you need to add a route, configure a
whitelist forthe data source, and associate the exclusive resource group for Data Integration with a
DataWorks workspace. For more information, see Create and use an exclusive resource group for Data
Integration.

How do | make sure the network connectivity between a resource
group in DatawWorks and a self-managed data source that is hosted
on an Elastic Compute Service (ECS) instance when | synchronize
data from the self-managed data source?
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If you want to use an exclusive resource group for Data Integration to access a self-managed data
source that is hosted on an ECS instance over an internal network, you must configure network settings
for the exclusive resource group for Data Integration. For more information, see Create and use an
exclusive resource group for Data Integration. T ake note of the following items:

e If you associate the exclusive resource group for Data Integration with a VPC in which the ECS
instance resides, a route that points to the CIDR block of the VPCis automatically added. We
recommend that you do not delete the added route. If you delete the added route, you may fail to
access other data sources and an error may be reported during data synchronization.

e You must add the CIDR block of the vSwitch to which the exclusive resource group for Data
Integration is bound to the whitelist of the data source. For more information, see Add the EIP or CIDR
block of an exclusive resource group for Data Integration to the whitelist of a data source.

How do | make sure the network connectivity between a resource
group in Dataworks and a data source that is deployed in a different
region from the resource group when | synchronize data from the
data source?

Before you configure and run a data synchronization node, we recommend that you use a network

connectivity solution. For more information, see Select a network connectivity solution. Take note of the
following items:

e [f you want to synchronize data from a data source that is deployed in a region different from your
Dataworks resource group over the Internet, you must add the elastic IP address (EIP) and CIDR block
of the exclusive resource group for Data Integration to the whitelist of the data source. For more
information, see Add the EIP or CIDR block of an exclusive resource group for Data Integrationto the
whitelist of a data source.

@ Note Youare charged for the traffic generated over the Internet. For more information,
see Billing of Internet traffic.

e [f you want to synchronize data from a data source over an internal network and the account that is
used to access the data source is different from the account that you use to access Dataworks, you
must performthe following operations:

i. Use a network connectivity service of Alibaba Cloud to establish a connection between the
netwaorks of the two Alibaba Cloud accounts. You can use a network connectivity service such as
VPN Gateway or Express Connect.

ii. Associate an exclusive resource group for Data Integration with the VPC that is connected to the
network of the region where the data source is deployed.

iii. Add acustomroute to yourdata centerand add the IP address of the destination data source
to yourdata center.

iv. Add the CIDR block of the vSwitch to which the exclusive resource group for Data Integration is
bound to the whitelist of the data source. For more information, see Add the EIP or CIDR block of
an exclusive resource group for Data Integration to the whitelist of a data source.

When | synchronize data from a data source, the account that | use
to access the data source is different from the account that | use to
access Dataworks. How do | make sure the network connectivity
between DataWorks and the data source?
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Before you configure and run a data synchronization node, we recommend that you use a network
connectivity solution for troubleshooting. For more information, see Select a network connectivity solution.

e [f you want to synchronize data over the Internet, you must add the EIP and CIDR block of the
exclusive resource group for Data Integration to the whitelist of the data source. For more
information, see Add the EIP or CIDR block of an exclusive resource group for Data Integrationto the
whitelist of a data source.

@ Note Youare charged for the traffic generated over the Internet. For more information,
see Billing of Internet traffic.

e [f you want to synchronize data from a data source over an internal network and the account that is
used to access the data source is different fromthe account that you use to access Dataworks, you
must performthe following operations:

i. Use a network connectivity service of Alibaba Cloud to establish a connection between the
netwaorks of the two Alibaba Cloud accounts. You can use a network connectivity service such as
VPN Gateway or Express Connect.

ii. Associate an exclusive resource group for Data Integration with the VPC that is connected to the
network of the Alibaba Cloud account that is used to access the data source.

ii. Add a customroute to your data centerand add the IP address of the destination data source
to your data center.

iv. Add the CIDR block of the vSwitch to which the exclusive resource group for Data Integration is
bound to the whitelist of the data source. For more information, see Add the EIP or CIDR block of
an exclusive resource group for Data Integration to the whitelist of a data source.

What do | do if the network connectivity test for a data source in a
VPC fails?

e Foradatasource that is added by using a VPC endpoint:

i. Make sure that you have associated an exclusive resource group for Data Integration with the
VPC in which the data source resides.

ii. Make sure that you have added the CIDR block of the vSwitch to which the exclusive resource
group for Data Integration is bound to the whitelist of the data source. For more information,
see Add the EIP or CIDR block of an exclusive resource group for Data Integration to the whitelist
of a data source.

e Foradatasource that is added by using a public endpoint, if the network connectivity test fails,
check whether you have added the EIP of the exclusive resource group for Data Integrationto the
whitelist of the data source. For more information, see Add the EIP or CIDR block of an exclusive
resource group for Data Integration to the whitelist of a data source.

@ Note Youare charged for the traffic generated over the Internet. For more information,
see Billing of Internet traffic.

| cannot find the exclusive resource group for Data Integration that |
purchased when | test network connectivity for a data source or run
a data synchronization node. What do | do?
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Make sure that you have associated the exclusive resource group for Data Integration with a Dataworks
workspace. For more information, see Associate an exclusive resource group with a workspace.

How can | determine the type of the resource group on which a data
synchronization node is run from a log?

e [f the node is run on the shared resource group, the log contains the following information:  running
in Pipeline[basecommon group XxXxXXXXxXxX]

e [f the node is run on a custom resource group for Data Integration, the log contains the following

information: running in Pipeline[basecommon xxxxxXXxXxx]

e [f the node is run on an exclusive resource group for Data Integration, the log contains the following

information: running in Pipeline[basecommon S res group xxx]

How do | change the type of the resource group on which a data
synchronization node is run?

e Change the type of the resource group for scheduling and the type of the resource group for Data
Integration on which a data synchronization node is run in the production environment in Operation
Center:

i DataWorks | Operation Center [BioaUGHORAL R & DataStudio  Q Q @

Overview
Search Q  Node Type: Owner:  dataworks_demo2 Scheduling Resource Group

RealTime Task Mainten_. v

Cycle Task Maintenance ~

Q

Cycle Task

-] i
Cycle Instance
D2 tch D A
Patch Data
Test Instance p2 DAG | Test | PatchData | More
Manual Task Maintenan... v p2 DAG | Test | PatchData | Mc

Alarm v 02 D, Te Patch Da Mc

Resource 02 DA € atch Data | Mc

Engine Maintenance v

Intelligent Diagnosis

Change Owner ‘| Modify Scheduling Resource Group Modify Data Integration Resource aw.;l | | Freeze freeze | [ More |

1/10 > 40

e Change the type of the resource group on which a data synchronization node is run in the production
environment based on the deployment process on the DataStudio page:

@ Note Afteryou performthe following operations to change the type of the resource
group on which a data synchronization node is run, click Deploy to apply the change. For a
workspace in standard mode, the change takes effect only in the development environment if
you click only Submit. If you want to apply the change to an auto triggered node inthe
production environment, you must also click Deploy. After the auto triggered node is committed
and deployed, you can view the type of the resource group on the Cycle Task page in Operation
Center.
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1. Change the type of the resource group for scheduling.

¥ Properties

or

Validity Period @ - 1970-01-07 9999-01-01

Resource Group ~ 1T Purchase Resource Group

EITLTESETY

Resource Gr  test_shanyun

oup

Dependencies @

Same Cyele Previous Cycle

uoneinBijuoo dnols aoinosay

Parent Nodes :

2. Change the type of the resource group for Data Integration.

> Resource Group configuration @

salliadoig

The data integration task runs in the resource group, and the joint debugging operation with the data source is
also initiated in the resource group. According 1o the specific scope of application of each resource group,
select the appropriate resource group for your network scenario.

SUOISIap

You can uze DataWorks to purchase ECS to build a VPC and use it as a rezource group for data integration tasks. Thiz ensures exclusive access 1o
resources and maximum timeliness of task execution

Public Network Accessible Data Source

; DataWorks
Public Network
Accessible VPC
= =

Data Source Exclusive
Resource Group

You can click this option to view the information about the shared resource groups and custom
resource groups.

he exclusive resource group ca

Exclusive Resource Group: = xiangcui_vpe

How do | configure a resource group to wait for gateway resources?
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Log onto the Dataworks console. In the left-side navigation pane, click Resource Groups. The Custom
Resource Groups tab appears by default. Find the resource group that is used to run a node and click
Deploy in the Actions column. In the Create Deploy Task dialog box, check whether the serveris in the
Stopped state and whether the server is occupied by other nodes.

If the issue persists, run the following command to restart the service:

su - admin /home/admin/alisatasknode/target/alisatasknode/bin/serverctl restart

1.3. Real-time synchronization

e Synchronization node configuration
o What types of data sources support real-time synchronization?
o Why is the Internet not recommended for real-time synchronization?
o What operation does DataWorks performon the data records that are synchronized in real time?
o How do I deal with the TRUNCATE statement during real-time data synchronization?
o How do Iimprove the speed and performance of real-time synchronization?

o Can ldirectly run a real-time synchronization node on the codeless user interface (Ul)?

e Errorfor real-time synchronization from Kafka

When I run a node to synchronize data from Kafka in real time, the following error message appears:
Startup mode forthe consumer set to timestampOffset, but no begin timestamp was specified..
What do Ido?

e Errors for real-time synchronization from MySQL

o When | run a node to synchronize data from MySQL in real time, the following error message
appears: Cannot replicate because the master purged required binary logs.. What do I do?

o When | run a node to synchronize data from MySQL, the following error message appears:
MysqlBinlogReaderException. What do 1do?

o When I run a node to synchronize data from MySQL, the following error message appears: show
master status' has an error!. What do I do?

o When I run a node to synchronize data from MySQL in real time, the following error message
appears: parse.exception.PositionNotFoundException: can't find start position forxxx. What do |
do?

o When | run a node to synchronize data from MySQL in real time, data can be read at the beginning
but cannot be read after a period of time. What do 1do?

e Error for real-time synchronization from Hologres

When I run a node to synchronize data from Hologres in real time, the following error message
appears: permission denied for database xxx. What do I do?

What types of data sources support real-time synchronization?

For more information about the types of data sources that support real-time synchronization, see Plug-
ins for data sources that support real-time synchronization.

Why is the Internet not recommended for real-time synchronization?

Real-time synchronization over the Internet has the following disadvantages:
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e Packet loss may occur and the performance of data synchronization may be affected due to
unstable network connection.

e The security of data synchronization is low.

What operation does DataWorks perform on the data records that
are synchronized in real time?

When Data Integration synchronizes data from a data source such as MySQL, Oracle, LogHub, or PolarDB
to DataHub or Kafka in real time, Data Integration adds five fields to the data records synchronized to

the destination. These fields are used for operations such as metadata management, sorting, and
deduplication. For more information, see Fields used for real-time synchronization.

wWhy does my real-time synchronization node have high latency?

The high latency may be caused by the following reasons:

e The amount of incremental data in the source is small or excessively large.

e The network connection is poor. We recommend that you do not use the Internet for real-time
synchronization.

e The offset fromwhich data starts to be synchronized is earlier than the current time. As a result, it
takes a period of time to read the historical data before data can be read in real time.

When | run a node to synchronize data from Kafka in real time, the
following error message appears: startup mode for the consumer set to

timestampOffset, but no begin timestamp was specified. . What dO | dO?

Specify an offset from which you want to synchronize data.

Start X

Whether to reset the site:

Start time point:

Time zone:
Failover: 10 Within minutes, the number of Failover times exceeds | 3 Task
automatically ends
* Dirty data policy: (@) Zerotolerance, notallowed () Nolimit () Limited contral (3)

when | run a node to synchronize data from MySQL in real time, the
following error message appears: cannot replicate because the master purged
required binary logs. . What do | do?

Data Integration cannot find the binary logs generated for the offset from which you want to

synchronize data. You must checkthe retention duration of the binary logs of your MySQL data source
and specify an offset within the retention duration when you start your synchronization node.
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@ Note If Data Integration cannot find the binary logs, you can reset the offset to the current
time.

When | run a node to synchronize data from MySQL, the following
error message appears: mysqlbinlogReaderException . What do | do?

The binary logging feature is disabled for the secondary MySQL database. If you want to synchronize
data fromthe secondary MySQL database, you must enable this feature for the secondary database.
To enable the feature, consult the administrator of the database.

For more information, see Enable the binary logging feature for the MySQL database.

When | run a node to synchronize data from MySQL, the following
error message appears: show master status' has an error! . What do | do?

If the detailed information of the erroris caused by: java.io.IOException: message=Access denied;
you need (at least one of) the SUPER, REPLICATION CLIENT privilege(s) for this operation, with

command: show master status ,the account that you use has no permissions to access the source.

The account that you use to access the source must have the SELECT, REPLICATION SLAVE, and
REPLICATION CLIENT permissions on the MySQL database. For more information about how to grant the
required permissions on the database to an account, see Create an account and grant the required
permissions to the account.

when | run a node to synchronize data from MySQL in real time, the
fO“.OWing error message appea IS. parse.exception.PositionNotFoundException:
can't find start position forxxx . What do | do?

Data Integration cannot find the binary logs generated for the offset from which you want to
synchronize data. You must reset an offset forthe node.

When | run a node to synchronize data from MySQL in real time, data
can be read at the beginning but cannot be read after a period of
time. What do | do?

1. Runthe following command on the desired MySQL database to view the binary log files that record
the data write operation in the database:

show master status

2. Searchfor JjournalName=mysql-bin.xx,position=xx inthe binary log files of the MySQL database
to check whether the binary log files contain data records about the offset specified by the
position parameter. For example, you can search for journalName=mysql-bin.000001,position=50.

3. Contact the database administrator if data is being written to the MySQL database but no data
write operations are recorded in binary logs.

How do | deal with the TRUNCATE statement during real-time data
synchronization?
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Real-time synchronization supports the TRUNCATE statement. The TRUNCATE statement takes effect
when full and incremental data is merged. If you do not execute the TRUNCATE statement, excessive
data may be generated during data synchronization.

How do | improve the speed and performance of real-time
synchronization?

If datais written to the destination at a low speed, you can set the number of parallelthreadsto a
larger value and adjust the values of the Java Virtual Machine (VM) parameters. The values of the VM

parameters affect only the frequency of full heap garbage collection (Full GC). A large VM heap
memory reduces the frequency of full GC and improves the performance of real-time synchronization.

When | run a node to synchronize data from Hologres in real time,
the following error message appears: permission denied for database xxx .
what do | do?

Before you run a node to synchronize data from Hologres in real time, you must obtain the permissions
of the <db>_admin user group in the Hologres console for your account. For more information, see

Overview.

Can I directly run a real-time synchronization node on the codeless
user interface (Ul)?
You cannot directly run a real-time synchronization node on the codeless Ul. You must commit and

deploy the real-time synchronization node and run the node in the production environment. For more
information, see Create, configure, commit, and manage real-time sync nodes.

1.4. Batch synchronization

This topic provides answers to some commonly asked questions about batch synchronization.

e 0&M of batch synchronization nodes

o Why is the connectivity test of a data source successful, but the corresponding batch
synchronization node fails to be run?

o How do I change the resource group that is used to run a data synchronization node in Data
Integration?

o How do I locate and handle dirty data?

o What do I do if a batch synchronization node runs for an extended period of time?

e Common plug-in errors

o How do I handle a dirty data error that is caused by encoding format configuration issues or
garbled characters?

o What do I do if the error message [TASK_MAX_SLOT_EXCEED]:Unable to find a gateway that meets
resource requirements. 20 slots are requested, but the maximum is 16 slots. is returned?

o What do Ido if a server-side request forgery (SSRF) attack is detected in a node?

o What do I do if the error message Out Of MemoryError: Java heap space is returned when lrun a
batch synchronization node?

o What do I do if the same batch synchronization node fails to be run occasionally?

o What do I do if the error message Duplicate entry 'xxx' for key 'uk uk op'is returned whenlrun a
batch synchronization node?
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o

o

What do I do if the error message plugin xx does not specify column is returned when I run a batch
synchronization node?

What do Ido if a synchronization node fails to be run because the name of a column in the source
table is a keyword?

e Errors of specific plug-ins

o

o

What do I do if an error occurs when | add a MongoDB data source as the root user?

The authDB database used by MongDB is the admin database. How do | synchronize data from
business databases?

How do I convert the values of the variables in the query parameter into values in the timestamp
format when I synchronize incremental data from a table of a MongDB database?

What do Ido if the error message AccessDenied The bucket you access does not belong to you. is
returned when | read data from an 0SS bucket?

Is an upper limit configured for the number of 0SS objects that can be read?

What do I do if the error message Code:[RedisWriter-04], Description:[Dirty datal. - source column
number is in valid! is returned when | write data to Redis in hash mode?

What do Ido if the following error message is returned when I read data from or write data to
ApsaraDB RDS for MySQL: Application was streaming results when the connection failed. Consider
raising value of 'net_write_timeout/net_read_timeout,' on the server.?

What do I do if the error message The last packet successfully received fromthe server was
902,138 milliseconds ago is returned when I read data from MySQL?

What do Ido if an error occurs when | read data from PostgreSQL?
What do I do if the error message Communications link f ailure is returned?

What do I do if the error message The download session is expired. is returned when I read data
from a MaxCompute table?

What do I do if the error message Error writing request body to server is returned when | write data
to a MaxCompute table?

What do Ido if data fails to be written to DataHub because the amount of data that |want to
write to DataHub at a time exceeds the upper limit?

What do Ido if the JSON data returned based on the path:[] condition is not of the ARRAY type
when | use Rest APl Writer to write data?

e Batch synchronization

o

o

How do | customize table names in a batch synchronization node?

What do Ido if the table that Iwant to select does not appearinthe Table drop-down list in the
Source section when | configure a batch synchronization node?

What are the items that | must take note of when I use the Add feature in a synchronization node
that reads data fromthe MaxCompute table?

How do I read data in partition key columns from a MaxCompute table?
How do I synchronize data from multiple partitions of a MaxCompute table?

What do Ido if a synchronization node fails to be run because the name of a column in the source
table is a keyword?

Why is no data obtained when | read data from a LogHub table whose columns contain data?
Why is some data missing when | read data from a LogHub data source?
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o What do Ido if the fields that I read based on the field mapping configuration in LogHub are not
the expected fields?

o |configured the endDateTime parameter to specify the end time for reading from a Kafka data
source, but some data that is returned is generated at a time point later than the specified end
time. What do I do?

o How do I remove the random strings that appear in the data I write to 0SS?

o How does the system synchronize data from a MySQL data source on which sharding is performed
to a MaxCompute table?

Why is the connectivity test of a data source successful, but the
corresponding batch synchronization node fails to be run?

e [f the data source has passed the connectivity test, you can test the connectivity again to make sure
that the resource group that you use is connected to the data source and the data source remains
unchanged.

e Checkwhetherthe resource group that is connected to the data source is the same as the resource
group that you use to run a batch synchronization node.

Check the resource that is used to run a node:

o If the node is run on the shared resource group for Data Integration, the log contains the following

information: running in Pipeline[basecommon group XxXXXXXXxX]

o If the node is run on a customresource group for Data Integration, the log contains the following

information: running in Pipeline[basecommon XxxXXXxXxxx]

o If the node is run on an exclusive resource group for Data Integration, the log contains the
following information: running in Pipeline[basecommon S res group xxx]

e If the node that is scheduled to run in the early morning occasionally fails but reruns successfully,
checkthe load of the data source at the time when the failure occurred.

How do | change the resource group that is used to run a data
synchronization node in Data Integration?

You can go to DataStudio or Operation Center to change the resource group that is used to run a
data synchronization node in Data Integration. For more information, see Associate an exclusive resource
group with a workspace.

How do | locate and handle dirty data?

Definition: If an exception occurs when a single data record is written to the destination, the data
record is considered as dirty data. Therefore, data records that fail to be written to the destination are
considered as dirty data.

Impact: Dirty data fails to be written to the destination. You can control whether dirty data can be
generated and the maximum number of dirty data records that can be generated. By default, dirty
data is allowed in Data Integration. You can specify the maximum number of dirty data records that can
be generated when you configure a synchronization node. For more information, see Configure channel
control policies.

e Dirty datais allowed in a synchronization node: If a dirty data record is generated, the
synchronization node continues to run. However, the dirty data record is discarded and is not written
to the destination.

e The maximum number of dirty data records that can be generated is specified for a synchronization

19 > Document Version: 20220712


https://www.alibabacloud.com/help/doc-detail/146663.htm#section-uar-8rv-p0c
https://www.alibabacloud.com/help/doc-detail/137838.htm#task-2353828/section-bj6-27c-hoa
https://www.alibabacloud.com/help/doc-detail/137718.htm#task-2364386/section-n5p-b75-orp

FAQ-FAQ about Data Integrationta
Dataworks sks and Data Integration resource gr
oups

node:

o If you set the maximum number of dirty data records that can be generated to 0, the
synchronization node fails and exits when a dirty data record is generated.

o If you set the maximum number of dirty data records that can be generated to x, the
synchronization node fails and exits when the number of dirty data records exceeds x. The
synchronization node continues to runif the number of dirty data records is less than x. However,
the dirty data records are discarded and are not written to the destination.

Analysis of dirty data generated during data synchronization:

e Problemdescription: The following error message is returned: {"message":"Dirty data is found in
the data that is to be written to the destination MaxCompute table: The [third] field contai
ns dirty data. Check and correct the data, or increase the threshold value and ignore this d
irty data record.","record":[{"byteSize":0,"index":0,"type":"DATE"}, {"byteSize":0,"index":1,
"type" :"DATE"}, {"byteSize":1,"index":2,"rawData":0,"type" :"LONG"}, {"byteSize":0,"index":3,"t
ype" :"STRING"}, {"byteSize":1,"index":4, "rawData":0, "type" :"LONG" }, {"byteSize":0, "index":5,"t
ype" :"STRING"}, {"byteSize":0, "index":6, "type" : "STRING" }

e The logs show that the third field contains dirty data. You can identify the cause of dirty data based
on the following scenarios:

o If dirty data is reported by a writer, you must check the CREATE TABLE statement of the writer. The
data size of the specified field in the destination MaxCompute table is less than the data size of
the same field in the source MySQL table.

o If youwant to write data fromthe source to the destination, the following requirements must be
met: 1. The data type in source columns must match the data type in destination columns. For
example, data of the VARCHAR type in source columns cannot be written to the destination
columns that contain data of the INT type. 2. The size of data defined by the data type of
destination columns must be sufficient to receive the data in the mapping columns in the source.
For example, you can write data of the LONG, VARCHAR, or DOUBLE type fromthe source to the
columns that contain data of the STRING or TEXT type.

o If adirty data erroris not clear, you must copy and print out dirty data records, observe the data,
and then compare the data type of the records with the data type in destination columns to
identify dirty data records.

Example:
{"byteSize":28, "index":25, "rawData" : "ohOM71vdGKgXOgtmtriUs5Qaqdsf4", "type" : "STRING" }

byteSize: the number of bytes. index:25: the 26th field. rawData: a specific value. type: the data
type.

What do | do if a batch synchronization node runs for an extended
period of time?
Possible cause 1: The batch synchronization node itself takes an extended period of time to complete.

e The SQL statements to be executed before or after synchronization, such as the statements
specified by the preSQL or postSQL parameter, take an extended period of time to execute in
databases. This prolongs the period of running the batch synchronization node.

e The shard key is not properly configured. As a result, the batch synchronization node is slow.
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A batch synchronization node uses the shard key specified by the splitPk parameter to shard data.
Then, the node concurrently synchronizes data shards to improve the efficiency of data
synchronization. For more information about whether a shard key is required by a plug-in, see the
documentation about the plug-in.

Solution:

When you configure the SQL statements to be executed before or after synchronization, we
recommend that you filter data by using fields that have been indexed.

Properly configure a shard key. For example, when you configure a shard key for MySQL Reader, take

note of the following items:

o We recommend that you set the splitPk parameter to the name of the primary key column of the
table. Data can be evenly distributed to different shards based on the primary key column, instead
of being intensively distributed only to specific shards.

o A shard key can be used to shard only data of integer data types. If you set the splitPk parameter
fordata of other data types, MySQL Reader still uses a single thread to read data.

o If the splitPk parameter is not provided oris left empty, MySQL Reader uses a single thread to read
data.

Possible cause 2: The batch synchronization node waits for resources.

Solution: If the logs show that the node waits for resources for an extended period of time, the
number of concurrent nodes on the exclusive resource group for Data Integration to be used reaches
the upper limit. For more information about the specific causes and solutions, see Why does a data
synchronization node wait for resources for an extended period of time?.

(@ Note Resource groups for scheduling distribute batch synchronization nodes to resource
groups for Data Integration to run the batch synchronization nodes. Therefore, a batch
synchronization node also occupies resources on a resource group for scheduling. If the resources
are occupied for a long period of time, other batch synchronization nodes and nodes of other
types may be blocked.

How do | handle a dirty data error that is caused by encoding format
configuration issues or garbled characters?

Problem description:

If data contains emoticons, a dirty data error message similar to the following error message may be
returned when you synchronize the data: [13350975-0-0-writer] ERROR StdoutPluginCollector -
dirty data {"exception":"Incorrect string value: '\\xFO\\x9F\\x98\\x82\\xE8\\xA2...' for col

umn 'introduction' at row 1","record":[{"byteSize":8,"index":0,"rawData":9642,"type":"LONG"}

11, "type" :"writer"}

Cause:

o utf8mb4 is not configured for a data source. As a result, an error is reported when data that
contains emoticons is synchronized.

o Datainthe source contains garbled characters.
o The encoding format is different between a data source and a synchronization node.

o The encoding format of the browser is different fromthe encoding format of the data source or
synchronization node. As a result, the preview fails or the previewed data contains garbled
characters.
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e Solution:

The solution varies based on the cause.

o

If data in the source contains garbled characters, process the data before youruna
synchronization node.

If the encoding format of the data source is different fromthe encoding format of the
synchronization node, modify the configuration for the encoding format of the data source to be
the same as the encoding format of the synchronization node.

If the encoding format of the browser is different fromthe encoding format of the data source or
synchronization node, modify the configuration for the encoding format of the browser and make
sure that the encoding format is the same as the encoding format of the data source and
synchronization node. Then, preview the data.

You can performthe following operations:

i. If youadd a data source by using a Java Database Connectivity (JDBC) URL, add the encoding
format utf8mb4 to the JDBC URL. JDBC URL sample: jdbc:mysql://xxx.x.x.x:3306/database?com

.mysqgl.jdbc.faultInjection.serverCharsetIndex=45

ii. If youadd adata source by using aninstance ID, suffix the data source name with the encoding
format, such as database?com.mysqgl.jdbc.faultInjection.serverCharsetIndex=45

ii. Change the encoding format of the data source to utf8mb4. For example, you can change the
encoding format of the ApsaraDB RDS data source in the ApsaraDB RDS console.

@ Note Runthe following command to set the encoding format of the Apsara RDS data
source to utf8mb4: set names utfs8mb4 .Runthe following command to view the

encoding format of the Apsara RDS data source: show variables like 'char%'

What do | do if the error message [task Max SLOT EXCEED]:Unable to find a

gateway that meets resource requirements. 20 slots are requested, but the maximum is 16

slots. IS returned?

Cause:

The number of nodes that are run in parallelis set to an excessively large value and the resources are
not sufficient to run the nodes.

Solution:

Reduce the number of batch synchronization nodes that are run in parallel.

o

If you configure a batch synchronization node by using the codeless user interface (Ul), set
Expected Maximum Concurrency to a smaller value in the Channel step. For more information,
see Configure channel control policies.

If you configure a batch synchronization node by using the code editor, set the concurrent

parameter to a smaller value when you configure the channel control policies. For more
information, see Configure channel control policies.

What do | do if a server-side request forgery (SSRF) attack is
detected in a node?
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If the data source is added by using a virtual private cloud (VPC) address, you cannot use the shared
resource group for Data Integration to run a node. Instead, you can use an exclusive resource group for
Data Integration to run the node. For more information about an exclusive resource group for Data
Integration, see Create and use an exclusive resource group for Data Integration.

What do | do if the error MESSAJEe outofMemoryError: Java heap space is
returned when | run a batch synchronization node?

Solution:

1. If you use an exclusive resource group for Data Integration to run a node, you can adjust the values
of the Java Virtual Machine (VM) parameters.

2. If the reader or writer that you use supports the batchsize or maxfilesize parameter, set the
batchsize or maxfilesize parameter to a smaller value.

If you want to check whether a reader or writer supports the batchsize or maxfilesize parameter,
see Supported data source types, readers, and writers.

3. Reduce the number of nodes that are run in parallel.

o If you configure a batch synchronization node by using the codeless user interface (Ul), set
Expected Maximum Concurrency to a smaller value in the Channel step. For more information,
see Configure channel control policies.

o If you configure a batch synchronization node by using the code editor, set the concurrent
parameter to a smaller value when you configure the channel control policies. For more
information, see Configure channel control policies.

4. If you synchronize files, such as Object Storage Service (0OSS) files, reduce the number of files that
you want to read.

What do I do if the same batch synchronization node fails to be run
occasionally?

If a batch synchronization node occasionally fails to be run, a possible cause is that the whitelist
configuration of the data source for the node is incomplete.

e Use an exclusive resource group for Data Integration to run the batch synchronization node:

o If you have added the IP address of the ENI (Elastic Network Interface) of the exclusive resource
group for Data Integration to the whitelist of the data source, when the resource group is scaled
out, you must add the ENIIP address to the whitelist again to update the whitelist.

o We recommend that you directly add the CIDR block of the vSwitch to which the exclusive resource
group for Data Integration is bound to the whitelist of the data source. Otherwise, you must
update the ENIIP address each time the resource group is scaled out. For more information about
data marts, see Configure a whitelist.

e Use the shared resource group for Data Integration to run the batch synchronization node:

Make sure that all the CIDR blocks of the machines that are used for data synchronization in the
region where the shared resource group for Data Integration resides are added to the whitelist of the
data source. For more information, see Add the IP addresses or CIDR blocks of the servers in the region
where the Dataworks workspace resides to the whitelist of a data source.

If the configuration of the whitelist for the data source is complete, check whether the connection
between the data source and Data Integration is interrupted due to the heavy load of the data source.
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What do | do if an error occurs when | add a MongoDB data source as
the root user?

Change the username. You must use the name of the user that has operation permissions on the data
source instead of the root user.

For example, if you want to synchronize data of the name table in the test data source, use the name
of the user that has operation permissions on the test data source.

The authDB database used by MongDB is the admin database. How
do | synchronize data from business databases?

Enter the name of a business database when you configure a data source to make sure that the user
that you use has the required permissions on the business database. If the error message "auth failed" is
returned when you test the connectivity of the data source, ignore the error message. If you configure

a synchronization node by using the code editor, add the "adthDb":"admin" parameterto the JSON
configurations of the synchronization node.

How do | convert the values of the variables in the query parameter
into values in the timestamp format when | synchronize incremental
data from a table of a MongDB database?

Use assignment nodes to convert data of the DATE type into data of the TIMESTAMP format and use

the timestamp value as an input parameter for data synchronization from MongDB. For more
information, see

What dO [ dO |f the error message AccessDenied The bucket you access does not
belong to you. 1S returned when | read data from an 0SS bucket?

The user that is configured for 0SS and has the AccessKey pair does not have permissions to access the
bucket. Grant the user permissions to access the bucket.

Is an upper limit configured for the number of 0SS objects that can
be read?

In Data Integration, the number of OSS objects that can be read from 0SS is not limited. The maximum
number of 0SS objects that can be read is determined by the JVM parameters that are configured fora
synchronization node. To prevent out of memory (OOM) errors, we recommend that you do not set the
Object parameterto an asterisk (*).

What do | do if the error message code: [RedisWriter-04], Description: [Dirty
data]. - source column number is in valid! is returned when | write data to
Redis in hash mode?

e (Cause:

If you want to store data in Redis in hash mode, make sure that attributes and values are generated
in pairs. Example: odpsReader: "column":[ "id", "name", "age", "address", ] .InRedis, if
RedisWriter: "keyindexes":[ 0 ,1]is used, id and name are used as keys, age is used as an attribute, and
address is used as a value in Redis. If the source is MaxCompute and only two columns are configured,
you cannot store the Redis cache in hash mode, and an error is reported.
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e Solution:

If you want to use only two columns, you must store data in Redis by using the string mode. If you
need to store data in hash mode, you must configure at least three columns in the source.

What do I do if the following error message is returned when | read
data from or write data to ApsaraDB RDS for MySQL: application was

streaming results when the connection failed. Consider raising value of

'net_write_timeout/net_read_timeout,' on the server. ?

e (Cause:

o net_read_timeout: If the error message contains this parameter, the execution time of an SQL
statement exceeded the maximum execution time allowed by ApsaraDB RDS for MySQL. The SQL
statement is one of the multiple SQL statements that are obtained after a single data acquisition
SQL statement is equally split based on the splitpk parameter when you run a synchronization node
to read data fromthe MySQL data source.

o net_write_timeout: If the error message contains this parameter, the timeout period in which the
systemwaits for a blockto be written to a data source is too small.

e Solution:

Add the net_write_timeout or net_read_timeout parameterto the URL of the ApsaraDB RDS for
MySQL database and set the parameterto a larger value. You can also set the net_write_timeout or
net_read_timeout parameterto a different value in the ApsaraDB RDS console.

e Suggestion:
If possible, configure the synchronization node to be rerun automatically.

Example: jdbc:mysqgl://192.168.1.1:3306/1izi?

useUnicode=true&characterEncoding=UTF8&net write timeout=72000

What dO | dO |f the error message The last packet successfully received from the
server was 902,138 milliseconds ago is returned when | read data from
MySQL?

In this case, the CPU utilization is normal but the memory usage is high. As a result, the data source is
disconnected from Data Integration.

If you confirmthat the synchronization node can be rerun automatically, we recommend that you
configure the node to be automatically rerun if an error occurs. For more information, see Configure time
properties.

What do I do if an error occurs when | read data from PostgreSQL?

e Problemdescription: The error message org.postgresql.util.PSQLException: FATAL: terminating
connection due to conflict with recovery Isreturned when luse a batch synchronizationtoolto
synchronize data from PostgreSQL.

e (Cause: This error occurs because the systemtakes a long time to obtain data fromthe PostgreSQL
database. To resolve this issue, specify the max_standby_archive_delay and

max_standby_streaming_delay parameters in the code of the synchronization node. For more
information, see Standby Server Events.

What do | do if the error message communications link failure IS returned?
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e Read data from a data source:
o Problem description:
The following error message is returned when data is read from a data source: Communications 1

ink failure The last packet successfully received from the server was 7,200,100 millisecon

ds ago. The last packet sent successfully to the server was 7,200,100 milliseconds ago. -

com.mysql.jdbc.exceptions.jdbc4.CommunicationsException: Communications link failure

o Cause:
Slow SQL queries result in timeout when you read data from MySQL.

o Solution:
m Check whether the WHERE clause is specified to make sure that an index is added forthe filter
field.
m Checkwhether a large amount of data exists in the source table. If a large amount of data exists
in the source table, we recommend that you run multiple nodes to execute the SQL queries.

m Checkthe database logs to find which SQL queries are delayed and contact the database
administrator to resolve the issue.

e Write datato a data source:
o Problem description:

The following error message is returned when data is written to a data source: caused by: java.
util.concurrent.ExecutionException: ERR-CODE: [TDDL-4614] [ERR EXECUTE ON MYSQL] Error occu
rs when execute on GROUP 'xxx' ATOM 'dockerxxxxx xxxx trace shard xxxx': Communications 1i

nk failure The last packet successfully received from the server was 12,672 milliseconds a

go. The last packet sent successfully to the server was 12,013 milliseconds ago. More...

o Cause:

A socket timeout occurred due to slow SQL queries. The default value of the SocketTimeout
parameter of Taobao Distributed Data Layer (TDDL) connections is 12 seconds. If the execution
time of an SQL statement on a MySQL client exceeds 12 seconds, a TDDL-4614 error is returned.
This error occasionally occurs when the data volume is large or the server is busy.

o Solution:
m We recommend that you rerun the synchronization node after the database becomes stable.

m Contact the database administrator to adjust the value of the SocketTimeout parameter.

What dO | dO |f the error message Duplicate entry 'xxx' for key 'uk uk op' iS
returned when | run a batch synchronization node?

e Problem description: The following error message is returned: Error updating database. Cause: co
m.mysql.jdbc.exceptions.jdbc4.MySQLIntegrityConstraintViolationException: Duplicate entry 'c
fc68cd0048101467588e97e83ffd7a8-0"' for key 'uk uk op'

e Cause: In Data Integration, different instances of the same synchronization node cannot be run at
the same time. Therefore, multiple synchronization instances that are configured based on the same
JSON configurations cannot be run at the same time. For a synchronization node whose instances are
run at 5-minute intervals, the instance that is scheduled to run at 00:00 and the instance that is
scheduled to run at 00:05 are both run at 00:05 due to a delay caused by the ancestor node of the
synchronization node. As a result, one of the instances fails to be run. This issue may occur if you
backfill data for or rerun a synchronization node that is running.
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e Solution: Stagger the running time of instances. We recommend that you configure nodes that are
scheduled to run by hour to depend on their instances in the last cycle. For more information, see
Scenario 2: Configure scheduling dependencies for a node that depends on last-cycle instances.

What do | do if the error MESSAJE plugin xx does not specify column is
returned when | run a batch synchronization node?

A possible cause is that the field mapping for the batch synchronization node is incorrect or the column
parameter is incorrectly configured in a reader or writer.

1. Check whether the mapping between the source fields and the destination fields is configured.

2. Checkwhether the column parameter is configured in a reader or writer based on your business
requirements.

What do | do if the error message the download session is expired. IS
returned when | read data from a MaxCompute table?

e Problem description:

Code:DATAX R ODPS 005:Failed to read data from a MaxCompute table, Solution:[Contact the a
dministrator of MaxCompute]. RequestId=202012091137444331f60b08cdald9, ErrorCode=StatusConfl

ict, ErrorMessage=The download session is expired.
e (ause:

If you want to read data from a MaxCompute table, you must run a Tunnel command in MaxCompute
to upload and download data. On the server, the lifecycle for each Tunnel session spans 24 hours
afterthe sessionis created. If a batch synchronization node is run for more than 24 hours, it fails to
be run and exits. For more information about the Tunnel service, see Usage notes.

e Solution:

You can increase the number of batch synchronization nodes that can be runin parallel or configure
the volume of data to be synchronized to make sure that the volume of data can be synchronized
within 24 hours.

What do | do if the error MESSAJE Error writing request body to server is
returned when | write data to a MaxCompute table?

e Problemdescription:

Code: [OdpsWriter-09], Description:[Failed to write data to the destination MaxCompute tabl
e.]. - Failed to write Block 0 to the destination MaxCompute table, uploadId=[20201208151702
6537dc0b0160354b] . Contact the administrator of MaxCompute. - java.ilo.IOException: Error wri

ting request body to server.

e (Cause:

o Possible cause 1: The datatype is incorrect. The source data does not comply with MaxCompute
data type specifications. For example, the value 4.2223 cannot be written to the destination
MaxCompute table in the format of DECIMAL(precision,scale), such as DECIMAL(18,10).

o Possible cause 2: The MaxCompute blockis abnormal or the communication is abnormal.
e Solution:

Convert the data type of the data that is to be synchronized into a data type that is supported by
the destination. If an erroris still reported after you convert the data type, you can submit a ticket
for troubleshooting.
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What do | do if data fails to be written to DataHub because the
amount of data that | want to write to DataHub at a time exceeds
the upper limit?

e Problem description:

ERROR JobContainer - Exception when job runcom.alibaba.datax.common.exception.DataXExcepti
on: Code: [DatahubWriter-04], Description:[Failed to write data to DataHub.]. - com.aliyun.da
tahub.exception.DatahubServiceException: Record count 12498 exceed max limit 10000 (Status C
ode: 413; Error Code: ToolargePayload; Request ID: 20201201004200a945df0bf8ellad?2)

e (Cause:

The amount of data that you want to write to DataHub at a time exceeds the upper limit that is
allowed by DataHub. The following parameters specify the maximum amount of data that can be
written to DataHub:

o maxCommitSize: specifies the maximum amount of the buffered data that Data Integration can
accumulate before it commits the data to the destination. Unit: MB. The default value is 1048576,
in bytes, which is 1 MB.

o batchSize: specifies the maximum number of the buffered data records that a single
synchronization task can accumulate before it commits the data records to the destination.

e Solution:

Set the maxCommitSize and batchSize parameters to smaller values.

How do | customize table names in a batch synchronization node?

The tables from which you want to synchronize data are named in a consistent format. For example,
the tables are named by date and the table schema is consistent, such as orders_20170310,
orders_20170311, and orders_20170312. You can specify customtable names by using the
scheduling parameters specified in Create a synchronization node by using the code editor. This way, the
synchronization node automatically reads table data of the previous day fromthe source every
morning.

For example, if the current day is March 15, 2017, the synchronization node can automatically read data
of the orders_20170314 table fromthe source.

Source Target

In the code editor, use a variable to specify the name of a source table, such as orders_${tablename}.
The tables are named by date. If you want the synchronization node to read data of the previous day
fromthe source every day, assign the value ${yyyymmdd} to the ${tablename} variable in the parameter
configurations of the synchronization node.
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@ Note

For more FAQ about how to use scheduling parameters, see Overview of scheduling parameters.

What do | do if the table that | want to select does not appearin the
Table drop-down list in the Source section when | configure a batch
synchronization node?

When you configure a batch synchronization node, the Table drop-down list in the Source section
displays only the first 25 tables in the selected data source by default. If the selected data source
contains more than 25 tables and the table that you want to select does not appearinthe Table

drop-down list, enter the name of the table in the Table field. You can also configure the batch
synchronization node in the code editor.

What are the items that | must take note of when | use the Add
feature in a synchronization node that reads data from the
MaxCompute table?

1. You can enter constants. Each constant must be enclosed in a pair of single quotation marks ('),
such as ‘abc’and 723",

2. You can use the Add feature together with scheduling parameters, such as '${bizdate}'. For more
information about how to use scheduling parameters, see Overview of scheduling parameters.

3. You can specify the partition key columns from which you want to read data, such as the partition
key column pt.

4. If the field that you entered cannot be parsed, the value of the Type parameter forthe field is
displayed as Custom.

5. MaxCompute functions are not supported.

6. If the value of Type forthe fields that you manually added, such as the partition key columns of
MaxCompute tables, is Custom, synchronization nodes can still be run although the partition key
columns cannot be previewed in LogHub.

How do | read data in partition key columns from a MaxCompute
table?

Add a data record in the field mapping configuration area, and specify the name of a partition key
column, such as pt.

How do | synchronize data from multiple partitions of a
MaxCompute table?

Locate the partitions from which you want to read data.

e You can use Linux Shell wildcards to specify the partitions. An asterisk (*) indicates zero or multiple
characters, and a question mark (?) indicates a single character.

e The partitions that you specify must exist in the source table. Otherwise, the systemreports an error
for the synchronization node. If you want the synchronization node to be successfully run even if the
partitions that you specify do not exist in the source table, use the code editor to modify the code
of the node. In addition, you must add  "successonNoPartition": true to the configuration of
MaxCompute Reader.
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For example, the partitioned table test contains four partitions: pt=1,ds=hangzhou, pt=1,ds=shanghai,
pt=2,ds=hangzhou, and pt=2,ds=beijing. In this case, you can set the partition parameter based on the
following instructions:

e Toread data fromthe partition pt=1,ds=hangzhou, specify "partition":"pt=1,ds=hangzhou"

e Toread datafromallthe ds partitions in the pt=1 partition, specify "partition":"pt=1,ds=*"

e Toread datafromallthe partitions inthe test table, specify "partition":"pt=*,ds=*"

You can also performthe following operations in the code editor to specify other conditions based on
which data is read from partitions:

e Toread datafromthe partition that stores the largest amount of data, add /*query*/ ds=(select

MAX (ds) from DataXODPSReaderPPR) toO the configuration of MaxCompute Reader.

e To filterdata based onfilter conditions, add /*query*/ pt+Expression to the configuration of
MaxCompute Reader. For example, /*query*/ pt>=20170101 and pt<20170110 indicates that you
want to read the data that is generated fromjJanuary 1, 2017 to January 9, 2017 from all the pt
partitions in the test table.

@ Note

MaxCompute Reader processes the content that follows /*query*/ as a WHERE clause.

What do | do if a synchronization node fails to be run because the
name of a column in the source table is a keyword?

e Cause: The column parameter contains reserved fields or fields whose names start with a number.

e Solution: Use the code editor to configure a synchronization node in Data Integration and escape
special fields in the configuration of the column parameter. For more information about how to use
the code editorto configure a synchronization node, see Create a synchronization node by using the
code editor.

o MySQL uses grave accents (') as escape characters to escape keywords in the following format:
Keyword"™

o Oracle and PostgreSQL use double quotation marks (") as escape characters to escape keywords in
the following format: "Keyword"

o SQL Server uses brackets ([]) as escape characters to escape keywords in the following format: [k

eyword]

MySQL escape character example
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e A MySQL data source is used in the following example:

i. Execute the following statement to create a table named aliyun, which contains a column
named table: create table aliyun ("table’ int ,msg varchar(10));

ii. Execute the following statement to create a view and assign an alias to the table column: crea

te view v _aliyun as select ‘“table’ as coll,msg as col2 from aliyun;

@ Note

m MySQL uses table as a keyword. If the name of a column inthe source table is table,
an error is reported during data synchronization. In this case, you must create a view
to assign an alias to the table column.

m We recommend that you do not use a keyword as the name of a column.

iii. You can execute the preceding statement to assign an alias to the column whose nameis a
keyword. When you configure a synchronization node, use the v_aliyun view to replace the aliyun
table.

Why is no data obtained when | read data from a LogHub table
whose columns contain data?

In LogHub Reader, column names are case-sensitive. Check for the column name configuration in LogHub
Reader.

Why is some data missing when | read data from a LogHub data
source?

In Data Integration, a synchronization node reads data from a LogHub data source at the time when
the data is generated in LogHub. Check whether the value of the metadata field receive_time, which is
configured for reading data, is within the time range specified for the synchronization node in the
LogHub console.

What do | do if the fields that | read based on the field mapping
configuration in LogHub are not the expected fields?

Manually modify the configuration of the column parameterin the LogHub console.
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| configured the endDateTime parameter to specify the end time for
reading from a Kafka data source, but some data that is returned is

generated at a time point later than the specified end time. What do
| do?

Kafka Reader reads data from a Kafka data source in batches. If data that is generated later than the

time specified by endDateTime is found in a batch of read data, Kafka Reader stops reading data.
However, the data generated later than the end time is also written to the destination.

e You can set the skipExceedRecord parameter to specify whether to write such data to the
destination. For more information, see Kafka Reader. To prevent data loss, we recommend that you
set the skipExceedRecord parameter to false to ensure that the data generated later than the end
time is not skipped.

e You can use the max.poll.records parameter in Kafka to specify the amount of datato pollforat the
same time. Configure this parameter and the number of synchronization nodes that can be runin
parallel to control the excess data volume that is allowed. The allowed excess volume of data is
calculated based on the following formula: Allowed excess data volume < max.poll.records x
Number of synchronization nodes that can be runin parallel.

How do | remove the random strings that appear in the data | write
to 0SS?

The prefix for the names of the files that you want to write to 0SS. 0SS simulates the directory effect
by adding delimiters to file names. such as "object": "datax". This way, the names of the files start with

datax and end with random strings. The number of files determines the number of tasks that a
synchronization node is split into.

If you do not want to use a random universally unique identifier (UUID) as the suffix, we recommend
that you set the writeSingleObject parameterto true. For more information, see the description of the
writeSingleObject parameter in 0SS writer.

For more information, see 0SS writer.

How does the system synchronize data from a MySQL data source on
which sharding is performed to a MaxCompute table?

For more information about how to configure MySQL Reader to read data from a MySQL data source,
see MySQL Reader.

What do | do if the JSON data returned based on the path:[]
condition is not of the ARRAY type when | use RestAPI Writer to write
data?
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The dataMode parameter can be set to oneData or multiData for RestAPI Writer. If you want to use
Rest APl Writer to write multiple data records, set dataMode to multiData. For more information, see
RestAPI Writer. You must also add the dataPath:"data.list" parameter to the script of RestAPIReader.

Parameter Description Required Default
value
url The URL of the RESTful APL Yes No default
value
dataMode The format in which RESTful Writer transfers JSSON-formatted data. Yes No default
» oneData: RestAPI Writer transfers one data record in each request. value
* multiData: RestAPI Writer transfers multiple data records in each request. The number of
requests is determined by the number of tasks generated by the reader.

P Notice Do not prefix a column name with data.list when you configure the column
parameter. The following figure shows column names that are prefixed by data.list.

r {

"name": Tdata.list.memoBasults"”,
"type":

},

{
"name": [data.list|.sgnugec=mats”,
"type": "string"

}J

{
"name" : .s- = Ey” .
"type": "string”

}J

{
"name" : .cl__......g“,
"type": "string"

}J

{
"name" : .g"“n",
"type": "string"

}J

{
"name" : ( PTiNgEring”,
"type": "string"

}J

{
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2.Properties
2.1. Scheduling parameters

This topic provides answers to some frequently asked questions about scheduling parameters.

e Typical scenarios of scheduling parameters

o Irunaninstance of a node at 00:00 on the current day to analyze the data in the partition that
corresponds to 23:00 on the previous day. However, the data in the partition that corresponds to
23:00 onthe current day is analyzed. What do I do?

o How do I specify a table partition in a format that contains a space, such as pt=yyyy-mm-dd
hh24:mi:ss?

o A node is scheduled to run at the time specified by the $cyctime or $[yyyymmddhh24miss] variable.
The node is scheduled to run at 20:00 every day, but the ancestor node of the node fails to run as
scheduled. As a result, the node is delayed and runs at 00:00 on the next day. In this case, is the
value of the $cyctime or $[yyyymmddhh24miss] variable 20:00 or 00:00?

o How do I configure the time properties of an ODPS Spark node?

o How can I reprocess the return values of the scheduling parameters for a node if the node cannot
process the return values?

o What are the differences between the return values of a MaxCompute date function and a
scheduling parameter?

e Testing of scheduling parameters
o How do Itest the configurations of the scheduling parameters on the DataStudio page?
o FAILED: ODPS-0130161:[1,84] Parse exception - invalid token '$'

o What do I do if the params format error, please check your params(key=values) error is reported?

e Differences in the value assignment logic of scheduling parameters

What are the differences in the value assignment logic of scheduling parameters among the Run, Run
with Parameters, and Perform Smoke Testing in Development Environment modes?

e 0&M of scheduling parameters and check of the configurations of the scheduling parameters
o How do I checkthe validity of the values of scheduling parameters in the production environment?

o How do I check whether the values of the scheduling parameters of an instance are valid by
viewing logs?
o How are node instances generated on the day when daylight saving time begins and ends?

o |configure a scheduling parameter for a node and commit and deploy the node, but the return
value of the scheduling parameter remains unchanged. What do | do?

I run aninstance of a node at 00:00 on the current day to analyze
the data in the partition that corresponds to 23:00 on the previous
day. However, the data in the partition that corresponds to 23:00 on
the current day is analyzed. What do | do?

e Problem description: The table partition format is day=yyyymmdd,hour=hh24. The $[yyyymmdd]

$[hh24-1/24] variable is used to specify the date and time of a partition. If I run an instance at 00:00,
the custom variable datetime=$[yyyymmdd] specifies the current day instead of the previous day. As
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aresult, the data in the partition that corresponds to 23:00 on the current day is analyzed.

e Solution: Change the value of datetime to $[yyyymmdd-1/24] and retain the value $[hh24-1/24] for
hour.

How to configure:
o Inthe code: day=datetime, hour={hour},
o Scheduling parameters that are configured for nodes: datetime=[yyyymmdd-1/24], hour=[hh24-1/

241

Scenarios:

o Foraninstance that is scheduled to run at 2021-07-21 00:00:00, the value of $[yyyymmdd-1/24]is
20210720, and the value of $[hh24-1/24]is 23. T his happens because 1 hour before 2021-07-21
00:00:00 is a point in time on the previous day.

o Foraninstance that is scheduled to run at 2021-07-21 01:00:00, the value of $[yyyymmdd-1/24]is
20210721, and the value of $[hh24-1/24]is 00. T his happens because 1 hour before 2021-07-21
01:00:00 is still a point in time on the current day.

How do | specify a table partition in a format that contains a space,
such as pt=yyyy-mm-dd hh24:mi:ss?

P Notice Spaces are not allowed in scheduling parameters.

Solution: Use the custom variable datetime=$[yyyy-mm-dd] to obtain the date and the custom variable
hour=$[hh24:mi:ss] to obtain the time. Then, join the variables with a space to form pt=${datetime}
${hour}.

[ © m

2 MaxCompute: wpw_test China(Shanghai)

Node Type:  ODPS SQL
Owner dataworks_demoZ

Description:  keyl=Slyyyy-mm-dd. key2=Slhh24micss]

Parameters @

A node is scheduled to run at the time specified by the $cyctime or
$[yyyymmddhh24miss] variable. The node is scheduled to run at
20:00 every day, but the ancestor node of the node fails to run as
scheduled. As a result, the node is delayed and runs at 00:00 on the
next day. In this case, is the value of the $cyctime or
$[yyyymmddhh24miss] variable 20:00 or 00:00?

If the resources are insufficient, the time at which an instance actually runs may be different fromthe
time at which the instance is scheduled to run. The scheduled time of aninstance is fixed at the time
when the instance is generated and does not change even if the time at which the instance runs

changes. Therefore, scheduling parameters are configured based on the fixed scheduled time and do
not change even if the time at which the instance runs changes.
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How do | configure the time properties of an ODPS Spark node?

Afteryou create an ODPS Spark node, you must configure variables in the Parameters field on the node
configuration tab.

Afteryou configure the variables, click the Properties tab in the right-side navigation pane of the
node configuration tab. In the Properties panel, assign values for the variables. You can assign values
based on the description of scheduling parameters in this topic.

testodps_spark x
m [ & =)

Engine Instance MaxCompute: xc_DPE_E2_engine China(Shang... T. X Properties

ODPS Spark General

Spark | Sparkl.x Spark2 x
Version

Name : testodps_spark

Nade ID2 " None [Genermted Afcer Commit
Language : Java/Scala Python

albeaun

Node Type : 0DPS Spark

Main JAR Szlect
Resource Lo

Configuration|- Description :

hems

sSUOISIap

Parameters @

bl

Main Class :
Parameters :
JAR Resources S
File Resources 5
Archive Select

Resources Schedule

Instance Generation Next Day Immediately After Deployment
Mode @:

How can | reprocess the return values of the scheduling parameters
for a node if the node cannot process the return values?

Afteryou configure scheduling parameters for some nodes, such as batch synchronization nodes, the
nodes cannot process the return values of the scheduling parameters unless you reprocess the return
values. You can configure assignment nodes as the ancestor nodes of these nodes. This way, you can
use the assignment nodes to reference the scheduling parameters and reprocess the return values of
scheduling parameters. Then, you can use context-based parameters to pass the reprocessed values to
the required descendant nodes. For more information about how to configure assignment nodes, see
Configure an assignment node. For more information about how to configure context-based parameters,
see Configure input and output parameters.

What are the differences between the return values of a

MaxCompute date function and a scheduling parameter?

e [f you use a MaxCompute date function, the return value is the system time when the instance runs. If
the instance runs at different points in time, the return values are different.

e If you use a scheduling parameter, the return result is a calculated result of the scheduled time. If the
instance runs at different points in time, the return values remain the same.

How do | test the configurations of the scheduling parameters on the
DataStudio page?

The values of the scheduling parameters are automatically replaced in the scheduling system only after
you deploy the scheduling parameters in the production environment. If you want to check whether the
values of the scheduling parameters are valid on the DataStudio page, click the Perform Smoke Testing
in Development Environment icon in the top toolbar of the node configuration tab.
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@ Note Foradata integration node, you cannot check whether the values of the scheduling
parameters are valid in the development environment. If you want to performsuch a test, you must
create an SQL node and then test the configurations of the scheduling parameters by clicking the
Perform Smoke Testing in Development Environment icon. If the scheduling parameters pass the
test, you can use the configurations of these parameters in the data integration node.

FAILED: ODPS-0130161:[1,84] Parse exception - invalid token '$'

Cause: The scheduling parameters are not specified or the values of the scheduling parameters are
invalid.

Solution:

1. Check whether the scheduling parameters are specified.

2. Checkwhether the values of the scheduling parameters are valid. For more information, see
Overview of scheduling parameters.

) Notice After you modify the scheduling parameters of a node, you must commit and deploy
them. After the scheduling parameters are deployed, go to the Cycle Task page in Operation
Center and check whether the values of the scheduling parameters are updated on the General tab
of the node.

What do | do if the params format error, please check your params(key=values) €ITror
is reported?
1. Check whether values are assigned to variables.

2. Checkwhether spaces are used in the scheduling parameters.

3. Checkwhether a node name contains periods (.) and Chinese characters at the same time.

time1=2%$[yyyymmdd3hh24:mi:ss] and time1=$[yyyymmdd]4time2=$[hh24:mi:ss]. Symbols 1, 2, 3, and 4
represent the positions where spaces may be added.

Do not add a space before or after the equal sign (=) in a scheduling parameter. In this example, do not
add spaces in the positions specified by Symbols 1 and 2.

Do not include a space in the value of a scheduling parameter. In this example, do not add a space in
the position specified by Symbol 3.

Separate two scheduling parameters with a space. In this case, add a space in the position specified by
Symbol 4.

What are the differences in the value assignment logic of scheduling
parameters among the Run, Run with Parameters, and Perform
Smoke Testing in Development Environment modes?

e Run: The first time you clickthe Run icon, you must manually assign constants to variables in the node

code. The constants are recorded by Dataworks. If you modify the code, the variables still use the
constants that you assigned.

e Run with Parameters: If you use the Run with Parameters mode, you must manually assign constants
to variables in the code. If you modify the variables in the code, you must use the Run with
Parameters mode to reassign constants to the variables.

e Perform Smoke Testing in Development Environment: You can enter a data timestamp to simulate
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automatic node scheduling and obtain the new values of the scheduling parameters at the specified
data timestamp.

@ Note If you want to change the resource group that is used by a node, click the Run with
Parameters icon.

How do | check the validity of the values of scheduling parameters in
the production environment?

After you modify the scheduling parameters of a node on the DataStudio page and commit and deploy
the node, you can check whether the scheduling parameters are specified based on your requirements
onthe General tab of the Cycle Task page in Operation Center. If the configurations do not meet your
requirements, check whether the deployment package of the node is generated as expected on the
deployment page.

€ Overview
% RealTime Task Mainten_ v

o oy

# 9 ap Q cE @aa@®i °

Production Environment

Check whether the values of the scheduling parameters of a single instance are valid on the General tab
of the Cycle Instance page.

) Notice When you modify the scheduling parameters of an auto triggered node for which a
single instance is generated, the configurations of the scheduling parameters of the single instance
are updated in real time. The real-time update is performed no matter whet her the instance is run.

Scenarios:

e Forexample, you assign $bizdate to the time1 scheduling parameter of Instance A1 of Node A. If
Instance A1 is run successfully on the current day, the time1 scheduling parameter is set to the data
timestamp specified by bizdate in the code.

e If you change the value of the timel scheduling parameter from $bizdate to $cyctime at a point in
time on the current day, Instance A1 is run at the scheduled time that is specified by cyctime on the
current day.

e If you rerun Instance A1, the latest configuration of time1 is used. In this example, time1=$cyctime.

e [f you want to view the values of the scheduling parameters of the instance before the value
changes, check logs. For more information about how to check whether the values of the scheduling
parameters of aninstance are valid by viewing logs, see How do | check whether the values of the
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How do | check whether the values of the scheduling parameters of
an instance are valid by viewing logs?

Find SskYNET PARAVALUE inthe code.

How are node instances generated on the day when daylight saving
time begins and ends?
DataWorks supports the immediate instance generation and daylight saving time-based parameter

computing features. This way, nodes can be run as expected when daylight saving time begins or ends.
For example, the time zone is UTC-8.

e When daylight saving time begins, 10 minutes before 03:00 is 01:50, and 23 instances are generated
on that day. The system does not run the instance that is scheduled to run at 02:00 on that day.

e When daylight saving time ends, 10 minutes before 03:00 is 02:50, and 24 instances are generated on
that day.

If a node scheduled by day, week, or month is scheduled to run within the period that is skipped when
daylight saving time begins, a node instance is generated and run at 00:00 on that day.

| configure a scheduling parameter for a node and commit and
deploy the node, but the return value of the scheduling parameter
remains unchanged. What do | do?

Check whether the scheduling parameter is overwritten by a workflow parameter with the same name.
For more information, see . If a workflow parameter with the same name exists,
you can delete the workflow parameter based on your business requirements. If you need to retain the
workflow parameter, you must change the name of the scheduling parameter for the node.

2.2. Scheduling dependencies

This topic provides answers to some frequently asked questions about scheduling dependencies.

e Introductions to scheduling dependencies
o
o

o
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o

o

Which scenarios do not support scheduling dependencies?

How do I delete a table on which a node does not depend?

e How to configure scheduling dependencies

o

o

The system automatically adds an output name to Parent Nodes for my node based on the
automatic parsing feature, but an error message appears, indicating that the output represented
by the output name does not exist. What do | do?

The name and ID of the descendant node of my node are empty and cannot be specified in the
output of my node. Why does this happen?

How do I delete the tables on which my node does not depend?

What rules are used when a node needs to depend on its ancestor nodes to run?
What is the out put name of a node used for?

Can a node have multiple output names?

Can multiple nodes have the same out put name?

How do | prevent DataWorks from parsing temporary tables when DataWorks parses the scheduling
dependencies of a node?

How do | configure an ancestor node for the start node of a workflow?

e Node deletion or changes

o

o

Why do I find a non-existent output name of Node B when | enter an out put name to search for
the ancestor nodes of Node A?

When I undeploy a node, the systemdisplays an error message indicating that the node has
descendant nodes and cannot be undeployed. However, no descendant nodes can be found for
the node inthe Properties panel. Why does this happen?

e How to configure cross-cycle scheduling dependencies in different scenarios

o

o

Why do some scheduling dependencies of nodes appear as dotted lines in Operation Center?

I configure the instance of a node scheduled by hour in the current cycle to depend onthe
instance of the node in the previous cycle. What are the impacts on this node and its descendant
node?

How do | configure a dependency in which a node scheduled by day depends on a node scheduled
by hour?

When does a node scheduled by day start to runif I configure a node scheduled by hour as the
ancestor node of the node scheduled by day?

How do | configure a node scheduled by day to depend on a specific instance that is generated on
the current day for a node scheduled by hour?

How do | configure a node scheduled by day to depend on all the instances that are generated on
the previous day instead of the current day for a node scheduled by hour?

In which scenarios do I need to configure the instance of a node inthe current cycle to depend on
the instance of the node in the previous cycle?

How do I configure dependencies for a node that needs to depend on multiple nodes?

Node B scheduled by day depends on Node A scheduled by hour, and Node B starts to run only
after all the instances that are generated on the current day for Node A are successful. Will the
execution of Node B be affected if Node A still runs on the next day?

Node A runs every hour on the hour, and Node B runs once every day. How do | configure Node Bto
automatically run after the first instance of Node A is run every day?
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e How to configure scheduling dependencies in different scenarios
o How do I configure Node A, Node B, and Node Cto run in sequence once per hour?
o How do I configure dependencies between nodes that reside in the same region but belong to
different workspaces and workflows?
e Otherfrequently asked questions

o |have configured rerun properties for my node, but the node does not rerun after it fails. In
addition, the error message "Task Run Timed Out, Killed by System!!!" appears. What do | do?

What are scheduling dependencies?

Scheduling dependencies define the relationships between nodes. After you configure scheduling
dependencies for a node, the node is run only after its ancestor nodes are successful.

@ Note

After scheduling dependencies are configured for a node, one of the prerequisites to run the node
is that its ancestor nodes are successful.

Why are scheduling dependencies required?

Scheduling dependencies ensure that a node can obtain the required data forits execution fromits
ancestor nodes. A node obtains the required data only after Dataworks detects that the ancestor
nodes are successful and generate the latest table data. This prevents a node from obtaining invalid
data or obtaining no data before the table data of its ancestor nodes is generated as expected.

How do | configure scheduling dependencies for a node?

Use the output of a node as the input of another node to establish a dependency between the two
nodes.

@ Note

e The system automatically configures an input or an output for an SQL node by using the
following methods:

o If atable is specified in the SELECT statement of the code for a node, the system
adds the table name to Parent Nodes for the node based on the automatic parsing
feature.

o If atable is specified in the INSERT or CREATE statement of the code for a node, the
system adds the table name to Output forthe node based on the automatic parsing
feature.

e You must manually add the output of a Data Integration node to Output forthe node inthe
format of Project name.T able name. T his way, the system can find the node that generates
the output forits descendant node based on the automatic parsing feature.

e The output name of a node must be unique. T his way, the system can find the node that
generates the output based on the unique output name.

Which scenarios do not support scheduling dependencies?
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Scheduling dependencies ensure that a node can obtain the table data generated by its ancestor node
that is scheduled to run. However, if the ancestor node of a node is not scheduled to run, the system
cannot monitor the generation of the latest table data by the ancestor node. If a node uses a SELECT
statement to query data of atable that is not generated by an auto-triggered node, you must
manually delete the dependency of the node that is automatically generated by the SELECT
statement. Tables that are not generated by auto triggered nodes include the following types:

Tables uploaded from on-premises machines to DatawWorks

e Dimension tables

Tables that are not generated by nodes scheduled by Dataworks

Tables generated by manually triggered nodes

How do | delete a table on which a node does not depend?

On the configuration tab of the node, find the table name in the code for the node, right-click the
table name, and then select Delete Input. In the Dependencies section of the Properties panel, set the
Auto Parse parameterto Yes.

O B @& @ ®
Engine Instance MaxCompute: ¥ Properties

Resource Group ~ 1T Purchase Resource Group

Resource Gr  AMEEEERA

oup

FLER

result_table

education )
(marital) num Dependencies @

SameCyele| Previous Cycle

suaIsIap

Auto Parse Yes Ne

Parent Nodes :

aIn1ang ape)

Output Name Qutput Table Name Name Node ID Actions

No Data No Data No Data

Command Palette

Output Table Child Node

Child Node ID Owner Add Mod  Actions
Name Name

Output Name

xc_DPE_E2.
501995994
_out

7] - Added
- & B : Automati

xc_DPEE2. ) . Added
ddd & -@ ) : Manuslly

Parameters @

The system automatically adds an output name to Parent Nodes for
my node based on the automatic parsing feature, but an error
message appears, indicating that the output represented by the
output name does not exist. What do | do?
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Dependen ut MaxCompute_DOC.th_3{does not exist and cannot
‘submit th ibit parent node task 2 first

0898536815456364258881130e2ed1

Dependencies @

®Yes ONo

MaxCompute DOCth 3

MexCompute_DOC 500132336_out - S - ‘Added by Default

MaxCompute DOCth 4 @ 0 Perse

The systemfails to find the node that generates the output based on the output name.
This error may be caused by the following reasons:

e The node that generates the output is not committed. Commit the node and try again.

e The node that generates the output is committed, but the output name of the node is different
fromthe output name that is automatically added by the system.

® Note

e [f tb_2inthe preceding figure is the out put table of a node, you must add tb_2 to Output
forthe node inthe format of Project name.Table name .For more information, see Logic
of same-cycle scheduling dependencies.

e [f tb 2is atable that is not generated by an auto triggered node, you must right-click the
table name in the code and select Delete Input to delete the table. In the Dependencies
section of the Properties panel, set the Auto Parse parameterto Yes.

For more information, see Which scenarios do not support scheduling dependencies?.

The name and ID of the descendant node of my node are empty and

cannot be specified in the output of my node. Why does this happen?
After you configure the output of a node as the input of another node, scheduling dependencies are
established between the two nodes. If a node has no descendant node, the name and ID of the

descendant node are empty. After you configure a descendant node for your node, the name and ID of
the descendant node are automatically displayed.

How do | delete the tables on which my node does not depend?
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On the configuration tab of the node, find the table name in the code for the node, right-click the
table name, and then select Delete Input. In the Dependencies section of the Properties panel, set the

Auto Parse parameterto Yes.

O 5 @ @ ® 0 ©

Engine Instance MaxCompute: xo DPE_E2_engine China({Shanghai)

T {a.uid,
.gender
.BEE_range
.zodiac
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.device
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» a.time

fn_d_doc

${bdp Add Input

ods_user_in
ERE dt = ${bdp pg

a.uid b.uid;

MOCLITENCES Cirl+F2

Shift+Al+F

Command Palette

(dt="${bdp.system.bizdate}")

What rules are used when a node needs to depend on its ancestor

nodes to run?

In the scheduling system of DataWorks, dependencies are configured to ensure that a node can obtain
the required data generated by another node. You can determine whether to configure dependencies
between nodes based on the data lineage of the tables generated by the nodes. For more

information, see Logic of same-cycle scheduling dependencies.

What is the output name of a node used for?
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The output name of a node is used to establish a dependency with another node. For example, if the
output name of Node A is ABC and Node B uses ABC as its input name, a dependency is established
between Node A and Node B.

Can a node have multiple output names?

Yes, a node can have multiple output names. The output name of a node defines the node. If a node
(Node A) needs to depend on another node (Node B), Node A can reference an output name of Node B
as its input name. T his way, a dependency is established between Node A and Node B.

Can multiple nodes have the same output name?

No, multiple nodes cannot have the same out put name. The output name of each node must be
unique. This way, if a node references the output of another node, the system can find the node that
generates the output based on the unique output name and the automatic parsing feature, and a
dependency can be established between the two nodes. If multiple nodes generate data to the same
table, you must determine the last node that generates data to the table. This ensures that another
node can obtain the required data fromthe table. In addition, you must change the output names of
the remaining nodes to ensure that the output names of all nodes are unique.

How do | prevent DataWorks from parsing temporary tables when
DataWorks parses the scheduling dependencies of a node?

On the configuration tab of the node, right-click a temporary table name in the SQL code for the node
and select Delete Input orDelete Output. In the Dependencies section of the Properties panel, set
the Auto Parse parameterto Yes and click Parse I/0 to parse the input and output forthe node.

How do | configure an ancestor node for the start node of a
workflow?
If you want to configure an ancestor node for the start node of a workflow, you can create a zero load

node in the workflow and use the zero load node as the start node of the workflow. Then, you can
configure the root node of the workspace as the ancestor node of the zero load node.

For more information about how to use a zero load node, see

Why do | find a non-existent output name of Node B when | enter an
output name to search for the ancestor nodes of Node A?

DataWorks searches for the ancestor nodes of a node among the output names of nodes that are
committed and deployed to the scheduling system based on the automatic parsing feature. After
Node B is committed, if you delete the output name of Node B and do not commit Node Bto the
scheduling system again, the deleted out put name of Node B can still be found.

When | undeploy a node, the system displays an error message
indicating that the node has descendant nodes and cannot be
undeployed. However, no descendant nodes can be found for the
node in the Properties panel. Why does this happen?

You can undeploy a node only after no nodes depend on the node in the development and production
environments.

You can go to the development environment and production environment separately to check
whether some nodes still depend on the node.
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Why do some scheduling dependencies of nodes appear as dotted
lines in Operation Center?

If the scheduling dependencies of a node appear as dotted lines, cross-cycle scheduling dependencies
are configured for the node. For more information about cross-cycle scheduling dependencies, see
Scenario 2: Configure scheduling dependencies for a node that depends on last-cycle instances.

| configure the instance of a node scheduled by hour in the current
cycle to depend on the instance of the node in the previous cycle.
What are the impacts on this node and its descendant node?

e Impact onthe current node: The instance of the node in the current cycle can be run only afterthe
instance of the node in the previous cycle is successful.

Scenario: If a node that is scheduled by hour starts to run at 00:00, the instance of the node inthe
second cycle can be run only after the instance of the node in the first cycle is successful.

e Impact on the descendant node of the current node: If the current node has a descendant node
that is scheduled by day, the descendant node no longer directly depends on multiple instances of
the current node but instead directly depends only on a specific instance of the current node. In this
case, the descendant node indirectly depends on multiple instances of the current node.

How do | configure a dependency in which a node scheduled by day
depends on a node scheduled by hour?

e Scenario 1: Configure a node scheduled by day to depend on all the instances that are generated on
the current day for a node scheduled by hour.

Configure the node scheduled by day to directly depend on the node scheduled by hour. This way,
the node scheduled by day depends on all instances that are generated on the current day forthe
node scheduled by hour.

The node scheduled by day directly depends on the node scheduled by hour, and the instance of the node, which is
scheduled by hour, in the current cycle does not depend on the instance of the node in the previous cycle.

t
d

h instance is scheduled to run

nstance of Node A in the
epend on the instance of
les B and (

orated on the

e Scenario 2: Configure a node scheduled by day to depend on a specific instance that is generated on
the current day for a node scheduled by hour.
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o Forthe node scheduled by hour, configure the instance of the node in the current cycle to depend
onthe instance of the node in the previous cycle. This indicates that you must set the Depend On
parameter to Instances of Current Node on the Previous Cycle tab in the Dependencies section of
the Properties tab in the Dataworks console.

o Forthe node scheduled by day, configure the node as the ancestor node of the node scheduled
by day. This indicates that you must add the output name of the node scheduled by hourto
Parent Nodes in the Dependencies section of the Properties panel for the node scheduled by day.

. The node scheduled by day depends on the node scheduled by hour, and the instance of the node, whichis
scheduled by hour, in the current cycle depends on the instance of the node in the previous cycle.

Nodes B and C are scheduled by day. You

cc re Node B that is scheduled to run at

C that is scheduled to run at
to run every 6 hours in a day:

on MNode A that is scheduled

ed to run every 6 hours
3509
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that is closest to the scheduling time of Nodes B
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e Scenario 3: Configure a node scheduled by day to depend on all instances that are generated on the
previous day for a node scheduled by hour.

o Onthe Previous Cycle tab in the Dependencies section of the Properties panel forthe node
scheduled by day, set the Depend On parameterto Other Nodes and enter the ID of the node
scheduled by hour in the field that appears.

o Onthe Same Cycle tab in the Dependencies section of the Properties panel for the node scheduled
by day, remove the out put name of the node scheduled by hour fromParent Nodes forthe node
scheduled by day.

@ Note ff you configured a node scheduled by day to depend on a node scheduled by hour on
the Previous Cycle tab, you must remove the out put name of the node scheduled by hour from
Parent Nodes forthe node scheduled by day on the Same Cycle tab. Otherwise, the node
scheduled by day depends on all instances that are generated on the previous day and the current
day forthe node scheduled by hour.

When does a node scheduled by day start to run if | configure a node
scheduled by hour as the ancestor node of the node scheduled by
day?

Principle: If a node scheduled by hour is configured as the ancestor node of a node scheduled by day,
the node scheduled by day depends on all instances that are generated on the current day forthe

node scheduled by hour. T his indicates that the node scheduled by day starts to run only after the last
instance that is generated on the current day for the node scheduled by hour is successf ul.
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Scenario:

e The node scheduled by hour starts to run at 00:00 and runs every hour. In this case, the node
scheduled by day starts to run only after all the 24 instances of the node scheduled by hour are
successful.

e View the dependencies of the node scheduled by day in Operation Center: Find the node scheduled
by day in Operation Center, open the directed acyclic graph (DAG) of the node, right-click the node
name in the DAG, and then select Show Ancestor Nodes to view all the 24 instances that are
generated on the current day forthe node scheduled by hour. The dependencies of the node
scheduled by day in the DAG appear as solid lines.

How do | configure a node scheduled by day to depend on a specific
instance that is generated on the current day for a node scheduled
by hour?

Principle: If you want to configure a node scheduled by day to depend on a specific instance that is
generated on the current day for a node scheduled by hour, you must configure the instance of the
node scheduled by hour in the current cycle to depend on the instance of the node scheduled by hour
in the previous cycle and set the scheduled time of the node scheduled by day to the scheduled time
of a specific instance of the node scheduled by hour.

Scenario: Configure a node scheduled by day to depend on an instance that is generated on the
current day for a node scheduled by hour and starts to run at 12:00.

e Dependency configuration:

o Forthe node scheduled by hour: On the Previous Cycle tab in the Dependencies section of the
Properties panel, set the Depend On parameterto Instances of Current Node.

o Forthe node scheduled by day: Set the time when the node startsto runto 12:00.

e View dependencies in Operation Center:

o Find the node scheduled by day in Operation Center, open the DAG of the node, right-clickthe
node name in the DAG, and then select Show Ancestor Nodes to view the instance that is
generated on the current day forthe node scheduled by hour and startsto run at 12:00. The
dependencies of the node scheduled by day in the DAG appear as solid lines.

o Find the node scheduled by hour in Operation Center, open the DAG of the node, right-click the
node name in the DAG, and then select Show Ancestor Nodes to view the instance that startsto
run at 11:00. The instance that startsto run at 12:00 depends onthe instance that starts to run at
11:00. The dependency of the node scheduled by hour appears as a dotted line. This is because
the following configuration is performed for the node scheduled by hour: The instance of the
node in the current cycle depends on the instance of the node in the previous cycle.

How do | configure a node scheduled by day to depend on all the
instances that are generated on the previous day instead of the
current day for a node scheduled by hour?

Principle: If you want to configure a node scheduled by day to depend on all the instances that are
generated on the previous day for a node scheduled by hour, you must configure a cross-cycle
dependency on the node scheduled by hour for the node scheduled by day.

Scenario: Configure a node scheduled by day to depend on all the instances that are generated on the
previous day for the node scheduled by hour.

e Dependency configuration:
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o Forthe node scheduled by day: On the Previous Cycle tab inthe Dependencies section of the
Properties panel, set the Depend On parameterto Other Nodes and enterthe ID of the node
scheduled by hour in the field that appears.

o Forthe node scheduled by hour: You do not need to configure dependencies.

e View dependencies in Operation Center:

Find the node scheduled by day in Operation Center, open the DAG of the node, right-click the node
name in the DAG, and then select Show Ancestor Nodes to view all the instances that are generated
on the previous day for the node scheduled by hour. The dependencies of the node scheduled by
day appear as dotted lines. This is because that this node is configured with a cross-cycle
dependency on the node scheduled by hour.

In which scenarios do | need to configure the instance of a node in
the current cycle to depend on the instance of the node in the
previous cycle?

Scenario: If a node needs to use data that is generated by the node itself in the previous cycle, you can
configure the node to depend on its own instance in the previous cycle. In this case, the instance of the
node in the current cycle runs only after the instance in the previous cycle is successful. T his ensures
that the instance in the current cycle can obtain data fromthe instance in the previous cycle.

e A node needs to use data generated by the node itself in the previous cycle. For this node, you must
set the Depend On parameterto Instances of Current Node onthe Previous Cycle tab inthe
Dependencies section of the Properties panel forthe node.

e A node scheduled by hour depends on a node scheduled by day. After the instance that is
generated on a day for the node scheduled by day is successful, the execution time of all the
instances that are generated on this day for the node scheduled by hour arrives. As a result, all the
instances of the node scheduled by hour are concurrently run. In this case, set the Depend On
parameterto Instances of Current Node onthe Previous Cycle tab inthe Dependencies section
of the Properties panel for the node scheduled by hour.

How do | configure dependencies for a node that needs to depend on
multiple nodes?

If a node needs to depend on multiple nodes, you must determine whether to configure dependencies
between the node and these nodes. If the node strongly depends on the table data generated by
these nodes, we recommend that you configure dependencies between the node and these nodes. For
more information about how to determine whether to configure dependencies between nodes, see
Why are scheduling dependencies required?.

For example, Node A is scheduled by hour and generates Table A, and Node B is scheduled by day and
generates Table B. Node C depends on Node A and Node B and needs to use datain Table A and Table
B.

If you add the output name of Node A to Parent Nodes for Node C, but do not add the output name
of Node Bto Parent Nodes for Node C, Node C may start to run even if Node B is still running. As a
result, Node C fails to obtain data in Table B, and an error occurs on Node C. To resolve this issue, you
must add the output names of both Node A and Node B to Parent Nodes for Node C.

If a node does not strongly depend on the table data generated by another node and the node can
obtainthe data even if the latest data is not generated by another node, you do not need to
configure a dependency between the two nodes.
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Node B scheduled by day depends on Node A scheduled by hour, and
Node B starts to run only after all the instances that are generated
on the current day for Node A are successful. Will the execution of
Node B be affected if Node A still runs on the next day?

Node B depends on all the instances that are generated on the current day for Node A. Node B
automatically runs every day after all the instances of Node A are successful. If the last instance of
Node A is successful on the next day, Node B still runs, but at atime that is different fromthe specified
time. Scheduling parameters can be replaced as expected.

Node A runs every hour on the hour, and Node B runs once every
day. How do | configure Node B to automatically run after the first
instance of Node A is run every day?

When you configure time properties for Node A in the Dependencies section of the Properties panel,
clickthe Previous Cycle tab and set the Depend On parameterto Instances of Current Node. You
must set the Run At parameterto 00:00 for Node B in the Schedule section of the Properties panel.
This way, Node B depends only on the first instance that is generated every day for Node A. The first
instance is generated at 00:00.

How do | configure Node A, Node B, and Node C to run in sequence
once per hour?

1. Dependencies: Configure the output of Node A as the input of Node B and the output of Node B
as the input of Node C.

2. Scheduling cycle: Configure Node A, Node B, and Node C to be scheduled by hour.

How do | configure dependencies between nodes that reside in the
same region but belong to different workspaces and workflows?

Principle: Use the output of a node as the input of another node to establish a dependency between
the two nodes.

Add the output name of a node to Parent Nodes for another node to establish a dependency
between the two nodes. The two nodes can belong to different workspaces and workf lows.

| have configured rerun properties for my node, but the node does
not rerun after it fails. In addition, the error message "Task Run
Timed Out, Killed by System!!!" appears. What do | do?

e Problemdescription: The Rerun parameter in the Schedule section of the Properties panelis set to

Allow Regardless of Running Status or Allow upon Failure Only forthe node. However, the
node does not rerun after it fails, and the error message Task Run Timed Out, Killed by System!!!

appears.

e (Cause: The Timeout Definition parameteris configured in the Schedule section of the Properties
panel. If the execution duration of the node exceeds the value of the Timeout Definition parameter,
the node automatically stops and does not rerun. A node that fails to be run due to a timeout
cannot be rerun.

e Solution: Manually enable the node to rerun in this scenario.

Document Version: 20220712 50



FAQ-Operation Center Dataworks

3.0peration Center
3.1. Overview

Data backfill

e Feature of generating retroactive data for nodes

e Why do the retroactive instances of a node that is scheduled by hour or minute not run in parallel
after lenable the parallelism feature for the node?

e The retroactive instances of a node are not run after | specify the data timestamp for retroactive
data generation. The retroactive instances are in the Pending (Schedule) state and are highlighted in
yellow inthe DAG. Why does this happen?

e Why is a retroactive instance of an auto triggered node in the Pending (Schedule) state after | specify
the last day and the current day for the Data Timestamp parameter?

e Why are multiple retroactive instances generated for a node if Iset the data timestamp to 00:00:00
to 01:00:00?

e If alarge number of retroactive instances are generated for a node, the retroactive instances are in
the Pending (Resources) state and are highlighted in yellow in the DAG. Why does this happen?

e Why do | receive the error message which indicates that the scheduled runtime of a node is not within
the specified data timestamp range?

e Why cannot retroactive instances be generated for a node after | enable retroactive data generation
forthe node?

Wait for resources

e Why does a node wait for resources?
e Why does a node wait for gateway resources for an extended period of time?

e Why does a data synchronization node wait for resources for an extended period of time?

Dry-run instances
e What is a dry-run instance?
e Why does a dry-run instance exist?
i. Scenario 1: Aninstance is scheduled to run on a specific day every week or every month
ii. Scenario 2: Aninstance is generated in real time but is deprecated
ii. Scenario 3: The status of aninstance is set to successful
iv. Scenario 4: The property of aninstance is dry run
v. Scenario 5: Aninstance is not selected for a temporary workf low

Troubleshoot dry runs for nodes that are scheduled on a daily basis

Nodes that are not run

e What are the conditions that are required for a node to successfully run?

e Why is an auto triggered instance not run after its scheduling time arrives?

Node instance status
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e What do Ido if I cannot find the desired auto triggered node on the Cycle Task page in Operation
Center?

e Why cannot Ifind even one instance of an auto triggered node?

e What do Ido if I can find instances of other auto triggered nodes but cannot find even one instance
of the desired auto triggered node?

e What do I do if the desired auto triggered node has instances but the instances are not run?

e What are the conditions that must be met to run a node?

Nodes that are successfully run but have no data generated

e Scenario 1: An auto triggered node is successfully run and has operational logs
e Scenario 2: An auto triggered node is successfully run but has no operational logs

Nodes that fail to be run

e Errors for nodes that failto be rerun

o |have configured rerun properties for my node, but the node does not rerun after it fails, and the
following error message appears: Task Run Timed Out, Killed by System!!!. What do | do?

o |set the Auto Rerun Times upon Error parameterto 1 for my node, but the node does not rerun
after it fails. What do 1 do?

e Errors for MaxCompute nodes

o What do I do if the error message ODPS-0420095: Access Denied - Authorization Failed [4093], You
have NO privilege to do the restricted operation on {acs:odps:*:projects/xxxx}. Access Mode is
AllDenied. appears?

o What do I do if the error message ODPS-0420061: Invalid parameter in HTTP request - Fetched
datais larger than the rendering limitation. Please try to reduce your limit size or column number
appears?

o What do I do if the data synchronized by using multiple threads is out of order?

e Errors for AnalyticDB for MySQL nodes

What do I do if my synchronization node that uses an AnalyticDB for MySQL data source and runs on a shared
resource group fails to run?

e Errors for database nodes

When | run a data synchronization node that uses a MySQL data source, the system displays an error message
indicating that the Java Database Connectivity (JDBC) driver for the MySQL node is not supported. What do | do?

e Errors for general nodes
o How do Iview the logs of a for-each node, do-while node, or PAl node in Operation Center?
o What do I do if the error message error in your condition run fail appears when | run a branch node?

o What do I do if the error message None Ftp connection info!! appears when | run an FTP Check
node?

o What do I do if the error message Connect Failed appears when I run an FTP Check node?

o What do I do if the error message The current time has exceeded the end-check time point!
appears when I run an FTP Check node?

o What do I do if the error message File not Exists or exceeded the end-check time point! appears
when I run an FTP Check node?
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e Errors for resource groups
What do I do if the error message no available machine resources under the task resource group appears for

my resource group for scheduling?

Node undeployment

e How do lundeploy a node?
e What do Ido if a node that has subnodes fails to be undeployed?
e How do I check whether a node is undeployed fromthe production environment?

e How do Irecover an undeployed node?

Isolated nodes

e What is anisolated node?

e How canIfix anisolated node?

Others

e Resource groups

o How long are the logs of resource groups for scheduling and node instances that are run on such
resource groups retained?

o Why amlunable to performbig data computing on a resource group for scheduling?

e Others

How do | adjust the priority of a node instance?

3.2. Nodes that are waiting for
resources

This topic provides answers to some frequently asked questions about nodes that are waiting for
resources.

e Why does a node wait for resources?
e Why does a node wait for gateway resources for an extended period of time?

e Why does a data synchronization node wait for resources for an extended period of time?

Why does a node wait for resources?

e Problem description

Afterthe scheduling system commits a node to a compute engine, the node may wait for resources
due to the following reasons:
o The node waits for a resource group for scheduling.

o If the node is a data synchronization node in Data Integration, the node waits for a resource group
for Data Integration.

o If the node is a computing node, the node waits for computing resources.

e (Cause
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The resources in a resource group are limited. If the resources are occupied by a node for an
extended period of time, other nodes cannot be run until the occupied resources are released. For
more information about how the scheduling system commits nodes, see Overview.

Why does a node wait for gateway resources for an extended period
of time?
e Problem description

The log of a node shows that the node is waiting for gateway resources.

e (Cause

The number of nodes that are running in parallel on the related resource group for scheduling
reaches the upper limit.

e Solution

Wait until the nodes that are running release the occupied resources or scale out your exclusive
resource group for scheduling. You can use one of the following methods to view resource usage in
the resource group:

o If you use the shared resource group for scheduling, you can view the resource usage inthe
resource group on the Overview page of Operation Center.

@ Note The peak hours for DataWorks nodes are from 00:00 to 09:00 every day. During
this period, resources in the shared resource group for scheduling may be insufficient, and
nodes may wait for resources. You can change the scheduling time of the node or purchase an
exclusive resource group for scheduling in the Dataworks console.

o If you use an exclusive resource group for scheduling, you can log on to the DatawWorks console, go

to the Exclusive Resource Groups tab of the Resource Groups page or go to the Resource page of

Operation Center, and then view the nodes that are running on the exclusive resource group for

scheduling and the resource usage in the resource group.
m View resource usage in the Dataworks console.

Log onto the Dataworks console and clickResource Groups in the left-side navigation pane.
On the Exclusive Resource Groups tab of the Resource Groups page, find the exclusive
resource group and view the resource usage in the Resource Group Usage column. Then, you
can click the percentage value in the Resource Group Usage column, and view the details of
the resource group and the resource usage in the resource group.

[[[[[[[[[ [R—
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m View resource usage in Operation Center.
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Go to Operation Center, clickResource in the left-side navigation pane, and then view the
information about resource groups, such as the resource usage.

Onthe Intelligent Diagnosis page, you can view the information about nodes that are running
and waiting in a queue. You can also view the nodes that are occupying resources when the
current node is waiting for resources.

S, EEXRIS G

© Bucuton

To view the nodes that are running when the current node is waiting for resources, performthe
following steps: On the Overview page of Operation Center, clickInstance waiting for
resource. Onthe page that appears, find the current node, right-click the node in the directed
acyclic graph (DAG), and then select Instance Diagnose. On the page that appears, clickthe
Resources tab and view the nodes that are displayed in the Resource-consuming tasks
section.

c®m aaB®n

@ Note The maximum number of nodes that can be runin parallel on an exclusive
resource group for scheduling varies based on the specifications of the resource group. For
more information, see Billing of exclusive resource groups for scheduling (subscription).
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Why does a data synchronization node wait for resources for an
extended period of time?

e Problem description

The log of a data integration node shows that the node is waiting for resources.

e (Cause

This issue occurs because the number of nodes that are running in parallel on the current resource

group for Data Integration exceeds the upper limit for the resource group. As a result, the node
keeps waiting for resources.

e Solution

o Checkwhetherthe value of the concurrent parameter that is specified when you configure the
node is excessively large. If the value is too large, you must set the parameter based on the upper

limit for the resource group for Data Integration and the number of nodes that are running in
parallel.
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o You may set the concurrent parameter of the node to a value that exceeds the upper limit for the
resource group for Data Integration. In this case, stop the node and change the value of the
concurrent parameter before you run the node again.

Go to Operation Center. The Overview page appears. On the Overview page, click the Data
Integration tab and view the details of data synchronization nodes in the Synchronization task
execution details section.

B, BEEXLS G

© executon

EEE

@ Note

®m You must set the concurrent parameter for a node based on the maximum number of
nodes that can be runin parallel on an exclusive resource group for Data Integration. In
addition, you must also consider the number of nodes that you want to runin parallel
and the sum of the values of the concurrent parameter for each node.

m A data synchronization node occupies the resources of a resource group for Data
Integration. If resources are occupied by the node for an extended period of time,
other nodes to be run on the resource group cannot be run.
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o Wait until the nodes that are running release the occupied resources or scale out your exclusive
resource group for Data Integration. You can use one of the following methods to view resource
usage in the resource group:

m View resource usage in the DataWorks console.

Log onto the DataWorks console and click Resource Groups in the left-side navigation pane.
On the Exclusive Resource Groups tab of the Resource Groups page, find the exclusive
resource group and view the resource usage in the Resource Group Usage column. Then, you
can click the percentage value in the Resource Group Usage column, and view the details of
the resource group and the resource usage in the resource group.

E(’)Ahhabamoud & vortenn 52 () v s T 0 e S Aw @ 8 W @ A (@
Dataviorks works 5 oD ¢

m View resource usage in Operation Center.

Go to Operation Center. ClickResource in the left-side navigation pane and view the
information about resource groups, such as the resource usage and the nodes that are running
on the resource groups.

DGR
3
8
K]
°
°

@ Note The maximum number of nodes that can be runin parallel on an exclusive
resource group for Data Integration varies based on the specifications of the resource
group. For more information, see Billing of exclusive resource groups for Data Integration
(subscription).

3.3. Nodes that are not run

This topic provides answers to some frequently asked questions about nodes that are not run.

e What are the conditions that are required for a node to successfully run?

e Why is an auto triggered instance not run after its scheduling time arrives?

What are the conditions that are required for a node to successfully
run?

In Operation Center, auto triggered instances that are in different states are marked in different colors.
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To ensure that a node can be scheduled as expected, the following conditions must be met: The
scheduling resources for the node are sufficient. The scheduling time of the node has arrived. The
ancestor nodes of the node are successfully run. The node is not frozen.

No. Status Flowchart
1 Successful
2 Not running
Success
The resource group
for scheduling .
. specified for the ;jf[ﬁ:e‘éoe”d
3 Fai IEd The dependent The scheduled time node has aval{liathhle
parent node is to run the node 'ES:”T‘ES'&” N
Not Running Pending Pending Running
(Schedule) (Resource)
4 Running Execution failed/
DQC verification
failed
5 Waiting .

Suspended or
frozen

e [f an auto triggered instance is marked in purple, the instance is frozen. The node that generates the
instance is not run and descendant nodes of the node are blocked from running. To view operation
records of the instance, go to the Cycle Instance page in Operation Center, click Show Details in the
directed acyclic graph (DAG) of the instance, and then click Operation Log tab.

e [f an auto triggered instance is marked in yellow, the scheduling time of the instance has not arrived.
To view the information about the instance, go to the Cycle Instance page in Operation Center, click
Show Details in the DAG of the instance, and then click General tab.

@ Note

o If the instance is in the Waiting for resources state, the number of nodes that are run
on the current resource group in the current workspace has reached the upper limit. You
can right-click the instance in the DAG on the Cycle Instance page, and select Instance
Diagnose. In the Resources step, you can view the nodes that occupy the resources in the
current resource group. For more information about resource waiting, see Nodes that are
waiting for resources.

o If the instance is in the Waiting time state, the scheduling time of the instance has not
arrived.

e If an auto triggered instance is marked in gray, the instance is not run as expected. You can right -click
an instance that is marked in gray in the DAG on the Cycle Instance page and select Show Ancestor
Nodes to view the status of the ancestor nodes of the node that generates the instance. We
recommend that you use the intelligent diagnosis and ancestor node analysis features to view
the status of the ancestor nodes of the node that generates the instance.

e [f an auto triggered instance is marked in blue, the instance is running. If the instance is in the running
state for a long period of time, the scheduling resources may be insufficient. For more information
about why an instance waits for resources, see Nodes that are waiting for resources.
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@ Note If the ancestor nodes of the node that generates the instance are not inthe
preceding states and all nodes in the workflow to which the node belongs are marked in gray,
the dependency between the node and its ancestor nodes is changed and the workf low is
isolated. For more information, see Isolated nodes.

Why is an auto triggered instance not run after its scheduling time
arrives?
e Problem description

For an auto triggered instance, the scheduling time and the time at which the instance starts to run
may be different. For example, the instance may not start to run after its scheduling time arrives.

 Downsream Anslysic Production Environmen|

e Troubleshooting

You can use the ancestor node analysis feature to identify the instance that blocks the current
instance from running. Then, you can use the intelligent diagnosis feature to quickly identify the cause
of the issue.

The following scenarios show the reasons why an auto triggered instance in Dataworks is not run as
expected. In the following figures, a three-layer dependency is used. A dependency of more than
three layers may exist in actual scenarios. The dependency logic is the same regardless of the number
of layers.
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o Scenario 1: The ancestor nodes of the auto triggered node that generates the current instance
are not successfully run. The instance is in the Not running state and is marked in gray.

The current time is 01:00

0:00

1:00 3:00

0:00
odps_B

Example: The current time is 01:00. Instance A2 is scheduled to run at 01:00, Instance A3 is
scheduled to run at 03:00, and Instance B is scheduled to run at 00:00. Instance B depends on
Instance A2 and Instance A3.

Analysis: The scheduling time of Instance B is 00:00 and has arrived. However, the scheduling time
of Instance A2 and Instance A3 has not arrived. In this case, Instance B can start to run only after
Instance A2 and Instance A3 are successfully run. If Instance A2 or Instance A3 fails to be run,
Instance B cannot be run as expected. In this case, Instance B enters the Not running state.

Conclusion: The current instance can start to run only after its ancestor instances are successfully
run.

@ Note If the ancestor instances of the current instance are in the running state for a long
period of time, you can use one of the following methods to fix the issue:

m If the ancestorinstances are generated by non-batch synchronization nodes, you can
submit a ticket to the technical support team of the compute engine that is used to
process data in the non-batch synchronization nodes.

m If the ancestorinstances are generated by batch synchronization nodes, one possible
cause is that the ancestor instances are in the state of waiting for resources for a long
period of time. Another possible cause is that the speed at which the logic of some
code is processed is slow during the node running. For more information, see How to
troubleshoot the issue that the execution duration of a batch synchronization node is
long?
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o Scenario 2: The scheduling time of an auto triggered node that generates the current instance has
not arrived. The instance is in the Waiting time state and is marked in yellow.

The current time is 04:00
0:00
1:00 3:00
5:00
odps_B

Example: The current time is 04:00. Instance A2 is scheduled to run at 01:00, Instance A3 is
scheduled to run at 03:00, and Instance B is scheduled to run at 05:00. Instance B depends on
Instance A2 and Instance A3.

Analysis: Instance A2 and Instance A3 are successf ully run before the scheduling time of Instance
B arrives. In this case, Instance B is in the Waiting time state before its scheduling time arrives.

Conclusion: The current instance can be run after its scheduling time arrives.
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o Scenario 3: Scheduling resources in the current workspace are not sufficient. Therefore, the current
auto triggered node instance cannot be run. The instance is in the Waiting for resources state
and is marked in yellow.

The current time is 04:00

0:00

1:00 3:00

0:00

odps_B

Example: The current time is 04:00. Instance A2 is scheduled to run at 01:00, Instance A3 is
scheduled to run at 03:00, and Instance B is scheduled to run at 00:00. Instance B depends on
instances A2 and A3.

Analysis: Instance A2 and Instance A3 are successfully run before the scheduling time of Instance
B arrives. However, the scheduling resources in the resource group for scheduling that is used to run
Instance B are insufficient. As a result, the status of Instance B is Waiting for resources.

Conclusion: The current instance can be run only when the scheduling resources in the current
workspace are sufficient. If aninstance is waiting for resources, the log information shows that the
number of nodes that are run on the current resource group in the current workspace has reached
the upper limit, and the instance is waiting for gateway resources.

@ Note If Instance B is run on an exclusive resource group for scheduling and you want to
view the resource usage of the resource group, you can use one of the following methods: 1.
Log onto the DataWorks console, and click Resource Groups in the left-side navigation pane.
On the Resource Groups page, view the nodes that are run on the exclusive resource group for
scheduling and view the usage of the resource group. 2. Right-click Instance B in the DAG and
select Instance Diagnose to check the nodes that occupy resources in the exclusive resource
group for scheduling. For more information, see Nodes that are waiting for resources.
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o Scenario 4: The current instance is frozen. The instance is in the Frozen state and is marked in
purple.

The current time is 04:00

0:00 0:00

300 300

w
o
w
=
w
=

0:00

odps_B

Example: The current time is 04:00. Instance A2 is scheduled to run at 01:00 and is inthe
suspended state, Instance A3 is scheduled to run at 03:00, and Instance B is scheduled to run at
00:00. Instance B depends on instances A2 and A3.

Analysis: Scenario 1 shows that an instance can start to run only after all of its ancestor instances
are successfully run. The DAG on the left in the preceding figure shows that Instance A2 is frozen.
As aresult, Instance B cannot be run. The DAG on the right in the preceding figure shows that all
the ancestor instances of Instance B are successf ully run. However, Instance B cannot be run as
scheduled because Instance B is frozen.

Conclusion: If the current instance is frozen or the ancestor instances of the current instance are
frozen, the current instance cannot be run as scheduled.

3.4. Node instance status

This topic provides answers to some frequently asked questions about node instances.

e What do Ido if I cannot find the desired auto triggered node on the Cycle Task page in Operation
Center?

e Why cannot | find even one instance of an auto triggered node?

e What do Ido if Icanfind instances of other auto triggered nodes but cannot find even one instance
of the desired auto triggered node?

e What do I do if the desired auto triggered node has instances but the instances are not run?

e What are the conditions that must be met to run a node?

What do I do if | cannot find the desired auto triggered node on the
Cycle Task page in Operation Center?

The auto triggered node is not deployed to the production environment. Check whether the
deployment fails.

Why cannot | find even one instance of an auto triggered node?
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[Troubleshooting] Check whether the Periodic Scheduling switch is turned on in the Scheduling
Properties section on the Configuration page. If you want to turn on the switch, use the Alibaba Cloud
account to go to the Configuration page and turn on the Periodic Scheduling switch in the Scheduling
Properties section.

What do | do if | can find instances of other auto triggered nodes but
cannot find even one instance of the desired auto triggered node?

[Troubleshooting] Scenario 1: Check whether the desired auto triggered node is deployed after 23:30.

[Troubleshooting] Scenario 2: Right-click the desired auto triggered node in the canvas and select
Show Ancestor Nodes to check whether the auto triggered node has ancestor nodes. If the auto
triggered node has no ancestor nodes and becomes an isolated node, after you receive a node
isolation alert, you must handle the alert at the earliest opportunity.

[Solution] The node dependency is changed. The auto triggered node does not have ancestor nodes.
Submit the dependency of the auto triggered node again.

[Troubleshooting] Scenario 3: Check whether the auto triggered node and its ancestor nodes are within
the validity period. A deprecated auto triggered node does not generate instances. On the Properties
tab of the DataStudio page, change the value of the Validity Period parameter in the Schedule section.

T Downstream Analysis Production Environment

xevi_ASERES
G Context Operation Log
Owner. dataworks_demo? Workspace: [IZE_#H2REI—FBESY, WASSA Monitoring Setting: [
Scheduling type: Normal Node Scheduling Cydle: Yearly Scheduling Scheduling Resource Group: Common resource group
Region: China East 2 Engine Type: MAXCOMPUTE Engine Instance: xc DPE_E2 engine

Execution Time: 002600117 Retry upen Error. No Timeout Definition: System Default @

Execution Parsmeters: Scheduling Effective Period: Jan 1, 1970 00:00-00 - Jan 1, 9939 00-00:00 Priority: 5§

Baseline: xc_#3R2TRE dataworks_default_baseline
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What do | do if the desired auto triggered node has instances but the
instances are not run?

[Troubleshooting] Right-clicka dimmed instance of the desired auto triggered node and select
Show Ancestor Nodes to check whether the ancestor nodes are in the state of running, run failed,
pending, or unfrozen. The auto triggered node is not run if its ancestor nodes fail to be run.

©) Note Formore information, see Nodes that are not run.

[Ancestor node status]
1. Frozen (purple)

Aninstance that is frozen is marked in purple. In this case, the auto triggered node and its
descendant nodes are not run. Click the auto triggered node. In the window that appears inthe
lower-right corner of the page, click Show Details, and view the operation log of the node onthe
Operation Log tab.

2. Pending (yellow)

A node that is waiting for its scheduled time to arrive is marked in yellow. Click the node. Inthe
window that appears in the lower-right corner of the page, click Show Det ails, and view the
scheduled time of the node on the General tab.

An auto triggered node that is waiting for scheduling resources is marked in yellow. If a note about
waiting for scheduling resources appears in a log, the number of auto triggered nodes that are run
in the current workspace has reached the upper limit. Right -click the auto triggered node and
select Instance Diagnose. On the Intelligent Diagnosis page, check which nodes are running while
the current auto triggered node is waiting for scheduling resources.

3. To be run (dimmed)

Right -click a dimmed instance of the auto triggered node and select Show Ancestor Nodes to
checkthe status of each ancestor node.

If all the instances are dimmed, check whether the auto triggered node is an isolated node by
referring to the question "What do I do if I can find instances of other auto triggered nodes but
cannot find even one instance of the desired auto triggered node?" in this topic.

@ Note We recommend that you use the intelligent diagnosis and ancestor node analysis
features.
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[Cause]

1. An auto triggered node is run as scheduled if the node is not frozen and the following information
is provided: scheduling resources, scheduled time, and the status of each ancestor node.

2. If the ancestor nodes are not in the preceding states and the entire workflow is dimmed, the
ancestor node dependency is changed and the entire workflow is isolated.

What are the conditions that must be met to run a node?

1. The scheduled time of the node has arrived. The node that is waiting for its scheduled time to
arrive is marked in yellow.

2. The running of all the ancestor nodes of the current auto triggered node is complete. An ancestor
node that is successfully run is marked in green. You can view the status of each ancestor node of
the auto triggered node in a directed acyclic graph (DAG) in Operation Center.

3. The resources in a workspace are sufficient to run nodes. An auto triggered node that is waiting for
scheduling resources is marked in yellow. The operation log shows that the number of auto
triggered nodes that are run in parallel in the workspace has reached the upper limit and the
current node is waiting for gateway resources.

4. The node is run as scheduled. A node that is frozen is marked in purple.

3.5. Dry-run instances

This topic provides answers to some frequently asked questions about a dry-run instance.

e What is a dry-run instance?

e Why does a dry-run instance exist?
i. Scenario 1: Aninstance is scheduled to run on a specific day every week or every month
i. Scenario 2: Aninstance is generated in real time but is deprecated
iii. Scenario 3: The status of an instance is set to successful

iv. Scenario 4: The property of aninstance is dry run
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v. Scenario 5: Aninstance is not selected for a temporary workflow

vi. Troubleshoot dry runs for nodes that are scheduled on a daily basis

What is a dry-run instance?

A dry-runinstance refers to an instance that is normally scheduled and successfully run but has no
operational logs and execution duration. A dry-run instance does not process data.

Why does a dry-run instance exist?

Scenario 1: Aninstance is scheduled to run on a specific day every
week or every month

For a node that is scheduled to run on a specific day every week or on a specific day every
month, the scheduling system runs the node only on that day every week or month. On the other days,
dry-run instances are generated but the scheduling system does not actually run the node. You must
confirmthe specific day on which a node is scheduled to run.

@ Note ff you want the scheduling systemto actually run an auto triggered instance, you must
set the scheduled time of the corresponding node to a point in time that is more than 10 minutes
afterthe node is deployed. Alternatively, you can specify yesterday for the data timestamp and
use a data backfill node to backfill data. This way, an auto triggered instance can run today as
scheduled.

Solution to specifying the data timestamp when you use a data backfill node to backfill data for a
node scheduled by week or month to prevent from generating dry-run instances

If a node is scheduled to run on the first day of every month, we recommend that you set the data
timestamp of a data backfill node to the end of every month. If a node is scheduled to run on Monday
of every week, we recommend that you set the data timestamp of a data backfill node to Sunday of
every week.

View the scheduled time and data timestamp of the auto triggered instance on the current day.

c
& [ = IA-I] a cm @Q@E®

T Downstream Analysis Production Environment
#10000023718
1013 00:00:01 ~ 000001 (dur 05)

Scenario 2: Aninstance is generated in real time but is deprecated
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In this example, in the Schedule section on the Properties tab, Start Instantiation is set to Immediately
After Deployment to generate auto triggered instances for a node. The scheduling system runs only
the instances of the node whose scheduled time is more than 10 minutes after the node is deployed.
For the instances of the node whose scheduled time is within 10 minutes after the deployment time of
the node, the scheduling system does not actually run these instances but generates dry-run instances.
The status of the instances is Deprecated real time generated task. For more information, see Configure
time properties for a node to immediately generate an instance.

Scenario 3: The status of an instance is set to successful

Afteryou set the status of afailed instance to successful, the scheduling system does not actually run
the instance and continues to run the instances of the descendant node of the current
node.Succeeded The status of the instance is Instance Set Successfully.

Scenario 4: The property of an instance is dry run

In the Schedule section on the Properties tab in DataStudio, check whether Recurrence is set to Dry Run
foranode.

Scenario 5: An instance is not selected for a temporary workflow

In this example, Node C depends on Node B, and Node B depends on Node A. If you want to backfill
datafor Nodes A and C, the status of Node B is Unselected instance in temporary workf low.
Troubleshoot dry runs for nodes that are scheduled on a daily basis

If a node is scheduled on a daily basis, check whether Recurrence is set to Dry Run for the node in the
Schedule section on the Properties tab.

) Notice T+1:indicatesthat the scheduling system runs nodes on the second day by using the
datathat is generated on the current day.

3.6. Node freezing and unfreezing

This topic provides answers to some frequently asked questions about node freezing and unfreezing.

e What happens after | freeze or unfreeze an auto triggered node or an auto triggered instance?

e What happens to data backfill node instances and test node instances after | freeze or unfreeze an
auto triggered node?

e How do Irerun an unfrozen auto triggered instance?
e Why is afrozen auto triggered node run as scheduled?

e How do I checkthe operations that are performed on a node and who performed the operations?

What happens after | freeze or unfreeze an auto triggered node or
an auto triggered instance?

e Freeze orunfreeze an auto triggered node

Every night, the system generates auto triggered instances that are scheduled to run on the next day
based on an auto triggered node. If you freeze an auto triggered node, the auto triggered instances
that are generated after the freeze operation are also frozen and the descendant instances that are
run based on the auto triggered instances cannot be run.
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@ Note

The auto triggered instances that are scheduled to run on the same day when you freeze the
auto triggered node can be run as expected. Auto triggered instances that are scheduled to run
onthe next day afterthe freeze operation are frozen and all the descendant nodes are blocked

from running.

o Freeze or unfreeze auto triggered nodes in Operation Center.
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In the Schedule section of the Properties tab on the DataStudio page, set

Recurrence to Skip Execution or Normal. Then, commit and deploy the node again. T his way,
the auto triggered node can be frozen or unfrozen in the production environment.

e Freeze or unfreeze an auto triggered instance
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The freeze or unfreeze operation on an auto triggered instance does not have an impact onthe
status of the auto triggered node to which the instance belongs. If an auto triggered node is frozen
and you unfreeze an auto triggered instance that belongs to the node, other auto triggered
instances that are scheduled to run on the next day are still frozen.
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€D Notice Freeze and unfreeze operations are manual operations. For any questions, view
operation logs.

What happens to data backfill node instances and test node
instances after | freeze or unfreeze an auto triggered node?
A data backfill node instance and a test node instance are snapshots that are generated for an auto

triggered node. If an auto triggered node is frozen, the generated data backfill node instance and test
node instance are also frozen.

How do | rerun an unfrozen auto triggered instance?

An unfrozen auto triggered instance is run based on the scheduled time that is specified in the
Schedule section of the Properties tab, and the status of the ancestor node of the instance.

For example, Instance a is the ancestor node of Instance b and Instance b is frozen. If you unfreeze
Instance b:

e Scenario 1: If Instance a is not run, after Instance b is unfrozen, Instance b is in the Waiting time state
and then is run as scheduled.

e Scenario 2: If Instance a is running, after Instance b is unfrozen, Instance b is in the Waiting time state
and thenis run as scheduled.

e Scenario 3: Instance a successfully runs.
o [f the scheduled time of Instance b does not arrive, Instance b is in the Waiting time state.

o If the scheduled time of Instance b has elapsed, Instance b fails to be run. If you want to rerun
Instance b, clickRerun in the Actions column of Instance b. After Instance b successfully runs, the
descendant instances of Instance b are run as scheduled.

e Scenario 4: If Instance afails to be run, Instance b is not run. For more information about how to
troubleshoot aninstance that fails to be run, see Nodes that are not run.
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AN After Instance b is unfrozen, Instance b is in the Waiting time state and then is run
y@l as scheduled.

un.
running.
The scheduled time of Instance b is in the Waiting time
Pad Instance b does not arrive. state.
Instance a is the f
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Instance b and ns afmlie a
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The scheduled time of

Instance b has elapsed.

frozen. If you
unfreeze Instance
b.

Instance b fails to be run.

ol Instance a fails fo be Instance b will not be run as
run. scheduled.

Why is a frozen auto triggered node run as scheduled?

Every night, the system generates auto triggered instances that are scheduled to run on the next day
based on an auto triggered node. You can manually create a data backfill node and a test node forthe
auto triggered node, and a data backfill node instance and a test node instance can be generated
based on snapshot information. The following items describe why a frozen auto triggered node is still
run as scheduled:

e Checkwhether an auto triggered node is frozen.

e The freeze operation that is performed on an auto triggered node does not take effect onthe auto
triggered instances that are generated before the freeze operation.

o The auto triggered instances that are scheduled to run on the same day when you freeze the auto
triggered node can be run as expected.

o The freeze operation does not take effect on data backfill node instances and test node
instances that are generated before the freeze operation.

How do | check the operations that are performed on a node and
who performed the operations?
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You can view operation logs on the Cycle Task or Cycle Instance page in Operation Center.
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3.7. Data backfill

This topic provides answers to some frequently asked questions about the Data backfill.

Feature of generating retroactive data for nodes

Why do the retroactive instances of a node that is scheduled by hour or minute not run in parallel
afterlenable the parallelismfeature for the node?

The retroactive instances of a node are not run after | specify the data timestamp for retroactive
data generation. The retroactive instances are in the Pending (Schedule) state and are highlighted in
yellow in the DAG. Why does this happen?

Why is a retroactive instance of an auto triggered node in the Pending (Schedule) state after | specify
the last day and the current day for the Data Timestamp parameter?

Why are multiple retroactive instances generated for a node if | set the data timestamp to 00:00:00
to 01:00:00?

If alarge number of retroactive instances are generated for a node, the retroactive instances are in
the Pending (Resources) state and are highlighted in yellow in the DAG. Why does this happen?

Why do | receive the error message which indicates that the scheduled runtime of a node is not within
the specified data timestamp range?

Why cannot retroactive instances be generated for a node afterlenable retroactive data generation
forthe node?

Feature of generating retroactive data for nodes

73

> Document Version: 20220712



Dataworks FAQ-Operation Center

DatawWorks allows you to generate retroactive data for nodes for a specified time range in the past or
the future. The scheduling parameters of the nodes are automatically replaced with specific values
based onthe data timestamps that you specify for retroactive data generation. The following figure
shows how to write incremental data from a MySQL database to a specified time partition in
MaxCompute.

‘The connections can be defaut connections or custom connections.

xc_mysql demo2 o oDPs

 xcDPE E2_dev

cloned from file 500899331

= Sbizdate

T —)

B —

Why do the retroactive instances of a node that is scheduled by hour
or minute not run in parallel after | enable the parallelism feature
for the node?

The parallelism feature allows you to run multiple retroactive instances of a daily scheduled node in
parallel to generate retroactive data for a number of days based on the data timestamp. However, if a
node is scheduled by hour or minute, whether all the retroactive instances that are generated forthe
node on a day can be runin parallel is not controlled by the parallelism feature. Instead, the retroactive
instances that are generated for the node on a day can be run in parallel only if you do not configure

the node to depend on its instance in the last cycle. For more information, see Scenario 2: Configure
scheduling dependencies for a node that depends on last-cycle instances.

1. If you disable the parallelism feature, one retroactive instance is run multiple times in sequence
based on the data timestamp.

In other words, the retroactive instance can be run again only after the retroactive data is
generated forthe last cycle.

2. If you enable the parallelism feature, you can set the Number of Concurrent nodes parameterto a
value that is allowed by the resource groups as needed. In this case, multiple retroactive instances
are generated.

The retroactive instances are run in parallel based on the data timestamp.

Scenario: You want to generate retroactive data for one week for a node that is scheduled by hour or
minute.

e [f you configure the node to depend on its instance in the last cycle, one retroactive instance is run
multiple times in sequence on each day based on the data timestamp.

e [f you do not configure the node to depend onits instance in the last cycle, multiple retroactive
instances are run in parallel on each day based on the data timestamp.

The retroactive instances of a node are not run after | specify the
data timestamp for retroactive data generation. The retroactive
instances are in the Pending (Schedule) state and are highlighted in
yellow in the DAG. Why does this happen?
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When you generate retroactive data for a node, if you set the Data Timestamp parameterto a future
time range that is later than the current time, the retroactive instances of the node are in the Pending
(Schedule) state. You can specify whether to immediately run the retroactive instances.

Patch Data x

Retroactive P_output_20211013_113951

Instance Name:
Mode: output

Data Timestamp: | Oct 20, 2021

| Add multisegment business date

Run Retroactive Instances Scheduled to Run after the Current Time

Parallelism: [z}

Mumber of 2 El

Concurrent

Nodes:

Order: IZEZI Ascending by Business Date IZ:ZI Descending by Business Date

Specify whether to select Run Retroactive Instances Scheduled to Run after the Current Time based on
your business requirements:

e If you set the Data Timestamp parameterto a future time range and do not select this parameter,
the retroactive instances are in the Pending (Schedule) state and are highlighted in yellow in the
directed acyclic graph (DAG).

e [f you set the Data Timestamp parameterto a future time range and select this parameter, the
retroactive instances are immediately run.

Why is a retroactive instance of an auto triggered node in the
Pending (Schedule) state after | specify the last day and the current
day for the Data Timestamp parameter?

DataWorks runs an auto triggered node on the current day based on the data whose data timestamp is

of the last day. The process of generating retroactive data forthe last day for an auto triggered node
is the same as that of running the auto triggered node on the current day.

@ Note To query the instance that is generated by the auto triggered node for the current
day, set the Data Timestamp parameterto T1 on the Cycle Instance page. The data timestamp of
the instance is of the last day, and the scheduled runtime of the instance is of the current day.

Why are multiple retroactive instances generated for a node if | set
the data timestamp to 00:00:00 to 01:00:00?
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The number of retroactive instances that are generated for a node depends on the scheduled runtime
that you specify for the node.

e Scenario 1: You configure a node to be scheduled by hour from 00:00:00 to 23:59:00. If you set the
data timestamp to 00:00:00 to 01:00:00, two retroactive instances are generated and scheduled at
00:00:00 and 01:00:00.

e Scenario 2: You configure a node to be scheduled every 30 minutes from 00:00:00 to 23:59:00. If you
set the data timestamp to 00:00:00 to 01:00:00, three instances are generated and scheduled at
00:00:00, 00:30:00, and 01:00:00.

If a large number of retroactive instances are generated for a node,
the retroactive instances are in the Pending (Resources) state and
are highlighted in yellow in the DAG. Why does this happen?

The maximum number of concurrent instances is limited for a resource group for scheduling. If the
number of concurrent instances of a node exceeds the upper limit of the resource group for scheduling,
the instances are in the Pending (Resources) state. For more information about how to troubleshoot
this issue, see Nodes that are waiting for resources.

Why do | receive the error message which indicates that the
scheduled runtime of a node is not within the specified data
timestamp range?

You must specify a time range for a node that is scheduled by hour or minute. Otherwise, retroactive
instances cannot be generated forthe node.

Why cannot retroactive instances be generated for a node after |
enable retroactive data generation for the node?

Retroactive instances can be generated for nodes whose scheduled runtime is within the specified data
timestamp range. Make sure that the scheduled runtime of the node meets this requirement.

¥ Properties

Run At @: 00-00

Cron Expression : DOOOO0D=*?

Timeout definition Default Instances of Custom Nodes

o

Rerun @:

SUCISIap

Auto Rerun upon Err
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3.8. Nodes that are successfully run
but have no data generated

This topic provides answers to some frequently asked questions about the nodes that are successfully
run but have no data generated.

e Scenario 1: An auto triggered node is successfully run and has operational logs

e Scenario 2: An auto triggered node is successfully run but has no operational logs

Scenario 1: An auto triggered node is successfully run and has
operational logs

If an auto triggered node is successfully run, the code logic of the node is executed as expected.
However, when the instances of the auto triggered node attempt to be run as scheduled, the node
fails to obtain data of its ancestor nodes or an error is reported, indicating that the partitions of the
output table of its ancestor nodes do not exist. You can manually rerun the instances to obtain data of
the ancestor nodes.

1. The auto triggered node does not depend on its ancestor nodes that generates an out put table.

2. The auto triggered node depends on its ancestor nodes that generates an output table. However,
the partitions of the output table are not what are expected. This indicates that the cycle of the
instances on which the auto triggered node depends is incorrect. On the General tab of the auto
triggered node or on the page that appears after you click the auto triggered node and click View
Logs, you can view the values of the parameters for the ancestor and descendant nodes of the
auto triggered node in a day.

Sa| OdpsSql_job B

Reconfigure dependencies between nodes.
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Check the values of the parameters for the ancestor and descendant nodes of the auto triggered node

5 @ &R Q cE @aa@® s *
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Jan1,1970 00.00:00 - Jan 1,9999 00:00:00

Scenario 2: An auto triggered node is successfully run but has no
operational logs

View the status of the auto triggered node on the General tab. For more information, see Dry-run
instances.

3.9. Node failures

This topic provides answers to some frequently asked questions about node failures.

e Errors for node rerun failures

o | have configured rerun properties for my node, but the node does not rerun after it fails, and the
following error message appears: Task Run Timed Out, Killed by System!!!. What do | do?

o |set the Auto Rerun Times upon Error parameterto 1 for my node, but the node does not rerun
afterit fails. What do 1do?
e Errors for ODPS nodes

o What do I do if the error message ODPS-0420095: Access Denied - Authorization Failed [4093], You
have NO privilege to do the restricted operation on {acs:odps:*:projects/xxxx}. Access Mode is
AllDenied. appears?

o What do I do if the error message ODPS-0420061: Invalid parameter in HTTP request - Fetched
datais larger than the rendering limitation. Please try to reduce your limit size or column number
appears?

o What do I do if the data synchronized by using multiple threads is out of order?

e Errors for AnalyticDB for MySQL nodes

What do I do if my synchronization node that uses an AnalyticDB for MySQL data source and runs on a
shared resource group fails to run?

e Errors for general nodes
o How do Iview the logs of a for-each node, do-while node, or PAl node in Operation Center?

o What do I do if the error message error in your condition run fail appears when I run a branch node?
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o What do Ido if the error message None Ftp connection info!! appears when I run an FTP Check
node?

o What do I do if the error message Connect Failed appears when Irun an FTP Check node?

o What do I do if the error message The current time has exceeded the end-check time point!
appears when I run an FTP Check node?

o What do I do if the error message File not Exists or exceeded the end-check time point! appears
when | run an FTP Check node?

Error for a resource group

What do Ido if the error message no available machine resources under the task resource group
appears for my resource group for scheduling?

have configured rerun properties for my node, but the node does

not rerun after it fails, and the following error message appears:

Task Run Timed Out, Killed by system!!! . What do | do?

Problem description:

The Rerun parameterin the Schedule section of the Properties tab is set to Allow Regardless of
Running Status or Allow upon Failure Only forthe node. However, the node does not rerun after
it fails, and the error message Task Run Timed Out, Killed by System!!! is displayed.

Possible cause:

The Timeout Period parameterin the Schedule section of the Properties tab is configured for the
node. If the running duration of the node exceeds the value of the Timeout Period parameter, the
node automatically stops running and does not rerun.

Solution:

Manually rerun the node.

set the Auto Rerun Times upon Error parameter to 1 for my node,

but the node does not rerun after it fails. What do | do?

Problem description:

The Auto Rerun Times upon Error parameteris set to 1 forthe node in the Schedule section of
the Properties tab. However, the node does not rerun after it fails.

Possible cause:

The value that you specified forthe Auto Rerun Times upon Error parameter is invalid. If you set
the Auto Rerun Times upon Error parameterto n, the node actually reruns n - 1 times. The
default value of the Auto Rerun Times upon Error parameter is 3, the minimum value of this
parameteris 1, and the maximum value is 10. The value 1 indicates that the node does not rerun
after it fails, and the value 10 indicates that the node reruns nine times after it fails. You can
configure this parameter based on your business requirements.

Solution:

To enable the node to rerunonce afterit fails, set the Auto Rerun Times upon Error parameterto
2.
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What do | do if the error message ODPS-0420095: Access Denied -
Authorization Failed [4093], You have NO privilege to do the
restricted operation on {acs:odps:*:projects/xxxx}. Access Mode is
AllDenied. appears?

1. Check whether the MaxCompute compute engine has overdue payments.

2. Onthe MaxCompute Management page, check whether Policy-based Authorization is turned on.

What do | do if the error message ODPS-0420061: Invalid parameter
in HTTP request - Fetched data is larger than the rendering
limitation. Please try to reduce your limit size or column number
appears?

Specify a threshold for the number of data records that can be returned in your SQL statement. If you

want to obtain more data records, you can export the data records. If you want to obtain more than
10,000 data records, use a Tunnel command to export the data records.

What do | do if the data synchronized by using multiple threads is
out of order?

A synchronization node reads data from MaxCompute tables in random order. If you do not configure
order settings, the data returned by the synchronization node is also out of order.

By default, the data synchronized from MaxCompute is stored in random order. If you want to obtain
sorted data, configure order settings for the synchronized data. For example, you can configure order
by xx limit n inthe SQL statement of the synchronization node to sort data.

What do | do if my synchronization node that uses an AnalyticDB for
MySQL data source and runs on a shared resource group fails to run?

Purchase an exclusive resource group for scheduling, bind the resource group to a virtual private cloud
(VPC) that can be connected to the AnalyticDB for MySQL data source, and then run the
synchronization node on the exclusive resource group for scheduling. For more information, see Test
data source connectivity.
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When | run a data synchronization node that uses a MySQL data

source, the system displays an error message indicating that the

Java Database Connectivity (JDBC) driver for the MySQL node is not

supported. What do | do?

e The error message sql execute failed! The JDBC driver is not supported. dappears because
the MySQL data source that you selected is not added by using the connection string mode.

e Select a MySQL data source that is added by using the connection string mode. You canreferto the
operations in Add a MySQL data source to go to the Data Source page, find the desired data
source, and then click Edit in the Operation column to view the mode that is used to add the data
source.

How do | view the logs of a for-each node, do-while node, or PAI
node in Operation Center?

Find your node in Operation Center and open the directed acyclic graph (DAG) of the node. Then, right-
click the node name in the DAG and select View Internal Nodes.

What do | do if the error message error in your condition run fail APpPears

when | run a branch node?

e Checkwhetherthe branch conditions that you specified for the branch node comply with the
specifications of the Python syntax.

e If the output of the ancestor assignment node of the branch node is strings, you must enclose
variables in single quotation marks (') for the branch node to reference the variables.

What do | do if the error message wone Ftp connection info!! AppeaArs
when I run an FTP Check node?

e Problemdescription: The FTP Check node that is used to check whether the FTP data source contains
the Done file fails to run, and the error message None Ftp connection info!! appears.

e Possible cause: The FTP data source is incorrectly configured. As a result, the FTP Check node fails to
obtain information about the FTP data source.

e Solution: Go to the Data Source page to check whether the configurations of the data source that
you use are correct. For more information about how to go to the page, see Manage connections. If
no FTP data source is available on the Data Source page, you must add an FTP data source. For more
information, see Add an FTP data source.

What do | do if the error message conmnect railea appears when | run
an FTP Check node?

e Problemdescription: The FTP Check node that is used to check whether the FTP data source contains
the Done file fails to run, and the error message cConnect Failed appears.

e Possible cause: The FTP data source fails to connect to the FTP server.

e Solution: Runthetelnet IP address Port number command to check whetherthe FTP serveris
normally running. Replace the IP address and port number in this command with the IP address and
port number of the FTP data source. You can go to the Data Source page of the Dataworks
console to view the IP address and port number of the FTP data source. For more information about
how to go to the Data Source page, see Manage connections.
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What do | do if the error MESSAJEe The current time has exceeded the end-check
time point! appears when |l run an FTP Check node?

e Problemdescription: The FTP Check node that is used to check whether the FTP data source contains
the Done file fails to run, and the error message The current time has exceeded the end-check tim

e point! appears.
e Cause: The time specified by Check stop time has elapsed.

e Solution: Modify the value of Check stop time based on your business requirements on the
configuration tab of the FTP Check node. For more information, see Configure a detection policy.

What do | do if the error MEeSSAJEe File not Exists or exceeded the end-check time
point! appears when | run an FTP Check node?

e Problemdescription: The FTP Check node that is used to check whether the FTP data source contains
the Done file fails to run, and the error message File not Exists or exceeded the end-check time

point! appears.

e (Cause: One possible cause is that the FTP Check node does not find the Done file before the time
specified by Check stop time arrives. Another possible cause is that the time specified by Check
stop time has elapsed.

e Solution: This is an expected error. If this error message appears, Dataworks does not trigger the
descendant node of the FTP Check node to run.

What do | do if the error MEeSSAge no available machine resources under the task
resource group APpears for my resource group for scheduling?

e Problem description: The systemdisplays the following error message for the resource group for

scheduling: no available machine resources under the task resource group

e Solution: Change the resource group for scheduling that you use to run your node. To change the
resource group, performthe following operations: Log on to the Dataworks console and go to
Operation Center. In the left-side navigation pane of the Operation Center page, choose Cycle
Task Maintenance > Cycle Task. On the Cycle Task page, find the auto triggered node for which
you want to change the resource group and click Modify Scheduling Resource Group in the lower part
of the page.

M DataWorks | Operation Center [BiSHUGHONIY v & DataStudio [ Q @
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3.10. Node undeployment

This topic provides answers to some frequently asked questions about node undeployment.

e How do lundeploy a node?
e What do Ido if a node that has subnodes fails to be undeployed?
e How do I check whether a node is undeployed fromthe production environment?

e How do Irecover an undeployed node?

How do | undeploy a node?

Afteryou delete a node in the development environment on the DataStudio page, a node
undeployment record is generated on the Create Package page. Click Deploy in the Actions column of
the record to deploy the undeployment operation. If the deployment operation is successful, the node
is undeployed fromthe production environment.

D iame n e Types tas Committed At

700002562 s " ! 5 2091 18249
s 3 ine. Sep02,2021,18:2428

700003221
185
700003536
134

700004099
308

oDPS QL.

0DPS SQL

M DataWorks | Deploy

Deploy Tasks

Search

Deployed By Deployed At

0ct13,2021, 152845

0ct28,2020,17:47:17 0ct13,2021, 152845

2111795

Whether the deployment operation is successful depends on the permissions of the role of a user that
performs this operation and the specified workflow. If the deployment operation fails, check the status
of the deployment package on the Release Package page.

@ Note Click Workspace Manage in the upper-right corner. On the User Management page, view
the O&M personnel.

What do | do if a node that has subnodes fails to be undeployed?
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You can undeploy a node only after no nodes depend on the node in the development and
production environments.

@ Note If you undeploy a node, exceptions may occur on the nodes that depend on this node.
We recommend that you contact the owner of each node before you undeploy the current node.

Operation guidance:
1. The node you want to undeploy has a subnode that you created.

Go to the DataStudio page, find the desired subnode, and then click the Properties tab on the
right side. In the Dependencies section, delete the dependency between the subnode and its
ancestor node that you want to undeploy and click Save and Submit (the dependency between
the subnode and its ancestor node is deleted in the development environment). Then, click Deploy
(the dependency between the subnode and its ancestor node is deleted in the production
environment).

2. The node that you want to undeploy has a subnode that is not created by you.

Search forthe subnode in Operation Center in the development environment and production
environment, and contact the owner of the subnode to change its ancestor node to a different
node. Click Submit (the dependency between the subnode and its ancestor node is deleted inthe
development environment) and Deploy (the dependency between the subnode and its ancestor
node is deleted in the production environment). Then, you can delete the node that you want to
undeploy.

How do | check whether a node is undeployed from the production
environment?
Afteryou undeploy a node, find the node ID on the Cycle Task page in Operation Centerinthe

development environment and production environment to check whether the node still exists.

warning Node undeployment is a high-risk operation. Proceed with caution.

How do | recover an undeployed node?

A deleted node is placed in a recycle bin. If you want to recover a deleted node, go to the recycle bin
and recover the node.

@ Note Before you recover a deleted node, make sure that the node undeployment operation
is successful in both the development and production environments. If the error message shown in
the preceding figure appears, you can referto the operations described in the How do | undeploy
a node? section in this topic to fix the error.

3.11. Isolated nodes

This topic provides answers to some frequently asked questions about isolated nodes.

e What is anisolated node?

e How canIfix anisolated node?

What is an isolated node?
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Anisolated node is a node that does not depend on any ancestor node. You can view its ancestor
nodes on the Cycle Task or Cycle Instance page after you right-click the node and select Show Ancestor
Nodes. This type of node cannot be run as scheduled. If an isolated node has too many descendant
nodes, serious risks may arise. A node isolation alert is automatically reported if anisolated node is
identified. We recommend that you handle the alert at the earliest opportunity.

IFocus on I ovneavyme

Instance waiting for resource Isolated Nodes Paused Nodes Expired Nodes

How can | fix an isolated node?

1. Possible causes and solutions:

o Anisolated auto triggered node has no ancestor nodes and you cannot find its ancestor nodes
onthe Cycle Task or Cycle Instance page in the production environment in Operation Center. In
this case, configure ancestor nodes forthe isolated auto triggered node again, deploy the
ancestor nodes, and then check whether the node is successfully deployed on the Cycle Task
page in Operation Center.

o Ancestor nodes are out of the validity period for scheduling. To resolve this issue, specify Validity
Period in the Schedule section on the Properties tab of the DataStudio page.

o The desired auto triggered node and its ancestor node reside in different workspaces and the
Periodic Scheduling switch is turned off for the workspace in which the ancestor node resides.
Contact the owner of the workspace to turn on the Periodic Scheduling switch or delete the
cross-workspace node dependency.

Configuration

o The output name of the ancestor node is changed or deleted.

warning If you forcibly change the value of the Parent Node Output Name parameter,
all descendant nodes may not be run as scheduled. Exercise caution when you perform this
operation. Before you undeploy a node, delete the dependencies between this node and all its
descendant nodes.

2. Workaround for the case that an isolated node has descendant nodes:
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Descendant nodes of anisolated node cannot run. In an emergency situation, you can delete the

dependency of your node on an isolated node if you confirmthat your node can generate data as
expected even if its dependency on the isolated node is deleted.
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3. Change the node isolation alert recipient:

Isolated Node Alert Rule is a default rule. By default, a node isolation alert is sent to the owner of

the node. You can use the Alibaba Cloud account to enable or disable the rule. You can click View
Details in the Actions column that corresponds to the node isolation alert rule to change the alert
notification method and add other alert recipients.

ffn DataWorks | Operation Center
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ten.. v
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3.12. Other FAQ

This topic provides answers to other frequently asked questions about Operation Center.

e FAQ about nodes and node instances

o What is the relationship between auto triggered nodes and auto triggered node instances, data

backfill instances, or test instances?

e FAQ about resource groups
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o How long are the logs of resource groups for scheduling and node instances that are run on such
resource groups retained?

o Why amlunable to perform big data computing on a resource group for scheduling?

e FAQ about otheritems
o How do | adjust the priority of a node instance?

o How do Iview the priority of a node instance?

What is the relationship between auto triggered nodes and auto
triggered node instances, data backfill instances, or test instances?
DataWorks generates instances that are scheduled to run for auto triggered nodes every night based
on the time when the auto triggered nodes are committed and the instance generation modes that

you configure forthe auto triggered nodes. You can perform operations on the auto triggered nodes
to generate and run data backfill instances and test instances for the nodes.

@ Note You can set the Instance Generation Mode parameter to Immediately After Deployment
for an auto triggered node. After you deploy the auto triggered node, Dataworks generates an
auto triggered node instance for the node, and you can view the instance on the Cycle Instance
page of Operation Center.

How long are the logs of resource groups for scheduling and node
instances that are run on such resource groups retained?

The logs of the shared resource group for scheduling are retained for one week, and the node
instances that are run on this type of resource group are retained for one month.

The logs of an exclusive resource group for scheduling and the node instances that are run on this type
of resource group are retained for one month.

@ Note If the size of logs generated for node instances that are run every day exceeds 3 MB,
the system clears the logs.

Why am | unable to perform big data computing on a resource group
for scheduling?
Resource groups for scheduling are used to schedule nodes and provide only limited resources.

Therefore, resource groups for scheduling are not suitable for big data computing. MaxCompute can
process large amounts of data. We recommend that you use MaxCompute for big data computing.

How do | adjust the priority of a node instance?

To adjust the priority of a node instance, adjust the priority of the baseline with which the node
instance is associated. The priority of a baseline can be set to 1, 3, 5, 7, or 8. A larger value indicates a
higher priority. The higher the priority of a baseline, the faster Dataworks schedules the node instance
that is associated with the baseline.

Adjust the priority of a baseline with which node instances are associated to adjust the priorities of the
node instances.

1. Gotothe Operation Center page.
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In the left-side navigation pane, choose Alarm > Baseline Management.

On the Baseline Management page, find the baseline whose priority you want to adjust and click
Change in the Actions column.

In the Change Baseline dialog box, change the value of the Priority parameter.

ClickComplete.

How do | view the priority of a node instance?

To view the priority of a node instance, performthe following steps: Go to the Operation Center page.
In the left-side navigation pane, choose Cycle Task Maintenance > Cycle Instance. Onthe page
that appears, find the node instance whose priority you want to view and click the node instance name.
In the directed acyclic graph (DAG) of the node instance, click Show Details. On the General tab, view
the priority of the node instance.
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4.DataStudio

This topic provides answers to some frequently asked questions about DataStudio.

e Resources
o Which kind of resource group can | use when | reference a third-party package in a PyODPS node?
o How do I reference a resource in a node?
o How do Idownload a resource that is uploaded to Dataworks?
o How do I upload a resource whose size is greater than 30 MB?
o How do I use a resource that is uploaded to Dataworks by using odpscmd?

o How do lupload a JAR package on my on-premises machine to Dataworks as a JAR resource and
reference the uploaded resource in a node?

o How do | use a MaxCompute table in Dataworks?

e PyODPS
o Can a Python resource call another Python resource?
o Can PyODPS call customfunctions to use third-party packages?

o When | call a pickle file in a PyODPS 3 node, the following error message appears:
_pickle.UnpicklingError: invalid load key, "\xef.. What do | do?

o How do | delete a MaxCompute resource?

e Nodes and workflows
o How do Irecover a node that is deleted?
o What is the impact on the instances of a node afterthe node is deleted?
o How do Iview the versions of a node?
o How do I check whether a node is committed?

o After anode is modified and committed and deployed to the production environment, is the
existing faulty node in the production environment overwritten?

o How do I export the code of a node?
o Canlconfigure properties for all nodes in a workflow at a time?

o How do I clone a workflow?

e Tables
o How do Icreate atable in a visualized manner?
o How do | add fields to a table that is in the production environment?
o How do Idelete atable?

o How do | upload data from my on-premises machine to a MaxCompute table?

o How do I query datathat is in the production environment fromthe development environment on
the DataStudio page?

o How do | control whether the queried table data can be downloaded?
o How do Idownload more than 10,000 data records?
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e QOperational logs and retention period of operational logs
o How do I query historical operational logs on the DataStudio page?

o How long are operational logs on the DataStudio page retained?

Batch operations
o How do | perform operations on multiple nodes, resources, or functions at a time?

o How do I change resource groups for scheduling for multiple nodes in a workflow at a time onthe
DataStudio page?

Power Bl connection to MaxCompute
What do Ido if an erroris reported when | connect Power Bl to MaxCompute?

APl calls

o When | call a Dataworks APl operation, the following error message appears: access is forbidden.
Please first activate DataWorks Enterprise Edition or Flagship Edition. What do I do?

o

Other items

o How do I disable the MaxCompute Query Acceleration (MCQA) feature if Iwant to obtainthe
instance ID that is used to download more than 10,000 data records?

Which kind of resource group can | use when I reference a third-party
package in a PyODPS node?
Use an exclusive resource group for scheduling. For more information, see Use a PyODPS node to reference

a third-party package.

How do | control whether the queried table data can be

downloaded?

Before you download data from DatawWorks, you must enable the Download SELECT Query Result
feature. If no download entry point is available, the Download SELECT Query Result feature is disabled
foryour workspace. If you use a RAM user and need to use this feature, contact the owner of the

Alibaba Cloud account or the workspace administrator to enable this feature in the Workspace Settings
panel or on the Workspace Management page.

Afteryou query data in DataStudio, the download entry point is displayed in the lower-right corner of
the query result tab, as shown in the following figure.

You can download only a maximum of 10,000 data records from DataStudio due to the limits of the
compute engine.

How do | download more than 10,000 data records?

Use a Tunnel command of MaxCompute. For more information, see Use SQLTask and Tunnel to export a
large amount of data.

How do | reference a resource in a node?
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Find the resource that you want to reference in the node in the Scheduled Workflow pane, right-click
the resource name, and then select Insert Resource Path.

How do | download a resource that is uploaded to Dataworks?

Find the resource that you want to download in the Scheduled Workflow pane, right-click the resource
name, and then select View Versions. In the Versions dialog box, click Download in the Actions column.

How do | upload a resource whose size is greater than 30 MB?

Use a Tunnel command to upload the resource. Then, add the resource to DataStudio in the MaxCompute
Resources pane for future use. For more information, see How do | use a resource that is uploaded to
DataWorks by using odpscmd?.

How do | use a resource that is uploaded to Dataworks by using
odpscmd?

If you want to use a resource that is uploaded to DataWorks by using odpscmd, add the resource to
DataStudio in the MaxCompute Resources pane.

How do | upload a JAR package on my on-premises machine to
DataWorks as a JAR resource and reference the uploaded resource in
a node?

Upload the JAR package to DatawWorks on the DataStudio page as a JAR resource. If you want to
reference the resource in a node, find the resource in the Scheduled Workflow pane, right-click the
resource name, and then select Insert Resource Path. A comment is automatically added at the

beginning of the code forthe node, and the node can directly reference the resource inits code based
on the resource name.

For example, you want to reference the resource test.jar in a Shell node. After you select Insert
Resource Path, the comment ##@resource reference{"test.jar"} isautomatically added at the
beginning of the code forthe Shell node.

How do | use a MaxCompute table in Dataworks?

You cannot use the codeless user interface (Ul) to upload a MaxCompute table to Dataworks. If you
want to use a MaxCompute table in DataWorks, performthe following steps:

1. Onthe DataStudio page of DataWorks, create a file resource that has the same name as the
MaxCompute table and upload the file. In this example, the userlog3.txt file is uploaded.

@ Note

Do not select Upload to MaxCompute.

2. Afteryou upload the file, execute a statement on odpscmd to add the MaxCompute table
resource to Dataworks. In this example, the statement add table userlog3 -f; is executed.
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3. Select the uploaded file resource to use the resource.

Can a Python resource call another Python resource?

A Python resource can call another Python resource in the same workspace.

Can PyODPS call custom functions to use third-party packages?

If you do not want to use the map method of DataFrame to call the test function, you can use
PyODPS to call custom functions to use third-party packages. For more information, see Reference a
third-party package in a PyODPS node.

When | call a pickle file in a PyODPS 3 node, the following error
message appea rs: _pickle.UnpicklingError: invalid load key, '\xef. . What dO |
do?

Check whether the code of your PyODPS 3 node contains special characters. If the code contains special
characters, compress the code into a ZIP package, upload the package to Dataworks, and then
decompress the package to call the pickle file.

How do | delete a MaxCompute resource?

To delete a MaxCompute resource in a workspace in basic mode, right-click the resource name and
select Delete to delete it. To delete a MaxCompute resource in a workspace in standard mode, you
must delete the resource in the development environment and then delete it in the production
environment again. The following example shows how to delete a MaxCompute resource in the
development and production environments.

@ Note

In a DataWorks workspace in standard mode, the development environment is isolated from the
production environment. If you delete a resource on the DataStudio page, the resource is deleted
only fromthe development environment. The same resource is deleted fromthe production
environment only after you deploy the delete operation to the production environment.

1. Delete aresource fromthe development environment. In the desired workflow, choose
MaxCompute > Resource, right-click the resource name that you want to delete, and then select
Delete. Inthe Delete dialog box, click OK.

2. Delete aresource fromthe production environment. A resource can be deleted fromthe
production environment only after the delete operation of the resource is deployed to the
production environment. On the DataStudio page, clickDeploy in the upper-right corner. Onthe
Create Deploy Task page, set Change Type to Offline, find the package of the resource that is
deleted in the previous step, and click Deploy in the Actions column. In the Create Deploy Task
dialog box, click Deploy.

Afteryou click Deploy, the resource is deleted fromthe production environment.

How do | recover a node that is deleted?

> Document Version: 20220712 92


https://www.alibabacloud.com/help/doc-detail/126936.htm#task-1340288

FAQ-DataStudio DataWorks

On the DataStudio page, clickthe Recycle Bin icon in the left-side navigation pane. In the Recycle Bin
pane, find the node that you want to recover, right-click the node name, and then select Restore.

How do | view the versions of a node?

Find the node whose versions you want to view in the Scheduled Workflow pane and double-click the
node name to go to the configuration tab of the node. Then, click Versions in the right-side navigation
pane. On the Versions tab, you can view the versions of the node.

) Notice

A version is generated only after you commit the code.

How do | clone a workflow?

Use a node group. For more information, see Create and reference a node group.

How do | export the code of a node?

Use Migration Assistant. For more information, see Overview.

How do | check whether a node is committed?

If you want to check whether a node is committed, find the desired workflow in the Scheduled

Workflow pane and expand the workflow to view the status of each node in this workflow. If the

icon is displayed on the left side of a node, the node is committed. Otherwise, the node is not

committed.

Can | configure properties for all nodes in a workflow at a time?

No, you cannot configure properties for all nodes in a workflow. In Dataworks, you are not allowed to
configure properties for a workflow. If a workflow contains multiple nodes, you must configure
properties for the nodes one by one. For example, if a workflow contains 20 nodes, you must configure
properties for these nodes one by one.

What is the impact on the instances of a node after the node is
deleted?

The scheduling system generates one or more instances for a node every day based on the time
properties of the node. If the node is deleted after it is run for a period of time, its instances are

retained. However, the instances will fail to run after the node is deleted. T his is because the required
code is unavailable.

After a node is modified and committed and deployed to the
production environment, is the existing faulty node in the
production environment overwritten?

93 > Document Version: 20220712


https://www.alibabacloud.com/help/doc-detail/137503.htm#concept-185107
https://www.alibabacloud.com/help/doc-detail/172912.htm#concept-2535088

DataWorks FAQ-DataStudio

No, the existing faulty node is not overwritten. The updated code is used to run new node instances
that are not run, and the existing node instances are retained. If scheduling properties are modified, the
modified configurations apply only to the new node instances.

How do | create a table in a visualized manner?

Go to the DataStudio page and click the Workspace Tables icon in the left-side navigation pane. In the
Workspace Tables pane, create a table.

How do | add fields to a table that is in the production environment?

If you use an Alibaba Cloud account, add fields to the table in the Workspace Tables pane of the
DataStudio page and commit the table to the production environment.

If you use a RAM user, you must request the permissions of the O&M engineer or workspace
administrator role for the RAM user, use the RAM user to add fields to the table in the Workspace
Tables pane of the DataStudio page, and then commit the table to the production environment.

How do | delete a table?
You can delete a table fromthe development environment on the DataStudio page.

To delete atable fromthe production environment, use one of the following methods:

e Go to Data Map and delete the table onthe My Data tab.

e Create an ODPS SQL node, and enter and execute the DROP statement on the configuration tab of
the node. For more information about how to create an ODPS SQL node, see Create an ODPS SQL
node. For more information about the syntax of the DROP statement, see Table operations.

How do | upload data from my on-premises machine to a
MaxCompute table?

Go to the DataStudio page and use the Import feature in the Scheduled Workflow pane to import the
data.

When | create a table in a workspace with which an E-MapReduce
(EMR) compute engine instance is associated, the following error
message appears: call emr exception . What do | do?

e Possible cause:

Security settings are not configured for the security group to which your EMR cluster belongs. Before
you associate an EMR compute engine instance with your workspace, add the following rules to the
security group of the ECS instance that hosts your EMR cluster. Otherwise, the preceding error
message may appear.

Action: Allow

o

o

Protocol type: CustomTCP
Port range: 8898/8898
Authorization object: 100.104.0.0/16

o

o
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e Solution:

Check the security settings of the security group of the ECS instance that hosts your EMR cluster. If
the security settings do not include the preceding rules, add the rules to the security group.

How do | query data that is in the production environment from the
development environment on the DataStudio page?

In a workspace in standard mode, if you want to query data that is in the production environment from
the development environment on the DataStudio page, specify the table whose data you want to
query inthe Project name.T able name format.

In a workspace that is upgraded from the basic mode to the standard mode, if you want to query data
that is in the production environment fromthe development environment on the DataStudio page, you
must request the permissions of the producer role first and specify the table whose data you want to
query in the Project name.Table name format. For more information about how to request the
permissions, see Request permissions on tables.

How do | query historical operational logs on the DataStudio page?

Clickthe Operational history iconin the left-side navigation pane of the DataStudio page. Inthe
Operational history pane, you can view the historical operational logs.

How long are operational logs on the DataStudio page retained?

By default, operational logs on the DataStudio page are retained for three days.

(@ Note Formore information about the retention period of logs and instances in Operation
Center of the production environment, see How long are the logs of resource groups for scheduling
and node instances that are run on such resource groups retained?.

How do | perform operations on multiple nodes, resources, or
functions at a time?

Go to the DataStudio page and clickthe Batch Operation icon in the Scheduled Workflow pane. On
the Batch Operation-Data Development tab, you can perform the desired operation on multiple nodes,
resources, or functions at a time. Then, you can commit the objects on which you performthe operation
at atime and deploy the objects on the Create Deploy Task page to make the modifications take
effect.

How do | change resource groups for scheduling for multiple nodes
in a workflow at a time on the DataStudio page?

Find the desired workflow on the DataStudio page, move the pointer over the workflow name, and
then clickthe icon on the right side of the workflow name. On the tab that appears, select the nodes
for which you want to change resource groups for scheduling and click Switch Resource Groups. After
you change the resource groups for the nodes, click the Submit icon in the top toolbarto commit the
nodes at a time. Then, deploy the nodes on the Create Deploy Task page at a time to make the
modifications take effect in the production environment.
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What do | do if an error is reported when | connect Power Bl to
MaxCompute?

MaxCompute cannot be connected to Power Bl. We recommend that you connect Hologres instead of
Power Bl to MaxCompute. For more information, see Endpoints for connecting to Hologres.

When | call a DatawWorks APl operation, the following error message
appea FS. access is forbidden. Please first activate DataWorks Enterprise Edition or

Flagship Edition . What do | do?

Activate DataWorks Enterprise Edition or Ultimate Edition. For more information, see Overview.

How do | disable the MaxCompute Query Acceleration (MCQA)
feature if | want to obtain the instance ID that is used to download
more than 10,000 data records?

To obtain the instance ID that is required to download the data records, you must disable the MCQA

feature.

@ Note Dataworks allows you to download only a total of 10,000 data records. If you want to
download more than 10,000 data records of an ODPS SQL node, you must use a Tunnel command.

Add set odps.mcqa.disable=true; t0 the code of the ODPS SQL node and execute this statement
together with other SELECT statements.

> Document Version: 20220712

96


https://www.alibabacloud.com/help/doc-detail/116457.htm#concept-1715026
https://www.alibabacloud.com/help/doc-detail/175553.htm#concept-2568666

FAQ-Accounts and permissions Dat aworks

5.Accounts and permissions
5.1. User permission management

This topic provides answers to some frequently asked questions about user permission management.
e Why are no workspaces found after Ilog on to the Dataworks console by using a RAM user?

e How do | add a RAM userto a workspace?

e How do I grant a RAM user the permissions to create a DatawWorks workspace?

e How do luse an Alibaba Cloud account to attach the AliyunDataWorksFullAccess policy to a RAM
user?

e How do I create a custom MaxCompute role that has only the query permissions?
e How do I configure the phone number and email address for a RAM user?

e What do I need to take note of if lwant to remove a RAM user?
Why are no workspaces found after | log on to the DatawWorks
console by using a RAM user?

The DataWorks console displays only the workspaces to which your RAM user is added. To view a
workspace by using a RAM user, add the RAM user to the workspace first.

How do | add a RAM user to a workspace?

A workspace administrator can add a RAM user to a workspace on the Workspace Management page.
For more information, see Add workspace members and assign roles to them.

How do | grant a RAM user the permissions to create a Dataworks
workspace?

Use your Alibaba Cloud account to attach the AliyunDataWorksFullAccess policy to a RAM user on the
Users page in the RAM console.

How do | use an Alibaba Cloud account to attach the
AliyunDataWorksFullAccess policy to a RAM user?
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Performthe steps shown in the following figures to attach the AliyunDatawWorksFullAccess policy to a
RAM user on the Users page in the RAM console.

E () Alibaba Cloud & Workbench Q search Expenses Tickets ICP Enteprise Suppot App B A W @ en (@
RAM
RAM
Overview Users
Identities ~
@ ARAM user is an identity entity. It represents a user or application in your organization that needs to access cloud resources
Groups 1. Create a RAM user, and set a password for this user to log on to the console or create an AccessKey for the application to call APls.
2. Add the user to a group. To perform this operation, you must have created a group and granted permissions to it.
Roles
6]
[C]  User Logon Name/Display Name Note Last Login Date 1l Created  Actions
Permissions ~
Grants []  Yunpo@1912232488744735.onaliyun.com Sep 23, 2001, 172647 Aug 8, 20 Add 1o Group [ Add permissions
=R Delete
Policies
caict@1912232488744735.onaliyun.com - Add to Group  Add Permissions @
OAuth Applications (Preview) 0 caict FIKE Aug 16, 2021, 16:45:27 Aug 3,20 Delete
() Alibaba Cloud @ Workbench Q Search Expenses Tickets ICP  Enterprise  Support App A w ® v @
Add Permissions X
YUNPO@ 1912232488144/ 35.0nallyun.com X .
* Select Policy
System Policy | CustomPolicy | = Create Policy Selected (1) Clear
Enter iy name. s x
Authorization Policy Name Description
I AdministratorAccess Provides full access to Alibaba Cloud service... | =
AliyunOSSFullAccess Provides full access to Object Storage Servic...
AliyunOSSReadOnlyAccess Provides read-only access to Object Storage S...
AliyunECSFullAccess Provides full access to Elastic Compute Servi...
AliyunECSReadOnlyAccess Provides read-only access to Elastic Compute ... @
AliyunRDSFullAccess Provides full access to ApsaraDB for RDS via ...
AliyunRDSReadOnlyAccess Provides read-only access to ApsaraDB for RDS...
I oK Cancel

How do | create a custom MaxCompute role that has only the query
permissions?

For more information, see Create a custom MaxCompute role that has only the query permissions.
How do | configure the phone number and email address for a RAM
user?

If you want to receive alert notifications by using your RAM user, use your Alibaba Cloud account to
configure the phone number and email address for the RAM user on the Alert Contacts page inthe
DataWorks console. For more information, see Configure and view alert contacts.

wWhat do | need to take note of if | want to remove a RAM user?

Before a RAM user is removed, change the owner of related nodes in the DataWorks console and then
remove the RAM user in the RAM console. If you do not change the owner first, errors may occur.
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DataWorks
The following figure shows how to change the owner of multiple nodes at a time.
fih DataWorks | Operation Center v & DataStudie [ 0, W
Overview
Search Q Node Type: Qwner:
RealTime Task Mainten_
Scheduling Resource Group:
Cycle Task Maintenance
Cycle Task ~ g
(' Refres e
Cycle Instance
hd {r
Patch Data .
700004936908  Oct 8, 2021 16:30:56 Virtualnot  DAG | Test | Patch Data €
Manual Task Maintenan...
Alarm
Resource
Engine Maintenance
Intelligent Diagnosis
L3
| Freeze ‘ | nfresze | | More |
1 40

warning Afteryou change the owner, update the recipient configurations of related alert
rules at the earliest opportunity. The configurations include the shift schedule.
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Change Alert Trigger
| General
Rule Name: add
Object Type: Node
Object: Auto Trigg... ™ Enter a node name or 1D
SN Node Name Owner Workspace
1 start0 g?b::f:l gﬁﬁ%ﬁﬁ}‘é
emo
| Trigger Condition
Trigger Condition: Errar v | @

| Alert Details

received normally.

Please complete the recipient's mobilefemail information to ensure that the alarm can be

Delete

Notification Method: 5MS Email Phone DingTalk Chatbot

Recipient: (®) Node Owner

() Varies According to Shift Schedule

Pt
(_) Others

| Alerting Frequency Control

Maximum Alerts: 3 Alerts
Minimum Alert 30 Minutes
Interval:

Quiet Hours: 00:00 ta| 00:00 ©

Co [

5.2. Operation permission
management

This topic provides answers to some frequently asked questions about operation permission

management.
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How do | grant users in a workspace the permissions on service
modules?

You can assign built-in roles to RAM users to control their permissions on service modules based on your
business scenarios. You can also assign custom workspace-level roles to the RAM users to control their
read/write permissions on service modules. For more information about the permissions of each built-in
role, see Permissions of built-in workspace-level roles. For more information about custom workspace-level
roles, see Manage workspace-level roles and members.

How do | grant users in a workspace the operation permissions on
compute engine instances?

Afteryou assign a workspace-level role to a user, the operation permissions granted to the user are
based on the compute engine type and compute engine configurations.

e Logic of operation permissions on MaxCompute compute engine instances:

o The DataWorks built-in roles and the roles in a MaxCompute project in the development
environment have a permission mapping. By default, a Dataworks built-in role has all the
permissions its mapped MaxCompute project role has on MaxCompute compute engine instances in
the development environment.
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o The DataWorks built-in roles and the roles in a MaxCompute project in the production environment
do not have a permission mapping. A DataWorks built-in role cannot directly manage resources of a
MaxCompute project in the production environment.

@ Note For example, a user that is assigned the Workspace Manager or Development role
has permissions on most service modules and all the permissions on a workspace in the
development environment (a MaxCompute project in the development environment). By
default, the user that is assigned the Workspace Manager or Development role does not have
the permissions on the same workspace in the production environment (the same MaxCompute
project in the production environment). If a RAM user wants to access a table in the production
environment fromthe development environment, you must apply forthe operation
permissions on the table for the RAM user in Data Map. For more information, see Request
permissions.

Node running environment Scenario

® Scenario 1: Use an Alibaba Cloud account or a RAM user to runthe s
elect coll from tablename command to access atable inthe
development environment. Specify the table name in the following
format: projectname_dev.tablename.

® Scenario 2: Use an Alibaba Cloud account or a RAM userto runthe s
elect coll from projectname.tablename command to access a

The node is run in table in the production environment. Specify the table name in the
DataStudio (in the following format: projectname.tablename.
development
environment). )
@ Note By default, a RAM user that is not selected when you

associate a MaxCompute compute engine instance with a
workspace does not have permissions to access data in the
production environment. If you want to use the RAM user to
access data in the production environment, you must apply for
permissions in Data Map.

Scenario: Use the account that is selected when you associate a

The node is run in MaxCompute compute engine instance with a workspace to runthe se
Operation Center (in the lect coll from tablename command to access atableinthe
production environment). production environment. Specify the table name in the following format:

projectname.tablename.

e Logic and description of operation permissions on E-MapReduce (EMR) compute engine instances:

> Document Version: 20220712 102


https://www.alibabacloud.com/help/doc-detail/211159.htm#task-2065910/section-180-btp-pt7

FAQ-Accounts and permissions

DataWorks

o Logic: If your workspace is associated with an EMR compute engine instance, the permissions of a

built-in role on DataWorks service modules depend on the permissions of the role. The permissions
of the built-in role on the compute engine instance are the same as the permissions of the account

that is selected when the compute engine instance is associated with the workspace.

Mode

Shortcut mode

Security mode

Environment

The node is run in
DataStudio (in the
development
environment).

The node is run in
Operation Center (in
the production
environment).

The node is run in
DataStudio (in the
development
environment).

The node is run in
Operation Center (in
the production
environment).

Account in use

Hadoop user

The account that you
selected for the
development
environment when you
configure the compute
engine

The account that you
selected for the
production
environment when you
configure the compute
engine

How it works

You can configure the
Lightweight Directory
Access Protocol (LDAP)
permission mapping
for members in a
DataWorks workspace
to manage the
permissions of a RAM
user on EMR features
when the RAM user
uses Dataworks. When
you use an Alibaba
Cloud account or a
RAM user to commit
code in Dataworks,
the user that has the
same name in EMR will
run the node.

@ Note For
more information
about the
permission
mapping between
Dataworks
members and EMR
users, see
Associate an EMR
cluster with a
Dataworks
workspace.

o Permission control: You can use EMR Ranger to manage the permissions of each userin an EMR
compute engine instance. This ensures that Alibaba Cloud accounts, node owners, or RAM users
have different data permissions when they run EMR nodes in Dataworks.

e Logic of operation permissions on other compute engine instances:
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If you associate a workspace with a compute engine instance other than a MaxCompute or EMR
compute engine instance, whether the node that you want to run in DataStudio can use the
compute engine resources is determined by the account that is selected when you associate the
compute engine instance with the workspace.

How do | allow access to the DataWorks console only from the
internal network of an enterprise?
If you want to allow access to the Dataworks console only from the internal network of an enterprise,

log onto the RAM console and configure a security policy to allow access only from the public IP
addresses that are mapped to the private IP addresses of the enterprise.

For more information, see Configure security policies for RAM users.

5.3. ActionTrail

This topic describes the answers to the frequently asked questions about ActionTrail.

e How do Iretrieve events that record the operations performed by users in Dataworks, such as the
operation to download data fromthe Dataworks console?

e What settings can | configure forimportant data in advance to trace data leaks?
e How can | audit permissions that are granted to a MaxCompute table?
e X#HUE, How do Irestore a deleted node?

e How do | compare node versions and roll backto an earlier version?

How do | retrieve events that record the operations performed by
users in Dataworks, such as the operation to download data from
the DataWorks console?

DataWorks is integrated with ActionTrail. T his allows you to view and retrieve DatawWorks behavioral
events of your Alibaba Cloud account over the last 90 days in the ActionTrail console. You can use
ActrionTrail to deliver the events to a Logstore in Log Service or a specific Object Storage Service (0OSS)

bucket for monitoring and alerting. This meets the requirements for timely auditing, problem
backtracking, and problem analysis. For more information, see Use ActionTrail to query behavior events.

What settings can | configure for important data in advance to trace
data leaks?
To protect important data, enable the data watermark feature on the Data Masking page of Data

Security Guard so that you can trace the users who may cause the data leaks. For more information, see
Create a data masking rule.

How can | audit permissions that are granted to a MaxCompute
table?

Go to Security Center. On the Permission audit tab of the Data access control page, check the members
who have the permissions on a table and the validity period of the permissions. You can also revoke the
permissions.Audit permissions

How do | restore a deleted node?
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You can restore a node that is recently deleted in the Recycle Bin pane in DataStudio. T ake note that
DataWorks generates a new ID for the restored node.

How do | compare node versions and roll back to an earlier version?

Double-click the node on the DataStudio page. In the right-side pane, click Versions to compare
versions and roll back to an earlier version. For more information, see Versions.
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6.Resource groups
6.1. Exclusive resource groups

This topic provides answers to some frequently asked questions about exclusive resources groups of
Dataworks.
e Use scenarios

o In which scenario do | need to use an exclusive resource group for scheduling?

o In which scenario do I need to use an exclusive resource group for Data Integration?

o Network environments

o What conditions must be met before an exclusive resource group can access a data source that
resides in a VPC?

o How do | view the network environment of a data source?

o What information about an exclusive resource group must be added to the whitelist of a data
source that the exclusive resource group needs to access?

e Renewal and configuration modification
o How do I renew a resource group?

o How do I change the specifications of an exclusive resource group? How do I scale in orout an
exclusive resource group?

e Use instructions

o How do I change the resource group for scheduling that is used to run a node?

o How do I change the resource group for Data Integration that is used to run a Data Integration
node?

o How do | associate an exclusive resource group with or disassociate an exclusive resource group
from a workspace?

In which scenario do | need to use an exclusive resource group for
scheduling?

If a node that is not used for data integration needs to access a data source that resides in a virtual
private cloud (VPC) or a data source that is configured with a whitelist, you must use an exclusive
resource group for scheduling. For more information, see Create and use an exclusive resource group for
scheduling.

In which scenario do | need to use an exclusive resource group for
Data Integration?

If you want to synchronize data from a data source that resides in a VPC, you must use an exclusive

resource group for Data Integration. For more information, see Create and use an exclusive resource group

for Data Integration.

How do | change the resource group for scheduling that is used to
run a node?

1. If youwant to change the resource group for scheduling used to test the running of a node that is
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in the development environment, performthe following operation:

Click Run with Parameters in the top toolbar on the configuration tab of the node. Inthe
Parameters dialog box, select the resource group that you want to use.

C B 8 £

) “hina(Shanghai)
Run with Parameters(Fé) .

2. If you want to change the resource group for scheduling used to run a node that is in the
production environment, use one of the following methods:

o Change the resource group for scheduling on the configuration tab of the node. Then, commit
and deploy the node for the change to take effect.

On the configuration tab of the node, clickthe Properties tab in the right-side navigation pane.
In the Resource Group section of the Properties tab, select the resource group that you want
to use. Then, save the change, and commit and deploy the node for the change to take effect.
For more information, see Configure a resource group.

X Properties
Resource Group ~ 1 Purchase Resource Group

Resource  Commeon scheduler resource group
Group :

o Change the resource group for scheduling in Operation Center of the production environment.

On the DataStudio page, click the B icon in the upper-left comer and choose All Products >

Task Operation > Operation Center to navigate to the Operation Center page of the
production environment. On the Operation Center page, choose Cycle Task Maintenance > Cycle
Task in the left-side navigation pane. On the Cycle Task page, find the auto triggered node and
choose More > Modify Scheduling Resource Group in the Actions column.

& Operation Center v & DataStudio &
Overview
RealTime Task Maintenance Search Node Type: Owner:
Cycle Task Maintenance O efre

Cycle Task
)

Cycle Instance
Parch Data 700003259535 Apr 28,2020 10:46:40 0DPS_SQL By the Day Interval DAC 1| Patch Data ¥ lII'
Test Instance 700002944540 Apr 28,2020 10:46:39 0DPS_SQL By the Day Interval ‘
Manual Task Maintenancev 700002944539 Apr 28,2020 10:35:15 0DPS_SQL By the Day Interval

B N4 700002345286 Apr 27,2020 10:31:24 0DPS_SQL By the Hour Interval
700002345289 Apr 27,2020 10:3124 0DPS_SQL By the Hour Interval

700002563306 Apr 24,2020 18:32:08 ODPS_SQL By the Day Interval

700002554758 Apr 23,2020 16:24:57 ODPS_SQL By the Hour Interval

@ Note Zero load nodes do not occupy resources. Therefore, you do not need to or
cannot change the resource group for scheduling for a zero load node.
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How do | change the resource group for Data Integration that is used
to run a Data Integration node?

1. If youwant to change the resource group for Data Integration used to test the running of a Data
Integration node that is in the development environment, performthe following operation:

On the configuration tab of the node, clickResource Group configuration in the right-side
navigation pane. On the Resource Group configuration tab, select the exclusive resource group for
Data Integration that you want to use fromthe Exclusive Resource Group drop-down list.

The data integration task runs in the resource group, and the joint debugging operation
with the data source is also initiated in the resource group. According to the specific

scope of application of each resource group, select the appropriate resource group for
your network scenario.

Public Network Accessible Data Source

Public Network DataWorks
Accessible

Data Source

Exclusive Resource Groups:

@ Note If this exclusive resource group is also required in the production environment, you
must select this resource group for this node and commit and deploy the node to the
production environment.

2. If youwant to change the resource group for Data Integration used to run a Data Integration node
that is in the production environment, performthe following operations:

On the DataStudio page, click the B icon in the upper-left corner and choose All Products > Task

Operation > Operation Center to navigate to the Operation Center page of the production
environment. On the Operation Center page, choose Cycle Task Maintenance > Cycle Task inthe
left-side navigation pane. On the Cycle Task page, find the auto triggered node for which you

want to change the resource group and click Modify Data Integration Resource Group in the lower
part of the page.
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How do | renew a resource group?

Log onto the Dataworks console. Click Resource Groups in the left-side navigation pane. Onthe
Resource Groups page, find the resource group that you want to renew and click Renew in the Actions

column.

DataWerks

Resource Groups

Creste Resource Group for Data Integration Create Resource Group for DotaService Studio
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@ Note

e [f you want to use a RAM userto renew a resource group, you must grant the required
permissions to the RAM user. For more information, see User permission management.

e [f you want to switch the renewal method of the resource group between manual renewal
and auto renewal, you can performthe operation on the Renewal Management page based
on the instance name of the resource group.

Exclusive Resource Groups

Instance
spedfieations:
ec

Vswiteh:

Ec») AlibabaCloud = & Wokiench @ %2 (18) v Q Search Expenses Tickals ICP Entepise Swpot Aop BJ O W @ EN ¢
Datsorks Dataorts / Resource Gougs Adg Funts

orders
Exclusive Resource Groups | Public Resource Groups | Custom Resource Groups voes
B

c
Ranewal Management

Vaiid Unti G Usar Canter ¢ Graup Usage Actions

222030 o ion Upgrade Renew

Resource Groups Runing  2022:0205 2 o
Open Platiorm 9

Compute Engines ~
Resource Group for DataService Studke Obpied X202 o Renew

MaxCompute

How do | change the specifications of an exclusive resource group?
How do | scale in or out an exclusive resource group?

Log onto the DataWorks console. Click Resource Groups in the left-side navigation pane. The Exclusive
Resource Groups tab appears. On the Exclusive Resource Groups tab, find the desired exclusive resource
group and click Scale Out, Scale In, or Change Specifications in the Actions column to performthe
related operation.

Dataorks Datalorks / Rescurce Groups Product Updates  Docurmentaton

Cverview

Exclusive Resource Groups  Public Resource Groups  Custom Resource Groups

Workspaces

up for Dt ltegration. | Creste Resos for D O ecibened O c
Resource Group name/remarks Type Status 7 Vel Unti Graups Resource Group sage: Actons
Alerts -~
Niew Information OB Assistant
i LETE z Scale Out Scale In_ R
b = Resaurce Groups  funning 20220205 2 0%
Alert Contacts

e [f youwant to use a RAM userto renew a resource group, you must grant the required
permissions to the RAM user. For more information, see User permission management.

e If you scale in orout a resource group, the number of resources in the resource group is
decreased or increased.
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What conditions must be met before an exclusive resource group can
access a data source that resides in a VPC?

If you want to use an exclusive resource group to access a data source that resides in a VPCin
DataWworks, the following conditions must be met:

e The exclusive resource group resides in the same zone as the data source and is associated with a

VPC.

e The exclusive resource group is associated with the same VPC and vSwitch as the data source.

e If the data source is configured with a whitelist or security group, the elastic IP address (EIP) of the
exclusive resource group or the Classless Inter-Domain Routing (CIDR) block of the VPC or vSwitch with
which the exclusive resource group is associated is added to the whitelist or security group. For more
information, see Configure a whitelist and Configure a security group for an ECS instance where a
self-managed data store resides.

How do | view the network environment of a data source?

e [f you want to view the network environment of an ApsarabDB RDS data source, performthe following
steps:

V.

Log onto the ApsaraDB RDS console.

In the left-side navigation pane, click Instances. On the Instances page, find the instance whose
network environment you want to view and click the instance name to go to the details page of
the instance.

In the left-side navigation pane of the instance details page, click Database Connection.

. Onthe Database Connection page, click Switch VSwitch.

i )

We recommend that you use an internal endpoint to connect to the instance. The IP address associated with the internal endpoint may change.

Access Mode Topology

In the Switch VSwitch dialog box, view the vSwitch with which the data source is associated.

e [f you want to view the network environment of a self-managed data source hosted on an Elastic
Compute Service (ECS) instance, performthe following steps:

Log onto the ECS console.

In the left-side navigation pane, choose Instances & Images > Instances. On the Instances page,
find the instance whose network environment you want to view and click the instance name to
go to the details page of the instance.

Ontheinstance details page, view the configuration information of the instance.
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Monitoring Security Groups Cloud Disk Snapshot-consistent Groups Snapshot ENls Remote Commands/Files Qperation Records Health

Basic Information Diagnose Instance Health £ Restart Stop  Configure Security Group Rule  Reset Password 2

£ ° Running

nstance 1D Region

China (Shanghai)

Shanghai Zone G

Unbind EIP Modify Hostname
Created At
Add to Security Group Mar 23, 2021, 11:37:00
ase Time
Modify Instance Description - Release
PU and Memary
5
Operating Systes S
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ype Image IC
ecsgSalarge = Create Custom Image
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What information about an exclusive resource group must be added
to the whitelist of a data source that the exclusive resource group
needs to access?

How do | associate an exclusive resource group with or disassociate
an exclusive resource group from a workspace?

Log onto the Dataworks console. Click Resource Groups in the left-side navigation pane. The Exclusive
Resource Groups tab appears. On the Exclusive Resource Groups tab, find the exclusive resource group
for which you want to change the workspace and click Change Workspace in the Actions column. Inthe
Modify home workspace dialog box, you can associate the resource group with or disassociate the
resource group from a workspace.

DataWorks DataWorks

Workspaces

Create Resource Group for Scheduing [l Create Resource Group for Dot Integration. [ Create Resource Group for DataService Stuio

Resource Group name/remarks ype Status aidUntl  Groups

@ Note You must obtain the administrator permissions of the workspace before you can
performthe preceding operations.

6.2. Custom resource groups

This topic describes the answers to the frequently asked questions about custom resource groups.

e How do linstall a monitor?
e What canldo if Ifailto add an ECS instance to a custom resource group for scheduling?
e What canldo if an ECS instance is suddenly stopped and fails to be restarted?

e What canldo if a node that is running on a custom resource group for scheduling is waiting for
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resources for an extended period of time?
e How do Itemporarily disable orinitialize the agent?
e How do I enable the agent to automatically work after I restart an ECS instance?
e What canldo if Ifailto start a customresource group?
e What are the advantages of custom resource groups?
e What are the limits on custom resource groups?
e What information do I need to view after linstall a custom resource group?
e How do I monitorthe status of the agent process?
e What types of resources does the DataWorks scheduling system provide?
e How do | use custom resource groups?
e What canldo if an error message is returned when | add an ECS instance to a custom resource group?
e What canldo if the custom resource group | create is unavailable?
e What can ldo if an ECS instance is normal but a shell node fails?
e What canldo if Ifailto find a specific operational log file of Dataworks?

e What canldo if an OOM error occurs and I fail to allocate memory to relevant threads whenlrun a
node on a custom resource group?

e How do Ifix the log4j exception of DataX when | use a custom resource group for Data Integration?

How do | install a monitor?

If an error occurs when you use a custom resource group for scheduling, check whether a monitor is
installed for the agent by performing the following steps:

1. Log onto each Elastic Compute Service (ECS) instance and switch to the root user.

2. Runthe following command:

wget https://alisaproxy.shuju.aliyun.com/install monitor.sh --no-check-certificate

3. If no monitor is installed, run the following script to install one:

sh install monitor.sh

wWhat can I do if | fail to add an ECS instance to a custom resource
group for scheduling?

If youfailto add an ECS instance to a custom resource group for scheduling and the status of the
instance is always Stopped, consider the following reasons:

e The hostname or UUID you entered on the ECS instance registration page is different fromthe actual
one.

Methods that you can use to check the hostname or UUID:

113 > Document Version: 20220712


https://www.alibabacloud.com/help/doc-detail/153345.htm#section-kp9-aps-j0s

Dataworks FAQ-Resource groups

o If you set the network type to classic network, check whether the hostname and IP address you
entered on the registration page are the same as those returned afteryourunthe hostname
and nostname -i commands on the ECS instance. Take note that you can set the network type
to classic network only if the ECS instance is in the China (Shanghai) region.

@ Note Checkwhether you have changed the hostname. If you have changed the
hostname, go to the /etc/hosts directory and check whether the instance is bound to a host.
If the instance is bound to a host, enter the name of the bound host on the registration page.

o If you set the network type to Virtual Private Cloud (VPC), check whether the UUID you entered on
the registration page is the same as that returned afteryou runthe dmidecode | grep UUID

command on the ECS instance.

@ Note
m If you do not install dmidecode, install it first.
m The UUIDs returned by different versions of dmidecode are case-sensitive.

® The hostnames are case-sensitive.

If the issue is caused by this reason, resolve it by performing the following steps:
i. Remove the original instance.
ii. Enterthe valid IP address and hostname or UUID and register the instance again.
e The initialization commands are invalid.
To check whether the initialization commands are valid, perform the following steps:

i. Log onto the ECS instance and run the following command:

cat /home/admin/alisatasknode/target/alisatasknode/conf/config.properties | grep driv
er

ii. Logontothe DataWorks console.

iii. Inthe left-side navigation pane, click Resource Groups.

iv. Onthe Resource Groups page, clickthe Custom Resource Groups tab.

v. Find the required resource group and click Initialize Server in the Actions column.

vi. Checkwhether the username in the output of the preceding command is the same as that inthe
initialization dialog box.

If the issue is caused by this reason, run the valid commands listed in the initialization dialog box to
re-initialize the instance.
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@ Note

o Afteraninstance is registered, you can initialize the instance on the Custom Resource
Groups tab of the Resource Groups page.

The initialization commands for different resource groups are different and cannot be
mixed up.

o Copythe commands inthe Initialize Server dialog box and run themin sequence.

o Forinstances in a VPC, use the initialization commands for instances on the classic
network.

e The difference between the time of the ECS instance and time in UTC+8 is greater than 5 minutes.
To checkthe time difference, performthe following steps:
i. Log onto the ECS instance.

i. Runthe date command and checkwhetherthe difference between the returned time and
time in UTC+8 is greater than 5 minutes.

If the issue is caused by this reason, confirm that a time adjustment does not affect your business
and then adjust the time of the ECS instance to that in UTC+8.

e The permissions on relevant directories are invalid.
To checkthe permissions, perform the following steps:
i. Logontothe ECSinstance and runthe ps -ef | grep zoo | grep -v cdp Ccommand.
ii. Checkwhetherthe returned processes are owned by the admin user.

If the processes are owned by the admin user, check whether the admin user has permissions on
the /home/admin/alisat asknode directory and its subdirect ories.

If the root permission is required, performthe following steps:
i. Switchto the root userand runthe chown admin:admin /home/admin -R command.

ii. Switch backto the admin userand runthe /home/admin/alisatasknode/target/alisatasknode/b
in/serverctl restart command to restart the agent.

e Anerroroccurs whenthe install.sh script is run.

To check whether an error occurs when the install.sh script is run, perform the following steps:
i. Runthe install.sh script.

ii. Checkwhethera logfileis generated inthe /nome/admin/alisatasknode/logs directory. If no
log file is generated, the agent is not installed.

If the issue is caused by this reason, resolve it by performing the following steps:

i. Checkwhetherthe operating system of the ECS instance is CentQS 5, CentQS 6, or CentQS 7. If
the ECS instance does not run one of the preceding operating systems, change the operating
system and re-initialize the instance.

ii. Runthe /opt/taobao/java/bin/java -v command to checkwhether the version of the Java
Development Kit (JDK) is 1.8.

ii. Runthe 1s -al /opt/taocbao command to checkwhetherthe admin user has permissions on
the /opt/taobao directory. If the root permission is required, switch to the root user and run the
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chown admin:admin /opt/taobao -R command. Then, switch backto the admin user and run
the initialization commands.

What can | do if an ECS instance is suddenly stopped and fails to be
restarted?

If aninstance in a custom resource group instance is suddenly stopped after a period of use and fails to
be restarted or the issue persists after the restart, consider the following reasons:

e Different users have started the agent. This results in inconsistent permissions on relevant directories.
To check whether different users have started the agent, performthe following steps:
i. Log onto the ECS instance and switch to the root user.
ii. Runthe ps -ef | grep zoo | grep -v cdp Command.

If two processes are returned, different users have started the agent. In this case, performthe
following steps:

i. Logontothe ECS instance and runthe xi11 -9 command to end the two processes returned
by the preceding ps command.

i. Switchto the root userand runthe chown admin:admin /home/admin/ -R command.

i. Switch backto the admin user.

V. Runthe /home/admin/alisatasknode/target/alisatasknode/bin/serverctl restart Command
to restart the agent.

e Relevant processes occupy too many handles.
To check whether relevant processes occupy too many handles, performthe following steps:

o Logontothe ECSinstance and runthe grep "temporarily unavailable" /home/admin/alisatask
node/logs/alisatasknode.log command. If aresult is returned, relevant processes occupy too
many handles.

o Restart the agent. If you fail to restart the agent and the error message caused by: java.io.IOE
xception: error=11, Resource temporarily unavailable IS returned, relevant processes occupy
too many handles.

If the issue is caused by this reason, resolve it by performing the following steps:

i. Switchto the root userand runthe ps -ef | grep zoo | grep -v cdp command.

ii. Runthe xi11 -9 command to end all the processes returned by the preceding ps
command.

ii. Runthe chown admin:admin /home/admin/ -R command.
iv. Switch backto the admin user.

V. Runthe /home/admin/alisatasknode/target/alisatasknode/bin/serverctl restart command
to restart the agent.

e The ECS instance is in a VPC and the UUID of the ECS instance is changed.

i. Logontothe ECS instance and runthe dmidecode | grep UUID command. If the lettersinthe
UUID were in uppercase, check whether the returned letters are in lowercase.

ii. Compare the returned UUID with the one inthe Manage Server dialog box.
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If the issue is caused by this reason, remove the original instance on the Custom Resource Groups
tab and add the instance with the new UUID.

@ Note If the instance cannot be removed and the error message remove node failed,
exception: [3006:ERROR GATEWAY EXIST TASKS]:gateway tasks not empty IS returned, record the
region where the instance resides, copy the error message, and then submit a ticket to seek
technical help from Alibaba Cloud.

What can | do if a node that is running on a custom resource group
for scheduling is waiting for resources for an extended period of
time?
If a node that is running on a custom resource group for scheduling is waiting for resources for an
extended period of time, consider the following reasons:
e The ECS instance that processes the node is stopped.
To check whether the ECS instance is stopped, performthe following steps:

i. Log onto the Dataworks console.

ii. Inthe left-side navigation pane, clickResource Groups.

iii. Onthe Resource Groups page, clickthe Custom Resource Groups tab.

iv. Find the instance to be checked and click Manage Server in the Actions column to check
whether the status of the ECS instance is Stopped.

If the ECS instance is stopped, log onto the instance and start the agent.

e The ECS instance is temporarily unavailable.
o To checkwhether the ECS instance is temporarily unavailable, performthe following steps:

a. Log onto the ECS instance.

b. View logs in the /home/admin/alisat asknode/logs/alisat asknode_status.logfile.

The logs display the status of the instance in real time. If the instance status is BUSY or
HANGUP, a node that is running on the instance occupies many resources.

o To resolve the issue, performthe following steps:
a. Runthe ps -ef | grep taskexec command to view the relevant processes of nodes.
b. Checklogsto find the node that occupies many resources.

If the node is abnormal, terminate it in the DatawWorks console. Wait 2 minutes. Then the instance
automatically works again.

e The agent is abnormal.
To check whether the agent is abnormal, performthe following steps:
o Runthe df -h command to check whetherthe disk usage is 100%.

o Checkwhetherthe CPU utilization and memory usage are too high.

If the issue is caused by this reason, resolve the issue of the instance and then restart the agent.

How do | temporarily disable or initialize the agent?
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To temporarily disable the agent, select one of the following methods:

e If you add the agent on the Custom Resource Groups tab of the Resource Groups page, find the
instance for which you want to disable the agent and click Manage Server in the Actions column. In
the Manage Server dialog box, click Freeze.

o If you added the agent onthe Custom Resource Groups page in Data Integration, the agent
cannot be stopped. You can submit a ticket to seek technical help from Alibaba Cloud.

To initialize the agent, performthe following steps:

1. Switchto the root userand runthe ps -ef | grep zoo | grep alisa command.

2. Runthe ki1l -9 command to end the processes returned by the preceding ps command.
3. Delete the /home/admin/alisatasknode directory.
4

. Runthe install.sh script in an empty directory.

@ Note Download the install.sh script in the region where the instance resides.

How do | enable the agent to automatically work after | restart an
ECS instance?

Afteryou restart an ECS instance, you can performthe following steps to enable the agent to
automatically work:

1. Log onto the ECS instance and switch to the root user.

2. Runthe wget https://alisaproxy.shuju.aliyun. com/install monitor.sh --no-check-certificat
e command.

3. Runthe sh install monitor.sh command.

What can | do if | fail to start a custom resource group?

If you enterthe hostname instead of the UUID to register an ECS instance whose network type is VPC
and fail to start a customresource group, runthe tail -f
/home/admin/alisatasknode/logs/alisatasknode.log command to view the operational logsto
determine the cause.

If you enterthe UUID to register an ECS instance whose network type is VPC and fail to start a custom
resource group, the initialization commands may be invalid and you must change the commands to the
valid ones.

To resolve the issue, performthe following steps:
1. Log onto the Dataworks console.
2. Inthe left-side navigation pane, click Resource Groups.
3. Onthe Resource Groups page, clickthe Custom Resource Groups tab.
4

. Find the instance for which you want to change initialization commands to the valid ones and click
Initialize Server in the Actions column.

w

. Performthe steps listed in the Initialize Server dialog box.

@ Note InStep 3, change enable uuid=false tO enable uuid=true inthe commands.
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What are the advantages of custom resource groups?

e Ensure enough resources: If all tenants share shared resource groups, high resource usage may lead
to an extended period of time for waiting for resources. If you have high requirements for resource
usage, you can select a custom resource group to run your node when you create the node.

e Connect to databases in various network environments: Shared resource groups cannot connect to
databases in a VPC. Therefore, you can use a custom resource group to connect to databases in the
VPC.

e Be used for scheduling: If resources for scheduling are insufficient, you can use a custom resource
group.

e |Improve concurrency: Shared resource groups contain a limited number of slots. You can add slots by
creating custom resource groups to concurrently run more nodes.

What are the limits on custom resource groups?
e You can add an ECS instance to only one custom resource group, but you can add multiple ECS
instances to a custom resource group.

e [f you set the networktype to classic network when you register an ECS instance, you must enter the
hostname of the instance. If you set the networktype to VPC, you must enter the UUID of the
instance.

e You can select only one network type for each custom resource group.
e You cannot run manually triggered node instances on custom resource groups.

e ECS instances must be able to access the Internet. You can configure a public IP address, an Elastic IP
Address (EIP), and a SNAT IP address of the NAT gateway for an ECS instance.

What information do | need to view after | install a custom resource
group?
Afteryou install a custom resource group based on the instructions in the Dataworks console, log onto

an ECS instance and view the following information about the agent:

e Default directory: /home/admin/. T his directory usually contains the following folders:
o alisatasknode: stores agent-related configurations and commands.

o dataxand datax-on-flume: store the synchronization wrapper library and configurations.

[root@iZ Z ~1# c¢d /home/admin/

[root@iZwe m o " Z admin]# 1s

e Agent-related commands: You can run commands such as stop, start, and restart on the agent
process.

/home/admin/alisatasknode/target/alisatasknode/bin/serverctl start/stop/restart

e QOperational logs: The operational logs of the agent are stored in the following direct ories:

o /home/admin/alisatasknode/taskinfo/: stores the operational logs of shell scripts. The logs are
the same as the operational logs of Dataworks nodes.

o /home/admin/alisatasknode/logs. The alisatasknode.log file stores the running information of the
agent, such as the node operations and the heartbeat status of the agent.
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o /home/admin/datax3/log: stores detailed operational logs of data integration nodes. If a node
fails, you can view the logs for troubleshooting.

How do | monitor the status of the agent process?

You can performthe following steps to monitor the agent process. If the agent process exits, you can
recover it at the earliest opportunity.

1. Log onto the ECS instance as the root user.

2. Runthe wget https://alisaproxy.shuju.aliyun. com/install monitor.sh --no-check-certificat
e command.

3. Runthe sh install monitor.sh command. By default, monitoring logs are stored inthe /home/
admin/alisat asknode/monitor/monitor.log file.

What types of resources does the DataWorks scheduling system
provide?

Custom resource groups are used in the DatawWorks scheduling system. The DatawWorks scheduling
system provides level-1 scheduling resources and level-2 running resources.

e Level-1 scheduling resources: Go to the Operation Center page and choose Cycle Task
Maintenance > Cycle Instance in the left-side navigation pane. On the Cycle Instance page, right-
click the specified instance in the directed acyclic graph (DAG) on the right and select More. On the
General tab, you can view the level-1 scheduling resources.

e Level-2 running resources: Go to the Data Integration page and click Custom Resource Group in
the left-side navigation pane. On the Custom Resource Groups page, you can view the level-2 running
resources.

How do | use custom resource groups?
e Configure level-1 scheduling resources

Log onto the Dataworks console. In the left-side navigation pane, clickResource Groups. Onthe
Resource Groups page, clickthe Custom Resource Groups tab and create a custom resource group
onthistab.

@ Note The resource groups that you create on this tab are applicable to shell nodes, and
the resources that you configure on this tab are level-1 scheduling resources.

e Configure level-2 running resources

i. Log onto the DataWorks console. In the left-side navigation pane, click Workspaces. On the
Workspaces page, find the specified workspace and click Data Integration in the Actions
column. On the page that appears, click Custom Resource Group in the left-side navigation
pane. On the Custom Resource Groups page, click Add Resource Group in the upper-right
cornerto create a custom resource group. For more information, see Create and use a custom
resource group for Data Integration.

@ Note The resource groups that you create on this page are applicable only to
synchronization nodes, and the resources that you configure on this page are level-2 running
resources.

ii. Afteryou create the customresource group, go to the configuration tab of the specified node
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in DataStudio. In the right-side navigation pane, click the Resource Group configuration tab.
In the Resource Group configuration panel, select the customresource group that you created.

You can control the sync process by throttling the bandwidth or limiting the dirty data records allowed.

©)

Disable Enable (@

@ The node automatically ends

when the number of dirty data records reaches XX.

What can | do if an error message is returned when | add an ECS
instance to a custom resource group?

If the error message gateway already exists is returned whenyou add an ECS instance to a custom
resource group, performthe following steps to resolve this issue:

1. Checkwhether an ECS instance with the same hostname or UUID exists on the Custom Resource
Groups tab of the Resource Groups page and the Custom Resource Groups page in Data
Integration. This is because the error message indicates that the ECS instance has been registered
inthe gateway and an ECS instance can be added to only one custom resource group.

2. If you do not find such an ECS instance in your workspace, provide the request ID for Alibaba Cloud
engineers for consultation.

What can | do if the custom resource group | create is unavailable?

e View logsinthe alisatasknode.logfile to check whether the heartbeat status code 302 is returned. If
the heartbeat status code 302 is returned, check the following items:

o Checkwhether the UUID on the Custom Resource Groups page is the same as that returned after
yourunthe dmidecode | grep UuID command on the ECS instance.

(@ Note The UUIDis case-sensitive.
o If the UUIDs are different, enter the valid UUID and reinstall the agent.

@ Note Fordmidecode 3.0.5 or earlier, letters in a UUID are in uppercase. If you upgrade
dmidecode to 3.1.2 or later, the letters in the UUID change to lowercase ones. This leads to an
abnormal heartbeat. In this case, you must reinstall the agent.

o Checkwhetherthe username and password inthe config.propertiesfile are the same as those that
appear when you install the agent on the custom resource group page. If not, reinstall the agent
by running the commands listed in the agent installation dialog box.

o If the UUID, username, and password are valid, check the node.uuid.enable parameter in the config.
propertiesfile. For an ECS instance in a VPC, the value of this parameter must be true. If
node.uuid.enable is set to false for an ECS instance in a VPC, change the value to true and restart
the agent process.

e View logsinthe alisatasknode.logfile to check whether the logs contain information related to
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connection timeout. If such information exists, performthe following steps:

i. Checkwhetherthe ECS instance can access the Internet, for example, whether the ECS instance is
configured with a public IP address, an EIP, or a SNAT IP address of the NAT gateway. You can
runthe ping www.taobao.com command and check whether www.taobao.com can be reached
by PING messages to determine whether the ECS instance can access the Internet.

ii. If the ECS instance can access the Internet, check whether access controlis enabled in the
outbound rule of the security group for traffic overthe Internet or internal network. If access
controlis enabled, add the IP address and port number of the gateway to the outbound rule.

What can | do if an ECS instance is normal but a shell node fails?

e Use the keyword T3_0699121848 to search for detailed error information in the alisatasknode.logfile.
e Logonto the ECS instance, switch to the admin user, and thenrunthe python -v command to
check whether the Python versionis 2.7 or 2.6.

The agent supports Python V2.7 or V2.6. If the Python version is not V2.7 or V2.6, the error message
replace user hive conf error is returned.

2019-01-17 19:18:01,790 INFO [pool-2-thread-1] [FileRgent.java:264] [] - FERCHERARTI. ERLMEREE: /home/admin/alisatasknode/taskinfo//20190117/phoenix/19/17/57/k0613hpOosh2er:
2019-01-17 19 2 pool-2-thread-1] [CodeFormatUtils.java:352] (] - [73_0699111838) F B RBPHSH TR
2lo=011d Beolacainreadall lcodabormarinile daya. 639011 B a T R
2019-01-17 [pool-2-thread-1] [SetUsercConf.java:25] [] - Replace user hive conf error.Params from envmap is net correct. SET_USER_CONF:null IDE_HIVE_USER_REGION:nu.

2019-01-17

pool-2-thread-1] [NodeLcCalLég.jﬂVﬁ:fzi] [1 - AlisaNodeEHMTEE HEHR, XM, XE1E:/home/adnin/alisatasknode/taskinfo//20190117/phoenix/18/17/5
2018-01-17

[pool-11-thread-1] [AlisaNodeWrapperListener.java:138] [] - fE4 [T3_0699111838]The task process was abnormal exit, system set task rerun!!

What can I do if | fail to find a specific operational log file of

#gol£9rwd dbohml jtzgTu/

Log onto the ECS instance, switch to the admin user, and thenrunthe sh -x Script name

command. Check whether the command can be run. If the command fails to be run, resolve the issue
based onthe returned error message.

What can | do if an OOM error occurs and | fail to allocate memory to
relevant threads when | run a node on a custom resource group?

Problem description: An out of memory (OOM) error occurs when a node is run on a custom resource
group. The operational logs shown in the following figure indicate that memory cannot be allocated to
the relevant threads.

2019-03-26 15:12:41.063 [job-63992276] INFO JobContainer - Running by local Mode.
2019-03-26 15:12:41.073 [taskGroup-0] INFCO TaskGroupContainer - taskGroupld=[0] start [l] channels for [1l] tasks.
2019-03-26 15:12:41.080 [taskGroup-0] INFO Channel - Channel set byte speed limit to -1, No bps actiwvated.
2019-03-26 15:12:41.080 [taskGroup-0] INFO Channel - Channel set record_speed limit to -1, No tps activated.
Exception in thread "taskGroup-0" com.alibaba.datax.common.exception.DataXException: Code: [Framework-02], Description

at java.lang.Thread.start0(Native Method)

at java.lang.Thread.start(Thread.java:714)

at com.alibaba.datax.core.taskgroup.TaskGroupContainer$TaskExecutor.doStart (TaskGroupContainer. java:452)

at com.alibaba.datax.core.taskgroup.TaskGroupContainer.start (TaskGroupContainer.java:244)

at com.alibaba.datax.core.taskgroup.runner.TaskGroupContainerRunner.run (TaskGroupContainerRunner.java:24)

at java.util.concurrent.ThreadPoolExecutor.runWorker (ThreadPoolExecutor.java:1142)

at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:€1l7)
&g 1 Tl =l (Th = -JAC

[ java.lang.OutOfMemoryError: unable to create new native thread I
N 2 . . .

' ?

T
at java.lang.Thread.start (Thread.java:714)
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Cause: The memory size that you set when you create a custom resource group determines the slot
capability of the resource group. The system and agent processes in a resource group occupy a part of
memory. Therefore, the memory of an ECS instance cannot be all used for slots, and an OOM error may
occur when too many nodes are concurrently run.

Solution: We recommend that you decrease the memory size for the custom resource group and
reserve 2 GB of memory for the system and agent processes. If other processes exist, we recommend
that you reserve more memory.

How do | fix the log4j exception of DataX when | use a custom
resource group for Data Integration?

To fix the log4j exception, performthe following steps:

1. Download the Apache log4j-core file

Decompress the downloaded Apache log4j-core file named tar zxvf apache-log4j-2.17.1-b
in.tar.gz andfindthe 1log4j-core-2.17.1.jar JAR package inthe directory.

2. Fix the log4j exception

123

Upload the JAR package to a temporary directory.

Upload the 1og4j-core-2.17.1.jar JAR package to the temporary directory onthe ECS
instance, suchas /tmp/

i. Go to the DataX installation directory.

On the specified ECS instance in the custom resource group for Data Integration, runthe ca /
home/admin/datax3/ command to gotothe /home/admin/datax3/ installation directory of

DataX 3
Confirmthe JAR packages to be replaced.

Runthe find . -name "*log4j-core*" -exec 1s {} \; commandto querythe 1log4j-core
JAR packages.

The following figure shows the JAR packages to be replaced.

[root@iZbplds6lad4fgi23j3ys@Z ~1# cd /home/admin/datax3/ | &
[root@iZbplds6lad4fgi23j3ys@Z datax3]# find . -name "*log4j-core*" -exec ls {} \;
./plugin/reader/otsreader/1ibs/log4j-core-2.0.2.jar
./plugin/reader/hivereader/libs/log4j-core-2.6.2.jar
./plugin/reader/hdfsreader/libs/log4j-core-2.6.2.jar

./plugin/reader/otsstreamreader/libs/log4j-core-2.0.2. jar
./plugin/reader/ossreader/1ibs/log4j-core-2.6.2.jar
./plugin/writer/otswriter/1ibs/log4j-core-2.0.2.jar
./plugin/writer/hivewriter/libs/log4j-core-2.6.2.Jjar
[root@iZbplds6lad4fgi23j3ysaz datax3]# |

Backupthe 10g4j-core JAR packagesto be replaced.

Runthe find . -name "*log4j-core*" -exec mv {} /tmp \; commandto backupthe 1og
4j-core JAR packagesto bereplaced tothe /tmp directory.
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v. Replacethe 1o0g4j-core JAR packages.

Delete the JAR packages to be replaced fromtheir directory. Copythe /tmp/ log4j-core-2.17
.1.3ar JAR package and paste it into this directory. The following example provides sample
commands:

cp /tmp/log4dj-core-2.17.1.jar ./plugin/writer/hivewriter/libs/

cp /tmp/log4j-core-2.17.1.jar ./plugin/writer/otswriter/libs/
cp /tmp/logdj-core-2.17.1.jar ./plugin/reader/otsstreamreader/libs/
cp /tmp/log4j-core-2.17.1.jar ./plugin/reader/otsreader/libs/
cp /tmp/log4j-core-2.17.1.jar ./plugin/reader/ossreader/libs/

cp /tmp/logdj-core-2.17.1.jar ./plugin/reader/hivereader/libs/

e e e

cp /tmp/log4j-core-2.17.1.jar ./plugin/reader/hdfsreader/libs/

vi. View the replacement result.

Runthe find . -name "*log4j-core*" -exec 1ls {} \; command to view the replacement
result.

[adminé /home/admin/datax3]

$find . -name "*log4j-core*" -exec ls {} \;
./plugin/writer/hivewriter/libs/log4j-core-2.17.1.jar
./plugin/writer/otswriter/1ibs/log4j-core-2.17.1.jar
./plugin/reader/otsstreamreader/1libs/log4j-core-2.17.1. jar
./plugin/reader/otsreader/libs/log4j-core-2.17.1.jar
./plugin/reader/ossreader/1ibs/log4j-core-2.17.1. jar
./plugin/reader/hivereader/libs/log4j-core-2.17.1.jar
./plugin/reader/hdfsreader/1libs/log4j-core-2.17.1. jar

/home/admin/datax3]

@ Note Afterthe replacement is complete, pay attention to the execution process of
the scheduling task. If an exception occurs,

If you want to roll backto the original version of JAR packages, move the JAR packages that

you backed up to the directory fromwhich they are deleted, and delete the 1o0g4j-core-2.17
.1.jar JAR package. The following example provides sample commands:
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rm
rm
rm
rm
rm
rm
rm
cp
cp
cp
cp
cp
cp
cp

-rf ./plugin/reader/otsreader/libs/log4j-core-2.17.1.jar

-rf ./plugin/reader/hivereader/libs/logd4j-core-2.17.1.jar

-rf ./plugin/reader/hdfsreader/libs/logd4j-core-2.17.1.jar

-rf ./plugin/reader/otsstreamreader/libs/log4j-core-2.17.1.jar

-rf ./plugin/reader/ossreader/libs/log4j-core-2.17.1.jar

-rf ./plugin/writer/otswriter/libs/log4j-core-2.17.1.jar

-rf ./plugin/writer/hivewriter/libs/log4j-core-2.17.1.jar

/tmp/log4j-core-2.
/tmp/logdj-core-2.
/tmp/log4j-core-2.
/tmp/logdj-core-2.
/tmp/logdj-core-2.
/tmp/log4j-core-2.
/tmp/logdj-core-2.

0

A O o0 O o O
DN DNDN

020

.jar

jar

.jar
.Jjar
.jar
.Jjar

.jar

./plugin/reader/otsreader/libs/
./plugin/reader/hivereader/libs/
./plugin/reader/hdfsreader/libs/
./plugin/reader/otsstreamreader/libs/
./plugin/reader/ossreader/libs/
./plugin/writer/otswriter/libs/

./plugin/writer/hivewriter/libs/
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/.Data Source
7.1. Management of permissions on

data sources

T his topic provides answers to some commonly asked questions about management of permissions on
data sources.

e Which roles can manage permissions on data sources?

e (Canlshare a data source that has been shared?

e Canthe creator of a data source control the data source?

e What is a private data source?

e Which users can revoke the share permissions on a data source?
e How do I check the share relationship of a data source?

e Isthe connectivity status of the resource group to which the data source you want to share belongs
shared after the data source is shared?

e Isthe information of the task that has a dependency relationship with a data source shared after the
data source is shared?

Which roles can manage permissions on data sources?
The roles such as tenant owner, tenant administrator, workspace administrator, and project owner are
authorized to manage permissions on data sources.

Can | share a data source that has been shared?

DataWorks does not allow you to share a data source that has been shared.

Can the creator of a data source control the data source?
No. A data source is not controlled by the creator.

The creator may be removed or degraded to a low-privilege role such as developer due to incomplete
information of the creator. To ensure security of a data source, only the authorized roles are allowed
to control this data source.

What is a private data source?

A private data source is shared with a single user. Only this user has permissions to view and use this
data source.

Other users cannot view the data source even if they have permissions to control the data source.

Which users can revoke the share permissions on a data source?

e [f users have permissions to manage a data source, they can modify the share permissions on the
permission management page of the data source.

e If users have the edit share permissions on a data source, they can revoke the share permissions.

e [f users have the read-only share permissions on a data source, they cannot revoke the share
permissions.
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How do | check the share relationship of a data source?

e Afteradata source is shared with a user, the user can control the share relationship by using the
original data source, for example, cancel the sharing as needed. In this case, Dataworks does not
check the task dependency of the shared data source.

e Afteradata source is shared with a user that has the edit share permission and the user cancels the
sharing, DataWorks checks the task dependency of the shared data source. If the task dependency
exists, the user must delete the task that has a dependency relationship with this data source before
the user deletes the data source.

Is the connectivity status of the resource group to which the data
source you want to share belongs shared after the data source is
shared?

No. The shared data source is considered a new data source that may have a different resource group
fromthe original data source. Therefore, you must perform a connectivity test for the new data source.

Is the information of the task that has a dependency relationship
with a data source shared after the data source is shared?

No. The shared data source is considered a new data source. It has no relationship with the task that
has a dependency relationship with the original data source.

7.2. Troubleshooting for connections

This topic describes how to troubleshoot issues related to connectivity, parameters, and permissions
when you create connections in Dataworks.

Connectivity

@ Note

e [f you use an RDS data store, we recommend that you configure a whitelist forthe RDS data
store. For more information, see Configure a whitelist.

e [f you use a user-created data store on an Elastic Compute Service (ECS) instance, we
recommend that you configure a security group for the ECS instance. For more information,
see Configure a security group for an ECS instance where a self-managed data store resides.

Connectivity test failures are major issues.

e Problemdescription: When | create a connection to a MySQL data store whose network type is the
classic network, the connectivity test fails. The following error message is returned: connection fai
led, data store connectivity test failed, database connection failed, database connection st

ring: ... error message: Communications link failure. The last packet sent successfully to t

he server was 0 milliseconds ago. The dirver has not received any packets from the server .

Solution: The error is usually caused by network connectivity issues. We recommend that you check
whether your network is accessible, whether the firewall has limits on the specified IP address or port,
and whether the security group has been configured to allow traffic for the specified IP address or
port.

e Problemdescription: When | create a connectionto an ApsaraDB for MongoDB data store, the
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connectivity test fails. The following error message is returned:

error message: Timed out after 5000 ms while waiting for a server that matches ReadPrefer
enceServerSelector{readPreference=primary}. Client view of cluster state is {type=UNKNOWN
, servers=[..] error with code: PROJECT DATASOURCE CONN ERROR

Solution: First, check the region where your Dataworks workspace resides. Then, check the network
type of the ApsaraDB for MongoDB data store. If the network type is virtual private cloud (VPC), the
ApsaraDB for MongoDB data store does not support connectivity tests in a VPC. In this case, use
Method 1 to avoid this issue.

To synchronize data fromorto an ApsaraDB for MongoDB data store in a VPC, you can use one of
the following methods:

o Method 1: Synchronize data by using the Internet.

a. Create a connectionto the ApsaraDB for MongoDB data store and set the connection type to
Connection string mode.

b. Enable the ApsaraDB for MongoDB data store in a VPC to access the Internet.

c. Add relevant IP addresses to the whitelist of the ApsaraDB for MongoDB data store. For more
information, see Configure a whitelist.

d. Test the connectivity of the MongoDB connection.
o Method 2: Configure a custom resource group and synchronize data by using the internal network.

a. Create a customresource group on an ECS instance that is in the same region and VPC as the
ApsaraDB for MongoDB data store. For more information, see Add a MongoDB data source.

b. Add the IP address of the ECS instance to the whitelist or security group of the ApsaraDB for
MongoDB data store.

c. Save the connection settings without testing the connectivity when you create a MongoDB
connection. The ApsaraDB for MongoDB data store does not support connectivity testsin a
VPC.

d. Use the customresource group to run a sync node for synchronizing data fromorto the
ApsaraDB for MongoDB data store and test the sync node.

(@ Note Be sure to add relevant IP addresses to the whitelist of the corresponding data
store.

e Problem description: When I create a connection to a user-created MongoDB data store, the
connectivity test fails.

Solution:

i. Create a connectionto the user-created MongoDB data store and set the connection type to
Connection string mode.

ii. If the user-created MongoDB data store is deployed on an ECS instance in a VPC, enable the
MongoDB data store to access the Internet.

iii. Checkthe connectivity between the network and the specified port. Check the firewall and
security group settings of the ECS instance.

iv. Checkthe access control, permissions, and remote logon of the user-created MongoDB data
store.

v. Confirmthat the endpoint inthe host:port format, database name, and username are
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correct forthe user-created MongoDB data store.

@ Note

When you create a MongoDB connection, you must use the username that is created forthe
database where the table to be synchronized resides. Do not use root as the username.

For example, to import the name table fromthe test database, entertest as the database
name.

Enter a username that is created for the specified database, instead of root. For example,
use a username that is created for the test database.

e Problemdescription: When | create a connection to a Redis data store in a VPC, the connectivity test
fails. An error message is returned, as shown in the following figure.

* error message: java.n
et.SocketTimeoutException: connect timed o
ut

Solution: If no public IP address is available, ensure that the Redis data store is in the same region as
your DataWorks workspace. You can add scheduling resources to support the connectivity of the
Redis connection.

e Problemdescription: I create a MongoDB connection and a whitelist is configured for the MongoDB
data store. However, the connectivity test still fails and the following error message is returned:

error message: Timed out after 5000 ms while waiting for a server that matches ReadPrefer

enceServerSelector{readPreference=primary}

Solution: The MongoDB data store in a VPC cannot be connected to default resource groups of
DataWorks on the internal network. Therefore, you cannot use default resource groups to run sync
nodes for the MongoDB connection. You can enable the MongoDB data store to access the Internet
or create custom resource groups to support the connectivity of the MongoDB connection.

e Problemdescription: When | create a connection to a MySQL data store in a Docker container, the
connectivity test fails.

Solution: The MySQL data store in a Docker container cannot be connected by using a Java Database
Connectivity (JDBC) URL that is composed of the public IP address of the server. As a result, the
connectivity test fails. You must map the port of the MySQL data store to the host of the Docker
container and use the mapped link of the port to connect to the MySQL data store.

e Problemdescription: When | create a Redis connection, the connectivity test fails. The following error
message is returned:

error message: java.net.SocketTimeoutException: connect timed out

Solution: DataWorks does not support creating a connection to a Redis data store by using the
internal network. We recommend that you enable the Redis data store to access the Internet. When
you create a Redis connection, set the connection type to Connection string mode to connect to
the Redis data store by using the Internet.

e Problemdescription: When | create a connection to an ApsaraDB for RDS data store, the connectivity
test fails.

129 > Document Version: 20220712



DataWorks FAQ-Data Source

Solution:

i. When the connectivity test of an RDS connection fails, you must add the IP addresses of servers
involved in data synchronization to the whitelist of your ApsaraDB for RDS data store. For more
information, see Configure a whitelist.

@ Note If you use custom resource groups to run sync nodes that synchronize data from
orto the ApsaraDB for RDS data store, you must add the IP addresses of ECS instances
where the custom resource groups are configured to the whitelist of the ApsaraDB for RDS
data store.

ii. When you create the RDS connection, ensure that the ID of the ApsaraDB for RDS instance, ID of
the Alibaba Cloud account used to purchase the ApsaraDB for RDS instance, username,
password, and database name are correct.

e Problem description: When I create a connection to a user-created MySQL data store on an ECS
instance, the connectivity test fails.

Solution:

i. Checkthe connectivity between the network and the specified port. Check the firewall and
security group settings of the ECS instance.

ii. Checkthe access control, permissions, and remote logon of the user-created MySQL data store.

iii. Confirmthat the username, password, and IP address and port number in the specified JDBC URL
are correct for the user-created MySQL data store.

iv. If the ECS instance is in a VPC, you can configure sync nodes for the MySQL connection only in the
code editor. The connectivity test of the MySQL connection also fails. In this case, you can create
custom resource groups to run these sync nodes.

Parameters

e Problemdescription: When | create a MySQL connection, the connectivity test fails. The following
error message is returned:

Connection failed, data store connectivity test failed, database connection failed... err

or message: No suitable direver found for...

Solution: The error may be caused by an invalid format of the JDBC URL. When you enter the JDBC URL,
do not add spaces or special characters to the URL. The correct format is  jdoc:mysql://ServerIP:Po

rt/Database

e Problem description: When | create a MongoDB connection, root is used as the username for
connecting to the database. An error message is returned.

Solution: When you create a MongoDB connection, you must use the username that is created for the
database where the table to be synchronized resides. Do not use root as the username. For example,
to import the name table fromthe test database, entertest as the database name. Enter a
username that is created for the specified database, instead of root. For example, use a username
that is created forthe test database.

e Problemdescription: When | create an RDS connection, the database cannot be connected.

Solution: Check the account ID that you enter for the RDS connection. You must enterthe ID of the
Alibaba Cloud account used to purchase the ApsaraDB for RDS instance. Do not enter the account ID
of a Resource Access Management (RAM) user.
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e Problemdescription: When | create the default MaxCompute connection, the connectivity test fails.

Solution: The default MaxCompute connection named odps_fisrt is created by the system. You do
not need to create it again.

e Problemdescription: |want to create a HybridDB for PostgreSQL connection in Dataworks.
Solution: You can select PostgreSQL to create a HybridDB for PostgreSQL connection.

e Problem description: A Distributed Relational Database Service (DRDS) instance does not have a
public endpoint. Iwant to map the internal endpoint of the DRDS instance to a custom domain name
and create a DRDS connection.

Solution: The domain name mapping method is not supported. You cannot use this method to
create a DRDS connection.

e Problemdescription: When | create a connection to an RDS data store for which a whitelist is
configured, the error message user not exist ip white list reference is still returned.

Solution: The error occurs because the entered username is invalid. Check the username that you
enter forthe RDS connection.

Permissions

e Problemdescription: When | create an AnalyticDB for MySQL connection, the connectivity test fails.
The following error message is returned:

Database connection failed, database connection string: ${jdbcUrl}, username: XXXXXX, err
or message: You don't have privilege for connecting database 'dw', userId=RAMS$XXX, schema
Id=XX

Solution: Check whether the RAM user, whose AccessKey ID and AccessKey secret are entered forthe
AnalyticDB for MySQL connection, has the permission to access the AnalyticDB for MySQL data store.

Users who can access an AnalyticDB for MySQL data store are authenticated based on the Alibaba
Cloud account. You can authorize RAM users under your Alibaba Cloud account to access your
AnalyticDB for MySQL data store.

e Problemdescription: After a RAM user logs on to the DataWorks console, the user has no permission
to view or create connections. An error message is returned.

Solution: Only RAM users who have the workspace administrator permissions can create, delete, or
modify connections.
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8.Data governance

e DataMap

o Why is the value of the Storage parameter quite different fromthe statistics shown in the storage
trend chart on the Overview page of Data Map?

o Why does Data Map not display the real-time lineage information?
o What do I do if no search results are returned when | search for a new table in Data Map?

o How do I notify the owners of descendant nodes of the changes to the business logic?

e Data Security Guard

Why does the de-identification feature fail to take effect for the query results sometimes after|
configure de-identification rules in Data Security Guard?

Why is the value of the Storage parameter quite different from the
statistics shown in the storage trend chart on the Overview page of
Data Map?

The value of the Storage parameter is updated in real time, while the storage trend chart displays the
storage statistics at specific points in time. If a small number of temporary tables are generated after a
specific point in time, the statistics at the specific point in time in the storage trend chart may be
inconsistent with the value of the Storage parameter.

Why does Data Map not display the real-time lineage information?

The lineage information is updated with a latency of at least one day.

What do I do if no search results are returned when | search for a
new table in Data Map?
You can use the manual synchronization feature in Data Map if the new table cannot be found in Data

Map orthe data of the table is inconsistent with that in Data Map. Manual synchronization is required in
the following scenarios:

e The schema changes of the tables in the Workspace Tables pane are not updated to Data Map.
e No search results are returned when you search for a new table in Data Map.
e No search results are returned when you search for a new table in Data Integration.

M DataWorks | DataMap  Homepage Overview  AlData | MyData| Configuration Management Data Discovery  More

My Data “ Manually Sync Table

Owned by Me “Table GUID: | odps

Managed by Me

My Tools

Manually Sync Table

How do | notify the owners of descendant nodes of the changes to
the business logic?
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Onthe Data Map page, find and click the table that you want to view. On the table details page that
appears, choose Lineage > Impact Analysis. Then, perform operations as shown in the following
figure to inform multiple owners by sending email notifications.

Details Instances Lineage Data Preview Usage Notes

Table Lineage  Field Lineage

@ Changs impact analysis is completed. A total of 1 levels are analyzed, and the latest analysis is ended at Oct 13, 2021, 14:59:34.

. Llevel: | Al Start Analyze
Lineage Level : LEVEL 1 Node Type : Scheduling Output Full Link
Table Name : Project Name : Table Owner:

LINEAGE LEVEL GuUID OUTPUT NODE NODE OWNER ACTIONS

LEVEL1 10000016532 View Code Field Linea

why does the de-identification feature fail to take effect for the

query results sometimes after | configure de-identification rules in
Data Security Guard?

The de-identification feature works only if 80% of the records that are queried match the de-
identification rules.
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9.Intelligent monitoring

This topic provides answers to frequently asked questions about the intelligent monitoring module.

e What canldo if lamunable to receive alert notifications after | configure an alert in Operation
Center?

e What canldo if Iwant to disable alerting for a node?

e Why is a baseline in the Empty Baseline state?

e Why is no alert notification sent for a baseline in the Overtime state?
e Canldisable alerting for a node that slows down?

e Why amlunable to receive an alert notification for a node error?

e What canldo if I receive an alert notification at night?

What can | do if | am unable to receive alert notifications after |
configure an alert in Operation Center?
Check whether the alert is triggered. If the alert is triggered but you cannot receive alert notifications,
troubleshoot the issue based on the notification method that you configure. The notification methods
include text message, email, and DingT alk group message.
e Check whether the alert is triggered

o If the alert is configured for an auto triggered node, check the status of the node instances onthe

Cycle Instance page in Operation Center and whether the alert can be triggered for the node.

For more information about the conditions for triggering a custom alert, see Manage custom alert
rules. For more information about the conditions for triggering a baseline alert, see Monitor.

o If the alert is configured for a real-time synchronization node, check the status of the real-time
synchronization node. To do so, go to Operation Center and choose RealTime Task
Maintenance > Real Time DI in the left-side navigation pane.

e Failed to receive alert notifications in text messages or emails after the alert is triggered

Check whether the phone numbers and email addresses of alert contacts are properly configured in
Dataworks.

On the homepage of the Dataworks console, choose Alerts > Alert Contacts inthe left-side
navigation pane. On the Alert Contacts page, you can view and configure alert contacts. The
following figure shows the steps.

DataWorks Dataworks t t roduct Upda :°

Overview The following tabs show RAM roles and the RAM users that are added as members of the DataWorks workspace

Workspaces

RAM Users  RAM Role o* e
Resource Groups
Synchronize Contact Information of RAM Users | Apply All Contact Information with One Click | M u: )| o
Alerts =
RAM User Display Name of RAM User Mobile Phone Number Email Actions
Alert Resource .
L™ ] . ik - Edit
ac n
Alert Contacts 1 andc the link =
Aulang mam arans ncn i Edit
o he

Open Platform (I

Compute Engines ~

If the specified alert contacts cannot receive alert notifications after the alert is triggered, perform
the following checks onthe Alert Contacts page:
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o Checkwhetherthe phone numbers and email addresses of the alert contacts are configured.

o Checkwhetherthe alert contacts activate the phone numbers and email addresses that have been
configured.

® Note

o Alibaba Cloud accounts and RAM users that are granted the AliyunDataworksFullAccess
permission can configure contact information for RAM users. For more information, see
Configure and view alert contacts.

o If the phone numbers or email addresses of the alert contacts are not properly
configured, the system sends alert notifications to the recipients that are listed on the
Common Settings page. As a result, the specified alert contacts cannot receive the alert
notifications.

e Failed to receive alert notifications in DingTalk groups after the alert is triggered
Performthe following checks:
o Check whether the webhook URL of the DingTalk chatbot is correct on the alert
configuration page

m [f the alert is configured for an auto triggered node, check whether the webhook URL is valid. For
example, check for extra spaces.

m [f the alert is configured for a real-time synchronization node, check whether the token
information of the DingTalk chatbot is correct.

New rule X
* Name:
Description:
* Indicators: Status
* Threshold:  WARNING Within | 5 minutes, no heartbeats are detected.
CRITICAL Within | 5 minutes, no heartbeats are detected.
* Alarm interval : 5 Alarm only once in minutes
WARNING: Mail SMS Telephon
CRITICAL: Mail SMS Telephone DingTalk
* DingTalk Robot Token:
DingTalk Graup Enable (3)
Notification:
=

o Check whether the DingTalk chatbot is correctly configured

When you add a chatbot to the DingTalk group for receiving alert notifications, set the Security
Settings parameterto Custom Keywords and make sure that the keywords include Dataworks.
For more information, see the "Send alert notifications to a DingT alk group" section of the Manage
custom alert rules topic.
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What can | do if | want to disable alerting for a node?

After a baseline is created and enabled, the intelligent monitoring module monitors all nodes in the
baseline and their ancestor nodes. If a node in the baseline or an ancestor node of the baseline affects
data generation of the monitored nodes in the baseline, the intelligent monitoring module sends an
alert notification to the node owner. For more information, see Monitor.

In the example shown in the preceding figure, DataWorks has six nodes, and Nodes D and E belong to a
baseline. The intelligent monitoring module monitors Nodes D and E and all their ancestor nodes. In this
case, the intelligent monitoring module detects errors or slowdowns on Node A, B, D, or E. Nodes C and
F are not monitored by the intelligent monitoring module.

e [f you want to disable alerting for Nodes D and E, contact the baseline owner to remove Nodes D and
E fromthe baseline.

e Nodes A and B are ancestor nodes of Nodes D and E and may affect data generation of the
monitored nodes in the baseline. If an error or a slowdown occurs on Node A or B, the intelligent
monitoring module sends an alert notification to the node owner.

If you want to disable alerting for Node A or B, contact the owners of Nodes D and E to delete the
dependency of Nodes D and E on Node A or B.

Why is a baseline in the Empty Baseline state?
In the following scenarios, a baseline may enter the Empty Baseline state:

e Scenario 1: A node can belong to only one baseline. If you add a node to another baseline, the
system removes the node fromthe current baseline and adds it to the specified baseline. If all nodes
are removed from a baseline, the baseline enters the Empty Baseline state.

e Scenario 2: On the day when a baseline is created, the baseline is in the Empty Baseline state. After
you enable the baseline, a baseline instance is generated on the next day.

e Scenario 3: You specify an invalid point in time as the baseline time for an auto triggered node
instance in an hour-level baseline.

@ Note For example, the node is scheduled to run at 6:00 and 18:00 every day. However, you
specify 6:00 and 18:00 as the baseline time when you create a baseline and add the node to the
baseline.
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Why is no alert notification sent for a baseline in the Overtime state?

Baseline monitoring is controlled by the baseline switch and enabled for nodes. Overtime is a baseline
state, which indicates that the nodes in a baseline are not complete when the baseline time is reached.
If all nodes in a baseline are run as expected, no alert is triggered even if the baseline enters the
Overtime state. This is because the intelligent monitoring module cannot determine which node has an
error.

If the baseline enters the Overtime state when all nodes are run as expected, consider the following
reasons:

e The baseline time is improper.

e The node dependency is improper.

Can | disable alerting for a node that slows down?

The intelligent monitoring module notifies you of a node slowdown only if a node meets both of the
following conditions:

e The node is an ancestor node of animportant baseline.

e Compared with its historical performance, the node does slow down.

You can view the descendant baseline affected by the node on the Event management tab in
Operation Center. Then, you can confirmthe impact with the party whose baseline contains
descendant nodes of your node.

e [f the node slowdown has a minor impact, you can disable alerting.

e [f the node slowdown has a major impact, maintain your node properly.

Why am | unable to receive an alert notification for a node error?

The intelligent monitoring module notifies you of a node error only if a node meets one of the
following conditions:

e The node is an ancestor node of a baseline that is enabled. For more information about baselines,
see EAETE,

e A customalert rule is configured. For more information about how to configure a custom alert rule,
see Manage custom alert rules.

What can | do if | receive an alert notification at night?

1. Go to the DataStudio page.
i. Logontothe Dataworks console.
ii. Inthe left-side navigation pane, clickWorkspaces.

iii. Inthe top navigation bar, select the region in which the workspace that you want to manage
resides. Find the workspace and click DataStudio in the Actions column.

2. Onthe DataStudio page, click the Bl icon in the upper-left corner and choose All Products >
Data Development And Task Operation > Operation Center.
3. Inthe left-side navigation pane, choose Alarm > Smart Baseline > Event management.

4. Onthe Event management tab, disable alerting. You can disable alerting in one of the following
ways:

o Handle the event that triggers the alert. Then, alerting is temporarily disabled for the event.
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a. Find the event and click Handle in the Operation column.

b. Inthe Handle Event dialog box, set the Handling Time parameter.
c. Click OK.

@ Note Dataworks records the event handling operation and pauses alerting forthe
event when the event is being handled.

o Ignore the event that triggers the alert. Then, alerting is permanently disabled for the event.
a. Find the event and click Ignore in the Operation column.

b. Inthe Ignore Event message, click OK.

@ Note Dataworks records the event ignoring operation and permanently stops

alerting forthe event.
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10.DataService Studio

This topic describes the FAQ about the DataService Studio service.

Why does DataService Studio fail to access a data store?

Why does DataService Studio failto connect to a user-created database hosted on an ECS instance?
Do I need to activate the API Gateway service?

How can | configure a connection?

What is the difference between the codeless Ul and the code editor for creating APl operations?
What is the role of an APIgroup in DataService Studio? Is it the same as that in APl Gateway?

How can I configure an API group appropriately?

How many API groups can | create?

When do I need to enable the pagination feature to display return results on multiple pages?

Do APl operations created in DataService Studio support POST requests?

Do APl operations created in DataService Studio support the HTTPS protocol?

Why does DataService Studio fail to access a data store?

The data store is configured with a whitelist. To properly connect DataService Studio to the data store,
add the IP addresses of DataService Studio in the corresponding region to the whitelist.

Region CIDR block of DataService Studio Public IP address

. 39.106.244.50,47.95.63.101,47.95.
China (Beijing) 11.193.100.0/24,11.193.199.0/24 63.93,39.106.244.48
China (Zhangjiakou) 11.112.227.0/24 -

. . 11.193.96.0/24,11.193.48.0/24,11 101.132.31.146,106.15.14.240,106
China (Shanghai)

.193.108.0/24 .15.14.75,101.132.31.221
. 101.37.74.122,114.55.197.231,114
China (Hangzhou) 11.197.246.0/24,11.193.55.0/24 55.198.83,101.37.74.206
China (Shenzhen) 11.193.103.0/24 and 120.78.45.154,120.78.46.137,120.
11.193.94.0/24 78.46.107,120.78.45.140
China (Chengdu) 11.195.52.0/24 -
Japan (Tokyo) 11.199.250.0/24 -
US (Silicon Valley) 11.193.216.0/24 -
Singapore 11.197.188.0/24,11.197.227.0/24 -
China (Hong Kong) 11.193.200.0/24,11.193.12.0/24 -
Germany (Frankfurt) 11.199.93.0/24 -
Indonesia (Jakarta) 11.194.50.0/24 -
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Wwhy does DataService Studio fail to connect to a user-created
database hosted on an ECS instance?

DataService Studio cannot connect to user-created databases hosted on Elastic Compute Service (ECS)
instances by using an internal endpoint.

Do | need to activate the APl Gateway service?

API Gateway provides you with high-performance and highly available API hosting services. If you want
to make your APl operations available to others, activate the API Gateway service first.

How can | configure a connection?

To configure a connection, follow these steps: Go to the Workspace Management page of the target
workspace. On the Workspace Management page, click Data Source in the left-side navigation pane.
Onthe Data Source page, click Add a Connection or Add Connections in the upper-right cornerto
create and configure one or more connections. DataService Studio automatically reads data fromthe
connections that you have configured.

Does DataService Studio support Lightning connections?
No, DataService Studio currently does not support Lightning connections. To use Lightning data,

purchase a Hologres instance.

@ Note Current ly, you cannot create APl operations in DataService Studio for Hologres.

What is the difference between the codeless Ul and the code editor
for creating APl operations?

The code editor provides more powerful features. For more information, see Create an APl in the code
editor.

What is the role of an APl group in DataService Studio? Is it the same
as that in APl Gateway?

An APl group is a set of APl operations specific to a feature or scenario. It is the smallest organization
unit in DataService Studio, which is similar to an APl group in APl Gateway. After you publish an API
operation created in DataService Studio to APl Gateway, APl Gateway automatically creates an API
group with the same name.

How can | configure an API group appropriately?

Typically, an API group includes APl operations that provide similar features or resolve a specific issue.
For example, a weather APl group can include APl operations that are used to check the weather by city
and by longitude and latitude.

How many API groups can | create?

You can create a maximum of 100 API groups with an Alibaba Cloud account.

When do | need to enable the pagination feature to display return
results on multiple pages?
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By default, an API call returns a maximum of 2,000 records. If an API call may return more than 2,000
records, enable the pagination feature. If you do not specify any request parameters, an API call usually
returns a large number of records. In this case, the system automatically enables the pagination
feature.

Do APl operations created in DataService Studio support POST
requests?

Currently, APl operations created in DataService Studio support GET and POST requests.

Do API operations created in DataService Studio support the HTTPS
protocol?

Currently, APl operations created in DataService Studio support both HTTP and HTTPS protocols.
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11.Security Center

This topic describes the FAQ about Security Center.

e What permissions can | request in Security Center?

e What is the relationship between Data Management and Security Center?

e Why cannot | select fields when I request permissions?

e Who will handle my request?

e Why do Ifind two requests on the My Requests tab after | submit only one request?

e |request permissions on a field for one month only. Why does the validity period of the permissions
become permanent after my request is approved?

e Why do | have permissions on some tables and fields on which I have not requested any permissions?
e Why does a request disappear fromthe Pending My Approval tab before I handle it?

e What canldo if the message "An error occurred in the MaxCompute project" appears when | specify
the workspace and environment?

e Why do Ifail to revoke permissions on a field?

e Why do Ifail to request permissions by using my Alibaba Cloud account?

e In Security Center, can | view the permission requesting and approval records of Data Management?
e Canlrevoke permissions based on the requesting records in Security Center?

e A permission request submitted in Data Management has not been approved yet. Do | need to submit
it again in Security Center?

e How do I specify the LabelSecurity parameter for fields?

What permissions can | request in Security Center?

In Security Center, you can request permissions on tables in DatawWorks workspaces in the development
environment and production environment.

What is the relationship between Data Management and Security
Center?

Security Center is a service that upgrades and replaces the permission and security features in Data
Management. You can click My Permissions in the left-side navigation pane of the Security Center

page to view the permissions requested or granted by using the odpscmd grant command in Data
Management.

If you want to request other permissions and handle permission requests on the graphical user interface
(GUI), go to Security Center and perform operations as required. The Data Management service no
longer supports permission requesting or approval.

Why cannot | select fields when | request permissions?

If LabelSecurity is enabled for a workspace, you can request permissions on fields in this workspace. If
LabelSecurity is disabled for a workspace, you can request permissions only on tables in this workspace.

wWho will handle my request?

Your request will be handled by a workspace administrator or a table owner. After either of them
approves or rejects your request, the request is closed.
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why do | find two requests on the My Requests tab after | submit
only one request?
The tables in your request belong to two owners. In this case, Security Center automatically splits your

request into two by table owner.

| request permissions on a field for one month only. Why does the
validity period of the permissions become permanent after my
request is approved?

The security level of this field is zero or not higher than the security level of your account.

Why do | have permissions on some tables and fields on which | have
not requested any permissions?
The possible reasons are as follows:

e An administrator has granted the permissions to you by running commands in the Dataworks console.

e Afteryourrequest is approved in Security Center, Security Center also grants you the permissions on
fields whose security level is zero or not higher than the security level of your account, even though
you have not requested the permissions.

Why does a request disappear from the Pending My Approval tab
before | handle it?

Another workspace administrator or table owner has approved the request before you handle it. The
approved request is closed and no longer appears on the Pending My Approval tab.

What can | do if the message "An error occurred in the MaxCompute
project" appears when | specify the workspace and environment?

Send the error message and error code to the workspace administrator for troubleshooting.

why do | fail to revoke permissions on a field?
You can only revoke permissions on the fields whose security level is higher than the security level of

your account.

Why do | fail to request permissions by using my Alibaba Cloud
account?
By default, an Alibaba Cloud account has all permissions. Therefore, you do not need to request

permissions for your Alibaba Cloud account. Entry points to unnecessary operations such as permission
requesting are hidden for an Alibaba Cloud account. This does not affect the use of the account.

In Security Center, can | view the permission requesting and
approval records of Data Management?

Security Center and Data Management have not synchronized permission requesting or approval
records yet. You need to go to Data Management to view the permission requesting and approval
records of Data Management.
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Can | revoke permissions based on the requesting records in Security
Center?

Currently, Security Center is not the only service that provides authorization. To facilitate permission
revocation, the Authorizations page in Security Center provides an access control list (ACL) of all users,
regardless of the authorization channel. You can revoke any granted permissions without using the
requesting records.

A permission request submitted in Data Management has not been
approved yet. Do | need to submit it again in Security Center?

Security Center and Data Management have not synchronized permission requesting and approval
records yet. You need to submit the permission request again in Security Center.

How do | specify the LabelSecurity parameter for fields?

You need to go to Data Map to set the LabelSecurity parameter for fields.
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12.App Studio

This topic describes the FAQ about App Studio.

e What issue may occur if | set a breakpoint in a main function?
e What canldo if the startup time of a programis too long?

e Canladd avariable inthe Watch section?

What issue may occur if | set a breakpoint in a main function?

public class Main {
public static void main(String[] args) {
SpringApplication.run(Main.class,args) ; // Set a breakpoint in this line and then
start debugging.
}

Afteryou set a breakpoint in a main function, if you select Step Over under Debug when the thread
suspends at the breakpoint, the thread may fail to be resumed.

Currently, DatawWorks does not support multi-thread programming or debugging. Therefore, do not set
a breakpoint in a main function.

What can | do if the startup time of a program is too long?

If you set a breakpoint in the line that defines a function and then select Start Debugging under Debug,
it will take a long time to start the program.

This symptom s normal. We recommend that you use line breakpoints instead of method breakpoints.
Can | add a variable in the Watch section?
You cannot add some variables in the Watch section.

4 WATCH + 8 g

new String[J{"a"}: Cannot evalution expression because..
".split(""): String[1] (id=77)

As shown in the preceding figure, Dataworks throws an exception for the first variable and fails to
execute the code with the second variable.
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13.Stream Studio

This topic describes the FAQ about Stream Studio.

e What computing engine do | need to activate before | can use Stream Studio?
e Which modes of Realtime Compute does Stream Studio support?

e Are there differences between Realtime Compute in the shared mode and that in the exclusive mode
for Stream Studio?

e Where can | create a Realtime Compute project and bind it to a Dataworks workspace?

e What are the advantages of the directed acyclic graph (DAG) mode in Stream Studio? What are the
similarities and differences between the DAG mode and SQL mode?

e What types of SQL does Stream Studio support?

e What canldo if I cannot create a node on the Stream Studio page?

What computing engine do | need to activate before | can use
Stream Studio?

Before you can use Stream Studio, you must activate Realtime Compute because Stream Studio is a
development platform based on Alibaba Cloud Realtime Compute.

Which modes of Realtime Compute does Stream Studio support?

Stream Studio supports Realtime Compute in the shared mode and exclusive mode.

Are there differences between Realtime Compute in the shared mode
and that in the exclusive mode for Stream Studio?
Yes, there are differences. For security purposes, Realtime Compute in the shared mode does not

support UDFs, whereas that in the exclusive mode supports. If you have high requirements on the
performance and features, we recommend that you use Realtime Compute in the exclusive mode.

Where can | create a Realtime Compute project and bind itto a
DataWorks workspace?

You can create a Realtime Compute project in the Realtime Compute console after logon.

To bind the created Realtime Compute project to a Dataworks workspace, follow these steps: Log on
to the Dataworks console and click Workspaces in the left-side navigation pane. On the Workspaces
page that appears, find the target workspace and bind the Realtime Compute project to the
workspace. You can also bind the Realtime Compute project to a new workspace when you create the
workspace. After you bind the Realtime Compute project to a workspace, you can go to Stream Studio.

What are the advantages of the directed acyclic graph (DAG) mode in
Stream Studio? What are the similarities and differences between
the DAG mode and SQL mode?

Stream Studio supports both the DAG mode and the SQL mode to develop real-time computing nodes.
In the DAG mode, you can perform drag-and-drop operations on components to configure real-time
computing nodes without writing code. You can freely switch between the DAG mode and the SQL
mode.
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What types of SQL does Stream Studio support?

Realtime Compute is based on Apache Flink. Therefore, Stream Studio supports Flink SQL.

What can I do if | cannot create a node on the Stream Studio page?

Before you can properly use Stream Studio, you must activate Realtime Compute, create a project, and
then bind the project to a Dataworks workspace.

If you still cannot create a node on the Stream Studio page after completing the preceding steps,
follow these steps:

e (learthe browser cache.

e Verify that the AccessKey ID and AccessKey secret are bound to Stream Studio.

e Verify that the workspace to which the Realtime Compute project is bound has the permission to
access Realtime Compute.
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