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https://sts.aliyuncs.com/?SignatureVersion=1.0&Format=JSON&Timestamp=
2015-09-01T05%3A57%3A34Z&RoleArn=acs%3Aram%3A%3A1234567890123%3Arole%
2Ffirstrole&RoleSessionName=client&AccessKeyId=testid&SignatureMethod=
HMAC-SHA1&Version=2015-04-01&Action=AssumeRole&SignatureNonce=571f8fb8
-506e-11e5-8e12-b8e8563dc8d2
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https://sts.aliyuncs.com/?SignatureVersion=1.0&Format=JSON&Timestamp=
2015-09-01T05%3A57%3A34Z&RoleArn=acs%3Aram%3A%3A1234567890123%3Arole%
2Ffirstrole&RoleSessionName=client&AccessKeyId=testid&SignatureMethod=
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<? xml version="1.0" encoding="utf-8"? >
<!—Result root node-->
<interface name+Response>
<!—-return request result-->
<RequestId> </RequestId>
<!—Return result data-->
</Interface name + response>

- JSON o

{
"RequestId": "4C467B38-3910-447D-87BC-AC049166F216",
/* return result result *x/
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<? xml version="1.0" encoding="UTF-8"? >
<Error>
<RequestId>8906582E-6722-409A-A6C4-0E7863B733A5</RequestId>
<HostId>sts.aliyuncs.com</HostId>
<Code>InvalidParameter</Code>
<Message>The specified parameter "Action or Version" 1is not valid

.</Message>
</Error>
- JSONEXOH
{
"RequestId": "7463B73D-35CC-4D19-A010-6B8D65D242EF",
"HostId": "sts.aliyuncs.com",
"Code": "InvalidParameter",
"Message": "The specified parameter \"Action or Version\" is not
valid."

}
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Credentials

- F— XAl Credentials
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AssumedRoleUser
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HTTP V7 X b

https://sts.aliyuncs.com?Action=AssumeRole
&RoleArn=acs:ram: :1234567890123456:role/adminrole
&RoleSessionName=alice

&DurationSeconds=3600
&Policy=<url_encoded_policy>

&<Public request parameters>

HTTP)GZ
- XMLER

<AssumeRoleResponse>
<RequestId>6894B13B-6D71-4EF5-88FA-F32781734A7F</RequestId>
<AssumedRoleUser>
<arn>acs:sts::1234567890123456:assumed-role/AdminRole/alqice
</arn>
<AssumedRoleUserId>344584339364951186:alice<AssumedRol
eUserId>
</AssumedRoleUser>
<Credentials>
<AccessKeyId>STS.L4aBSCSIVMuKg5UlvFDw</AccessKeyId>
<AccessKeySecret>wyLTSmsyPGPlohvvw8xYgB29d1GI8KMiH2pKCNZ9</
AccessKeySecret>
<SecurityToken>CAESrAITARKAAShQquMnLI1lbvEcIx06wCoqJufs8
sWwieUxu45hS9AVKNEte8KRUWi JWJI6Y+YHAPgNwi7yfRecMFydL2uPOgBI7 LD



00ORkbYLMIfIXxHM2nGBPdm17kYEOXmIp2aDhbvvwVYIyt/8iES/R6N208wQhOPk2bu
+/9dvalp6wOHF4gk FGhhTVFMUuTDRhQUINDUGPWTXVLZzVVMXZGRHciBTQzMjcOK
gVhbG1jZTCpnIjwySk6B1IzYULENUIUCEEXGMKKBUFsbGO3EhS8KDEFjdGlvb
kVxdWFscxIGQWNOaWouGgcKBWIzczoqEj8KD1I1c291cmNIRXF1YWXxzEghSZ
XNvdXJjZRojCiFhY3M6b3Nz0106NDMyNzQ6c2FtcGx1lYm94L2FsaWNlLyo=</
SecurityToken>
<Expiration>2015-04-09T11:52:19Z</Expiration>

</Credentials>

</AssumeRoleResponse>

- JSONJEK

"Credentials": {
"AccessKeyId": "STS.L4aBSCSJVMuKg5UlvFDw",
"AccessKeySecret": "wyLTSmsyPGPlohvvw8xYgB29d1GI8KMiH2pKCNZ9

"Expiration": "2015-04-09T11:52:197",

"SecurityToken": "CAESrAIIARKAAShQquMnLIlbvEcIxO6wCoqJufs8
sWwieUxu45hS9AVKNEte8KRUWi JWJI6Y+YHAPgNwi7yfRecMFydL2uPOgBI7LD1i
00ORkbYLMIfIXHM2nNGBPdm17kYEOXmIp2aDhbvvwVYIyt/8iES/R6N208wQhOPk2bu
+/9dvalp6wOHF4gk FGhhTVFMuTDRhQUINDUOPWTXVLZZzVVMXZGRHciBTQzMjcOK
gVhbGljZTCpnIjwySk6B1IzYULENUJuCgEXGmkKBUFsbG93Eh8KDEFjdGlvb
kVxdWFscxIGQWNOaWouGgcKBWI9zczoqEj8KD1I1c291cmN1IRXF1YWxzEghSZ
XNvdXJjZRojCiFhY3M6b3Nz0i06NDMyNzQ6c2FtcGx1lYm94L2FsaWNlLyo="

"AssumedRoleUser": {

"arn": "acs:sts::1234567890123456:assumed-role/AdminRole/
alice",

"AssumedRoleUserId":"344584339364951186:alice"

"RequestId": "6894B13B-6D71-4EF5-88FA-F32781734A7F"
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- 7—&% String
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Accountld

- 7—X%: String

< BB MO LITOTF Y b7 A Y D,



Userld

- 7—&%: String

< B MO Lt 2 —3—1ID, FEUH LitikAlibabaZ 2 F 7 A v > b DgGE. ZOR
b fEiZAccountld ¥ [/ U T3,

Arn

- 7—&%Al: String

- B Ol LR Aliyun Y Y — 2 F 227 U 7 X (ARN),
2 EDH
HTTP Y 7 TR b

https://sts.aliyuncs.com?Action=GetCallerIdentity
&<Public request parameters>

HTTP)5%
- XMLJER

<GetCallerIdentityResponse>
<RequestId>2C9BE469-4A35-44D5-9529-CAA280B11603</RequestId>
<AccountId>1968132000123456</AccountId>
<UserId>216959339000654321</UserId>
<Arn>acs:ram: :1968132000123456:user/admin</Arn>
</GetCallerIdentityResponse>

- JSONJEX
"RequestId": "2C9BE469-4A35-44D5-9529-CAA280B11603",
"AccountId": "1968132000123456",

"UserId": "216959339000654321",
"Arn": "acs:ram::1968132000123456:user/admin"

3.3 AssumeRoleWithSAML
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- String STS. AccessKey ID,
AccessKeyId L4aBSCSJVM
uKg5U1****
- String wyLTSmsyPG AccessKey Secret,
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“Arn String acs:sts:: 0— %5 EZF 5 7-DIHHT 5
123456789012 —FFID ® ARN, ER:acs:ram
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role/AdminRole | o1eName/$roleSessionName.
/alice
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<AssumeRoleResponse>
<RequestId>6894B13B-6D71-4EF5-88FA-F32781734A7F</RequestId>
<AssumedRoleUser>
<arn>acs:sts::123456789012*x*xx:assumed-role/AdminRole/alice</
arn>
<AssumedRoleUserId>34458433936495xx*x*:alice</AssumedRoleUserId
>
</AssumedRoleUser>
<Credentials>
<AccessKeyId>STS.L4aBSCSIVMuKg5Ulx*x*x</AccessKeyId>
<AccessKeySecret>wyLTSmsyPGPlohvvw8xYgB29d 1GI8KMiH2pK*x*x</
AccessKeySecret>
<SecurityToken>xxx*x*xxx</SecurityToken>
<Expiration>2015-04-09T11:52:19Z</Expiration>
</Credentials>
<SAMLAssertionInfo>
<SubjectType>persistent</SubjectType>
<Subject>alice@example.com</Subject>
<Recipient>https://signin.aliyun.com/saml-role/SSO</Recipient>
<Issuer>http://example.com/adfs/services/trust</Issuer>
</SAMLAssertionInfo>
</AssumeRoleResponse>

JSON JEZ

"Credentials": {
"AccessKeyId": "STS.L4aBSCSIVMuKg5ULlx**x*",
"AccessKeySecret": "wyLTSmsyPGPlohvvw8xYgB29d lGI8KMiH2pKxxxx'",
"Expiration": "2015-04-09T11:52:197",
"SecurityToken'": "x*xxx*xxxx"
T,
"AssumedRoleUser": {
"arn": "acs:sts::1234567890123456:assumed-role/AdminRole/alice

"AssumedRoleUserId":"34458433936495**x*xx:alice"

)
"SAMLAssertionInfo": {
"SubjectType": "persistent",

"Subject": "alice@example.com",
"Recipient": "https://signin.aliyun.com/saml-role/SS0O",
"Issuer": "http://example.com/adfs/services/trust"

¥y
"RequestId": "6894B13B-6D71-4EF5-88FA-F32781734A7F"
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Xwt—,
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Expired expired. WA GEEITEEIN ST
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401 AuthenticationFail | The SAML SAML 7% —>a v
.SAMLAssertion. Assertion is invalid | 23 EZN 7235 EICFR
Invalid ENBTIT—RXvt—

Y
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4.2.1 Credentials
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Credentials
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AccessKeyld
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AccessKeySecret
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SecurityToken
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4.2.2 AssumedRoleUser
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