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MIBE R ZITE Best Practices-Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1

.Connect a Modbus slave device to

an edge instance over Modbus TCP

Modbus is a communication protocol based on the master/slave model. The master device requests
data from slave devices. The Modbus driver of a gateway serves as the master device, and devices that
connect to the gateway through the Modbus driver serve as slave devices. After the master device
sends a query message to a slave device, the slave device sends a response message.

Preparations

1.
2.
3.

5.

A Ubuntu 16.04 x86_64 system s prepared to run a gateway.
A Windows host is prepared to run a Modbus slave simulator.

Download a Modbus slave simulator fromthe URL of Modbus tools and install the simulator on the
windows host.

Check the firewall settings of the Windows host and make sure that access to the Modbus slave
device is allows through port 502. If the access is denied, disable the firewall or change firewall
settings to allow access to the port.

Create an edge instance and enable a gateway. For more information, see Build an environment.

Step 1: Assign a Modbus driver to the edge instance

1.
2.

4.

5.

Log onto the LinkloT Edge console.

In the left-side navigation pane, clickEdge Instances, and click View next to the required edge
instance.

Assign the required Modbus driver to the edge instance based on the CPU of the related gateway.
For more information, see Modbus drivers.

Assign Driver X

v ” Modbus Qe c

Official Drivers

Programming Communication i
Driver Name €PU Architecture Actions
Language Protocol
Modbus  Official c modbus x86-64 Assign
Modbus  Official c modbus sarched

Modbus  Qfficial c modbus armv7-hf

Modbus  Official C modbus armv7

[[x)
Modbus  Official Python 3.5 modbus - Assign

Close

On the Instance Det ails page of the edge instance, click the name of the assigned driver. Then, click
Driver Configurations in the Devices section.

In the Driver Configurations panel, click Add Channel. Inthe Add Channel panel, set the required
parameters to add a channel to the Modbus driver.

For more information about the parameters, see Modbus driver configurations.
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Add Channel X

* Channel Name

Channel

* Transmission Mode

RTU (@ TCP

*|P Address

192.168.56.102

* Port Number

502

Cancel

Step 2: Assign a sub-device to the Modbus driver
1. Inthe Devices section, click Assign Sub-device. In the Assign Sub-device panel, assign a sub-
device to the edge instance.

You can select an existing Modbus device or create a sub-device. To create a sub-device, proceed
with the following steps.

@ Note I you want to select an existing Modbus device, the product to which the device
belongs must be connected to a gateway by using the Modbus protocol. For more

information, see Create a product.

2. Inthe Assign Sub-device panel, click Add Sub-device.
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Assign Sub-device

Device Name

Device Name (Full Name)

Product

X

Q All | Not Assigned

Status Actions

Got a new device?| Add Sub-device

3. Inthe Add Device dialog box, click Create Product and create a product to which the new

Modbus device belongs.

Add Device

@ Note: DeviceName can be empty. When it is empty, the system
automatically generates a globally unique identifier as the

DeviceName.

* Product

Create Product

X

You can create custom TSL for your products to achieve complex business logic
involving properties, events, and services. To configure TSL you canConfigure

DeviceMame

Enter a device name

Parameter description

Parameter

Cancel

4. Inthe Create Product dialog box, set the parameters as required and click OK.

Description
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Parameter Description

The name of the product. The product name must be unique within the
current Alibaba Cloud account. The name must be 4 to 30 characters in
length and can contain letters, digits, underscores (_), hyphens (-), at signs
(@), and parentheses ().

Product Name

Gateway Connection

The communications protocol. You must set this parameter to Modbus.
Protocol

The authentication method. Select an authentication method that is suitable

Authentication Mode . . . . )
for your devices. For more information, see Authenticate devices.

Product Description The description of the product. This parameter is optional.

5. Inthe Add Device dialog box, the new product is automatically specified in the drop-down list of
the Product section. Click Configure to add a customfeature to the product. For more information,
see Add a TSL feature.
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Create Self-Defined Feature X

* Feature Type

Properties

* Feature Name

ddd

* |dentifier

Unit

Select a unit A

Description

Enter a description

0/100

* Extended Information

+Add Extended Information

6. Inthe Add Self-defined Feature dialog box, click Properties and set the required parameters.
Then, click Add Extended Information.

Inthe Add Extended Information dialog box, set the required parameters to specify the data
points of the Modbus sub-device.
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Add Extended Information X

* Operation Type

Holding Registers (read and write, 0x03-read, Ox06-write) W

* Register Address

Ox0

* Original Data Type

int16 N

* Value Range

-2147482648 ~ 2147483647

* Switch High Byte and Low Byte in Register

false 4

* Switch Register Bits Sequence

false 4

* Zoom Factor

* Data Report

At Specific Time N

Set the Register Address parameter based on the data points of the simulated Modbus slave
device, as shown in the following figure. In this example, three attributes named aaa, bbb, and ccc
are created. These attributes correspond to the data points 0, 1, and 2 of the Modbus slave
device.
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% Modbus Slave - Mbslavel
File Edit Connection Setup Display View Window Help

DedES 0| =2a|l%W

1 Mbslavel ﬁm, -
—e Connection Setup

ID=1:F=03

Mo connection Connection _I:IK
Alias 00000 | Madbus TCR/IP -
Cancel

Senal Settings
| COM1 ~]

1 Mod

@ RTU ) ASCH
|8Databits |

Flows Control

0
0 1

0 |m] []osk []cTs [VIRTS Toggle
rrrea | | RTS disable del

0 [150pBe -] L melATS dusbiedelay
0

TCRAP Server

0

|FP Address Part
|12?.|1|11 | =2

o fo[w]o|u]s w]n|w]|o

Any Address @ [Pvd
lgnare Unit 1D 1 1PvE

7. Go to the Add Device dialog of the Instance Details page inthe Link loT Edge console. Then,
add a Modbus device.
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Add Device X

0 Mote: DeviceName can be empty. When it is empty, the system
automatically generates a globally unique identifier as the

DeviceName,

* Product

ModbusProduct b

Create Product

You can create custom TSL for your products to achieve complex business
logic involving properties, events, and services. To configure TSL, you can
Configure

DeviceName

Enter a device name

Cancel

Step 3: Configure and deploy the edge instance

1. Assign the new Modbus device to the edge instance.

2. Afterthe device is assigned to the edge instance, click Device Configurations inthe Actions
column of the device. Then, use a channel to associate the device with the Modbus driver.

Device Configurations

DeviceName: device1

Product:ModbusProduct

* Associated Channel
Channel

Create Edit

* Device Station Number

1

Data Collection Interval (ms)

1000

OK Cancel

Parameters

Parameter Description

Select the channel that you have added in the Step 1: Assign a Modbus driver

Associated Channel . .
to the edge instance section.
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Parameter Description

To view the value, check the ID of the Modbus slave device in Step 6 of the
Device Station Number Step 2: Assign a sub-device to the Modbus driver section. In this example,
the value of this parameteris 1.

3. OnthelInstance Details page, click Deploy in the upper-right corner of the page to deploy the
edge instance.

4. Logontothe loT Platform console. Inthe left-side navigation pane, choose Devices > Devices.
On the Devices page, click View next to the required Modbus product.

On the Device Det ails page, choose TSL Data > Status. Onthe Status tab, view the properties
of the Modbus product.

Device Information Topic List Thing Model Data Device Shadow Manage Files Device Log Online Debug
Events Invoke Service
Real-time Refresh

aaa View Data bbb View Data cce View Data

1 2 3

May 19, 2020, 19:26:15.207 May 19, 2020, 19:26:03.310 May 19, 2020, 19:25:54.150
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2.Develop a driver with the
Connector architecture

This topic describes how to develop a driver with the Connector architecture, which is clear and flexible.
For your convenience, we recommend that you use the Connector architecture to develop drivers.

Currently, the Connector architecture is only applicable to device SDKs developed in Node.js and
Python.

Overview

The following figure shows the Connector architecture.

ThingAccessClientCallbacks

Connector ThingAccessClient ‘
Client g dbus % Link loT Edge
Thin,
: £ - Callbacks ‘
Thing

A driver with the Connector architecture consists of the following classes:
e ThingAccessClient

The ThingAccessClient class is encapsulated in a device SDK and provides multiple methods for sub-
devices to send data to and receive data from Link loT Edge. The ThingAccessClient class can call
callback functions of the ThingAccessClient Callbacks class. When receiving a request with the pointer
of a callback function specified, the ThingAccessClient class obtains required data fromLink loT Edge
and then calls the callback function. In the Connector architecture, callback functions of the
ThingAccessClient Callbacks class are implemented in the Connector class.

e Connector

The Connector class is the core of the Connector architecture. It provides the connect method for
connecting sub-devices to Link loT Edge and the disconnect method for disconnecting sub-devices
from Link IoT Edge. In addition, the Connector class supports interfaces encapsulated by the Thing
class for sub-devices to connect to Link IoT Edge. The Connector class implements callback functions
of the ThingAccessClient Callbacks class. When constructing a ThingAccessClient object, the
Connector class specifies the pointer of a callback function and transmits the pointerto the
ThingAccessClient class. When receiving required data from Link loT Edge, the ThingAccessClient class
calls the callback function.

e Thing
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The Thing class directly interacts with sub-devices. It encapsulates interfaces of physical sub-devices
forthe Connector class to call, and provides object-oriented APl operations for sub-devices to call.
When the driver connects to a specific sub-device, the Thing class refers to the abstract class of the
sub-device, for example, the Light class of a light.

e Entry

The Entry class is the main entry point of a driver. It obtains the driver configuration, initializes the
Thing and Connector classes, and then calls the connect method to connect a sub-device to Link loT

Edge. The Entry class can also call the disconnect method to disconnect a sub-device from Link loT
Edge.

The Connector class connects the abstract class of a sub-device and that of LinkloT Edge by
combining the classes, hence the name. In this example, the abstract class of a sub-device and that of
Link IoT Edge are Thing and ThingAccessClient, respectively.

The following figure shows a Unified Modeling Language (UML) class diagram.

<<ThingAccessClientCallbacks>>

A

: ThingAccessClient

- dbus: Connection

Connector - callbacks: ThingAccessClientCallbacks
- client: ThingAccessClient p + registerAndOnline(): void
- thing: Thing + online(): void
. + offline(): void
+ connect(): void < °

) ) + reportEvent(name: String, args: Object): void
+ disconnect(): void

+ reportProperties(properties: Object): void
+ cleanup(): void

+ unregister(): void

Thing

Procedure

This section describes how to use a Node.js SDK to develop a driver with the Connector architecture. For

more information about how to use a Python SDK to develop a driver, see Link loT Edge Thing Access
SDK for Python.

Light
To develop a driver for a simulated light, follow these steps:

1. Define an abstract class for the simulated light that can be turned on or off by changing the value
of the isOn property to true or false.

The sample code is as follows:
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/**
* Define an abstract class for the simulated light that can be turned on or off by cha
nging the value of the
* <code>isOn</code> property.
*/
class Light {
constructor () {
this. isOn = true;
}
get isOn () {
return this. isOn;
}
set 1sOn (value) {

return this. isOn = value;

2. Define the Connector class. The Connector class provides the following features:

o Receives the configuration and an abstract object of the simulated light and constructs a
ThingAccessClient object forinteracting with Link loT Edge.

o Implements three callback functions of the ThingAccessClientCallbacks class and uses the
callback functions to call interfaces encapsulated by the Light class.

o Provides the connect and disconnect methods. The connect method can connect the simulated
light to Link loT Edge and the disconnect method can disconnect the simulated light from Link

loT Edge.

The sample code is as follows:

/**
* Construct a class to combine ThingAccessClient and the abstract class of the simulat
ed light that connects
* to Link IoT Edge.
=
class Connector ({
constructor (config, light) {
this.config = config;
this.light = light;
this. client = new ThingAccessClient (config, {
setProperties: this. setProperties.bind (this),
getProperties: this. getProperties.bind(this),
callService: this. callService.bind(this),
}) i
}
/**

* Connect to Link IoT Edge and publish properties to it.

=Y
connect () {
registerAndOnlineWithBackOffRetry (this. client, 1)
.then(() => {
return new Promise (() => {

// Publish properties to Link IoT Edge.
const properties = { 'LightSwitch': this.light.isOn 2 1 : 0 };
this. client.reportProperties (properties);

1)) 7
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})
.catch(err => {
console.log (err) ;
return this. client.cleanup();
})
.catch(err => {
console.log (err) ;
}) i
}
/**
* Disconnect from Link IoT Edge and stop publishing properties to it.
*/
disconnect () {
this. client.cleanup ()
.catch(err => {
console.log (err) ;
1)
}
__setProperties (properties) {
console.log ('Set properties %s to thing %s-%s',
this.config.productKey, this.config.deviceName) ;

JSON.stringify (properties),

if ('LightSwitch' in properties) {
var value = properties['LightSwitch'];
var isOn = value === 1;
if (this.light.isOn !== isOn) {
// Report property changes to Link IoT Edge.
this.light.isOn = isOn;
if (this. client) {
properties = {'LightSwitch': value};
console.log ("Report properties: ${JSON.stringify (properties)}’);

this. client.reportProperties (properties);

}
return {
code: RESULT SUCCESS,
message: 'success',
bi
}
return {
code: RESULT FATLURE,
message: 'The requested properties does not exist.',
bi
}

_getProperties (keys) {
console.log ('Get properties %s from thing %$s-%s', JSON.stringify (keys),

this.config.productKey, this.config.deviceName) ;
if (keys.includes ('LightSwitch')) {
return {
code: RESULT SUCCESS,
message: 'success',

params: {
'LightSwitch': this.light.isOn ? 1 : O,
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}
return {
code: RESULT FAILURE,

message: 'The requested properties does not exist.',

}
_callService (name, args) {
console.log('Call service %s with %s on thing %s-%s', JSON.stringify (name),

JSON.stringify(args), this.config.productKey, this.config.deviceName) ;

return {
code: RESULT FATLURE,

message: 'The requested service does not exist.',

}i

3. Obtain the driver configuration and initialize the Connector class.
o Callthe getConfig operation to obtain the driver configuration.

o Callthe getThingInfos operation to obtain the information about and configuration of the
simulated light.

o Initialize the Connector class.

o Callthe connect method to connect the simulated light to Link loT Edge.
The sample code is as follows:

// Obtain the configuration that is automatically generated when the simulated light is
bound to this driver. getConfig()

.then ((config) => {
// Obtain the simulated light information, for example, the product key and device

// name of the simulated light, from config.
const thingInfos = config.getThingInfos();
thingInfos.forEach ((thingInfo) => {
const light = new Light();
// The value format of the ThingInfo parameter is supported by config of Connecto

r. Pass the ThingInfo parameter directly.
const connector = new Connector (thingInfo, light);
connector.connect () ;
1)
1) i

LightSensor
To develop a driver for a simulated light sensor, follow these steps:

1. Define an abstract class for the simulated light sensor that automatically runs when a listener
listens to it and stops running when the listener is cleaned.

The sample code is as follows:

/**

* Define an abstract class for the simulated light sensor that starts to publish illum

inance between 100
* and 600 with 100 delta changes when a listener listens to it.
*/

class LightSensor ({
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constructor () {

}

this. illuminance = 200;
this. delta = 100;

get illuminance () {

}

return this. illuminance;

// Start to work.
start () {

}

if (this. clearInterval) {
this. clearInterval();
}
console.log ('Starting light sensor...'):;
const timeout = setInterval (() => {
// Update illuminance and delta.
let delta = this. delta;
let illuminance = this. illuminance;
if (illuminance >= 600 || illuminance <= 100) {
delta = -delta;
}
illuminance += delta;
this. delta = delta;
this. illuminance = illuminance;
if (this. listener) {
this. listener ({

properties: {

illuminance,
}
}) i
}
}, 2000) ;
this. clearInterval = () => {

clearInterval (Eimeout) ;
this. clearInterval = undefined;
}i

return this. clearInterval;

stop () {

}

console.log ('Stopping light sensor ...'");
if (this. clearInterval) ({

this. clearInterval();

listen(callback) {

if (callback) {
this. listener = callback;
// Start to work when a listener listens to it.
this.start();
} else {
this. listener = undefined;

this.stop();
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2. Define the Connector class. The Connector class provides the following features:

o Receives the configuration and an abstract object of the simulated light sensor and constructs a
ThingAccessClient object forinteracting with Link loT Edge.

o Implements three callback functions of the ThingAccessClient Callbacks class and uses the
callback functions to call interfaces encapsulated by the LightSensor class.

o Provides the connect and disconnect methods. The connect method can connect the simulated
light sensorto Link loT Edge and the disconnect method can disconnect the simulated light
sensor from Link loT Edge.

The sample code is as follows:

/**
* Construct a class to combine ThingAccessClient and the abstract class of the simulat
ed light sensor that connects to Link IoT Edge. */
class Connector {
constructor (config, lightSensor) {
this.config = config;
this.lightSensor = lightSensor;
this. client = new ThingAccessClient (config, {
setProperties: this. setProperties.bind(this),
getProperties: this. getProperties.bind(this),
callService: this. callService.bind(this),
}) 7
}
J**
* Connect to Link IoT Edge and publish properties to it. =Y
connect () {
registerAndOnlineWithBackOffRetry (this. client, 1)
.then(() => {
return new Promise (() => {
// Run, listen to the simulated light sensor, and report property data change
s of the sensor to Link IoT Edge.
this.lightSensor.listen((data) => {
const properties = {'MeasuredIlluminance': data.properties.illuminance};
console.log ( Report properties: ${JSON.stringify (properties)}’);

this. client.reportProperties (properties);

.catch (err => {
console.log (err) ;
return this. client.cleanup();
})
.catch(err => {
console.log (err);
1)
}
/**
* Disconnect from Link IoT Edge.
*/
disconnect () {
// Clean the listener.
this.lightSensor.listen (undefined) ;

20 > Document Version: 20211228



s N Best Practices-Develop a driver wit
MBERh St E ped
hthe Connector architecture

this. client.cleanup ()
.catch (err => {
console.log (err);
}):
}

_setProperties (properties) {
console.log ('Set properties %s to thing %$s-%s', JSON.stringify (properties),
this.config.productKey, this.config.deviceName) ;
return {
code: RESULT FAILURE,
message: 'The property is read-only.',
}i
}
_getProperties (keys) {
console.log ('Get properties %s from thing %$s-%s', JSON.stringify (keys),
this.config.productKey, this.config.deviceName) ;
if (keys.includes ('MeasuredIlluminance')) {
return {
code: RESULT SUCCESS,
message: 'success',
params: {
'MeasuredIlluminance': this.lightSensor.illuminance,
}
}i
}
return {
code: RESULT FAILURE,

message: 'The requested properties does not exist.',

}
_callservice (name, args) {
console.log('Call service %s with %s on thing %$s-%s', JSON.stringify (name),

JSON.stringify(args), this.config.productKey, this.config.deviceName) ;

return {
code: RESULT FAILURE,
message: 'The requested service does not exist.',

}i

3. Obtain the driver configuration and initialize the Connector class.
o Callthe getConfig operation to obtain the driver configuration.

o Callthe getThingInfos operation to obtain the information about and configuration of the
simulated light sensor.

o Initialize the Connector class.

o Callthe connect method to connect the simulated light sensorto Link loT Edge.

The sample code is as follows:
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// Obtain the configuration that is automatically generated when the simulated light se
nsor is bound to this driver. getConfig()
.then ((config) => {
// Obtain the information about the simulated light sensor, for example, the produc
t key and device // name of the simulated light sensor, from config. const thingI
nfos = config.getThingInfos();
thingInfos.forEach ((thingInfo) => {
const lightSensor = new LightSensor();
// The value format of the ThingInfo parameter is supported by config of Connecto
r. Pass the ThingInfo parameter directly. const connector = new Connector (thingInf
o, lightSensor);
connector.connect () ;
}):
}) i
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3.Connect an OPC UA sub-device to
a gateway

This topic describes how to connect an OPC Unified Architecture (OPC UA) sub-device to a gateway and
enable the sub-device to interact with loT Platform.

MEXNA %I E

Prerequisites

e A Docker runtime environment is built for Link loT Edge Pro.

e Anedge instance is created and the gateway assigned to the edge instance is brought online. For
more information, see Link [oT Edge Pro.

Step 1: Build an OPC UA Server

The following table describes the environment requirements for an OPC UA Server.

ltem Version Installation command
Python 3.5.2 or later None

PIP 9.0.1 or later None

OPC UA 0.98.3 or later pip install opcua==0.98.3

To build an OPC UA Server to simulate an LED light that is named demo_led and has the temperature
property and high_temperature event, follow these steps:

1. Runthe following command to download the package of the OPC UA Server:

wget http://iotedge-web.oss-cn-shanghai.aliyuncs.com/public/driverSample/opcua simulati

on_server.tar.gz

2. Runthe following commands to start the OPC UA Server:

tar -zxvf opcua simulation server.tar.gz

cd opcua simulation server && ./opcua simulation server.sh

Step 2: Install an OPC UA client

Before connecting the simulated LED light to a gateway through an OPC UA driver, you must configure
the simulated LED light. When configuring the simulated LED light, you must use an OPC UA client to
obtain the information about the simulated LED light from the OPC UA Server. The obtained information
is required when you create a product and configure the driver in the IoT Platform console.

In this example, UaExpert is used as an OPC UA client.
1. Download and install UaExpert.
2. Start UaExpert.
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_ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*
File View Server Document Settings Help
23 . - we ™ "
DeBBR & =0 X% B R
Project & X | Data Access View | Event View [x]
4 [3 Project # Server Node Id Display Name Value Datatype ource Timestam erver Timestam  Status

4 [1 Servers
[2) UaServerCpp@opcuaserver.con|
Q FreeOpclUa Example Server - N
I [3 Documents

< | . »

Address Space g X

3. Click + inthetoolbar.

B Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™
File View Server Docug Settings Help

DW[E@ My B K|

Froject B X Data Access Wiew
4 [ Project # Server MNode Id
4 [ Servers

Q} FreeOpclUa Example Server - Nc

i [ Documents

4. Inthe Add Server dialog box that appears, click the Advanced tab and set Endpoint Urlto the

URL of the OPC UA Server. In the URL, specify the IP address and port number of the host where the
OPC UA Serverresidesinthe Host IP address:Port number format.

@ Note For example, if the default port number of the OPC UA Serveris 4840 andthe P
address is 192.168.1.1, set the Endpoint Url parameter to the following value:

opc.tcp://192.168.1.1:4840
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i Add Server

Configuration Hame FreelpclUa Example Serwer — Home — None (uatep-uasc—uabinary)

Mvancad

Server Information

Endpeint Url ope. tep:ff - 4540

Security Settings

Security Folicy [Hone v]

Message Security Mode [Hone V]

Authentication Settings

@ Anonymons

Username

Password Store

Certificate

Frivate Key

Session Settings

Sesszion Hame urn: ivan—FC:Uni fiedhutomation: VaExpart

Conmect Automatically

| 0k || Ccencal

5. Click OK. The information about the simulated LED light appears.

[Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject” o[ )
File View Server Document Settings Help
, - _ -
D PBE =0 XYKE R X =
Eroject & X | Data Access View © Attributes 8 x
4 13 Project #  Server Nodeld  Display Name Value Datatype  ource Timestam erver Timest] <[] & @ ©
4 B Servers Atribute Valoe B
s «g; rreeO:an Example Server - N 4 Nodeld Nodeld
ocuments
Namespacelndex 2
IdentifierType  Numeric E
Rl ——— ’ Identifier 1
ddress Space R NodeClass Object | |
 [1o migaian = BrowseName 2, *demo_led
S o DisplayName **, *demo_led"
ot Description =, *demo_led" I
4 [ Objects
References 8 x
[ G| Forvara ~ ©
© onctt eference  Target Dv\splayName
@ temperature HasTypeDefini... BaseObjectType
e IHasComponent temperature
, £ Views [HasComponent onoff
IHasComponent led_method
[GeneratesEvent high_temperature
« i ’

Step 3: Add the simulated LED light as an OPC UA sub-device
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1. Create an OPC UA product. For more information, see Create a product.

< Create Product (Device Model)

* Product Name

demo_led
* Node Type
F 1 > 1" Ly .
LS g Q

Gateway devi...

Directly Conn...| [Gateway sub.A

Networking and Data Format

* Gateway Connection Protocol

OPC UA v
* Data Type
|CA Standard Data Format {Alink JSON) e

v Authentication Mode

More

v Product Description

The following table describes some required parameters.
Parameter Description
Node Type Select Gateway sub-device.

Gateway Connection

Select OPC UA.
Protocol

2. Add customfeatures forthe product. For more information, see Add a TSL feature.
o Add a property

a. Set required parameters for the property, as shown in the following figure.
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Create Self-Defined Feature

* Feature Type

Properties | Services | Events

* Feature Name

temperature

* |dentifier

temperature

* Data Type

int32

* Walue Range

-20

* Step

Unit

X

* Read/Write Type

@ Read/Write ':' Read-only

Description

Enter a description

* Extended Information

+Add Extended Information

0/100

Cancel
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b. ClickAdd Extended Information. Inthe Add Extended Information dialog box that
appears, set Node Name.

Add Extended Information X

* Node Name

temperature

To obtain the value of Node Name, find the simulated LED light named demo_led in
UaExpert and click temperature under demo_led. Check the value of DisplayName in the
Attributes section on the right and use it as the value of Node Name.

[l Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject” [l & =]
File View Server Document Settings Help
= - -
DPPBBO #=0 XK4 BE <
T & X [ Data Access View © Attributes 8 x
5 [Wo ighlight || = Server Nodeld  Display Name Value Datatype ource Timesta <[] ©® [+]
S Root Attribute Value »
4 O Objects Nodeld Nodeld
& Server NodeClass Variable
4 & demo_led - -
> % led_method ID\sp\ayName 'lemperature’l
@ onoff Deseription " temperature
w 0
> 2 Types UserWriteMask 0
© Views Valu
DataType Int64
ValueRank 1
Dis Ulnt32 Arravi0l

o Add a service
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a. Set required parameters for the service, as shown in the following figure.

Create Self-Defined Feature X

* Feature Type

Properties | Services | Events

* Feature Name

led_method

* |dentifier

led_method

* |nvoke Method:

@ Asynchronous () Synchronous

Input Parameters

+ Add Parameter

Cutput Parameters

+ Add Parameter
Description

Enter a description

0/100

* Extended Information

+Add Bxtended Information
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Add Parameter

* Parameter Name

temperature

* |dentifier

temperature

* Data Type

int32

* Value Range

50

* Step

Unit

*C

Extended Information

* Parameter Index:

100

b. Click Add Parameter under Input Parameters to add a parameter for the service.

X

30
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c. ClickAdd Extended Information. Inthe Add Extended Information dialog box that
appears, set Node Name.

Add Extended Information X

* Node Name

led_method

To obtain the value of Node Name, find the simulated LED light named demo_led in
UaExpert and click led_method under demo_led. Check the value of DisplayName in the
Attributes section on the right and use it as the value of Node Name.

[ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject” =N =R
File View Server Document Settings Help

DBBE =2 XKE R E -

Address Space B X | Data hccess View © attributes 8 X
Mo Highlight “Jl#  server Nodeld  Display Name Value Dataype  ource Timestd 2 [] & @ ©
[=) Root Attribute Value =
4 © Objects 4 Nodeld Nodeld
> & Server Namespacelndex 2
4 & demo led IdentifierType  Numeric
|4 {56 Ted_method | Identifier 4 E
¥ Tnputhrguments NodeClass Method i
b @ onoff BrowseName 2. "led methad"
> @ temperatre
b 2 Types Description =, “led_method"
> 12 Views WriteMask °

UserWriteMask [J
Executahl tru g

o Add an event
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a. Set required parameters for the event, as shown in the following figure.

Create Self-Defined Feature

* Feature Type

Properties | Services | Events

* Feature Name

high_temperature

* |dentifier

high_temperature

* Byvent Type
® Info () Alert () Error

Cutput Parameters

+ Add Parameter
Description

Enter a description

* Extended Information

+Add Bxtended Information

0/100

32
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b. Click Add Parameter under Output Parameters to add a parameter for the event.

Add Parameter

* Parameter Name

temperature

* |dentifier

temperature

* Data Type

int32

* Value Range

50

* Step

Unit

*C

Extended Information

* Parameter Index:

X
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c. ClickAdd Extended Information. Inthe Add Extended Information dialog box that
appears, set Node Name.

Add Extended Information X

* Node Name

high_temperature

To obtain the value of Node Name, find the high_temperature event of the simulated LED
light in Uakxpert and click the event name. Check the value of DisplayName in the
Attributes section onthe right and use it as the value of Node Name.

[ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”

(= =
Flle View Server Document Settings Help
De P %] +* X & R | <
Address Space B X | Data Access View © ttributes LR
5 Mo HighLight “)[#  server Nodeld  Display Name Value Datatype  ource Timestd 7 [] B @ [+]
@ Root Attribute Value
b 2 Objects 4 Nodeld Nodeld
4 2 Types Namespacelndex 2
> [ DataTypes IdentifierType Numeric
4 [ EventTypes Identifier 6
4 % BaseEventType NodeClass ObjectType
> % AuditEventType 2, "high
> §, BaseModelChangeEventType DisplayName **, *high_temperature®
> % ConditionType Description ™, "high_temperature
@ Eventld WriteMask 0
» f EventQueueOverflowEventType UserWriteMask 0
@ EventType IsAbstract false
@ LocalTime.
@ Message References & x
> ProgressEventType G [ E| @ Forvara v Q
@ ReceiveTime
M Reference Target DisplayName
® Soureatiome HasProperty  temperature
@ SourceNode
» f SystemEventType
@ Time
> f TransitionEventType
4 [§ high
| @ _temperature |
> [ ObjectTypes
> [ ReferenceTypes
> [ VariableTypes
b 2 Views

3. Add the simulated LED light as a sub-device to the OPC UA product. For more information, see
Create a device.

34
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Add Device X

ﬂ Mote: You do not need to specify DeviceName. If DeviceName is not

specified, Alibaba Cloud issues a unique identifier as DeviceName.

Products

DeviceName

demo_led

Alias

Enter an alias.

Step 4: Configure the edge instance

1. Onthe homepage of the IoT Platform console, choose Link l1oT Edge > Edge Instances inthe
left-side navigation pane. On the Edge Instances page, find the target edge instance and click
View inthe Actions column.

2. OntheInstance Details page that appears, clickthe Devices & Drivers tab and then click Assign
Driver. Inthe Assign Driver dialog box that appears, select Official Drivers, find the driver named
OPCUA, and then click Assign in the Actions column.

Assign Driver X
r !
Official Drivers l v H opcuy Qe (&
i Programming Communication
Driver Name CPU Architecture Actions
Language Protocol
OPCUA  Official Python 3.5 opc-ua -

Close

3. Go backto the Devices & Drivers tab, click OPCUA in the All Drivers section on the left, and then
click Driver Configurations next to Devices on the right. In the Driver Configurations dialog
box that appears, click Add Channel. Inthe Add Channel dialog box that appears, set channel
parameters and click OK.
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Description of channel parameters

Parameter

Channel Name

Channel Address

Username

Password

Timeout Period
for Method Calls

Description
The name of the OPC UA channel.

The URL of the OPC UA Server.

The username for connecting to the

OPC UA Server.

The password for connecting to the

OPC UA Server.

The timeout period of a request for

calling the OPC UA Server.

Add Channel X

* Channel Name

opcua_server

* Channel Address

opciepi//192.168.1.1:4840

* Security Policy

None v

* Safe Mode

None v

Username
demo

Password

* Timeout Period for Method Calls

10

Example
opcua_server

opc.tcp://192.168.1.1:4840

demo

abci23

70

4. Onthe Devices & Drivers tab, click OPCUA in the All Drivers section on the left and click Assign
Sub-device under Devices. In the Assign Sub-device dialog box that appears, find the
simulated LED light and click Assign inthe Actions column.

36
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Assign Sub-device X
demo_led W Device Mame (Full Name) Q
Device i
Product Status Actions
Name
demo_led demo_led @ Inactive Assign
od
oo

Close Got a new device? Add Sub-device

5. Go backto the Devices & Drivers tab, find the simulated LED light you assigned, and then click
Device Configurations inthe Actions column. The Device Configurations dialog box appeatrs.

Device Configurations

DeviceName: demo_led

Product:dema_led

* Associated Channel
opcua_server

Create Edit

* Node Path

Chjects/demo_led

Cancel

Description of parameters in the Device Configurations dialog box
Parameter Description
Associate Channel Select the channel you added.

Set this parameter to the absolute path of the simulated LED light on the

PCUA .Th h ith Obi )
Node Path OPC UA Server. The path starts with Objects

In this example, the absolute path is Objects/demo_led.

6. Onthe Instance Details page of the edge instance, click Deploy in the upper-right comerto
deploy the edge instance.

7. Onthe Instance Details page, clickthe Devices & Drivers tab. Click OPCUA in the All Drivers
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section on the left, find the simulated LED light on the right, and then check whether the value of
Device Status is Online.

~ Al Drivers -+ Devices Driver Configurations Container Configurations
Assign Sub-device Learn More About Connecting Devices? All Products v Device Name Q
OPCUA
Device Name Product Associated Channel Device Status Actions

demo_led demo_led opcua_server @ Online Device Configurations | View | Remove
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