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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Container Service for Kubernetes (ACK) is one of the first  services to pass the Cert if ied Kubernetes
Conformance Program. ACK provides high-performance management services for containerized
applications. You can manage enterprise-level containerized applications throughout the application
lifecycle. This service allows you to run containerized applications in the cloud in an efficient  manner.

Cluster typesCluster types
ACK provides the following three cluster types: dedicated Kubernetes cluster, managed Kubernetes
cluster, and serverless Kubernetes cluster.

Item
Dedicated Kubernetes
cluster

Managed Kubernetes
cluster

Serverless Kubernetes

Feature

You must create master
nodes and worker
nodes.

You need only to create
worker nodes. ACK
creates and manages
master nodes.

You do not need to
create master nodes or
worker nodes.

Dedicated Kubernetes
clusters allow you to
manage the cluster
infrastructure in a finer-
grained manner. You
must design, maintain,
and upgrade the
clusters on your own.

Managed Kubernetes
clusters are easy to use,
cost-effective, and
highly available. You do
not need to manage
master nodes.

Serverless Kubernetes
clusters allow you to
start applications
directly. You do not
need to manage nodes.

Billing method

Cluster management is
free of charge.
However, you are
charged for master
nodes, worker nodes,
and infrastructure
resources.

Standard managed
clusters: Cluster
management is free
of charge. However,
you are charged for
worker nodes and
infrastructure
resources.

Professional
managed clusters:
Cluster management
is charged based on
the number of
clusters.

You are charged based
on the amount of
resources consumed by
pods and the resource
usage duration. The
duration is measured in
seconds.

Scenarios Applies to all scenarios. Applies to all scenarios.

Applies to batch tasks,
urgent application
scale-out, and
continuous integration
and continuous delivery
(CI/CD) testing.

1.What is Container Service for1.What is Container Service for
Kubernetes?Kubernetes?
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User profile

Cluster creation
procedure

Item
Dedicated Kubernetes
cluster

Managed Kubernetes
cluster

Serverless Kubernetes

FeaturesFeatures
Cluster management

Cluster creation: You can create mult iple types of cluster based on your requirements, choose
mult iple types of worker node, and customize the configurations on demand. For more
information, see Create an ACK Pro cluster, Create an ACK managed cluster, and Create an ACK
dedicated cluster.

Cluster upgrade: You can upgrade Kubernetes with a few clicks and manage the upgrade of
system components in a unified manner. For more information, see Update the Kubernetes version
of an ACK cluster.

Elast ic scaling: You can scale up or scale down resources in the console with a few clicks based on
your requirements. You can also use service-level affinity rules and perform horizontal scaling.

Product  Int roduct ion··What  is Cont ai
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Mult i-cluster management: You can manage applications in data centers and clusters in mult iple
clouds and regions in a unified manner.

Permission management: You can grant permissions to users in the Resource Access Management
(RAM) console or by using role-based access control (RBAC) policies.

Node pool management
You can manage the lifecycle of node pools. You can configure different specificat ions for node
pools in a cluster, such as vSwitches, runtimes, operating systems, and security groups. For more
information, see Node pool overview.

Application management

Application creation: You can create mult iple types of application from images and templates. You
can configure environment variables, application health checks, data disks, and logging.

Application lifecycle management: You can view, update, and delete applications, roll back
application versions, view application events, perform rolling updates of applications, use new
application versions to replace earlier application versions, and use triggers to redeploy
applications.

Application pod scheduling: You can schedule application pods based on the following three
policies: pod affinity, node affinity, and pod anti-affinity.

Application pod scaling: You can scale the number of application pods manually or by using the
Horizontal Pod Autoscaler (HPA).

Application release: Phased release and blue-green release are supported.

App Catalog: You can use App Catalog to simplify the integration of Alibaba Cloud services.

Application Center: After an application is deployed, the application center displays the topology
of the application on one page. You can also manage and roll back the application version in
scenarios such as continuous deployment.

Application backup and recovery: You can back up Kubernetes applications and restore
applications from backup data. For more information, see Back up and restore applications.

Storage methods

Storage plug-ins: FlexVolume and CSI are supported. For more information, see CSI overview and
FlexVolume overview.

Volumes and persistent volume claims (PVCs):

You can create Block Storage volumes, Apsara File Storage NAS (NAS) volumes, Object  Storage
Service (OSS) volumes, and Cloud Paralleled File System (CPFS) volumes.

You can bind a volume to a PVC.

You can dynamically create and migrate volumes.

You can view and update volumes and PVCs by running scripts.

Network

You can set  up container networks based on the Flannel or Terway plug-in. For more information,
see Overview.

You can specify CIDR blocks for Services and pods.

You can use the NetworkPolicy feature. For more information, see Use network policies.

You can use Ingresses to route requests.

You can use DNS-based service discovery. For more information, see DNS overview.

O&M and security
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Observability

Monitoring: You can monitor clusters, nodes, applications, and pods. You can use the
Prometheus plug-in.

Logging: You can view cluster logs, pod logs, and application logs.

Alert ing: You can configure alerts to manage exceptions in the cluster based on various metrics
for different scenarios. For more information, see Alert  management.

Cost  analysis: provides visualized analysis on resource usage and cost  distribution to help improve
resource ut ilizat ion.

Runtime Security: allows you to manage security policies of the container runtime, configure
routine inspections of application security, and configure security monitoring and alert ing on the
runtime. This enhances the overall security capabilit ies of containers.

Sandboxed-Container: allows you to run an application in a sandboxed and lightweight virtual
machine. This virtual machine has a dedicated kernel, isolates applications from each other, and
provides enhanced security. Sandboxed-Container is suitable in scenarios such as untrusted
application isolat ion, fault  isolat ion, performance isolat ion, and load isolat ion among mult iple
users.

TEE-based confidential computing: provides a cloud-native and all-in-one solut ion for developing,
managing, and delivering trusted, confidential computing applications based on Intel Software
Guard Extensions (SGX). This solut ion ensures data security, integrity, and confidentiality.
Confidential computing allows you to isolate sensit ive data and code by using a trusted execution
environment.

ArchitectureArchitecture
The following figure shows the architecture of the Alibaba Cloud Container Service product portfolio.

Alibaba Cloud Container Registry provides managed security services and lifecycle management of
cloud-native assets. The service distributes images to clusters in different scenarios and is seamlessly
integrated with ACK to provide an all-in-one solut ion for cloud-native application management.

Alibaba Cloud Service Mesh (ASM) is a managed service mesh platform that allows you to manage the
traffic of an application that uses the microservices architecture in a unified manner. ASM is
compatible with the open source Ist io service mesh platform and allows you to manage the traffic of
mult iple Kubernetes clusters. ASM provides a unified way to manage the communications among
containerized applications and applications on virtual machines.

Alibaba Cloud Serverless Kubernetes (ASK) provides serverless Kubernetes clusters based on elast ic
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computing. You can create containerized applications without managing or maintaining clusters.

Alibaba Cloud Genomics Service (AGS) is a genome sequencing and secondary analysis service based
on big data. It  serves biotechnology industry users. AGS is an efficient, elast ic, and reliable service
that requires low costs.

ACK@Edge is a Kubernetes cluster based on the standard Kubernetes runtime environment. It
integrates the cloud, edge, and terminals to deliver, maintain, and manage applications. The service
also enhances node autonomy in edge clusters.

Use ACKUse ACK
Click the following button to start  using ACK.

Use ACK

ReferencesReferences
Kubernetes official website

Cont ainer Service for Kubernet es Product  Int roduct ion··What  is Cont ai
ner Service for Kubernet es?

> Document  Version: 20220705 9

https://www.alibabacloud.com/help/doc-detail/156348.htm#concept-2436310
https://www.alibabacloud.com/help/doc-detail/163259.htm#task-2478491
https://kubernetes.io/zh/docs/concepts/overview/what-is-kubernetes/


This topic describes the benefits of Container Service for Kubernetes (ACK) clusters and the
disadvantages of self-managed Kubernetes clusters.

Benefits of ACKBenefits of ACK

Benefit Description

Cluster management

Provides three cluster types: dedicated Kubernetes cluster, managed
Kubernetes cluster, and serverless Kubernetes (ASK) cluster.

By default, the master nodes of a managed Kubernetes cluster are deployed
across three zones to ensure high availability.

Allows you to add thousands of Elastic Compute Service (ECS) nodes to a single
cluster. For more information about resource quotas, see Quota limits.

Allows you to create clusters across zones and register external clusters in the
ACK console. For more information about registered clusters, see Overview.

Elastic resource
scaling

Automatically scales the number of containers based on container resource
usage.

Scales out to thousands of nodes within minutes.

If your application is deployed on elastic container instances in an ASK cluster, at
most 500 pods can be started within 30 seconds.

Supports vertical scaling with a few clicks.

Supports service-level affinity policies and scale-out.

Provides standard, open source Horizontal Pod Autoscaler (HPA), Vertical Pod
Autoscaler (VPA), and Cluster Autoscaler capabilit ies.

Supports scheduled scaling similar to CronHPA and serverless scalability based
on virtual-kubelet-autoscaler.

Supports fine-grained scheduling of online business based on ack-kubernetes-
elastic-workload.

Provides alibaba-metrics-adapter to meet different scaling needs. Optimizes
application scaling by using approaches such as Ingress gateways and
microservice flow control based on Sentinel.

2.Benefits2.Benefits

Product  Int roduct ion··Benefit s Cont ainer Service for Kubernet es

10 > Document  Version: 20220705

https://www.alibabacloud.com/help/doc-detail/86741.htm#concept-gsf-w2b-5db/section-le6-vv2-ll0
https://www.alibabacloud.com/help/doc-detail/155208.htm#concept-2424510


All-in-one container
management

Application management:

Supports phased release, blue-green release, application monitoring, and
application autoscaling.

Provides a built-in application marketplace that allows you to deploy
applications with a few clicks by using Helm.

Image repository (What is Container Registry?):

Features high availability and high concurrency.

Supports image acceleration.

Supports large-scale P2P image distribution. Container Registry can
concurrently distribute images to a maximum of 10,000 nodes by using an
optimized image distribution process. This improves the distribution
efficiency by four t imes.

Not e Not e Self-managed image repositories may fail to respond when
millions of clients attempt to pull images at the same time. Container
Registry improves the reliability of image repositories, reduces maintenance
workloads, and facilitates application upgrades.

Logging:

Allows you to collect logs and deliver the log data to Log Service.

Supports integration with third-party open source logging solutions.

Monitoring:

Supports container-level and VM-level monitoring.

Supports integration with third-party open source monitoring solutions.

Multiple node types

The following node types are supported:

x86-based computing resources: ECS instances based on the x86 architecture

Heterogeneous computing resources: GPU-accelerated ECS instances, NPU-
accelerated ECS instances, and FPGA-accelerated ECS instances

Bare metal computing resources: ECS bare metal instances

Serverless computing resources: ACK virtual nodes

Edge nodes: Edge Kubernetes clusters support centralized management of
cloud and edge nodes, and unified application release. This increases
application release efficiency by three times.

The following billing methods are supported:

Preemptible instance

Subscription

Pay-as-you-go

Benefit Description
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IaaS capabilit ies

Networking:

Provides a high-performance network plug-in that works with Virtual Private
Cloud (VPC) and elastic network interfaces (ENIs). This improves the network
performance by 20% compared with common networking solutions.

Supports container access control and throttling.

Storage:

Supports Alibaba Cloud disks, Apsara File Storage NAS file systems, and
Object Storage Service (OSS) buckets, and provides standard Container
Storage Interface (CSI) drivers.

Allows you to dynamically create and migrate volumes.

Load balancing:
Allows you to create Internet-facing and internal-facing Server Load Balancer
(SLB) instances.

Not e Not e If you use a self-managed Ingress to control access to a self-
managed Kubernetes cluster, frequent releases may negatively affect the
performance of the Ingress and increase the error rate. ACK supports SLB
instances, which provide high-availability load balancing and can
automatically modify network configurations to meet your business needs.
This solution is widely used by a large number of users for a long period of
time. It  provides much higher stability and reliability than self-managed
Ingresses.

Benefit Description
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Enterprise-level
security and stability

ACK is integrated with a multi-layer security solution that secures cloud-native ACK
clusters. This solution protects the underlying infrastructure, intermediate
software supply chains, and top-layer runtime environments.

Multi-layer security:

Infrastructure security: ACK supports complete network isolation and end-to-
end data encryption. ACK associates Alibaba Cloud accounts and Resource
Access Management (RAM) users with the Kubernetes Role-Based Access
Control (RBAC) system. It  also provides fine-grained permission management
and comprehensive auditing capabilit ies.

Software supply chain security: ACK supports a complete DevSecOps process,
covering the cloud-native delivery chain, image scanning, image signing, and
image synchronization.

Runtime security: ACK provides runtime security capabilit ies, including security
policy management of applications, configuration routine inspections,
runtime monitoring and alerting, and key encryption and management.

Default security capabilit ies:

Provides OS images that are optimized for containerized applications and
supports Kubernetes clusters and Docker versions that have high stability and
enhanced security.

Enhances the security compliance of cluster configurations, system
components, and system images based on the Center for Internet Security
(CIS) Benchmark and container security best practices.

Grants minimum default permissions for managing cloud resources on nodes.

Sandboxed-Container: allows you to run an application in a sandboxed and
lightweight virtual machine. This virtual machine has a dedicated kernel, isolates
applications from each other, and provides enhanced security. Sandboxed-
Container is suitable in scenarios such as untrusted application isolation, fault
isolation, performance isolation, and load isolation among multiple users.

TEE-based confidential computing: provides a cloud-native and all-in-one
solution for developing, managing, and delivering trusted, confidential
computing applications based on Intel Software Guard Extensions (SGX). This
solution ensures data security, integrity, and confidentiality. Confidential
computing allows you to isolate sensit ive data and code by using a trusted
execution environment.

24/7 technical
support

Provides 24/7 technical support through the ticket system.

Benefit Description

Disadvantages of self-managed Kubernetes clustersDisadvantages of self-managed Kubernetes clusters
The steps to create a Kubernetes cluster are complicated.
You must manually configure the components, configuration files, cert if icates, keys, plug-ins, and
tools. This process takes professional engineers up to several weeks.

Significant costs are required to integrate self-managed Kubernetes cluster with public cloud
services.
You must use your own resources to integrate your system with other Alibaba Cloud services, such as
Log Service, monitoring services, and storage management services.
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A container is a systematic project  that involves various technologies, such as networking, storage,
operating systems, and orchestrat ion. Professional engineers are required to use containers.

The container technology is under constant development. To keep up with the frequent version
iterations, you must continuously upgrade and test  your containerized applications.
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This topic describes common scenarios of Container Service for Kubernetes (ACK).

DevOps and continuous deliveryDevOps and continuous delivery
Optimal continuous delivery pipeline

ACK is integrated with Jenkins to automate the DevOps pipeline that covers code submission to
application deployments. The pipeline ensures that code is submitted for deployment only after the
code passes automated test ing. The pipeline is a new and efficient  method. We recommend that you
do not use tradit ional delivery models that include complex deployments and slow iterat ions.

Benefits

DevOps pipeline automation
Automates the DevOps pipeline, from code updates to code builds, image builds, and application
deployments.

Environment consistency
Allows you to deliver code and runtime environments based on the same architecture.

Continuous feedback
Provides immediate feedback on each integration or delivery.

Related services

Elast ic Compute Service (ECS) and ACK

Microservice architectureMicroservice architecture

3.Scenarios3.Scenarios

Cont ainer Service for Kubernet es Product  Int roduct ion··Scenarios

> Document  Version: 20220705 15



Agile development and deployment to accelerate the development of business models

Your workload in the production environment is divided into mult iple microservice applications. These
microservice applications are managed by Alibaba Cloud image repositories. Alibaba Cloud can
schedule, orchestrate, deploy, and implement the canary releases of microservice applications.
Therefore, you can focus on feature updates.

Benefits

Load balancing and service discovery
Forwards and binds Layer 4 and Layer 7 requests to backend containers.

Mult iple scheduling and disaster recovery policies
Supports different levels of affinity scheduling policies, and cross-zone high availability and disaster
recovery.

Microservice monitoring and auto scaling
Supports microservice and container monitoring, and microservice auto scaling.

Related services

ECS, ApsaraDB RDS, and Object  Storage Service (OSS)

References

Implement microservice-based agile development

Hybrid cloud architectureHybrid cloud architecture
Unified O&M of cloud resources
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You can manage both cloud and on-premises resources in the ACK console. Container Service does not
rely on specific infrastructure. Therefore, you can use the same images and orchestrat ion templates to
deploy applications both in the cloud and on the premises.

Benefits

Application scaling in the cloud
During peak hours, ACK can scale up applications in the cloud and forward traffic to the scaled-up
resources.

Disaster recovery in the cloud
Business systems can be deployed on the premises for service provisioning and in the cloud for
disaster recovery.

On-premises development and test ing
Applications that are developed and tested on the premises can be seamlessly released to the cloud.

Related services

ECS, Virtual Private Cloud (VPC), and Express Connect

References

Use image-syncer to migrate container images

Create a hybrid cluster

Backup center overview

Use the inspection feature to check for security risks in the workloads of a registered Kubernetes
cluster

Use ACK One to develop a disaster recovery system based on three clusters across two regions
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Auto scaling architectureAuto scaling architecture
Traffic-based scalability

ACK supports auto scaling of cloud resources for your workloads based on network traffic. This
prevents system failures that are caused by traffic spikes and eliminates idle resources during off-peak
hours.

Benefits

Quick response
A scale-out event can be triggered within a few seconds when network traffic reaches the scale-out
threshold.

Auto scaling
The scaling process is automated. This eliminates human errors.

Cost  efficiency
Containers are automatically scaled in when network traffic decreases. This allows you to maximize
resource usage.

Related services

ECS and Cloud Monitor

References

Horizontal pod scaling based on ARMS Prometheus metrics
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Before you start  with Container Service for Kubernetes (ACK), you must familiarize yourself with the
basic concepts of ACK. This topic introduces the basic concepts and terms that are commonly used in
ACK.

Clust erClust er
A cluster is a collect ion of cloud resources that are required for running containers. These cloud
resources include Elast ic Compute Service (ECS) instances, Server Load Balancer (SLB) instances, and
virtual private clouds (VPCs).
The following table describes the cluster types provided by ACK.

Cluster type Description

Professional managed
Kubernetes cluster

Professional managed Kubernetes clusters are developed based on standard
managed Kubernetes clusters. This type of cluster provides enterprise users
with higher reliability and security in large-scale production environments and
is covered by service level agreements (SLAs) that include compensation
clauses.

Standard managed
Kubernetes cluster

You need to create only worker nodes for a standard managed Kubernetes
cluster. ACK automatically creates and manages master nodes. This type of
cluster is easy to use, cost-effective, and highly available. It  also saves the
efforts on cluster O&M and management.

Dedicated Kubernetes
cluster

You must create three master nodes and several worker nodes for a
dedicated Kubernetes cluster to ensure high availability. This type of cluster
allows you to implement fine-grained control of cluster infrastructures. You
must plan, maintain, and upgrade the Kubernetes cluster on your own.

Kubernetes cluster for
heterogeneous
computing

This type of cluster supports nodes with heterogeneous computing
capabilit ies, such as nodes with NVIDIA GPUs and Hanguang NPUs. This type
of cluster also allows you to deploy CPU nodes and nodes with
heterogeneous computing capabilit ies at the same time. It  saves the efforts
of driver installation and management. It  supports mainstream AI computing
frameworks and enables the sharing and isolation of GPU and NPU resources
among multiple containers.

Kubernetes cluster
that supports
sandboxed containers

You can create Elastic Bare Metal instances in a Kubernetes cluster that
supports sandboxed containers. This provides high performance in scenarios
where the load is heavy and bandwidth is high.

Kubernetes cluster for
confidential
computing

You can create a managed Kubernetes cluster that is based on Intel
Software Guard Extensions (Intel SGX). This type of cluster can protect your
code and data, and is suitable in scenarios such as data protection,
blockchain, key management, intellectual property rights, and genomics
computing.

4.Basic concepts4.Basic concepts
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Edge Kubernetes
cluster

Managed edge Kubernetes clusters are provided by ACK to coordinate
services in the cloud and on the edges. Managed edge Kubernetes clusters
support features such as node autonomy, cell-based management, network
traffic management, and native APIs to manage and maintain resources at
the edge side. To use these features, you do not need to rewrite the logic of
your services. This provides a native and centralized method for application
lifecycle management and resource scheduling in edge computing scenarios.

Serverless Kubernetes
(ASK) cluster

You do not need to create or manage master nodes or worker nodes in an
ASK cluster. You can use the ACK console or a command-line interface (CLI)
to configure resources for containers, specify container images for
applications, provide methods for external access, and start applications.

Registered Kubernetes
cluster

ACK allows you to register a Kubernetes cluster that is deployed in a data
center or on a third-party cloud. This provides a centralized manner for the
management of external Kubernetes clusters in the ACK console.

Cluster type Description

NodeNode
A virtual machine (VM) or a physical server that has Docker Engine installed and can be used to
deploy and manage containers. ACK installs an agent program on a node and registers the node
with the cluster to which the node belongs. The number of nodes in a cluster can be scaled based
on your business requirements.

Node poolNode pool
A node pool contains one or more nodes in a cluster. The nodes in a node pool have the same
configurations.

VPCVPC
A VPC is a private network dedicated for your use in the cloud. You can configure the CIDR block,
route table, and gateways of your VPC. You can use Alibaba Cloud services in a VPC, such as ECS,
SLB, and ApsaraDB RDS (RDS).

Securit y groupSecurit y group
Security groups function as virtual f irewalls that provide Stateful Packet Inspection (SPI) and
packet filtering capabilit ies to isolate security domains in the cloud. A security group is a logically
isolated, mutually accessible group of instances within the same region that have the same security
requirements.

App Cat alogApp Cat alog
App Catalog is integrated with Helm and supports Helm features. App Catalog also provides
extended features based on Helm, such as the graphical user interface (GUI).

Orchest rat ion t emplat eOrchest rat ion t emplat e
Orchestrat ion templates provide methods to save Kubernetes YAML files.

Knat iveKnat ive
Knative is a Kubernetes-based serverless framework. Knative creates a cloud-native and cross-
platform orchestrat ion standard for serverless applications.
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Kubernet esKubernet es
Kubernetes is an open source, portable, and extensible platform for the management of
containerized workloads and services. Kubernetes simplifies declarative configuration and
automation.

Cont ainerCont ainer
The container technology is used to package an application along with its runtime dependencies. A
node can run mult iple containers.

ImageImage
A container image is a standard form of an application package. A container image represents
binary data that encapsulates an application and all its software dependencies. When you deploy
a containerized application, you can use custom images from Docker Hub, Container Registry, or a
private image repository. An image ID is a unique identifier composed of the URI of the image
repository and the image tag. The default  tag is  latest .

Image reposit oryImage reposit ory
An image repository is used to store container images of Kubernetes and containerized
applications.

Mast er nodeMast er node
A master node is the manager of a Kubernetes cluster. It  runs components, such as kube-apiserver,
kube-scheduler, kube-controller-manager, etcd, and container network plug-ins.

Worker nodeWorker node
A worker node runs workloads in a Kubernetes cluster. A worker node can be either a VM or a
physical server. A worker node hosts the scheduled pods and communicates with master nodes. A
worker node runs components, such as the Docker runtime environment, kubelet, kube-proxy, and
other optional components.

NamespaceNamespace
Namespaces are used to divide Kubernetes cluster resources into virtual and isolated spaces. By
default , a Kubernetes cluster is init ialized with three namespaces: default , kube-system, and kube-
public. The cluster administrator can also create new namespaces based on business requirements.

PodPod
A pod is the smallest  deployable unit  that can be created and managed when you deploy
applications or services in Kubernetes. A pod encapsulates one or more containers, storage
resources, a unique IP address, and configurations that specify how the containers run.

Replicat ionCont rollerReplicat ionCont roller
A ReplicationController ensures that a specified number of pod replicas are always running in a
Kubernetes cluster. A ReplicationController monitors the number of running pods and adjusts them
to the specified number. The specified number can be 1 or more. If  the number of pod replicas is
lower than the specified value, a ReplicationController starts new pod replicas. If  the number of
pod replicas exceeds the specified value, a ReplicationController stops redundant pod replicas.

ReplicaSetReplicaSet
ReplicaSet is the successor to ReplicationController. Compared with ReplicationControllers,
ReplicaSets support  more selector types. ReplicaSets are not independently used, but are used by
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Deployments to reach the desired number of pods replicas.

WorkloadWorkload
Workloads are applications that run in Kubernetes. Workloads include the following types:

Workload type Description

Deployment
A Deployment performs a one-time operation on a Kubernetes cluster.
Deployments are suitable for running applications that have the same
features and are totally independent of each other.

StatefulSet
A StatefulSet ensures the orderly deployment, scaling, and rolling update of
applications. If you want to use storage volumes to persist data for
workloads, you can deploy applications by using StatefulSets.

DaemonSet

A DaemonSet ensures that all (or some) nodes run a pod. Different from a
Deployment, a DaemonSet creates pods on specified nodes and ensures that
all specified nodes run the DaemonSet pods. DaemonSets are suitable for
logging and monitoring Kubernetes clusters.

Job A Job runs a one-time task. You can use a Job to run multiple pods in parallel.

CronJob
A CronJob performs periodic or recurring operations based on a schedule.
CronJobs are suitable for scenarios such as backing up data and sending
emails.

CustomResourceDefinit
ion (CRD)

You can use CRDs to add third-party workloads to Kubernetes. CRDs provide
a method to define custom resources.

LabelLabel
Labels are key-value pairs that are added to resource objects. Labels are intended to specify
attributes of objects that are useful and relevant to users. Labels do not imply semantics to the
core system. Labels can be added to an object  when it  is created, and added or modified at  any
time after it  is created. Each object  can have mult iple labels. However, the key of each label must
be unique.

ServiceService
Service is a basic operation unit  in Kubernetes. A Service is an abstract ion of real applications and
services. Each Service has mult iple containers as its backend. The ports opened by kube-proxy port
and the selectors specified in Service configurations determine the backend container to which a
request  is forwarded by a Service. Then, a single access interface is provided to handle external
requests.

IngressIngress
An Ingress is a collect ion of rules that authorize external access to cluster services. You can use
Ingresses to configure URLs, SLB instances, Secure Sockets Layer (SSL) connections, and name-
based virtual hosts that provide external access to services. You can request  an Ingress by posting
the Ingress resource to the cluster API server. An Ingress controller is used to implement an Ingress.
In most cases, a load balancer is used for the implementation. An Ingress controller can also be
used to configure edge routes and addit ional frontends. This enables you to handle traffic with
high availability.
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Conf igMapConf igMap
ConfigMaps can be used to store fine-grained information, such as an attribute. ConfigMaps can
also be used to store coarse-grained information, such as configuration files or JSON objects. You
can use ConfigMaps to store non-sensit ive, unencrypted configuration information.

SecretSecret
Secrets are used to store and manage sensit ive information in Kubernetes clusters, such as
passwords and cert if icates.

VolumeVolume
Volumes in Kubernetes are similar to volumes in Docker. A Docker volume serves a container. A
Kubernetes volume serves a pod within its lifet ime. The volumes declared in a pod are shared by all
containers in the pod.

Persist ent  volume (PV)Persist ent  volume (PV)
A PV is a storage resource in a Kubernetes cluster, just  like a node is a cluster resource. A PV has a
lifecycle independent of any pod that uses the PV. You can create different types of PVs by using
different types of StorageClasses.

Persist ent  volume claim (PVC)Persist ent  volume claim (PVC)
PVCs consume resources. Pods consume node resources and PVCs consume PV resources.

St orageClassSt orageClass
StorageClasses enable dynamic provisioning of PVs. You can use dynamic provisioning to
automatically create PVs based on your requirements.

Aut o scalingAut o scaling
Auto scaling can automatically scale computing resources based on scaling policies to meet your
business requirements. This provides a cost-effect ive method to manage resources. Typically, auto
scaling is used in scenarios such as online workload scaling, large-scale computing and training,
GPU-accelerated deep learning, inference and training based on shared GPU resources, and
periodical workload scheduling. The following table describes the auto scaling service provided by
ACK.

Scaling aspect Scaling category Description

Workload scaling

Horizontal pod
autoscaling

Horizontal Pod Autoscaler (HPA) automatically scales pods
based on CPU usage. HPA can be used to scale only
workloads that can be scaled, such as Deployments and
StatefulSets.

CronHPA

To reduce resource waste in some scenarios, ACK provides
the kubernetes-cronhpa-controller component to
automatically scale resources based on predefined
schedules. CronHPA can be used to scale only workloads
that can be scaled, such as Deployments and StatefulSets.
CronHPA is also compatible with HPA. You can use CronHPA
and HPA in combination to scale workloads.
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Vertical pod
autoscaling

Vertical pod autoscaling automatically sets limits on the
usage of cluster resources based on the resource usage of
pods. This way, ACK can schedule pods to nodes with
sufficient resources. Vertical Pod Autoscaler (VPA) also
maintains the amount of resources specified by  request 
and  limit  in the init ial container configuration. Vertical
pod autoscaling is applicable to applications that cannot be
horizontally scaled. In most cases, vertical pod autoscaling is
used when exceptions in pods are resolved.

Resource scaling
Auto scaling of
nodes

ACK provides the auto scaling component to automatically
scale nodes. Regular instances, GPU-accelerated instances,
and preemptible instances can be automatically added to or
removed from an ACK cluster to meet your business
requirements. This component supports multiple scaling
modes, various instance types, and instances that are
deployed across zones. This component is applicable to
diverse scenarios. This feature is applicable to all scenarios,
especially online workloads, deep learning, and large-scale
computing.

Scaling aspect Scaling category Description

Observabilit yObservabilit y
The observability of Kubernetes includes monitoring and logging. Monitoring allows developers to
keep track of the operations of a system. Logging facilitates diagnostics and troubleshooting.

HelmHelm
Helm is a package management platform for Kubernetes. A chart  describes a related set  of
resources that can be used to deploy an application. You can use charts to manage application
packages.

nodeAf f init ynodeAf f init y
You can configure nodeAffinity to schedule pods to worker nodes with matching labels.

T aintT aint
Taints are opposite to nodeAffinity, and allow nodes to repel specific pods.

T olerat ionT olerat ion
Tolerations are applied to pods, and allow (but do not require) pods to be scheduled to nodes
with matching taints.

podAf f init ypodAf f init y
You can configure podAffinity to deploy pods to the same topological domain as pods that meet
the podAffinity sett ings. For example, you can use podAffinity to deploy services that
communicate with each other to the same topological domain, such as a host. This reduces the
network latency between these services.

podAnt iAf f init ypodAnt iAf f init y
You can configure podAntiAffinity to not deploy pods to the same topological domain as pods
that meet the podAffinity sett ings. For example, you can use podAntiAffinity to schedule the pods

Product  Int roduct ion··Basic concept
s

Cont ainer Service for Kubernet es

24 > Document  Version: 20220705



of a service to different topological domains, such as mult iple hosts. This allows you to enhance
the stability of the service.

Service mesh (Ist io)Service mesh (Ist io)
Ist io is an open platform that allows you to connect, protect, control, and observe microservices.
Alibaba Cloud Service Mesh (ASM) is a fully managed service mesh platform. ASM is compatible with
the open source Ist io service mesh. ASM allows you to manage services in a simplified manner. For
example, you can use ASM to route and split  inter-service traffic, secure inter-service
communication with authentication, and observe the behavior of services in meshes.

ReferencesReferences
For more information about Kubernetes terms, see Kubernetes concepts.
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Container Service for Kubernetes (ACK) is a fully managed service that is used to manage the technical
architectures and key components of Kubernetes. However, when you manage components that are
not managed by ACK or applications that are deployed in ACK clusters, improper operations may occur
and cause business interruptions. To better est imate and avoid the risks that may arise, make sure that
you read and understand the recommendations and usage notes in this topic before you get started
with ACK.

Usage notesUsage notes

Data plane componentsData plane components
Data plane components are system components that run on your Elast ic Compute Service (ECS)
instances. Data plane components include CoreDNS, Ingress, kube-proxy, Terway, and kubelet. You and
the ACK team must collaborate to ensure the stability of the data plane components that run on your
ECS instances.

ACK provides the following features for data plane components:

Allows you to customize component parameters, periodically optimizes the components, f ixes bugs,
patches Common Vulnerabilit ies and Exposures (CVE) vulnerabilit ies, and provides relevant
documentation.

Provides observability capabilit ies such as component monitoring and alert ing. ACK also collects the
logs of key components and allows you to view and analyze the logs in Log Service.

Provides best  pract ices and suggestions for configurations. ACK provides suggestions for component
configurations based on the size of the cluster in which the components are deployed.

Supports periodic component inspection and alert ing. The check items include but are not limited to
the component version, component configurations, component loads, component topology, and
number of component pods.

We recommend that you follow these suggestions when you use data plane components:

Use the latest  component version. New releases may contain bug fixes and new features. Select  a
proper t ime and follow the user guide to update your components. This way, the stability of your
business is not affected. For more information, see Component overview.

Specify the email addresses and mobile phone numbers of alert  contacts in the Alert  Center that is
provided by ACK. Then, specify the notificat ion methods. This way, Alibaba Cloud can use the
specified notificat ion methods to send alerts and notices to you. For more information, see Alert
management..

If  you receive alerts that indicate risks to component stability, follow the instruct ions to mit igate the
risks at  the earliest  opportunity.

Configure the custom parameters of the components by calling the API or on the Operat ionsOperat ions > >
Add-onsAdd-ons page of your cluster in the ACK console. If  you use other methods to configure the
components, the components may not function as normal. For more information, see Manage system
components.

Do not use the APIs of Infrastructure as a service (IaaS) services to modify the environment of the
components. For example, do not use the ECS API to change the status of the ECS instances on
which the components run, modify the security groups of the worker nodes, or modify the network
sett ings of the worker nodes. Do not use the Server Load Balancer (SLB) API to modify the
configurations of the SLB instances that are used in your cluster. Improper changes to the IaaS
resources may cause the components to malfunction.

5.Before you start5.Before you start
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Several data plane components may have the same bugs or vulnerabilit ies as the corresponding open
source versions. Update your components at  the earliest  opportunity in case the bugs or
vulnerabilit ies affect  your business.

Cluster updatesCluster updates
Use the cluster update feature that is provided by ACK to update the Kubernetes version of ACK
clusters. If  you use other methods to update the Kubernetes version of your ACK clusters, stability or
compatibility issues may occur in the ACK clusters. For more information, see Update the Kubernetes
version of an ACK cluster.

ACK provides the following features to support  cluster updates:

Provides the Kubernetes update feature for ACK clusters.

Provides the precheck feature to check whether an ACK cluster is ready for an update.

Provides release notes to describe the new Kubernetes versions and compare the new versions with
earlier versions.

Displays the potential risks due to resource updates after you update the Kubernetes version of an
ACK cluster.

We recommend that you follow these suggestions when you use the cluster update feature:

Perform a precheck before you update the cluster and fix the issues that are reported in the precheck
result .

Read the release notes of the new Kubernetes versions, confirm the status of the cluster and
workloads based on the update risks that are reported by ACK, and evaluate the impacts of the risks.
For more information, see Overview of Kubernetes versions supported by ACK.

You cannot roll back cluster updates. Before you update a cluster, prepare for the update and make
sure that you have a backup plan.

Update your cluster to the latest  Kubernetes version before the Kubernetes version that your cluster
uses is deprecated by ACK. For more information, see ACK releases of Kubernetes.

Kubernetes configurationsKubernetes configurations
Do not change key Kubernetes configurations. For example, do not change the following directories
or modify the paths, links, and content of the files in the directories:

/var/lib/kubelet
/var/lib/docker
/etc/kubernetes
/etc/kubeadm
/var/lib/containerd

Do not use annotations that are reserved by Kubernetes in YAML templates. Otherwise, resource
unavailability, application failures, and exceptions may occur. Labels that start  with  kubernetes.io/
  or  k8s.io/  are reserved for key components. Example: pv.kubernetes.io/bind-completed: "yes".

Cluster registrationCluster registration
When you register an external Kubernetes cluster to ACK in the , make sure that the network
connectivity between the cluster and Alibaba Cloud is stable.

ACK allows you to register external Kubernetes clusters but does not ensure the stability of the
external clusters or prevent improper operations. Proceed with caution when you configure labels,
annotations, and tags for the nodes in an external cluster on the cluster registrat ion proxy. Improper
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configurations may cause the application to malfunction.

App catalogsApp catalogs
The application marketplace of ACK provides the app catalog feature to help install applications that
are optimized based on open source versions. ACK cannot prevent the defects in open source
applications. Proceed with caution when you install these applications. For more information, see App
Marketplace.

High-risk operationsHigh-risk operations
The following high-risk operations may adversely affect  your business when you work with ACK. Read
and understand the impacts of the following high-risk operations before you perform these
operations:

High-risk operations on clusters

High-risk operations on node pools

High-risk operations on networks and load balancing

High-risk operations on storage

High-risk operations on logs

High-risk operations on clustersHigh-risk operations on clusters

Category High-risk operation Impact How to recover

API Server
Delete the SLB instance that
is used to expose the API
server.

You cannot manage the
cluster.

Unrecoverable. You must
create a new cluster.

Worker
nodes

Modify the security groups
of worker nodes.

The worker nodes may
become unavailable.

Add the worker nodes to
the original security groups
again. The security groups
are created when you
create the cluster. For more
information, see Add an ECS
instance to a security
group.

Do not renew expired
worker nodes or remove
worker nodes.

The worker nodes become
unavailable.

Unrecoverable.

Reinstall the node OS.
Components are uninstalled
from worker nodes.

Remove the worker nodes
and then add the nodes to
the cluster again.

Update component
versions.

The worker nodes may
become unavailable.

Roll back to the original
component versions.

Change the IP addresses of
worker nodes.

The worker nodes become
unavailable.

Change the IP addresses of
the worker nodes to the
original IP addresses.
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Modify the parameters of
key components, such as
kubelet, docker, and
containerd.

The worker nodes may
become unavailable.

Refer to the ACK official
documentation and
configure the component
parameters.

Modify node OS
configurations

The worker nodes may
become unavailable.

Restore the configurations,
or remove the worker
nodes and then purchase
new nodes.

Master
nodes in
ACK
dedicated
clusters

Modify the security groups
of master nodes.

The master nodes may
become unavailable.

Add the master nodes to
the original security groups
again. The security groups
are created when you
create the cluster. For more
information, see Add an ECS
instance to a security
group.

Do not renew expired
master nodes or remove
master nodes.

The master nodes become
unavailable.

Unrecoverable.

Reinstall the node OS.
Components are uninstalled
from master nodes.

Unrecoverable.

Update master nodes or the
etcd.

The cluster may become
unavailable.

Roll back to the original
version.

Delete or format the
directories that store
business-crit ical data on
nodes, for example,
/etc/kubernetes.

The master nodes become
unavailable.

Unrecoverable.

Change the IP addresses of
master nodes.

The master nodes become
unavailable.

Change the IP addresses of
the master nodes to the
original IP addresses.

Modify the parameters of
key components, such as
etcd, kube-apiser, and
docker.

The master nodes may
become unavailable.

Refer to the ACK official
documentation and
configure the component
parameters.

Replace the certificates of
master nodes or the etcd.

The cluster may become
unavailable.

Unrecoverable.

Increase or decrease the
number of master nodes.

The cluster may become
unavailable.

Unrecoverable.

Others
Use Resource Access
Management (RAM) to
modify permissions.

Resources such as SLB
instances may fail to be
created.

Restore the permissions.

Category High-risk operation Impact How to recover
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High-risk operations on node poolsHigh-risk operations on node pools

High-risk operation Impact How to recover

Delete scaling groups. Node pool exceptions occur.
Unrecoverable. You must create
new node pools.

Use kubectl to remove nodes
from a node pool.

The number of nodes in the node
pool that is displayed in the ACK
console is different from the
actual number.

Remove the nodes by using the
ACK console, by calling the ACK
API, or by configuring the
Expected Nodes parameter of
the node pool. For more
information, see Remove a node
and Modify the expected number
of nodes in a node pool.

Manually release ECS instances.

The node pool details page may
be improperly displayed. The
node pool is configured by using
the Expected Nodes parameter.
The node pool automatically
scales out to maintain the
number of expected nodes after
you release the ECS instances.

Unrecoverable. To release ECS
instances in a node pool,
configure the Expected Nodes
parameter of the node pool in
the ACK console or by calling the
ACK API. You can also remove the
nodes that are deployed on the
ECS instances. For more
information, see Modify the
expected number of nodes in a
node pool and Remove a node.

Manually scale in or scale out a
node pool that has auto scaling
enabled.

The auto scaling component
automatically adjusts the number
of nodes in the node pool after
you manually scale in or scale out
the node pool.

Unrecoverable. You do not need
to manually scale in or scale out
a node pool that has auto scaling
enabled.

Change the upper limit or lower
limit of instances that a scaling
group can contain.

Scaling errors may occur.

For a node pool that has auto
scaling disabled, the default
upper limit of instances for the
scaling group is 2,000, and the
default lower limit of
instances is 0.

For a node pool that has auto
scaling enabled, make sure
that the upper and lower limits
of instances for the scaling
group are the same as the
upper and lower limits of
instances for the node pool.
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Add existing nodes without
backing up the data on the
nodes.

The data on the nodes is lost
after the nodes are added.

Unrecoverable.

If you add existing nodes in
Manual mode, you must first
back up the data on the
nodes.

If you add existing nodes in
Auto mode, you must first
back up the data on the
system disks of the existing
nodes because the system
disks are replaced after the
nodes are added to the
cluster.

Store business-crit ical data on
the system disk.

If you enable auto repair for a
node pool, the system may
handle node exceptions by
resetting node configurations. As
a result, data on the system disk
is lost.

Unrecoverable. Store business-
crit ical data to data disks,
Alibaba Cloud disks, Apsara File
Storage NAS (NAS) file systems,
or Object Storage Service (OSS)
buckets.

High-risk operation Impact How to recover

High-risk operations on networks and load balancingHigh-risk operations on networks and load balancing

High-risk operation Impact How to recover

Specify the following kernel
parameter setting:
 net.ipv4.ip_forward=0 .

Network connectivity issues
occur.

Replace the setting with the
following content:
 net.ipv4.ip_forward=1 .

Specify the following kernel
parameter settings:

 net.ipv4.conf.all.rp_fil
ter = 1|2 
 net.ipv4.conf.[ethX].rp_
filter = 1|2 

Not e Not e  ethX 
specifies the network
interface controllers
whose names start with  
eth .

Network connectivity issues
occur.

Replace the settings with the
following content:

 net.ipv4.conf.all.rp_fil
ter = 0 
 net.ipv4.conf.[ethX].rp_
filter = 0 

Specify the following kernel
parameter setting:
 net.ipv4.tcp_tw_reuse =
1 .

Pods fail to pass health checks.

Replace the setting with the
following content:
 net.ipv4.tcp_tw_reuse =
0 .
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Specify the following kernel
parameter setting:
 net.ipv4.tcp_tw_recycle =
1 .

Network address translation
errors occur.

Replace the setting with the
following content:
 net.ipv4.tcp_tw_recycle =
0 .

Specify the following kernel
parameter setting:
 net.ipv4.ip_local_port_ran
ge .

Network connectivity issues
occasionally occur.

Replace the setting with the
following content:
 net.ipv4.ip_local_port_ran
ge="32768 60999" .

Install firewall software, for
example, Firewalld or ufw.

The container network become
inaccessible.

Uninstall the firewall software
and restart the nodes.

The security group of a node
does not open UDP port 53 for
the pod CIDR block.

DNS resolutions cannot be
performed as normal in the
cluster.

Refer to the ECS official
documentation and modify the
security group configuration to
open UDP port 53 for the pod
CIDR block.

Modify or delete the tags that
ACK added to SLB instances.

The related SLB instances cannot
work as normal.

Restore the tags.

Modify the configurations of the
SLB instances that are managed
by ACK, including the
configurations of the instances,
listeners, and vServer groups.

The SLB instances cannot work as
normal.

Restore the SLB configurations.

Remove the
 service.beta.kubernetes.io
/alibaba-cloud-loadbalancer-
id: ${YOUR_LB_ID} 
annotation that is used to specify
an existing SLB instance from the
Service configuration.

The existing SLB instance does
not distribute traffic.

Add the annotation to the Service
configuration.

Not e Not e If a Service uses
an existing SLB instance, you
cannot modify the
configuration to create an
SLB instance for the Service.
To use a new SLB instance,
you must create a new
Service.

Delete SLB instances that are
created by ACK in the SLB
console.

Errors may occur in the cluster
network.

Delete SLB instances by deleting
the Services that are associated
with the SLB instances.

High-risk operation Impact How to recover
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Manually delete the  nginx-
ingress-lb  Service from the
kube-system namespace of a
cluster that has the NGINX
Ingress controller installed.

The NGINX Ingress controller
does not run as normal or may
stop running.

Use the following YAML template
to create a Service that has the
same name:

apiVersion: v1
kind: Service
metadata:
  annotations:
  labels:
    app: nginx-ingress-lb
  name: nginx-ingress-lb
  namespace: kube-system
spec:
  externalTrafficPolicy: 
Local
  ports:
  - name: http
    port: 80
    protocol: TCP
    targetPort: 80
  - name: https
    port: 443
    protocol: TCP
    targetPort: 443
  selector:
    app: ingress-nginx
  type: LoadBalancer

High-risk operation Impact How to recover

High-risk operations on storageHigh-risk operations on storage

High-risk operation Impact How to recover

Unmount cloud disks that are
mounted to pods in the ECS
console.

I/O errors occur when you write
data to the pods.

Restart the pods and clear
residual data on the node.

UnmountUnmount  disks from their mount
paths on nodes.

Pod data is written to local disks. Restart the pod.

Manage cloud disks on the
nodes.

Pod data is written to local disks. Unrecoverable.

Mount a cloud disk to multiple
pods.

Pod data is written to local disks
or I/O errors occur when you
write data to the pods.

Mount the cloud disk only to one
pod.

Manually delete the NAS
directories that are mounted to
pods.

I/O errors occur when you write
data to the pods.

Restart the pod.
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Delete the NAS file systems that
are mounted to pods or delete
the mount targets that are used
to mount NAS file systems.

I/O hangs occur when you write
data to the pods.

Restart the ECS instances.

High-risk operation Impact How to recover

High-risk operations on logsHigh-risk operations on logs

High-risk operation Impact How to recover

Delete the /tmp/ccs-log-
collector/pos directory on ECS
instances.

Duplicate logs are collected.

Unrecoverable. The data in the
/tmp/ccs-log-collector/pos
directory contains information
about the path from which logs
are collected.

Delete the /tmp/ccs-log-
collector/buffer directory on ECS
instances.

Logs are lost.

Unrecoverable. The /tmp/ccs-
log-collector/buffer directory
stores cached log files that need
to be consumed.

Delete the aliyunlogconfig
CustomResourceDefinit ions
(CRDs).

Logs cannot be collected.

Recreate the aliyunlogconfig
CRDs that are deleted and the
related resources. Logs that are
generated within the period of
time during which the
aliyunlogconfig CRDs do not exist
cannot be collected.
If you delete the aliyunlogconfig
CRDs, the related log collection
tasks are also deleted. After you
recreate the aliyunlogconfig
CRDs, you must also relaunch the
log collection tasks.

Uninstall the logging component. Logs cannot be collected.

Reinstall the logging component
and manually create the
aliyunlogconfig CRDs. Logs that
are generated within the period
of t ime during which the logging
component and the
aliyunlogconfig CRDs do not exist
cannot be collected.
If you delete the logging
component, the aliyunlogconfig
CRDs and Logtail are also
deleted. Logs that are generated
within the period of t ime during
which the logging component
does not exist cannot be
collected.

Related informationRelated information
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Best  pract ices for the NGINX Ingress controller

Best  pract ices for DNS services
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Regions are geographical areas where data centers reside. You cannot change the region to which a
resource belongs after the resource is created. This topic describes the regions supported by Container
Service for Kubernetes (ACK).

Regions supported by ACKRegions supported by ACK
The following table describes information about all regions that are supported by ACK, including the
region IDs and the cit ies where the regions reside.
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Countries and regions around the world are classified into different t ime zones due to different
longitudes and local t ime. This topic describes the t ime zones that are supported by Container Service
for Kubernetes (ACK).

Coordinated Universal TimeCoordinated Universal Time

T ime zone Time offset

UTC +00:00

AmericaAmerica

T ime zone Time offset

America/Adak -10:00

America/Anchorage -09:00

America/Anguilla -04:00

America/Antigua -04:00

America/Araguaina -03:00

America/Argentina/Buenos_Aires -03:00

America/Argentina/Catamarca -03:00

America/Argentina/Cordoba -03:00

America/Argentina/Jujuy -03:00

America/Argentina/La_Rioja -03:00

America/Argentina/Mendoza -03:00

America/Argentina/Rio_Gallegos -03:00

America/Argentina/Salta -03:00

America/Argentina/San_Juan -03:00

America/Argentina/San_Luis -03:00

America/Argentina/Tucuman -03:00

America/Argentina/Ushuaia -03:00

America/Aruba -04:00

America/Asuncion -03:00

7.Time zones7.Time zones
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America/Atikokan -05:00

America/Bahia -03:00

America/Bahia_Banderas -06:00

America/Barbados -04:00

America/Belem -03:00

America/Belize -06:00

America/Blanc-Sablon -04:00

America/Boa_Vista -04:00

America/Bogota -05:00

America/Boise -07:00

America/Cambridge_Bay -07:00

America/Campo_Grande -04:00

America/Cancun -05:00

America/Caracas -04:00

America/Cayenne -03:00

America/Cayman -05:00

America/Chicago -06:00

America/Chihuahua -07:00

America/Costa_Rica -06:00

America/Creston -07:00

America/Cuiaba -04:00

America/Curacao -04:00

America/Danmarkshavn +00:00

America/Dawson -07:00

America/Dawson_Creek -07:00

America/Denver -07:00

Time zone Time offset
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America/Detroit -05:00

America/Dominica -04:00

America/Edmonton -07:00

America/Eirunepe -05:00

America/El_Salvador -06:00

America/Fort_Nelson -07:00

America/Fortaleza -03:00

America/Glace_Bay -04:00

America/Goose_Bay -04:00

America/Grand_Turk -05:00

America/Grenada -04:00

America/Guadeloupe -04:00

America/Guatemala -06:00

America/Guayaquil -05:00

America/Guyana -04:00

America/Halifax -04:00

America/Havana -05:00

America/Hermosillo -07:00

America/Indiana/Indianapolis -05:00

America/Indiana/Knox -06:00

America/Indiana/Marengo -05:00

America/Indiana/Petersburg -05:00

America/Indiana/Tell_City -06:00

America/Indiana/Vevay -05:00

America/Indiana/Vincennes -05:00

America/Indiana/Winamac -05:00

Time zone Time offset
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America/Inuvik -07:00

America/Iqaluit -05:00

America/Jamaica -05:00

America/Juneau -09:00

America/Kentucky/Louisville -05:00

America/Kentucky/Monticello -05:00

America/Kralendijk -04:00

America/La_Paz -04:00

America/Lima -05:00

America/Los_Angeles -08:00

America/Lower_Princes -04:00

America/Maceio -03:00

America/Managua -06:00

America/Manaus -04:00

America/Marigot -04:00

America/Martinique -04:00

America/Matamoros -06:00

America/Mazatlan -07:00

America/Menominee -06:00

America/Merida -06:00

America/Metlakatla -09:00

America/Mexico_City -06:00

America/Miquelon -03:00

America/Moncton -04:00

America/Monterrey -06:00

America/Montevideo -03:00

Time zone Time offset
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America/Montserrat -04:00

America/Nassau -05:00

America/New_York -05:00

America/Nipigon -05:00

America/Nome -09:00

America/Noronha -02:00

America/North_Dakota/Beulah -06:00

America/North_Dakota/Center -06:00

America/North_Dakota/New_Salem -06:00

America/Nuuk -03:00

America/Ojinaga -07:00

America/Panama -05:00

America/Pangnirtung -05:00

America/Paramaribo -03:00

America/Phoenix -07:00

America/Port-au-Prince -05:00

America/Port_of_Spain -04:00

America/Porto_Velho -04:00

America/Puerto_Rico -04:00

America/Punta_Arenas -03:00

America/Rainy_River -06:00

America/Rankin_Inlet -06:00

America/Recife -03:00

America/Regina -06:00

America/Resolute -06:00

America/Rio_Branco -05:00

Time zone Time offset
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America/Santarem -03:00

America/Santiago -03:00

America/Santo_Domingo -04:00

America/Sao_Paulo -03:00

America/Scoresbysund -01:00

America/Sitka -09:00

America/St_Barthelemy -04:00

America/St_Johns -03:30

America/St_Kitts -04:00

America/St_Lucia -04:00

America/St_Thomas -04:00

America/St_Vincent -04:00

America/Swift_Current -06:00

America/Tegucigalpa -06:00

America/Thule -04:00

America/Thunder_Bay -05:00

America/T ijuana -08:00

America/Toronto -05:00

America/Tortola -04:00

America/Vancouver -08:00

America/Whitehorse -07:00

America/Winnipeg -06:00

America/Yakutat -09:00

America/Yellowknife -07:00

Time zone Time offset

AsiaAsia
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T ime zone Time offset

Asia/Aden +03:00

Asia/Almaty +06:00

Asia/Amman +02:00

Asia/Anadyr +12:00

Asia/Aqtau +05:00

Asia/Aqtobe +05:00

Asia/Ashgabat +05:00

Asia/Atyrau +05:00

Asia/Baghdad +03:00

Asia/Bahrain +03:00

Asia/Baku +04:00

Asia/Bangkok +07:00

Asia/Barnaul +07:00

Asia/Beirut +02:00

Asia/Bishkek +06:00

Asia/Brunei +08:00

Asia/Chita +09:00

Asia/Choibalsan +08:00

Asia/Colombo +05:30

Asia/Damascus +02:00

Asia/Dhaka +06:00

Asia/Dili +09:00

Asia/Dubai +04:00

Asia/Dushanbe +05:00

Asia/Famagusta +02:00

Asia/Gaza +02:00
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Asia/Hebron +02:00

Asia/Ho_Chi_Minh +07:00

Asia/Hong_Kong +08:00

Asia/Hovd +07:00

Asia/Irkutsk +08:00

Asia/Jakarta +07:00

Asia/Jayapura +09:00

Asia/Jerusalem +02:00

Asia/Kabul +04:30

Asia/Kamchatka +12:00

Asia/Karachi +05:00

Asia/Kathmandu +05:45

Asia/Khandyga +09:00

Asia/Kolkata +05:30

Asia/Krasnoyarsk +07:00

Asia/Kuala_Lumpur +08:00

Asia/Kuching +08:00

Asia/Kuwait +03:00

Asia/Macau +08:00

Asia/Magadan +11:00

Asia/Makassar +08:00

Asia/Manila +08:00

Asia/Muscat +04:00

Asia/Nicosia +02:00

Asia/Novokuznetsk +07:00

Asia/Novosibirsk +07:00

Time zone Time offset
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Asia/Omsk +06:00

Asia/Oral +05:00

Asia/Phnom_Penh +07:00

Asia/Pontianak +07:00

Asia/Pyongyang +09:00

Asia/Qatar +03:00

Asia/Qostanay +06:00

Asia/Qyzylorda +05:00

Asia/Riyadh +03:00

Asia/Sakhalin +11:00

Asia/Samarkand +05:00

Asia/Seoul +09:00

Asia/Shanghai +08:00

Asia/Singapore +08:00

Asia/Srednekolymsk +11:00

Asia/Taipei +08:00

Asia/Tashkent +05:00

Asia/Tbilisi +04:00

Asia/Tehran +03:30

Asia/Thimphu +06:00

Asia/Tokyo +09:00

Asia/Tomsk +07:00

Asia/Ulaanbaatar +08:00

Asia/Urumqi +06:00

Asia/Ust-Nera +10:00

Asia/Vientiane +07:00

Time zone Time offset
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Asia/Vladivostok +10:00

Asia/Yakutsk +09:00

Asia/Yangon +06:30

Asia/Yekaterinburg +05:00

Asia/Yerevan +04:00

Time zone Time offset

EuropeEurope

T ime zone Time offset

Europe/Amsterdam +01:00

Europe/Andorra +01:00

Europe/Astrakhan +04:00

Europe/Athens +02:00

Europe/Belgrade +01:00

Europe/Berlin +01:00

Europe/Bratislava +01:00

Europe/Brussels +01:00

Europe/Bucharest +02:00

Europe/Budapest +01:00

Europe/Busingen +01:00

Europe/Chisinau +02:00

Europe/Copenhagen +01:00

Europe/Dublin +00:00

Europe/Gibraltar +01:00

Europe/Guernsey +00:00

Europe/Helsinki +02:00

Europe/Isle_of_Man +00:00

Europe/Istanbul +03:00
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Europe/Jersey +00:00

Europe/Kaliningrad +02:00

Europe/Kiev +02:00

Europe/Kirov +03:00

Europe/Lisbon +00:00

Europe/Ljubljana +01:00

Europe/London +00:00

Europe/Luxembourg +01:00

Europe/Madrid +01:00

Europe/Malta +01:00

Europe/Mariehamn +02:00

Europe/Minsk +03:00

Europe/Monaco +01:00

Europe/Moscow +03:00

Europe/Oslo +01:00

Europe/Paris +01:00

Europe/Podgorica +01:00

Europe/Prague +01:00

Europe/Riga +02:00

Europe/Rome +01:00

Europe/Samara +04:00

Europe/San_Marino +01:00

Europe/Sarajevo +01:00

Europe/Saratov +04:00

Europe/Simferopol +03:00

Europe/Skopje +01:00

Time zone Time offset
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Europe/Sofia +02:00

Europe/Stockholm +01:00

Europe/Tallinn +02:00

Europe/Tirane +01:00

Europe/Ulyanovsk +04:00

Europe/Uzhgorod +02:00

Europe/Vaduz +01:00

Europe/Vatican +01:00

Europe/Vienna +01:00

Europe/Vilnius +02:00

Europe/Volgograd +04:00

Europe/Warsaw +01:00

Europe/Zagreb +01:00

Europe/Zaporozhye +02:00

Europe/Zurich +01:00

Time zone Time offset

AfricaAfrica

T ime zone Time offset

Africa/Abidjan +00:00

Africa/Accra +00:00

Africa/Addis_Ababa +03:00

Africa/Algiers +01:00

Africa/Asmara +03:00

Africa/Bamako +00:00

Africa/Bangui +01:00

Africa/Banjul +00:00

Africa/Bissau +00:00
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Africa/Blantyre +02:00

Africa/Brazzaville +01:00

Africa/Bujumbura +02:00

Africa/Cairo +02:00

Africa/Casablanca +01:00

Africa/Ceuta +01:00

Africa/Conakry +00:00

Africa/Dakar +00:00

Africa/Dar_es_Salaam +03:00

Africa/Djibouti +03:00

Africa/Douala +01:00

Africa/El_Aaiun +01:00

Africa/Freetown +00:00

Africa/Gaborone +02:00

Africa/Harare +02:00

Africa/Johannesburg +02:00

Africa/Juba +03:00

Africa/Kampala +03:00

Africa/Khartoum +02:00

Africa/Kigali +02:00

Africa/Kinshasa +01:00

Africa/Lagos +01:00

Africa/Libreville +01:00

Africa/Lome +00:00

Africa/Luanda +01:00

Africa/Lubumbashi +02:00

Time zone Time offset
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Africa/Lusaka +02:00

Africa/Malabo +01:00

Africa/Maputo +02:00

Africa/Maseru +02:00

Africa/Mbabane +02:00

Africa/Mogadishu +03:00

Africa/Monrovia +00:00

Africa/Nairobi +03:00

Africa/Ndjamena +01:00

Africa/Niamey +01:00

Africa/Nouakchott +00:00

Africa/Ouagadougou +00:00

Africa/Porto-Novo +01:00

Africa/Sao_Tome +00:00

Africa/Tripoli +02:00

Africa/Tunis +01:00

Africa/Windhoek +02:00

Time zone Time offset

PacificPacific

T ime zone Time offset

Pacific/Apia +14:00

Pacific/Auckland +13:00

Pacific/Bougainville +11:00

Pacific/Chatham +13:45

Pacific/Chuuk +10:00

Pacific/Easter -05:00

Pacific/Efate +11:00
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Pacific/Enderbury +13:00

Pacific/Fakaofo +13:00

Pacific/Fiji +12:00

Pacific/Funafuti +12:00

Pacific/Galapagos -06:00

Pacific/Gambier -09:00

Pacific/Guadalcanal +11:00

Pacific/Guam +10:00

Pacific/Honolulu -10:00

Pacific/Kirit imati +14:00

Pacific/Kosrae +11:00

Pacific/Kwajalein +12:00

Pacific/Majuro +12:00

Pacific/Marquesas -09:30

Pacific/Midway -11:00

Pacific/Nauru +12:00

Pacific/Niue -11:00

Pacific/Norfolk +12:00

Pacific/Noumea +11:00

Pacific/Pago_Pago -11:00

Pacific/Palau +09:00

Pacific/Pitcairn -08:00

Pacific/Pohnpei +11:00

Pacific/Port_Moresby +10:00

Pacific/Rarotonga -10:00

Pacific/Saipan +10:00

Time zone Time offset
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Pacific/Tahiti -10:00

Pacific/Tarawa +12:00

Pacific/Tongatapu +13:00

Pacific/Wake +12:00

Pacific/Wallis +12:00

Time zone Time offset

OceaniaOceania

T ime zone Time offset

Australia/Adelaide +10:30

Australia/Brisbane +10:00

Australia/Broken_Hill +10:30

Australia/Currie +11:00

Australia/Darwin +09:30

Australia/Eucla +08:45

Australia/Hobart +11:00

Australia/Lindeman +10:00

Australia/Lord_Howe +11:00

Australia/Melbourne +11:00

Australia/Perth +08:00

Australia/Sydney +11:00

Indian OceanIndian Ocean

T ime zone Time offset

Indian/Antananarivo +03:00

Indian/Chagos +06:00

Indian/Christmas +07:00

Indian/Cocos +06:30

Indian/Comoro +03:00
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Indian/Kerguelen +05:00

Indian/Mahe +04:00

Indian/Maldives +05:00

Indian/Maurit ius +04:00

Indian/Mayotte +03:00

Indian/Reunion +04:00

Time zone Time offset

AtlanticAtlantic

T ime zone Time offset

Atlantic/Azores -01:00

Atlantic/Bermuda -04:00

Atlantic/Canary +00:00

Atlantic/Cape_Verde -01:00

Atlantic/Faroe +00:00

Atlantic/Madeira +00:00

Atlantic/Reykjavik +00:00

Atlantic/South_Georgia -02:00

Atlantic/St_Helena +00:00

Atlantic/Stanley -03:00

AntarcticaAntarctica

T ime zone Time offset

Antarctica/Casey +08:00

Antarctica/Davis +07:00

Antarctica/DumontDUrville +10:00

Antarctica/Macquarie +11:00

Antarctica/Mawson +05:00

Antarctica/McMurdo +13:00
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Antarctica/Palmer -03:00

Antarctica/Rothera -03:00

Antarctica/Syowa +03:00

Antarctica/Troll +00:00

Antarctica/Vostok +06:00

Time zone Time offset

Arctic regionArctic region

T ime zone Time offset

Arctic/Longyearbyen +01:00
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This topic describes the limits that apply when you use Container Service for Kubernetes (ACK) clusters.

OverviewOverview
Before you use ACK, take note of the following limits:

You must pass real-name verificat ion before you can create an ACK cluster.

You cannot perform the following operations on ACK clusters after the clusters are created:

Change the virtual private cloud (VPC).

Change an ACK managed cluster to an ACK dedicated cluster, or change an ACK Pro cluster to an
ACK standard cluster.

Change the network plug-in.

Change the volume plug-in.

Migrate applications across namespaces.

The following limits apply to Elast ic Compute Service (ECS) instances in ACK clusters:

ECS instances support  the pay-as-you-go and subscript ion billing methods. Other resources, such
as Server Load Balancer (SLB) instances, support  only the pay-as-you-go billing method. You can
change the billing method from pay-as-you-go to subscript ion in the ECS console.

When you create clusters, expand clusters, or perform auto scaling for clusters, you may fail to
create nodes due to resource quota limits or insufficient  inventory.

If  you want to create subscript ion ECS instances when you create a cluster, you may fail to create
the ECS instances due to resource quota limits or insufficient  inventory. After a subscript ion ECS
instance is created, you cannot release the ECS instance before the subscript ion expires.

Not e Not e To avoid these issues, we recommend that you create pay-as-you-go ECS
instances when you create a cluster. You can change the billing method from pay-as-you-go
to subscript ion in the ECS console based on your requirements.

You must select  ECS instances with at  least  4 vCPUs and 8 GiB of memory.

Limits on access to control plane components:
Bandwidth limits apply when you access the control pane components, including kube-apiserver and
etcd, of a cluster by calling API operations or by using the CLI. If  you read a large number of cluster
events at  a t ime, bandwidth thrott ling may be triggered and you may fail to read the events. We
recommend that you query cluster events by using the Kubernetes event center. Alternatively, you
can add paging parameters, such as  --chunk-size=500 , to the API request  or command lines to
reduce the number of events to be read. If  bandwidth thrott ling is frequently triggered in an ACK
standard cluster, we recommend that you migrate workloads from the cluster to an ACK Pro cluster.
For more information about the Kubernetes event center, see Scenario 1: Use node-problem-detector
with the Kubernetes event center of Log Service to sink cluster events.
For more information about how to migrate workloads from an ACK standard cluster to an ACK Pro
cluster, see Hot migration from ACK standard clusters to ACK Pro clusters.

Quota limitsQuota limits

8.Limits8.Limits
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Cluster Type

Maximum
number of
clusters
within an
Alibaba
Cloud
account

Maximum
number of
node pools
in a
cluster①

Maximum
number of
nodes in a
cluster

Maximum
number of
pods on a
node②

Adjustable

ACK
Managed

Standard 2 10 10 256

Pro 100 100 1000 256

ACK Dedicated 5 100 1000 256

ASK
Standard 2 N/A N/A 1,000③

Pro 100 N/A N/A 10,000③

ACK Edge
Standard 2 10 10 256

Pro 100 100 1000 256

Registered 5 100 N/A 256

①To make a quota increase for node pools take effect, you must submit  a t icket  to request  a quota
increase for scaling groups.

②The quota of pods on a node takes effect  only in Flannel network mode and cannot be increased. In
Terway network mode, the quota of pods on a node is determined by the number of IP addresses that
can be allocated by the node.

③ASK clusters do not contain nodes. The quota indicates the maximum number of pods in an ASK
cluster and cannot be increased.

Not e Not e This topic lists only the default  quotas for the items. The quotas of specific items are
adjustable. To apply for a quota increase, go to the Quota Center page.

Quota limits on underlying cloud resourcesQuota limits on underlying cloud resources

Category Item Quota for general users Adjustable

Number of Resource
Orchestration Service
(ROS) templates

Default: 100

Total vCPUs of all pay-
as-you-go instances

500 vCPUs

High-specification pay-
as-you-go instances
(with more than 16
vCPUs)

Unavailable for
purchase. Only pay-as-
you-go instances with
less than 16 vCPUs can
be purchased.
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Computing

Total vCPUs of all
preemptible instances

800 vCPUs

Change the billing
method of an instance
from pay-as-you-go to
subscription

Not supported by the
following instance
families: t1, s1, s2, s3,
c1, c2, m1, m2, n1, n2,
and e3.

Auto Scaling
The maximum number
of ECS instances in a
scaling group is 2,000.

OS N/A

Network

Number of custom
route entries in a route
table

48

Number of vSwitches in
a VPC

24

Number of VPCs within
an Alibaba Cloud
account

10

Number of private IP
addresses in a VPC

65535 N/A

Number of IP addresses
that can be added to a
basic security group

2000 N/A

Number of elastic
network interfaces
(ENIs)

50000 N/A

Number of elastic IP
addresses (EIPs) within
an Alibaba Cloud
account

20

Number of SLB
instances within an
Alibaba Cloud account

60

Category Item Quota for general users Adjustable
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SLB

Number of backend
servers that can be
attached to an SLB
instance

200 N/A

Number of listeners
that can be added to an
SLB instance

50

Number of t imes that
an ECS instance can be
repeatedly added to
SLB instances as a
backend server

50 N/A

Elastic Block Storage
(EBS)

Number of pay-as-you-
go disks in all regions
within an Alibaba Cloud
account

The quota is five t imes
the number of ECS
instances across all
regions within an
Alibaba Cloud account.
You can create at least
10 pay-as-you-go disks
within each Alibaba
Cloud account.

Total capacity of all
pay-as-you-go disks
that are used as data
disks within an Alibaba
Cloud account

Subject to ECS resource
usage, regions, and disk
types. You can go to
the Privileges & Quotas
page in the ECS console
to view details. For
more information, see
View and increase
instance quotas.

Category Item Quota for general users Adjustable
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Open source projects extend the functionalit ies of Kubernetes clusters. This topic describes open
source projects that are commonly used by Container Service for Kubernetes (ACK).

Category Name Description Address Documentation

Core components

Kubernetes Cloud
Controller
Manager for
Alibaba Cloud

Allows you to
create load
balancing Services
for Kubernetes
applications and
manage route
entries of nodes.

Cloud-Provider-
Alibaba-Cloud

Cloud Controller
Manager

Networking

Terway CNI
Network Plugin

A network plug-in
developed by
Alibaba Cloud for
ACK. It  allows you
to set up
networks for pods
by associating
Alibaba Cloud
elastic network
interfaces (ENIs)
with the pods.

Terway Work with Terway

NGINX Ingress
Controller

Functions as a
reserve proxy
server to balance
the load of
network traffic at
Layer 4 and Layer
7.

Ingress-Nginx
NGINX Ingress
Controller

ExternalDNS

Uses Alibaba
Cloud DNS
PrivateZone to
provide dynamic
domain name
resolution
services.

External-DNS ExternalDNS

Storage

Alibaba Cloud
Kubernetes CSI
Plugin

A storage plug-in
that is used to
manage the
lifecycle of
volumes.

Alibaba-Cloud-
CSI-Driver

CSI overview

Alibaba Cloud
Kubernetes
Flexvolume Plug-
in

A component that
allows you to
mount and
unmount volumes
(v1.16 or earlier).

Flexvolume
FlexVolume
overview

9.Open source projects9.Open source projects
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Volume Provision
Controller for
Alibaba Cloud
Disks

A component that
allows you to
create and delete
Kubernetes
volumes (v1.16 or
earlier).

Alicloud-Storage-
Provisioner

Volume provision
controller for
Alibaba Cloud
disks

Resource
optimization

Node-Resource-
Manager

Manages and
monitors nodes.

Node-Resource-
Manager

None

Elasticity

Kubernetes-
CronHPA-
Controller

A component that
allows you to
perform
horizontal scaling
for containers.

Kubernetes-
CronHPA-
Controller

CronHPA

Kubernetes
Autoscaler

A component that
allows you to
perform
horizontal scaling
for nodes.

Autoscaler
Auto scaling of
nodes

Security

KMS provider
plugin for Alibaba
Cloud

Allows you to
encrypt
Kubernetes
Secrets that are
stored in disks by
using Key
Management
Service (KMS).

Ack-KMS-Plugin

Use KMS to
encrypt
Kubernetes
Secrets

Kube2ram

Deploys
DaemonSets that
function as
proxies for ECS-
linked Resource
Access
Management
(RAM) roles.
Kube2ram maps
different Alibaba
Cloud RAM roles
to pods that are
running on ACK.

Kube2ram Kube2ram

ACK RAM
Authenticator for
Kubernetes

Allows the API
server to verify
the identit ies of
users based on
their RAM roles.

ACK-RAM-
Authenticator

Use RAM roles to
perform identity
verification for
ACK clusters

Category Name Description Address Documentation
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ACK Secret
Manager

Allows you to
import and
synchronize keys
in KMS Secret
Manager in real
time.

ACK Secret
Manager

ACK Secret
Manager

SGX-Device-Plugin

A Kubernetes
device plug-in
that is used to
expand memory
resources for
Enclave Page
Cache (EPC)
encryption on
Software Guard
Extension (SGX)
devices in
confidential
computing
scenarios.

SGX-Device-Plugin SGX-Device-Plugin

Migration

Derrick

An open source
S2I tool that is
used to generate
Docker and YAML
files after
workloads are
inspected.

Derrick Derrick

Velero

Velero is a tool
that is used to
back up, restore,
and migrate
cloud-native
applications
deployed in
Kubernetes
clusters.

Velero-Plugin Velero-Plugin

Image Build
Specification of
Alibaba Cloud
Container Service
for Kubernetes
(ACK)

A tool that is used
to create custom
container images
that meet the
requirements of
the nodes in a
Kubernetes
cluster.

ACK-Image-Builder
Use a custom
image to create
an ACK cluster

Category Name Description Address Documentation
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AI

Arena

Arena is a thin
client that is
designed to
manage
Kubernetes-based
machine learning
tasks. Arena
allows you to
streamline data
preparation,
model
development,
model training,
and model
prediction
throughout a
complete lifecycle
of machine
learning. This
improves the work
efficiency of data
scientists.

Arena Arena

GPU Sharing
Scheduler
Extender in
Kubernetes

The first  GPU
sharing scheduler
in the industry.

GPU Share-
Scheduler-
Extender

GPU Share-
Scheduler-
Extender

Fluid

An open source,
Kubernetes-
native, and
distributed
dataset
orchestration and
acceleration
engine.

Fluid Fluid

Kube-eventer

An open source
tool that is used
to collect
Kubernetes
events. It  can sink
these events to a
variety of services
such as Kafka,
MySQL, DingTalk,
and FEISHU.

Kube-Eventer Event monitoring

Category Name Description Address Documentation
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Application
management

Alibaba-Cloud-
Metrics-Adapter

A component that
allows you to
scale pods
horizontally with
external metrics
from other cloud
services.

Alibaba-Cloud-
Metrics-Adapter

Alibaba-Cloud-
Metrics-Adapter

OpenKruise

Automates the
workloads of
Kubernetes
applications. It
supports in-place
upgrades and
sidecar
management, and
allows you to
deploy
applications
efficiently and
stably.

Kruise
What is
OpenKruise?

Open Application
Model
Specification

An open
application model
specification that
provides
standards and
separation of
concerns for you
to define and
manage cloud-
native
applications.

Open Application
Model

Open Application
Model
Specification

Kubevela

An easy-to-use
and highly
extensible
platform engine
for application
management.

KubeVela Quick Start

Scheduling Scheduler Plugins

A scheduler that is
extended from
the Kubernetes
scheduling
framework. It
supports complex
scenarios such as
AI-assisted
computing and
big data
computing.

Scheduler Plugins Scheduler Plugins

Category Name Description Address Documentation
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Container Service for Kubernetes (ACK) provides container-centric solut ions based on the open source
Kubernetes system. Alibaba Cloud periodically updates the list  of Kubernetes versions that are
supported by ACK. This topic describes how ACK supports different Kubernetes versions.

Support policiesSupport policies
Start ing January 1, 2020, ACK only alligns with the major Kubernetes versions of every even number, for
example, V1.18, V1.20, and V1.22. ACK supports the Kubernetes versions based on the following rules:

Clust er creat ionClust er creat ion
ACK allows you to create clusters for two Kubernetes major versions, such as V1.16 and V1.18. When
a new major version is supported, the earliest  supported major version is removed from the list . You
can no longer create clusters of the deprecated version. For example, after Kubernetes V1.20 is
supported, you can no longer create clusters for Kubernetes V1.16.

Upgrades and O&MUpgrades and O&M
Alibaba Cloud guarantees the stability and availability of ACK clusters for the latest  three Kubernetes
major versions. You can upgrade ACK clusters for the two earlier major versions to the latest  major
version. For example, if  the latest  Kubernetes version is V1.20, you can upgrade ACK clusters of
Kubernetes V1.18 and V1.16 to V1.20. Clusters of earlier Kubernetes versions may be unstable and fail
cluster upgrades. We recommend that you upgrade these clusters to the latest  Kubernetes version.

T echnical supportT echnical support
Alibaba Cloud provides technical support  for the latest  three major versions of Kubernetes. The
technical support  includes consultat ion, online tutorials, and issue locating and fixing. However,
Alibaba Cloud is not duty-bound to provide high-quality and effect ive technical support  for
deprecated Kubernetes versions.

Not eNot e

Support ed major versionsSupport ed major versions: A major version supported by ACK consists of two individual
numbers separated by a period (.), such as V1.18. The latest  minor version corresponding to
the major version is also supported, such as V1.18.8. For example, if  the supported major
version is V1.14, the supported minor version can be V1.14.8.

Deprecat ed versionsDeprecat ed versions:

Deprecated Kubernetes versions include both major and minor versions.

Deprecated major versions refer to major versions that are earlier than the three
supported major versions of Kubernetes.

Deprecated minor versions refer to minor versions other than the latest  one. Some of
these minor versions are released to fix Common Vulnerabilit ies and Exposures (CVE)
vulnerabilit ies.

For more information about the release notes of Kubernetes versions supported by ACK, see Overview of
Kubernetes versions supported by ACK.

Release cycleRelease cycle
In most cases, Alibaba Cloud updates the list  of Kubernetes major versions supported by ACK every
six months.

After a major version is added to the list , the list  of supported minor versions will be updated to
support  new features or patch vulnerabilit ies.
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LimitsLimits
For major versions, you can upgrade only to the following major version. This limit  does not apply to
minor version upgrades.

After a new minor version is supported, technical support  is provided only for this version. We
recommend that you upgrade earlier minor versions to the latest  at  the earliest  opportunity.
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