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BB RRS I IKubernetessERE, Masterts m_Fiz{TEetcd,. kube-apiserver, kube-controller&# ity
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1. MasterfISIRERMET X, EHMEUX, FMEENMasterflEBES.

| LI

@ 38 BANSIEEGEEENE, HIMTHANE. PodME. NEME. POE. XEHHH
INAEBRMEREEEENT RYE,

NFELNERME, TS LN THAREREMasters REAE (I FURHE, METLU/N—L, TE
HEFEERERIEMasterfA 4R E— M RBEIKTEL) .

TR Masterfit&

1~5ANEE B 4%%8 GB (RZiX2#%4 GB)

6~201 T = 4%%16 GB

21~100MH =R 81#%32 GB

100~200M 35 5 16#%64 GB
EFEWorkerts mALE

o ECSHIMEERK: C(PUKTFEFTF4%, BREXRTETFS8GIB,
o HEBNEHNHEFERNSZEURIABAENSRE,

Blan: ERSNZEE160%, TTURRI10%HEIR, BARNERI10816/ZECS, HAESIEIZTHRAE
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apiVersion: vl
kind: Pod
metadata:
name: nginx
spec:
containers:
- name: nginx
image: nginx
resources: # HiREH
requests:
memory: "1024Mi"
cpu: "1000m"
limits:
memory: "4096Mi"
cpu: "2000m"

KubermetesEA#SHTBRAESFR, WTFEMALNRARER, EEXHHEN: THHRAISSE-TARSE
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RENFREMERSHEME, TREEMIDE.
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E—PMRIE L,

< - + RAMANE FEERE SRS S RIET
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KRAE: EHESIRERRS
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LiEeat g -
ZIRSEECS e © FR
B
B Q ARSI e
EEvsE =
REHE
TREHN master-01-k8s-for-cs-

O Esws 5.74 17.13 23
master-02-k8s-for-cs-

O Esws 5.24 14.63 23
master-03-k8s-for-cs-
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BEHNEGFTRRS, F7EEERRE

BENAUESE —EINEMKE, SIMNEENLKIEE (DB) EBREEHERBBI—TPRSHED., NAB
EEHME, SMERMKRBIRNEREHE ., FLIEHMNE R, BEXBERBAHEILMNELNANX, LIS
ffailfast, {27 EKubernetest, XM KRIERBER. FEEEFKubemnetesh ZHIZHIZEE 2 BN,
ABEAINAN, FIUNEEBNA, BAHBCERT R, BATRLEBHNA, NAfal, BABAFHE
/B, KubemetescsBMERNA., AFKIES, R LUBZHPABIY &.

HNEHMFEBABEX MR, RIREWNEAATB, AKEB, NFETER—ITRELE, ETMHRRE
AEERRERT, ERZE, ABKRES, XPHEBERED, WARGHMEBERBAHE. MRAEZE
REANARAEERY, HZBEmZE, ABRKEBRED, DAAINALELTT,

Kubemetest R FHIMIE R BRI EMKE, MRAHE, RiOEHSF, MAREERE, oJRUER Init

Containerse X NI 8E.
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Ec Hrestart policy

Podizf TP HEBELEENMEELNDZE, TiLERBEN—1bug, F2HARELS, HSSHNA
HIZEY, PodiBH ., &oJfEPod LE BrestartPolicy, #AELIPodiEisr EEFEF,

apiVersion: vl
kind: Pod
metadata:

name: tomcat
spec:

containers:

- name: tomcat

image: tomcat

restartPolicy: OnFailure #

restart PolicyE =l iE(E :

o Always: SEBMER.

e Onfailure: RERUFBHNER (HERUEIRZEIE0) .
o Never. NAER.,

Bc&Liveness ProbeflReadiness Probe

Pod4&kFRunningRASFIPodBEIE EIRIERFEREABNIMER, — MRunningR7&HIPod, B mEHIHFE O] &8
RETRSMITERMERS ., EEEIPodiEZRunningdy, Kubernetesth R&BFERIXPod, TR
{NEZEBPod LB ELiveness Probe, IFMPodREEMFE, ETIREEIRHIRSS . R Liveness Probek
W7 a8, KubermnetesaE/FPod,

Readiness Probe H FiFMIPod2 A2 ol AR /MR RS . MABMEIRPEE—ENEMNBL, EXD
HRPEREMIMEMRSH, BidReadiness Probe, LA iRIngresssl & ServiceRE R BEIE R & & FiX
MNPod t. HPodH I EEREETIE, Readiness ProbefEikt & iimE M it & 35X MPod,

apivVersion: vl
kind: Pod
metadata:
name: tomcat
spec:
containers:
- name: tomcat
image: tomcat
livenessProbe:
httpGet:
path: /index.jsp
port: 8080
initialDelaySeconds: 3
periodSeconds: 3
readinessProbe:
httpGet:
path: /index.jsp
port: 8080

BIMHE—TBS
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RERNREMBFMASZSVIREBIEIBRIESRLERMI (VM) EH, E—1PEREMSNERE: K
2. BEMRE. sshdiftiz. EEESystemd, XEFRIEFEERNDM:

o FIBPodBMARNEROBASTESR, AHEXLHEREIEZE resource limit,

o RBARET—NHEMNBR, HEET, IENS[RSIZEZENRNE, AREERR. NREFHEA
BENHE, ENHEET, SR[RXOZTEMW, IMEHNBHRIIZRNAIIBRAEGHEERYE, HAESXWE
BERE, BRI LEABECEREEEIET.,

MRENNHEZEMEIIE, EKubermetesB o] LASIIL, FI30: nginxFphp-fpm, @33 Unix domain

socketi®E, BMNTUA—IPEEHPEEMPod, unix socket HERNERHE=volumeh,

R ARTFEFESPOF (Single Point of Failure)

MBENEARE—PLF), HTEILKEEE, RAKubemnetestEBEZLH], B2 EATBEMFE—ER
HEaftAadR, BEEEHFNA, KA—NHEANNME, BB IXfER. f£Kubemetes®E, REEEE
E{FEAPod, ROJAEEFE R Deployment/StatefulSet, #FHitNABPodERMUL,

ATRBEEREE

HEEREHECSIANMIIRE, ZREGECSLANHMBBERARDNMIERS R L, RAWSNSIHAME
MREEXREN, BEATRMEENES, EBRIETREEHNEGEARASAHTE—MENL, H
BEENMEE, FENNANEENT /ABHIMNITRA, FEASMSHERARTRL. BREE, B2

AT EtIEEBBE,
P R e :
2B E&ENginx Ingress Controller

FEEFZNginx Ingress Controllerft, E#{ENginx Ingress Controllerd FHEARBNT S L, BEEAREBNginx
Ingress Controllerz Bl & RAVIE SR R fE, BT UAEFERE ST R RRIEMESREY, BE
£, B2 ERM ST SEIENgin IngressitEae 5 EM,

BB AEANginx Ingress Controllern& E & RIRS, B L OOMEFHREREF R, MERHIERHNT
B, BIRERSICPURIETF 1000 Milicore (YAMLER B E#=51000m) MAHFEARETF2 GB, %FNginx
Ingress ControllerfI B LB BRIV, BHS M Nginx IngressiE{EL i,

EHEEECoreDNS

EIEIEERE CoreDNSEIARES, R CoreDNSEIAITHAEARTAK, AREHTRLE, BR2ETHR. B2UH
XK=, CoreDNSEUAECE TR RNBRENYE, THSEATRERAESEHAH2HEABEER
—TRE, MRBRXFER, EMRPoIEMMAHBERBPE,

CoreDNSFTIZ{THIEEBE I RN CPU, RFABIIER, BNSRMEZETIQPSMIMAEIR, X T

CoreDNSHIEZE BRI, FSMNDONSHIETLE,
1.3. KubernetestE& M %& #%1

HEREACK KubermetesSE Bl , MEBIBETEEMRVPC, ER#YL. PodMLECIDR (HMutER) FlService
CIDR (#itibER) . BEULERINEIZRTIRIECSHLE . Kubernetes PodittiitFServicettitit, ASCEN BRI BE=E
BEMLZVPCHIE FACK KubernetesEE 8L B Zipith it B9/E R, AR M BOZ A # % .

EBEMEZVPCHMEEMKubernetesM X &

TEMEKVPC (TXEMRAVPCHEE ML) HMEMYERVPCEEMEFMEMRIENMEL, Kubemetes
W ER ALK El & Poditi it Bz F Servicettt HEEE . ACKM 28 3235 T erwayAlFlannellfpiEzl, FEHIME X R
WTEFER,

Terwayt&E I
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TEME o

"

ECSERNZEN, BTHTREAMZER. &
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o) EEREE R VPCROIR S BHEHE RN, LR ST
e VPCRERE)FE (TTLAFIVPCRER—HE, 1BRAE
* EMSIRILEVPCRIRIL. ‘i) . BEMEN, BT

ERZAH AL £ PUBRERED - .
N N o L TECSHABEIMMIE, MEMNXNR
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RESH

PodE#M 3L
e

Pod M £&
CIDR

Service
CIDR

Pod 45 3 %

TerwayM &=

Podittiit \iZ MBS, A FPodMZEE(E.

PodZKubernetes R, B PodEF—1

IPitit, FEVPCEOIRRIBHMEIEEHIMER, W

MBHRVPCNENFE., EENRN, BF

=

® PodEIMZBANEVPCR LA,

o TerwayM&E#ERK T, PodHEHIPOd IP 2
I A SHRATL I B A FREREY

o IZMIIEERAREFEBRIEHNMERES.

o iZiitERRBEFNService CIDRMEES .,

° EMRBHFPodEM BN FTEE—NTTH
XT, XFoURROMES, BSRME]
AKX,

Blan, VPCRERNE

172.16.0.0/12, Kubernetes#jPoditiiit R A
BE{#F172.16.0.0/16, 172.17.0.0/16%, EX
XL AR E 2 7E172.16.0.0/ 128,

HEFETerwayM LR, THIZBELSH,

ServicettiiitBg, ServiceEKubernetes X 894

=, WRBRServiceZ R A

ClusterlP ( Type=ClusterIP ) BJService

EANMIE, 8 ServiceEE TR, BRE

MR, BER:

e Servicelttiit AfEKubernetesEBRNER, &
BETEEEBEIMER

® Serviceit it R RBEMEE M A b it BR &
=

Ho

e Serviceitt it R AREEFNIPod BE L 33 Al b ik B}
B3,

Flannel £ t&

EEFlannelEZEXEY, THRELSH,

PodM£&CIDR, Poditbiit \iZtiit R Ee, BF
PodM£&i@{5., PodEKubernetes RS, &
MNPodEF—NPHbit, BREMEEN, BEE:

o JEVPCIMM, AEEIAMEL,
o ZMHERRBENEM BRI MEES,
o Zihit RABEMService CIDRMEREE,

VPCRERFEI2172.16.0.0/12, Kubernetest
Poditt it E& #i R BE{E A 172.16.0.0/16,
172.17.0.0/16%, FEAXLEMIEEEE
172.16.0.0/12E,

Servicetiit Bz, ServiceEKubernetes X B4

&, WRBRServiceZ AR

ClusterlP ( Type=ClusterIP ) BYService

EANMIE, 8 ServiceEECHtE, BBE

MERE, EEE:

e Servicelthiit RfEKubernetesEBERER, &
BETEEEBEIMER

e Servicedt it B RN BEFN R L 3Z A AR S
=

Ho

e Servicedtt it R AREEFPod M £ CIDRt I R &
=

Ho

EREZ R TEAACS  KubernetestEdt, BARERBUSHR . EHMRHTNENLY . BT
BIERABHTAY (REBHR, BPREXIMGFEETRE) .
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ST AR BH VPCHL!
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= SEZTAK BVPpC
- SO FEEERREK, F
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A3 Flannel®#TerwayMEin s, MY SBME:
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o VPCHtiit EESIZEVPCHR ERHE., tlEKubermnetesEEERY, SNEBRMIVPCHILEE . Serviceiti it B
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o FiEKubernetestEREZ [EHIPodibI FRANBEE S, {BServicelitRTIUESE,
o ERINIMEEX T (Flannel) , PodWIRNFEZBIVPCEHE LR, BERZSBEVPCERA LR

B E M Poditt it REVEE AR,

@ 3B XEER FKubernetestE B SN BB, — MNEELHIPOdTI A B {E 85 sh— N EBEHIPOd
FMECS, {BAREEIHIE B Sh—DERERIService,

o H5%3: VPCEEX

AW NVPCEEBHBERT, TTABSEHAEREWLIRNELIXEXNIKVPCE, MNTEMAR, VPCEH
#HEEZ192.168.0.0/16, VPC 2{E b ER172.16.0.0/12, RoJLLBE R HEE, EEEVPC 1RIEE W

H1E4172.16.0.0/ 12893 &R & EEIVPC 2,
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| ‘ RevRE
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VPC 2 172.16.0.0/12 192.168.0.0/16

[ o N o [ .
— —
ECS ECS ECS

BEE

VPC 2

VPC 1

EXFERT, VPC1HMVPC 2E IR KubernetesE B A LT IRE

REERIVPC 189 R B
REERVPC 209t RS
e E BRI R E S
AeefPoday it R EE &
AeEfService it R B &

[e]

[e]

[e]

[e]

[e]

ItHFd, Kubernetes&E&EPodii it B2 o] Ai%#%10.0.0.0/8 TTHIEDNFER,

@ B EEERIETEATIVPC 200N, TTLUEXERS Ml IR AR O 42 5 F B0t
ib, Kubernetes&ERABEMELR SHMILES,

WNEVPC2EEH[GVPC 18Kubemetes Pod, MEEZEVPC2EEEZIVPC 1 Kubernetes&EEfPoditiit 1

fiz3z: 8
o IHE=4: VPCMZHIDC
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FMVPCEEXG =X, BHEFEEVPCEI AN ibi EREEHRZIIDC, Kubernetes&EEEHPodith it 7 A REFN X ER 4
WHEE ., IDCRINREEH|@KubemnetesE fPoditbllt, A EEEIDCEHEEZ S 4 VBRINIEHE.,

R E =

) 28 AR 3R
{ERATerway M &1t

185 FA M £& S5 B& Net work Policy
WL EEFAQ

1.4. RAACKEBEHNetcdFHRA=E LIR

ACKEHEEE (Dedicated Kubernetes Cluster) m#{ERNetcdizi A2 4t Xv3.3.8, EX#FH&ABackend
DB Size2 GB, HEADE AMetcdFMEiBi1d2 GBEY, NS EIMEES ANetcdiER ., AN B A&
FRetcdhRAZIV3.AIFEFAKEEEE Net dERBE LR,

AR &4

o ACKEBEENetcdiRA/NFV3.4.3,
o XetcdFMHMERATF2GB, MERBLEKR, WIAIARBHE,

%%ﬁl@\
etcd#t Xv3.4.3RAAIFEE AN100 GBRetcdfZfE, oILAfRRetcdZEAREITIER,
BELR

1. BIFSSHIK R B R T etcdFrfEMMasterts &, HAINYBTetcdfRAEv3.3.8,
2. I TEHShelfI AR, BIAREBSTEHetcd-v3.4.3 binaryHBEFARA.

@ 8
o BT AMTENR, WRFHEKT SReady/EBFHREAM T Sfetcd,
o ENetcdEESTAMY, FFUARRLSH IS HiEetcdRE.,

! /usr/bin/env bash
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etcdbin=http://aliacs-k8s-cn-hangzhou.oss.aliyuncs.com/etcd/etcd-v3.4.3/etcd
etcdctlbin=http://aliacs-k8s-cn-hangzhou.oss.aliyuncs.com/etcd/etcd-v3.4.3/etcdctl
function download () {

wget -0 etcd ${etcdbin}

wget -0 etcdctl ${etcdctlbin}

chmod +x {etcd,etcdctl}

mv etcd /usr/bin/etcd

mv etcdctl /usr/bin/etcdctl

etcd --version
}
function config() {

ETCD FILE=/lib/systemd/system/etcd.service

sed -i "/ETCD EXPERIMENTAL BACKEND BBOLT FREELIST TYPE/ d" ${ETCD FILE}

sed -i "/ETCD QUOTA BACKEND BYTES/ d" ${ETCD FILE}

sed -i "/"\[Service\]/a\Environment=\"ETCD EXPERIMENTAL BACKEND BBOLT FREELIST TYPE
=map\"" ${ETCD_FILE}

sed -i "/"\[Service\]/a\Environment=\"ETCD QUOTA BACKEND BYTES=100000000000\"" S${ET
CD FILE}

sed -i "s/initial-cluster-state new/initial-cluster-state existing/g" ${ETCD FILE}

systemctl daemon-reload

systemctl restart etcd
}

download; config

ENDPOINTS="ps -eaf|grep etcd-servers|grep -v grepl|awk -F "=" '{print $22}'|awk -F " " '
{print S$1}'"®
ETCDCTL API=3 etcdctl \
--endpoints=${ENDPOINTS} \
--cacert=/var/lib/etcd/cert/ca.pem \
--cert=/var/lib/etcd/cert/etcd-client.pem \

--key=/var/lib/etcd/cert/etcd-client-key.pem \
member list

3. HITAT @<, Hiletcd#RREIMI,

ps aux|grep etcd

BRESE
wEMHIAetcdBEERR.

ETCDCTL API=3 etcdctl --endpoints=${ENDPOINTS} \
--cacert=/var/lib/etcd/cert/ca.pem \
--cert=/var/lib/etcd/cert/etcd-client.pem \
--key=/var/lib/etcd/cert/etcd-client-key.pem endpoint health

ENDPOINTS is healthy
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2. F A
2.1. IR THP S RESTHK

LEALHR—MRFEANOIM, BN TREMEBLANEE—ENFM, LAXLAHRLEZHEL SN
Sf, REMNBELOAZRR—ELHAEMANT /L, FRLEALATRE, TUBE—ENEA. FAX
NELAERLFAT AR, ERAHR, URNOEELLAXNIFHIAETEFRS,

dﬁls %%l@\
LHALPXAREMENHELN, MEERRMNE. BARBEHHNENTENKETHE. ESE
R, BERe a6,

EOALHTRENE

5L (Spot Instance) TTRMEBEILANELH. REMELFLB—ELLHBASTMANT R,

LAXNLPIR—MFHRZEMNELS, NMEEEEFFRRDISKS, MERNARK, BEREXLHITRARK
ST EIONMA ., LAXLHNTHMESHEMATTUMZS, BRFEERIL SALFEEHNER
A, HIEELFAMBNIRHHMSET RN EEFREN, MAERIIEIRE LA,

BENEFICIZMIGE, BESREMEIMER, BRI OAXLANEMZ~RAGER, W=
#. ARMPIEE, EXIFARNEVNERRIPE., BERIPHE, S50 —RIHMAENLHT
mMENES, IRE—HZNTHMESTHNHLAMREFAE, AL HRR.
ERBmRAH

o BAXSLHH Rt

BELLHA T bR T ERESNIA, TRUREEAMENZIHEEKR, AELEERTERS. BF
MRFHNE, EhaEtBANsEIEITERR. KEURETL (HINApache Spark) . AFI&L1E
NAMETIRSAPIN AL,

BEEROGALAT AN IEARTESRAR T RARRATHNNER, XX ERRMNHRRENE
RREXFNELFLALMANT AL, RELTEZEBNAR—REOFERRFTATRA:

o EBHEETHR, fINMEERMEMFIR,
o FEARTIMEAHNMERNNARSF, FIMEURE.
e FEBMMWHENIEHASLAT Rt

MEIFZHANUMBEELAALOAT R, ERERPAENUSEREEFEOH, ENECERAEEH
BN AT Rtk

AEEHEEE, ERTRENBEARSRERTREY SEARNLHT RtRIBZER DPod, UK
APREIBEIRMNETENES . FEENBRENEARATRUET SRRAT SREER, WRE
BROBMERN, EHR/MBASIAEHBERT, RERE LR T — 820 ST Rt IRa R
B, REBRRAERRME T HERANRLS,

EOALHHEASHNEFNER

AELOMBIERE LKA "RNB" , BNEERRESWSEEN, BERER. HANMERKE SETE
MAER. ATHERBLS, WERECSIRHM T KEMNLHXRE, NMUEIFAMEPELEFTENAET
2, FIRERNERTEZFEN WS TRZMNR/NNIFAAS, ERFLARIAITRENE—F,

OB AT AN IEFENEER ANIHAS:
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o RIEARBSERERNSHE

AERsEEEs A RM T EORNEREZIN, T‘ﬁUL‘ﬁéﬁE TRME, 2 A SRIEFTIEMELS 2 RI8Z)
PRt B EF RSSO MAE, BOLUER R RRN IAMSHITH—B ik, FIEHIOMERE, 25
SSENEHREREMIANMEXE, BoTUSREMRBEZN, HMEHMSTIRESHME L
R, XFM@AIZHRFET =, BBRET 0,

fizem RENE aran BRI S L

B

LR L RERS A 8VCPUT6GiB

s : ——
FHUNEE ds Q
wPU s WE e TAR AR WEBER & HOPSEA
8vCPU 16 GiB CEFGHI 2.5Gbps 8075 PPS 215/ -

e BWPU  16GB  GH BA6Gbps 60T PPS

8WCPU  16GB  AGHKL  E&GBGbps 8073 PPS 262573/ -
8vCPU 16GE  HIJKL B 10Gbps 16077 PPS 52573/ -
BvCPU 16GE HIK BE10Ghps 16075 PPS 4575/975

S

T
=21

i ESSD = A S EREREIC PLI (BRIOPSERELRSH) v

s, FEAUNE 10 82

RESGLERG ¥24 /8
i [ ]

e j@idspot-instance-advisoris £ 17
BRBRESHIRTHSLIT spot-instance-advisor , EMRIBELHSITIREUE &L ENERIE
RAHANIEER .,  spot-instance-advisor HIRIERIEITAPEREN— i B9 STHIMAE S LM 1E A
%, BIRITAHNAN, HEHFREZENNE, HEIEHENARITELFAMENEE, HES
BRAENNMERNERE, BINEERHBEEONE,

spot-instance-advisor XIFPATILIESEL:
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Usage of ./spot-instance-advisor:

-accessKeyId string

Your accessKeyId of cloud account
—accessKeySecret string

Your accessKeySecret of cloud account
-cutoff int

Discount of the spot instance prices (default 2)
-family string

The spot instance family you want (e.g. ecs.nl,ecs.n2)
-limit int

Limit of the spot instances (default 20)
-maxcpu int

Max cores of spot instances (default 32)
-maxmem int

Max memory of spot instances (default 64)
-mincpu int

Min cores of spot instances (default 1)
-minmem int

Min memory of spot instances (default 2)
-region string

The region of spot instances (default "cn-hangzhou")
-resolution int

The window of price history analysis (default 7)

PIFUTHS, RGN RESNIFMEEE:

./spot-instance-advisor --accessKeylId=<id> --accessKeySecret=<secret> --region=<cn-zhangj

iakou>
@ i B9 accessKeyId . accessKeySecret Hl region AWNESH, BRIER
=
=EE,

TR

B9 SEpRAV 5517
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Initialize cache ready with 619 kinds of instanceTypes
Filter 93 of 98 kinds of instanceTypes.
Fetch 93 kinds of InstanceTypes prices successfully.

Successfully compare 199 kinds of instanceTypes

InstanceTypeld zZoneIld Price (Core) Discount ratio
ecs.cb6.large cn-zhangjiakou-c 0.0135 1.0 0.0
ecs.c6.large cn-zhangjiakou-a 0.0135 1.0 0.0

ecs.c6.2xlarge cn-zhangjiakou-a 0.0136 1.0 0.0

ecs.c6.2xlarge cn-zhangjiakou-c 0.0136 1.0 0.0

ecs.c6.3xlarge cn-zhangjiakou-a 0.0137 1.0 0.0

ecs.c6.3xlarge cn-zhangjiakou-c 0.0137 1.0 0.0

ecs.c6.xlarge cn-zhangjiakou-c 0.0138 1.0 0.0
ecs.c6.xlarge cn-zhangjiakou-a 0.0138 1.0 0.0
ecs.hfc6.xlarge cn-zhangjiakou-a 0.0158 1.0 0.0

ecs.hfc6.large cn-zhangjiakou-a 0.0160 1.0 0.0

ecs.hfc6.large cn-zhangjiakou-c 0.0160 1.0 0.0

ecs.g6.3xlarge cn-zhangjiakou-a 0.0175 1.0 0.0

ecs.gb6.3xlarge cn-zhangjiakou-c 0.0175 1.0 0.0
ecs.gb6.large cn-zhangjiakou-a 0.0175 1.0 0.0

ecs.gb6.xlarge cn-zhangjiakou-a 0.0175 1.0 0.0

ecs.gb6.2xlarge cn-zhangjiakou-a 0.0175 1.0 1.0

ecs.g6.2xlarge cn-zhangjiakou-c 0.0175 1.0 3.0
ecs.g6.large cn-zhangjiakou-c 0.0175 1.0 30

8
ecs.g6.xlarge cn-zhangjiakou-c 0.0175 1.0 9.7
ecs.hfg6.large cn-zhangjiakou-c 0.0195 1.0
MU LB RIHEER AU BNE . BERY (W ratio ) EBEXNHRFR, MEEILNIHBNE

BRES

BABAER, B2RERY (W ratio
ZRIENEREBERRERHRBAMEEHEES

AL HAFRNMELES X

) BNmME=

LAXNIHAZMNABLETAETEEOE: K58, HRIM2S5RE

o BIE5EA
ATIEB R ARLARBCERRBRBMERE,
o REMREIZILANLANTRBERN, %

WS REOH BEEN nE

InodesPressure False  2022-02-241108:12 2021-10-29 11:31:29 NodeHasNolnodesPressure

NodePIDPressure False  2022-02-241108:12 2021-10-29 11:31:29 NodeHasNoPIDPressure

2022-02-24 11:08:12 2021-10-29 11:31:29 docker daemon is offline

DockerOffline True

> Ifemm

InstanceExpired 022-02-24 11:08:12 2021-10-29 11:31:29 InstanceNotToBeTerminated

ACKE BB HHNPDE
Z T mEPRESDInstanceExpired{& AFalse,

[}

node has no inodes pressure

Node has no PID Pressure

node have dockerd service docker ps

instance is not going to be terminated

tbRS, FULEEESSAIMEE, TRMLE

BEXLETA,

= Spot LRI TR R

check error

o ?@H_-T‘ts&{ﬂlnstanceExpwed{EﬁTrueE‘J FRSpotLPIEMERIER, BRI ., ACKS BT ERFE

% (Kubernetes Events) BAEE SN LAIENEBEEVER .,

I B

KE (28) ~

MR (£8) v 28 RE

Node condition InstanceExpired is now: True, reason:
InstanceToBeTerminated, msg: instance is going to be
terminated

Normal Node InstanceToBeTerminated

B8]

2021-08-06 16:00:15
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* PTRAMMEERE

LAXLHANIPRBEX M T R/ALUSARRVEREN—PXBER. SRRSAKELNEE. HEBE
BRI B ST EERM T AR REMMIE SUEHZPRRES., XELEHANLTENER
BELAALFAZHEKRZE, ERRBHLOAHRXREEERTHARRNASED, ARERFEEE
HIRX RS ER0, ACKRIBT RMAMRINEE, E2HSLE)IRKE AT AR A 58 HAMRSEH)

FETRBMRE, AKSEHEET AL BEEHEBER. JAKKERET RIS RERE, &
BRARA S T REMBEEER . XN T R ARSI R B SEB), FRAAMRSES, 4M=SEA)
BIETE, SMAEBEARALFANESNRK, EFERRREEFEcordonTR (BB RIREARTH
E) . HKTR, BEURBREDRMBETLLE, RELIBELIATFTRENUSARFRTEE
SHMHMTR L, BRWSZR AN,

@ e BEAMMENERASHMEBRSXIANER, TLREFET ATME, B
MASTETAE B 55780 /54 E YR =

t0: 418 B nAMET A e
HE S j\f i
BNET AU — RIS
mEges  FSEiE FIAR TS RS
1
BMETATARRTS |

e BHEMAEITA
EFSIHRIVEFTED, TRTEAFTENTHE—RAETEESNSE, HIUNAETENTRAEEEFEMN
SEMBIDNSHOEIR, e KR 5IEM, ESKENEEEZET RSP HInstanceExpired & 45
IfinstanceToBeTerminatedE#, R T AXLARH B EBRBGERE, BB ZT RIERMETL
LB, AEHRTEEXHLIETA, *TERSpot LA RS EMRIRIE, BESDNESEspot Tl zIE%

=

o

LEEBR =
o Bl Lpl
o BETBRE SR STHMFELAL L)
o BETSH

e EESpot LAIFEPRES
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3. 4%

3.1. ffFFHAmbassador Edge Stack&E
Ingress&iR

Ambassador Edge Stack (AES) E—PETFEnvoy ProxySLI B 514 8E89Ingress ControllerflAPIR %, AES
1833 Custom Resource Definitions (CRD) fEFREnovyiRHtEIINEE, &M TEERS. SMHIAE. RFIE
oINS INEE, ASOEN B a{a{ERHAESEEKSS IngressE g,

AR FH

o fBEKubermetesit EhREEE,

o LERMIREkubectl,

R IR EREAES

ACKEUAARZHFERBAES, BOILIBTRIEFEHITIE. TXUYAMLAR AN BANTLKEBEAES, &
ZHMZRBEANBESRALSE X,

1. FATAT L EBEAES,

kubectl apply -f https://www.getambassador.io/yaml/aes-crds.yaml && \
kubectl wait --for condition=established --timeout=90s crd -lproduct=aes && \
kubectl apply -f https://www.getambassador.io/yaml/aes.yaml && \

kubectl -n ambassador wait --for condition=available --timeout=90s deploy -lproduct=aes

MU TRASMERREBERD

customresourcedefinition.apiextensions.k8s.io/authservices.getambassador.io created
customresourcedefinition.apiextensions.k8s.1io0/consulresolvers.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/hosts.getambassador.io created
customresourcedefinition.apiextensions.k8s.1io/kubernetesendpointresolvers.getambassador
.10 created
customresourcedefinition.apiextensions.k8s.1io/kubernetesserviceresolvers.getambassador.
io created

customresourcedefinition.apiextensions.k8s.i0/logservices.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/mappings.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/modules.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/ratelimitservices.getambassador.io create
d

customresourcedefinition.apiextensions.k8s.1io/tcpmappings.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/tlscontexts.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/tracingservices.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/filterpolicies.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/filters.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/ratelimits.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/projectcontrollers.getambassador.io creat
ed

customresourcedefinition.apiextensions.k8s.io/projects.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/projectrevisions.getambassador.io created
customresourcedefinition.apiextensions.k8s.io/authservices.getambassador.io condition m
et
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customresourcedefinition.

n met

customresourcedefinition.

met

customresourcedefinition.

customresourcedefinition

customresourcedefinition.

.10 condition met

customresourcedefinition.

io condition met

customresourcedefinition.

t

customresourcedefinition.
customresourcedefinition.

customresourcedefinition.

tion met

customresourcedefinition.

on met

customresourcedefinition.
customresourcedefinition.

customresourcedefinition.

ion met

customresourcedefinition.

t

customresourcedefinition.

t

customresourcedefinition.

n met

apiextensions

apiextensions

apiextensions

.apiextensions.
.k8s

apiextensions
apiextensions
apiextensions
apiextensions
apiextensions
apiextensions
apiextensions
apiextensions
apiextensions
apiextensions
apiextensions

apiextensions

apiextensions.

.k8s

.k8s

.k8s

k8s

.k8s

.k8s

.k8s

.k8s

.k8s

.k8s

.k8s

.k8s

.k8s

.k8s

.k8s

k8s

.1o/consulresolvers.getambassador.io conditio
.lo/filterpolicies.getambassador.io condition
.io/filters.getambassador.io condition met
.io/hosts.getambassador.io condition met
.io/kubernetesendpointresolvers.getambassador
.io/kubernetesserviceresolvers.getambassador.
.io/logservices.getambassador.io condition me
.1o/mappings.getambassador.io condition met
.io/modules.getambassador.io condition met
.io/projectcontrollers.getambassador.io condi
.io/projectrevisions.getambassador.io conditi
.io/projects.getambassador.io condition met
.io/ratelimits.getambassador.io condition met
.lo/ratelimitservices.getambassador.io condit
.io/tcpmappings.getambassador.io condition me

.io/tlscontexts.getambassador.io condition me

.io/tracingservices.getambassador.io conditio

Warning: kubectl apply should be used on resource created by either kubectl create --sa

ve-config or kubectl apply

namespace/ambassador configured

serviceaccount/ambassador created

clusterrole.rbac.authorization.k8s.io/ambassador created

clusterrolebinding.rbac.authorization.k8s.io/ambassador created

clusterrole.rbac.authorization.k8s.io/ambassador-projects created

clusterrolebinding.rbac.authorization.k8s.io/ambassador-projects created

service/ambassador-redis

created

deployment .apps/ambassador-redis created

ratelimitservice.getambassador.io/ambassador-edge-stack-ratelimit created

authservice.getambassador.io/ambassador-edge-stack-auth created

secret/ambassador-edge-stack created

mapping.getambassador.io/ambassador-devportal created

mapping.getambassador.io/ambassador-devportal-api created

service/ambassador created

service/ambassador-admin

created

deployment.apps/ambassador created

deployment.extensions/ambassador condition met

deployment.extensions/ambassador-redis condition met

{EFHAEST Ingress ControllerIh g€
A7 MWLAESHIIngress ControllerIhge, EHEZEFE—UiL B EIDeployment,

1. ITUTHE, tlEDeploymentIEEE,
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2. WITATHS, BliEIngressitE .,

cat <<-EOF | kubectl apply -f -

apivVersion: vl
kind: Service
metadata:
name: quote
spec:

ports:

- name: http
port: 80
targetPort: 8080

selector:
app: quote

apiVersion: apps/vl
kind: Deployment
metadata:

name: quote

spec:

replicas: 1

selector:
matchLabels:

app: quote
strategy:
type: RollingUpdate
template:
metadata:
labels:
app: quote
spec:
containers:

- name: backend

image: quay.io/datawire/quote:0.3.0

ports:
- name: http
containerPort:

EOF

27
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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: ambassador

name: test-ingress

spec:
rules:
- http:
paths:
- path: /backend/
backend:
service:
name: quote
port:
number: 80
pathType: ImplementationSpecific
EOF

AESIEI CRDIZM T ELTNEE, M TENEECRDTEFEM LingressitE, E2ER, BELES
M,

cat > quote-backend.yaml <<-EOF
apiVersion: getambassador.io/v2
kind: Mapping
metadata:

name: backend
spec:

prefix: /backend/

service: quote

EOF

3. ATLAT &<, IRERPIAL,

kubectl get -n ambassador service ambassador -o "go-template={{range .status.loadBalanc

er.ingress}}{{or .ip .hostname}}{{end}}"

4. ITATEE, MK AESEIIngress ControllerIfi gk,

curl -k https://{{AMBASSADOR IP}}/backend/ #EIRAMBASSADOR TP EEIFREXAY TPtk

i R MA T OB BN R R A

"server": "icky-grapefruit-xar5ife6",
"quote": "A small mercy is nothing at all?",
"time": "2020-07-17T09:00:57.6463156052"

3.2. @idAmbassadorg®E N HAPI
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Ambassador Edge Stack (AES) E—1ME T Envoy ProxySEIlH) S 4HAERTIngress ControllerflAPIRI X ,
AESi#33 Custom Resource Definitions (CRD) {EFREnoviZ2EEIThAE, &M TEXRE. BHIAE. RE1Y
SR TN T RS, AN BUNEIETAmbassador Edge Stack (AES) RELPEEACKERED N F

API,

AR &M

o fllEKubernetesit & pRERE
o ZEMIFEKubectl
SBR—: GREAES

1. FATAT L EBEAES,

kubectl apply -f https://www.getambassador.io/yaml/aes—crds.yaml

kubectl wait --for condition=established --timeout=90s crd -lproduct=aes

kubectl apply -f https://www.getambassador.io/yaml/aes.yaml
kubectl -n ambassador wait --for condition=available --timeout=90s deploy -lproduct=aes

2. BAITUTSSHWIAAESERZ R,

kubectl get pod -n ambassador

T ER B -
NAME READY STATUS
ambassador-566d496b77-tg6ng 1/1 Running
ambassador-redis-5fbd59f4fb-88gm8 1/1 Running

ZRE AmbassadorfPod E;RRunning, F/RAESERE LI,

SE" . ZENHAPI
1. BT YAMURAI A7 — MU R A & 58 R g9 Service.,

RESTARTS AGE
0 2m
0 2m

29
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S
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cat <<-EOF | kubectl apply -f -
apiVersion: vl
kind: Service
metadata:
name: quote
namespace: ambassador
spec:
ports:
- name: http
port: 80
targetPort: 8080
selector:
app: quote
apiVersion: apps/vl
kind: Deployment
metadata:
name: quote
namespace: ambassador
spec:
replicas: 1
selector:
matchLabels:

app: quote

strategy:

type: RollingUpdate
template:

metadata:

labels:
app: quote

spec:

containers:

- name: backend
image: docker.io/datawire/quote:0.4.1
ports:

- name: http
containerPort: 8080
EOF

2. HINR A R3S M9 ServiceBI AT .
o WIANMFREREMI,

kubectl get pod -n ambassador -1 app=quote

FREAIH -
NAME READY STATUS RESTARTS
quote-d57b799%b4—j**** 1/1 Running 0

B N A IPod B Rrunning, RRMBEEMI,
o HINREZIBERMI,

AGE
6m29s
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kubectl get svc -n ambassador quote

FRER%H -
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT (S)
quote ClusterIP 172.23.XX.XX  <none> 80/TCP
BREZRDERBRSER, RRRSWBERIN.
3. gl#Mapping CRD, EENFHAPI,
cat <<-EOF | kubectl apply -f -
apiVersion: getambassador.io/v2
kind: Mapping
metadata:
name: backend
namespace: ambassador
spec:
prefix: /backend/
service: quote
EOF
4. t#ikMapping CRDERBIZ M,
kubectl get mappings -n ambassador
FUER% S -
NAME PREFIX SERVICE STATE
ambassador-devportal /docs/ 12 %, %, % 38500

ambassador-devportal-api /openapi/ 12% % %, % 38500

quote-backend /backend/ quote

IR [E] 45 R th § ;RMapping CRDEE, FR=Mapping CRDEEIZ /K.

5. IRERAESERSS BYIPHiE ,

AGE
5m45s

REASON

kubectl get -n ambassador service ambassador -o "go-template={{range .status.loadBalanc

er.ingress}}{{or .ip .hostname}}{{end}}"

A% -

47.94 .XX.XX

6. 3iE REHINFHAPI,

curl -k https://{{IP}}/backend/
{

"server": "frosty-kiwi-ewe7vk9e6",

"quote": "A principal idea is omnipresent, much like candy.",

"time": "2020-08-01T08:41:37.0542598192"

BE siry BRASBIRIBAESIRS IPHLE,
XX

31
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e Ambassador Edge Stack
e {FFHAmMbassador Edge StackE I Ingress& g

3.3. it XAl ETewary&Ef
NetworkPolicy®¥ B

ETerwayBER d, oJLUERNetworkPolicy3i24IPod 2 B8YH A, HTerwaylIEENodeBEL T2

(FHEAF100) , NetworkPolicydJ£IE S KubermnetesBI BRIEMR/NEES, FIAEAMIEERDE
E3fNetworkPolicy#t X K MAREBE VR FE . AXNBWNEAMRAKXIIET ewaryEEf b NetworkPolicy
BIMERE .

GRS as

o ERMEZE ATerwayBEMHMERTF 100N TR L, FEIBESR0EKUbemetesit E REEE,
o Eidkubect| TR EZEEEE,

BRiER

Terwayfs# F CalicoBYFelix¥E NetworkPolicy N BERISEI, EANE (TS AKTF100) B9&EED, M ELE
BIFelixEB MAPI ServerSRERAN , XHESLEAPI Serverf RA/NNES, FrAERMAEER DI AFERAX A
NetworkPolicy#I I gE sl & 2 B ch kB 4 Typhatt /5 I B AR FelixXFAPI Serverfd /£ 17,

oI LLB I m A A R KA EEEE b Net workPolicy B9 1 88 -
o ZRENetworkPolicydh 4k,
o XFAEE B NetworkPolicyf

@ 88 BB INetworkPolicyE 2 S B NetworkPolicy I BER TT A,

EBZENetworkPolicyd 4

1. BRABRSEERRHA,

2. FAEERENTerway B ERHIRA, BRSRIES D smas,

3. AU TERIENIT kubectl apply -£ EFZENetworkPolicydh B4 Typha,

apiVersion: vl

kind: Service

metadata:
name: calico-typha
namespace: kube-system
labels:

k8s-app: calico-typha

spec:
ports:

- port: 5473
protocol: TCP
targetPort: calico-typha
name: calico-typha

selector:

k8s-app: calico-typha

anitVarcinns arnnc /~71
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GpiveLoLUl. Gppos va
kind: Deployment
metadata:
name: calico-typha
namespace: kube-system
labels:
k8s-app: calico-typha
spec:
replicas: 3
revisionHistoryLimit: 2
selector:
matchLabels:
k8s-app: calico-typha
template:
metadata:
labels:

k8s-app: calico-typha
annotations:

cluster-autoscaler.kubernetes.io/safe-to-evict: 'true'

spec:
nodeSelector:

kubernetes.io/os: linux
hostNetwork: true
tolerations:

- operator: Exists
serviceAccountName: terway
priorityClassName: system-cluster-critical
containers:

- image: registry-vpc.{REGION-ID}.aliyuncs.com/acs/typha:v3.20.2
name: calico-typha

ports:

- containerPort: 5473

name: calico-typha
protocol: TCP

env:

— name: TYPHA LOGSEVERITYSCREEN
value: "info"

- name: TYPHA LOGFILEPATH
value: "none"

- name: TYPHA LOGSEVERITYSYS
value: "none"

- name: TYPHA CONNECTIONREBALANCINGMODE
value: "kubernetes"

- name: TYPHA DATASTORETYPE
value: "kubernetes"

- name: TYPHA HEALTHENABLED
value: "true"

livenessProbe:

httpGet:

path: /liveness

port: 9098

host: localhost
periodSeconds: 30
initialDelaySeconds: 30

readinessProbe:
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httpGet:
path: /readiness
port: 9098

host: localhost
periodSeconds: 10
apiVersion: policy/vlbetal
kind: PodDisruptionBudget
metadata:
name: calico-typha
namespace: kube-system
labels:
k8s-app: calico-typha
spec:
maxUnavailable: 1
selector:
matchLabels:
k8s-app: calico-typha
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
name: bgppeers.crd.projectcalico.org
spec:
scope: Cluster
group: crd.projectcalico.org
versions:
- name: vl
served: true
storage: true
schema:
openAPIV3Schema:
type: object
properties:
apiVersion:
type: string
names:
kind: BGPPeer
plural: bgppeers
singular: bgppeer

@ 308
o {&M#EHR & B9{REGION-ID} o X Bz 89 ith 355,
o WRIFEMMEERE PN replicastIBIAL (—NBIAIM200M TR, RA3EIK) .

4. ITLAT S KT erwayt B & X 44 eni-config, N4 B Efelix_relay_service: calico-typha,

kubectl edit cm eni-config -n kube-system
HEFTTARXHHIEMUTHRRERE, Seni contBEFF,

felix relay service: calico-typha

5. T TS EREH DN Terway,
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kubectl get pod -n kube-system | grep terway | awk '{print $1}' | xargs kubectl delete
-n kube-system pod

Tt

pod "terway-eniip-8hmz7" deleted
pod "terway-eniip-dclfn" deleted

pod "terway-eniip-rmctm" deleted

XiEENetworkPolicy

HIRARFEENetworkPolicyfIThgER, Tl ARBEE X AERBEIINetworkPolicyIhge, MMERE
NetworkPolicy@ G T API ServerfI £ 77 .

1. BT erwayt B B IR X eni-config, 1EMMZFNetworkPolicy# &t Edisable_network_policy:
Ilt rueu .

kubectl edit cm -n kube-system eni-config
# 1828 (MNRBUTkey) HEHIZ:

disable network policy: "true"

2. AT T L ERER PRI Terway,

kubectl get pod -n kube-system | grep terway | awk '{print $1}' | xargs kubectl delete
-n kube-system pod

Tt

pod "terway-eniip-8hmz7" deleted
pod "terway-eniip-dclfn" deleted

pod "terway-eniip-rmctm" deleted

HITER
LRIBIERME, NetworkPolicy LB ER P HAH T ASEX KubernetestiAPI Server& it K EH .
BT EREREAPI ServerfISLBRI IS 1215, APIServert A& TR,

3.4. DNSI{ES K

DNSZKubemetestE B P EXEBMEMBE 2 —, EELHRETSE, ERMERAZER TONSES
IR, BATERENR, AXAEKubernetesEBihDNSH BAESIE, HONEEBSE IAEITNE,
Bl iR &

o Bl#EKubernetesit & pRERE
o @ Tkubect|T B EiEER:

BRER

DNSHREX KA EEFPiHMRSHNNS:

o EEFin, WuILIBEMAEEBITEREERTLEE, BIFERGENSRER. SENTREERA
. T ADNSZENodelocal DNSCacheZ /R R D BRITERE .
o AL EMETIEK
o FHEENAHER
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o EERIPVSHRPE S BB DNSHE R M4 f2 47 #B B 0] 25
o {EMAY mDNSZE7ENodelocal DNSCache
o {FRAAEIENICoreDNSARZA
£ CoreDNSAR S5 U, #RTI LAY M2 CoreDNSIZITIRSE — B EIRAIDNS R E, REEMFERE, B
BIRAEE LR CoreDNSEIZ IR AR FH &8 CoreDNS 5 T] FARIQPS & it
o M=CoreDNSIZITIRAS
m RIS
m ZTEE
o BIRFEERCoreDNSEEIRE
n SIEFE CoreDNSE A EL
n SEHBECoreDNSEIARNIZITHNLE
n FHY BEIARH
n By BEIAE (cluster-autoscaler)
n ETFCPUREIEIRBE YT SEIARE (HPA)

o BIEALE CoreDNS

XHkube-dnsfRFZF R FEFMEE E

X HAutopat hi 4

Bt & CoreDNSHEIE H

it & Forwardifi4 5 il VPC DNSAR S 23 89 BRIA MY

BXCoreDNSHIEZER, 1S M CoreDNSE /5 314,

AL 15 & @ AT B K

DNSIH & AT B R ZKubemetesk @ MMM KT HZ—, HPRSIERZOIUMAMELE, HoTLUBIZLL
THRMUEZBEITIEK:

(%) FERHESD: S ABNASEMEERE—RSE, HEERESD, EEtoBERE
WRESNEEEFERNED, BRE RN BTATCPERIEN T,
& FIDNSEF:

o () HENMBITESERETERNEES — RSN, STAEEENAMEZDNSHEITER, B
®RigE, BESRERET SDNSZEZNodelocal DNSCache,

o INENodelLocal DNSCacheFEZERR, tJIAERERAENSCD (Name Service Cache Daemon) £
F. XTFUIERNSCDERE, SN EKubernetesSE 2 EFNSCD,

Ak resolv.confXX 4 : BT resolv.confX#tndotsflsearch®m N SHBINEIER, BEANEREFHZNA

BEERETHAMTHME, XFndotsflsearch@ NS AIHFIEE, BSLONSRIEME S A,

MUHEEE: SERANASEFOEEEN, ZEBRUTENRE, tJARREERDFEHBTE
WRE, SRR BTN,

o PodifaE&&=EiyService, EEH <service-name> if[@, HP service-name figService
AR,

o PodEa&=E)ihinService, RFER <service-name>.<namespace-name> 8, EH namespace-
name fXIgSenicefrtRNHRAE,
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o PodiflaEEBESMERIZ Y, e EMAFQDNERFZiHE, XA ZBIENEIREMERTS (1)
BARXEIEEMIL, TTPUBR secarch EREHIZFTERNSALTHE R, HINBELEwww.aliun.c

om, WL 5E{EFAFQDNZE RIS Z www.aliyun.com3&iFial

FHEENARRE

AlpineB#EEBR A BN musl ibc ESHREIbCN IR FEUTER:

o 33RERIRAAlpine Rz IFsearchSH, AXIFERE, TETHRESLM,

o HKRiEXR/etc/resolv.confPEREMZ N DNSIRSE S, SENodeLocal DNSCacheffifb k34,

o HEFERAR—SocketiERANMAAAAILR, TEIRIRAMZ LA ConntrackiRinm )RS X HE

XFULERBHESEL, B2 Rmusllibe,

Y KubemnetesEE P IBN IR FXA T ApinefE ARMBHRE, tIaE2 R A EiRkmusl ibckF MM oA LE & ##
wigE, BNESHEREMER, WDebian, Cent0S%,

B S IPVS TR BE S 2B D N SHE 32 44 i 4 8 B o)

HEBLHFE HIPVSIE Akube-proxy i 9B LB, 0] BES7E CoreDNSHE R 24 /5 BB E DNSHE R M4 iR 4 8
HH e, ZiaBHd XUnuxRZBRESE, BERER, BERIPVS,

OB AT ER A X REPVSTRIEGH R :

o {FEHT ADNSEFENodelocal DNSCache, BARIRIE, ESWEH T RDNSZEFNodelocal DNSCache,

o {Ekube-proxy®dIPVS UDPRIERIFHBITEY A, BMAMRIE, BES R U112 Kkube-proxy®IPVS UDPE
EEREFNENE? ,

FEHP EDNSEENodeLocal DNSCache

TEACKEE P EfZNodelocal DNSCachen] IR FH IR SS & BLEVFR E MM AS, Nodelocal DNSCachei@igfE &
BT = FYEADaemonSetiz{TDNSE 12X I SkI2 5 S BEDNSHEAE

% FE£NodelLocal DNSCachef N4 R i FEACKEEE h EENodeLocal DNSCache BA S B, ES W=
FNodeLocal DNSCache,

FAEENCoreDNSiRA

CoreDNSXfKubernetesfR AL TR FHIEEERS, BIVERIFCoreDNSIRAAKFEIFREIRA , ACKEH
S1E MR T CoreDNSE 2% . FHRAEN, ,u\ﬂbl%3ﬂ1¢%‘ii¢ﬂ1¢4kﬁ, # CoreDNSAA#H R/~ o] F+
%, BERRIEFWSEIERFITHER,

o XTFHEHWEMIZENE, BES I CoreDNSEHEN T2,
o X FCoreDNSIRAMIEMIER, 1BES W CoreDNS,

CoreDNS v1.7.0A TR AEENEIRE, SRFRERNMURTFLUT:

o CoreDNSSAPIServerE@B MRS (FIIAPIServerEE . APIServerT®. MZRLE) BF, CoreDNSSEEE
REHEBANEMEBARER., EEEL, BE&LSet kog's logtostderr flag,

o FE1CoreDNSH & HAFINNTE, EIAEBABMemory Limit R K MARERE T o fEft &
OOM (OutOfMemory) [BIgR, &= TS CoreDNS PodREEBE L ZBNIKE ., ELER, 15

ILCoreDNS uses a lot memory during initialization phase,

e CoreDNSTFTEE T ol gef/Headless Servicelfi & . EEIMIREBTNDT, BLSER, 52
W plugin/kubernetes: handle tombstones in default processorfllData is not synced when CoreDNS
reconnects to kubernetes api server after protracted disconnection,

o EEHRTRREBAT, #IHIRACoreDNSENARANBZRE, tTJRE=SE CoreDNS PodBiZHERE

37 > MHRRA: 20220701


https://wiki.musl-libc.org/functional-differences-from-glibc.html#Name_Resolver_.2F_DNS
https://github.com/torvalds/linux/commit/35dfb013149f74c2be1ff9c78f14e6a3cd1539d1
https://www.alibabacloud.com/help/doc-detail/197320.htm#task-2011665/section-vkv-808-6wc
https://www.alibabacloud.com/help/doc-detail/205713.htm#task-2008363
https://www.alibabacloud.com/help/doc-detail/272554.htm#task-2093043
https://www.alibabacloud.com/help/doc-detail/213125.htm#concept-2071838
https://github.com/coredns/coredns/pull/2529
https://github.com/coredns/coredns/issues/2511
https://github.com/coredns/coredns/pull/3890
https://github.com/coredns/coredns/issues/3879

ARk KuberneteshR A {E 5L - 0 2%

T mt, BHCoreDNS PodELE# BEIRIR, MEBIEBITRE.
AREIKubernetessE R #EZ M CoreDNSHR AR T &

KubernetesiRzs #E#F CoreDNSAR S
V1,148l ({21E4E4P) v1.6.2

v1.14.8&% LA E, 1.20.4LLTF v1.7.0.0-f59c03d-aliyun
1.20.4% AL v1.8.4.1-3a376cc-aliyun

@ 88 Kubemetes 1.14 8 THIIRAMEEIL 4, EREABREESIRAS, FrRCoreDNS,

iR CoreDNSIETIRA

CoreDNSI@ 3 tREBIPromethuesiE I R B H BT E R SR EIER, £ AkICoreDNSIRSZIHEZE Lijf
DNSIREZBHNEH .

o] B8 Z= iz FR S B #5422 R 85 ARMS Promet huesii 2 ZRIAN & 7 CoreDNSHE X AU IS AR IR IR A S EHMN, £RTT LA
EFFIEPrometheus RN KR BINEE, BARERIE, ESMARMS Prometheus iz,

@%ELPrometheus Kf=Kubermnetes&EgE, TAEPrometheusiMUABXIERH N U T ELIBITRE S
. ERRME, B8 CoreDNS PrometheusE /5324, ERERNT:

FEtREE Si=LantiAs =)

HI\%

RE

oI EEMH f:'?% F i = A2
U=

coredns_dns_requests_total BERIRE
-ans_requests_ B BATQPSE T

AT AR B IR ANES RCODERY U M7 )X £
coredns_dns_responses_total 07 K2 )R £ HITEE, IURSHEE
SERVFAILLEIREY, al#HfTHZE,

iIEi=:! B itk g , M= A
coredns_panics_total CoreDNS#E 7= &R B9 1k 28 iq:o)h;a ARREE, BT

= o

coredns_dns_request_duration_s

12 AT IR RS BN M HEITEE,
econds

EDNSEELREHERT, CoreDNSHEEMTFRRRIZHBERE., BINEFHE CoreDNSIE A f#4T H A
HSISHERSE, BB ME, B2 HRiLECoreDNSHE,

BB R
ZTAaE
SEIARERCoreDNSEERS

CoreDNSRIEZ F R IKubermnetes&E&t, RIABRA TSRS IBZTERENERT AL, T2ER
mr:

o SIEHEECoreDNSEI AL
o SIESHBECoreDNSE|RNIZITHINE
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https://www.alibabacloud.com/help/doc-detail/161304.htm#task-2461398
https://coredns.io/plugins/metrics/
https://www.alibabacloud.com/help/doc-detail/213461.htm#task-2074495
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o FHY BEIARE
o B BEIAE (cluster-autoscaler)
o ETFCPUREHIEIRE MY BEIAE (HPA)

BEWEEETER TIRECoreDNSEI AN ED N2, HEIRBERE NS ENKULURSRENEBEHNB
o

CoreDNSErBEIR BV I 2 AT QPS5 CPUTEAE R IEE X, FREFNERT, BNCPUTILAZIE10000+ QPS
HEZ@TIER, AREEENVETEHZERNQPSEREERAER, KRITIME S CoreDNSEIAHIIE
BCPUERE, MREEWSEERESHACPPURT—Z, BIXEXTCoreDNSHITRIAY &, BEHEIEE
CPUERER, TTLMRTRARIARMMERT S50 SWILERLE, Sy a8 MERT S, Bm—,
CoreDNSEIAR, BRIAFAMAF10, EX1007 LA LAVERE, HEFERT RDNSEZNodelocal
DNSCache, BRRE, ESREHT RDNSZEFNodelocal DNSCache,

o HERTRHMERNBERABEEN, TJUFHT BIAH. BIERIE, BEAFIT Zal A4,
o MREHTRYFEEK, TLIREBMY FaIAH. BREREE, B2REHYT Zal A4 (cluster-

autoscaler) ,

@ $83  UDPIRSUER/D B4, TECOreDNSEIA{EIEISE S, CoreDNSIERBIABDNERTHES
SEERIRFNUDPIRXER, MABNMERESBRIMENNRE., ST RFEIPVS UDPIRIE S Y
ZBNXRE, CoreDNSERBIAERHERTHESSERKEAANHNENEREHZBMBERNIEE. X
FPVSRIGSHBTRENBRRTR, BSRNIPVSRESTRITEE.

EINEIEERE CoreDNSEIARES, N CoreDNSEIATHEAR AR, AAEHTRAL, BRET R, BT
FAX#E, CoreDNSEUARE TRT RISBRFENYE, JRESEADTRREREFAESHE D HEHEIRTEE
BA—HrLt, WRBHXMER, BEMRPoIEFRMATLRERRBE,

CoreDNSFTIZ{THIER T RALB R CPU, REABINER, NSNS @A QPSFIINAZER .
HERDR/RUKERRAEEN, SRoTLUBE AT LY & CoreDNSEI A%,

kubectl scale --replicas={target} deployment/coredns -n kube-system

@ W BEREIAM (target) QB BARE.

HEHT REARIEREN, BoILUBZ LA TYAMLERB ERE /K B4588cluster-proportional-autoscalergizs
¥ REIAHE:
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https://www.alibabacloud.com/help/doc-detail/404754.htm#task-2173473/section-84d-fqg-tym
https://github.com/kubernetes-sigs/cluster-proportional-autoscaler

ARk KuberneteshR BRESL - 4%

apiVersion: apps/vl
kind: Deployment
metadata:
name: dns-autoscaler
namespace: kube-system
labels:
k8s-app: dns-autoscaler
spec:
selector:
matchLabels:
k8s-app: dns-autoscaler
template:
metadata:
labels:
k8s-app: dns-autoscaler
spec:
serviceAccountName: admin
containers:
- name: autoscaler
image: registry.cn-hangzhou.aliyuncs.com/acs/cluster-proportional-autoscaler:1.8.4
resources:
requests:
cpu: "200m"
memory: "150Mi"
command :
- /cluster-proportional-autoscaler
- ——namespace=kube-system
- —--configmap=dns-autoscaler
- —--nodelabels=type!=virtual-kubelet
- ——target=Deployment/coredns
- —-default-params={"linear":{"coresPerReplica":64, "nodesPerReplica”:8,"min":2, "max
":100, "preventSinglePointFailure":true}}
- —--logtostderr=true

- ——v=9

LIRERLREEERIED, CoreDNSEIAEAIITHE AT Areplicas = max (ceil (cores x 1/coresPerReplica),
ceil (nodes x 1/nodesPerReplica) ), ECoreDNSEIAEZE max , mnin [REl, XEEHERESHW

-|<O

"coresPerReplica": 64,
"nodesPerReplica": 8,
"min": 2,

"max": 100,

"preventSinglePointFailure": true

HFHPAS AR R CoreDNSEIAGER, BINEAEFERBRKETHES (HPA) , MRBHHR TRIUK
BFHPA, BEESEZELUTEFCPURERIRIRRE:
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apiVersion: autoscaling/v2betal
kind: HorizontalPodAutoscaler
metadata:
name: coredns-hpa
namespace: kube-system
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: coredns
minReplicas: 2
maxReplicas: 10
metrics:
- type: Resource
resource:
name: cpu

targetAverageUtilization: 50

@ B XTFHPABRARNESEE, BENABKTME (HPA) |

EEIEECoreDNSEIAZL

BE S ECoreDNSEIARETHME
Faf FaIFE

By BRI AE (cluster-autoscaler)
ETFCPURARIBIRBET FEIAE (HPA)

EEEBCoreDNS

B RFZACKIIRZHCoreDNSHIBIAERRE, BN ERETHSNSH. MHEEE, LMECoreDNSTILAA
R SRS IE FIRMHDNSHRSS . CoreDNSHIBLEIEE RiE, BEIMNMRIE, BEMONSEEME S
BBF1CoreDNSE /5 34,

BHIRABEKubernet estE B ERE B CoreDNSEVABL B O REFE— XIS, HEERUTAXRENMIL:
X iFkube-dnsfR S HIEM MR E
%X HAutopat hiif
2 & CoreDNSL TR H
fic & Forwardif 45 _LifFVPC DNSAR 55 28 B BRI MY
FRMEED]RESH CoreDNSAR B RBDFERARRESR, BUURUTHSEBXA:
o BHAEMEDN
i.
i. ERHEENSHES, BHEH,
i. FEBIXRNET, BEEREHSRAEBREFANEIEITHFS.
v. EEHEERNANSHEDR, EENL > RS,
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https://www.alibabacloud.com/help/doc-detail/86554.htm#task-1830087
https://www.alibabacloud.com/help/doc-detail/188179.htm#task-1985778
https://coredns.io/plugins/
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v. fEkube-systemis Z =@ T, BEHRFZkube-dnsEMHIEEYAML,
m R kP sessionAffinity2ERA None , MEHFHTUTHE,
m R &P sessionAffinityl clienttr , NMTUTHE,
vi. MiBRsessionAffinity. sessionAffinityConfigkFriE i, ARRETEH.
HHFRLLFRRE RS

sessionAffinity: ClientIP
sessionAffinityConfig:
clientIP:
timeoutSeconds: 10800

vii. BIRBEEHERSkube-dnsAMIYEFYAML, #IsessionAffintyFEREEH/AN None , A None NI
Kube-DNSERFZZEM I,
o W¥TRMEAR
i. FIITUTHSEEkube-dnsIREEEER .

kubectl -n kube-system get svc kube-dns -o yaml

n MR EWsessionAffinityFEE A None , MEZBHTUTEE
n R EMsessionAffinityl clientir , MATUTSE,
i. FTUTHLITHHRIES PMkube-dnsBIfRS .

kubectl -n kube-system edit service kube-dns

iii. fiRsessionAffinityflBXiRE (sessionAffinity. sessionAffinityConfigkFrEF&) , HFEEEE.
BRI FRREAR.

sessionAffinity: ClientIP
sessionAffinityConfig:
clientIP:
timeoutSeconds: 10800

V. BEERE, BRETUTHSESssessionAffintyFEBREE N None , A None M Kube-DNSAR
XEEEDJO

kubectl -n kube-system get svc kube-dns -o yaml

ﬂM}EEEJ#))’{ZISE’]CoreDNSJZFF'TAutopathﬁ{!’F, ZEHE—EREHRTSSEENERLE, BHIAE
BLETHBRES, AREEEXMHRBEXA. E2RER, BER#3765,

@ WHE XFAutopathifEfta, EFIRAKENEZMITIEKQPSESSIEMIE, BTENHZEN
SEAN34E, 5% E CoreDNSHAE A S 2200,

1. #1497 kubectl -n kube-system edit configmap coredns ﬁ%é?, ?T;¥COFEDNSEEE§$Z¢FO
Z-M% autopath @kubernetes —ﬁﬁﬁﬁﬁﬂo
3. K& CoreDNS PodizfTRSMETHE, BTHEPHIM reload FHEIRBEKKLIN,
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https://github.com/coredns/coredns/issues/3765
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@ B CoreDNSRIFE B Si2th, TIaE2 HAHIRTE. EKCoreDNSEETS, EMEPodIET
R, MELIPodRERBHER, 15X IFEKCoreDNS Deployment h B2 HNERE, BIERE
EHEZE2 GB,

EHaRELSL
i.
i. EERHEENSHES, BhEH.,

i. FEHNERET, RLEEGEHEREEBREHGNRIENTHFES.
 EEHEERANSHETR, SEEEEHE > BER.

. fEkube-systemis B A T, BEFEER corednsEMBIYAMLEE .

vi. ZETHNYAMLX M, RiEhealthi&EHFE, HiBElameduckE# A 15s , AFREHWE.

z =

<

.:53 {
errors
#heal thifEFE AR CoreDNSHRASH AT BE B A RIFVIZ B 1EHZ.
#ER—: BRIARBAhealthififf,
#HERZ: BABAhealthifify, BRIZE 1ameduckBTid],
health
#HEW=: BRUABHhealthifift, RE T lameduckBtaASs,
health {
lameduck 5s
}
M F U E=FER, ME—EBRUT, FElaneduckB#A15s,
health {
lameduck 15s
}
+tHEBGRFEBIL, g,
}

AN CoreDNS PodIEEiz17 N BH CoreDNSIL HEIR KV EC B EH AL TN . 21 CoreDNS PodHIMEE, TIbA
@ﬂ*E P0d$1¢& E Il_;\E.{_L)E °
DLTERESR

i. ITULT ST CoreDNSEL & X 14,

kubectl -n kube-system edit configmap coredns

ii. 2FTHBNYAMUUE, RIE health HEFE, HiEElameduckB#HA 155

43
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.:53 {
errors

#heal thiBEMFEFRRAMICoreDNSIRA R AT EHR FRIBNIZ B ER .
#EH—: BRIARBAhealthifff,
#ERZ: BIABAhealtnififf, BRIEE 1ameduckBYid],
health
#HER=: BABAhealthififf, 1€E T lameduckBHiE 55,
health {

lameduck 5s

}
X F U E=FER, HE—EHREUT, BElaneduckB¥A15s,
health {

lameduck 15s

}
HHERERFERN, AEER,
}

iii. {8 CoreDNSEEENHEREEL.,
W22 CoreDNSIE & izf7 N3 BA CoreDNSIL HEIB B EL B B AL IN . SN2 CoreDNS PodiBEMMEE, Tl
BYEEPoIEHRBAEENERER.

NodeLocal DNSCacheZF BT CP#fMX 5 CoreDNSi#H{Ti# 1S, CoreDNSEARIEIE K RIR(E F AN S L iisDNSHR
SEMTEE. AURABERT, RBUSEROVERIMIEZBITIERSMKIREZIENodeLocal
DNSCache, CoreDNS, s#ZLATCPHMYIERVPCHIDNSERSSES, BIECS_EERIABCEHY100.100.2.136F0
100.100.2.13F P,

VPCAIDNSAR 28X T CPIMYZIFE IR, MREERH T Nodelocal DNSCache, BREEE M CoreDNSEE, it
HERM SR AUDPIHMYE LilsDNSE RS 258718, BRBHRE. BINEERUTAHE K CoreDNSHE
BN, Mg & 2 iEkube-system ™ 4 corednstiiDeployment, £ forward & D8 EEK LN
MY perfer udp , BEZ/ECoreDNSEALSCEAUDPHIMYE Lilf@EE. BRARUMTEHR:

HEERAD

forward . /etc/resolv.conf

HERfE

forward . /etc/resolv.conf {
prefer udp

}

X HAutopathi@ft

Bt B CoreDNS{E IR B

Bo EForwardiE 45 EilEVPC DNSHRS 3889 BRIA Y
X XA

o DNSHEIR
e DNS[RIEFNE & 08
e {#FANodelocal DNSCache

3.5. Nginx Ingressix{EsL
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https://www.alibabacloud.com/help/doc-detail/201873.htm#task-2038513
https://www.alibabacloud.com/help/doc-detail/188179.htm#task-1985778
https://www.alibabacloud.com/help/doc-detail/205713.htm#task-2008363
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Nginx Ingress Controller2 388 F &£ N AT IngressizFlzs, oJARGIREMEEER, BEFMESHER
. ACKEEREHRMAINgINX Ingress ControllerEdt KIRANEM £, BETHERFHB—FRFIIN8E, 12
M7 ENEENERER ., BFNginx Ingress ControllerSf B/EERENEE, FHitEHEEM 5EREITHE
B, YBIEBRSEER, AXNENginX IngressIRESLE, BRoJUSEUTRESLE, NEHERN
Ingress Controller#fTE &, RERENFERARRE.

BRER
Nginx IngressixFLHBESUTHS:
e Nginx Ingress Controllert i RERI TR E 4
o {#AEIENEIAEH BR R
o {FEAM G SRIENginX IngresstEfE 5T E M
o Nginx Ingresstt i@k
o BREBANEBHPAHITEIMYT B

e 2FtNginx Ingress Controllers o 3 1t
o {#ERISLSHIARMS PrometheusfR 342 7+ o] M i

e Nginx Ingress Controlleri# i I #&
o {#AZENginx Ingress Controller
o TEEERNERIHIANginX Ingress Controller
o fEFRWAFSEEWAF
o i@iINginx Ingress Controlleri#{T N7 F B9 15 4R 5 Ak B &
o @i Nginx Ingress Controller{CIEIEHT TPIFK

Nginx Ingress Controllerf it gEfia E 1%

185 & 3& B9 Bl A 8070 2= TR BR 1

BINBRT, BIERAESNNAH D ORERNNgInX Ingress ControllerfBIAE A2, RTT BRI S HIST
R EHTRE,

FEEFZNginx Ingress Controllerft, E#{ENginx Ingress Controllerd HEARBNT S L, BEEAREBNginx
Ingress ControllerZ B &R SMERBE, BHoIUAEEREST SRFIEEESRENE, B50g
€, BB ERI ST AFEIENginx IngresstEgE SR E M, BN INEAREANginX Ingress Controllerg &

BIERE, BEOOMErHERIRETE, NMRHILERFNEE, BINERRHICPUARET 1000
Milicore (YAMLECE B A 1000m ) MINEARRETF2 GB,

ERAM 5T SRIENginx Ingressi e 5@ E M

o WMERMEIFIngress ControllerB RSB EMER, TIUAESRM ST RUERERNES., BARE, &
SIEZE 505 Ingress Controller,

o WTIBHHFE, BB TlEZTI&REIngress Controllersk X E5RHNA, BINRE, BEANZES0H
% £ BINginx Ingress Controller,

Nginx Ingressit gEiE R

Nginx Ingress Controllertt 88 EE R A RASHIAMANgInSERER :

o ZRSHFM: MEZ LNRMERRELRNAU T —LERSY, HEZFRRARNRERSHEERCRE
RFZABackogH Mol Aix ANRATEE . RASLHBME TLMRIENgInGIBSH A BERNEESN, UK
EERERNASE R OZERMEK,
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https://www.alibabacloud.com/help/doc-detail/86750.htm#task-1339886
https://www.alibabacloud.com/help/doc-detail/202125.htm#task-2036582
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o NginxZHUEM :
o EE B MWorkerfI R KEEL: Ng|nx7‘%§51$§—IL)\ﬂ§*$/\WorkerE’]r7( EIZHSRIFIENGINX Ingress
Controllerfh 3B &3 & & KEIBE

o HEINEEBAETESE: Nginx Ingress Controller5SNginxZIARXIMAE, SERAKEENFIRISPodkitE
BER, EENgGInxS#HEFEEIGMEREENIERILBFREREBLEELSHIER, BOEEIRNDN
Fiﬁ o

o REKEEBINIYE: BEHREIRSKEENBIEIEAREFNginx Ingress ControllerfyiE 8
BYETIE) ( ACKEEB¥hZRIAA900s) .

Nginx IngresstA A BIABELEANTHXAIBAMRIT, E—RIFSFHEEIIRNNEN. IRBEREEE,
o] LAEE ConfigMapd 8948 X =2 Bt — b“ﬁﬁ%%éﬁ%%ﬁmgmx«%"&o X FConfigMapIEZER, 15S
I ConfigMaps,

RESHZEEHPAHTEDY B

—RERT, Nginx Ingress ControllerB£ERBHEARMNWESHRERE. NMRESATBRTNAH
BENER, ol AELEHPAXT Ingress Controlleri# T &, BMNMRIE, BB DA R/KTEMH4 (HPA) o

D #& #Erody BRNTHELSHHAUSEZNPRIER, EREEERE.

B EHNYAMURBIW A&

apiVersion: autoscaling/v2betal
kind: HorizontalPodAutoscaler
metadata:
name: nginx-ingress-controller-hpa
namespace: kube-system
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: nginx-ingress-controller
minReplicas: 2
maxReplicas: 5
metrics:
- type: Resource
resource:
name: cpu

targetAverageUtilization: 50

£ FNginx Ingress Controllerfy oy 3l t

{#EFHSLSFIARMS PrometheusR&12 F of 0 0 14

Nginx Ingress Controlled2#t 7 B FSLSHELUA R Prometheust ls iz K5, NGB FL T RENVSHR
LR
e SISHE:
o PIEEMEN, MREREL%EDTEHEBERAMKIngress Dashboard, BT EE B SRS EE
EHEME > BHAEmAINgressiif R D EF T EFSISHERSIRENAERS, BUUEEEE

#HEH > HEPOEEFZNginx Ingress ControllerF=4£HAAXAE, BMARE, 52D Nginx Ingress
R BEEME KR,
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https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/
https://www.alibabacloud.com/help/doc-detail/86554.htm#task-1830087
https://cs.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/86532.htm#task-1796525
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o MEMELENEEED BEKEUKRINgressiYBXIETR, oA FEFEE HERELGFMN, Bk
1€, S WNginx Ingressifja HEA 545, XFREBENESER, 152 M Ingress Dashboard &

=,

e ARMS Prometheustsiz: ARMS PrometheusiSiZ o] AE SR ER NI FERE, HEECIBEREEBETIE
$HEE > Prometheus BB L KXHAEE, BERME, BSNARVS Prometheusiiiz,

@ 89 EEARMS Prometheusli2 B, BRERDHINGressEIBRMN nost T, BUEERIA
BERT, ZiIngressfE A metrics =Rk, EBoTLUBE £Nginx Ingress ControllerdyDeployment
EP{I,ESZ controller FE}]S;S{, j]l])\ --metrics-per-host=false %ﬁ@;&lﬁl\ﬂ%ﬁo

Nginx Ingress Controlleri#BIh &€

£ £ ENginx Ingress Controller

ENAD, BugEsEARINEESEE, EEEDIFZESENgINX Ingress Controller, & #ERSEEE
HEeRFBIAGFEROREZSI, Bl OB N T EEFSMINginX Ingress Controller, BAREE,
B2 W EEL Mngress Controller,

HEEERNEIHIEINginx Ingress Controller

E&EE D, LoadBalancer Servicef94bERHiiE (Nginx Ingress Controllerf/AM IP) & ¥ =4 IptablessIPVS
EHIELR, Y externalTrafficPolicy A Local , B m_Ii&EXRMNginx Ingress Podly, S&KEM
KRENEM, ACKEEDHINgGInX Ingress ControllerBIAE A 7 LocaltE = BLoadBalancer Service, HE it

EEELAAIENginx Ingress Controllergf E I CLBHELEE, TJEESHIMMEREIIBIR,

BIVRTEERBRNERA B IENginX Ingress Controller GBI AMPEHBEAMIPEIESZ) NEEN, FH

Service ClusterlPE N ERH 2 ( nginx-ingress-1b.kube-system ) 3508, [EBTIEEERENgInX Ingress
Controllerh X B Bi#1Tih1a, thoJfESE AHapiNDBESHMEAE, X T ZOBWBRRAE, S
M Kubernetes&E gt thif g LoadBalancery® & 4 = 8ISLBH I A8

{EFAWAFT iEBHWAF

ATHEEBRIER, BoJRATEWeb i F 7 kS5 & 30 2L 0 201915 ALBIR 5 & A EEBENgInX Ingress

cOntrouerﬁﬁﬁﬁﬁE’]CLBJ}FFWAF:ﬁ;EEﬁWAFIJJﬁ £, EFFSHTTPSH O LBYWAFEEBBWAFIRER, BEER

FlEe LREFERIER., XMPERT, JESEIATOM:

o TISIERSAEWAFHEBWAF L TE R, EIEENEESecretEEENEPBEASEBERELAMEO
.

o EEEENIBIICLB IPEService ClusterlPifz @443k O o SEA R EIFWAFSIEBBWAF, SEEUEBIREHEIR,

o EFEWAFFBBWAFRIE R T, Nginx Ingress Controller G ERIANT KB EINE P iHIP, RoJLUE
fEConfigMapd (&3 AHHEEIB L ZHINginx Ingress ControllerERiA A kube-systeman & 22 @ T BInginx-
configuration) HRMUTAZS, BEEFSHANginxdIRealiptEiR, £ x-Forwarded-For L{EAEXLEP
ﬁ#“ﬁiﬂ!iﬂ:c

use-forwarded-headers: "true" # 0.30.0EIHRAERIZEN,
enable-real-ip: "true" # 0.44.0RBHARASERIZIED,
proxy-real-ip-cidr: <f&MwaArFREXEIBIE]IRTPER>

iENginx Ingress Controllers# TN ANE RS KELH

RO LUEIS 2 22 i 5 e s & IR B & Bl F 51 Rl Annot ationfd 75 =0 S48 FE Nginx Ingress Controllerd2 4
HIREINGE, BMIEME, BB RESINgink Ingress LI E L HFIEG A,
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https://www.alibabacloud.com/help/doc-detail/86532.htm#task-1796525
https://www.alibabacloud.com/help/doc-detail/195702.htm#task-2005246
https://www.alibabacloud.com/help/doc-detail/161304.htm#task-2461398
https://cs.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/151524.htm#task-2401664
https://www.alibabacloud.com/help/zh/doc-detail/171437.htm
https://yundun.console.aliyun.com/?p=waf
https://slb.console.aliyun.com/alb
https://cs.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/200941.htm#task-2035658
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D FE ERERBEREMEANRS (AERRSTRERS) RERNEKEINgressiASM
Ingress®iR3IM. BN, TTRESHIMKEMNUE PR, NM3ILREBEHER.

BIINginx Ingress Controller{CEBIEHTTPE K

Nginx Ingress Controller BIAMERHTTPIMSOEZT EiRRS, ERNREMTHSHERMNZRE, Hd
i & B MY B WebSocket . HTTPSFIQRPC, * FXIFH/EiH MY EAEER, BB MBackend
Protocol,

e WebSocket: Nginx Ingress Controlled2ft T XfWebSocket /RES I, BAZE# T AR ENTEL
WebSocket i, WMREEREFEREKNWebSocketiZiE, o] LU AnnotationiE 24 i iF 2 /5 ik iE E 0
BEYiE, FFlEVSEABNMmENE, XFEENRMEE, BS R ustomtimeouts,

o HTTPS: #XHMERHTTPSHRIHRS, 1@:ﬂbﬂ£lngress¢%§ﬂu nginx.ingress.kubernetes.io/backend-
protocol:"HTTPS" HYAnnotationtI#AHTTPSIERE,

e gRPC: gRPCINZIFEITLSIR OiAIE, ELL, BHRERER L EEIFINgin Ingress Controllerifi lBlgRPCAR
B, EANEMENTSIHA, XFEREJRPCHIEMKIRME, ESMETIngress ControllersEIgRPCAE S5 17
a,

R

e Ingressiifir

e Ingress FAQ
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https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-timeouts
https://www.alibabacloud.com/help/doc-detail/313328.htm#task-2116482
https://www.alibabacloud.com/help/doc-detail/198892.htm#concept-2021501
https://www.alibabacloud.com/help/doc-detail/196889.htm#task-2011727
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4.5
4.1. 2k

ARV EEANCVZEREHAARMERRNEZAKTRE I USENRZERESIE, YFERACK
SEHPATRERNZS2REMTERANSE, 8NEFEETHREBIANEANENETFAKNZER
EXE,

BHalGENEXSENT:

o SMAIEFMIA = F

e PodZ e

e RuntimeZ£

o RS

o HIEMENZHSE

s MEZRLE

o HEMEIT

o ZTHFRS

o FHRE

B REitiagEn

REEMEACKERTEERMTER/REEREERN, HEhAKERRELETEHETEEANE (F
Kubernetes MasterfA-Ffletcd) PAREERRSHXMEZEMIREHNIRARSN,

ACKEEE TKubermnetesfI 2R IZRHN R LEEN, ARBEMRAMITIAIEF], PodeE. BITHRE. M
ZEFHBLNREENIRE, INETFRNERUNEESRES, REEHREHT KR0S, Kubemetes
ARFEXR2RE, BUUSEZRIIXEPNEFLRHJTEXTE LNRLME.

ISR FEEEE

ADD-ONS
i

NETWORK

ol POLICY

PRIORITY

ACKSERIERE
(EERE VPC, SLBZ2RH
T=0S , KUBELET , CRI

CONTROLLER MANAGER

CONTROLPLANE E&HEERHIRNE

=R EMm

49 > MHRRA: 20220701


https://www.alibabacloud.com/help/doc-detail/347685.htm#task-2140890
https://www.alibabacloud.com/help/doc-detail/347686.htm#task-2139083
https://www.alibabacloud.com/help/doc-detail/347690.htm#task-2139015
https://www.alibabacloud.com/help/doc-detail/347693.htm#task-2137685
https://www.alibabacloud.com/help/doc-detail/347703.htm#task-2137623
https://www.alibabacloud.com/help/doc-detail/347739.htm#task-2137419
https://www.alibabacloud.com/help/doc-detail/347756.htm#task-2137407
https://www.alibabacloud.com/help/doc-detail/347766.htm#task-2136794
https://www.alibabacloud.com/help/doc-detail/347773.htm#task-2136802
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NFZREZE, BARERETZFCESNRERN, NERERENSREMRETS, FEADESR
NANEE, BEFNETHZNSEGARNENNNZERHPFR. BEML2ARNOEMETE2ER/NTE
RJRW

e RIEARERFEEUMREENKINRS

BRTFEEMREEAHTEWNANERRS, REREBEUSNAEEETHXE, FRFaNREER
ZIRFZ BN IZIEINKEN

o REMTARLHEN: BEZRSHASEUMRENTELURERTARERENEM, FHMVPCH%
2BEERS. SILBRIFIERE]. DDoSEENMIKS RAXN =R RO EZFHIGENEHEFENE R BRI T
ARERMNEMRZE/ES,

o RAEHMIRREMRUMMAE: EHHOSHIMMAEHMFHE T NRRENLRRIEREMIREREH
BEAMIPRERE, BRIEZIMNK8sERR[EXFRMXAKLIFE, FBolsEmABRREE BEENREH
7, BE HRERRNS RN HRADENRAFREND .

o FANZRE2EMN: XUERZSEMEWNBFIMIINA LZNERIRFY . ZRSEFTEETUR
BANZ2EAME, RIERFAGERENKANZEY, BNERQFEENLEHITAR, RUTEHEH
L

o [ [a) 25 2% R FA O 2 4L 40 3R B 40 &

ZRSHEAMMNBEASELRMZYIRENRERE, INCTEARVSNARLY, RUEESZREELR
TERNANREMHIPFR, BHLRENAEGAHSNRTEENINNRSRERR, ATFZRER
BHSEMNEMIRGE, PHXNNAREMEMNNARNEENREHR, BRNERZRSEEBE
BEHSTENENZLRN, BoREENFERETEANZERED, MEZERZRENHZTEAEER

Nz

PIHNEZLEBRNEHEAR, FRERS TRNRERERENR, EVESFERIENEE2XRE. =
REMBRSZRA TR NAEDGH =z EHTHENRE, ERANNEREARELAERE, BUNAN
HMELRER/MFTEERTEERERE, ETANINERERNEDEHNEEREML, ¥ TEVREEEA
RUULMRBELUTAEAME GV NAEGRBPNEFTZE:

o RIENMAH mEMNERE

ZRENARESERESHANMESBNAFRERVEFRE LEE, CFEFETRENATIRNS
B, MBI REGMHelmchat s ERNNEI BN, FEW, FleaftNERTHNgeEREN N
BEFZE2MNEL, —HTEFTEENAMENRRIEFANZEN, Z—HEREEHRAE. 2RMNE
ENBEINNHEEET. T2EE. FIHFTEARENG, RIEFRERLNZENE.

o RIRECEMZIET LA ERBNRR/NELIRM

ETH—NESHRRARETNEIENZESEARERETHRBDESNEANEN, X TFhlReE
BAR, BEMNHZRSBRUNSIDENES, SEEVRBINRKSAER, FPRERRRE/IMUER
WEE X = LIRS 2N A RN EEHRE, BB EHRRMBEENTA, XToRER
HRBETANETARIEERNBH., BIERRIRNAERPEEIANRNEES, BERERIMEK
.
o XENAHENNAETHZZS

NAMINEHE LAHABRRELREIANER. RTEEXENRRERFISI, REEBEEARRE
FEFA ARENETHZSESENSHRNSNG, RENES[NAETHRZ2NXE, REFAN
ZEREEMNZE2RE. N TEVNABSKRBNERLE (FIMEUEERD. NAIEEAAE) B
RIFNAHENRHSRERANNORAMBNG, AAZ LNBAEELRMNEENE ., NEHESEE
A1, RIEMEEEANEEERE CNERSN.

o RIHEEREREMMITIRAEH
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TRREMINESE, SRREARERToEBNRLRE, BEUTERERREEFNARAIANENAR
MABR, CULREEBCEARTEREZRSBEENESHRETRERBNESNRAELR (4
INKBSEEBEIRA . NARGIRAS) . WHIEWERRABRAINRZEFIITE, BLRE, RAREN
PRIREREV R EFHNEMES,

4.2. SHIAIEH a5 i

AKX EENRSMINERFEES S SHRESEARINGE: NEMRN. INERHKAF 28NS HEE
BNEERAF, BRAREBREEAPSHNERZROHENR,

ACKEEIAERNEAR

KubernetesfEFAX.509iEH . Bearer Tokens, B{3IGIE{LIREE & OIDCGAIES /5 L RXFAPRS KT 51738
iE, XFACKE4E., HIROIACKERENFR AR, BEREHIEE. BEKFSRE,
2 P isiEBKubeconfiga] LB T B =8414 . ACKEIOpenapiE %K, ELER, 58 MirmeEs
KubeConfigiZ O F1{# F ServiceAccount TokenifalKubernetestE%,
BHRRESENEERAMBRMRBACENRWE 7, HEFEXNERRTUIM., ¥HEE. ANTREIRMHE
B, EEHTEHENXRAMIBNRRE ., BRRAMEEZIFRAMAF RISIERMRAMB & X RISERHFNZN T
. BRAMAF EEREIEEEREAKSSEIRE (0, RENER PodFINodefFR) , FEENENEER
EX1E ERAMA P ITHIEEE BRANRBACEN ., E2ER, B2 Sk,
o FHAIEKRKubeconfigflApiserveriAiE
ACKERINIR BB EEEE 1A (0] X iEKubeconfig P BUIE B AR R 3E, EKubeconfigk £ittE, WEHEETUUE
R EE Apiservertyin T AR, BRiABYServiceAccount TokenEHE 2 —fM KA ME TR, R
MBI EHE FE A D] PAIKEiZ ServiceAccount 88 E B EREH IR, EFiZServiceAccount # 1 R
R ERR N BHE TR E MBI E T AKubeconfigiEil, BMEME, BB B EEEHKubeConfigEil,
XFACKEBIFIDEIE, B2 ERIGIEKubeConfig,

o BEMR&/INMEIR 8 [ R = &R

MEENMNHPEHEFOACKER, TEARAPAEFODEMERERNSUR, FIIBAFPHUEFRER
WIRE/INME, TTLLUEIS AL B RAMAIRBACHZ 12 %A 10 ACKE B BIAUR

o 7EtlI&ZRoleBindings#lClust erRoleBinding st {& F R % 5 i 4 bR
*Dﬁ%iﬁfﬂﬁﬁiﬁﬂ‘]&ﬂﬁ—ﬁ, ?:EﬁlJi% RoleBindings *ﬂ ClusterRoleBindings ETJ', ﬁ*¥%ﬁ%gi§'ﬂ§$ﬂ
[RE/MEEREN, NiZREBRELE RrRole 1 clusterRole BHER ["*v1 |, MIZBBHBEIEARE ver
bs ., REBAREESEFLNIR, BEEEREMaudit2rbaczZEW T HE, BIE Kubernetes EHIF
HEDMERFNAPIERBEMERARINEE,

o REIACKEREndpoint A iaEE
FINBRT, HEMEBACKERN, £ 8Apiserver Endpoint{X AR MiFIE, BI{X o] LAEEERVPCHRERIH
B, XF A& H KM ServiceAETE SEIL/A Wi 1@ IR HIEndpoint BIFEISEE, F8 L E T Annotationfi & H %
191,

o TEHAXS SEBENY I i) AR i TR i
SHEEMFIIRRTEESREEN BNEEMNE, SEEHNZEER S AR EHHEZRAMEENRE
RAME FRBACK IR R EEISERAMAFEEH N E TEENNIR, X FEAFEILAREEHERIS
ERSKF . BPEANRBAGHE, HENKERBEAFEFTENTANIEREE. B2 Wkubectl-who-

canflrbac-lookup,

PodsiAiE
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https://kubernetes.io/zh/docs/concepts/configuration/organize-cluster-access-kubeconfig/
https://kubernetes.io/docs/reference/access-authn-authz/authentication/#service-account-tokens
https://www.alibabacloud.com/help/doc-detail/183915.htm#doc-api-CS-DescribeClusterUserKubeconfig
https://www.alibabacloud.com/help/doc-detail/97031.htm#task-o3m-vhj-5fb
https://www.alibabacloud.com/help/doc-detail/119596.htm#concept-268689
https://www.alibabacloud.com/help/doc-detail/142602.htm#task-2333177
https://www.alibabacloud.com/help/doc-detail/86494.htm#task-2076136/section-4ps-hwr-03y
https://github.com/liggitt/audit2rbac
https://www.alibabacloud.com/help/doc-detail/86531.htm#task-1425948
https://github.com/aquasecurity/kubectl-who-can
https://github.com/FairwindsOps/rbac-lookup
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7EKubernetes&E B hiE TR L [ A2 B EE i FKubernet es APIBIAR R A BEIE #1517, ACK CCMAHREE
JfNodes# RH 1 TIE M M ENIR,

e Kubernetes Service Accounts

BRE M (Service Accounts) 2—M4SFHRERNNR, RIFEKEKubernetes RBACA B A ELZAPod, K8s
SAEHINE I GEZRENUNE—PRIARSIKS . HEERS| B ERS K NER TEPodiE
FHBZTEN, ZoEZRNRIARSIKFAE B A ELPodiSecret, BIZARES KA RS IK, (WT)

Sk, BEHIIPodEA—NELLTF /var/run/secrets/kubernetes.io/serviceaccount . fRiBi%ZE R

BRSPS ERUAT TR

{

"iss": "kubernetes/serviceaccount",

"kubernetes.io/serviceaccount/namespace": "default",

"kubernetes.io/serviceaccount/secret.name": "default-token-vpc2x",

"kubernetes.io/serviceaccount/service-account.name": "default",

"kubernetes.io/serviceaccount/service-account.uid": "1d059c50-0818-4b15-905d-bbf05eld**
**",

"sub": "system:serviceaccount:default:default"

}

BRARRS MK P X Kubernetes APIEBE L TR :

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
labels:
kubernetes.io/bootstrapping: rbac-defaults
name: system:discovery
rules:
- nonResourceURLs:
- /api
- /api/*
- /apis
- /apis/*
- /healthz
- /openapi
- /openapi/*
- /version
- /version/
verbs:

- get

HRERFRESHRIINEISHRIENAFZNAPHER, FEAATAFLENRERE,

HTEPodIE TN R FP il FHKubernetes APIEY, FZEANPodABL— MRS IKF, BAHIE-FHIAHAPIE
PR, 48ER AR5 BIRolesy, ClusterRole R {N PR T N A2 FFimfT AT iR BYAPIEIRF 50%, EAENR &/
WEN, EFEAIERIARSIEK,, REEPOAIY spec.serviceAccountName FERIREANREBERIR
Sk, BXBRSKFHEMER, 135 ServiceAccount permissions,

o MERS KPP LEERT
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/#service-account-permissions
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WO UERSRRSAKP A B RS K- S EER TN AR{EEPodP {FEHServiceAccount B8R L 24
Rk, WIhREaI{ESKubeletZIFETFPodtIERNTokenE &k, FHBX#5Token audiencefNid #A AT 8 B9 &S
B, HTokenBN¥GidHl (ITHARTIEIAI80% BT okenfEE AT 24/N\BY) , Kubelet 3534 T okendd BRI
. BINRE, BERNNERSKASEERE,

PR 1) 35 /R X SE B T SR APIRY 35 1)

ECSELHITTHIEMIAB R TECSIAENERRATHER, BOULIEETPHLFAANFEEE LT
B, HETILATHIERELSELM, LA THETEREAZBFPERNZRBENAFIESHRE
B, EAMRHNRELT R, EZHEHSETREEZHEREENR. Elk, FERFIPodXFmeta-
serverfifia, o] LA Network PolicyFR #lIPodXf Fmeta-serverfifial, ofLUBIII THNER podse
lector EH|IEEPod T meta-servertlifia:

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-metadata-access
namespace: example
spec:
podSelector:
matchLabels:
app: myapp
policyTypes:
- Egress
egress:
- to:
- ipBlock:
cidr: 100.100.100.200/32

BEZER, BENEAEMELERNetwork Policy,

ZEPod*Service Account$ B s ER

o] 3@ LA AR 75 U EUE PodXd Service Account £ 88T B shHEE#H .

BFRX—: @IIEBRYAMUE R BEFPodSpecEERHH  automountServiceAccountToken BMIREAN fa

lse o

apivVersion: vl
kind: Pod
metadata:
name: my-pod
spec:
serviceAccountName: build-robot

automountServiceAccountToken: false

ﬁit:: ?;L?:ID/{T‘I%%, patchnp% E—I_IEFEqu('LAHﬁ%mKF' 4% automountServiceAccountToken E’E
iﬁﬁ?‘] false o

kubectl patch serviceaccount default -p $'automountServiceAccountToken: false'

AENMASEIMN BService Account

BINARFHNZEECEANBRSIK,, ETABNAZBNRNER, ST HLEENARENR
e, XTANASEMINRSIK,, 2R 0PodiEERSIE,

53
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https://www.alibabacloud.com/help/doc-detail/160384.htm#task-2460323
https://www.alibabacloud.com/help/doc-detail/97621.htm#task-1797447
https://kubernetes.io/zh/docs/tasks/configure-pod-container/configure-service-account/

ARk KuberneteshR RIESLK- 2%

o PliEroot P IEfTRH
FINBRT, BHRU00tBNIET, XAFSRDPHHHENSSI PN HTERFIEZIRABAN, B
OtBNEITERHAERELEIR., (EABRAR, BERE

3{\5-71 spec.securityContext.runAsUser }%'IE%TSJ]D@J PodSpec o runAsUser E{”Eﬂ‘]'ﬁ—c%ﬂao

FELUTREIG, Podb B HEEIEE runasuser FRIPEENAFIDTIET,

apiVersion: vl
kind: Pod
metadata:
name: security-test
spec:
securityContext:
runAsUser: 1000
runAsGroup: 3000
containers:
- name: sec-test
image: busybox

command: [ "sh", "-c", "sleep 1h" ]

B, Y FERPHEEootRRA DN Y, SRPOHENTERD, NREEHSHE securi
tyContext Qlﬁﬂﬁ% fsgroup=65534 [Nobody] , 4%fﬁ¥FEﬁHR%§%§qDEQjZF?O

spec:
securityContext:
fsGroup: 65534

o BRENRR/NMNERNSENANZ= LR EZR RN EDNR

BRAMNAMEN ROBEADENRAMIR, EERRR/IMERNMRLE E &) N AR FIRAMRKRES, &%
EBPRREERHIM  (nm) FOREY KITARIRIECE

X

o EENRAMISI S

o B ERAMHA F 5 RAMF & RBACK IR
o ECSSLHTHURHLIA

4.3. PodZ#

AXEENBNATEHEEPOIRERMEISERHNZT M, HIEEERNAREEFBOBER.

B L 2 2k B A 28 R H IR B ANR
EREMKubemetes I AR HEZHEAR, BHNEEXTRNZZWNAN EESRPETHEERBEIHRN
REAFRHREIBENNHRNR, IEMEBERNRE, Bk, SRRIBTHHBIAE (Linux]
root APHETXHET, RE root HERBHIRMEIDZEDockerdELBH/E Linux
capabilities HIMREI, EXLEIKAIRTEAFREERNAEFHAHEENNERES, &
?ﬁ Secrets #] ConfigMap %ﬁﬁ@%ﬁfﬁo TE%%EE%DOCKEI’@%%E@E\*'\IA capabilities §|J§E° E%%
B, 52 Wcapabilities(7) — Linux manual page,

cap _chown, cap dac override, cap_ fowner, cap fsetid, cap kill, cap_setgid, cap_setuid,

cap setpcap, cap net bind service, cap net raw, cap sys chroot, cap mknod, cap audit write,

cap_setfcap .
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https://www.alibabacloud.com/help/doc-detail/86485.htm#task-1664328
https://www.alibabacloud.com/help/doc-detail/87656.htm#task-1664343
https://www.alibabacloud.com/help/doc-detail/49122.htm#concept-j5w-pj4-xdb
https://man7.org/linux/man-pages/man7/capabilities.7.html
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MR ETRERE R EF LM B ( privileged ) 1Ef7Pod, EAEMESEEH Lroot XEXHIFTA Linux

capabilities o

H)RX, FrBKubernetesTIET mEMEA—MRAT ABERENERER, T7AENEENABRBKubelet
BIAPEER, FHAWTFT RITUATERE:

EERIE:

e Services

e Endpoints

e Nodes

e Pods

o 54EHIKubelet 5 mHIPodE X BSecrets, Configmaps. PVAIPVC

B&1E:

o FEMPARS (BB Noderestriction MENTEMIURFIKubeletiEBECHITA)

o PodsFIPodIRZS (/BA NodeRestriction MENFEHLARFIKubeletE X 4B EEI B S HIPod)

e Events

AuthiE X81E:

o STATFTLSE|5HE) certificateSigningRequest (CSR) APIRNE/Bif 0 R

o A AZRIENBHIIE/IBRIEER|E TokenReview | SubjectAccessReview

ACKEERUAERT RIRHEANZH R, ZEHRNATTREXPER T AN —EERT /B EMPodxy

&, ERIEHRENNREENAEBMKubemnetes APIRERETHHRER. BEL2ER, B80T S
PREDENIZFIZR .

PSP (PodSecurityPolicy) #EKubernetes1.21hRA 4 1& & A DeprecatedR7, EERPHIAFTILAED.25
IRATE—NERNE D, KXIEETBESHFNNERENZHIRESRKEAPSP, ACKBRERSHIEE
HETFOPARIKRIA B A RELS B IEEERHIPSP,

PodZ B &N
o BHBBUBRERET

WMATATIR, DS EMIZTHNESRMER T 2L TN _Eroot BlIFrALInux capabilities, XREHHET, &
BHARARDIX LN RA BERIEIFIEIT, B LUES CIEPodR KB RIEL B REE N IMFNERIE
T89Pod, ETILIEPOdR £ KM APodECIZZAIXLAH BN —HALZLL R, KubemetestiPodZ £
$RB& (Pod Security Policy) EANBHIAHSETEE XMV EIFEERE FOIEMEHRPoIENIER, W
REBHEEHPoAIIER AT EEXHIMN, RFEKIELIZIERHREEIR,
ACK%E?EHAEJEHPSP)’E)\??%UE#, #EEE_/I\%%] ack.privileged El‘]POdﬁé%mﬁéo ﬁ/l\ﬁé%m%
BEATEREENPod, FALERESE, RITBINERIBSIRR/IMEEN PAERESH S =80 H E MK
EEEMNBANMEPSPEE, AIMNAREESIZT B TRIMBFNESR, REERRIZNEXERS,
HE AR EHIEEEEMNhostBR ., — N PSPERBEERINT :
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https://kubernetes.io/docs/reference/access-authn-authz/admission-controllers/#noderestriction
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: restricted
annotations:
seccomp.security.alpha
/default'
apparmor.security.beta
seccomp.security.alpha

apparmor.security.beta

.kubernetes.io/allowedProfileNames:

.kubernetes.io/allowedProfileNames:

.kubernetes.io/defaultProfileName:

.kubernetes.io/defaultProfileName:

spec:
privileged: false
# BLEARFIRE R,
allowPrivilegeEscalation: false
requiredDropCapabilities:
- ALL
# RO ELEEL,
volumes:
- 'configMap'
- 'emptyDir'
- 'projected'
- 'secret'
- 'downwardAPI'
# RIGEHEERIREMNPersistentvolume A LIRS FER,
- 'persistentVolumeClaim'
hostNetwork: false
hostIPC: false
hostPID: false
runAsUser:
# BERABTRE root IRHIER TET.
rule: 'MustRunAsNonRoot'
selinux:
# IEERERBRE T REHAppArmorMAESELinuUX.
rule: 'RunAsAny'
supplementalGroups:

rule: 'MustRunAs'

ranges:
# ERIERINARA,
- min: 1
max: 65535
fsGroup:
rule: 'MustRunAs'
ranges:
# ZRIEFIARA,
- min: 1
max: 65535

readOnlyRootFilesystem: false

'docker/default, runtime

'runtime/default’
'runtime/default’

'runtime/default’

LR RBESEB) D] By LE Pod U AR S A AR IR FHEVR 1B 1T . PRI T o] AR B9 S L BRI o] LURINBIAR 4N 72
H, WULRBEFEBH-SMEBRBOR, BESER, BSMPod Security Policies,

o RHENAREFRHEUrotBHIET
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BNBRTERELL root BRETT, NRKEEEBINANARFPHREHREGEEETHNESRN
shell AR, XStz em#E, BoJlBE SR AXERLEXE, —HAAE, BENE
BEBDIBIR she1r . B—HAXR, ¥ uvser IBLHMBEH pockerfile HLAIE root HAFH
B 1EPOdIZITESS, Kubermnetes podspec £ spec.securityContext PNEEHM runasuser Fl run
asGroup WNFR, AWREEETNARFNAFMA, MoILUEE 2 PodR £ KBRS H X L
FE, BEZER, B8 Users and groups,

o Z |FPIDocker in DockerfI AR EITERBHBEEAEPHEF Docker.sock

FERRESS|N AR EEH Docker.socke] PAF EHiEDockerB s b iR/ I2 TR RER, BEBT AN
REIN RIS TERRDIZTHHE, XFEKubemetes FMBARRER, BN EHEC I RLAMES
#%. Kaniko, img,

o [REIfEMAHostPath, MRFEEMHHostPath, REIRATUEREEHNRNERHBEEEENRE

f£F HostPath TUE?%J%@EHLE’]Eihﬁk@]@%%dﬂo RAOBVSHREPodEEI LTI, B
RBLBVSEE, BFETHEPHNEGE, BRIANBERT, ProotBHiETHPodBRE

X} HostPath %%E’JX#,’%%E’]@H@WB& XTUBEARFEEBEY kuvelet RE, SIEIEARERE
WY HostPath REBEMNBERINNGNFSHEE, B0  /etc/shadow . RIRSshZEH . EZEFEREIEMN
E(]E‘fﬁbjx&ﬁ'fi’:& ?;s'ﬂ; 737[55‘1&5@}33 HostPath E’]J—H}A 'Lﬁ}{?_r spec.containers.volumeMounts
BEEANREE, fim:

volumeMounts:

- name: hostPath-volume
readOnly: true
mountPath: /host-path

R LAMERPOd R £ RIERIRE| hostrath HOILEHHBR, FI1, ATPSPREMR VR EMN
L /foo FFLHIEEER,

allowedHostPaths:
# This allows "/foo", "/foo/", "/foo/bar" etc., but
# disallows "/fool", "/etc/foo" etc.

# "/foo/../" is never valid.
- pathPrefix: "/foo"

readOnly: true # only allow read-only mounts

o AN BRREFRNBIFERS, BRERFFHDoSKE

RABERARFEREIFIPodEIE L] LUEEEEN LHNAMBTHER. HHPodEIAER LT R L6,
TRIUESEBECCPUIAFEARAEHER, XUTESH kuvelet BRIMTIRIKEPod, E?ﬁ%/ﬁnéﬁ_
BXMHERNEAE, EREFRNZFRIEENTRARERALZRSS, ARELARFREARS
SERRHFEIZAH RN,

PodSpec AR IRHICPURI N ZHIER . &R LUEITEd & =8 ik EResource Quotadi &l #Limit Range
%3§%U5(11ﬁ2?$ﬂ)\ﬁ1£ TIR% . RREMAFEEENELATITEHNERRAE, FIUCPURIRAM, ZHiY
HEZEN, SERFHAGATBIZGAZTEDPHNAERRIEEIBERMNEZENRG . Bz T, REE
@Tﬁ‘”ﬁﬁ*ﬂiﬂh%ﬂﬁﬁﬁﬁﬂ LQBE%U,BIE, WO LA Z = ER SN PodH SN BRI CPUFI K
FRBRERER/NMI/RAE. UREERM, BETLUEERINEKR/RFIE. EZER, 55

P Managing Resources for Containers,

o ZXIFERAKNREAKE
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https://kubernetes.io/docs/concepts/policy/pod-security-policy/#users-and-groups
https://www.alibabacloud.com/help/doc-detail/199658.htm#task-2035247
https://github.com/GoogleContainerTools/kaniko
https://github.com/genuinetools/img
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
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BREAARTFHEEXHBITAENRE ETX, HI81 sudo , B suidb 3 scip {UBYZ#EHIXH
U, FRARERELRAFPUS—THPRANRIRRTXEN—F AR, HJUEIR allowe
riviledgedEscalation KEAN false By pod ﬁé%%ﬁﬁﬁ& podSpec ':F'iﬁﬁ securityContex
t.allowPrivilegedEscalation SEREIE BB TRRURH .

o ZHService Account$fEEHESR

S FAREEFGKubernetes APIFIPod, #RO]LAE pPodspec LZEIFBETNIER serviceAccount kg,
Eﬁ%ﬁﬁﬁﬁﬁ{iﬁﬁﬁ?ﬁi ServiceAccount E"\]POCI0

apiVersion: vl
kind: Pod
metadata:
name: pod-no-automount
spec:

automountServiceAccountToken: false

M serviceAccount HEIEHALIELPodXfKubemetes APIBIM A 18], J9BE LEPodXfKubemetes
APBHITMEZHE), MEEBKWACKERE Endpoint 7B)FHE A ML KB Network Policy3ZfH LEPodxd
Kubernetes AP TGI8, BARIE, BESMEHE ML EENetwork Policy,

apiVersion: vl
kind: ServiceAccount
metadata:

name: sa-no-automount

automountServiceAccountToken: false

o ZFHRSAN

NFARESHHARAERHRSNPod, RoILURMMEMLLEPodIIERE ., T LUEPodAYDNSKERIZE
HAAR{EACoreDNS, HEAREHZ= AP HSeviceREANPodFHNRETE, ELER, B
I Environment variables,

POdHIDNSREEHIBRINER Clusterrirst , {EFAEREMADNS, MIEBIAE Dpefault FREET RH
DNSfg#r, 258, iE8WKubemetes docs on Pod DNS policy,

ZH RS HEIEF FE PodHIDNS R EE R S FE IEPodXS SEEBE IDNSPR S 1T M ih 1a) , IREEZ AT LUET
R EERE A DNSPR S KM EREPIUARSS (FIAN:  dig SRV *.*.svc.cluster.local @$CLUSTER DNS_IP
) o XFHEIEEBERNRSEM, BEERERAMLEERENetwork Policy,

apiVersion: vl
kind: Pod
metadata:
name: pod-no-service-info
spec:
dnsPolicy: Default # “ERIAME"FERERIEMIIAE.

enableServicelinks: false

s EERRNRAEXHRS
BENRREENREXHRATBLEREEBE RN ARFERNXHRE LA, NMRENNA
EF‘%‘LIZ\ZﬁE)\K#%%, i%%ﬁﬁ—ﬁ)\llﬁﬂ‘lﬁiﬁﬁif‘zﬂﬁmﬁo 1’5\51«‘1)‘5)‘&9[1?&%%%’\] SecurityConte
xt REBFRITUIRIE:
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https://www.alibabacloud.com/help/doc-detail/97621.htm#task-1797447
https://kubernetes.io/docs/concepts/services-networking/service/#environment-variables
https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/#pod-s-dns-policy
https://www.alibabacloud.com/help/doc-detail/97621.htm#task-1797447
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securityContext:

readOnlyRootFilesystem: true

BXXHE

® resource quota

e |imit range

4.4. RuntimeZ%

RuntimeZ £ A ETHNER[IZHENHIF, TELWAEE2RNFBEILESERNREEEED., AXEEN
B E A SeccompRl /b M AR FHNIEE.

BlEasRNARERFNAEHTRSE AR

o HIERKEE AR PodAfE A I A B 344

LnuiRMERABNLENRAAR, EEDAHI AR ETERMLEN. EFBEMRSeccomp, R
StracetE X RIRUEEENNAEFEEHRTHERRBAR, ARERIEWSYscall2seccompz 289
TARIEMStraceli EREIE I SeccompB BEX M. ELER, BSMstraceMlsyscall2seccomp,

5SELnuxAE, SeccompHIERERBRKIUEE, MBRIFPENAREZIRERNNAZRAR, TF
REZEHAZBPAFRNIABLZBENRRFAKIT. DockerB— M EIARISeccompBtEX 4, ERT
REHBRAIERE, ESER, BERIIALIseccomplit 53044,

RO AE IS [ B 28 5l PodSpeci i A T i B K i B A 285 Pod LAfE A I Fid B 44,
o Kubernetes 1.192Z BTARA :

annotations:

seccomp.security.alpha.kubernetes.io/pod: "runtime/default"

o Kubernetes 1.19% Z IR A :

securityContext:
seccompProfile:

type: RuntimeDefault

° ATERHRNRNMARFPodtlZECNEEXXH

SeccompBl & X2 Kubelet Alphaligg, BWEEYE --seccomp-profile-root HREHRNNEIKUbelet/55)
SH DA BEER IR,

AppArmorflSeccompEil, REERHI T EFEIFREN XERFKHN S0 CapabilitiesSEiX B fHIF B 88
BEITNR2MEN. TUERFIZEEER TIET. XTHEAppAmMorEL &, iE2Mbane,

Apparmor{¥i& F FUbuntu/Debian&k 1T AR B LINUXZR& 4t ,

KubernetesB B ARG AppArmorgSeccompBt B X4 B EIME R T = LNIIgE, TSEFHMFREE
REZFZS|ISEFNTREI TR L, XEREXNRECIEPoIZHITTMA, EAKSSEERSAIIE LT =
BEEXERE,

SeccompEEER
o FHE=AMREAHEHTSeccompHIApparmorfic & B 4t
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https://kubernetes.io/docs/concepts/policy/resource-quotas/
https://kubernetes.io/docs/concepts/policy/limit-range/
https://man7.org/linux/man-pages/man1/strace.1.html
https://github.com/antitree/syscall2seccomp
https://github.com/moby/moby/blob/master/profiles/seccomp/default.json
https://github.com/genuinetools/bane
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MEEIFLNUXR 2 RAE, BBARIEMEESeccompflApparmorfl B X B REE., NREESEER
BITHIPXERENY, BEREAFUBRER, XE=FHNBRAZEFEIFS LLApparmorfl]
SeccompEHSEERIPEMLE, ELFRERNZBEIRNS B EEINRTHMNSZE,

o HESeccompR g ZHIE EARNM/MERLinux Capabilities
Capabiltiesi# KX 2 G EHIHRNAZERHNSHIEE, IRREELAN, RAAREESREBIR, &
B DERERABARFRNET, BuERAZTZENARERAER (HIMNEANRFESNXMYE) tiFih

N7, B—FAHE, SeccOompRE—NRABPAIRSE, EETZNBTHRERARBAR. — i
oAU E— PR, XA FSeccompiiEiziTREERFA A NE LR BARNISEESHHIVUR,
E{ERSeccompZ i, EEEIRM/MRLnux capabilties2 B EHiZFINBRFENTAN.,. ESER,
152 I Set capabilities for a Container,

o BERABIUIEIFERAPodZLEKE (PSP) KM iz{THBIIF
POAdZE2HKIIEM T FSAANFRRKEEENZTERA, MASIIATSHNERM, E2XBE
SeccompFlApparmorBt EX 2 Hi, BEEIFEEPSPHHNEERZE BEEHEE K,

PSP#EKubernetes1.21iRA 4% i& & S DeprecatediRZ, EERADHIA P TIAE25RARE—NEERN
FZmE, HXEEIESIHERNEENZFIZEHREKEAPSP, ACKE RS G &S E FOPAR KRS
REDRESBRIEFEERLNPSP,

o FHMNER=ZED

EZRENBETNR, TEARTZREPONNAIBTI MO SEET, SCERESDNEAEPodE
Z2ET. REPOLERTZRENMELS, IMPEMBOEEENARE. RA. 2. WA, LEHM
F—NReEE. IASASXEMNLTXANAER, IRHEMGLSHT. KBHRIT. SQUEAN. HiEt
BENR, BEUSKRAARHR, HEKSsATM L AEF BT HTITAEHMRMIRG], E;
ERBMSNEHFEFENDREIR, AccessKeyttFTE. RERFBRINKE, BELBER, BEA 42254
i,

BXXHE

e AppArmor Loader

e Setting up nodes with profiles
e zaz

® seccomp-operator

e Aqua

e Qualys

e Stackrox

e Sysdig Secure

e Twistlock

Vi i
4.5. RS
AXEFEZNBITNIK . B, BESTEIRMHE, URIESHLEGARNLZ M,
BRER

KU ENESFE=IMR: RERENER., RERMNER., REEANER, FREMKRNKEENT:
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https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://www.alibabacloud.com/help/doc-detail/42302.htm#concept-bjv-y5w-ydb
https://github.com/kubernetes/kubernetes/tree/master/test/images/apparmor-loader
https://kubernetes.io/docs/tutorials/clusters/apparmor/#setting-up-nodes-with-profiles
https://github.com/pjbgf/zaz
https://github.com/kubernetes-sigs/seccomp-operator
https://www.aquasec.com/aqua-cloud-native-security-platform/
https://www.qualys.com/apps/container-security/
https://www.redhat.com/en/technologies/cloud-computing/openshift/advanced-cluster-security-kubernetes
https://sysdig.com/use-cases/kubernetes-security/
https://www.twistlock.com/platform/runtime-defense/
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MER WEE

* DEFARIRSRKE
REHENER o =HEREMEINTRE
o HEIRGSRIE

o RUGHEBRMENKE
o EHMIFNMHPTHIE

BRERATHER

o FRIMIFTHRIE
RUEERAMER o EITRERIMBRKE
o = FEEODayiRAKE

ENAEENRD, feTeRENHRERENE—ERL. — M FAREHN. BEMENRGIMUILKE
EHTRB[WRHIREIEENKITERR, HANEN, WEEH TS0 8RE S S ERF A& A&
BRKFPEEBE., ENBIBENZ, KSsEREMAdmissionEANE T ALBEERIHELANRS

M, NARRNBEARAEREZL2TENER, CRBENABTHZIINERVSNARZS, RELH

H Bz TRHLZ2SEH,

RIEEHZTE2HRIN

EKubernetesiAiZh, BEUTEIN, DR IEHEGSEARNESM,
o BIER/MEINBRER

BRENBRRERPMRTE T XE T FIX M4, SEMANEFREDockerhublIRH R, EEMHDved N
AEFREZRER, ZNARFIUAZRTEMREENAR. EZER, 2 RDve,

EREBRIEETIACR (Alibaba Cloud Container Registry) f5, ACREE4IETtHERTREBLRTIEESE. B
BRETESHE seruid F sercip UM THFIXHE, BAXLERTHTRANE, HEEMRAETHE
FEEENShelFIRBRER, W nc M curl ., BULMERUTHLEBTE seruid M SETGID
3 B9 345

find / -perm /6000 -type f -exec 1ls -1d {} \;

ENREAPRBREARNIR, BRUTERNEEHNERRED:

RUN find / -xdev -perm /6000 -type f -exec chmod a-s {} \; || true

EHSHRAR

FREMBNER—MUIRRNEBNAE. SMBREETAT ci/co REDHEHTENUHFEEMN.
ZMBMEIETE Dockerfile PFEHAZ/FROMIEG, ENFROMIELIETILMERARNEMER, HE
BN FHENE. FRSHMEBRNETENAEELNERS. MERER. SHEIXHHERNEMR
R, BBER, BE M EDockerfileth & A2 W BWETE)availfH,

HACRE EE I ZRAMEE B

61
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https://github.com/wagoodman/dive
https://www.alibabacloud.com/help/doc-detail/173175.htm#task-2556836

ARk KuberneteshR RIESLK- 2%

—MRAPNS I AR ZEANSERAB— NI EZKFEERRER, IRXLEANAFTERLZE", &
R EE—HRAMRERRFI SN ENT LI ANGE=BRNECE., F

ZZD, cr:ListInstance* 557}?&% cr:ListInstance ﬁ%EqFEEACtiOH, l\ﬁg acs:cr:*:*:reposito
ry/$instanceid/$namespace/*Macs:cr:cn-hangzhou:1234567: repository/cri-123456/ns/* , ERE
Fcn-hangzhouls£1D}9 1234567 FID A cri-123456 B LA B # 55 3 Z= 18 T4 B ENAUR :

{
"Statement": [
{

"Effect": "Allow",

"Action": [
"cr:ListRepository",
"cr:GetImagelayer",
"cr:GetRepoTag"

1,

"Resource": "x"

"Action": [
"cr:List*"
1,
"Effect": "Allow",
"Resource": [
"acs:cr:cn-hangzhou:1234567 :repository/cri-123456/ns/*",
1
}
1,

"Version": "1"

}

TEACRDEI BRAMBBEIN /75%, 158 M E 0 & fRAMI; 142 4 F it B (& F B 2 Y 0SS Bucket B HIRAMI a2
o &EFEHAACREI R

AREBVBZFHZRES RMNEFRE, IFREREARKSEERRIRSE, REFHERASRZE, 75
RHUBH[FEBMHelm Chant N EH RIEHEE, BRENREHIT, REFNRNEDZE. BEFRTRE
MEERACRERIER, FREENRRBEANEATLE, EARMVPCEZAHRTIIE, RTHAMIFEAN
A, #ERBEACHZREFNEXER. EZER, BERaEC R,

o [FRAACREJFEA M 316k

BEERRERSOZRENARMENE, BUMBHARREHEE. REAH. RESKEASNER
DREES, RUSBEAAMN ., TER. Z2MFEN. BESER, BERoE 1,

ACREEEHEE R B TREZT2AH, B RESZLMEEKE, ESRFIBERNTE X HE

BNRNERESR, BEIRERBHNIRRESSHTIMEEENSLMNBEART ., KIEERIEFSR

NANZERXMNEREE. Bl AERTEAMNEXAP, SMEEXBAHRNREREHAEIMEE,
o EAMRBGPHNIER

50ZEMWERNRRER—H, S3ERRAHESTHERIN HEXEMNARESF, IEBENE
FERLIRE, Ait, RENGERERRRZRAB I AN ZEANARERHTREAE, O
PEACRH W FEXNESRIEFENERHTEREHE (ER24/NNER—R) . NHRIZEEE =
16H I criTical SWENERES. FCHENERENFRED, MRNRERE,
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https://www.alibabacloud.com/help/doc-detail/144229.htm#task-2092160
https://www.alibabacloud.com/help/doc-detail/149298.htm#task-2381865
https://www.alibabacloud.com/help/doc-detail/142168.htm#task488
https://www.alibabacloud.com/help/doc-detail/144569.htm#task-2345265
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Kubernetes validation webhook mEIFﬁ:FBﬁiIE’%%%%E‘ﬁE?EE;%ﬂEO E{iﬁﬁ Kubernetes API Z
BIEHE validation webhook , oA FIEEARFE webhook TEMHIIIEIREREK, TTLUETIRB
ACRiZH#t 89 CreateRepoTagScanT askk i EPod2 B EHAN AT ERBNER. WREKIMFE, WE
#@PodelE, HUEHKLIRAFBCVENRIER, E8ER, 155 M CreateRepoTagScanT ask,

o KUSERIESHEMAIR M Dockerfilest 3 LA IEroot B FIEITER

WMPodZ LN TR, EBNIZE R Aroot BMEITER . BuJLMEEE E NPodSpecH—ER7Y, 1B
Dockerfiled {EFHUSERIES 2—NMEFIIE, HiRBUSERIESE, SLUEEMAFIZITRUN, ENTRYPOINT
CMD,

o MTUIfERM4IRTRAKBIE

ERHHEANE, BNZRESERNATENRERES ARG, XTEEMNEZUENREMNRMAH @
BHETHHAFTENREE, BERWEZ TR,

WO MERMEZZRBRERETECHNRECE. a¥FMEEPackagesRME = H @ —REWRILE
CERS, RItEFMaven, Gradle, NPMERABAEBTANPWEMNECERS, BTFEEPIERK
PIEE., CEXISEEMavent|@FINPMEI @R, HXFEERECE, —HIBUEFE, RHEBAFRE
B, NREH. SURFEEERS, 2ERERLFIRRE,

o FARKMEHKERSRE

ENAEZERZXN ERRRNZEERBEBRIIEHDIADZIEENNEINERER, BREKE
P REBIRESABIXE.

MEZBRREBRFACRHFREMENE, FREREASLKEMENSHEE KM, BEPEAKREM
FERENEFRRIET, ARZFGEZTHRIINEHNME, SREZIRREREHEEMEANBE
nE, REZNEREGABUE, BESER, BEREAsEG60E,

FEACKEE D, BoLUE T A EBLEKritis-validation-hookédB 4, HEEFFIEKtisf B = BB E R R
SACRERHHEM EIZMTHIREENR, IFRIDEIMERZAEERSKMSEINBR[ER, M|
BHRIIRREREE, FEESER, B2 EHkKitis-validation-hookE 4L U H 5 IIE A 2 E G

Z. kitis, [TEZ=ZHEEREZKMS,

ERREGREZZE, BuDRERSRE, ANEELIRSANNTEEERIEIACKESR:, #EXE
EERSHNNAZE, BrE=ZAAGBHEANSdecarBsNERTRBIERREE, SHILEE
ZPodiNaf, ELER, FE Wkitis-validation-hookB AN

o FHANERZZ2PL

EZRENAETNR, IXRARTFRL2PONNBESTIEMCNSEE, SERRESNHEPodE
Z2ET. REPOLETZRENMELSN, IMPEMBOEEENARE. RA. 2. WA, LEHM
F—NR2EE, MAZESTXEMN LTXANAR, TEHENGSHT. RBHRT. SQUEAN. fuEtt
BEXNRKR, BEUSKRAARHR, FEKSsAENZFAEF BRI HTTAEHMNMIRG], L3
BRBRSNEHATLEEENDRLIR. AccessKeylttEE . RENFANIE, BESER, BB t22542
b,

4.6. HIEMEMZRAEHE
B MEFHETERRRECS LSRR A RIP MR MR B M., AXEENBMEZRNITA,
ERAKMSPHNEERBANIEERFHEHRTINE

FMEZAKEHERTARZEMAEMUERNNAL R, EXFTEENEPZAEEEMIRRE, B
BRIPEHEMEZECS LNHEMERIPEENRAMNBE TN, E2ER, BEMN=Ezatks,
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https://www.alibabacloud.com/help/doc-detail/145299.htm#doc-api-cr-CreateRepoTagScanTask
https://developer.aliyun.com/mirror/
https://www.alibabacloud.com/help/doc-detail/159642.htm#task-2456520
https://www.alibabacloud.com/help/doc-detail/162599.htm#task-2479083
https://github.com/grafeas/kritis
https://www.aliyun.com/product/kms
https://www.alibabacloud.com/help/doc-detail/157328.htm#task-2445013
https://www.alibabacloud.com/help/doc-detail/42302.htm#concept-bjv-y5w-ydb
https://www.alibabacloud.com/help/doc-detail/250942.htm#task-2081545

ARk KuberneteshR REXK- £

AXEUBEENZ=EZ2HIESAFIFRE, EOREEERIMN, BoLMERKMSHIIEERHENIEES
BEEESHTMNE,
1. E2&StorageClass&#{,
i. BUATABERIR sc-kms.yamb o,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-disk
provisioner: diskplugin.csi.alibabacloud.com
parameters:
fsType: ext4d
type: cloud ssd

encrypted: "true"

kmsKeyId: - - - [D19:010:9:6:0:9:0:0:9:0:4

reclaimPolicy: Delete

ii. ITLATESEIEStorageClass,

kubectl create -f sc-kms.yaml

2. BIEPVC,
i. BUATHRBEEHE sc-pve.yamlX s,

apivVersion: vl
kind: PersistentVolumeClaim
metadata:

name: disk-pvc
spec:

accessModes:

- ReadWriteOnce

resources:

requests:
storage: 20Gi

storageClassName: csi-disk

i. FAITLUATELBIZPVC,

kubectl create -f sc-pvc.yaml

TERMEZEN

o ABR=E/MERY
HUESHIRHSNBR2RENFESLE, BMRE, BELNEza56#E,

o EHHRHCMK
EOTLLBNE BRRAUNERRERMEZHRERANRZSNE, TUHRRIPNRSKBENRELR, 24
BIE, BBRAamEE,

RAEE
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https://www.alibabacloud.com/help/doc-detail/250942.htm#task-2081545
https://www.alibabacloud.com/help/doc-detail/134270.htm#concept-1958019
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Kubernetes SecretstEE —f I FEE W SN A ROSURESR, SIMNAZRE. iEH. APLOERESR
58, FrBSecretsRIEREMNKSSER S Base64mIBNFE R FMEEERfetcdh, FEACKIEEERER
M, FFEEFHFEFNetcdd T RZZEIABTHIREMZSYE, FIERAFPUSHIENEARRTAM, BolLUIE
BHRETEREHFHEEN A NENSPodPERIEENSecretR, BELER, BSMSecrets,

o {FFM B RKMS#HITSecret BB INZ

TEACK Pro&E&Eth, IROIMEREZHEERS (KMS) hElZiE5AMBKubernetes Secret, N idig
EFKubermnetesiZ2 #tlIKMS Encryption Providerfll &, EREIMBNA XX FMEEetcddny
Kubernetes Secret %7 BINBHMEE, ESER, BESWKVS Encryption ProviderfL i, 4 21&
HN%Z., [EHEMAESKMSHITSecret BIE &N,

o AZFAREPMAINamespaceH SARNMNAEFRS

MEENZRAFTEAGITAPHNNARFZEALZ, BASTNAERFUIE—MRINGE=EH™
IR HI4EF Secret (IIZ SR

o FHEHHESecretMAREHERELTSH
KETSENETESEETENERED., FASEHN secret ML tmprs &, ZHPod#il
BREY, XEESBHMNT SPMER,

o FHINRPEERRS
RO LRGN A ZASEAIINELRASERSE D, XE/IEIFRASERS T IREMAKELNFD
2H, SHMZEEURBHENBESSRESE, ESER, B3N EEEzmAMVault,

ENASEFERIEERHEN, LB B RATEHENIEEEXLNRSEACKERED, HLAK8S/R
HSecretNERERENBEF., i, BRNEREIEERDPEERNZEASecret X =X SLHT[E 25 B ACKEE
B, BRigME, B2 Wack-secret-manager,
o {FHACK-TEENZitE

ACKZHFEIZE Fintel SGX2OFARWMB T EITEEER, JUEMEBERPEIESER (HE) d2dTe
M, TEENNZYE, BNEETIUEHNENBENAFLY. XANEERA, NEZHHEJILEEEERN
HUEMABBE—MSHRNEHTMERE (Trusted Execution Environment, TEE) o, MASRE
BERGFEMETSY, EMAA. BIOS, 0S. Kemel, BIE2&R. B#HAR. =] &. EER T CPURASMHIEEH
BEEFRNBHELEEE, MO HESREIENNKE, SEFMNRE . FEEEMERYE, E2E

B, BENAK-TEENZHENE,

4.7. MEZLZE

AXEENBRMELZEMHPERARITE: RSZEBMEREN T REFHNEHIRPIIREME.

Pod 45 SR B

EKubernetes&Egtt, BHIABR TARFFAEPodENER. EEFHKEFIXENRANEERARS

qu KubernetesMEHRE (Network Policy) 7‘91@?%1#\'7_@*&%']%5&%” PMI‘H’JE’\]M%?;.’%E (\@ﬁﬁﬂy‘];ﬁ/
FmEiRE) MKkPodfMSMRERSS Z BIEIMEZLRE . Network Policyf FiPod SelectorsflLabelstRERIR RN
BEfPod, EINEREIXSEENIPHL, KOSMMERRAS, FHTerwayBRBENEN, MREH
EEPHitHEROSHEHMERE, BUUAEHDSENAREMERE, BMEE, BELEams
#BENetwork PolicyFlKubernetes Network Policy Recipes,

) stkE  EAMAEEFRE S EENetwork PolicyS XFAPI Servens i E 1, BEEER.

BIERINE L RIS
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https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/tasks/administer-cluster/kms-provider/
https://www.alibabacloud.com/help/doc-detail/42339.htm#concept-42339-zh
https://www.alibabacloud.com/help/doc-detail/177372.htm#task-2568562
https://www.alibabacloud.com/help/doc-detail/152001.htm#concept-2403154
https://www.hashicorp.com/blog/injecting-vault-secrets-into-kubernetes-pods-via-a-sidecar
https://github.com/AliyunContainerService/ack-secret-manager
https://www.alibabacloud.com/help/doc-detail/164536.htm#task-2490003
https://www.alibabacloud.com/help/doc-detail/97621.htm#task-1797447
https://github.com/ahmetb/kubernetes-network-policy-recipes
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5 reac REE—#, €12 vetwork policy EHNEERMNIRIFEERN, MEIE—EINEL (Deny
All) REBRHREGEZBNABAENHIERE, HEFFERClicotlZ—1M2F/KE,

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: default-deny
namespace: default
spec:
podSelector: {}
policyTypes:
- Ingress

- Egress

B AFDNSE B A

RETEBINBIDeny AU, S o] AFFIAXS MW EHITHE, FIa0FPodE 1 CoreDNSH TR FRAEAT
REISFIR

1. PATAT e X85 2 = EFNARE
kubectl label namespace kube-system name=kube-system

2. ERUTYAMURABIGIZE Network Policy o

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:

name: allow-dns-access

namespace: default

spec:

podSelector:
matchLabels: {}

policyTypes:

- Egress

egress:

- to:
- namespaceSelector:

matchLabels:
name: kube-system

ports:

- protocol: UDP
port: 53

) st& % TFn{FzEKubernetes Network Policyth 2 B Podig By B4, BENE 5 XA,

PAT/RBUIHBE 7 e M4 SR B8 5 IR S50k P ali-sak Bk, PARANMIIBA Lk Sreadonly-sa-group RBACH 4B E HY
readonly-sa-rolef & KB BIA 52 =8 P HI RS K~ ali-sa.
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apivVersion: vl
kind: ServiceAccount
metadata:
name: ali-sa
namespace: default
labels:
name: ali-sa
apiVersion: rbac.authorization.k8s.io/v1l
kind: Role
metadata:
namespace: default

name: readonly-sa-role

rules:

# ATZIHNEENENali salIBRSKF,

- apiGroups: [""]
resources: ["serviceaccounts"]
resourceNames: ["ali-sa"]
verbs: ["get", "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:

namespace: default

name: readonly-sa-rolebinding
# BRiZsaABHERE IR iKsatArIRBACH,
subjects:
- kind: Group

name: readonly-sa-group

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: readonly-sa-role

apiGroup: rbac.authorization.k8s.io
apiVersion: crd.projectcalico.org/vl
kind: NetworkPolicy
metadata:

name: netpol-sa-demo

namespace: default
# SRS FARBIA S B EiEPRRSHFIE AR E,
¥ BERZRali saBIRSHKF,
spec:

ingress:

- action: Allow

source:
serviceAccounts:
selector: 'name == "ali-sa"'

selector: all()

BERMMU PLEZR M S FNamespaces/PodsZ [ HESE
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BRAAWGEZHANPoIEERE, ARFMEEXAN, #—FRE %S =8 AEIPodFPodiE 898

5. BEER, BH& M Kubemetes Network Policy Recipes,

Xt Y £5 37 2 BUR AT AT

B—IEEVPC;}EL\I}IL

HIhEE, TTRUERVPCKZE gt RI-KENI (Elastic Network Interface) £ AF0E HBUR

EER, THEREHDEFHAN ., BEEMZRENHERKZLE, EZS/TXEERTUEKVPCAREIR

(@}EPOd) ZlEﬂE'],Eﬂ‘-ﬁ,ﬁEO Eg{;lu\, 1ﬁ IIILE MLO

ZE2H

ACKERZE2HERORZFIFEATANTRZENONERE, T2EAXATEHTR. HittVPCE
itz BERE., HEORAKERN, SKAADAERE—IREH, ZRESARWTERAET

PRAZRE, EFREEELRTUKSRRZESEAMN, KTUSETEREPHR/MCEA S OE
E, EHEM ERBEVSEANEEHTIESEHE:

HBAFERE Y % OEE i

wR/MUAFERE 443, 1025018 %FE

TCPBHERTH

(RBEHIFEFA BFTREBEN Ertwed

AEE S BN "
=) EIPERE =i 0
BEASERE ALL/TCP ALL/443,1025- EHReR
65535
R/MLE A ETRE TCP 443 I
EEHARRE ALL ALL I

EEER, BENCswedRnE2pfMinE2ed,

BXXHE

Cilium

NetworkPolicy Editor

Kinvolk's Network Policy Advisor

fo] 8 = fR 55 A8 ASM

A Z RS WIEASM?

BIERS WX AHTTPSR 2RSS

{5 FA & % 1B BR ST M4 R S Bz F B9 — 1R KIE B

4.8. Il_;\*u$-l:|_

AXEENLBACKERZRESXIKEsSfh A4 B BB AR EM A4, BEIZAPIServer,
1¢$m<859e&£vents$1¢$El,uﬁﬁﬁﬂ’lllﬁ’i%u T, A EBEREL ML S0 B A T I 5] 3 8y #1753
IR,

FREMEHEITINEE

BEY

x

7z

33 i

0.0.0.0/0

RFNSMERIP
RZIEH

Ingress, EEFHEAE

7EKubernetes&Egth, API ServerE’]?ﬁH'EI,m—IU\%ﬁﬂﬁ’éﬁiéﬂ)\mlﬂiim_,ﬁﬂ;ﬂﬁﬁF‘E’]EI%T;sﬂf &S
BZeoHPEENKT, XTESHERSKE. SFHITEE. IEHEHFTREBEXNE
MERLEITINRE, BE NG HERE T,

NES
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https://github.com/ahmetb/kubernetes-network-policy-recipes
https://www.alibabacloud.com/help/doc-detail/127150.htm#concept-1357832
https://www.alibabacloud.com/help/doc-detail/65408.htm#concept-z13-qvd-sdb
https://www.alibabacloud.com/help/doc-detail/189276.htm#topic-1918283
https://docs.cilium.io/en/stable/intro/
https://cilium.io/blog/2021/02/10/network-policy-editor
https://kinvolk.io/blog/2020/03/writing-kubernetes-network-policies-with-inspektor-gadgets-network-policy-advisor/
https://www.alibabacloud.com/help/zh/
https://www.alibabacloud.com/help/doc-detail/147513.htm#concept-2366983
https://www.alibabacloud.com/help/doc-detail/164895.htm#task-2492649
https://www.alibabacloud.com/help/doc-detail/185059.htm#task-1957321
https://www.alibabacloud.com/help/doc-detail/91406.htm#task-1797722
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T2 R ARS B BACKIE IHRIEINT :

apiVersion: audit.k8s.io/vlbetal # This is required.
kind: Policy
# R EHRequestReceived MBI IERE R BEIZEH
omitStages:
- "RequestReceived"
rules:
# UTFERRFHENBDEMNEAL, FEIERUHEXLEER,
- level: None

users: ["system:kube-proxy"]

verbs: ["watch"]

resources:

- group: "" # core
resources: ["endpoints", "services"]

- level: None

users: ["system:unsecured"]
namespaces: ["kube-system"]
verbs: ["get"]
resources:
- group: "" # core
resources: ["configmaps"]

- level: None

users: ["kubelet"] # legacy kubelet identity
verbs: ["get"]
resources:
- group: "" # core
resources: ["nodes"]

- level: None

userGroups: ["system:nodes"]
verbs: ["get"]
resources:
- group: "" # core
resources: ["nodes"]

- level: None
users:
- system:kube-controller-manager
- system:kube-scheduler

- system:serviceaccount:kube-system:endpoint-controller

verbs: ["get", "update"]
namespaces: ["kube-system"]
resources:
- group: "" # core
resources: ["endpoints"]

- level: None
users: ["system:apiserver"]
verbs: ["get"]
resources:
- group: "" # core
resources: ["namespaces"]
R EIDRXLE T BRURL,
- level: None
nonResourceURLs:
- /healthz*
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- /version
- /swagger*
R EIRREBMHIER,
level: None
resources:
- group: "" # core
resources: ["events"]
# HE. EEMSNSEEER S SSURMZHEIE,
# Bk, REEETHER#ITHEIZR,

- level: Metadata

resources:
- group: "" # core
resources: ["secrets", "configmaps"]

- group: authentication.k8s.io
resources: ["tokenreviews"]

- level: Request

verbs: ["get", "list", "watch"]
resources:
- group: "" # core

- group: "admissionregistration.k8s.io"
- group: "apps"
- group: "authentication.k8s.io"
- group: "authorization.k8s.io"
- group: "autoscaling"
- group: "batch"
- group: "certificates.k8s.io"
- group: "extensions"
- group: "networking.k8s.io"
- group: "policy"
- group: "rbac.authorization.k8s.io"
- group: "settings.k8s.io"
group: "storage.k8s.io"
# E%l]APIEI’J?XlAé&%'Jo
- level: RequestResponse
resources:
- group: "" # core
- group: "admissionregistration.k8s.io"
- group: "apps"
- group: "authentication.k8s.io"
- group: "authorization.k8s.io"
- group: "autoscaling"
- group: "batch"
- group: "certificates.k8s.io"
- group: "extensions"
- group: "networking.k8s.io"
- group: "policy"
- group: "rbac.authorization.k8s.io"
- group: "settings.k8s.io"
- group: "storage.k8s.io"
group: "autoscaling.alibabacloud.com"
# Fﬁﬁﬁﬂﬁ &RHIERIAE S,

- level: Metadata
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F B E TR
KubermetesEH it HEBSEHENER, AFIRRIBEKRKEEREBEN authorization.k8s.io/decision , MR
EHRENRRA authorization.k8s.io/reason , {EFIXLEE MR ERIFREAPIEANERR,

{EFANPDLSSLSHKubernetesE{#E ) WS EBE O] e 544

NPD (node-problem-detector) 22 ZABREACKEF BKubernetes mi2IITE, TJLUET A8y
8%, #lanDocker Engine Hang. Linux KernelHang, MELXMBE . XEHRAFT R EE#ANodeE
%, #Ekube-eventera] AT R EHEENAR, FR7 NPDI ZI A9 EE B TS o SC A a) R &2

%, KubernetesfE#HStSEANEERSNINIETEZHEMH, flINPodIRE, FEINEAMERER
o PN TFEBEBAFERHexecERIIEED[ZURGHIRIE, SLS (Log Service) BERRFSH
KubernetesS 4L LB C R Kubermetesh BYFR B EHHIRMEFME . &if). A, oIk, SEEREN,
EHNRLEHEBEARRNERIMEHREEXKR, BEIRIE, BER=1LEE,

FFIngress Dashboard4#

M8 z=IngresstA 4 TIFB BN ABEHTTPE KRB R ERAnER YD, B8, RME=ITEIngressA451a H
ERZEMEZBERS, ANMETTLMERBERSHRSEBESTFREIZEKRE ., Eingresshy o] LI E
b, MO EMEE IngressBI AR, B83F: PV, UV, e, MNER. Top URLAITEXHER,
EHMEINERVESRENS. REAMERFDMDOSK T, BEEIE, 158 Mingress Dashboard 5%,

F/BCoreDNSH*

fo] B R A28 ARSSACKERE 7 CoreDNSIE A EEBF N BIDNS IR S5 28, R 0] LUB I & & CoreDNS H &K 34
CoreDNS##rig . hRERBERELFDM, £HERSMUEREZPILIEER X FCoreDNSH) HEMTRE,
BOLIRB AR TRNSBEHZER, BERIE, B2 N5 7% ECoreDNSH S,

4.9. ZHP&2

AXEENANATRBRIERF ZE QAL ZERTR, URARENSERTREPYEAE, K

.

%%%l@\

RENLLRESAWES(Soft Multi-tenancy) T8RS (Hard Multi-tenancy) .

e XREFELZHAMLWABNSAT R, ZESTRAREELEEREF, BRERATHHEMNEHNLSFRP
X T REN R 2T HITHII .

e EREFZHAINI/MEERSHNRSHNRE, AFZUSESTEEZRIEADEAFPPISERAENREY
2, WNEFPZEUREFSKSSZLAZ ARFEEEHAKENTRK, AEEEETERNBRIEARZESF

.
L E 2|

1@’3311/){1%%}%% Kubernetes #%HEESEEMK%%H, WJ&D namespace . roles . role bindings A
& network polices , AP ZESLIBENE. f, =reac TILABIEEFIBRFIBNFLEE
iH, qoutas F limte ranges ??z%ﬂ%ﬁ‘%ﬂ):‘ﬂui‘é%%ﬂ’\lﬁﬁ%ﬂﬁi%, M network polices T PABA LE
BEINAFRHEZ BN NBAREFREEESE.

XERFEEAGEREILERBEAREFN rod HE—NHR, BOLMER nodeselector .  anti-
affinity MM, taints F tolerations REBEFEABEFHPodAEIRARNT R L, XEERA
BIBEFTR. EHFPFHERZSHEET, XEHPSTEHEISERERAES.
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https://www.alibabacloud.com/help/doc-detail/125679.htm#task-1461430
https://www.alibabacloud.com/help/doc-detail/195702.htm#task-2005246
https://www.alibabacloud.com/help/doc-detail/213461.htm#task-2074495
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£/ Namespaces LIMHRBSHEAAWERAFLREGIZEANIRIIEX, AAGITBDELBEENE
BNR., MREFEBEEEEGRTE, WUEEEHANMEGREZE,

FRRZHE, SPRERNBRATASEHRNETHNMERSEN coreons BIEEN ., WEHEE T AEEE P
@ Pod HIE{T dig SRV  ..svc.cluster.local RF|FYFMH., NMERBEERFINERENETHR
SHIDNSIEREVIE), 1HER corepns MIPTXIESRIEIEMS, BAEME, 1§55 Mkubemetes-metadata-
multi-tenancy-policy,

o RWRHERKIEE

F—REECUKRES, ZHRTEHNFEAPHRERVALE, XthERYRRSKSSEHREZNER
B, BARSERESHINITENE, EREXMUVSESNZERBRIBXNTEN, SMEFPBEES
S5—MTEER (BINERIIELEIBL) REs—E

EEURMFERT, EHEERABEARLERZZANEERE., RoUULNEEEEEE, EREE
, EEMABRBFHHEZHOBRENR, AFMINSIEREEXONR (N deployments .  servic

es . pod . jobs F) HIT crup BME,

Dockerf@t MR B FIE AR PRI LUER Y, HEFERMFSES, FlaNPodR =K (PSP),
MRAFEFTRNRE, ERERFIAFDGEZEPRS ZBOER.

e KubernetesHIfR$S (KaaS)

WLZAF O A FERZiRMtKubernetesBI RS (KaaS) B2 %, #MHKaas, BHNNARFESEM—A
PaaSHREZHIEHISS M CRDES—RITEERZ=E D, P EESKubermetes APIRE2RE, HE AT
STIESRBE T RINFTCRUDIRIE, BB BENITIREE, AR FEFIENEEMIBECHNHERTE, ERMUL
MRED, HPEEEEESTACERE,

EENERBERREMR,, RoseEESLE /& HNetwork PoliciesbA &z Pod Sandboxing, BREE, i

S og

SNLZeHEE,

o WHEBEPARSS (Saas)
EFRED, SMEPHSEERDETHNARFNS EXLFBEXE., SPNLIEELHEECHEUE,
HERABEEIMTF Kubernetes rBAC BIEIRAYHR)IRE],

5HMFEARE, SaaSHKIETHNBEFRE®ES kubernetes a1 RE, MaESaaSNARFRARS Kube
rnetes API ﬁED,lﬁUi%%ﬁ\*HFFE%EE’\]XTI%O

Kubernetes|R & fic &

Kubernetestt 22 F R E R EAFHNARHHEEFS, IR TFEANENIFAEEHNNMERAF ZEH
=, BOLMEAEMKubernetesy R RIMELHEFRENERN, fitl, oTMERGREZBAMNETFAGHIAIDE
24 ( reac ), UEBBELEEFPRIIES., B4, ouotas M Limit Ranges T BFEHISNHEFT]
PUBENERRRE., AT, SERE—RERARZRSBRNEN ., XRRMGERENEFRENLNHIE
R EETUMRRAEREEIZEN LB secrets . ConfigMaps M Volumes . RTJLAE

L kubelet , XEAFRAT SNEUNEEBHEANEQBRE, THEMKubemnetes/f 4 o & o] LAFS B R 1K
fERABKubemnetes XN BEHEFAFEHNNEE, E—ERELIY ERHSIHEFZENES.

o HRTE

Namespaces 2 LR ZFHMES , NamespacesRIFEEERN N ARMNIZIER . Quotas. Network
Policies. Service AccountsFl1E i FREX REPEFEEENamespacesseEALIMESHE,

o AuthN&AuthZ&Admission
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https://github.com/coredns/policy#kubernetes-metadata-multi-tenancy-policy
https://www.aliyun.com/solution/cloudnative/securecontainer?spm=5176.21213303.1391245.1.4f323edayDJh1a
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ACKEEBEREAN 7> ARAMEZINFIRBACEE IR NP B, HPRAMBRER FEBERZEON RS, 81
X ERFAICRUDI R (BT, ¥ HE . ANMTRFHEIE) , MRBACGEN A FEE NEBKubemnetes
BRERLH DR, TR ERREG ST AAENELEN, AKEREEARFNAFRHET
FAEEINMERCER, BNZHAESIHEFEEXNERAE, IIZFIHERFHNENR, &
BE, BELEmt,

o MR
BIABIRT, Kubemetes®EB¥thBIFAHPodEARIFHEEIE(S, A Network PoliciesSE UL EINR E .

e Network Policiesf F#R&E S Pl SE B R FIPodZ BIHNIRBE, EREEFAZETRNEIRENSHI KR
h, FEHRMASEAN:
o E4PodZiEEEHIBIAMN
o RVFFTEPodE B DNSR S 28 LA T B FRARAT

o R ECE & PR 5T Bl

QuotasHFEXEBTIEEN TERFRESI, FHQuotas, EOJLAIEEPodI]LUEENRACPURINE
2, BUMRFITUEEEAHETEPHRNEZRE. Lmit rangesRIFEEBE N RFHI&R/IME.
RAEMRINE.

EHZERPIIEFRZREEREEN, RATMIERARERFAER. B2, NEHNLREH
BMESMEREZ, NSBEMAETHRINNARFUIBAMEREK, ME—MPodiiERIZREBAE, LRE
BRRARBITHANAE, TRMSARBIICPUEREEN., KREXTME R, PodiJitLERTHM
FRPIKE,

ATHIEXMEREE, BRIZESHEFPREPXNGEZTELEQuUotas, iaHITEFEEE L EPodE
IEEERMIRSE, XBEMIE T ARSI Pod o] LUEEN R RS REMBENIELRS XK,
EKaaSHpEH, EuLMERQuotas kN BEHERIUSHFSENFRE—E.

e PodfikZ Mt
WMEBARRNZFIEHEARNRSRKEE (QoS) i, PoditskcEkMitHSREH. M, EHAPodfii%k
%, IBOLVEEFANPodEEEAUETFEFBINMERIZET. HUHESEAREN, Kubelet& MWEFBIKE
EREREPodABHE AN S R EHPod, ESaaSHESD, BEXMARNBERESESHREEREMN
MEMTESNENEFPRERSHE.

B

FRZHERENZLEER, BEBXONEMHLEREERSHEEENNIHERIR, NEERRATES
T8 R S P ARG X P XL B2 -

o RN
L FREBDockenzZiTH, REVEATIREMN—RINB[STIER, aTRULBRNERETE—NE
ERMVPEREDS, AERINAZ, EREFNZL2REEEN,
ZEVERINEESTAUGHARS. HERE. HEREES. SHFAASREESHR. ERALTDHN
Y, NHREFIMIER/N, FEREESDockerER—HNAFKY, FINBE. EiE, BHE, E2F
B, BEleaiEig,

e Open Policy Agent (OPA) & Gatekeeper
OPA (Open Policy Agent) 2—FINAERKHIRIESI%E, ZFFHEMBIEIPolicy DecisionsBr35H BEK8sE
BOELfa 7 ZNA. S ARBACESEZ AN ENREAEBHEEVNASHKNRLERN, o
PAIE Y OPAIR itobject B 4R Bl FI KL FE 7 D) SR BR 124, Gatekeeper2—KubernetesE NIEHIZS, T
E R FAERE N Z HITIE EME IHOPARE, ELER, BE8EGatekeeper,
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https://www.alibabacloud.com/help/doc-detail/119596.htm#concept-268689
https://www.alibabacloud.com/help/doc-detail/142151.htm#concept-2329190
https://github.com/open-policy-agent/gatekeeper

ARk KuberneteshR REXK- £

B B OPA 5t EHINet workPolicy KBS & X & & FLabels/Annot ationt BEas Z = EH TR, TAMER
K8s[R 4 NetworkPolicy@ 5 2 1%38 ,

e Kyverno

Kyverno —/ [ Kubernetesm & B KBS 512, oJPAAKubemnetesERF-AIIE. MEMEMREENE
B . KyvernoXz#FKustomize OverlaysMi& B R EERIGFMutatef@, HETURFRFNAMLRZRESD
TERERR, ESELR, BEKyveno,

RO LAEAKyvemnok BB tr B =8 . LMPodREMEMBELE, HEMMAERE (HIINNER
B) . BAEAE, BERERCE,

T e

BEETNBSAENEFEERMAVER RN, SRXERFPZERETIEERNES, BEUTLD
=

o HEHARZSAFPH, RASRE. BEANFTENSIMEHRIMEFHFEME, MELEEERZBHE
HERR. IFSSEEA, EP—HoEHREANFA, EEHUKIEFA,

o TMURFEWVIAMESHRTIAREEXLEER. RENBDNEE, EENE LTFIEHTESESS
&,

o MElEGR=EMELL, NFMHEFEREHRSRE. ASERENTUNTEREBENSaaSHKZH, TE
RAESATE,

KXR7E
Kubernetestt KEAINREIR S B A NRAURESANHE ., SHPRNENE (SI6) EREEI
AN B SRR IR L B

e Virtual ClusteriZ =R T —fH&H, BT AEEINEMNEF (HBFRA “Kubemetes on Kubernetes” )
RIS TEARS I EIRLH, EIFAPIServer. Controller ManageflScheduler, EZ{ER, &3
IRVirtual Cluster,

o HNCIRZE (KEP) #IR 7T — MBI RENRHERKURBFERRRFHEIZINENEGIZEZEERE
RFXEWNAGE, BE2ER, BSRHNC,

e Multi-Tenancy Benchmarksi2 R T EAGEZ R EHITRBMNTREZERNER, URGESITIA
Kubect-mtb A FRIERE/RENIERM. BELER, wWELMulti-Tenancy Benchmarks,

X3
k-rail
kiosk
e |Oft

\_H

e DevSpace

SRR NEB/NE

4.10. FHZ2

BENRERIEBRNIET, AXEENBNARIPACKDEENNRESMH.

EHETELZEETURITER B/ SCS BenchmarksH1E £ 1N B 45

CIS (Centerforinternet Security) E—NME=AXRLAE, BHTEREZ LHRPOESXS KA. BFFH
B, ZRNE—EITENFNRESIERBRS R,

> M AEhRAN: 20220701 74


https://kyverno.io/
https://github.com/kyverno/policies/
https://github.com/kubernetes-sigs/cluster-api-provider-nested/tree/main/virtualcluster
https://github.com/kubernetes-sigs/hierarchical-namespaces
https://github.com/kubernetes-sigs/multi-tenancy/tree/master/benchmarks
https://github.com/cruise-automation/k-rail
https://github.com/loft-sh/kiosk
https://loft.sh/use-cases/managed-software-multi-tenancy
https://github.com/loft-sh/devspace
https://github.com/kubernetes-sigs/multi-tenancy
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CIS Kubernetes& % 2 (X FiRKubemetes K TIRAFIHE SN, SERTEE ZNAFEMNEITIRAK, B
AENELRASHENKubermnetesiRAIEXE, ELER, BESMCS KubermetesE 4,

BARARCS KubemnetesE4L B8 7T EXEMBEENEXAS, SAZRESHTEERETERALREE
B Kubernetes&EEE, BAIRARCS KubernetesE & HAREEEMEZREE., Alt, MERBEASHEKE
T EFESACKER N AB &E1H=B9CS Alibaba Cloud Container Service For

Kubernetes (ACK) Benchmark,

fol EE = ACKEEEE F-CIS Alibaba Cloud Container Service For Kubernetes (ACK) BenchmarkSEIL T BRIAZ
2E., BESER, 38N EHsecurity-inspectorB LI ER 22 SEL RS,

NFEHTREENOSES, HAZAZREZBEANAAKRSHEEIRM T X MACS Benchmark, 8%

Alibaba Cloud Linux 2, CentOS. UbuntuZ, Alibaba Cloud Linux 2AREME=REFBRERAER, HE

ACKEYEEBMIAR A E &, Alibaba Cloud Linux 27£20194088 16 H IE @313 7 CISA LR ML EHNIE R H X

Yh & A CIS Aliyun Linux 2 Benchmark version 1.0.0, EZE8, H&CIS Aliyun Linux 2 Benchmark version

1.0.0,

OB FAACKER BT R RERSEN T2 M, BRIRME, B2 WACK QsiE S HiE,

MERRBEERERLZSIMAMN (GB/T22239-2019EE RN AME L LS RRIPERER ) hitiRE

AZREN—EERFIFEXR, EFZEFEERFAlbaba Cloud LinuxsEi,

BELMERACKHNERNMBEEE R EUTESEEMNEK:

o BINESR

o =

o TLHIt

o NEBHE

o EEAWPHE

FRRNERZZE2POLZLBTEE

MEBEZZE2 PO R/ITACKERT SANRANZ2IRBESHMGFF, 81

o BAMRE: IEHFNERFBAXEFTHENHIZH—REEMEE., BUERBIEERAETERSBINELE
FiREXE. Faia—8#EM, SEELEtt T BEETPNREMNXKEER.

o BANE: BEEANTNAINRSH[REFRSE. MEE. RENSSNEEHRTZ2EN, FREQNE
RRBFMMER N, BEOENRETUBEHTRAREME, BRARKEHBELEENEK,

o ZEABRERE: ZFAERENENSMNERKIR, MEZHEEH ., HiEke, BEHIT, BESE.
BEMZ2PF AN EEACRU ST RT2RENNE, THERNANENE”REE N HIZHEN
HEELR.

o BRZEAH: IPNRHEIFENSLRRRE. NARKE. TEEAR, BEXNEN SRR HTRN
MRz, HRHBREENR, NERE—HRNRFEERN, LRERRREEERE,

R/AME T REV TR AR

SERENTRETIEERON, JMBEERSERSEREHE, B Workbenchal & VNC#HTA M

8, AATREHAWEP, EE2AMIFIE, NiZEAKNRZSADEEACKIHREKE, REIHEEE,

HAZEEAKZE2APRFNTAENHRONEE, STFREEARBENKD, LIRFIIEIRIER,

BREECSRERESLK

ACKZRIAfE A Alibaba Cloud Linux 28I ECSSEAIE NACKEIT &, X FEMRE RECSIAERIRTIES X
2, FeleesETE,
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https://www.cisecurity.org/benchmark/kubernetes/
https://www.alibabacloud.com/help/doc-detail/207760.htm#task-2057944/section-mwr-433-41r
https://www.cisecurity.org/benchmark/Aliyun_Linux/
https://www.alibabacloud.com/help/doc-detail/223744.htm#task-2081336
https://cs.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/257799.htm#task-2084924

AR Kubernet eshi

XX
e ACK CIS/nE s F3 i BF

[ ]
o FERARIERSAlbaba Cloud Linux 2
o iERESHR
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5. 77 1%

5.1. L StatefulSetiF Ak EMHE N HIEST
- CSl

BIRABRS Statef ulSet X #5&13 VolumeClaimT emplate A &M Pod Bl PVAIPVC, 3 BEMIBRFR 2 PodBY,

AeMipRStatefulSet BIPVAIPVC, ARIABN B UNEZ3VolumeClaimTemplateSLStatefulSetF A 1F
fit,

AR
BlEEKubernet esit & iR 8
NAH S

BIRBIRS StatefulSet U G =

s RENMEBRE: AFMERYT R, RERBEXNMFKR#IT (BIMOEIN-1, ET—1PodiziTZ
B, FTBZBI89PodJUER Z RunningflReadyiR7) .

s RENFEBREF: AFREIMIR, FEREEXNIMFKI#EST (BDMN-TE/0, MN-1EI0, ETF—1
PodfTERZET , B ZATEIPOdEHEEMIRTA) .

o IREHIMEIRE: PodEFAEEEPodNameFHostName AR 3L,
o BRENIFALEME: ETFPVC, PodEHEEEMALIDEIE R A (LEE,

BRSRSB-StatefulSetEAA R :
#id volumeClaimTemplates HEIBIZEPVCKPV,

@ StatefulSet RS

@ 88 volumeClaimTemplates: % R—%EPVCHIIEIR, RASHRIEGRBIRS-StatefulSetE B
replicas#i &, SIEBNHEHIPVC, XEPVCRTREFEA—HZIIEMEEHE—HN,

1. FRAUTRE, Bl@statefulset.yaml,
BlE—ServiceMStatefulSet, HHiI&EiZStatefulSet® 324 Pod,
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apivVersion: vl
kind: Service
metadata:
name: nginx
labels:
app: nginx
spec:
ports:
- port: 80
name: web
clusterIP: None
selector:
app: nginx
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: web
spec:
selector:
matchLabels:

app: nginx

serviceName: "nginx"
replicas: 2
template:

metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx
ports:

- containerPort: 80
name: web
volumeMounts:

- name: disk-ssd
mountPath: /data
volumeClaimTemplates:
- metadata:

name: disk-ssd

spec:

accessModes: [ "ReadWriteOnce" ]

storageClassName: "alicloud-disk-ssd"

resources:
requests:

storage: 20Gi
© replicas : AFIPIREAN2, FREIE27Pod,

[¢] mountPath fﬁ&gggq]?%ﬁkﬂ(]'ﬁ[%o

[¢] accessModes : IFIAIETR,

0  storageClassName : APIBCEN alicloud-disk-ssd , FRERAHZEMESSDEBN=E,
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o storage . ?EEEF_\'ZFFJE’\JEFHEO
2. PITUT &S, EBEStatefulSet k%,
kubectl create -f statefulset.yaml
3. TUT®<, EFEEZENPd,

kubectl get pod

FER % -
NAME READY STATUS RESTARTS
web-0 1/1 Running 0
web-1 1/1 Running 0

4. AFTUATEHS, EFPVC,
kubectl get pvc

FHARI -

AGE

6m

6m

NAME STATUS VOLUME CAPACITY

SS AGE
disk-ssd-web-0 Bound d-2zegw/etb6xc96nbojuoo 20Gi
isk-ssd 7m

disk-ssd-web-1 Bound d-2zefbrqggvkdl0xb523h 20Gi
isk-ssd 6m

IIEPVCRIRIEStatefulSet REY BmMY &
1. FITATHS, ¥ BStatefulSet RS 23 Pod,
kubectl scale sts web --replicas=3
FREREIE :
statefulset.apps/web scaled
2. WITUUT &<, EFY 8FHPod,

kubectl get pod

FoER % -
NAME READY STATUS RESTARTS
web-0 1/1 Running 0
web-1 1/1 Running 0
web-2 1/1 Running 0

3. ITUAT®E, BEEYT BEHPVC

kubectl get pvc

TRHA L

AGE
34m
33m
26m

ACCESS MODES STORAGECLA

RWO

RWO

alicloud-d

alicloud-d

79
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NAME STATUS VOLUME
SS AGE

CAPACITY

disk-ssd-web-0 Bound d-2zegw7et6xc96nbojuoo 20Gi

isk-ssd 35m

disk-ssd-web-1 Bound d-2zefbrqggvkdl0xb523h 20Gi

isk-ssd 34m

disk-ssd-web-2 Bound d-2zedjx1lzymn4n9j3pic2 20G1i

isk-ssd 27m

o] LAEE], StatefulSet¥ BEI3/NPodfg, PVCHI BEI3N,

RiFgE AStatefulSet/s, PVCREFAZE
1. T THE, ZERStatefulSet RS EI24 Pod,

kubectl scale sts web --replicas=2

TRHA -

statefulset.apps/web scaled

2. YT T &<, EEHESFEHIPOd,

kubectl get pod

TRERRI L :
NAME READY
web-0 1/1
web-1 1/1
PodiHEE AR N2,

3. T T @S, BERBEMPVC
kubectl get pvc
FUER% -

NAME STATUS VOLUME
SS AGE

ACCESS MODES

RWO

RWO

RWO

STATUS RESTARTS AGE

Running 0

Running 0

CAPACITY

disk-ssd-web-0 Bound d-2zegw/et6xc96nbojuoo 20G1i

isk-ssd 39m

disk-ssd-web-1 Bound d-2zefbrgqggvkdl0xb523h 20G1i

isk-ssd 39m

disk-ssd-web-2 Bound d-2ze4jxlzymn4n9j3pic2 20G1

isk-ssd 31m

38m
38m

ACCESS MODES

RWO

RWO

RWO

ZEAStatefulSetE 24 Podfg, PVCIIA3D. HBAPVCREEStatefulSet AR .

KiFStatefulSetB XY BF, PVCAEEARZEL
WilStatefulSety BE%HE, BXY BE, PVUREFATE,
1. T TH<, ¥ &BStatefulSetRE 3/ Pod,

kubectl scale sts web --replicas=3

STORAGECLA

alicloud-d

alicloud-d

alicloud-d

STORAGECLA

alicloud-d

alicloud-d

alicloud-d
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FHAI -

statefulset.apps/web scaled

2. ITUTHE, EFY FFHPd,

kubectl get pod

FER % -
NAME READY STATUS RESTARTS
web-0 1/1 Running 0
web-1 1/1 Running 0
web-2 1/1 Running 0

3. T T &<, EFY BEHIPVC

kubectl get pvc

FRHER A

NAME STATUS VOLUME CAPACITY

SS AGE

disk-ssd-web-0 Bound d-2zegw7et6xc96nbojuoo 20G1
isk-ssd 1h

disk-ssd-web-1 Bound d-2zefbrqgggvkdl0xb523h 20G1
isk-ssd 1h

disk-ssd-web-2 Bound d-2ze4jxlzymn4n9j3pic2 20G1
isk-ssd 1h

T aEHMEIZNPodNSERARENPVC,

IOE M BRStatefulSetfR 3 B9Pod, PVCRIFAE
1. UTUTHS, BESHRAweb-T8Pod, 3IRHEIPVC,

kubectl describe pod web-1 | grep ClaimName

TR
ClaimName: disk-ssd-web-1

2. FITUTHS, MIREIRK web-T8Pod,

kubectl delete pod web-1

IR
pod "web-1" deleted

3. fifTAT®<, EFPod,

kubectl get pod

TRHA

AGE
1h
1h
8s

ACCESS MODES

RWO

RWO

RWO

STORAGECLA

alicloud-d

alicloud-d

alicloud-d
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NAME READY STATUS

web-0 1/1 Running
web-1 1/1 Running
web-2 1/1 Running

EftlEZ89Pod S M ERETRIPOdBAFR—EL,
4. ATUATEHS, EFPVC,

kubectl get pvc

FEREIH -

NAME STATUS VOLUME

Ss AGE

disk-ssd-web-0 Bound d-2zegw/et6xc96nbojuoo
isk-ssd 1h

disk-ssd-web-1 Bound d-2zefbrqggvkdl 0xb523h
isk-ssd 1h

disk-ssd-web-2 Bound d-2ze4jxlzymn4n9j3pic2
isk-ssd 1h

il R = R B B Pod{ & B Rk BYPVC,
KiEStatefulSet RF R AL IFE
1. fTUAT @€, EEF /datasE TR,
kubectl exec web-1 ls /data
FER% -
lost+found
2. FITUT S, E/data&E T eI statefulset,
kubectl exec web-1 touch /data/statefulset
3. T T, BE /datatg 2 T8I,
kubectl exec web-1 ls /data
FER % -

lost+found
statefulset

4. AITUTE®S, MEREIRA web-THIPod,

kubectl delete pod web-1

FRHER I

pod "web-1" deleted

5. T T0<, BF /dataifZ X,

RESTARTS

0
0
0

CAPACITY

20Gi

20Gi

20G1i

AGE
1h
25s

9m

ACCESS MODES STORAGECLA
RWO alicloud-d
RWO alicloud-d
RWO alicloud-d
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kubectl exec web-1 1ls /data

TR

lost+found
statefulset

statefulset X NAEE, REZEBNEIETISEAMGRE.

5.2. StStatefulSetIF AW FiE A ESL
¥ -Flexvolume

BIRBIRSS Statef ulSet X #5@13 VolumeClaimT emplate A & MPod I ZPVAIPVC, H BMIERFIE 2 PodaT,
A=ipRStatefulSet BIPVRIPVC, A AENBUN{TETVolumeClaimTemplateSLHL St atef ulSetIFALF
i,

%%El@\

BRSIRS-StatefulSet IR A=

o BRENHEBARF: BFNEBLYT B, TEREBEEXNIRFMKRHEIT (BIMOZEIN-1, ETF—PPodiziTZ
B, ErEZETBPod &R ZRunning®IReadyR7) .

o REMNY BXF: ERKEIEMIR, FTERBEEXNIRFKTET (BDMAN-180, ET—PodiE{TZ
B, FTBZEI8Pod 7R 2RunningfReadyR7&) .

o REMMEIRE: PodEHIEEREHPodNameflHostName A3z,

o RENFANEM: EFPVC, PodEFEAEREEHIDEEREFALEE.
BREIRS-StatefulSet ERA :

®F volumeClaimTemplates HEIBIEEPVCRPV,

MAENE:

Bl StatefulSet IR

{B4gESt atefulSet RS

RSt atefulSet fRSZ

StatefulSet REZ HIIF AL F 4

BiE &G
o fllEKubernetesit & pRERE
o @ Tkubect|T B LR

B StatefulSet RS

@ iﬁ,ﬂﬂ volumeClaimTemplates ! EH_T_?EPVCB{]*%*&, %%%*ﬁﬁﬁﬂﬁ?&ﬂﬁ%ﬁtatefulSet@E%
Breplicas#lE, GIEMBMIBENIPVC, XEPVCR T BFEA—HZINEtME BEE—HH,

1. Bl statefulset.yambBiE,

@ B storageClassNeme BB R alicloud-disk-ssd, ErERENSTESSDEBNSE,
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apivVersion: vl
kind: Service
metadata:
name: nginx
labels:
app: nginx
spec:
ports:
- port: 80
name: web
clusterIP: None
selector:
app: nginx
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: web
spec:
selector:
matchLabels:

app: nginx

serviceName: "nginx"
replicas: 2
template:

metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx
ports:

- containerPort: 80
name: web
volumeMounts:

- name: disk-ssd
mountPath: /data
volumeClaimTemplates:
- metadata:

name: disk-ssd

spec:

accessModes: [ "ReadWriteOnce" ]

storageClassName: "alicloud-disk-ssd"

resources:
requests:

storage: 20Gi

2. ITU TS, BiEStatefulSet RS,

kubectl create -f statefulset.yaml

3. ARES—TMEAD, FITUTHS, EFPIRRBRRFIE.
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kubectl get pod -w -1 app=nginx

TRERRI L :
NAME READY STATUS RESTARTS AGE
web-0 0/1 Pending 0 Os
web-0 0/1 Pending 0 Os
web-0 0/1 ContainerCreating 0
web-0 1/1 Running 0 20s
web-1 0/1 Pending 0 Os
web-1 0/1 Pending 0 Os
web-1 0/1 ContainerCreating 0
web-1 1/1 Running 0 Ts

4. PTLLT @<, EFEEHENP,

kubectl get pod

FER % -
NAME READY STATUS
web-0 1/1 Running
web-1 1/1 Running

5. ATTUAT @S, EEPVC
kubectl get pvc
FoER B -

NAME STATUS VOLUME

8 AGE

disk-ssd-web-0 Bound d-2zegw/etb6xc96nbojuoo
isk-ssd Tm

disk-ssd-web-1 Bound d-2zefbrqggvkdl0xb523h

isk-ssd 6m

{hg5StatefulSet R
¥ A StatefulSet RS
1. FITUTHS, ¥ BStatefulSetfR5EEI34Pod,

kubectl scale sts web --replicas=3
TR -

statefulset.apps/web scaled

2. UTAT®<, EEY BEHIPod,

kubectl get pod

R

ACCESS MODES STORAGECLA

alicloud-d

alicloud-d

85
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NAME READY STATUS RESTARTS AGE
web-0 1/1 Running 0 34m
web-1 1/1 Running 0 33m
web-2 1/1 Running 0 26m

3. T TS, EEY BEHPVC

kubectl get pvc

TREHE -
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLA
S AGE
disk-ssd-web-0 Bound d-2zegw/et6xc96nbojuoo 20Gi RWO alicloud-d
isk-ssd 35m
disk-ssd-web-1 Bound d-2zefbrqggvkdl0xb523h 20Gi RWO alicloud-d

isk-ssd 34m
disk-ssd-web-2 Bound d-2zedjx1lzymn4n9j3pic2 20G1i RWO alicloud-d
isk-ssd 27m

A StatefulSetfR %
1. T THS, gBRStatefulSet RS F 2/ Pod,
kubectl scale sts web --replicas=2
FRERIE :
statefulset.apps/web scaled
2. T T &S, EFHBEHPod,

kubectl get pod

FoER B -
NAME READY STATUS RESTARTS AGE
web-0 1/1 Running 0 38m
web-1 1/1 Running 0 38m
PodfV¥ECFIR N2,

3. WTUT &S, EFEREHIPVC

kubectl get pvc

TUHEREI -
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLA
SS AGE
disk-ssd-web-0 Bound d-2zegw/et6xc96nbojuoo 20G1i RWO alicloud-d
isk-ssd 39m
disk-ssd-web-1 Bound d-2zefbrgggvkdl0xb523h 20G1i RWO alicloud-d
isk-ssd 39m
disk-ssd-web-2 Bound d-2ze4jxlzymn4n9j3pic2 20G1 RWO alicloud-d

isk-ssd 31lm
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PVCRIPVH R B BEPod—E 48R
B BstatefulSetfR$
1. ITUTHS, ¥ BStatefulSet RS 231 Pod,
kubectl scale sts web --replicas=3
TRERRI L
statefulset.apps/web scaled
2. WITUT®S, Y BEMPod,

kubectl get pod

TR -
NAME READY STATUS RESTARTS AGE
web-0 1/1 Running 0 1h
web-1 1/1 Running 0 1h
web-2 1/1 Running 0 8s

3. WTUT &S, EFY BEHIPVC

kubectl get pvc

FUHERAEI -
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLA
SS AGE
disk-ssd-web-0 Bound d-2zegw/et6xc96nbojuoo 20G1i RWO alicloud-d
isk-ssd 1h
disk-ssd-web-1 Bound d-2zefbrqggvkdl0xb523h 20G1i RWO alicloud-d
isk-ssd 1h
disk-ssd-web-2 Bound d-2ze4jxlzymn4n9j3pic2 20G1 RWO alicloud-d

isk-ssd 1h
¥ /EHMEIZNPodI=ERERIPVCHIPY,

R StatefulSet RS
1. FITUAT @S, BEEBRAweb-18Pod, SIHHIPVC,

kubectl describe pod web-1 | grep ClaimName

T ER B -
ClaimName: disk-ssd-web-1

2. ITAT @<L, MEREFRA web-T8IPod,

kubectl delete pod web-1

FER T -

pod "web-1" deleted
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3. ATLAT &<, &EEPod,

kubectl get pod

T ER B -
NAME READY STATUS RESTARTS AGE
web-0 1/1 Running 0 1h
web-1 1/1 Running 0 25s
web-2 1/1 Running 0 9m

B CIENPod S M RETHIPOdEFR—3,
4. FTUATHS, EFPVC,

kubectl get pvc

T ER B -

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLA
S AGE

disk-ssd-web-0 Bound d-2zegw/etb6xc96nbojuoo 20Gi RWO alicloud-d
isk-ssd 1h

disk-ssd-web-1 Bound d-2zefbrqggvkdl0xb523h 20Gi RWO alicloud-d
isk-ssd 1h

disk-ssd-web-2 Bound d-2ze4jxlzymn4n9j3pic2 20Gi RWO alicloud-d

isk-ssd 1h

B BIPodFrfE A BIPVCE MIBRETEIPOd—EL,
5. BRAES—TMEOP, HITUTHS, EEPodMRMERCIZNERE,

kubectl get pod -w -1 app=nginx

FUEREIH -
NAME READY STATUS RESTARTS AGE
web-0 1/1 Running 0 102m
web-1 1/1 Running 0 69s
web-2 1/1 Running 0 10m
web-1 1/1 Terminating 0 89s
web-1 0/1 Terminating 0 89s
web-1 0/1 Terminating 0 90s
web-1 0/1 Terminating 0 90s
web-1 0/1 Pending 0 Os
web-1 0/1 Pending 0 0s
web-1 0/1 ContainerCreating 0 Os
web-1 1/1 Running 0 20s

StatefulSet REZMIFA L EMHE
1. ITUAT®S, BEE/datal& R THX M,

kubectl exec web-1 1ls /data

THR L
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lost+found

2. ITUAT 0L, E/dataERE T eI X statefulset,
kubectl exec web-1 touch /data/statefulset

3. ITUUT @<, BE /datalRE X,

kubectl exec web-1 1ls /data

A -

lost+found
statefulset

4. PITUTHL, MEREIRA web-THIPod,

kubectl delete pod web-1

FRERIH -
pod "web-1" deleted

5. T TS, BE /datal@ R T, RIRIGIZEXX M statefulsetF B HMBR, RPAT IR
oRHARE.

kubectl exec web-1 ls /data

FRHA L

lost+found
statefulset

5.3. BIICNFSHIIWE R R B HVME
i S5

HENNSEER)avaF &, BIRENNVMEZENT/NY, BFESEAEOOM (Out Of Memory) B, It
R TTA{EFCNFS ( Container Network File System) fEAIERBENEE, EHISRANBANERTP, 4
IVME400MEY, CNFSTILAS HEIEREBMHNBERE ., AXNBUEERCNFSBERE R IR HaVMEE
fE s,

IR R

o EflEKubemnetestERf, BEFMEEMHERANCS, BIEEE, BER0IEKUbemetesit E REEE,
o EURERRERRSEWMREA, BARE, BSREIEE R,

o EFEACNFSIEENASXHRE, BREIE, BSNIEHANFSIEENASHEZ S,

BRER
o MERBBRSERTBMENHRLECNFS, BRHERNXAFMEBRA— KSR (CRD) HITIRIL

1B, GECE. MR, Wik, £, BURRIBSEHIBE, FSER, BELEENE RS
CNFSHEIR

o MERBBEMBRRIZAC (Alibaba Cloud Container Registry) 2EMAEES. Helm Chart £ &4 0CHR
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ENTFEETRRERERSRARTE. EZER, BEATAZEZHREEESACK,
AREIM
e JavaiR BERIR AHeap/E (Xmx) B/NFPod MemoryBILimit{&, FrlEVMak&4EOOM, {EPodAk 4 OOMEY

B,
o FEfEM)avalt iy, EINCIZMETBICNFS, B SERBICNFSSjavalk EBICNFSHFF, By L. Aprof3Xff
WX, BERNSGAXSUSEIER, LS,

BRELR

1. O] LMEF regist ry.cn-hangz hou.aliyuncs.com/acs1/java-oom-test :vi.Ci & 4/ A& OOMEY jJavaizs
F, BFi&NVMEIOOM,
XFMEMERR, ESNEHEWRLAEETEER,

2. FRAUTRE, BIZ—1NE&RANjava-applicationttiDeployment,

ARBIFE BN javaig FMycodely, 1R E BB AR/NA80 MB, HEMMB RN /mnt/oom/logs, =
VMBHE A/NRH BB, $3KHeapDumpOnOut Of MemoryErrors iz ,
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cat << EOF | kubectl apply -f -
apiVersion: apps/vl

kind: Deployment

metadata:

name: java-application

spec:
selector:
matchLabels:
app: Jjava-application
template:
metadata:
labels:
app: java-application
spec:
containers:
- name: Jjava-application
image: registry.cn-hangzhou.aliyuncs.com/acsl/java-oom-test:v1l.0 ARG
R,
imagePullPolicy: Always
env: $EXTNRE: POD_NAME’\Jmetadata .name, POD NA

MESPACEf@metadata.namespaceo
- name: POD NAME
valueFrom:
fieldRef:
apiVersion: vl
fieldPath: metadata.name
- name: POD NAMESPACE
valueFrom:
fieldRef:
apivVersion: vl

fieldPath: metadata.namespace

args:
- java HAITH L,

- -Xms80m #IERNERR/NHeapBEo
- —Xmx80m HERNFHRKHcaplE,

- -XX:HeapDumpPath=/mnt/oom/logs #&400MEY, ERTFEERIEREZ,
- -XX:+HeapDumpOnOutOfMemoryError #{HIRMELREooMMIERIR,

- Mycode HUITIER .

volumeMounts:

- name: java-oom-pv

mountPath: "/mnt/oom/logs" # A 2EAEBMEH /mnt /oom/ logsREHBE R,
subPathExpr: $(POD_NAMESPACE) .$ (POD_NAME)  #{#FJ$ (POD_NAMESPACE) .$ (POD_NAME)
ERBIRHFER, FooMEEXHEREIFERT.
volumes:

- name: java-oom-pv
persistentVolumeClaim:
claimName: cnfs-nas-pvc #ﬂfFﬁCNFSHQPVC, 43*$§Ucnfs—nas—pvco
EOF

3. BEEERSEER ENEHDL, BEFZPodkE T Back-off restartingBISZE4, HBjava-a
pplicationii A & 47 OOM,
i. BRAEBRSEEEHA,

i. EEFHEENSHED, BEEE.
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RESLE- 708

iii. EEEHIE
iv. FEERERE

B

b2l

b2l

Normal Puling

<<<<<
xxxxx

HYf, BHEREHENRAE BREREAURESITHFRS.
EMNSHiED, EREEERE > S40.,

w

‘‘‘‘‘‘

Pod

gt puled

detauit Backoft

detauit

‘‘‘‘‘

4. BFNASBREENE. Ef&. TEIXEMINEE, &ETJLAMERFile BrowserfE AWebix#Iipi TR, &
SEBNASHIHEH miEH ZIFile Browsert rootDirk, #AJ58313 kubectl port-forward @<, ¥§File

Browserf F28inm MR EIARM, @SN BE8h REFEMENAS_ EHY X,

i. ERALATH#MR, BIEFile BrowserfiDeploymentFFile BrowserEZ{F R ConfigMap, ERIAFFE

80w M.

cat << EOF | kubectl apply -f -
apiVersion: vl
data:
.filebrowser.json: |
{
"port": 80

}
kind: ConfigMap
metadata:

labels:
app.kubernetes.io/instance: filebrowser
app.kubernetes.io/name: filebrowser
name: filebrowser
namespace: default
apiVersion: apps/vl
kind: Deployment
metadata:

labels:
app.kubernetes.io/instance: filebrowser
app.kubernetes.io/name: filebrowser

name: filebrowser

namespace: default

spec:

progressDeadlineSeconds: 600

replicas: 1

revisionHistoryLimit: 10

selector:
matchLabels:

app.kubernetes.io/instance: filebrowser
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app.kubernetes.io/name: filebrowser
template:
metadata:

labels:
app. kubernetes.io/instance: filebrowser
app. kubernetes.io/name: filebrowser

spec:

containers:

- image: docker.io/filebrowser/filebrowser:v2.18.0
imagePullPolicy: IfNotPresent
name: filebrowser
ports:

- containerPort: 80
name: http
protocol: TCP
resources: {}
securityContext: {}
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:
- mountPath: /.filebrowser.json
name: config
subPath: .filebrowser.json
- mountPath: /db
name: rootdir
- mountPath: /rootdir
name: rootdir

dnsPolicy: ClusterFirst

restartPolicy: Always

schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds: 30

volumes:

- configMap:

defaultMode: 420
name: filebrowser
name: config

- name: rootdir
persistentVolumeClaim:

claimName: cnfs-nas-pvc
EOF

FRERSI

configmap/filebrowser unchanged

deployment.apps/filebrowser configured
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LR 1715

gl
R
¥4

i. ¥File BrowserdY180is [ & | A dth

kubectl port-forward deployment/filebrowser 8080:80
FUERIH -

Forwarding from 127.0.0.1:8080 -> 80
Forwarding from [::1]:8080 -> 80

ii. TS, EHUEAZEAN 727.0.0.71:8080, TJLAEZIFile BrowsertiEREE, BWAZRIAKS
(admin) 21 (admin) , BB BEHER,

€ C @ 127.0.01:3080/i0gin

®

File Browser

admin

iv. BT File Browser&& R A cnfs-nas-pvcIPVCEE ) root DIFs, 5 root DisE NBINASHEE =,

¢ C @ 127,0018080/1ik

-k 9@ 0 *Q
® s </ 0= i om o0
o Myfiles fr
B2 New folder

eto
B Newfile . 3 mina
[ Settings . mat

2 mon
5] Logout

roatdir

..

RITER

¥EFile Browserdh 8] LAE B & ¥R A default java-application-76d8cd95b7-pri2 B R, XMNBREjava-
applicationty subPathExpr: $(POD NAMESPACE) .S (POD NAME) fEAMNAERKEIER.
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REHALBR, LB BRDNEREXX4java pidl.hprof, REEEEMEREFKEOOMBREBIT

#, oI java_pidl.hprof FE B M, BIEMAT (Eclipse Memory Analyzer Tools) ##—% 7347 VMR
BER.

« © @ 127.0.0.18080/ iles/rootdidefault java-app¥cation-76dBod!

prri2/ * d 9@ *»0Q
® a s ;

™ My files > rootdir > defaultjave-application 76dBod95b7-pri2
i
New folder
........ hprof
236 MB
B Newfile mhourage
[ Settings
3) Logout

95
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6.1 4k
6.1. ACKX SN EBLDAPLIE R

BECUER FmHENEH, FEEPRPEEHCHKFPARR, MEaRXEARRNAEETEE = L? WG
BREAXEKSHEMNSOBAFREEZBENEIRE? MRRXETH, AXNBUNAERER EZRTEE
LDAP ( 22 BRiFOiMN) BIxTEIIE,

%%%I@\

AERB=RNT:

o REIRSEKubernetesh (Container Service for Kubernetes)

e 7942 HIRAM (Resource Access Management)
o [DAPEEHZIFEMY: ARREKFER, XMERER, OpenlDAPZLDAPHIF LI,

X &R
B = =Xy B2 LDAPHY XM EIE I T

1. IDaaSHNLDAPY B &, EHLDAPIKS#EAIDaaS, BB AES ., WIH{EMRLDAPAFZEREEHE
IDaaSHEHIREZW (MREFBEALSERSH, JUERLTSSOHR) .

2. IDaaSHFRANRIA :
o MAZEEBIYIFaZE (AccessKey) XJERAMBFAlyunRAMFUllAccesstUIRNIFIKS, BTREAX
RAMIX PR A48 32,
o MASRAMF S IMY— 1 RoleZRAMIK S 331#%, A FERLALLDAPTRHFERNKS,

o WHAFZEEEANDaaSTELXEANTEZZANLDAPKE, AIFXEKESFEHANA, NRAMNADIY
$EHIRoleZ RAMIK SR .

3. EiEIDaaSHE R B RXJEMILDAPIRSS .
4. LDAPRHFIEIESSOBRRMERFT S, $EEUDaasSHh ¥ i A B Xf#ZEHIRolesi RAMIK SR
5. EKSERBTERTPaaSEIRMN,

SB—: KEES
B LDAPHRIZRELS BT,
1. #ITLAT <5 =# OpenlDAP,
$& 3£ 0penLDAPRIEHALDAPEIE R F LDAPHI &1 T B php-LDAP-admin,
i. FITUTHSEHERLRE,

git clone https://github.com/lilongthinker/demo-base-code.git

TUHA L -

IE5EFEE] 'demo-base-code’'. ..

remote: Enumerating objects: 12, done.

remote: Counting objects: 100% (12/12), done.

remote: Compressing objects: 100% (10/10), done.

remote: Total 12 (delta 0), reused 9 (delta 0), pack-reused 0
BAMKH: 1003 (12/12), M.
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i. FATAT MBS,

cd demo-base-code/01 ldap
01 ldap git: (master) tree ./

TRERR
of
F—— ingress—-phpadmin.yaml
F—— ldap-deploy.yaml
F—— ldap-secret.yaml
F—— ldap-service.yaml
F—— phpldapadmin-deploy.yaml
L

phpldapadmin-svc.yaml
0 directories, 6 files
B
apiVersion: networking.k8s.io/vlbetal
kind: Ingress
metadata:
name: ldap-ui
namespace: public-service
spec:

rules:

- host: phpldap.c26a7ab225d1544088735677ed906xxxx.cn-beijing.alicontainer.com #3&

ERBENEREREIURSE,
http:
paths:
- backend:
serviceName: phpldapadmin
servicePort: 8080
HEEFERAvinfm SEE LR st NRNB R B S EENIE,
FHEHEE AR S

iii. FATLAT L EIERS .

01 ldap git: (master) kubectl create ns public-service

A% -

namespace/public-service created

v. FATUATR<EENA.

01 ldap git: (master) kubectl apply -f ./

FHA

ingress.extensions/ldap-ui created
deployment.extensions/ldap created
secret/ldap-secret created
service/ldap-service created
deployment.extensions/phpldapadmin created
service/phpldapadmin created

2. MRS,

97
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i. ZZFzphp-LDAP-admin,
a. FATLAT e L 3RENingressis-& stk ,
01 ldap with ui git: (master) X kubectl get ing
NAME HOSTS

ADDRESS PORTS AGE
ldap-ui phpldap.c26a7ab225d1544088735677ed906xxxx.cn-beijing.alicontainer.com

121 .XX . XXX . XXX 80 45s

b. #£ N _EiRRERBingressiHZEZN KT, A5 FHRIABIDNFIZ S E Rphp-LDAP-adminiz &
ﬁﬁo
@ 36
= ZIABIDN: cn=admin,dc=example,dc=org
m FIABIES: admin

i. BIEZARMIKS,

a. fEphp-LDAP-adminiz 4l &AM Sfit:, BECreate new entry here, 7ECreate Object 3T
@, B#Generic: Organisational Unit, #A/5% &HCreate Object,

Home | Purge caches | Show Cache

# dap-service ©® Create Object
E] @ @@ (i ] E % ﬂ Server: Idap-service Container: dc=example,dc=org
schema search refresh info import export logout

Logged in as: cn=admin Select a template for the creation process

= ® dc=example, dc=org (9)

® cn=admin Templates: © B4 courier Mail: Account

B cn=firstson © & Courier Mail: Alias @ samba: Domain

B cn=idaas_son O 5§ Generic: Address Book Entry & samba: Group Mapping
B cn=proddev01king O & Generic: DNS Entry & samba: Machine

R cn=second-second O B Generic: LDAP Alias O B sendmail: Alias

= 2 CE=I9(E) P Generic: Organisational Role o Sendmail:. Cluster
ou=pe

© B sendmail: a
=& ou=product (2) C ﬁ Generic: Organisational Unit . SRETRIRIE
5 =p - (%] Sendmail: Relays
=& ou=sre (3) O & Generic: Posix Group

Sendmail:. Virtual Domain
Create new entry here O R Generic: Simple Security Object

© B sendmail: Virtual Users
' . s Q Thunderbird: Address Book Entry
( Q Kolab: User Entry

@& Default
~ n Samba: Account

b. MIANALREGIR, KEELCreate Oject, AXALREIZIRA dev,
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c. &Ephp-LDAP-adminiZ IS EMEMEZ, BEH EF D6l ou=dev, BFCreate a child

entry, AAFEHECourier Mail:

Home | Purge caches | Show Cache

# \dap-service ©

fp@®oln @4
schema search refresh Info import export logout
Logged in as: cn=admin

@ Refresh

S switch Template

& Copy or move this entry
[ Rename

Create a child entry

St View 8 children

= @ de=example, dc=org (9)
’.‘ cn=admin
B cn-firstson
B cr=idaas_son
8 cn=proddev01king

@ cn-second-second
=% ou=dev (8)
Ch=devoz

8 cn-devo3king
B cn=devoaking
8 cn=devosking
B cn=devosking
8 cn=dev07king
8 cn=devosking
8 cn=devi-lastnamename
Create new entry here
& ou=pe
@@ ousproduct (2)
@8 oussre (3)
Create new entry here

Home | Purge caches | Show Cache

# \dap-service ©®

= ® 0oH @ 4
schema search refresh info import export logout
Logged in as: cn=admin

= de=example, de=org (9)
% cn=admin
B co=firstson
8 cn=idaas_son
8 cn=proddev01king
8 cn=second-second
=& ou=dev (8)
$ ou=pe
@& ou=product (2)
@ % ou=sre (3)
Create new entry here

Templates:

O R Generic: User Account
O ¥ Kolab: User Entry

© 24 Courier Mail: Account

C Q Generic: Address Book Entry

O & Generic: DNS Entry

O & Generic: LDAP Alias

*) (P Generic: Organisational Role

© & Generic: Organisational Unit

© & Generic: Posix Group

O M Generic: Simple Security Object

Account, ESIBZAF{ER, A/FHEECreate Object,

ou=dev

Server: Idap-service Distinguished Name: ou=dev,dc=example,dc=org
Template: Default

& show internal attributes
& Export

@ Delete this entry

& Compare with another entry
@ Add new attribute

@ export subtree

objectClass required
©  organizationalUnit (shructural)
O [op ]
(add value)
ou required, rdn
dev
(add value)
(rename)

Update Object

Create Object

Server: Idap-service Container: dc=example,dc=org

Select a template for the creation process

& samba: Domain
& samba: Group Mapping

& Thunderbird: Address Book Entry
& Default

© R samba: Account

D sEx

FB_: BicEIDaas

& DaaS, SAHLAMKSHIENT BT,
1. BRNASHEREHE

2. EXHIGIRS, Efﬁﬁﬁi%%m

3. EEMEMED, ERKS > AKRA.
4. EEFFBRXE, 2LEECELDAP,

5. ELDAPERE BEEIRT, RHHMERE.

6

LDAPE A EEEERIRBB T &,
o MRESESHEE

=

=

#

7

AD/LDAPZ R BEMXER,
BRSS 28tk
wAOs

Base DN & ELDAPHI[E

php-LDAP-admingI K S EINER BB FFESE T,

. IHEEIDAPEENHEXER . AXEERNFARER,

EETMIR=AE,

=l

B2 IDAPIKFESEE,

LDAPRRSS XSS AR S5 il (JEWebZumE ML)

LDAPERSEXH4MIARSFIm A S, 8B R 389,

FEHZR,

99

> MAYRRA: 20220701


https://yundun.console.aliyun.com/?spm=5176.cnidaas.0.0.1f68782bpjiAoX&p=idaas#/instanceList/cn-hangzhou
https://www.alibabacloud.com/help/doc-detail/151237.htm#topic-2589290

R fE—#RIR

R A&
FHNS
BBAR

BN T

@ 88
LDAPECERBEAN T :

IR R 0penLdap, ®ER userPassword,

MR EWindows AD, & & A DistinguishedName,
R E0penLdap, REAN EntryDN,

EHEZFEE, Wimal,
EEZFRE, WtelephoneNumber,
TEIDaaSHh K B B RBR.

7E B MADELE LDAPE) Ik Bl IDaaS R A B B BHAZ T .

o LDAPECEIKS XM EHE RDNZHB A

m ZIERFDN: cn=admin,dc=example,dc=org

m ZE5: admin

o REFUENZREEMUEERSE, FAANETNHER, RARETHRE.

o MREBRBRLSEHANKSEIFIES, oJbAfEBase DNLESEFERSNREREIT; MR
REMFA—MRERNIIFTERS, EEHITIDAPEETTLIRESMIREIR,

7. EANALASKS, BERBRESBIESLNADS NP R ALY,

A =RIRS Kubernet eshi RAELE- 124

24 R

EERDN BLDAPEERIRNEERKS,

= LDAPEIE R0,

Bt} R EAWindows ADE,OpenLDAP,

LDAPEF ZAR RS RRENEH.

REFKE L ELDAP REAZASER.

o FERITAEHM

BR& LDAPHE P EEX, —RHACN,

ShEID » 1R ZEWindows AD, i&E N objectGUID,
® IR EO0penldap, BEAuid,

T = R EWindows AD, i&& R unicodePwd,
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BRAIESL - E 4 H[ERRFZKuberneteshr

FB=: BEEIDaaSERESR
1. QIERNA.
i FELPBEERAMSME, HRHEA > RMAA .
i. ERIMAATENMNAIDIT, %#%plugin_aliyun_role , AEBEEEHANERMAA .
iii. EREHNERD, BEFMSigningKey, EEREXEER, AFRERXK.,
iv. B BARA AN %R TLDAPEE

@ B HABAKESSES A6 EAlyUNRAMFUlACcessA IR BIRAME IK P (S &,

v. BERR,
2. RBALBRRA,
i ELAEBRAMSME, EEEN > NAEK.
i. ERNAERARNA/ARE, BEERNANERALNG,

iii. ESLFIFBEREMSHLE, EENA > MANE, AFERENAENNFE, ENAEEXE,
BHEFFR.

v. ENAFEEERD, 2ESHIDaas SAMLTEEX#.
v. ERAMEFI S EMEHEE, BESSOERE, REEABSSONE, RHMESMRME.
vii B ESHRABER, ESRUEBSER, RELEXH LEREEXY, AERTEHE.

RS MmiEHE

RS

BRI 56N R

* TR

e

ED RS e ]

vii. BIZERAMAREASHRMBEHEN., BALSBIESNoZaELrn 50REENRAMAEE,

viil. FENESHEREIEEMNSME, GRNA > NASIX, EBRNAAN, BE¥EE, RE
EERFPER - FRPRE, BEEENAFEKR.

x. EFKPRE, RERMNKSXE.
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B8 PRSSKuberneteshR = (SR

x. ERMKSXEKER, EEEKRFHNFKFAER, AERERE.

OFY:
EWHS AR A TEK P DS ABLDAPE PG,

FIKRSEREHNIR, @4 Enle®EKSIRGE, BIXHHEIREFRSINAGE
RACKEIfullAccesstL R .

FRIY: hBEREREEINIERIDaas
CBEUASHEERESENSME, EFIAE > AER.
CENERREA LA, BERIMAER.

. EFLDAPIAERFH B EH A MBI MIAER.

. HERERER, ARRERRK.

—_

A W N

D & %PREER, SWNEERLESRENH R, GXESRERSS, HSMLDAP
WIEER,

SEBE: EEWR
BETREAERTENEEEENR.
1. TS EERE A ENSHA, %wI2ERI,

2. BERELAAMNNAFRERAMIENENKE, AEREIIDAPANIEE,
BAXIDAPANIEERHNEZER, BSLIDAPNEES,
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S

SR s YE REEREKuberneteshR

7 .S {45

7.1. {EFHack-autoscaling-placeholder
SLHL B 25 P P 48

ack-autoscaling-placeholderA £ N BHMYT BRETEDX, EERTIEAREZEREBHNMELETER
TREBAENERHSR . AXNBUNEERack-autoscaling-placeholdersSL I & 25 FM R (B 4E

AR R
EENACKERTBEMNHE. XTHEADNBRENRIESE, BEAD A0,
BIES R

1.

vk wN

o

BREBRSEREHE,

EEHNaENSHED, EZEhHE > NAHH.

ERMAERTE, #FRack-autoscaling-placeholder, /5% $ack-autoscaling-placeholder,
ffack-autoscaling-placeholderiim, $#H—RIHE,

ARIEER, SRERNRNEZE, RERET—F . BEChantjfREX, FESH, RERTHE.
RIERING, A > HelmiE, JEEIZNARTSAHERE.

AEHEERAMNSHED, EEMA > Helm,

. fEHelmZi®E, Bifack-autoscaling-placeholded®EFHNER ., AEEER AT ERT, BN

YAML, AGRTHE.
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=
HX

(=

;‘g

- (48

nameOverride: ""
fullnameOverride: ""
#4#
priorityClassDefault:
enabled: true
name: default-priority-class
value: -1
#4#
deployments:
- name: ack-place-holder
replicaCount: 1
containers:

- name: placeholder

image: registry-vpc.cn-shenzhen.aliyuncs.com/acs/pause:3.1

pullPolicy: IfNotPresent
resources:

requests:

cpu: 4 #ZIR G I4c8c

memory: 8
imagePullSecrets: {}

annotations: {}

nodeSelector: #7 RIER

demo: "yes"
tolerations: []
affinity: {}
labels: {}

8. #E L1ELAF M PriorityClass,
ARG E X — MR LR R S B PriorityClass,

kubectl apply -f priorityClass.yaml

apiVersion: scheduling.k8s.io/v1
kind: PriorityClass
metadata:
name: high-priority
value: 1000000 HBCE MR
globalDefault: false

description: "This priority class should be used for XYZ service pods

9. BFXIRNTIERAR,

kubectl apply -f workload.yaml

only."
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apiVersion: apps/vl
kind: Deployment
metadata:
name: placeholder-test
labels:
app: nginx
spec:
replicas: 1
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
nodeSelector: T IR,
demo: "yes"
priorityClassName: high-priority HXBENF P EEMPriorityClassB&o
containers:

- name: nginx
image: nginx:1.7.9
ports:

- containerPort: 80

resources:
requests:
cpu: 3 #SEFRA B TIRET R,

memory: 5

MNTEOUES, LRI EREMTPodEE T SERMPriorityClass, HT RSB RARKE, S¥ 41U
A EplaceHolden#/TIKIE, U 547 E 2 placeHolderd FPendingik7s., B FEEFIE T B8RS,
R SSMEACKERHRTY B, TUT LEAZNHDREE .

e VTR =it FREAKTF R SRR B fives

ack-place-holder- registry-vpc.cn- 2020-09-27 =2 HE

17:45:16 = -

=4 0

=) VIEIAR = HRAKTIEER FasEhRA B e

workload-58f5f5ch49-q5sp ninxlatest W 0 o L6 2020-00-27 17:47:28 wE | BE | B~

SCIR R IR

ERMERIERR (2H) NEUSRKEBHRE, UREHEMPodIILMERNEIR, MREEHREURAN
Bk, BEENIHRBESBEESVES[MOANRRES, SMREEF, REESREERMCluster-
Autoscaler, BEERHEITH REENYT R,

7.2. BERAEZEHEXRZ R
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Alicloud Image Builder2[IE=#E LN —REHGEETR, ERBIESZNAX B ARER. A
Alicloud Image Builderf 2 HERER AR R, BESAKERT RIMNBENERINEE, oTMRERT &
T, AXNBUTEACKER D Alicloud Image Builden@idjobl A RWE B EXRERAB R,

AR &4
o MEBIE—ACKEERE, BIRNEME, 155 ”AlJLKubernetesTE%H&Eﬁ
o {Ffkubect| TEEZRER, BRIRIE, 1B Bidkubect | T BiEiZERE,
#RER

BRRSACKT R SIFACKERT REVRME ML, RACIBT R, RENBRERRREEIECent0S,
Alibaba Cloud Linux 2FERRRR, ELRBHBEASHIGRNER. ERHN—LERERHESY
BERT, UREANEMBEEHREHEERNNFR, MERRMHAlcloud Image Builder, TJLAFENA
MERTEHCHEEXRERRARR, TMURSERII TR BENERNK.

{ERAAlicloud Image Builderf| 2 B E X &40, BB jobE CronjobSE G MBES T REIER AN
i,

EAACK JobREHWBBHENRERAERK

ARSE I B 2 A build-confighYER B AN Z A builddjob TR £ AF, xBEN{aE A Alicloud Image
Buildertt EME B E N RIERAER.

1. BI&E Abuild-confighVE. B A R EMZRIERARRNSEL.
i. ERALATYAMLAABIZE R A build-config.yaml 3.
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apiVersion: vl
kind: ConfigMap
metadata:

name: build-config
data:

ack.json: |-

{

"variables": {
"image name": "ack-optimized image-1.20-{{timestamp}}",
"source image": "aliyun 2 1903 x64 20G alibase 20210120.vhd",
"instance type": "ecs.gn5i-c4gl.xlarge",
"region": "{{env 'ALICLOUD REGION'}}",
"access key": "{{env 'ALICLOUD ACCESS KEY'}}",
"secret key": "{{env 'ALICLOUD SECRET KEY'}}",
"runtime": "{{env ‘RUNTIME }}",
"skip secrutiy fix": "{{env 'SKIP SECURITY FIX'}}"
s
"builders": [
{
"type": "alicloud-ecs",
"access key": "{{user ‘access key'}}",
"secret _key": "{{user “secret key'}}",
"region": "{{user ‘region'}}",
"image name": "{{user ‘image name'}}",
"source image": "{{user 'source image'}}",
"ssh username": "root",
"instance type": "{{user ‘instance type'}}",
"skip image validation": "true",
"io optimized": "true"
}
1y
"provisioners": [{

"type": "file",
"source": "scripts/ack-optimized-os-1.20.sh",
"destination": "/root/"
3y
{
"type": "shell",
"inline": [
"export RUNTIME=docker",
"export SKIP SECURITY FIX=true",
"bash /root/ack-optimized-os-1.20.sh",

ERYAMLF S R SHBRNT .
Alicloud Image Builderfig & X 4895 # R 5%
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24

variables{"<
variablel>":"<

value>"}

builders{"ty

pe'":"<value>"}

provisioners
{"type":"<valu
e>u}

~BIE

variables{"acces
s_key":"{env
ALICLOUD_ACCES
S_KEY}}"}

builders{"type":"
alicloud-ecs"}

provisioners{"ty
pe":"shell"}

BEMBLROSHER

24

access_key

secret_key

region

image_name

source_image

PRESET_GPU

*
B
Bt

EX T Alicloud Image Builderf £ HEIHNEE (
) o

variables

@ 3B MEBEBEE, HMAcesskey (B ac
cess_key # secret key ) BAREXHMNIE, &
EERHENXKE, ERRBRERENTEFIMILERS,
TENERREFETHORAE.

BAREMS ( builders ) . HigBtypeRaliyun-ecsty,
FETHEERERN, SIGNCIZE—PDECSEFIRTHEREE., 8
BEEME, ECSELHESBEMBEER,

BREEES ( provisioners ), AUEXEEEIRETSZA

RINTHIRIE., HigBtypeA Shellit, HBBERHIZShell

Provisioner, FRfEEELINUXSLAE BT —E&Shellss

%, B, $47Shellii € yum install redis.x86 64 -y
%% Redis,

X FProvisionerftENESER, 152 LTXHIProvisionerfg

BENA,

~E iR BEE
#RB9AccessKey ID, &

LT AINPyXXXXQ**** Z3#15, B8R =)
AccessKey,

CM1ycKrrCekQOdhXXX B AccessKey -

XXXXXX[7y**** Secret, =

cn-beijing BiREEXERNE -
g, =
BiREEXERNE

ack-custom_image R, AAFEEEER 1%
£

aliyun_2 1903 x64 20

o alibase 20000004y EERBERGHE

o - T BRARERID, ©
MBLEGPU, MiEE -

true =

.

i. ITLULTHLERZAlcloud Image Builder® &2,

kubectl apply -f build-config.yaml
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2. BIRJob TR ASTAL B E X RERRRGHIWE,
i. EALLITYAMLAE IR A build.yamly S 44

apiVersion: batch/vl
kind: Job
metadata:
name: image-builder
namespace: default
spec:
template:
metadata:
name: image-builder
spec:
containers:
- name: image-builder
image: registry.cn-hangzhou.aliyuncs.com/build-test/image-builder:v2
env:
- name: ALICLOUD ACCESS KEY
value: XXXXXXX
- name: ALICLOUD SECRET KEY
value: XXXXXXX
- name: REGION

value: cn-hangzhou

command: ["packer"]
args: ["build","/config/ack.json"]
volumeMounts:

- name: config

mountPath: /config
volumes:
- name: config
configMap:

name: build-config

items:
- key: ack.json

path: ack.json

restartPolicy: Never

i. AITLUATHLEEobREBHBMERERARR.

kubectl apply -f build.yaml

3. (T]ik) BERAKEHIGEEAEXRHEEEDR.

MERRNSFEREAS., BESETHEIRPHTHNE— TSR, SERESH. IZIRNE
R, MZERYE. SIZERERNRRIGNRERS, BUMRTUTSREEREGEEAS.

i. BEREERSEEERGA.

i. EEFHSENSHED, BEEEH.

iii. FEBIIERNED, RHEETERZIRAEBRERANRES TR,
v. AEREERENSHED, EETERAH > F5.

v. BESSIRSD, HE ESOENMES (Job) , HETEHANRESTHER.
vii ZBRMESFEBR, EHESRE, RREERGHEERR.
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Provisionerfic B+ 43

Provisioner@ e e A SRIER ARG 2, EEEETHNRTHETFREMEERGNVAN . ERXRE
HATRERGIERINETETEHIERE:

ZERME,

AR,

IR,

TEMNAEFBE,

Provisioner& MR 1E

o H4TShellffi A,

"provisioners": [{
"type": "shell",
"script": "script.sh"

H

o {FAANsbleHITHARAK,

"provisioners": [
{
"type": "ansible",
"playbook file": "./playbook.yml"
}
]

o RECPFSEF I,

HTCCPFSHEERENERE, B—HARREIRABEFRE, RRIBKREN., AEPHEDRYE
BRE, EREEXREITUMRRNBOHERKCPFSEF T RIVKA. REEENT.
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"variables": {

"region": "{{env "REGION }}",

"image name": "ack-custom image",

"source image": "centos 7 04 64 20G alibase 201701015.vhd",
"access key": "{{env 'ALICLOUD ACCESS KEY'}}",

"secret key": "{{env 'ALICLOUD SECRET KEY}}"

}I

"builders": [

{

"type": "alicloud-ecs",
"access key": "{{user ‘access key }}",
"secret_key": "{{user ‘secret_key'}}",
"region": "{{user ‘region’}}",
"image name": "{{user ‘image name'}}",
"source image": "{{user ‘source image'}}",
"ssh username": "root",
"instance type": "ecs.g6.large",
"skip image validation": "true",
"io optimized": "true"
}
1r
"provisioners": [{

"type": "shell",

"inline": [
"cd S$SHOME",
"wget https://cpfs-client.oss-cn-beijing.aliyuncs.com/kernel/kernel-devel-"un

ame -r .rpm",

"rpm -ivh --replacefiles kernel-devel- uname -r .rpm"

]

}]

o EFIGPUTREKRER, MEER. MEGPUNRAKREHTTHTCPUNE,
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"variables": {

"region": "{{env "REGION }}",

"image name": "ack-custom image",

"source image": "aliyun 2 1903 x64 20G gboot alibase 20210325.vhd",
"access key": "{{env 'ALICLOUD ACCESS KEY'}}",

"secret key": "{{env 'ALICLOUD SECRET KEY}}"

"runtime": "{{env ‘RUNTIME }}",

"skip secrutiy fix": "{{env 'SKIP SECURITY FIX}}"

}I
"builders": [

{

"type": "alicloud-ecs",
"access key": "{{user ‘access key }}",
"secret key": "{{user ‘secret key'}}",
"region": "{{user ‘region’}}",
"image name": "{{user ‘image name'}}",
"source image": "{{user ‘source image'}}",
"ssh username": "root",
"instance type": "ecs.gné6i-c4gl.xlarge", B CPUREFZEIRBErURIMRAIAEEL,
"skip image validation": "true",
"io optimized": "true"
}
1,
"provisioners": [

{
"typell: "file",
"source": "scripts/ack-optimized-os-1.20.sh",

"destination": "/root/"

"type": "shell",
"inline": [

"export RUNTIME=containerd",

"export PRESET GPU=true", B CPUREREIRBEPRESET GPUMtrue, K
EEMECPURMRIFETHIRE N falses
"export NVIDIA DRIVER VERSION=510.47.03", HIREGPURRZS, BENEIAR

#460.91.03kR7%
"export SKIP_SECURITY FIX=true",
"bash /root/ack-optimized-os-1.20.sh"

o BUISHRBEFIRRRED.
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—~—

"variables": {
"region": "{{env "REGION }}",
"image name": "ack-custom image",
"source image": "aliyun 2 1903 x64 20G gboot alibase 20210325.vhd",
"access key": "{{env 'ALICLOUD ACCESS KEY' }}",
"secret key": "{{env 'ALICLOUD SECRET KEY}}"
"runtime": "{{env ‘RUNTIME }}",
"skip secrutiy fix": "{{env 'SKIP SECURITY FIX}}"

}I

"builders": [

{

"type": "alicloud-ecs",
"access key": "{{user ‘access key'}}",
"secret key": "{{user ‘secret key'}}",
"region": "{{user ‘region’}}",
"image name": "{{user ‘image name'}}",
"source image": "{{user ‘source image’}}",
"ssh username": "root",
"instance type": "ecs.c6.xlarge",
"skip image validation": "true",
"io optimized": "true"
}
] r
"provisioners": [

{
"type": "file",

"source": "scripts/ack-optimized-os-1.20.sh",
"destination": "/root/"
by
{
"type": "shell",
"inline": [

"export RUNTIME=docker",
"export SKIP_SECURITY FIX=true",
"bash /root/ack-optimized-os-1.20.sh",

"docker pull nginx" HENGinx BB EMLEI R AR B P,

—

o REFKR LR, THHEL

. BERERRSEERHA.

i. EEHEEMNSMED, BEERE.

iii. AEBIFTED, PEEREHANRNE BRERANEREITHFES.
v. AEBREERAMSHED, EEPRER > TR, BHEFRTREER.
v. BERAGRIE, AT RMGERKE, REM4EHFEMEE,

vii BESEAIRERIERE, REHERNMAREEGNERESTIMEX.

vii. FEEHNEREHARBREDRTHE.,
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Rl
)F}
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viii. FEREEAuto ScalingTiE, THEXEE, ARRET TS RAERE.
ix. EHRPEPRETHRE,
X. ERABRERE, FHBase64RmDHNMER &I KIS A B E X HIRIEPHHIE.
xi. BERNE, BUTKBMABREEABNET.
yum install -y jq
echo "$jq '. += {"max-concurrent-downloads": 20, "max-concurrent-uploads": 20}' /etc/d

ocker/daemon.json" > /etc/docker/daemon.json

service docker restart

aliyun 20.11-allyun./attach_node.sh | bash - — --docker-version 19.03.15 ~toker. L iiui v SN AN, —-endpoint (5 15 551 ~cluster-dns ) —cluster-type ManagedKubs
nedelp ~kube:version 1,20,11:allyun. ] ~ip-stack [py4 ~labels workioad_type=gpy.naha AR ot 575a6e3d1,ack.allyun.com=c4 8s.allyun.com=true,policy=release ms~ nal \d pid
rens

- - =

Xii. {fIBase6dMBH RMESHNKE, BMZENABERERIH EENBIBETHABD,
xii. BET—SHNEE, LHERNER,
HXBE

{E A Alicloud Image Builderf| B ¥ B EXERE, B TLAMERBEXPIEEZEIE S M M4 T = ith DASSI R
BY BT R. BXNEtIERERRt, BERT 285645,

P PE
o [FHBETENEZEIZEKubemnetesEEE

7.3. Zu XS ENRERET S

ZUARKYERYBELBENVSSURB I TERNSZEARN. HUSENEAN, GSTARKYERERE
M A&EECTLAE YT BHS oI H XEISLAIKH R ERFIAE KM, AXNBUNEES o] A K SEHHRIE R
LS/

AR &G

CERSNITAK, AESNTHEXEIEFVSWEich, EEERETAXRBEEMETEXEIARELT—
vSwtich, XF el o B XAvSwtichB B2 1E, B3 elEKubernetesit & iR e,

dag{-‘-lh\

BEREHAADBRAG TESHAEHNRSETNBEEMIGAL, ARSI BLAMINERE
BIRRIOGE, BARESSIBAERSA, EXRE—MIRE L RES A TARSMIChIEEER, &
SEMUTEE

name-
version 1 3

false cpu-policy none 6 —runtime gontaingr 1,510 --5pc:enabled faise —taints key=t t Hee
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HZUHARUSPodEMATFERZRAREZREN, PRENBERZISMAZEEAT R, EEEE
RBREYSNUARSLANXREERESSHEMEMAEE, FLTESELBHE—MENS LG, m
FEESNVSWtichE B, XETEHEES TAKERYT ZHNEK,

g3 Pending Pods

cluster—autoscaler

Fo B Z ] X AYR4RE

=

AARITR ATAR2T =

BRRAR

ATRRAEANT AZTRAKRTANE3M, S8ERSZACKS|ANTack-autoscaling-placeholderfA 4, @IV E

HNERBRURAR, BSUARMNSEHEREDAZTAFAT MM EQEEDR, BEEE, BELEA

ack-autoscaling-placeholdersSL I & 28 F R {45 ,

BERFREBNT:

1. BEASPIARAE— TR, HFAES D ST Lol XERE,

2. BEEREETHKXIREnodeSelectorf 5=, /A ack-autoscaling-placehodlers &N o] B X 62 S 1
Pod, ZRIABYHNIPodE A LLRIRNE R PriorityClass, K FPodBIi S =T HPod,

3. X EMAPod Pending/s, SEAENTHKX H{ZPod, #HATIHKXnodeSelectorfZ o] H X 1
Pod&tFPending/a, TR BalE4EHARMNEEEERERMNS AN TH KB anti-affinityZ a7 oTH X
BnodeSelector, N\ LABMAIELE BT BXIBHT REEK.
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Rl
)F}
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UTERNTRARAN, NEFBIEGRE LEHESIRRENYT S0NGE.

k£3Pending Pods

¥a By
AT = THR2 TAK2
hes | 2 o
1
: :
. |
v ¥
AT FHEK?
HfizPod Pending &fiZPod Pending
cluster—autoscaler J
|
! 1
ATAX 1{#4EE A X 2{h4E4HE
AAXAFHT =R AR5 =

1. #Fack-autoscaling-placeholderfE AL N AT R BB EA G ZBNHFE, ASINTHKEIZES
fiPod, SHfIPod8YiAEMERFEER T LIRS AN BEEMRLER.

2. NFPod Pengding/a S REE A GfIPod, HEEESIUARNEAT AL, BEKESHE4Pd

24 FPendingiR 7.
3. BF &fzPod @B A XnodeSelectorAEREEN, TREMBEAHMOIAHEYT BEIXMATIH
X,

SB—: SMTARUE—TARENBENT AE, AEREBEXNT /IRE
1. BRIBMSEREHE,

ERHAENSHESD, PHER,

EEMFIERAD, LHEEIRERSRNEBIRERGNRIET THOWE.
EEREERANSHES, EEHREE > TR,

 EHRBREGLA, SHEAIRTARE.

ERTNES RLREG LA, EHMBRETAL.

6. EMRTALAE, RENRT ENEER,

AXLAETAXIBIZEFE B E4ENT fitbauto-zone-1A%l, BXEEDAEMIRE, BESLOET
R,

voA W
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i. EFTARIBIvSwtich,

THEihER  auto-zone-
s k2 (@R
& iR
@it E RE & 1 *
BEIETH Containerd 1.4.8 Dacker 19.03.15 REIPFE 2.2.0 & WAEST S BIETI?
BERS vpc-ych2 (vpe-22e002a7iu P, 172.16.... ¥
& BlirEn & VPC F Kubernetes R
ERIZTHAL
R D AAE CIDR ]
test vaw-2zednrin’ i ®ib2 (3ER) FTAR 172 190
test vsw-2zecnet 62 (7)) FTAEK 172 191
wswl vsw-2zegla Fdb2 (463) FAEH 172 220

i BlISR R T I

i. EPHE BB,
i. PERERERIER, RED RIRENR Navaliable zone, BRI,

TRV o = &
Q workload_type cpu
| ©@  avaliable_zone i |

v. BETREEMSH, REHINEKE, ARRTHIA,
7. BB RBRE, EETRAMIIER, Hauto-zone-MRMMRSHEME, FRZTALIEMI,
8. EESRs, AR REY ANUAKEZARANBENT R,

=5 s A ws

auto-zone-1 | SRER
553t ) @ onE

ecs.hfc7.xlarge &

auto-zone-K
RETR

ecs.c7.xlarge @

auto-zone-H .
it ; @cmE

ecs.s6-c1m2.xlarge €

$E": EHEPlaceholder® 5fiDeployment

1. ERHEEMNSHED, EFEHiH > NAHH.

2. EMNABRRE, #Fack-autoscaling-placeholder, #A/F8 $ack-autoscaling-placeholder,
3. ffack-autoscaling-placeholderfi@m, $#H—RIFE,

4. HOIRER, EEEHNGETE, RARETT—H ., E&FChartikE, KESH, RERLHE.
BIZMINE, ENA > HelmRE, oJEFIZNARSHERE.

5. ARHEERNANSHES, EENA > Helm,
6. fEHelmPi @, HiFack-autoscaling-placeholder-defalutig{EZIBIE$ .

7. EEHARGTERT, EFNYAML, RAERTHE. BEINUTHKXEI&EPlacehodler, BMXKEEEENX
— N &1iDeployment

AT AKX, K, HEIZ G4IDeployment A%, YAMURAIIN T :
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=
X

1:!:

E3)

;

- (48

deployments:
- affinity: {}
annotations: {}
containers:
- image: registry-vpc.cn-beijing.aliyuncs.com/acs/pause:3.1
imagePullPolicy: IfNotPresent

name: placeholder

resources:
requests:
cpu: 3500m #+AE B ITCPU,
memory: 6 HEAERTHNE.
imagePullSecrets: {}
labels: {}

name: ack-place-holder-I #511‘1Deployment%ﬂ(o

nodeSelector: {"avaliable zone":i} ARG (RESTE—BTRMPRENTE—R

replicaCount: 10 HERY BREE H podiE,
tolerations: []
- affinity: {}
annotations: {}
containers:
- image: registry-vpc.cn-beijing.aliyuncs.com/acs/pause:3.1
imagePullPolicy: IfNotPresent
name: placeholder
resources:
requests:
cpu: 3500m #+EAE R ITCPU,
memory: 6 HEAERE TN
imagePullSecrets: {}
labels: {}

name: ack-place-holder-K #lfﬁl'.Deployment%ﬂ(o

nodeSelector: {"avaliable zone":k} #FIARINE (FESHSR—RIETHPEENITE

replicaCount: 10 HERY BMREE H PodiE,
tolerations: []
- affinity: {}
annotations: {}
containers:
- image: registry-vpc.cn-beijing.aliyuncs.com/acs/pause:3.1
imagePullPolicy: IfNotPresent
name: placeholder
resources:
requests:
cpu: 3500m  #IAEEITCPU,
memory: 6 HAEBETHNF.
imagePullSecrets: {}
labels: {}

name: ack-place-holder-H #lfﬁl'.Deployment%*ch

nodeSelector: {"avaliable zone":h} #°] X R (%E'-ﬁﬂﬂ%—ﬁu}é‘ﬁ,ﬁ

R BRIREEH Poati B,

replicaCount: 10
tolerations: []

nwon

fullnameOverride:
nameOverride: ""
podSecurityContext: {}
priorityClassDefault:

enabled: true

R ERIRE—

_ﬁ) o

) .
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name: default-priority-class

value: -1

BHRINE, EENUBEKXUEEE GuDeploymentEEIEE,

< ack-autoscaling-placeholder-default o w

EFER  BHEE  FHERE

2022627248 15:12:40

e

=EAML

SEVAML

SEAML

=EAML

$B=: gIEXLFLAFHBPriorityClass
1. EATYAMURSGI, BIE & ApriorityClass.yamlgy>X 4,

apiVersion: scheduling.k8s.io/v1l
kind: PriorityClass
metadata:
name: high-priority
value: 1000000 HBECEMER, LB N TR HBIAM TR S,
globalDefault: false

description: "This priority class should be used for XYZ service pods only."

MBEARFEES Y LA EPriorityClass, o] PUBIN K E £ FPriorityClassf A ITEBEINRE, X#E
REETARRANRER, ROENEENEN.

apiVersion: scheduling.k8s.io/v1l
kind: PriorityClass
metadata:
name: global-high-priority
value: 1 HRREMSEER, kP BN TERERERIAMAEES.
globalDefault: true

description: "This priority class should be used for XYZ service pods only."
2. ITLAT o<, BELIEREBIPriorityClass,
kubectl apply -f priorityClass.yaml
FER A -

priorityclass.scheduling.k8s.io/high-priority created

SEBN: gIEXRIERE
PATTEHXIR4,
1. EHUTYAMURSI, I8 &R workload.yamif X4,
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apiVersion: apps/vl
kind: Deployment
metadata:
name: placeholder-test
labels:
app: nginx
spec:
replicas: 1
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
nodeSelector:
avaliable zone: "i"
priorityClassName: high-priority
BREFRE, WHIFKIE,
containers:
- name: nginx
image: nginx:1.7.9
ports:
- containerPort: 80
resources:
requests:
cpu: 3

memory: 5
2. T T oS, BEIMFNIIERR.
kubectl apply -f workload.yaml

FRERSI

deployment.apps/placeholder-test created

KiELR

FT RIS

#IXBEANSBE=fEMNrriorityClass&, MNRELH

KRR HBIFERFER,

HEEEILHE > A[HTETUAN, HFLRAFPriortyClasstt Sz PodHES, ERET
mLt, ®HNEMPOILIETER, MFRENEMPodEBAT mEHNBBAGNHLT S, ATR

SRRARYT BHUES.

| sad

EHE wE HETH NERM Pad P s

@ Running default  ©

et La )

2021-12-30
17:37:53

CPU [}

-]

AF (F) iy
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AVREE > PRRE, JUERARPoIETEZR AMPodHIT R L.

By CPU AE Kubelet JE%
HEW/IP AN D TR LT En [{=5iy. Tt WRMEEN  WREEEM  Runtime K&/ OS e 1aE
- 4] ] L #*

2021-12-30 i
17:34:43 -

RS

e {FMHack-autoscaling-placeholdersL Il A 28 F 4R {1 45

7.4. E?B‘JEKPrometheusT‘aﬁﬁE’\]’é‘%ﬁm
{45

OAHPARZHEFCPUNIRENBEESE, HAEFEHENZHER, WE=Prometheusiiz £ mE AT %
FriEPrometheus£7, IFLBFEMNARKE, RESHARNANMEKEZEXRE, BRELEREN
PrometheusfR$E . XA BT 45 ] BB = Promet heustE s # i HPATI B BYIE R, MM AR FRZMEEME
By B .

CIE S
7EX I B & Promet heusHEARES B HPATT BV IS IR AT, BBEMBMEXAL,

1. ERE [ E =PrometheusiiizHH, BIRIRIE, BESNT/EARMS Prometheusisiz,

2. #iEalibaba-cloud-metrics-adapterfAth, B&#EME, BFS M EE alibaba-cloud-metrics-adapteréd
%,

Nl

AR 24 an{ar e B alibaba-cloud-metrics-adapter, SEILH o] B = Promet heustg iR ¥ # I HPAT] A 15 1R,
FLIMZIEIRB oY,

1. BEIERRH.
ERABRSEERTA,
i. EERIENHEDP, REENREESRAEBREHGUERIES THHES.
ii. EEHEERANSHED, ERTELKHE > TRES.
iv. EERESNE, BEERAYAMLEIZRIE.
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v. ERIETE, HEBLATYAMLX 4 EIE— N Asample-appBI R R X R B Service, A/ 8 Tl
2.

@ 3 HABEEHhttp requests totalBiSAR A RARIR ERE .

apiVersion: apps/vl
kind: Deployment
metadata:
name: sample-app
labels:
app: sample-app
spec:
replicas: 1
selector:
matchLabels:
app: sample-app
template:
metadata:

labels:
app: sample-app

spec:

containers:

- image: luxas/autoscale-demo:v0.1.2
name: metrics-provider
ports:

- name: http
containerPort: 8080
apiVersion: vl
kind: Service
metadata:
name: sample-app

namespace: default

labels:
app: sample-app
spec:
ports:
- port: 8080
name: http

protocol: TCP
targetPort: 8080
selector:

app: sample-app
type: ClusterIP
2. ¥ NServiceMonitor,
i. BRARMSIZHIA,
i. EEMSHMEZEEPrometheussii® > PrometheussEHi%s% .,

ii. ZZPrometheus iR NEZAZ LAEFRBBRFSKSsERAENME, ARG EIRIHZRFAR
NSLHITRE ,

v. EEMSHERERSZ AR, AERTRERE,
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v. EEE RS THHServiceMonitor,
vi. #£ServiceMonitormiiE N B EHFHMServiceMonit orgl#ServiceMonitor,
BRI T AR,

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
name: sample-app
namespace: default
spec:
endpoints:
- interval: 30s
port: http
path: /metrics
namespaceSelector:
any: true
selector:

matchLabels:
app: sample-app

3. BIAKERE,
ERSEITmE, BETargets, MR EF|default/sample-app/0(1/1 up), NHBBERRINTER E
ZPrometheusi5 2% 7 SRE M A,

4. {&¥alibaba-cloud-metrics-adapterfit &,
i. ERERBSEEEHA,
i. AERNERNEY, REEMERSREEBIREHANEEIITHER.
ii. FEHEERANSHEF, EENH > Helm,
v. EHelmRENA BRG], HFalbaba-cloud-metrics-adapter, HEEHMEIER
v. ¥alibaba-cloud-metrics-adapterh TEHYAMLXX A S EFIMWEEBRD, RAEEEEH.
UTAEAYAMLXERE

AlibabaCloudMetricsAdapter:
affinity: {}
commonLabels: ""
env:
- AccessKeyId: ""
— AccessKeySecret: ""
- Region: ""
fullnameOverride: ""
image:
pullPolicy: IfNotPresent
# LA A ARISRGAE, PIMMAHEIERI SIS RN registry-vpe. { {RegionId}}.aliyuncs.com

repository: registry.aliyuncs.com/acs/alibaba-cloud-metrics-adapter-amd64
tag: v0.2.0-alpha-2f697ee
listenPort: 443
nameOverride: ""
nodeSelector: {}
podAnnotations: {}
prometheus:

adaoter:
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rules:
custom:
# RINFAVEEIEAN, BRI E R PronetheusPIEIMREMLILR—, MNRF—, FSRHA
B =prometheusPIEIFIREAEEL,
- seriesQuery: http requests total{namespace!="",6 pod!=""}
resources:
overrides:

# &b resource AKubernetesfIAPT Resource, Eﬂﬂifikubectl api-resources -

o wide&EH,
# ﬂtﬂkeyi{fEPrometheusﬁﬁq’H’\JLabelName, iaffiiAPrometheusiBfREIER AL La
belNameo
namespace: {resource: "namespace"}
pod: {resource: "pod"}
name:
matches: ~(.*) total
as: ${1} per second
metricsQuery: sum(rate (<<.Series>>{<<.LabelMatchers>>}[2m])) by (<<.Group
By>>)

default: false
#1. XBI&E Ntrue, I Prometheus adaptero
enabled: true
logLevel: 2
metricsRelistInterval: 1m
tls:
ca: ""
certificate: ""
enable: false
key: ""
#2 . XBIENM R RPrometheusifiZhUMtilt, INfAIIREXPrometheusEIBIARMIUL, BEENENRE
YN{AIIREY P rome theusEIBIE R URLo
url: http://arms-prometheus-proxy.aliyun.com:9090/api/vl/prometheus/8cba801fff6
5546a3012e9a6843afd/1240538168824185/ce63742a509£948dda8ef18e75e703356/cn-shenzhen
ramRoleType: restricted
replicas: 1
service:
type: ClusterIP
serviceAccountName: admin
tolerations: []
ConfigReloader:
image:

# LA AMEGIE, AMMIHEIDEISIH B N registry-vpe. { {RegionId}}.aliyuncs.com

repository: registry.aliyuncs.com/acs/configmap-reload
tag: v0.0.1

@ 308
m url : ESREZ=Prometheusiaizitiit, W{akEPromet heus#iEiEKURL, &
2 L 4N{a 3K BX Promet heus#3E 15 5K URL,

m B Xack-alibaba-cloud-adapterfic & X HiFHi8H, EZ Mack-alibaba-cloud-
adapterBc &3 HiF#E
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5. #BEHPA,

HHIARA B X #EFPromet heus Metrics[E] B H Cust om Met rics 5 External Metrics, #R o] DURIEE KiERF
TR ARE 5 U@ HPA T R 28 {H 45,

o AX—: ®idCustom Metricsit TS S8 (M 4E
a. fITU T %<, @I Custom MetricsistiREi AT, EEHPAT HIEfRIEE.,

kubectl get --raw "/apis/custom.metrics.k8s.io/vlbetal/namespaces/default/pods/*/

http requests per second" | jq .

EiiERERNT:

"kind": "MetricValueList",
"apiVersion": "custom.metrics.k8s.io/vlbetal",
"metadata": {
"selfLink": "/apis/custom.metrics.k8s.io/vlbetal/namespaces/default/pods/%2A/
http requests per second"
1
"items": [
{
"describedObject": {
"kind": "Pod",
"namespace": "default",
"name": "sample-app-579bc6774c-rmjfd",

"apiVersion": "/v1"
b
"metricName": "http requests per second",
"timestamp": "2022-01-28T08:42:587Z",
"value": "33m",

"selector": null
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b. EAMUTYAMLXEEREHPA, A/BHIT kubectl apply -f hpa.yaml GJEEHPARMFE,

kind: HorizontalPodAutoscaler
apiVersion: autoscaling/v2betal
metadata:

name: sample-app

spec:
#HPARYBZE I RIEIR, HPARRIAERIZIREIPodiE,
scaleTargetRef:

apiVersion: apps/vl
kind: Deployment
name: sample-app
#HPARYER/NPod ¥l EFI R K Podii &,
minReplicas: 1
maxReplicas: 10
HITIERIEARENAE, ZIFSMRBIMIEIRHTR,
metrics:
- type: Pods
pods:
#{EFAEMR : pods/http requestso
metricName: http requests per second
# AveragevalueBURIBEIR(E, podsiEtnsB TR FaveragevalueER W EIRE,
targetAverageValue: 500m #LHM T =, K882$ﬁ§%*§§ﬂ‘f’ SEA R Mk
o 1%01001m=1.001, 1k=10000

c. fESenviceh ABAHIER, HTENRIE.
a. PITUAT oL HITENSER.
ab -c 50 -n 2000 LoadBalancer (sample-app) : 8080/
b. FTAT L EEFHPAIER.
kubectl get hpa sample-app
FRERT H -

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS
AGE

sample-app Deployment/sample-app 33m/500m 1 10 1

Tm

o AR : i@itExternal Metricsit T2 S {45
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a. ITATH S, EidExternal MetricsisfrElM A, EEHPAT BistniEE.

kubectl get --raw "/apis/external.metrics.k8s.io/vlbetal/namespaces/default/http

requests per second" | jq .

EERE RN T:

"kind": "ExternalMetricValueList",
"apiVersion": "external.metrics.k8s.io/vlbetal",

"metadata": {},

"items": [
{
"metricName": "http requests per second",
"metricLabels": {},
"timestamp": "2022-01-28T08:40:20z2",
"value": "33m"

b. {iﬁﬁD/{TYAMLK'fq:gB%HPA/ %E?ﬂ'fﬁ' kubectl apply -f hpa.yaml ﬁUEHPAF\_\iﬁﬁo

apiVersion: autoscaling/v2beta2
kind: HorizontalPodAutoscaler
metadata:
name: sample-app
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: sample-app
minReplicas: 1
maxReplicas: 10
metrics:
- type: External
external:
metric:
name: http requests per second
selector:
matchLabels:
job: "sample-app"
#External?‘é’ﬁ%ﬂTRi?ﬁValue*ﬂAverage\/alue%ggﬂ'\] BinE,
target:
type: AverageValue

averageValue: 500m
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c. ESenviceh FBRBLIIEE, HITENIIE,
a. ITUTHLHITENTLR,

ab -c 50 -n 2000 LoadBalancer (sample-app) :8080/

b. ITUATHSEEHPAEIS,

kubectl get hpa sample-app

FRHEARI -

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS
AGE
sample-app Deployment/sample-app 33m/500m 1 10 1

Tm

ack-alibaba-cloud-adapterfit & X4 ¥ &
ack-alibaba-cloud-adapten@id LA T £ B 4§ Promet heusth 895 #n ik #2 B HPATT FE BO4E 4R :
1. Discovery: ack-alibaba-cloud-adapter&s M Promet heus 31 o] FHBV3E 4R

2. Association: ¥18tr5SKubernetes®iE (Pod. Node. Namespace) #8xE%,

3. Naming: EMXFieEHHPATI BIEFRER,

4. Querying: EXZ&EifIPrometheusiZfl,

PLEX thsample-app B FREL KA nttp requests total IEIRIEIEAHPAD
B http requests per second 7‘]15“, %E?é‘ﬂ’\]ack—alibaba—cloud—adapterEEESU‘-“FZzD"Fo

- seriesQuery: http requests total{namespace!="",pod!=""}
resources:
overrides:
namespace: {resource: "namespace"}
pod: {resource: "pod"}
name:
matches: ~(.*) total
as: ${1} per second
metricsQuery: sum(rate (<<.Series>>{<<.LabelMatchers>>}[2m])) by (<<.GroupBy>>)

@ 88
[ ] seriesQuery . EﬂPromQLi%ER%SHEO
[ ] metricsQuery ZX‘I seriesQuery EPPromQLi%%‘?E’ﬂéﬂEﬁf(f—é?i\u?i{’Eo

® resources : 2PromQLEM#IELabel, Sresourcei#{TIE, XEMresouce2RIi5EE RN
api-resource, ttfNPod. NamespacefINode, TJi@i¥ kubectl api-resources -o wide =&
E, L key IMNPrometheusHIBRH B LabelName , EHIAPrometheustSiRr#IERH I
LabelName,

o nane : =ERFEIENTEEPrometheustEinB i ALLRIIENIEIRG, XBERIE http reg

uest total %A http request per second ,

e Discovery
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{5 B HABIPromet heustE4R, R T] LAEIT seriesFilt ers¥s i Eig4R. seriesQueryT] MRIBIRE#HITE
¥ (REIRBUOT) .

seriesQuery: http requests total{namespace!="",pod!=""}
seriesFilters:

- isNot: "“container .* seconds total"

@ $89  seriesFittershIEMIET, FARITIRISIR:
o is: <regex>, ILEEEZZIENRIALHIEIR.
o isNot: <regex>, ILEEAEZZIENFRIEXHIIEIR.

e Association

1% EPrometheustE iR SKubermnetesh I BRRIAT X R,  http requests total IEARBIAREEIE x

ubernetes namespace!="" *D kubernetes pod name!=""
- seriesQuery: http requests total{namespace!="",pod!=""}
resources:
overrides:

namespace: {resource: '"namespace"}

pod: {resource: "pod"}

e Naming

A FiEPromet heusiE ¥R MRZ LM HPARIIEFRE IR, BAS KL Prometheus KEHIISIRETR, WREH
Promet heus/RRHYIEHR, TTARIRE.

=

<:) S 1=1)z] WO PUBIE TSRS kubectl get —-raw "/apis/custom.metrics.k8s.io/vlbetal" =

EHPAT] HEV B 11T

- seriesQuery: http requests total{namespace!="",pod!=""}
resources:
overrides:
namespace: {resource: "namespace"}
pod: {resource: "pod"}
name:
matches: "7 (.*) total"

as: "${1} per second"

e Querying

#ifPrometheus APIBJ#EHR ., ack-alibaba-cloud-adapter&tRiEHPAR RIS, ER ST IAERS,
AIaRiZLPrometheus APHER, FHERENEREZIZMAHPAITIEMY 48,
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- seriesQuery: http requests total{namespace!="",pod!=""}
resources:
overrides:
namespace: {resource: "namespace"}
pod: {resource: "pod"}
name:
matches: ~(.*) total
as: ${1} per second

metricsQuery: sum(rate (<<.Series>>{<<.LabelMatchers>>}[2m])) by (<<.GroupBy>>)

W{gkEPrometheus##EEKURL
Pl B =Prometheus ¥ 25 5
1. BRARMSEFIA,
2. EEMSHAZEEPrometheus %12 > PrometheussLfI% % ,

3. fEPrometheusif 2 NHZ L AEFBRMSKSSERHAENMIE, A5 R EBIRTH BIREANXT NI
IR,

4. EEMEMERTIRE, AREFRERE,
5. IR B TS TIREHTTP APt ( GrafanaiEEXiuit) .
HEGEHRM, NEEERAMEN, SIfERAM,
Ec—mgz o Trs —

< | Agentit®: | FHRAgent

*EFIE B
BE  BEE EEEE

B

nEA

BEER PrometheusF§t Agentizs Agenthiz Helmigz AgentBIF2L
arms-prometheus-ack-arms-prometheus [z v3.0.0 1.1.0 ] 11

Llai=9N

RS

aFedm Remote Read 14 SEFERAESTRS

STAuE 223

£5-1 LR http://en-gingdao.

o] hitpi/)

Remote Write i (%
FisE

Pl

AR

HTTP APIiit: (Grafana ISRl  (EFBREANRS

Token: Ztoken

FisE

FiEPrometheus s 215 8
1. EREPrometheus 5B H =X,
i. EREBBRSEEERHSE,
i. ERHEENSHES, £EHH > NAHH.
i. ZTMATHRIEREENABRRAE, ERHETack-prometheus-operator,
iv. #£ack-prometheus-operatoriiE, BHF—RHE,
v. ERIBERT, EREHNGEZE, RAEETT—5,
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vii BB HERERE, REBNSY, RERTHRE.
EEMELR:

a. FITUTHS, KEEFHPrometheusB5YE A #9090 1.

kubectl port-forward svc/ack-prometheus-operator-prometheus 9090:9090 -n monito

ring

b. EN ¥ EEifIE localhost :9090, Blo]&EZEPrometheus,
c. EEFE B Status > Targets, EEFFEREMES,

Status ~

O Enable guery history Runtime & Build Information
e - Command-Line Flags
Configuration
Rules

- insert metric at cursol

Graph  Console Service Discovery

Element Value

no data

MERBESZSHRSHUP, FRAEREESHIEERIET.

Remove Graph

Targets
Al Unhealthy

alertmanager-main (3/3 up) SN

Endpoint State Labels Last Scrape Error

hitp:h 9093/metrics upP endpoint="web" ] :9093" 23.222s ago
namespace="monitoring” [ pod="alertmanager-ma

hitp:#/ 9093/metrics up 27.703s ago

hitp:// :9093/metrics up 16.792s ago
apiserver (3/3 up)

Endpoint State Labels Last Scrape Error
hitps:// :6443/metrics upP endpoint="https" - 26.006s ago

namespace="default" | service="kubernetes"

2. TFELabelsth 3 M HserviceFlnamespce,

PAServiceNames2 ack-prometheus-operator-prometheus, ServiceNamespaceszmonitoring /34l
17 B IZ FF R Promet heus#{ #2315 SK B URL:

http://ack-prometheus-operator-prometheus.monitoring.svc.cluster.local:9090

PSR =

e ARMS Prometheusisiz

o HES/KF{BY4E (HPA)
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7.5. @iENginx Ingressd 4Kz # 4T
HPA

ZLPHMBUURAERENRENANREYE, ERNESERRNZROGRENSTAAR, FHETAR
THEXEFE—ERENTEME, BINginx Ingressxy Z MM A#EITHPA, o] LURIEEPEFEACKERE £
Rz AR E M ARA B EF B AIR S . AN BB Nginx Ingressyd £ A THPAR 73 3%

GR35

1B3E Nginx Ingress3t 2N A #1THPART, FERITE =PrometheustiBfR B HPAT] BRIENR, BEELP
EfgXAH,
o IREME =PrometheusliizBH., BRIRIE, BESWIT/EARMS Promet heusliiz,

o ZfEalibaba-cloud-metrics-adapterff, BMAMEIE, wE M EIZE alibaba-cloud-metrics-adapters
.

o EREENMIXTEApache Benchmark, BEZ58, BZ&WApache Benchmark,

%%%l@\

EXFRNEFD, BEABREXREHY HEN, TLUETEMhttp_requests_totalRiBEHERERIR, B
B HE45E A IngressZA 4 B w5 BUIEARRIHITHPA,

IngressZKubernetes APIP AR R RE R 2 —, IngressSLIHIINAE R = P ikiE KB Host BFRELIE R Y

URLEER, HARTIEEMServiceBED, ENEKubernetesEBESMRENIERIE L EEBEN BN Serviceh, B
Service#t &k EPod, LEBEFIHHERX,

Nginx Ingress Controller2 & FER N ERMIngressinFlzs, TJAAGIRMMaEE R, BEFMESHER
B, ACKERHEMEINgInX Ingress ControllerE XRAWEM £, BETHEZTRN—RIINEE, 12

MY BEMERENERRS,

BRUELR

AEREE AW MNClusterPE RS, @IINginx IngressSLMIF/MUFR B E, &
F nginx_ingress controller requests IR, ARMAEEHPA, DULHBEERENETH APy FEEH
Iﬂﬁgo
1. EAATYAMLY 4487\l 5 Deployment #1339 M B9 Service,,
i. BIEEnginx1.yamblit, SAEHITHES kubectl apply -f nginxl.yaml , BN Ftest-appFIxy
M EService,
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apiVersion: apps/vl
kind: Deployment
metadata:
name: test-app
labels:
app: test-app
spec:
replicas: 1
selector:
matchLabels:
app: test-app
template:
metadata:
labels:
app: test-app
spec:

containers:

- image: skto/sample-app:v2

name: metrics-provider
ports:
- name: http
containerPort: 8080
apiVersion: vl
kind: Service
metadata:
name: test-app
namespace: default
labels:
app: test-app

spec:
ports:
- port: 8080
name: http
protocol: TCP
targetPort: 8080
selector:

app: test-app
type: ClusterIP

133
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i. BIEnginx2.yamit, REMITHE  kubectl apply -f nginx2.yaml , BIERFsample-app

x4 R B9 Service,

apiVersion: apps/vl
kind: Deployment
metadata:
name: sample-app
labels:
app: sample-app
spec:
replicas: 1
selector:
matchLabels:
app: sample-app
template:
metadata:

labels:
app: sample-app

spec:

containers:

- image: skto/sample-app:v2
name: metrics-provider
ports:

- name: http
containerPort: 8080
apiVersion: vl
kind: Service
metadata:
name: sample-app

namespace: default

labels:
app: sample-app
spec:
ports:
- port: 80
name: http

protocol: TCP
targetPort: 8080
selector:
app: sample-app
type: ClusterIP

2. ﬁﬂiilhgress.yam&#o REHIT kubectl apply -f ingress.yaml

Pa
op

A 1

7

[=]

BZIngress&F iR,
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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: test-ingress
namespace: default
spec:
ingressClassName: nginx
rules:
- host: test.cf6828835dbbad4a368e67f0b9925d**** . cn-gingdao.alicontainer.com
http:
paths:
- backend:
service:
name: sample-app
port:
number: 80
path: /
pathType: ImplementationSpecific
- backend:
service:
name: test-app
port:
number: 8080
path: /home
pathType: ImplementationSpecific

o host: EERFHEEE, ARPIEREHNRINGE, EBHRAFEBERA N *. [cluster-id]. [
region-id] .alicontainer.com , cluster-id . region-id ﬁ%é?ﬁiﬂﬂ§2&ﬁﬁ§°

o path: IEEIFRIPURLEER, BEKEIKZESRIEMKBMN CE B MBI Service, #5833 Serviceifd
R HIPod,

o backend: HServiceZ#RFNServiceit AR, ISENHHT path HEHISerice,
3. 1ITAT <, RBUngress&EiR.,

kubectl get ingress -o wide

AR -

NAME CLASS HOSTS
ADDRESS PORTS AGE

test-ingress nginx test.cf6828835dbba4a368e67£009925d**** . cn—-gingdao.alicontainer.c
om 10.10.10.10 80 55s

4. BEWINE, TTLUEE / M /home WNERAHIH R HostE, Nginx Ingress ControllersR1E £
HHEEN FiFtest-appFlsample-app. &iZFIE =PrometheusEifJ#E4R nginx ingress contro
ller requests KRB MNANBERER, FEEUT,

nginx_ingress_controller_requests{canary="",controller_class="k8s.io/ingress-nginx",controller_namespace="kube-system
controller-58ffffbccd-hnvg6" , host="test,cf6828835dbbada368e6] Jit.cn-gingdao,alicontainer,com", ingress="test-
ingress",method="GET" ,namespace="default",path="/",service="sample-app", status="200"} 3
nginx_ingress_controller_requests{canary="",controller_class="k8s.io/ingress-nginx",controller_namespace="kube-system'
controller-58ffffbccd-hnvg6" ,host="test.cf6828835dbbada368e67 fabIl .cn-gingdao.alicontainer.com", ingress="test-
ingress",method="GET",namespace="default",path="/home",service="test-app",status="200"} 1

", controller_pod="nginx-ingress-

", controller_pod="nginx-ingress-

5. {&4A % alibaba-cloud-metrics-adapterth 8 adapter.confighl ik, ¥Prometheusth BEFRIE R
HPAT] F 948 4R.
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@ W EETASEE, BWEE5RMT A albaba-cloud-metrics-adapterfyEpE

i. BRERRSEEERGA.
i. EEFHEENSHED, BEEEH.
i. AEBIEXRED, RHEETEHSNAE EMERHGUREITHER.

v. EEMSHZS, BFEMA > Helm,
v. Back-alibaba-cloud-metrics-adapter,

vi. R B X, #dadapter-config,
vii. ffadapter-configiill, B EA LANEE.

vii. BUATRBERETLHNKRE, REHRE.
XFUTEREEMR, 58Eack-albaba-cloud-adapterfic & X {4F1£#2,

rules:
- metricsQuery: sum(rate (<<.Series>>{<<.LabelMatchers>>}[2m]))
name:
as: ${1} per second
matches: ~(.*) requests
resources:
namespaced: false
overrides:
controller namespace:
resource: namespace
seriesQuery: nginx ingress controller requests

6. FITUUT S, EFEIREL,

kubectl get --raw "/apis/external.metrics.k8s.io/vlbetal/namespaces/*/nginx ingress con

troller per second" | jq .
EWEREROT:
{
"kind": "ExternalMetricValuelList",
"apiVersion": "external.metrics.k8s.io/vlbetal",
"metadata": {},
"items": [
{
"metricName": "nginx ingress controller per second",

"metricLabels": {},
"timestamp": "2022-03-31T10:11:37z2",

"value": "O"

7. IR hpa.yamBZite, SRIEHAT kubectl apply -f hpa.yaml @<, X% Fsample-appHitest-
app#BIEBEHPA,
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apiVersion: autoscaling/v2beta2
kind: HorizontalPodAutoscaler
metadata:
name: sample-hpa
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: sample-app
minReplicas: 1
maxReplicas: 10
metrics:
- type: External
external:
metric:
name: nginx ingress controller per second
selector:
matchLabels:
#A] LB XN FERFHEIREHITIEIE, XBIGBNFERE®E Nadapter. configlfJ<<.LabelMatchers>>17&,
service: sample-app
#External*ﬁ'ﬁ%ﬂ?RiﬁValuequverage\/alue%g'—iﬁg BRE,
target:
type: AverageValue
averageValue: 30
apiVersion: autoscaling/v2beta2
kind: HorizontalPodAutoscaler
metadata:
name: test-hpa
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: test-app
minReplicas: 1
maxReplicas: 10
metrics:
- type: External
external:
metric:
name: nginx ingress controller per second
selector:
matchLabels:
#8] DL XN F A IER# TS, ﬁiiﬁﬁﬁ"]?ﬁg‘%ﬁ:)\adapter . configFFlEg<< .LabelMatchers>>15%&,
service: test-app
#External IEIREB T REHFvaluefllaveragevalue B M EHIRE,
target:
type: AverageValue

averageValue: 30
8. FITLAT <L, EFHPAREBIR,

kubectl get hpa
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X

FER -
NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
sample-hpa Deployment/sample-app 0/30 (avg) 1 10 1 74s
test-hpa Deployment/test-app 0/30 (avg) 1 10 1 59m

9. HPABRZMIN/E, HITEMLE, NRUSNARESHEFTREAMT &.
i. ITUATES, SWHost TE /home BEFITEN.

ab -c 50 -n 5000 test.cf6828835dbbad4a368e67f009925d**** cn-gingdao.alicontainer.com
/home

i. ITUAT®S, EFHPAER,
kubectl get hpa

A% -

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS
AGE

sample-hpa Deployment/sample-app 0/30 (avg) 1 10 1
22m

test-hpa Deployment/test-app 22096m/30 (avg) 1 10 3
80m

iii. ITUT®RE, FHostEREZHETEN,
ab -c 50 -n 5000 test.cf6828835dbbad4a368e67f0b9925d**** cn-gingdao.alicontainer.com
/

v. FITUAT SRS, EFHPARBR,

kubectl get hpa
FUERR -

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS
AGE

sample-hpa Deployment/sample-app 27778m/30 (avg) 1 10 2
38m

test-hpa Deployment/test-app 0/30 (avg) 1 10 1
96m

MNERERTUEER, WENAEBERERKESHENBERTRINT &,
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8. IR 4%
8.1. BITASMEBACKEM T = EMEC
Podj

MR ZSERESETF BT SFECIRM T2/ Serverless Containerr @A, FlE T EREACKEMT S4A
{482 ECI PodSLHL 7 Kubernetes 5 38 25 88 SLHIECIRY L4833, WO AR SESHIRECIZEECI Pod, ®E
ERASNYBIFE, AXNBUNGERS MNBASMP E1BEITEACKE T s _EBECI Pod M A,

AR EH
e ASMSLfIAv1.7.5.41-ge61a01c3-aliyunsi PA_ERR A ,

o BEACKER D EIZack-virtual-nodef 4, HBFIZTIEE ., BEREE, BSRLFE— EACKEE T
2 ack-virtual-nodeB 14,

o ERMNACKERFEIASMEAI, BAEEME, B2 RFINEEZIASMELS],

BEREMEAN

FEASMEEHI AP EBIEANINRE, TUELIZEPodiERE D, KSidecarBFEAProxyER s, USHEE
FE B AR

1. BRASMEEFIA,

EEMSME, EEKRFZME > NEEHE,

EMEERERE, KESEENIS, RELNSRIEREIPELEER,
EMBFERALZNSMIZEEMELE > =/HE=E,

A BTENE TREFIANGEZE (KARfPEFE2 M eE = Edefault vk, MEAFETE
KEIZ) , EEMEANTRTEMASIdecarBaIEA.

6. FEMINXTIEIE, BEWE.
172 ECI PodiZ A

W

ok wnN

@ 88 BUERECI PodRIFE/E, ASMAETLLE T SidecarstEC Pod il TR L EL S,

B EEPodiREN A X EIZECI Pod R H

#5POdRNN label alibabacloud.com/eci=true HIFRE, Pod¥GLAECIERiz1T, HEMRENT SEEMUT
&

1. HITUTHE, #HildefautSF B R BEBE istio-injection—enabled IR,
kubectl get ns default --show-labels

HHARI -

NAME STATUS AGE LABELS

default Active 84d istio-injection=enabled,provider=asm

2. PATLAT <, BBENgInXRZA .
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kubectl run nginx -n default --image nginx -1 alibabacloud.com/eci=true
3. TUTHS, EEEMUT R LHPoAER.
kubectl get pod -n default -o wide|grep virtual-kubelet

B Eid ENamespacetr S = I 2 ECI PodM

%mﬂm&m % @ﬁm hmlﬂmwwmwcmkutmah%,mﬂFUKWf_ﬁ,#ﬂmEm
TREEUT R,

1. #L'??D/L—Fﬁ/?\, fﬁiAVkﬁ%f’ElElE@@ istio-injection=enabled 1‘/]_i§°

kubectl get ns default --show-labels

TR

NAME STATUS AGE LABELS

default Active 84d istio-injection=enabled, provider=asm

2. FITULT L, Avkes &= EFMRE.

kubectl label namespace vk alibabacloud.com/eci=true
3. HITUAT @<, BBENgInXA.

kubectl -n vk run nginx --image nginx
4. FTLUT®S, EEEUT R LHPoIER.

kubectl -n vk get pod -o wide|grep virtual-kubelet

8.2. BIASMEBIMEREMKuberneteste
2% M FH

RO OB B2 RE IR H B E IS Kubernet es®E R, HIEITIREMISASM TR SR,

CIE S5

o —EILUAE AL ESMEIKubemetesE 8, HEEBBEI B RMSEH aETER, BBROIETHE
BHBASEIE P LOEER,
o EFERFZMIEINGE, BESREIZASMELY],

BRIESR

. BRASMIEGIG,

EEMSHE, EERSME > AEEE,

EREERAE, BEURHMAE.

. EURFMERE, HEMEOER, ERAMQLE . EEREVPCRREN.

_I

P owon
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@ 308
o RIBEMMIMBENERARENME(SE, %E5EREENME.,
o TEBHVPCEHFE bk i AR A SN ERHE N SEBEFR 3 FRBOVPCSLA ,

o FERMNIIRPIERMTFHRMEN, RLELFEZNRGEY, BECIZEZBHH#TE
2, B2ReZNERRR,

5. RERTFHEEHE MMt REAPI Server,

@ 88 ASMSLAIEGIETE FKubemnetesia(T8Y, TTLLBITAPI ServerE M TE 50 MR SIE,
MEMRS . BRI EIstioM X,

o MEBIEFEFK, SCIE—EP, FiEFBIFAMSLBLE, APIServersRE6443iK0, &TIPA
EAMEBE T kubeconfigRIEZRMBIEERE, NMEXMIEHIE,

o MBEEAHM, WARCIZEEP, MIRABEVPCTE T kubeconfigiEEFIRIEERE, MM

6. REMFEAAMIREEIstio Pilot,

@ 38 EEEUER, SUSEHRESERENERPNPOITAEBTIPlOt, SENALAES
£,

7. BERBUREESIAG, EREA. BEHE, FREIZI,
@ 3B —NASMSLIE BI R EY E 25 25395 8,

8. EMMEEENE, HAFRENIA, BEXFNSRAERFINPRTER,

9. EMBFBERELMSMIEERERS THFERANER > Kubernetes&ER, RAREANIHE LR
m.

10. FERMERER, EHFERMOSMEIENER, RARETHE.

@ 38 RMEHZE, ASMIANRSETHREF D . HDZE (HKSHMESEBENERN
KpEREAX) , REREALLTHRE, MERSEENETP. EKubernetesE B UE,
JUEEERMERNER.

1. EMZBFERELNSMI=BTASMPAX, RAEEAMNREELEE,
12. EEENOMXEREESH,

i. EBEER THIRPEFRMENOMXAIMBENEE,

i, EFRBHENEE, ARIHEHRMIFE,

@ BB HNARMSDEANER, THEIBHRARNASIEXTE ANMAZBRMNGE,
TERIBIFEDIERER, NEATSFARIIEXBINRS, BATUETERAMER, &
tlgZE, BRI MNYAMLA A EHHIEERSEE, FlulEE ANodeport 3 ClusterlPZ
ggo

BRIt ARSI ENER, RERFRER TS,
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iii. Bo B O BREY

@ 88
n BNARBOSRSEN—K, HiEstoMEBEENPEETZED,
n BEABIAEM TANstio R ENED, ERRERENAMDIER, BIMRESE
BRSO,

13. BFH@E, THEE.
MINHBMAOMXG, TTERIIMEIBNEREEIEE,

LB N AR SPER N EBE

{ERKubect G STHEERIIIMMIBENERZH S (NREEFHE) , BENAEINHEANER D, FEns
S E ASMSZA

ENXIstio&]

ERZMIEASMIZHEI S P T LAE XIstioB R, 1BEENEAIstio A BT RARERH,

8.3. EMNMARMACLSEVPCESERHD
ASMSL 4

B RS MGASM, TG — D RANARS AHHBERVPCHES MER £, AU BookinfoRIANHI, /
B2 BRI QAT MEBNASMILA,
Bl iR A

o EE—VPCTEIERmNMACKEERE (AFdmic1Fmic2) , EBEBS D EEKubemetesE B REEE,
o BIFE—/ASMSLE (Af@ldmeshl) , FEBESNOIEASMEA,

SB—: BUEHNREHAR

B ERE MR S AEFRER NS THRNER, AFIPRmICI-sgRimic2-sg.
1. BRECSEEEFS,

EEMUSHE, BERNESRE > R4,
EMBRERE LR, EEbE.

ERLATAYT, HATBEANLSE, BEREITHER.
ERENHEED, ERRLAERNHR.

C )

o v ok~ wN
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ERENER, WTEMRR.

RYMEM | | MARSEEIMBEN Wing 2
R HXRE  FIMAIP  NERE(RE) RPHEX
) REHID/EM % FBREAENE i 74 - B BR8] i3y BIE
a2 vpo- . aom ek usedb BE | mE  ERAN
5 L 6 1004 EERME Epliikey 20.19E12 31 This is used by &Esp EEAN
i izl 14:01 kubern...
meshvpe EERBERF
sg-BvbenZiméSddnmBogky vpe- . - ) : [E5 e ERAN
¥ Bk L 1 3 1976 EENE =plikoy 20{19E12 31 security group of L EEAN
izl 13:55 ACS ...
meshvpe EEHRE

TR BEEEHNBEHBEEN

ATEBNEREBEEFE, FEARLAINZ2AEH RN,

1. EMIcl-sgREAREBRE, HMUAMIc2-sg AR RIF RN, FHEFS L FmeeE00,
IM1CT-8g]e mesnvpe /vpe svopmoxtjaseann vasx| © || =m

AFE 751 FORON L S~

sg-# o

AW 2 =11 R4 : - 1 2019412310 14:37 -GN S

2. Emlc2-sgRLAMNEERE, HMLAMIc1-sg AR REVA D,

ABE | HAE L8| LSy

¥ 28 A REMHTE o - 1 20195123318 14:37 #® | x| BB

FEB=: HFMEHIIASMIFIHBPBEHNAOMX

B NERRMEIASMESIE, HFRNEHEIHILOER, REITA—NERBEAOMX,
1. BEDEBRMEIASMIES, #1FES I AEE2IASME)),

2. AMICTERSBAOMX, HEBESLANADNERES,

$EM: EHEBookinfoi
N T ERASMES R R FIERE A2 1, Bookinfo Rz B A RMRSES A BIEREERm NERE L,
1. EMI2hEERE Sreview-v3 deployment B9Bookinfo i F, ¥I5155 W 202 1 2 ASMELA

@ 88 Review-v3 deployment X} MBI EES BITh B RACE,

X MBI YAMLSU A S I T AR -

# Details service
apiVersion: vl
kind: Service
metadata:
name: details
labels:
app: details
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service: detaills

spec:
ports:
- port: 9080
name: http
selector:

app: details
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-details
labels:
account: details
apiVersion: apps/vl
kind: Deployment
metadata:
name: details-vl
labels:
app: details
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: details
version: vl
template:
metadata:
labels:
app: details
version: vl
spec:
serviceAccountName: bookinfo-details
containers:
- name: details
image: docker.io/istio/examples-bookinfo-details-v1:1.15.0
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
# Ratings service
apivVersion: vl
kind: Service
metadata:
name: ratings
labels:
app: ratings

service: ratings

spec:
ports:

- port: 9080

name: http

calamntnre.
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app: ratings
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-ratings
labels:
account: ratings
apiVersion: apps/vl
kind: Deployment
metadata:
name: ratings-vl
labels:
app: ratings
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: ratings
version: vl
template:
metadata:
labels:
app: ratings
version: vl
spec:
serviceAccountName: bookinfo-ratings
containers:
- name: ratings
image: docker.io/istio/examples-bookinfo-ratings-v1:1.15.0
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
# Reviews service
apiVersion: vl
kind: Service
metadata:
name: reviews
labels:
app: reviews

service: reviews

spec:
ports:
- port: 9080
name: http
selector:

app: reviews
apiVersion: vl
kind: ServiceAccount

metadata:
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name: bookinfo-reviews
labels:
account: reviews
apiVersion: apps/vl
kind: Deployment
metadata:
name: reviews-vl
labels:
app: reviews
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: reviews
version: vl
template:
metadata:

labels:
app: reviews
version: vl

spec:

serviceAccountName: bookinfo-reviews

containers:

- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v1:1.15.0
imagePullPolicy: IfNotPresent
ports:

- containerPort: 9080
apiVersion: apps/vl
kind: Deployment
metadata:

name: reviews-v2
labels:
app: reviews
version: v2
spec:
replicas: 1
selector:
matchLabels:

app: reviews

version: v2

template:
metadata:

labels:
app: reviews
version: v2

spec:

serviceAccountName: bookinfo-reviews

containers:

- name: reviews

image: docker.io/istio/examples-bookinfo-reviews-v2:1.15.0
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imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
# apiVersion: apps/vl
# kind: Deployment
# metadata:
# name: reviews-v3
labels:
app: reviews
version: v3
spec:
replicas: 1
selector:
matchLabels:
app: reviews
version: v3
template:
metadata:
labels:
app: reviews
version: v3
spec:
serviceAccountName: bookinfo-reviews
containers:
- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v3:1.15.0
imagePullPolicy: IfNotPresent
ports:

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

- containerPort: 9080
# Productpage services
apiVersion: vl
kind: Service
metadata:
name: productpage
labels:
app: productpage

service: productpage

spec:
ports:
- port: 9080
name: http
selector:

app: productpage
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-productpage
labels:
account: productpage

apiVersion: apps/vl
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kind: Deployment
metadata:
name: productpage-vl
labels:
app: productpage
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: productpage
version: vl
template:
metadata:
labels:
app: productpage
version: vl
spec:
serviceAccountName: bookinfo-productpage
containers:
- name: productpage
image: docker.io/istio/examples-bookinfo-productpage-vl:1.15.0
imagePullPolicy: IfNotPresent
ports:

- containerPort: 9080

2. EEml1c1ERE review-v3LA Krating service (review{&KiEIRS) .
X MBS YAMLY R B ITFR:

# Reviews service
apiVersion: vl
kind: Service
metadata:
name: reviews
labels:
app: reviews

service: reviews

spec:
ports:
- port: 9080
name: http
selector:

app: reviews
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-reviews
labels:
account: reviews
apiVersion: apps/vl
kind: Deployment
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metadata:
name: reviews-v3
labels:
app: reviews
version: v3
spec:
replicas: 1
selector:
matchLabels:
app: reviews
version: v3
template:
metadata:
labels:
app: reviews
version: v3
spec:
serviceAccountName: bookinfo-reviews
containers:

- name: reviews

image: docker.io/istio/examples-bookinfo-reviews-v3:1.15.0

imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
# Ratings service
apiVersion: vl
kind: Service
metadata:
name: ratings
labels:
app: ratings

service: ratings

spec:
ports:
- port: 9080
name: http
selector:

app: ratings

TBH: RMEMRSMIstiok X

1. EASMEAIHdefault R ZB THIHE—NEMIRS, & Rbookinfo, EEFS N EFHIstio B ELIARAR

2RH,

XM HIYAMLS A RS 20T AR -

149

> MAYRRA: 20220701


https://www.alibabacloud.com/help/doc-detail/149548.htm#task-2375721

ARk KuberneteshR RIESLE- 5 Mg

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: bookinfo
spec:
hosts:
— nxn
gateways:

- bookinfo-gateway

http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/vl/products
route:
- destination:

host: productpage
port:
number: 9080

2. TASM;E@UE‘]defaultﬁ%E"EI“ETF%J?E MstioM %, ZAbookinfo-gateway, #ES M EFHIstioZEsE
IR AR =

Xt R B YAMLSI R B S0 TR :

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: bookinfo-gateway
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 80
name: http
protocol: HTTP

hosts:

— w%n

Wiidlproductpage@E, RIFAENSEIRERreviewstI3MRA, S Areview-vIFIEMERSZAER —T
g8, LIAUEEER.

(o[ik) FEB/N: EEEreviewsE2HV3RA

BEEX B EMIRS, TTRAE X Bookinfo F HIHBRSSERE KL, AHI 45 EBookinfo/B 2 fE
review V3R,
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1. FEASMELfIEdef ault 8543 =8 18] T2 — 1 B AR N
YAMLXX BRI B TR

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: reviews
spec:
host: reviews
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:
version: v2
- name: v3
labels:

version: v3

2. EASMLfIB9def ault 652 = B T HTE— D EHRSS,

XM EIYAMLSU RS I T AR -

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- route:
- destination:
host: reviews

subset: v3

I BY il productpageiE, reviewsig a4 fEAVIERA,

, & Areviews,

Z Hreviews,

BBIFhAIRE,

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and mistaken

identity, in addition to puns and word play.

Book Details

Type:
paperback
Pages:

200
Publisher:
PublisherA
Language:
English
ISBN-10:
1234567890
ISBN-13:
123-1234567890

Book Reviews

An extremely entertaining play by Shakespeare. The slapstick humour is
refreshing!

— Reviewer1

* kK Kk Kk

Absolutely fun and entertaining. The play lacks thematic depth when compared to
other plays by Shakespeare.

— Reviewer2

* % K kK
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\SZ N = S Aoy iy = A
8.4. BASMIILE A R ER T
&
=
AR5 MIEASMA N A RRSIRE T Bt BR EN M B SIS EREEN . BERENhINETLIRRER
RIRENNEEHESNER, TUSHEARNE . BhESEEBINETTER MRS & £,

Bzt R ERE E i, SCMBMIHAR, AXLABookinfoRZ A%, MR INfaE R Bt %
MRENMENLIBEFBIRMRERHINE,

Bl iR A
ERIRASMSEG], BURERIE, ESMOIZASMLA,
Pod 45 1 1

ETIRERT, MEEXVSwitch, VPCIEBNME . SMEEEHTL, AWM T:
o vSwichFVPCHY M £& 3 %1
o vSwitchRI£& Ml

D #E  ATERERCENTEVPCREEEEBEIPE, I vVSwitchRAERERME,

vSwitch®&Z #R

vpc-hangzhou-switch-1

vpc-shanghai-switch-1

o VPCHZHXI
VPCEZ R

vpc-hangzhou

VPC

Region

cn-hangzhou

vpc-hangzhou

vpc-shanghai

IPVA4 X £

192.168.0.0/24

192.168.2.0/24

IPVARR ER

192.168.0.0/16

vpc-shanghai cn-shanghai 192.168.0.0/16
o SEEMIMAMLY
EBEIR Region VPC Pod CIDR Service CIDR
ack-hangzhou cn-hangzhou vpc-hangzhou 10.45.0.0/16 172.16.0.0/16
ack-shanghai cn-shanghai vpc-shanghai 10.47.0.0/16 172.18.0.0/16

SR—: EAEAMENES
1. KB EMRSIR2AMAM A DSt EvSwitch, SAEEMVSWitchBIVPC, BRI, BB Molesn
NI ZEBEMEM R,

2. fER EXRIZBVPCRIM ML IR MM A LS thisipy S8, BINRIE, BB M alEKubemetesitE RS
B,
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SR FHCENIIBE I VPCNEEIE
1. BIZECENH,
i BRECUVREHE,
i. ZREWMSEHTE, LEUNRE VN,
il. ZRIRECUMSEHERRESY, AELTHE.

Z2H biiipu
LPNR R 718
B BRREN2~28MZER, BRI FHH P

X, JEsHFE. Tz () MEnE (-) .

BMALBIERER,

[
=

SEffIEE SERIRE, ARIGEFEFAME (VPC) .
i IEIEFTESEAI B, ASTEFEERT (M) .
4% S EIEEMABISEG, & L2 BHMN I

VPC,

2. MNEMEESLA,
i R MSEFITUE, HE EXEIRNTEWRSES, BEHESEHID,
i. ENELHIEBRRE, REMBENEZH .
iii. FEMNEMELHEREKS RETIRESH, ARRTHE.

24 R
SEfIXE SERIKE, ARIEFEEBME (VPC)
i WEIRATIESLAIBME, ASNRFER2 (L8) .

EREMEBASEA), EEF EXEIZN st

4250
) 4& SL451 VPC.

3. BMIHRE, BRIFEME, BEAnIHEE,

EEMEEETER.

i FERWMSEHITIE, HE LIRSS, BHSEHID,
i. APREBHEEREEERS, AEREREEMEERE.

ii. FIREEMHEFRZARREFTELN ENBINTERED, BEbENER2 (L8) FERT (R
M), REBREHE.

5. AMBE=HMAN,
AERNTERNR2HERBPNXS T ER#NPodMACIDR, AIFXS 77 B M Pod M R itb it i [8) A4,
i. ERERRSEEERHE.

ii. 7EEEE¥TI % RHE H Fack-shanghaite BEA MR E 5 T HIELS .

e
s
7
&
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i. ZEHGERNEELEEARBRRE,
EEack-shanghaisEEEHIPodM L CIDR, ASREIERES R TE .,

iv. FEERET) X TE S Fack-hangzhouE B A MR 4 5 FE9IES .

v. EEHGRENEETEHARRRE, AERTREAEGMNHRLAD,

vii BEREHFBREANB R TREFHHM.

vii. IREWMINER NLER, B NHack-shanghaifEBHIPodMZECIDR, HAitABINE, AERTRIENT
HREF.

vii. EERITUALE R, EEack-hangzhou&EEEHIPodM 4 CIDR, #AJE#E ack-shanghaiE# T2 A
th, ¥ MNack-hangzhoufEEEHIPod®£&CIDR,

SR=: KPodBHEFERAKMECEN

—_

v O N o U R W N

—_
— O

BERBBRSERRHE.
LB X TUE P Fack-hangzhouSE B A MR 5 FEYIELS
AEEHERNHETERRTRRE, AERTEMUEENEVPCAUVPCID,
HEVPCHFFENHBHABEAERXEEFKHSED,
EEENEZEHNEENSMERTREEX.
ERHERREKRE FSORROEHSEDNEHIGER, AeBREHEEIER,
ERBAFBNERETREEAENX.
B FPod CDRMEREYF M ERAM B A, AX7910.45.0.0/1689FMER,
ERMBHRNMEEREHE.
FEEHTULESE, ¥ack-shanghaiEBEHPodIEH{E R KA ECEN,

. IiFack-hangzhoufllack-shanghaite2$Pod i IS B 2B LA ECEN,

EMMEREBERFENEBHARBENEZRRAETREEMNS., TTAEF ack-shanghaif & PodCIDRAY i B
&R Mvpc-shanghai-switch-18IPVAR R EERER . £ LSRR R IFBERE BT AE Black-
hangzhoufE 8 PodCIDREY & H115 2 Mvpc-hangzhou-switch-TEIIPVAR BRI BE RS B . BiBFack-
hangzhou#llack-shanghaite B¢Podi& {5 R #0 K R = CEN,

SR : RMEFFASMLH,
FRANHIMN s B 138 el 10 SE B4 B ) — N ASMEL il ep,

1.

5.
6.
7.

BERASMETIS,

2. EEMEME, ERRESMIE > MIEER,
3.
4. EMBIFERALMNEMEERERS TR ER > Kubernetes&E#, AREANRAR TSR

EMBRERRE, KAGRENIS, RHLANZRAEREIPELEER.

m,

FERMERER, EPRMNBHNER, AERTHE.
AEERTMEEPRTHE.

ESHTULSR, B LEtEERRMENZASMEAh,

FEBRH: EASMdEEAOMX

1.

ééack-shanghai%ﬁﬂ’qm
BEREEBRZSEERFA.
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AR RS Kuberneteshi

oo

N oo v oA W

i. 7EEEBT)E UEE FHack-shanghaite BEA MR /E T TRYIELS .
ii. FEBEERNEEEEREERRSE,
EEAEEXEEEEED,
BRASMIZEHI &,
EEMSHE, EERZMNIE > NIEERE,

ENBERRE, KIAGRENIS, RELANZRAEREIPEEER.

AEMEFERE AN S B EHASMPIX

. FEASMM X TUE, BEHEAE,
 EBEBEAOMXERIGENEEE Nack-hangzhousE, AHVEAR AAMIHE, ERFHIE

(KB, HRARARE, RERTHE.

. FEASMP 3% 7T & Fingressgateway A IR VE ZI FEIYAML,
. EHmBERA T ack-shanghaiEBEE0ID, AEBEHE .

spec:
clusterIds:
- ack-hangzhou cluster-id

- ack-shanghai cluster-id

LB\ BEEMABookInfo

1. {EAkubect iEIES|ack-hangzhoufEE, BERRIE, BB MiEdkubect T EiEiEEst,

2.

FERAUTRESE, BI&ack-hangzhou-k8s.yaml,
I~ BALE, EBYAMUEARS

# Details service
apiVersion: vl
kind: Service
metadata:
name: details
labels:
app: details
service: details
spec:
ports:
- port: 9080
name: http
selector:
app: details
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-details
labels:
account: details
apiVersion: apps/vl
kind: Deployment

metadata:

DY P Sy I

155

> MAYRRA: 20220701


https://servicemesh.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/86494.htm#task-2076136

BEEIRS Kubernet eshR SRS S S

lidine: uetdlls—VvlL
labels:
app: details
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: details
version: vl
template:
metadata:
labels:
app: details
version: vl
spec:
serviceAccountName: bookinfo-details
containers:
- name: details
image: docker.io/istio/examples-bookinfo-details-v1:1.16.2
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
securityContext:
runAsUser: 1000
# Ratings service
apiVersion: vl
kind: Service
metadata:
name: ratings
labels:
app: ratings

service: ratings

spec:
ports:
- port: 9080
name: http
selector:

app: ratings
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-ratings
labels:
account: ratings
apiVersion: apps/vl
kind: Deployment
metadata:
name: ratings-vl
labels:
app: ratings

version: vl
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spec:
replicas: 1
selector:
matchLabels:
app: ratings
version: vl
template:
metadata:
labels:
app: ratings
version: vl
spec:
serviceAccountName: bookinfo-ratings
containers:
- name: ratings
image: docker.io/istio/examples-bookinfo-ratings-v1:1.16.2
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
securityContext:
runAsUser: 1000
# Reviews service
apiVersion: vl
kind: Service
metadata:
name: reviews
labels:
app: reviews

service: reviews

spec:
ports:
- port: 9080
name: http
selector:

app: reviews
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-reviews
labels:
account: reviews
apiVersion: apps/vl
kind: Deployment
metadata:
name: reviews-vl
labels:
app: reviews
version: vl
spec:
replicas: 1

selector:
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matchLabels:
app: reviews
version: vl
template:
metadata:
labels:
app: reviews
version: vl
spec:
serviceAccountName: bookinfo-reviews
containers:
- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v1l:1.16.2
imagePullPolicy: IfNotPresent
env:
- name: LOG DIR
value: "/tmp/logs"
ports:
- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
securityContext:
runAsUser: 1000
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
# Productpage services
apiVersion: vl
kind: Service
metadata:
name: productpage
labels:
app: productpage

service: productpage

spec:
ports:
- port: 9080
name: http
selector:

app: productpage
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-productpage
labels:

account: productpage
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apiVersion: apps/vl
kind: Deployment
metadata:
name: productpage-vl
labels:
app: productpage
version: vl
spec:
replicas: 1
selector:
matchLabels:

app: productpage

version: vl

template:
metadata:

labels:
app: productpage
version: vl

spec:

serviceAccountName: bookinfo-productpage

containers:

- name: productpage
image: docker.io/istio/examples-bookinfo-productpage-v1:1.16.2
imagePullPolicy: IfNotPresent
ports:

- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
securityContext:
runAsUser: 1000
volumes:

- name: tmp

emptyDir: {}

3. HITLAT <, fEack-hangzhoutEB¥ERZEBookinfo A,

kubectl apply -f ack-hangzhou-k8s.yaml

4. {EBkubect UE#E R ack-shanghaifE®E, BRIRIE, BSNiETkubect | T sz s,

@ 88 {EMkubect EE T ack-shanghaiE LB, BB B ¥ ack-hangzhoutE B Bkubeconfigl
#&pf ack-shanghaif & #9kubeconfig,

5. EAMUTRZE, tI&ack-shanghaiyaml,
I~ BALE, EBYAMUEHARS

# Details service
apiVersion: vl
kind: Service
metadata:

name: details
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labels:
app: details
service: details

spec:
ports:
- port: 9080
name: http
selector:

app: details
apivVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-details
labels:
account: details
apiVersion: apps/vl
kind: Deployment
metadata:
name: details-vl
labels:
app: details
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: details
version: vl
template:
metadata:

labels:
app: details
version: vl

spec:

serviceAccountName: bookinfo-details

containers:

- name: details
image: docker.io/istio/examples-bookinfo-details-v1:1.16.2
imagePullPolicy: IfNotPresent
ports:

- containerPort: 9080
securityContext:
runAsUser: 1000
# Ratings service
apiVersion: vl
kind: Service
metadata:
name: ratings
labels:
app: ratings

service: ratings
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spec:
ports:
- port: 9080
name: http
selector:

app: ratings
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-ratings
labels:
account: ratings
apiVersion: apps/vl
kind: Deployment
metadata:
name: ratings-vl
labels:
app: ratings
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: ratings
version: vl
template:
metadata:

labels:
app: ratings
version: vl

spec:

serviceAccountName: bookinfo-ratings

containers:

- name: ratings
image: docker.io/istio/examples-bookinfo-ratings-v1:1.16.2
imagePullPolicy: IfNotPresent
ports:

- containerPort: 9080
securityContext:
runAsUser: 1000
# Reviews service
apiVersion: vl
kind: Service
metadata:
name: reviews
labels:
app: reviews
service: reviews
spec:
ports:
- port: 9080

R N
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lame: nceLp
selector:
app: reviews
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-reviews
labels:
account: reviews
apiVersion: apps/vl
kind: Deployment
metadata:
name: reviews-v2
labels:
app: reviews
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: reviews
version: v2
template:
metadata:
labels:
app: reviews
version: v2
spec:
serviceAccountName: bookinfo-reviews
containers:
- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v2:1.16.2
imagePullPolicy: IfNotPresent
env:
- name: LOG DIR
value: "/tmp/logs"
ports:
- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
securityContext:
runAsUser: 1000
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
# Productpage services

AaniVersion: vl
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e e e s .-

kind: Service
metadata:
name: productpage
labels:
app: productpage

service: productpage

spec:
ports:
- port: 9080
name: http
selector:

app: productpage
apivVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-productpage
labels:
account: productpage
apiVersion: apps/v1l
kind: Deployment
metadata:
name: productpage-vl
labels:
app: productpage
version: vl
spec:
replicas: 1
selector:
matchLabels:

app: productpage

version: vl

template:
metadata:

labels:
app: productpage
version: vl

spec:

serviceAccountName: bookinfo-productpage

containers:

- name: productpage
image: docker.io/istio/examples-bookinfo-productpage-v1l:1.16.2
imagePullPolicy: IfNotPresent
ports:

- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
securityContext:
runAsUser: 1000
volumes:

- name: tmp

emptyDir: {}
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6. FITLAT &<, fEack-shanghaitsB¥EBZBookinfoR A,

kubectl apply -f ack-shanghai.yaml

7. {EAkubect EEFIASM, BAEME, ES R E T kubect lEZASMELA],

@ 88 (EEkubect EEZFIASMEY, 53E B ¥ ack-shanghaitE B igkubeconfigl#FASMEY
kubeconfig,

8. EAHUTRE, tlZasmyaml,
I RBAEIT, EEYAMUFARS

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: bookinfo-gateway
spec:
selector:

istio: ingressgateway # use istio default controller

servers:

- port:
number: 80
name: http

protocol: HTTP

hosts:

— nxn

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: bookinfo
spec:
hosts:
— nxn
gateways:

- bookinfo-gateway

http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/vl/products
route:
- destination:

host: productpage
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port:
number: 9080
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: productpage
spec:
host: productpage
subsets:
- name: vl
labels:
version: vl
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: reviews
spec:
host: reviews
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:
version: v2
- name: v3
labels:
version: v3
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: ratings
spec:
host: ratings
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:
version: v2
- name: v2-mysqgl
labels:
version: v2-mysqgl
- name: v2-mysgl-vm
labels:
version: v2-mysgl-vm
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule

metadata:
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name: details

spec:

host: details
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:

version: v2

9. FITLAT <L, FEASMEIZIEEMA,

kubectl apply -f asm.yaml

10. I&iFBookinfoN AR BERE I,

Vi.

BREFTRFEEREHS,

AEHaENSHEDR, BEEH,

FEEBEP % TUE B Fack-hangzhouSE B A R 1 7 FHOIENS .
EEHEERANSHED, EEME > RS,

ERS RETRERIR B op B 228 Alstio-system, &Fistio-ingressgatewayfA MISh &R m T iw A
808y IPHE 1t .

TEN BT 83 k4= ch i N M IPH4E/product page.
ZRRIFE, SJAERUTEREREI,

The Comedy of Errors

Summary: Wik The C of Errars i ore of Williaem Shakespedre's eirty plays It 8 his shorles! and one af his Most TArCCHl Comedis, with & Mar pérl of The RuMour COMING oM SIEDSTck and M istaker
identity. in acdion 10 PUNS 3nd WO

B Details Book Reviews
Type &
paperback An extremely entertaining play by Shakespeare. The slapstick humour is
Pages: refreshing!
200

* ok okk

Absolutely fun and entertaining. The play lacks thematic depth when compared to
other plays by Shakespeare

ok ok kW

-

The Comedy of Errors

of Emors is one of William Shakespeane's aarty plays. It is his shortest and one of his most farcical COMAdios., With A MO! Part of the huMoUr ComIng from Siapstick and mistaken

Book Detalls Book Reviews

Type:
PapODEcK An extremely entertaining play by Shakespeare. The slapstick humour is

Pages: refreshing!
00

Publisher:

PublisherA

Language:

English Absolutely fun and entertaining. The play lacks thematic depth when compared to
other plays by Shakespeare.

SEL: FHABMERENMNBERENEEE
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REBHERED
1. BRASMIZGIG,
EEMSME, EERFZME > NEEH,
EMBERNE, RESEENIS, REIFNSRAEREIPEEER,
EMBRERRNARAGRKEETEMB ARG ENNEABEREREN .,

W N

@ 31 NREELBABNEHKERE, CEIESSRABNEKEREE, FTHRRBhERE
/\zﬁo

5.TﬁﬁﬁmiﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁmMN@mmh%EEE%E%%O
6. BE > BiR, ABESE @ Bix, REB#RACn-hangzhou, RE/90%.,

7. B# o BfR, 8EH#RAcn-shanghai, NE A10%, BHHIA.

8. HITLAT &<, fEHEK10:kBookinfofif, WIEEHIERENMEEMIN.

for ((i=1;i<=10;i++));do curl http://<ack-hangzhoufEE¥H80im M NOM XML /productpage
2>&1|grep full.stars;done

FREREIE :
<!-- full stars: -->
<!-- full stars: -->

AIUERIFRIT0KR, BH2T full stars , WHEB10RISKD ORI M E T ack-hangzhousEBEHIV1 iR
Areviewsfrss, 1XEEHEIT ack-shanghaiEB V2R A reviewslRsS, MERBNEKHIISNER
2N

REBE G EER
1. {EJEEack—hangzhou%gﬁ'\]reviewc
BEREERFEERF A,
i. AEREEENSHES, BEEH.,
ii. FEHEERANSHETR, ERTHERR > TRES.
iv. FERSTNEIRES S B Adefault, Hdreviews-v1GMIERES THEEE .,
v. BHRENHREMTSE[AHE N0, RAEREHE.
2. BeE&DestinationRule,
fic EDestinationRule, H1sHFEiEiEKEreviewsfR$, ZreviewsfR B R 1mIn,
i. BRASMIZEIA,
i. EEMSHE, ERRFSWE > NESE,
i. ZFMEEENH, KIFRENIH, BEIFNSRAERIEIPETER,
v. EMZFERAEHENSHEEERSEE > BRAN,
v. ZEBFRAN TR B FreviewsH MR /E 5 THIYAML,
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Vi EREBERIEMUTAS, AERTHE.

trafficPolicy:
connectionPool:
http:
maxRequestsPerConnection: 1
outlierDetection:
baseEjectionTime: 1m
consecutivebxxErrors: 1

interval: 1s

m maxRequestsPerConnection: RAZEEHE,
m baseEjectionTime: R/NORETEKE,
m consecutive5xxErrors: ELEEIRME,
m interval: RGN EYET (BB .
3. BRBEEE®,
i ENREERNEEAGRXEETEMEAEIGANNE A BEEWEEE .

@ e MELCLBABBERENT, CEELABMERENTE, 7R REE
W,

i, FEES M 5 P R B8 XIEAE IR B M F KR 2 cn-shanghai, R ER# Ecn-hangzhou, % BS
B 2cn-hangzhou, REELE Ecn-shanghai, AEBEEHIA.

4. FTUTHS, BIREKR10XBookinfo A, HXJEEHRBIV2iRAreviewsiRF &R EHTHIT.

for ((i=1;i<=10;i++));do curl http://<ack-hangzhoufEE¥H80im M NOM XML /productpage
2>&1|grep full.stars;done|wc -1

TR

20

ST AERHEI0R, RE20 (BREHEIV2HRAreviewsfRERREIRITEE full stars HER)
PHEA10XE R BRI M B T ack-shanghaiE BE V2 iR A reviewsfR S, BEibi i EiEB M I,

8.5. EHHASMIEIRTM TERZ N B MY
B 45

BRS5 MIEASMAACKER NHIRSZEERM T - IERANNERENLURNRES . BN INEERA T IR
STANTMNYE, STUHLBEEAN RS NARFHITHRERR. PR K, MASHRETIMIAE,
REBENONMESEREE (TR, RE. HRMNEMNE) , RSMBASMASENRZEN—RIE
tRe ANXNAMEAEAASMIEIRII T AR BB,

CIE o3
o CHRIEACKERE, BEEER, B2 tlEKubemetesit EMEEE,
o BERIBASMELA, EZER, BESMOIEASMELA,

\}b

e
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o CEACKEE AIZPrometheussEFFGrafanarxfll, ELER, BEMFFEPrometheus5iz,
o BEEfiPrometheusSLIMIEKIR, BESER, BESNEMN B EPromet heussLH Mg 512,

=|ﬁb % % l%\
RS MIBASMAEERIRFZER—RIVIENR, ESER, BB R Iton/EET,

BBER—MERERRERBRAETENY EIEARNGE. Kubemetesh BB EB LA TE M4
E:

o ERLEI{HYEEECA (Cluster Autoscaler) : FFAET SB4EERME, TGN T =,

o KFEBFHELEEEHPA (Horizontal Pod Autoscaler) : BFBhEENALEG89Pod, TTLAETPods)
Kubernetesi2 R EERITFE=F NAREFIEE S 1M NAPIAddonBHkY EKubernetes API, X#£HY
AddonZBH4 o] ASLHCustom Metrics API, H A ¥FHPAIRIR{EEIEHR. HPAS EHAEE Resource Metrics API

FiFZOENR (FIANCPUSEATE) LAKRIEE Custom Metrics APBREVSS E T R AR FHVIEHR, SEASMIZALAY
oI SRR

€

Metrics
Config by Metrics Custom Metrics
using Server Adapter
Mixerless 3 4
Telemetry
V2 Metrics
Aggregator

F
P
r\l\
Pods Proxy Deployment <—‘ Etlnb?fgﬁ

$B—: FREREE£EPrometheus!5EBiEtR
1. BFRASMIZEIE,
. EENSHE, ERRESME > NIEEHE,

CEMBERRE, KEGRENTIS, REXLMNBRAEREIPRTER,
ERMBERFFERERLEA LANTERE.

S

A wWw N

@ HE  BHEIRASMAIBIstio N 1.6.8.4R U EIRA,

5. ENRERBEEFERDPIEPF S REPrometheus i izigtn, RERTHE.
ASMYE B 514 B R & Promet heus M 12 #5548 X B EnvoyFilterfit &

169 > MHRRA: 20220701


https://www.alibabacloud.com/help/doc-detail/94622.htm#task-1597149
https://www.alibabacloud.com/help/doc-detail/184885.htm#task-1956912
https://istio.io/latest/docs/reference/config/metrics/
https://servicemesh.console.aliyun.com

ARk KuberneteshR RIESLE- 5 Mg

$B" . &EHBEXIEHRAPI Adapter

1. T#Adapterg#ifl, X FAdapterRZEHiES M kube-metrics-adapter, SASTEACKER hLELE
B E X EFRAPI Adapter,

## WIREAHeIn v3o
helm -n kube-system install asm-custom-metrics ./kube-metrics-adapter --set prometheus

.url=http://prometheus.istio-system.svc:9090

2. ZEME, BELATARHIAkube-metrics-adapterE /5.
o ffilautoscaling/v2betaB 127,

kubectl api-versions |grep "autoscaling/v2beta"

AR

autoscaling/v2beta
o ilkube-metrics-adapter Podik 7,
kubectl get po -n kube-system |grep metrics-adapter
TRERR

asm-custom-metrics-kube-metrics-adapter-85c6d5d865-2cm57 1/1 Running 0
19s

o % Promet heusi& it 2512 4189 B & IR 84T

kubectl get --raw "/apis/external.metrics.k8s.io/vlbetal" | jq .

FRHEARIH -

"kind": "APIResourceList",

"apiVersion": "v1",
"groupVersion": "external.metrics.k8s.io/vlbetal",
"resources": []

TEBR=: BMERGNA
1. glitestin B =8, BRERE, BEReEGE=E,
2. FASidecarB&#EAN, BHEME, SN2 isidecarftiz,
3. BRBRABIA.
i. BIEpodinfo.yamisTi,

apiVersion: apps/vl
kind: Deployment
metadata:
name: podinfo
namespace: test
labels:
app: podinfo

spec:
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minReadySeconds: 5
strategy:
rollingUpdate:
maxUnavailable: 0
type: RollingUpdate
selector:
matchLabels:
app: podinfo
template:
metadata:
annotations:
prometheus.io/scrape: "true"
labels:
app: podinfo
spec:
containers:
- name: podinfod
image: stefanprodan/podinfo:latest
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9898
name: http
protocol: TCP
command :
- ./podinfo
- ——port=9898
- —--level=info
livenessProbe:
exec:
command:
- podcli
- check
- http
- localhost:9898/healthz
initialDelaySeconds: 5
timeoutSeconds: 5
readinessProbe:
exec:
command:
- podcli
- check
- http
- localhost:9898/readyz
initialDelaySeconds: 5

timeoutSeconds: 5

resources:
limits:
cpu: 2000m
memory: 512Mi
requests:
cpu: 100m

memory: 64Mi

apivVersion: vl
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kind: Service
metadata:
name: podinfo
namespace: test
labels:
app: podinfo
spec:

type: ClusterIP

ports:
- name: http
port: 9898

targetPort: 9898
protocol: TCP
selector:

app: podinfo

i. #8¥podinfo,

kubectl apply -n test -f podinfo.yaml

4. ATMERBHEEBE, FTEEGST@test PHBAFTNIERS, BFHREABER.

i. Bl loadtester.yamt i,

apiVersion: apps/vl
kind: Deployment
metadata:
name: loadtester
namespace: test
labels:
app: loadtester
spec:
selector:
matchLabels:
app: loadtester
template:
metadata:
labels:
app: loadtester
annotations:
prometheus.io/scrape: "true"
spec:
containers:

- name: loadtester

image: weaveworks/flagger-loadtester:0.18.0

imagePullPolicy: IfNotPresent
ports:

- name: http

containerPort: 8080

command:

- ./loadtester

- —-port=8080

- -log-level=info

- —-timeout=lh
livenessProbe:

exec:
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command:
- wget
- —-quiet
- ——tries=1
- —-—timeout=4
- —-spider
- http://localhost:8080/healthz
timeoutSeconds: 5
readinessProbe:
exec:
command:
- wget
- —-—quiet
- ——tries=1
- ——timeout=4
- —--spider
- http://localhost:8080/healthz
timeoutSeconds: 5
resources:
limits:
memory: "512Mi"
cpu: "1000m"
requests:
memory: "32Mi"
cpu: "10m"
securityContext:
readOnlyRootFilesystem: true
runAsUser: 10001
apiVersion: vl
kind: Service
metadata:
name: loadtester
namespace: test
labels:
app: loadtester
spec:
type: ClusterIP
selector:

app: loadtester

ports:
- name: http
port: 80

protocol: TCP
targetPort: http

i. BRERFNWIXRS.
kubectl apply -n test -f loadtester.yaml

5. WIEERERAINAMAHVLRSEEMRD
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i. HIAPOdIRES,

kubectl get pod -n test

T ER B -
NAME READY STATUS
loadtester-64df4846b9-nxhvv 2/2 Running
podinfo-6d845cc8fc-26xbg 2/2 Running

i. EARHMIXRZRER, FHERheydSEMBH,

RESTARTS
0
0

AGE
2m8s
11lm

export loadtester=$ (kubectl -n test get pod -1 "app=loadtester" -o jsonpath='{.item

s[0] .metadata.name}"')

kubectl -n test exec -it ${loadtester} -c loadtester -- hey -z 5s -c 10 -g 2 http:/

/podinfo.test:9898

REIZER, EMRATMY, RSN ABMRARILRSERE MR .

S B : FHASMBIREEEHPA

EX—THPA, ZHPARRIESMMEWEIEREKY FPodinfol TR E., HFIBERREARET

10 req/secht, $HERHPAY KEBE .,
1. Bl hpa.yaml,
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apiVersion: autoscaling/v2beta2
kind: HorizontalPodAutoscaler
metadata:
name: podinfo
namespace: test
annotations:
metric-config.external .prometheus-query.prometheus/processed-requests—-per-second: |
sum (
rate (
istio requests_total{
destination workload="podinfo",
destination workload namespace="test",
reporter="destination"
} [1m]

spec:
maxReplicas: 10
minReplicas: 1
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: podinfo
metrics:
- type: External
external:
metric:
name: prometheus—query
selector:
matchLabels:
query-name: processed-requests-per-second
target:
type: AverageValue

averageValue: "10"
2. BBEHPA,

kubectl apply -f hpa.yaml

3. WIFHPAER B EFZE I,
5l 4 Promet heusiE EL 2842 5t B B B X S EBIE 4R,

kubectl get --raw "/apis/external.metrics.k8s.io/vlbetal" | jq .

TR
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"kind": "APIResourceList",

"apiVersion": "v1",

"groupVersion": "external.metrics.k8s.io/vlbetal",
"resources": [

{

"name": "prometheus-query",

nn
’

"singularName":
"namespaced": true,

"kind": "ExternalMetricValueList",
"verbs": [

"get"

Bl RGPS HEXPNASMIBIRIEIRYIZE, HIBHPASZE/HKII,

3SIE B B 5 1 6 4
1LOEANREERE, HiEMheyHOERTHREER,

kubectl -n test exec -it ${loadtester} -c loadtester -- sh
~ $ hey -z 5m -c 10 -g 5 http://podinfo.test:9898

2. EEEHMBERR.
@ 38 BRABRT, BRE30RIT—RES, HAR EY_E—L3 PP~S AR RRIR B ER

ZETREY, A TTRABATIORS 48/, XA, HPATIRARTLE P SRRERIRERNTT, FAEHBHDT BE
B E,

watch kubectl -n test get hpa/podinfo

FoER B -
NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
podinfo Deployment/podinfo 8308m/10 (avg) 1 10 6 124m

—nHfE, HPARFEY AIIERAH, BEER/PDEZEEREUT. A?ﬁﬂﬂﬂiﬁ%ﬁﬁ)ﬁ, BRHIBERY
BEAT, FEHPARFIRGE R IFARPodHE, /LA /G Lk <iREEE R P HIREPLICASEI AL
wEA—1

8.6. i A O M XM AHAgRPCARSS

BRS5MAZASMET & BRI RESTFHE I A O M X 1518 AEREIQRPCARSS . ASCEI RAIN B IN{a@FASMA
M X 3518 A BRgRPCARSS , HAEQRPCHIR MRAZ B TR ETI

AR R4

o ERIEASMELAI, BE{FiEME, B2 REIEASMELA,
o CRIEACKERE, B2, 3 mﬁlJ@KubemeteSTE%H&Eﬁ
o RNINEERERIASMSLA, E{ZIST;M’E, 58 AN EEEE| ASMEL ,
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[ ] Erﬂtﬂg}\um*ﬂﬁ%o E\'{Z’Sﬁ'flﬁl //J\\}]D)\DH%H&XO
o CERENARASMELAIFIER D, EW:M’E, BEENERE RN ARASMLH,
o BEBIBASMLE, BMAANEIWIR. BIUIREEMR . BEARIE, BSROIEASMELA,

TBR—: WERGNA

EREZ AMistio-grpc-server-v1Hlistio-grpc-server-v2B R~ G B2 FH

1. BREBRSEERFE

ERHEENSHED, BhEE.,

. EEHNRNET, BEEMEHESRAEBREEANERIES TS,
 EEHEERANSHED, BETERHE > RS,
EERSTEGEZEE THIERPEEGETE, BEERAYAMLBIZER.

u b~ W N

@ BB YENEDHNSE S ENYBAVEEFEASdecar, BB &istio-system=enabledtRss,
BRBME, BEAFARSdecartE,

6. FEEIENER THNYAMUERA B ERCAEDR, RECIE.

apiVersion: apps/vl
kind: Deployment
metadata:
name: istio-grpc-server-vl
labels:
app: istio-grpc-server
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: istio-grpc-server
version: vl
template:
metadata:
labels:
app: istio-grpc-server
version: vl
spec:
containers:
- args:
- —--address=0.0.0.0:8080
image: registry.cn-hangzhou.aliyuncs.com/aliacs—-app-catalog/istio-grpc-server
imagePullPolicy: Always
livenessProbe:
exec:
command :
- /bin/grpc health probe
- —addr=:8080
initialDelaySeconds: 2
name: istio-grpc-server
ports:

- containerPort: 8080
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https://www.alibabacloud.com/help/doc-detail/150510.htm#task-2372970
https://www.alibabacloud.com/help/doc-detail/149547.htm#task-2375501
https://www.alibabacloud.com/help/doc-detail/147793.htm#task-2370657
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readinessProbe:
exec:

command:

- /bin/grpc_health probe

- -addr=:8080
initialDelaySeconds: 2

apiVersion: apps/vl
kind: Deployment
metadata:
name: istio-grpc-server-v2
labels:
app: istio-grpc-server
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: istio-grpc-server
version: v2
template:
metadata:
labels:
app: istio-grpc-server
version: v2
spec:
containers:
- args:

- ——address=0.0.0.0:8080
image: registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/istio-grpc-server
imagePullPolicy: Always
livenessProbe:

exec:

command:
- /bin/grpc health probe
- -addr=:8080

initialDelaySeconds: 2
name: istio-grpc-server
ports:

- containerPort: 8080
readinessProbe:

exec:

command:
- /bin/grpc_health probe
- -addr=:8080
initialDelaySeconds: 2
apiVersion: vl
kind: Service
metadata:
name: istio-grpc-server
labels:
app: istio-grpc-server

spec:

N
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puLLs.
- name: grpc-backend

port: 8080

protocol: TCP
selector:

app: istio-grpc-server
type: ClusterIP

SR REMRSMEASME R BN

RERSMENRESME . EURSFERIAN, BRELIPIEMistio-grpc-server-vi,

. BRASMEREIA,

2. EEMSME, EERSNE > NKEE,

3. MR EENH, RIFRENIA, EEXANSHRAERIEINPEEEE,

4. BIEMXIN,
i EMEEFEERELAMNSMEERREEE > NXAN, AREEGVREEEERYAMLEIZE,
i. ZRIRAEREGZZE Adefault, B TENYAMURRMIEEIXAES, RERE.

—

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: grpc-gateway
spec:
selector:
istio: ingressgateway # use Istio default gateway implementation
servers:
- port:
number: 8080
name: grpc
protocol: GRPC

hosts:

— nxn

5. SIZBRMN,
i EMBFRERALNSM-EEREEE > BRAN, AREaNRERLERYAMLEIR.
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i. ZRIEZRNEREG R =B Adefault, B TENYAMURIRMIEZI X AED, REHE.

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: dr-istio-grpc-server
spec:
host: istio-grpc-server
trafficPolicy:
loadBalancer:
simple: ROUND ROBIN
subsets:
- name: vl
labels:
version: "v1"
- name: v2
labels:

version: "v2"

6. BIREMMBRS.
i EMBFRERALZMNSMCEEREEE > EURS, AREaNRERTERAYAMLEIR.
i. ZRIRREREGBETE Ndefault, K TEHHEYAMURIRM R XAED, BHHEE.

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: grpc-vs
spec:
hosts:
— mxn
gateways:

- grpc-gateway

http:
- match:
- port: 8080
route:
- destination:

host: istio-grpc-server
subset: vl
weight: 100
- destination:
host: istio-grpc-server
subset: v2

weight: 0

SER=: WBEAOMNX
EAORED, FMHEO8080, HigMkARSMXH8080i 0,

1. BRASMIZHIA,

2. BEMSHE, HERSMIE > ABERE,

3. EREERRE, RYSRENLA, BELANSRACRIEIPRHER,
4. ERMBEERELNSHELEASMBX .,
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5. EFASMMXTTHEELAE, EEIRTEEESSE, HMEARANE.,
25 B & I
MEBLER ERBIMBEANOMKEIES,
R RR Legbis B R ER R A ARMIFE .
R,
o FHEARAHINE: NEERHEYENEDIEE,
o HEMHIYNE: BEFEBEARYE, NTRIERDERFTNAHY
AL,
@ e  ENERISKubernetesfRSHE—SLB, MBESA
KubernetesfRsSERE—1SLB, ZELATXIEFIRS]
o FAEBANSIBREHEEEEKIT, tSSEENNAR
EIRGIER
o Kubernetesi@idServiceB|ZHISLBABEER, REEEREF
HEEFHE (HIFMAOpenAPl) BIZAISLB,
o EHHRE—SLBHIZNService RRES 8 [E) B9 R i M 0 is O,
BN SIERR O,
o SHSLBE, MIFHZFUREMNRSBAENSFH
B Kubernetes{E AE—FRRFF, 1E7ME ST A EIAAR S 2540
HE&=Z,
o ANIFBERSFASLE,
BEFMFED, REFHR Atcp, RSH OB O A8080,
S sy @ 3B BEBOEOSENRENIEENRD, SIEED
ERNKO., MEREOENENRSHEOERNREFRFERNRS
MxixO. FAARSREOBESRSMXEO—.
6. BHEMAE.
$BIY: iz{TgRPCE P iR
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1. BEIgRPCEFif,

docker run -d --name grpc-client registry.cn-hangzhou.aliyuncs.com/aliacs-app-catalog/i

stio-grpc-client 365d

2. BRISAE,

docker exec -it grpc-client sh

3. BRI A BIgRPCARSS .

/bin/greeter-client --insecure=true --address=<ANCMXBIIPHIE>:8080 —-repeat=100

REIATER, TJAERFRBENIEREER Tistio-grpc-server-vi,

2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11

03:
03:
03:
03:
03:
035
03:
03:
03:
03:
03:
03:
03:
03:

18:
18:
18:
18:
18:
185
18:
18:
18:
18:
18:
18:
18:
18:

51
51
51
51
51
51
51
51
51
51
51
51
51
51

Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

world
world
world
world
world
world
world
world
world
world
world
world
world

world

from
from
from
from
from
from
from
from
from
from
from
from
from

from

SBRA: REAKREEBE V2

EA40% B EIgMistio-grpc-server-v2, EHR60%8RE A8 Mistio-grpc-server-vl,

1. BRASMEZEIA,

2. EEMSME, EERSNE > NKEE,

CENREERERNE, RIFRENI, REXANSHRAERENPEEEE,
. ENEFERELNSMEE
. EEMRS RE B Hgrpc-vsEBE T YAML,

. ERBNEEPERUTYAMLAS, BHHE.

w

[©) N O R N

route:

- destination:

host:

?Rtii =

FoLE

istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc—n851w
istio-grpc-server-v1l-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w

B> EMRS.

istio-grpc-server

subset: vl

weight:

60

- destination:

host:

istio-grpc-server

subset: v2

weight:

40

7. BREBSR, MTUTHS, HEMEARGRPCRS .
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/bin/greeter-client --insecure=true --address=<ANCOMXBIIPHAE>:8080 —-repeat=100

REIATER, TJLAER40%MRET M@ T istio-grpc-server-v2,

@ 08

£R
A

&, —E2EIT40% 8,

2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11
2020/09/11

03:
03:
03:
03:

03

03:

03

035
03:
03:

34:
34:
34:
34:
3 34lg
34:
:34:
34:
34:
34:

51
51
51
51
51
51
51
51
51
51

Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

world
world
world
world
world
world
world
world
world

world

from
from
from
from
from
from
from
from
from

from

M RA—E SR 100,RhH40/R$5 [ istio-grpc-server-v2, {BMNSAR LGSR

istio-grpc-server-v2-665c4cf57d-h741w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-v2-665c4cf57d-h741w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-vl-dbdd97cc-n851w
istio-grpc-server-v2-665c4cf57d-h741w
istio-grpc-server-v2-665c4cf57d-h741w
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9.DevOps

9.1. iFEEE|enkins IR H 52 K Z&/E
g

A EZEBERNAEM R ZKubernetes&E 8 EHRIEE R jenkinsiF 2 EM IR, HETIREHIRGIRIE 7S A
IR HRIE. NARGHZMAEARRKENNBERE,

AR R

o EflEKubernetestEEt, BRIRIE, BES N EIEKubemnetestE E IREEE,

o EiEiTkubectiEEFKubernetesERE, BRIRIE, BSNiE T kubect | T EEEERE,
t8&Jenkins

BIERBUTSREKEEack-jenkinsiL A, BINETHEESRF/demo-pipeline, BKRILHEES
TSR NERESRE.

1.

ok wnN

BERERRSEREHE.

EEVeENSHES, EZEhHE > NAHH.
ENATHRERETNABERRE, AEEERHiEPack-jenkins,
ffack-jenkinsTiH, BE—REE.,

AUIEERS, EEEHNGE=E, AFRET—H.

@ #B\ BWEEEENGE=@Rdefault HEEE, ARfPEEEENHE=EC,

. EEHEETNE, B8R AdninPassword FE, AERTHRE.

MBEBRIZEEZRZME, BIRBEK Aduinrassword FE&, JenkinsBRBMINERASEBMERZE, R
iA%"ﬁHﬁj admin

. A FHERenkins,

i EEHEEMSHMED, REER.
i. EERIERE P, RHEREHIRAE BREFANEEIITHOFERS.
ii. FAEBHEEREMSHMI=D, EBEME > RS,

iv. & NS BIZRENGZZE, AFHETack-jenkins-default REEISMEBER =, E R
Jenkins& %z .

. BEEJenkinsBIEFHFE AT,

i ERFANBRERE, BERZEENEG.
i. MURERNE, ERFANNIARERE, REREHTK.
iii. SLHIEEREFTME, REFFEMEMA)enkins,

. ¥#E#Zdemo-pipelineHif B R A RS .
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https://www.alibabacloud.com/help/doc-detail/95108.htm#task-skz-qwk-qfb
https://www.alibabacloud.com/help/doc-detail/86494.htm#task-2076136
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BAESLE-DevOps R RSKubernet eshi

i. fElenkinsE 3T, #iEdemo-pipelinefd ) B4R,

8 senkins A8 0 2w Dam

Dashboard
RN

- RS “
& =F5=
= MEAE demo-pipeline =) 7o 7z
YV -
r RREE EiT

1 eh =] N Atom feed £5F N Atom feed S5
& =ouE

N Atom feed BRI

i. RIFENRGECEGSEIMESH, ARFIPFEBEENRZN naster , FHRA registry.cn

-beijing.aliyuncs.com/ack-cicd/ack-jenkins-demo:latest

A8 08 um Sam

Dashboard demo-pipeline

# sETE Pipeline demo-pipeline
L FENTEHETEZRE:
= zEps image_region

cn-hangzhou
Ll) Build with Parameters

image_namespace

filv=1
haoshuwei24
© M2 pipeline
image_reponame
v FENEHE jenkins-demo
= Bk image_tag
0O wkEEE latest
branch
Build History HEFEE A .
master
[ find |
ii. BEFFIREE,

Mt Kubernet esEE BE 51 & 5 Bt B9)enkins Slave Pod5Jenkins Master FiEEIEE .

WITHEE, JenkinsMKubernetesEEE A EIE—Slave Podiz{T AR MW EES ., XF RPN
K1, BFEMjenkins-demo-Git HubBgjenkins-demo,
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https://github.com/AliyunContainerService/jenkins-demo
https://code.aliyun.com/haoshuwei/jenkins-demo.git
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iv. EERE, BHEEMINNZETRenkins on KubemetesizfTIER .

‘ . 0 1 2 admin ] HSS

? Jenkins

Dashboard demo-pipeline

$ E=ETHRe

= ZEHE

t

J

) Build with Parameters

Mm@

]

& B2 Pipeline
=ENERE
= EfE

0O mikeEsE

Build History HEhE A~

find |

@ 2

(* 2021-5-25 FF2:24

A Atom feed 258 3\ Atom feed W

Pipeline demo-pipeline

fiTaTaTen

P %S

Bt ERARE

Declarative:
Checkout SCM

Average stage times: Os
(Average full run time: ~3min 11s)

May 25

tHXHHE

o ERIF—IRERE(#2),20 37/
» BRRETEIE(#2),20 53 ZA0
« FRFAETIATHIER(#2),20 3280
o ERIFSERRRTHIER(#2),20 53280

Deploy to
Kubernetes

25

Kubernetes Cloudf &2 & i B8

Jenkins{é FiKubernetes PluginiZEiEKubernet est= B¥ H &1 5 & A B K Slave Pod,

—

 EENSHMEERRE TS,

. HElenkinsRALEMEMZIEERAEE.,

. HEEjenkins HHNRARETREETTREHE,
EB RAIFRREALENSHMEEEConfigure Clouds,
. EE B &M U HE ¥ HKubernetes Cloud details...,

EEBZ ack-jenkinsit 2 Bz B & Kubemetes Cloud, U TAZ NS EARHIA:

W

#

WiEA
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24

B

Kubernetesithiit

Kubernetes#p& 22l

JenkinsB ik

Jenkinsi@i&

6. EEBEEH IHEEHPod Templates...
EEBZ ack-jenkinsit 2 Bz EE B Pod Templates, TSNS EKHIA:

24

WA

2NN kubernetes

o

O EESEY
Kubernetes
=7 @
kuberetes
Kubernetes 31t @

hitps://kubernetes.defaultsvc.clusterlocal443

Kubernetes BES31E+S key @

S HTTPS EBIEm
Kubernetes 2518)

ci
k=]

Fev | emme

() WebSocket

O Direct Connection

[ |

2IANA https://kubernetes.default.svc.cluster.local
:443 , Jenkins RAREELFIEE D, JLUERANIRS S
W fﬂ%ﬁﬂ’]APl Server,

AN default

B default THEMAMHELR,

, HiASlave POdEEHEZSE

ZXIAAN  http://ack-jenkins-default:8080 , Slave Pod
¥E#E)enkins Masterfs B AR S = .

ZXIAAN  ack-jenkins-default-agent:50000 , Slave Pod
& A)nlpiE$E)enkins Master,

, BE{Pod Templates details...,
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24

B

s lIES

HiEA

A slave-pipeline

, Slave PodB9&#R,

Pod Templates
Pod Template

&R

HEE

REFIE

=3

2E Pod BIREFR

FRETIE

slave-pipeline
default
slave-pipeline

Only build jobs with label expressions matching this node

Container Template
B inlp

Docker &5t registry.cn-beijing.aliyuncs.com/acs-sample/jenkins-slave-jnip:3.14-1

BEHNRER O
TR jomeljenkinsfagent

B TEIES

SEHEE O
EnwVars FMAEEE -
HEE| Pod IRFHETAEZETIE

®

2AA  jenkins

ZAA  slave-pipeline

Pod,

inlp FAFi&E#E)enkins Master,

, Jenkins AR S5 B AR S IR AR 4 A Slave
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24 WEA

kaniko ATHEMEXBHRER.

Container Template
Name kaniko ®

Docker image registry.cn-beijing.aliyuncs.com/ac | @)

Always pull image

Working directory /homefjenkins @
Command to run Jbin/sh -c ®
Arguments to pass to the command cat @
Allocate pseudo-TTY

EnvVars

Add Environment

Variable

List of environment variables to set in
agent pod
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¥ L
BEIE Maven FIFMEMITARAE,

Container Template
Name

maven (2)

Docker image registry.cn-beijing.aliyuncs.com/ac @

Always pull image

Working directory /homefjenkins (7)
Command to run /bin/sh -c @
Arguments to pass to the command |, (2)
Allocate pseudo-TTY

EnvVars

Add Environment

Variable

List of environment variables to set in
agent pod
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24 ki

kubectl FTFERENH o

Container Template

Name kubectl @7‘

Docker image registry.cn-beijing.aliyuncs.com/ac &)

Always pull image

Working directory /home/jenkins @:_‘.
Command to run Jbin/sh -c ®
Arguments to pass to the command cat @_‘.
Allocate pseudo-TTY

EnvVars

Add Environment

Variable

List of environment variables to set in
agent pod

JSlave PodEc EMavenEfF

B FSlave Pod27EKubermnetesEEBE PN ASER I, TIREIETTEENEMT—MWorkerfi &, FRUAERIEE
RENAE L Slave PodEtETgEfE A ZEIMavenEF, M AEREZFEHSALEMS,

1. CUENASHEEREIFEAMEES, BINRIE, BELEANASHEEHE,
WITLAT RS EEREjenkinsii A =@ T EIRZBINASH AL E#ES.

kubectl -n jenkins get pvc
FoER B -

MIHAE O] 1S . 7688  ack-jenkins-default s2Jenkins Mastertt /var/jenkins. homeB REIF AL
FfE, nas-csi-pve NIEANBEEMavenEFREZHINASEHEALTERES.

NAME STATUS VOLUME CAPACITY AC
CESS MODES STORAGECLASS AGE

ack-jenkins-default Bound d-2ze8xhgzuwlt278j**** 20Gi RW
O alicloud-disk-efficiency 3hlém

nas-csi-pvc Bound nas-c6c3e703-58a9-484e-8ce5-630486ea**** 20Gi RW
X alicloud-nas-subpath 4ml7s

2. (%) fE)enkinsZZBIPod Templatedh 5N Config Map VolumeZ£ B4,

EHHREAJenkins Slave Pod#EEk B E X SettingsXX {4, M TJLASEEI# Config Map Volume, HE&%IPod
Template L,
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B#EfRSSKubernetesh BELH-DevOps

i. FITLAT i< eI ConfigMap.
EHEEEEKsettingsxml, B ConfigMap,

kubectl -n jenkins create configmap maven-config --from-file=settings.xml

i. ElenkinsBZRALEMEMZERRAASE, EEHlenkins TANRAEE TETTHAEE, AT S
5| £ AEAM S Mm% EConfigure Clouds,
i. EEEEERTESHPod Template, & FPod Template details,

iv. & TREHRME, &R Config Map Volumeza %,

% @

Config Map Volume
Config Map &% @

maven-config
EHERZE @
/root/.m2

(J Optional (7]

k&

HINE ~
EHE| Pod IEPRETIZ=

v. B#Save, REEE.
3. #EJenkinsZ 4t BPod TemplatetdhiiNPersistent Volume ClaimZ B EH%, BINRE, BSNLFE2,
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% @

Persistent Volume Claim

FHEEE @

nas-csi-pvc

i

0 i

*

EHEE @

HN

/root/.m2/repository

ipsE

HINE ~

EHE| Pod EHRESIZF=

HREIE

i.

i.
.
iv.
V.

Vi.

FlenkinsE T, B#Hdemo-pipeline&iR.
FElenkins RG1ZH S AN SMAZEERE .
BERKERE,

TER A B8 2 50N Jenkinsfile.maven,
BERRE.

Elenkins 3T, fHdemo-pipelinefI ) ER, BEFHME.
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BRi#fTMaventyiZ e, FERH—RINE THABEHE,

Dashboard

demo-pipeline

#6

B {TMavenfE,

+ mvn package -B -DskipTests
[INFO] Scanning for projects...

[INFO] Downloading from central:

parent/2.1.2.RELEASE/spring-boot-starter-parent-2.1.2.RELEASE . pom

[INFO] Downloaded from central:

[INFO] Downloading from central:

-2.1.2.RELEASE

from central:

[INFO] Downloaded
b -2.1.2.RELEASE

[INFO] Downloading from central:

[INFO] Downloaded from central:
21 kB/s)

[INFO] Downloading from central:

[INFO] Downloaded from central:
(7.9 kB at 15 kB/s)

[INFO] Downloading from central:
[INFO] Downloaded from central:
[INFO] Downloading from central:
[INFO] Downloaded from central:
kB/s)

[INFO] Downloading from central:
[INFO] Downloaded from central:
[INFO] Downloading from central:
SR4.pom

https://repo.maven.apach forg boot/sp: b ter-
https://repo.maven.apache.org/maven2/org/ boot/ b ter-
parent/2.1.2.RELEASE/spring-boot-starter-parent-2.1.2.RELEASE.pom (12 kB at 6.5 kB/s
https:// -apache.org forg boot /: b 2.1.2.RELEASE/spring-
https://repo.mave he.org Jorg!: boot/ b 2.1.2.RELEASE/spring-
(143 kB at 123 kB/s)
https:// .apache.org /eom/ /jackson/jackson-bom/2.9.8/jack bom-2.9.8.pom
https://repo.maven.apache.org/maven2/com/ jackson/j 2.9.8/3 .9.8.pom (12 kB at
https:// .apache. /eom/ /jackson/3 /2.9.1.2/3 .9.1.2.pom
https://repo h maven2/com, jackson/j /2.9.1.2/3 .9.1.2.pom
https:// .apache. /com/ P /34/0ss-p 34.pom
https://repo.maven.apache.org/maven2/com P /34 P .pom (23 kB at 38 kB/s)
https://: .apache. /io/netty ¥ 4.1.31.Final/netty-bom-4.1.31.Final.pom
https://; .apache.org /io/netty/netty 4.1.31.Final/netty-bom-4.1.31.Final.pom (7.9 KB at 13
https://: .apache.org /org P 11/0s5-p: 7.pom
https://; he.org Jorg. 055 /055-p: /1/085-p: 7.pom (4.8 kB at 7.9 KB/s)
https://: .apache.org /i0/proj / cali i 1ifornium-
https://; he.org /io/proj cali i / lifornium-

[INFO] Downloaded from central:
SR4.pom (3.6 KB at 6.3 kB/s)
[INFO]

[INFO] Downloaded from central:
at 9.9 kB/s)

[INFO] Downloading from central:
[INFO] Downloaded from central:
xB/s)

[INFO] Downloading from central:
[INFO] Downloaded from central:

Downloading from central:

https://repo.maven.apache.org/maven2/org/apache/logging/log4j/log4j-bom/2.11.1/10g4j-bom-2.11.1.pom
https://repo.maven.apache.org/maven2/org/apache/logging/logdj/log4j-bom/2.11.1/1og4j-bom-2.11.1.pom (6.1 kB

https://repo.maven.apache.org/maven2/org/apache/logging/logging-parent/1/1logging-parent-1.pom
https://repo.maven.apache.org/maven2/org/apache/logging/logging-parent/1/logging-parent-1.pom (3.2 kB at 5.5

https://repo.maven.apache.org/maven2/org/apache/apache/18/apache-18.pom
https://repo.maven.apache.org/maven2/org/apache/apache/18/apache-18.pom (16 kB at 26 kB/s)

W5 MEFIEBRE, RETHIFDITE,

Dashboard

demo-pipeline

#7

sh

[Pipeline

+ mvn package -B -DskipTests

[INFO]
[INFO]

Scanning for projects...

[INFO]
[INFO]

com.example:demo

Building demo 0.0.1-SNAPSHOT

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

Copying
Copying

Building jar:

[ jar ]

--- maven-resources-plugin:3.1.0:resources (default-resources) @ demo ---
Using 'UTF-8' encoding to copy filtered resources.

1 resource
6 resources

--- maven-compiler-plugin:3.8.0:compile (default-compile) @ demo ---
Changes detected - recompiling the module!
Compiling 1 source file to /home/jenkins/workspace/demo-pipeline/target/classes

--- maven-resources-plugin:3.1.0:testResources (default-testResources) @ demo ---
Using 'UTF-8'
skip non existing resourceDirectory /home/jenkins/workspace/demo-pipeline/src/test/resources

encoding to copy filtered resources.

--- maven-compiler-plugin:3.8.0:testCompile (default-testCompile) @ demo ---
Changes detected - recompiling the module!
Compiling 1 source file to /home/jenkins/workspace/demo-pipeline/target/test-classes

--- maven-surefire-plugin:3.0.0-Ml:test (default-test) @ demo ---
Tests are skipped.

--- maven-jar-plugin:3.1.1:jar (default-jar) € demo ---

/home/jenkins/workspace/demo-pipeline/target/demo-0.0.1-SNAPSHOT. jar

--- spring-boot-maven-plugin:2.1.2.RELEASE:repackage (repackage) € demo ---
Replacing main artifact with repackaged archive

[INFO]
[INFO]

BUILD SUCCESS

[INFO]
[INFO]

Total time:
Finished at:

11.018 s
2021-04-28T06:28:002

fEAkanikoEZMFEXBR/RER
fEFkaniko X FRN, BRREFGOENHRIR,

EARARGD, BEEELNUXIFET (
SEMBEMEX—NMER

A= o

1857

1. ATUTHLERRREE.
EREHRCENRNS %N configjsonlft,

BAREEmMacOST) E£/FIEEREEN configjsonX k. i,

registry.cn-hangzhou.aliyuncs.com/haoshuwei24/jenkins—-demo:20200428

o

docker login -u <username> -p <password> registry.cn-hangzhou.aliyuncs.com
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FHAI -

Login Succeeded

2. 7Ejenkins&h =2 8 ™ B &£ BB config.jsonSX I & A jenkins-docker-cf gt Secret ,

kubectl create secret generic jenkins-docker-cfg -n jenkins --from-file=/root/.docker/c

onfig.json

3. ElenkinsRZ 4 BIPod Templateh B EEHERFETE,

i. FElenkinsRALZMSMAZERRZAEE, EERlenkins TANRARE TRETTRER, EF R
5 X UE AN S i%EFEConfigure Clouds,

i. EREEHTEmEHPod Template, B¥FPod Template details,
i. THREEZTETEEFMKETE, %FEnvironment Variable2£8%

niEwsE @

Environment Variable

- 7]
DOCKER_CONFIG

E @

fhome/jenkins/.docker

ENEEE

% Pod FFTEERIINETE

il

Secret Volume

Secret 577 @
Jenkins-docker-cfg

s @
fhome/jenkins/.docker

Default mode 0

] Optional (7]

v. 5 TEREEHRME, EFSecret VolumeZiE,
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v. BfSave, REFRE.
HZRKUE
i. #EJenkinsE®, #ifidemo-pipeline&ZiR,
i. ElenkinsRAZHISHAMNSMIZIEZFEE .
i BERKERSE,
iv. TEBZ B 12 N Jenkinsfile.kaniko,
BERE.

<

\Y

i. 7EJenkinsE& T, %Edemo-pipelineﬂ'\l_‘@ﬁ, BREEESHENANELIFNERCERXE
B, ARBRTFHIRAEE,
EEkanikoIEHE.

Dashboard demo-pipeline #8

hangzhou.aliyuncs.com/haoshuwei24/jenkins-demo:20200428" --skip-tls-verify

[36mINFO [0m[0001] Resolved base name registry.cn-beijing.aliyuncs.com/haoshuwei2d/openjdk:8-jdk-slim to registry.cn-
beijing.aliyuncs.com/haoshuwei24/openjdk:8-jdk-slim

[36mINFO [Om[0001] Resolved base name registry.cn-beijing.aliyuncs.com/haoshuwei24/openjdk:8-jdk-slim to registry.cn-
beijing.aliyuncs.com/haoshuwei24/openjdk:8-jdk-slim

[36mINFO [0m[0001] Downloading base image registry.cn-beijing.aliyuncs.com/haoshuwei24/openjdk:8-jdk-slim
[36mINFO [Om[0001] Error while retrieving image from cache: getting file info: stat
/cache/sha256:a£74012334560335£3c90e3ealc484bd93alaebfb3dlagh8cel0dds71bbl349¢c: no such file or directory
[36mINFO [0m[0001] Downloading base image registry.cn-beijing.aliyuncs.com/haoshuwei24/openjdk:8-jdk-slim
[36mINFO [0m[0001] Built cross stage deps: map[]

[36mINFO [0m[0001] Downloading base image registry.cn-beijing.aliyuncs.com/haoshuwei24/openjdk:8-jdk-slim
[36mINFO [0m[0002] Error while retrieving image from cache: getting file info: stat
/cache/sha256:a£74012334560335£3c90e3ealcd84bd93alaebfb3dladb8cel0dd871bb1349¢c: no such file or directory
[36mINFO [0m[0002] Downloading base image registry.cn-beijing.aliyuncs.com/haoshuwei24/openjdk:8-jdk-slim
[36mINFO [0m[0002] Unpacking rootfs as cmd COPY pom.xml target/lib* /opt/lib/ requires it.

[36mINFO [0m[0012] Taking snapshot of full filesystem...

[36mINFO [0m[0014] ENV PORT 8080

[36mINFO [0m[0014] ENV CLASSPATH /opt/lib

[36mINFO [Om[0014] EXPOSE 8080

[36mINFO [Om[0014] cmd: EXPOSE

[36mINFO [0m[0014] Adding exposed port: 8080/tcp

[36mINFO [0m[0014] Resolving srcs [pom.xml target/lib*]...

[36mINFO [0m[0014] Using files from context: [/home/jenkins/workspace/demo-pipeline/pom.xml]

[36mINFO [0m[0014] COPY pom.xml target/lib* /opt/lib/

[36mINFO [0m[0014] Resolving srcs [pom.xml target/lib*]...

[36mINFO [0m[0014] Taking snapshot of files...

[36mINFO [0m[0014] Resolving srcs [target/*.jar]...

[36mINFO [0m[0014] Using files from context: [/home/jenkins/workspace/demo-pipeline/target/demo-0.0.1-SNAPSHOT. jar]
[36mINFO [0m[0014] COPY target/+.jar /opt/app.jar

[36mINFO [0m[0014] Resolving srcs [target/*.jar]...

[36mINFO [0m[0014] Taking snapshot of files...

[36mINFO [Om[0014] WORKDIR /opt

[36mINFO [Om[0014] cmd: workdir

[36mINFO [0m[0014] Changed working directory to /opt

[36mINFO [Om[0014] CMD ["java", "-jar", "app.jar"]

Pipeline] }

vi. EERRRERCERTCEMEEM,
a. EREHREBRFEHNS.
b. EEMSMLZ, EEEHTIE,
CENARTAEENHEECEER > RREE.
d. ERBECERH, RHERCEANREINER,
e. EEMEME, ERREBE, EEREESEHERS,

< jenkins-demo

N

AF | FEE | v ER SHEBLA

EXER [¢]
GER hRA R0 @ K& Digest @ HEAN O RITHEAAT(E) B

RS

i 20200428 d65 . v E® K ¥ 145.527 MB 2021-04-28 14:48:15 REAM | BER | B | Bk

TREL e ¥

HZJenkins
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RPN )enkinsI R FE EE #jenkins-masteriz &, HTF kR4 enkins MasterfI B {L I A S
[ /var/jenkins. homel RS HIE, ATHILBEEE/EIE, Bk A /var/jenkins. homeB &3T R = B 174
BHIREEN . BMEME, BELERZEEMmIRE,

R E =

o IREBBE
o AHERMRFACK

o kaniko

- — /— -
9.2. {#HGitLab Cliz17GitLab Runner
/— - )
#17Pipeline
AXFEERUAEKubernetesEBE b &2 | ST MGitLab Runner, #fKubernetes# B BExecut orsEH4T
BWE, FUAEMTE—MNavalRiBREIRENRZENE. EERITEENAENACDERE.

db —
H=ER

AN AEE—NavaR 4T B H G HEE 2 [ B B 88k S Kubernetes&EBEth /a4, 1588 an4alf# A GitLab Cl
[T 2 =Kubernetesfk 55 _L£izfTGitLab Runner, Bt &KubernetesZE iExecutor, H#1TPipeline,

BIZGitLabiRB I B H LERANH
1. BIRGitLabER A,
AR P Bl R 60 Git Lab S I B otk 0 -

http://xx.xx.xx.xx/demo/gitlab-java-demo.git

2. FITUUT L REBURGIBH L& EGitLab,

git clone https://github.com/haoshuwei/gitlab-ci-k8s-demo.git
git remote add gitlab http://xx.xx.xx.xx/demo/gitlab-java-demo.git
git push gitlab master

fEKubernetes&E & L& GitLab Runner
1. $REXGitLab RunnertsE = 2.
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A RS Kubernetesh

IEL - DevOps

i. IR B & BRunnerfEMER.
a. ERGitLab,
b. ETRERS A=, %#FProjects > Your projects,
. #£Your projects A& T, EFMMHIProject,
d. EENSMHi=d, %EFESettings> Cl/ CD,
e. B#RunnersHllg9Expand,

N

& Project

B Repository

O Issues 0
I Merge Reguests 0
# c/co

@@ Operations

0 wiki

& Snippets

General

Members
Integrations

Repository

ajsco o

General pipelines Expand

Customize your pipeline configuration, view your pipeline status and coverage report.

Auto DevOps Expand

Auto DevOps will automatically build, test, and deploy your application based on a predefined Continuous Integration and Delivery
configuration. Learn more about Auto DevOps

Runners o

Register and see your runners for this project.

Variables @ Expand

Variables are applied to environments via the runner. They can be protected by only exposing them to protected branches or tags. You
can use variables for passwords, secret keys, ar whatever you want.

Pipeline triggers Expand

Triggers can force a specific branch ar tag to get rebuilt with an API call. These tokens will impersonate their assaciated user incluing
their access to projects and their project permissions.

f. $REXURLFOregistration tokenf5 &,

& Project

D Repositary

O Issues 0
1 Merge Requests 0
# CI/CD

& Cperations

=]

Wiki

¥

Snippets

B Settings
General
Members
Integrations
Repositary

c1/cp

Specific Runners Shared Runners

Set up a specific Runner automatically Gitlab Shared Runners execute code of different
projects on the same Runner unless you configure
GitLab Runner Autoscale with MaxBuilds 1 {which it
is on GitLab.com).

You can easily install a Runner on a Kubernetes
cluster. Learn more about Kubernetes

1 Click the button below to begin the install
process by navigating to the Kubemetes page

2. Select an existing Kubernetes cluster or create Disab
3 new ane

3. From the Kubernetes cluster details view, install
Runner from the applications list

5 | for this project

This Gitlab instance does not provide any shared Runners
yet. Instance administrators can register shared Runners

Install Runner on Kubemetes in the admin area.

Group Runners
Set up a specific Runner manually
GitLab Group Runners can execute code for all the

Lloccs Cltlap Runcer projects in this group. They can be managed using
2. Specify the following URL during the Runner the Runners APL

setup: http:/ /1. 6 4

L]
3. Use the following registration token during

selup: EIFTEIERLEASTIT-¢ & Thic project daes not belong to a group and can

therefore net make use of group Runners.

Reset runners registration token

4, Start the Runner!

> MAYRRAS: 20220701
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E{ESLE- DevOps AREEMREKubernetesh

i. $kEXGroup RunnerstiEMEE.
a. EMESHMAZD, %IFGroups > Your groups,
b. Z£Your groupsAE T, EFMEMNAIgroup,
c. EEMSA=t, %#FSettings > Cl/ CD,
d. BFHRunnersAllf9EXpand.,

& Overview variables @ -
O Issues o Variables are applied to enviranments via the runner. They can be protected by only exposing them to pratected branches or tags. You can use variables for passwords, secret keys, or

whatever you want
1 Merge Requests 0

Runners
& Members
Register and see your runners for this group.

@ Kubernetes

@ Settings o

General

Projects

24
e. $REXURLHregistration tokenf5 &,

& Overien + BN - Runner is active and can process any new jobs
vEnEn o EERERE - Runner is paused and will not receive any new jobs
O Issues 0
11 Merge Requests 0 To start serving your jobs you can add Runners to your group
& Members

Group Runners

G Kubernetes
GitLab Group Runners can execute code for all the projects in this group. They can
%F Settings be managed using the Runners APL
sener Set up a group Runner manually
Projects 1 InctallGitlab-Runnas
€1/ CD 2. Specify the following URL during the Runner setup: http:/i & .

3. Use the following registration token during setup: dnetis bl _pilearil

Reset runners registration token

4, Start the Runner!

This group does not provide any group Runners yet.
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jii. ¥EEXShared RunnerstiiEMHEE.,
@ 3 RESERENIRMITHESERE.,

a. EMESH=D, BE

#HFAAdmIn Areati|,
b. E#EMSAEZF, &E#FEOverview > Runners,
c. $3REXURLFregistration tokenfs &,

b AdminAvea Admin Ares © Runners
- A 'Runner is a process which runs a job. You can set up as many Runners as you Set up a shared Runner manually
=X
Dashboard e ) i . ) 1. Install GitLab Runner
Runners can b plscad on separste users, servers, even on your lacal machine 2 Sporiy the following URL diring the Rurner sctup: GRS
Projects
5 Each Runner can be in one of the following states: @
Users « B - Runner runs jobs from all unassigned prajects 3. Use the following registration token during setup:
o [ - Runner runs jobs from all unassigned projects in its graup ek g G
Groups o [BEEE - Runner runs jobs from d Reser istration toki
Reset runners registration token
o [locked - Runner cannot be assignad to ather projects d
Jobs
+ ) - Runner will not receive any new jobs 4. Start the Runner!

2. WATUA T en & IR ERFH1E 24 Git Lab RunnerfyHelm Chart,

git clone https://github.com/haoshuwei/gitlab-runner.git

EigitlabUrlflrunnerRegistrationToken=Z &, R~EIAIT:

## GitLab Runner Image
##
image: gitlab/gitlab-runner:alpine-v11.4.0
## Specify a imagePullPolicy
#4#
imagePullPolicy: IfNotPresent
## Default container image to use for initcontainer
init:
image: busybox
tag: latest
## The GitLab Server URL (with protocol) that want to register the runner against
#4#
gitlabUrl: http://xx.xx.xxX.xx/
## The Registration Token for adding new Runners to the GitLab Server. This must
## be retreived from your GitLab Instance.
#4#
runnerRegistrationToken: "AMVEWrBTBu-d8czE****"
## Unregister all runners before termination
#4#
unregisterRunners: true
## Configure the maximum number of concurrent jobs
##
concurrent: 10
## Defines in seconds how often to check GitLab for a new builds
#4#
checkInterval: 30
## For RBAC support:
#4#

rbac:
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create: true
clusterWideAccess: false
## Configure integrated Prometheus metrics exporter
#4#
metrics:
enabled: true
## Configuration for the Pods that that the runner launches for each new job
#4#
runners:
## Default container image to use for builds when none is specified
##
image: ubuntu:16.04
## Specify the tags associated with the runner. Comma-separated list of tags.
#4
tags: "k8s-runner"
## Run all containers with the privileged flag enabled
## This will allow the docker:dind image to run if you need to run Docker
## commands. Please read the docs before turning this on:
#4#
privileged: true

## Namespace to run Kubernetes jobs in (defaults to the same namespace of this releas

#4

namespace: gitlab
cachePath: "/opt/cache"
cache: {}

builds: {}

services: {}

helpers: {}

resources: {}

3. FITLA T SER % GitLab Runner,
o TENHA

helm package

TR -

Successfully packaged chart and saved it to: /root/gitlab/gitlab-runner/gitlab-runner
-0.1.37.tgz

o RENH

helm install --namespace gitlab gitlab-runner *.tgz
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RE

EEMEXHdeployment/pod2EMINER. EMINEH, WEIEGHLab LEEEMMINEIGELab

Runner,

& GitLab

G gitlab-java-demo

€ Project

B® Repository

O Issues

11 Merge Requests

# cl/cD

G Operations

WTERR.

Projects v  Groups v  Activity Milestones  Snippets [ 4

0

Ll 1101€ duouUL RUDET LSS

1. Click the button below to begin the install process
by navigating to the Kubernetes page

2. Select an existing Kubernetes cluster or create a
new one

3. From the Kubernetes cluster details view, install
Runner from the applications list

Install Runner on Kubernetes

Setup a specific Runner manually

1. Install GitLab Runner
2. Specify the following URL during the Runner setup:

v~ Search or jump to...

Disable shared Runners | for this project

This GitLab instance does not provide any shared Runners yet.
Instance administrators can register shared Runners in the
admin area.

Group Runners
GitLab Group Runners can execute code for all the

projects in this group. They can be managed using the
Runners API.

SLB- DevOps

http:// /@
O wiki 3. Use the following registration token during setup:
L] i @ Disable group Runners | for this project
& Snippets 4. Start the Runner!
¥ Settings This group does not provide any group Runners yet. Group
. . . maintainers can register group runners in the Group CI/CD
Runners activated for this project
General ettings
Members

@®bsboc3e0d = [ Pouse ] Remove Runner |

gitlab-runner-gitlab-runner-7c69979868-4fbks

Integrations #12

Renasitary.

&« Collapse sidebar

RFER

GitLab Runnersi EE A ZNZIFEAR, FFIAEFTEFEREHVolumelI A XIMEF. ELEANRAS, &R
GitLab RunnerBY ZRINE R /opt /cacheB RIEAEBFEZ B, B o] LB E R values.yamS &
E"] runners.cachePath ?—Eﬁﬂ%&ggﬁ E ic

fign, mEm

S MavenEF, BOIPAE variables Finfl MaveN opTs TEHIEEAMEFER:

variables:
KUBECONFIG: /etc/deploy/config

MAVEN OPTS: "-Dmaven.repo.local=/opt/cache/.m2/repository"

&4 templates/configmap.yam3 4 B LA T = B i docker.sock#l] B F cachefvolume,

cat >>/home/gitlab-runner/.gitlab-runner/config.toml <<EOF
[ [runners.kubernetes.volumes.pvc] ]
name = "gitlab-runner-cache"
mount path = "{{ .Values.runners.cachePath }}"
[ [runners.kubernetes.volumes.host path]]
name = "docker"
mount path = "/var/run/docker.sock"
read only = true
host path = "/var/run/docker.sock"

EOF

REZREXE
1. #GitLabBITRERE M=, 1&EHEProjects > Your projects,
2. fEYour projectsTAE T, EFMHEMBProject,
3. EEMEMmizc, %i¥Settings > Cl/ CD,
4. BHVvariablesAMIf9Expand, #NGitLab Runnert] B REZ

8, ARGt HRMUT=

TTE,
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& Project
Auto DevOps Expand
B Repository
SRl Auto DevOps will automatically build, test, and deploy your application based on a predefined Continuous Integration
O Issues 0 and Delivery configuration. Learn more about Auto DevOps
I Merge Requests 0
PRl Runners Expand
# CI/CD Register and see your runners for this project.
& Operations
Variables @ Collapse
D wik Variables are applied to environments via the runner, They can be protected by only exposing them to protected
ag branches or tags. You can use variables for passwords, secret keys, or whatever you want.
b Snippets
) Input varia Input variable value ¢ Protected G'
£ Settings
,
General
Members
Pipeline triggers Expand
Integrations . } o
Triggers can force a specific branch or tag to get rebuilt with an APl call. These tokens will impersonate their associated
Repository user including their access to projects and their project permissions.
C1/Cp

o REGISTRY USERNAME: &&OERPE.
o REGISTRY_PASSWORD: &€ ERTL,

o kube_config: KubeConfigl4mi3Z/RF &£,
HITU T L &M KubeConfighy4mis 2 RF & :

echo $(cat ~/.kube/config | base64) | tr -d " "

%% 5 .gitlab-ci.yml

|5 .gitlab-ciymbX 4, 5E)ava DemoiRIBIR B % iFMWE . HERIEXFNAEE (J&Egitlabci-java-
demoiEf3 IR B th #9.gitlab-ci.yml.example) .

.gitlab-ci.ymbrBIIn T,
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image: docker:stable
stages:
- package
- docker build
- deploy k8s
variables:
KUBECONFIG: /etc/deploy/config
MAVEN OPTS: "-Dmaven.repo.local=/opt/cache/.m2/repository"
mvn_build job:
image: maven:3.6.2-jdk-14
stage: package
tags:
- k8s-runner
script:
- mvn package -B -DskipTests
- cp target/demo.war /opt/cache
docker build job:
image: docker:latest
stage: docker build
tags:
- k8s-runner
script:
- docker login -u $REGISTRY USERNAME -p SREGISTRY PASSWORD registry.cn-beijing.aliyuncs
.com
- mkdir target
- cp /opt/cache/demo.war target/demo.war
- docker build -t registry.cn-beijing.aliyuncs.com/haoshuwei24/gitlabci-java-demo:$CI P
IPELINE ID .
- docker push registry.cn-beijing.aliyuncs.com/haoshuwei24/gitlabci-java-demo:$CI_PIPEL
INE ID
deploy k8s job:
image: registry.cn-hangzhou.aliyuncs.com/haoshuwei24/kubectl:1.16.6
stage: deploy k8s
tags:
- k8s-runner
script:
- mkdir -p /etc/deploy
- echo Skube config |base64 -d > S$SKUBECONFIG
- sed -i "s/IMAGE TAG/$CI_ PIPELINE ID/g" deployment.yaml
- cat deployment.yaml
- kubectl apply -f deployment.yaml

.gitlab-ciymlE X7 —" Pipeline, H=1TMEFTEBHRIT:

image: docker:stable # PipelineENTEMEEMNMEBREEHIEEN, BiAEHAdocker:stablefif

stages:

- package + TREBITEMER

- docker build # SRIGHIEENFT EHEXENER

- deploy k8s + RZFAEREMER
variables:

KUBECONFIG: /etc/deploy/config # EXEBZEEKUBECONFIG
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o maveniEi3ITEMER,

mvn build job: # JopBM
image: maven:3.6.2-jdk-14 # ASMERMBERNMESES
stage: package # KEXBIMERZFR
tags: # GitLab RunnerfJtag

- k8s-runner
script:
- mvn package -B -DskipTests # H{THEMZ
- cp target/demo.war /opt/cache + MEYMREEEEFEX

o HRRMEMITEHENR.

docker build job: # jobBHR
image: docker:latest # ZASPERMIEFEAMMEER
stage: docker build # XEXHIPHERRFR
tags: # GitLab RunnerBJtag
- k8s-runner
script:
- docker login -u SREGISTRY USERNAME -p SREGISTRY PASSWORD registry.cn-beijing.aliyun
cs.com # BEREREGEE
- mkdir target
- cp /opt/cache/demo.war target/demo.war

- docker build -t registry.cn-beijing.aliyuncs.com/haoshuwei24/gitlabci-java-demo:SCI

_PIPELINE ID . # fT8pockerfiffk, EAMtagIZRPipelineMIID
- docker push registry.cn-beijing.aliyuncs.com/haoshuwei24/gitlabci-java-demo:SCI_PIP
ELINE 1D # #EpockerF

o MAEHENR.

deploy k8s job: # JobR ¥R
image: registry.cn-hangzhou.aliyuncs.com/haoshuwei24/kubectl:1.16.6 + MERMIEERM
MEHG
stage: deploy k8s # KEXBINER R TR
tags: # GitLab Runnerfitag
- k8s-runner
script:
- mkdir -p /etc/deploy
- echo $kube config |base64 -d > SKUBECONFIG # EEEE?&KUbernetes%ﬁﬁ"]configfﬁ*
- sed -i "s/IMAGE TAG/$CI PIPELINE ID/g" deployment.yaml # BB EX R FE SR tag
- cat deployment.yaml
- kubectl apply -f deployment.yaml

H17Pipeline

205 > MAYRRA: 20220701



R RS Kubernet eshi BELE-DevOps

RXR.gitlab-cL.ymX# 5, Project gitlab-java-demos BB X N4 H A TPipeline, W TEFR.

& GitLab Projects v  Groups v  Activity Milestones  Snippets Search or jump to...

G gitlab-java-demo demo > gitlab-java-demo > Pipelines

& Project Al 5 Pending 0 Running 1 Finished 4 Branches Tags Run Pipeline Clear Runner Caches Cl Lint

@ Repository Status Pipeline Commit Stages
O Issues 0
#85 by ) ¥master -o- c66776ca @
unni o . N

11 Merge Requests 0 - 9 &% add gitlab-ciyml n
# Cl/CD

Pipelines

Jobs

Schedules

Charts

EY

Operations

O wiki

&% Snippets

&« Collapse sidebar

&p GitLab  Projects v  Groups v  Activity Milestones Snippets ™ Search or jump to...

G gitlab-java-demo demo > gitlab-java-demo > Pipelines > #85

€ Project Pipeline #85 triggered 4 minutes ago by Administrator

Repositor B H
B Repository add .gitlab-ciyml
0 Issues 0
©@ 3 jobs from master (queued for 28 seconds)
17 Merge Requests 0
o c66f76ca = @
# Cl/CD
Pipelines _—
Pipeline  Jobs 3
Jobs
Schedules Package Docker_build Deploy_k8s
Charts () mvn_build_job  © () docker_build_job & (©) deploy.k8s_job  ©
@ Operations
0O wiki
o Snippets
W Cattiann

& Collapse sidebar
e AR 55
MEHEH PR EIEENamespace, MBINSEZZGitLabiZ =G T :

kubectl -n gitlab get svc

TR

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT (S) AGE
java-demo LoadBalancer 172.19.9.252 XX XX, XX XX 80:32349/TCP 1m

55 283 18] xxxx xx.xx/ demo i TI8E ,
THREZABVBRESNEXAS, BELZHES.
THREZGitLab AREXAE, BESRGILab C,
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9.3. ASK#MH{E A CI/CD

AINBREWTE =B ERSEKubernetes (ASK) M EMAIC/CD (FEERFMIFERM) HiHSHE
R, FRME. BROE. BZHERIRESEHEE,
=R
HEFE AR IOECHNRELIE =B SRS Kubernetes (ASK) ARNEFMENASTI LAFEBIR P SC
WRESSoIA. Wi ME. BRY BYE. EEANBEKA/CDRERS,
FRMRABE
o SOlARS.
o FiFMMLGE, BERESENA,
o BB BMHLF.
fi# R o) @
o ERfMastert R B RE,
o ERRFINARK. BRBRE.
o EBMTRUY EME,

22

@ e

kubernetes ...q.. L

T TEENAS b R R A '

SEHEER

BXEREUMERBERS Kubemnetesi MR M AKICl/COMIENRE, BSMServerless ACKERIEERLACI/CD
RIESLE,

207 > MAYRRA: 20220701


https://www.aliyun.com/acts/best-practice/preview?id=77451

R RS Kubernet eshi BELE-DevOps

9.4. FHBambooffzdBamboo Agent
RITHEES

AL B—NavaR 4T B HEPE R [ E =B 8RS KubernetesEBE A6, AN BUNER
BamboofE il B =Kubermet esfi 5% _LiziTRemote Agents#HEagents_tizfTBuild Plans,

GR35

o MBZEMINEIE—"Kubemnetes&EEE, BESMEIEKubermetestit & MR,
o MEZEIEIF— 1 Bamboo Server,

RBIE
A S B2 B Git HUb YRR T B s A 30 T -

https://github.com/AliyunContainerService/jenkins—-demo.git

§}§Z§9 bamboo o

HB— . #£KubernetesEi&ERemote Agent
1. tl#kaniko-docker-cfg secret,

fERemote Agent LiZfTHEE S H BiE A kaniko X BB HE B EY, kaniko-docker-cfg secret HFEE
FEREER R,

i. FELinuxpR$S 28 EfEMAroot BFITIN TS, &AL /root/.docker/config.json,

docker login registry.cn-hangzhou.aliyuncs.com

i. Wi CloudshellZE#EKubermnetes®E 2, HTTLAT i< Bl kaniko-docker-cfg secret,

kubectl -n bamboo create secret generic kaniko-docker-cfg --from-file=/root/.docke
r/config.json
2. tl#Bamboo Agent i F,
g7 serviceaccount bamboold K clusterrolebinding, FFkubect 1Z3E 5 B Elkubernet esEEEE BIA IR
RE,
i. ﬁUE#E%NU\'FWEiUbamboo—agent.yam/, FH#4T kubectl -n bamboo apply -f bamboo-agen
t.yaml 6%, BIEBamboo Agent fF,

> MAYRRA: 20220701 208


https://www.alibabacloud.com/help/doc-detail/95108.htm#task-skz-qwk-qfb
https://www.alibabacloud.com/help/doc-detail/100650.htm#task-y24-gbm-2gb

BAESLE-DevOps R RSKubernet eshi

apiVersion: vl
kind: ServiceAccount
metadata:
namespace: bamboo
name: bamboo
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: bamboo-cluster-admin
subjects:
- kind: ServiceAccount
name: bamboo
namespace: bamboo
roleRef:
kind: ClusterRole
name: cluster-admin
apiGroup: rbac.authorization.k8s.io
apiVersion: apps/vl
kind: Deployment
metadata:
name: bamboo-agent
spec:
replicas: 1
selector:
matchLabels:
app: bamboo-agent
template:
metadata:
labels:
app: bamboo-agent
spec:
serviceAccountName: bamboo
containers:
- name: bamboo-agent
env:
- name: BAMBOO SERVER URL
value: http://xx.xx.xx.xx:8085
image: registry.cn-hangzhou.aliyuncs.com/haoshuwei/docker-bamboo-agent:vl
imagePullPolicy: Always
volumeMounts:
- mountPath: /root/.docker/
name: kaniko-docker-cfg
volumes:
- name: kaniko-docker-cfg
secret:

secretName: kaniko-docker-cfg

209 > MAYRRA: 20220701



A RS Kubernetesh

IEL - DevOps

i. 5TRLE, WAITUATHLERARE.

kubectl -n bamboo logs -f <bamboo agent pod name>

@ B RGIR bamboo agent pod nameE BB SEREISMHS .

, ETHEDEEAgent,
f£Bamboo administrationZiE, TIAEZIEBEFHIAgent,

O My Bamboo

Projects

Build

v Deploy v

Remote Agenti¥ MmN/, ERBamboo, BEHEA LA

Specs v Reports v Create v

Agent matrix

Executables

JDKs

Server capabilities
Global variables
Linked repositories
Shared credentials

Repository settings

ELASTIC BAMBOO

Configuration

PLANS

Concurrent builds
Quarantine settings
Expiry

Bulk action

Build monitoring

Remove plans

Move plans,

Bulk edit plan permissions

Artifact handlers

Agents summary

/An agent is a service that executes Bamboo builds and deployments. You can use this page to view, add and delete agents.
You can also use this matrix to determine which agents can execute which build plans.

Local agents

Add local agent

Local agents run on the Bamboo server.

Select: All, None, Idle, Disabled  Action:

Agent

Default Agent

Remote agents

Remote agents run on computers other than the Bamboo server.

Online remote agents

Delete  Disable Enable

Offline remote agents

There is currently 1 remote agent online.

Enable remote agent authentication

Enable security token verification  Install remote agent

Server capabilities

Status

G dle

Operations
View | Edit

Shared remote capabilities | Disable remote agent support

Select: All, None, Idle, Disabled ~ Action:

Agent

Delete Disable Enable

bamboo-agent-755¢f799bc-2hpm8

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

5, 2019
5, 2019
5, 2019

5, 2019

10:25:24

z

EEZEEEEERE

A remote agent is loading on bamboo-agent-77b96dd97c-vccdd (114.55.243.78).
A remote agent is lpading on bamboo-agent-77b96dd97c-vec9d (114.55.243.78).
Remote agent "bamboo-agent-77b96dd97c-vecdd” has registered.

A remote agent is loading on bamboo-agent-77b96dd97c-cctmz (114.55.243.78).
A remote agent is loading on bamboo-agent-77b96dd97c-cctmz (114.55.243.78).
Remote agent "bamboo-agent-77b96dd97c-cctmz" has registered.

A remote agent is loading on bamboo-agent-7b469cb67-gmtbk (114.55.243.78).
A remote agent is loading on bamboo-agent-7ba69cb67-gmtbk (114.55.243.78).
Remote agent "bamboo-agent-7b469cb67-gmtbk" has registered.

A remote agent is loading on bamboo-agent-755cT799bc-rdxhl (114,55.243.78).

Powered by a free Atlassian Bamboo evaluation license. Please consider purchasing it today.

$EB_  BEE—Build plan
TRMABRBRER. HFTE. FRERITEMEX. NABENERE.

1. €l — Build plan,

Status

@ ldle

Operations

View | Edit

i. Ex:Bamboo, %&#ECreate > Create plan, #AConfigure planim,
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ii. Projecti®i®bamboo-ack-demo, ESPlan name. Plan key#1Plan description, Repository

hosti% % java-demo, SEhifa8tConfigure plan,

[]
Crea te pla n Configure plan Configure job
Configure plan How to create a build plan

Your build plan defines everything about your build process. Each plan has a Default job when it is created. More advanced configuration options,
including those for apps, and the ability to add more jobs will be available to you after creating this plan.

Project and build plan name
Project bamboo-ack-demo -
The project the new plan will be created in.
Plan name’ | bamboo-ack-demo
Plan key’ | BAM11
For example WEE (for a plan named Website)

Plan description

Plan access | Allow all users to view this plan. Applies to new project as well.
Link repository to new build plan

Repository host @ Previously linked repository

java-demo -

Link new repository

MNone

Configure plan EeEREE]

2. AConfigure JobTimH, BEEStagesHiHnjob,

211
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i. RN,
7RI EBuild planBy, Z#{Repository hosti&i¥java-demo, BB =R HIE, RoILUESIT
BE, BREBNRVE,
a. fECreate tasksX1#;, B #HSource Code Checkout,

Create tasks

A task is an operation that is run on a Bambeoo working directory using an executable. An example of task would be the execution of a script, a shell
command, an Ant Task or a Maven goal. Learn more about tasks.

Source Code Checkout

Checkout Default Repository Source Code Checkout configuration How to use the Source
Code Checkout task
Final tasks Are always executed even if a previous task fails Task description
Drag tasks here to make them final Checkout Default Repository

Add task Disable this task

‘You can check out one or more repositories with this Task. You can choose to check out the
Plan's Default Repository or specify a Specific Repesitory. You can add additional repositories
to this Plan via the Plan configuration,

Repository
java-demo
Default always points to Plans default repository.

Checkout Directory

(Optional) Specify an alternative sub-directory to which the code will be checked out.

Force Clean Build
Removes the source directory and checks it out again prior to each build. This may
significantly increase build times.

2 Add repository

m cance‘

b. EAMEISource Code Checkout configurationZ@E, X E#{Repository host BIEE,
B#Save,
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ii. mvniTEl,
a. f£Create tasks X1, #HAdd task, FE#EHITask typesm AEiEFCommand,

Task types Search

All
Ant Artifact download

Bullder Execute a build using Apache Ant Copy Bamboo shared artifact to
Tests b agent working directory

<KPACHE ANT>

Deployment

Source Control AWS CodeDeploy Bower
. Deploy an application to AWS EC2 = Bower package manager for
Variables instances using AWS CodeDeploy Node.js

Je Build warnings parser Clean working directory
N Parse and collate build warnings task

' l reported by other tasks Clean working directory

Command Deploy Tomcat
Execute a globally defined Application
command

Deploys a war file to a Tomcat
- server

Get more tasks on the Atlassian Marketplace or write your own

b. £AM# ¥ Command configurationTiE, EETask
description. ExecutableflArgument/3, BEiSave,

Create tasks

A task is an operation that is run on a Bamboo working directory using an executable. An example of task would be the execution of a script, a shell
command, an Ant Task or a Maven goal. Learn more about tasks.

Source Code Checkout

Checkout Default Repository Command configuration o How to use the CO“‘“’a“i
Task description =

Final tasks Are always executed even if a previous task fails mn
Drag tasks here to make them final O Disable this task
Executable
RN n ¥ | Add new executable
Argument
package -B -DskipTests

Argument you want to pass to the command. Arguments with spaces in them must be
quoted.

Environment variables

Extra environment variables. e.g. JAVA_OPTS="-Xmx256m -Xms128m". You can add multiple
parameters separated by a space.

Working subdirectory

Specify an alternative subdirectory as working directory for the task.

iii. kaniko$TEIFIHEERRRER.
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a. fECreate tasksX1s, #HAdd task, #E#HMTask typesTEERScript

Task types

All

Builder

Tests
Deployment
Source Control

Wariables

~5

Get more tasks on the Atlassian Marketplace or write your own

TR T T TG T O TR T T

remote repository

Repository Push
Push local commits to remote
repository

SCP Task
Copy files to a remote server using
sCP

Source Code Checkout
Checkeout from a repesitory

Start Tomcat Application
Starts a Web Application running

A

to remote repository

Repository Tag
Create a tag and push it to remote
repository

" EE

Script

Execute a script (e.g. Shell, Bash,
PowerShell, Python) from the
command line,

~)

SSH Task

Run a remote command over 55H

Stop Tomcat Application
Stops a Web Applicatien running

-

Cancel
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b. A M EScript configurationTim, #EESTask description. Script locationjz (Eft
SHERFRHIAMERT]) , BESave,

Checkeout Default Repository

Command

mvn

Final tasks Are always executed even if a previous task fails

Drag tasks here to make them final

Add task

Arfd, Script locationfiT:

Script configu ration How to use the Script task

Task description
kaniko
Disable this task
Interpreter
Shell v
An interpreter is chosen based on the shebang line of your script.

Script location

Inline v
Script body*
1 kanikeo -f “pwd /Dockerfile -c “pwd™ --destination=registry.cn-han
[l 3
&
Argument

Environment variables

Working subdirectory

m cance'

kaniko -f ‘pwd'/Dockerfile -c ‘pwd' --destination=registry.cn-hangzhou.aliyuncs

.com/haoshuwei/bamboo-java-demo: latest

fEAKubectlfr &

BE W A Z Kubernetes,

215
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a. £Create tasks X1, #iHAdd task, E#EHITask typesTEiERScript,

Task types

All

Builder

Tests
Deployment
Source Control

Wariables

~5

Get more tasks on the Atlassian Marketplace or write your own

TR T T TG T O TR T T

remote repository

Repository Push
Push local commits to remote
repository

SCP Task
Copy files to a remote server using
sCP

Source Code Checkout
Checkeout from a repesitory

Start Tomcat Application
Starts a Web Application running

A

to remote repository

Repository Tag
Create a tag and push it to remote
repository

" EE

Script

Execute a script (e.g. Shell, Bash,
PowerShell, Python) from the
command line,

~)

SSH Task

Run a remote command over 55H

Stop Tomcat Application
Stops a Web Applicatien running

-

Cancel
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b. A M EScript configurationTim, #EESTask description. Script locationjz (Eft
SHERFRHIAMERT]) , BESave,

TV L0 USE TITE LT task

Checkout Default Repository Scrlpt co nﬁgl.l ration
Command Task description

mn kube deplay

Script Disable this task

kaniko

_ -
Shell v
Final tasks Are always executed even if a previcus task fails
An interpreter is chosen based on the shebang line of your script.

Drag tasks here to make them final -
Script location

Add task Inline v

Script body*
1 sed -i 's#IMAGE_URL#registry.cn-hangzhou.aliyuncs.com/haoshuwei/b
2 kubectl apply -¥ ./

4 »

Argument
Environment variables

Working subdirectory

m Cancel
A, Script locationfl T

sed -i 's#IMAGE URL#registry.cn-hangzhou.aliyuncs.com/haoshuwei/bamboo-java-dem
o:latest#' ./*.yaml
kubectl apply -f ./

3. izf7Build plan,
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i. FiARRERMKG, BiCreate, #Abamboo-ack-demomim,

Configure Job

Each plan has a default job when it is created, Here, you can configure Tasks for this plan's default job. You can add more jobs to this plan once the plan
has been created.

Isolate build
Builds are normally run in the agent's native operating system. If you want to run your build in an isolated and controlled envirenment, you can do it
with Docker.
Run this job in” ® Agent environment
(' Docker container
Create tasks

A task is an operation that is run on a Bamboo working directory using an executable. An example of task would be the execution of a script, a shell
command, an Ant Task or a Maven goal. Learn more about tasks.

Source Code Checkout
i Checkout Default Repository

Command @ Task created successfully.

mvn

Script

kaniko No task selected

Seript Select a task from the list on the left to configure it.
kube deploy

Final tasks Are always executed even if a previous task fails

Drag tasks here to make them final

Add task

| Save and continue  Cancel
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v Create v

Build dashboard / bamboo-ack-demo
° iz

bamboo-ack-demo
Run plan
Run customized.

Plan summary  Recent failures  History  Tests

Plan summary Showing Last 25 builds ~

ol LUBE B HlogsREEFIETHE,

®Run v {3 Actions v »-

Build / bamby k-dl / bamb k-demo
Build #15 L oRoNoNoNcRoRoNC o]

bambeo-ack-demo

@ #15 was successful - Manual run by bambs

Summary Tests Commits Artifacts Logs Metadata

Logs

The following logs have been generated by the jobs in this plan. Expand all ~ Collapse all
Job Logs
© Default Job Default Stage Download or View

49 INFO[0008] Skipping paths under /proc, as it is a whitelisted directory

43 1NFO[0@88] Skipping paths under /root/.docker, as it is a whitelisted directory

49 INFO[00@8] Skipping paths under /run/secrets/kubernetes.io/serviceaccount, as it is a whitelisted directory

05-Jun-2019 1
05-Jun-2019 1
05-Jun-2019 11:

05-Jun-2019 INFO[B088] Skipping paths under /sys, as it is a whitelisted directory
05-Jun-2019 TNFO[B08B] Skipping paths under /var/run, as it is a whitelisted directory

05-Jun-2019 INFO[@014] Using files from context: [/root/bamboo-agent-home/xml-data/build-dir/BAM-BAM-JOB1/target/demo.war]

05-Jun-2019 INFO[B014] ADD target/demo.war /usr/local/tomcat/webapps/demo.war

05-Jun-2019 INFO[B014] Taking snapshot of files...

05-Jun-2019 2019/06/05 11:58:55 existing blob: sha256:6bc6f18casalldbesc 131fbc33393b7ed2 f1cbba7e

05-Jun-2019 2019/06/05 11:58:55 existing blob: sha256:39aa78db61d45511d 2b 724237874

05-Jun-2019 2019/06/05 11:58:55 existing blob: sha256:3b7cal9181b24b87e24423c@1b490633bcled7d2f cdc1987bf2e37949d678905

85-Jun-2019 2819/86/05 11:58:55 existing blob: sha256:c5e155d5ald130a7f8a3e2dceeddde1349bTF13790ec6ad41478e558 de53c14

05-Jun-2019 2019/06/05 11:58:55 existing blob: sha256:221d80dP0aed675aad24913aacbadfaclce8h708419765a600813486082C5C69

05-Jun-2019 2019/86/05 11:58:55 existing blob: sha256:4250b3117dca5eldedc32ebf1366cd54e4cdadlf17610b76c504a86917178695

05-Jun-2019 2019/86/05 11:58:55 existing blob: sha256:5aff210feafadde5afd354699a16353389c2Be2675782148a2081cb373b7b5cbd

85-Jun-2019 2819/06/05 11:58:55 existing blob: sha256:2aa7bd7991994877c85197911e3de5abf Geecce76cB684b9d5eafd95abaz671a

05-Jun-2019 2019/06/05 11:58:55 existing blob: sha256:47ce9df10156737e0e0749218052da4940d0c64748511759ad8c5d3e79b3T7cr9

05-Jun-2019 2019/06/05 11:58:55 existing blob: sha256:f7d950 1e3 82914ac983a1cf7b58659a61286be9

05-Jun-2019 2019/86/05 11:58:55 existing blob: sha256:acd9a@38f588d8e2b2e3f146ed7adb7b6f8e373516efc24c78cB20878812ad14

05-Jun-2019 2019/06/05 11:58:55 existing blob: sha256:83d1e68279c41debdd9e3da511e795F826ac6dd332bc65a92df1a87b533b2e5

05-Jun-2019 2019/06/05 11:58:56 pushed blob sha256:d72440d042979e5917b13aef6d1e017300d8ea91de40dabcccb3fcreacta3cst

05-Jun-2019 2019/06/05 11:58:56 pushed blob sha256:1e2873a9c63d57587dded893F85d9eab7563d24bbcS62fab17955a2915a58779

05-Jun-2019 2819/86/05 11:58:56 registry.cn-hangzhou.aliyuncs.com/haoshuwei/banboo-java-demo: latest: digest: sha256:e11d8935307d028a084b7ba61892cc10992b8b fbSeb29aalab605ded fc5a5e5c

size: 2386
deployment . extensions/jenkins-java-demo created
service/jenkins-java-demo created

05-Jun-2019
05-Jun-2019

Powered by a free Atlassian Bamboo evaluation license. Please cansider purchasing it today.

4. BB N MRS

i #l.'f? kubectl -n bamboo get svc ﬁfé\, EEE‘ZFEHE%O

[root@iZbpl2i73koztplcz75skaZ bambool# kubectl -n bamboo get svc

At

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT (S)
AGE
jenkins-java-demo LoadBalancer XX . XX . XX . XX XX XX . XX XX 80:32668/TCP

39m
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i. TENISBShE N\ Attp.://EXTERNAL-IP, 58RI .
O FRe | ——

Home D i C: i Wiki

Mailing Lists Find Help

Apache Tomcat/8.5.41

f AeacHE s

Recommended Reading: Server Status

Security Consi {{ HOW.TO

Manager App
Manager Application HOW-TO — J
Clustering/Session Replication HOW-TO Host Manager

Developer Quick Start

Tomeat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 8.5 Documentation FAQ and Mailing Lists
resiricted. Users are defined In: Tomcat 8.5 Configuration The following mailing lists are available:
$CATALTNA HOME/conf/tomcat-users.xml aa T

o Tomcat Wiki tomeat-announce

In Tomcat 8.5 access to the manager

e T Important announcements, releases, security

application is split between different users. mlff;r ':amlll"ﬂlﬂnﬁl important configuration | vulnerability notifications. (Low valume).

Read more... tomcat-users
$CATALTNA_HOME/RUNNING . txt User support and discussion

Release Notes taglibs-user

User support and discussion for Apache Taglibs

Developers may be interested in:

Changelog

BX&%E

EEARPIhiEZreqgistry.cn-hangzhou.aliyuncs.com/haoshuwei/docker-bamboo-agent :v1E#I{E, &
£ M docker-bamboo-agent,

THEEZBambooMEX AR, ESMBamboo,
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https://github.com/haoshuwei/docker-bamboo-agent
https://confluence.atlassian.com/get-started-with-bitbucket/get-started-with-bitbucket-cloud-856845168.html

BESE- HiEKubernetesiTiZACK R RSKubernet eshi

10.B#ZKubernetesiFACK
10.1. E=4]

ETENERNMZEERE, ME=Kubermetes5 BEHKubemnetesEINgE EBEHXH, BEFEAHAMNES
Kubernet esal{F 4 FEAR XY,

A

MBERBRRSITEHERESBIRFE (BE) , BoULUREL S5 R HTIEFCPURISIGPUEY,

o BMBREEERSES
ERETHERT2EETMANT —REDURAMITENME T ELRSETR, FREEUNLEENY
Emﬂ'\]’ﬁﬁ‘é&ﬂ]ﬁgﬁ’ﬁo flan, BPHRSHERERE. NBTE. RESHEER. RUESEQLESREX
Fo

o GPUZBRSSE:
EETGPURANIERS, ZEATAIRESES . MLE. NEHE,. BEMKSNATS.

P 25 H X
o AREHEMIZE (MRS ECS) PNBRBIERE: EENKVPCHEHRNLE
o EHMBEVPC: HFER.
RXAZERE, BNEZENEMNE, VPCEEESNRLURMRIEM.
o ZEKL
XAZERS, MEEENKZLBLHBEIE—MLANEMRE L,
e Kubernetes&EEf W Pod 2 B 1 TIBE B M LRI TerwaydiFlannel,
o Terway : #HEEH,

MEZBRRSEROMEEY, BHEHEENRAEL DR, ZIFEFKubemetestiER
NetworkPolicy>k E X B8 BEVIA A REE, N ENERMMTRARR. N FARAZEZEHNetwork
Policy®FF, TTLAIERFlannel, EIEREIGEETerway,

?ﬁ.’ﬂ

o Flannel

FERANEERRBENMEXBFlannel CNIEH, BEEMENIVPCHEEMLE, LSS MENREN
REMERIE, BNgEREER, F0EHED, fli0: RZFE FKubemetestrERINetwork Policy,

BEMY
o HEE: AP ULMREECHRANREAN— N TEENR LS ERETNE

o HMARE: MEUURENSY BEMIEHEERNE,
o horizontal pod autoscaling

KubemetestRiGIERLA S 2Y 55, Baiit{H457Ereplication controller. deployment=ireplica set
LPodiy# =,

o cluster-autoscaler

BETRAENEEAHINSTEY R, JURTREEESLS . GPUSLA, ZMNMELM, HFST
AX. ZXpIME. SHEHEEL, ,ﬁEZ(HE’] RIBET R,

lelm
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IR

HUR R

IERXREHIEE (RDS) 2—MiREDE. TTRMBHENELEMEERS. ETHERNAAXHR
ZASSDE S MEEETFAE, RDSSZIFMYSQL, SQL Server, PostgreSQL. PPASHIMariaDB TX3|%,

TFHEERE
FIERXMREMERS (0SS) , RMERRENBE. 2. KREAX. SURNSFHERS.
BRER

ERBEERSREZSNUARGITERN, BROERRSARNE, RENPEREIMEEEER
5, EROEGENNE, HERFPETRESEGEHNEE. DHNRALARMEWIR.

Z2hiF

HEiiEmze

RESENZ2AMN,

BEHrZe
FERMAEREHENREREAH,

K8sR &2
REARBRSEERFHDNNERZ2RIES,

E il = 4

BiREE: TR, ARMSTIHAFIEE, RESHSVUNERRNALEE, HUREHEREMARER

o

o ZEFEMFATRSNKEEEAND, SHILERETBET BLFERSHNMLE. EENEREE. &
RFEE. BEXERE=ZATERAGRERS . EIzBEEREFE, BUUERHRRSHER
DHIEER, B 7THRRSZETER. BNTNESRERENN, EBERIRES, RERREERE
l%\o

o NMASEEEEERS (ARMS) R—RNAMESE R, Sa8nikEE, NAKEMPrometheusiziz=
RFFFm, WETWEER, NEF, APP, NHXNANERFEFHEEE, EEHEIMEKRAN
MRERENHI KN ERKERZE, LNAEEEMSH.

HEERE: AFPTREEZNARKESRNENFER EEWRN BB @LOG,

10.2. KubernetesiF# 5 X8 &

AXEBAEEFENBTETEL6NESE, B EEKUbemetesERE LB IER T T E =KubemetesERE, HRE
BRI HEN WS T,

ISRV
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https://www.alibabacloud.com/help/doc-detail/48869.htm#concept-mt2-ykn-vdb
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2 BURIER
Wyed 2.1 BIBETS !
DTS '3
(DTS) ifé
THUIRE '
POLARDE iz F
DataFile| [p2miie %
(Ossimport) :Q
' g b }%
i ' ‘ n
6. T4 E@KubemetesER | 25 BRES K 4 HAEENT i
! Image (Sync-repo) : %ﬁ
Iy s
oo T NS T (g %
s a3

(= T mmgEs <S>

5.&FimnEt)i%

Deployment Deployment
< mBEYS RARE <
‘VPOD POD‘ PoD | 3 NERETE POD POD ‘POD‘
-2
B EK8SERE '

1.2 ZKubernetes R BRECE

EBLFR

1.

2.

fJEE =KubernetesE B RiRE &,

HZ# AR TR E =zKubemetesER I EREREERRRE, BRERAAARNAIEERE, 1B
B2 N elEEKubernetesE G fRER,

SHUENEESRED, UTERETADIE,
o EEER: MULMRBEWSTEIEFUTERER,
» IREEHEEH.

Kubernetes&EB{fMasterflWorkerHH O HEIE, NEMZTZENTHEEN, BEE&IE
MasterflWorkerf9 & B2 H .

n TREFEE SR,
Kubernetes®8fMasterI AR RS ITE, BRFEIEZHEEWorker, EMasterzs, BMEERX
BWorkerfI & RZ2H .
o BIERA: WuLIMBRIESTERRRIERS.
n EEFRERME = KubernetesEBEBUABNIRIER S, Cent0S7.65AliyunLinux 2.1903,
n EENRERNZRAEER, JERBEXNER, FEBESLEEEE N EEOEACKEE,

o EAM%: BREREVPCIZBIER.
o B & SNAT: BEENEEMEEESNAT,
o AR BEEMEAEIPREAPI Server,
o ZUEREY: BRERECST R LRERBERE ML,
o BERS: BEERERERSES.
HIRE%,
o ¥iREE®,
a. BIZZRDSHUREEE,

S

\

223
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https://www.alibabacloud.com/help/doc-detail/86488.htm#task-skz-qwk-qfb
https://www.alibabacloud.com/help/doc-detail/146647.htm#task-2362493

ARk KuberneteshR BIESE- HiEKubernetesiTiZACK

b. BEEHEEREZE,
c. Bc&PrivateZone,
&1d PrivateZone o] UG 4R 15 & AT BIRDS I, LA L A BUE &
d. IEBMySQLEE,
BEEDTSIEEMYSQUEE, Xis2E. 2. ROEL., FBEES AN EEVYSOLTFEZRDS
MySQL,
o FiEE%.
a. FHEOSSARS .
b. BIZ0SSEAEZ 8 (Bucket) .
c. IRFHEEIE,
fEossimport TRIEFHERSHBAM . E=S=FM (S3. Azure, BICOSE) PRILIER
EXBE0SS, FEBESN s REE,
o JBEIER,
a. BIZARERRECE.
b. REBRERFZIEEILE
c. EBREHBIUE,
fEAimage-syncertt B BB EBRMETBEARTBERCERS . HEBESLiEdimage-
syncerTEFTRARER,
3. NAREE®.,
HIZAHERRARZREFvelero TARKERFENBEETE ., 1FIHES M Kubermnetes i HiTiz,
i. EEIBKE.
a. R¥VeleroE iz,
b. £l#0SS Bucket.,
c. BIERAMIK S FH 4K AccessKey,
d. #IpEVelerofRSE i,
i. #EEEKubernetestEBEEMMNA.
n EPVEIRNNAER.
» BPVHIRENNAER.
iii. 7EFJE =KubemetesERIREN A,
a. BlEStorageClass,
b. IKEN M.
iv. BHNARE,
n SR,
n RIRSEREBAR,
n ERFHEEEHTR
v. EIRFEIRNA.
4. MABEERME,
ERARNE EREBRT, BHUIKXARTHREEZKubernetestE & 55IhAEEI T,
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https://www.alibabacloud.com/help/doc-detail/126875.htm#concept-268502
https://www.alibabacloud.com/help/doc-detail/56990.htm#concept-rc2-t1h-wdb
https://www.alibabacloud.com/help/doc-detail/146305.htm#task-2356572
https://www.alibabacloud.com/help/doc-detail/146618.htm#task-2359225

BELE- HZEKubernetesiFEACK R RSKubernet eshi

i. MENANKESE,
i. Wik EIEE,
iii. #IARZ A BERE.
iv. BRIAN IR,
5. EFIRRET%,
HIZ4E A REDNSTI%, S RET R E ]2 ZKubemetesE &,
i. DNSTREYN#: FHEDNSEAEEIIWRET I,
i. ZPmRETHR: ARZFIHEABIREIWRETE.
6. T4 BEKubemetesEEs,
HIZ4 A RHIAM E ZKubemetesEBE IR FIFIANIEEE, T4 BEKubernetesERER,
i. HIAFTE =KubernetesEBREEE.
i. T&BZEKubemetesERERIR,
i. YSHR0SS Bucket PHIEZMH L,

10 3. FHEENXESRCNZEACKERE

BEACEBUSHRS, MERKER, RNEFEERACRANRAFERREMRLERS.
BRiER

ERWED, HERERAAKBRIANRAEER (Cent0S7.68AliyunLinux 2.1903) REMREARS, HNER
#%W%. DNS, YUMEE, NBRHEREFEFHIEEENRARER, HIFRET ack-image-buider TE#EE)
IR FER SACKERT RBRNEENFEE.

{5 ack-image-builderfllZ B E X B4

ack-image-builderIi B &£ F FiE T EHashiCorp Packer, 12MERINE BERFIRBHA,

fEMack-image-buildera] LABREA TRENBIZE, BNHEICRERTERE, ETFHREEM., FEHack-
image-builderlil B 8 ZACKEH B EX T RRERNLSRUT:

1. &% Packer,
MNE A TEH N EERRERAXN MBI REIRA, FiRER <5000 B i R =M IIE Packer,
RITUT®HS, ERERNTE, iPackerEREM

packer version

Packer v1.4.1

2. EXPacker 1#1x ,

{ERPackertlZBE X BHEN, BECE—NSONERWERE ., EZERGED, BEBIEECE
BENXEZMAlcloud Image Builder (4 28) MProvisioners (FRE8R) ,
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https://github.com/AliyunContainerService/ack-image-builder
https://www.packer.io/
https://www.packer.io/downloads.html
https://www.packer.io/intro/getting-started/install.html
https://www.packer.io/docs/builders/alicloud-ecs.html
https://www.packer.io/docs/provisioners/index.html

A RS Kubernetesh

BRIESL - HEKubernetesiTFBACK

"variables": {

"region": "cn-hangzhou",
"image name": "test image{{timestamp}}",
"source image": "centos 7 06 64 20G alibase 20190711.vhd",
"instance type": "ecs.nl.large",
"access key": "{{env 'ALICLOUD ACCESS KEY'}}",
"secret key": "{{env 'ALICLOUD SECRET KEY'}}"
s
"builders": [
{
"type": "alicloud-ecs",
"access key": "{{user ‘access key'}}",
"secret key": "{{user ‘secret key'}}",
"region": "{{user ‘region'}}",
"image name": "{{user ‘image name’}}",
"source image": "{{user ‘source image'}}",
"ssh username": "root",
"instance type": "{{user ‘instance type'}}",
"io optimized": "true"
}
1,
"provisioners": [

{

"type": "shell",

"scripts": [
"config/default.sh",
"scripts/updateDNS.sh",
"scripts/reboot.sh",
"scripts/verify.sh"

1,

"expect disconnect": true

2% iR

access_key #RB9ACcessKeylD,

secret_key &t AccessKeySecret

region Bl B E RS E R IR =R,
image_name HEXFERHNER,

source_image EHMBEERNER, TUNTEZAHEBRIIERS.
instance_type B B E SRR BT AE AL B IR BY SEH A9 28R
provisioners BB EXEGIN{ERN Packer BLERFHEE,

3. BB FWS HEMAcCcessKey,
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HEBEMRERIRRERRK, BINESIRFIKF H RN PackerZ 2HIXS AL RAM Policy FElE

AccessKey,
4. & NAccessKeys BHEIEBEXER.
i. ITAT S, SAAccessKeylz 2.

export ALICLOUD ACCESS KEY=XXXXXX
export ALICLOUD SECRET KEY=XXXXXX

i. ITLLT 8, BIFBEXRR.

packer build alicloud.json
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https://github.com/AliyunContainerService/ack-image-builder
https://www.alibabacloud.com/help/doc-detail/175967.htm#task-354412

A RS Kubernetesh

BESLE- HZKubernetesiFEACK

alicloud-ecs output will be in this color.

==>

==>

==>

==>

==>

==>
==>

alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:
alicloud-ecs:

alicloud-ecs:

Prevalidating source region and copied regions...
Prevalidating image name...

Found image ID: centos 7 06 64 20G alibase 20190711.vhd
Creating temporary keypair: xxxxxx

Creating vpc...

Created vpc: xxxxxx

Creating vswitch...

Created vswitch: xxxxxx
Creating security group...
Created security group: XXXXxXx
Creating instance...

Created instance: XXXxxx
Allocating eip...

Allocated eip: xxxxxx

Attach keypair xxxxxx to instance: xxxxxx
Starting instance: XxXxXx

47.111.127.54
Waiting for SSH to become available...

SSH!

Using ssh communicator to connect:

Connected to

==> alicloud-ecs: Provisioning with shell script: scripts/verify.sh
alicloud-ecs: [20190726 11:04:10]: Check if kernel version >= 3.10. Verify Pas
sed!
alicloud-ecs: [20190726 11:04:10]: Check if systemd version >= 219. Verify Pas
sed!
alicloud-ecs: [20190726 11:04:10]: Check if sshd is running and listen on port
22. Verify Passed!
alicloud-ecs: [20190726 11:04:10]: Check if cloud-init is installed. Verify Pa
ssed!
alicloud-ecs: [20190726 11:04:10]: Check if wget is installed. Verify Passed!
alicloud-ecs: [20190726 11:04:10]: Check if curl is installed. Verify Passed!
alicloud-ecs: [20190726 11:04:10]: Check if kubeadm is cleaned up. Verify Pass
ed!
alicloud-ecs: [20190726 11:04:10]: Check if kubelet is cleaned up. Verify Pass
ed!
alicloud-ecs: [20190726 11:04:10]: Check if kubectl is cleaned up. Verify Pass
ed!
alicloud-ecs: [20190726 11:04:10]: Check if kubernetes-cni is cleaned up. Veri
fy Passed!
==> alicloud-ecs: Stopping instance: xxXxxxx
==> alicloud-ecs: Waiting instance stopped: xxxxxx
==> alicloud-ecs: Creating image: test imagel564110199
alicloud-ecs: Detach keypair xxxxxx from instance: xxxxxxx
==> alicloud-ecs: Cleaning up 'EIP'
==> alicloud-ecs: Cleaning up 'instance'
==> alicloud-ecs: Cleaning up 'security group'
==> alicloud-ecs: Cleaning up 'vSwitch'
==> alicloud-ecs: Cleaning up 'VPC'
==> alicloud-ecs: Deleting temporary keypair...
Build 'alicloud-ecs' finished.
==> Builds finished. The artifacts of successful builds are:
--> alicloud-ecs: Alicloud images were created:
cn-hangzhou: m-bplaifbnupnaktj00g7s
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AR RS Kuberneteshi

Hoo scripts/verify.sh AR ETNHIRIEER S .

ERAEEXRERENZ

ACKERBEXBRERRRAKRAERNF 3.10
N35SI,

BT,

’ 'lﬁ{XE%ﬁ/u\ Q

cat scripts/updateOSKernel.sh
#!/bin/bash
VERSION KERNEL="3.10.0-1062.4.3.el7"

yum localinstall -y http://xxx.xxx.xxx.xxx/kernel-${VERSION KERNEL}.x86 64.rpm

xx.xxx.xxx.xxx/kernel—devel—${VERSION_KERNEL}.x86_64.rpm
aders-${VERSION KERNEL}.x86 64.rpm
grub num=$ (cat /etc/grub2.cfg |awk -F\'
ION KERNEL |awk -F ':' '{print $1}'")
grub2-set-default $grub num

@ B AREEER yun wdate -y ELBEFNHL.

EABEXAZSH

MREHFREBEXARSH, BEIEAEBSUTSHIA,

"net.bridge.bridge-nf-call-iptables"]="1"
"fs.may detach mounts"]="1"
"net.ipv4.conf.default.rp filter"]="0"

"net.ipv4.tcp tw reuse"]="0"

["vm.max map count"]="262144"
["kernel.softlockup panic"]="1"
["kernel.softlockup all cpu backtrace"]="1"
["net.core.somaxconn"]="32768"
["net.core.rmem max"]="16777216"
["net.core.wmem max"]="16777216"
["net.ipv4.tcp wmem"]="4096 12582912 16777216"
["net.ipv4.tcp rmem"]="4096 12582912 16777216"
["net.ipv4.tcp max syn backlog"]="8096"
["net.ipv4.tcp slow start after idle"]="0"
["net.core.netdev _max backlog"]="16384"
["fs.file-max"]="2097152"
["fs.inotify.max user instances"]="8192"
["fs.inotify.max user watches"]="524288"
["fs.inotify.max queued events"]="16384"
["net.ipv4.ip forward"]="1"

[

[

[

[

[

"net.ipv4.tcp_tw_recycle"]="0"

@ B NMEULEESHAAEE,
By a

EFRBEXDNSRS

'$1l=="menuentry " {print i++ "

15 IS T BIE KACKR B 21 E G =0,
EHNMENSHRIER > L4l 8 EXHIELESXT MK,

MZROEXpmE, FIREIEH

http://x

http://xxx.xxx.xxx.xxx/kernel-he

" $2}"' |grep SVERS

REEERHGEIZE
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https://github.com/AliyunContainerService/ack-image-builder/blob/master/scripts/verify.sh

REEIRE KuberneteshR BESXE- HiEKubernetesiTEACK

EABEXDNSERSZHEEXEUTILA:

o HEXDNSIREBIupstream nameservers 4 7N FT B = B nameserver ,

cat /etc/resolv.conf

options timeout:2 attempts:3 rotate single-request-reopen
; generated by /usr/sbin/dhclient-script

nameserver 100.XX.XX.136

nameserver 100.XX.XX.138

o 1B /etc/resolve.conflR b MBIEXY, RARECSEAIEFFcloud-int SRIFISXEHIREZIAIRE, REIW
T:

cat scripts/updateDNS.sh

#!/bin/bash

# unlock DNS file in case it was locked

chattr -i /etc/resolv.conf

# Using your custom nameserver to replace XXxX.XXX.XXX.XXX

echo -e "nameserver XXX.xXX.XXxX.XXX\NNameserver xXxX.XXX.xxX.xxx" > /etc/resolv.conf
# Keep resolv locked to prevent overwriting by cloudinit/NetworkManager

chattr +i /etc/resolv.conf

o TR{RE E X DNSERSSHIMERE,
MRACKERERMBERAK, BHREEXDNSRFZ NIRRT HEERNLSER,

FEHEEXYUMIE
FEHABEXYUMEBZEXELUTHRA:
o HERPMEHILEEHN .
SAENREREMENPME, BREM yun update -y WL,
o BHEXYUMRHIMEE .

INRACKE R B Y EMERAKBEKBYUMRRE, BHAYUMBREREREBHERIIWSTER, REIWM
—FO

cat scripts/add-yum-repo.sh

#!/bin/bash

cat << EOF > /etc/yum.repos.d/my.repo

[base]

name=CentOS-\$releasever

enabled=1

failovermethod=priority
baseurl=http://mirrors.cloud.aliyuncs.com/centos/\$releasever/os/\$basearch/
gpgcheck=1
gpgkey=http://mirrors.cloud.aliyuncs.com/centos/RPM-GPG-KEY-Cent0S-7
EOF

ACKRGHHESSEmHRMMNE

HACKER B R BMEXT 100058, HEFEEFEEEXRRRGRE MMNHACKEK —LDaemonSet &R
RENRRAHBRER, XHETUBRDOT REHNARERRERIERE, ML FRE,

1. BRXRARAHBRERITar B8 FRERRP.
KB, RIRECIENERHERTerwayW %, CSHEMERM, RHRATFcn-hangzhoultt AR, MM
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MEBRARBINT :

cat scripts/prepare-images.sh
#!/bin/bash
set -x -e
EXPORT PATH=/preheated
# T Docker
yum install -y docker
systemctl start docker
+ HEHE. REFEHB/
images=(
registry-vpc.cn-hangzhou.aliyuncs.com/acs/csi-plugin:v1l.14.5.60-5318afe-aliyun
registry-vpc.cn-hangzhou.aliyuncs.com/acs/terway:v1.0.10.78-g97729%e-aliyun
)
mkdir —-p ${EXPORT PATH}
for image in "${images[@]}"; do
echo "preheating ${image}"
docker pull ${image}
docker save -o ${EXPORT PATH}/S (echo ${image}| md5sum | cut -f1 -d" ").tar ${image}
done
# EN# Docker
yum erase -y docker

rm -rf /var/lib/docker

2. BREHEFSEERN G, AUREHNERER > LFIBEXBELESUTHAR.

1ls /preheated/ | xargs -n 1 -i docker load -i /preheated/({}

rm -rf /preheated

HEXRGHNEE X4
T alicloud.json prg il provisioners iﬁ:?ﬂl]l«\)\-FW’E, EHRBEEXRSESR.

"provisioners": [
{

"type": "shell",

"scripts": [
"config/default.sh",
"scripts/updateOSKernel.sh",
"scripts/updateDNS.sh",
"scripts/add-yum-repo.sh",
"scripts/prepare-images.sh",
"scripts/reboot.sh",
"scripts/verify.sh"

1,

"expect disconnect": true
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https://cs.console.aliyun.com

REEIRE KuberneteshR BESXE- HiEKubernetesiTEACK

@ 1488 config/default.sh . scripts/reboot.sh 0 scripts/verify.sh FEIANRNTHIT

MRA, HttAREFEEXBBA,
config/default.sh IREBNXHXFAswapn X,

scripts/verify.sh PREHENREBREZEEHESAKERTREX,

LB, ETLMER B EXRRRGY SACKERFHHITIRIE,

BIEACKER
ATHAHRNBERNNTE, URBEBEEER, BolldtlE— 1 EWorkert s N EBIRERHFiLF2D
Workerts m NI EIRERE, RABERBENEGRETERY &, H#TRIE.
1. BlE—NEFACKIIARFE B DY 3Mast ers+0Workers & 5Mast ers+ OWorkert £8% . 55 ol
Kubernetes& B iR &EE%,

@ 3 WEEIENESEEIRKubermetesERE, EEE /LR M Workerii S, B2 NAIE
KubernetesitE & hR &8,

2. BEEHEXRRHITERY B, BENY sAKERHNT A,
MEFZEAEXNRGT RNMIACKERFETHAMBKAZLR, TRUEEIESSEH B EXHIE.

@ $E  EETLUEITIE T SIS E E X BGOSR ST H B E X BIEE.

10.4. EREZEBDIRESHRER

SMCE IR IRRFZRIBINERRERS, TMEEARB[UNATE, SROABETRS TRRAA

b

£, BETHEMRAR, BNCEBREREBREINRERE. AXNERRSBILESRRERORES
B

IE 35

o EFMINIREMNIRERS, WindowsBERAAZISTIRESRESR.

e EHAEESRERBRSHUREHRECE., BEZER, BEMNEZCESTEE,

o ERIESMCHEIFIMFENRAMAE, BREGRUNTHR, BHRE, BERIEELHM AN ERRES
HRAMA &,
o TEXALBEERBRRS.
o AEXARREBRSAG.
o RERFEERRSFE.

o EUEFHEAREGIBNBENRKE., BEXKBN TR, FEEARAMABEMRIZEKE., BiiE
£, BENIEBEEXINRKRER ARAMA B FEIN,
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https://www.alibabacloud.com/help/doc-detail/86488.htm#task-skz-qwk-qfb
https://www.alibabacloud.com/help/doc-detail/95108.htm#task-skz-qwk-qfb
https://www.alibabacloud.com/help/doc-detail/86496.htm#task-glw-vmg-vdb
https://workorder-intl.console.aliyun.com/console.htm
https://www.alibabacloud.com/help/doc-detail/60997.htm#topic1686
https://www.alibabacloud.com/help/doc-detail/116800.htm#task-2448632
https://www.alibabacloud.com/help/doc-detail/121944.htm#task-glf-vwf-xdb
https://www.alibabacloud.com/help/doc-detail/116147.htm#task-187801

BESE- HiEKubernetesiTiZACK R RSKubernet eshi

"Statement": [
{

"Effect": "Allow",

"Action": [
"cr:GetAuthorizationToken",
"cr:PushRepository",
"cr:PullRepository",
"cr:CreateRepository"

] r

"Resource": [

nxn

]
}
] r

"Version": "1"

}
o ERERZH[EESASMUEHIG. BIAERE, BERSE— SAEER,

D &

o SMCEFImM23.0MAHIEZFERERRRE, ALBFEERA2.3.0RULRAEFPHEATE
BiR, RE THFRAZ K.

o FBRMAESFHITIRPBERIFMCEFPHRLATIEBTRES, NRLFEEADE, EMETEFiKH
EMESERESA T RETR,

BRER

o DockerSZBHEGMSNRMMABSNAAN S,

o IRESETRDRRPHIFIMNTE. PRIASTELBNRM, HEHEES L2,

o UEBEFHERM (Finished) R, EEH (Expied) RSHTBESHMIRET, PHIFIRED
BEBM,

(oliE) SB—: SRISHEEAR

AHRIVEMBE, BEETHH, THRDISHEEER (MARMEENGEERS) , FIUSE
FEBEE. EXEFTERITHEER, IRIEABLSE.

ERRSHRRZUSAEENERT, SRERRSFRZNDSHIEER. RESERNT:
1. BRIRRSE.
2. BESMCEPiR, HRISHIEER.
BNRME, BBLHRAEIBOXHER,

TR SIgHBEERES
EERSBRAVEREENBERT, BISMEREAEHEHIBRES. BERSBUT:
1. BRSMUREIA,

2. EEMSME, BEIBIE.

3.
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https://www.alibabacloud.com/help/doc-detail/122992.htm#task-778498
http://p2v-tools.oss-cn-hangzhou.aliyuncs.com/smc/Alibaba_Cloud_Migration_Tool.zip
https://www.alibabacloud.com/help/doc-detail/60744.htm#concept-2047796
https://www.alibabacloud.com/help/doc-detail/40653.htm#Pay-As-You-Go
https://www.alibabacloud.com/help/doc-detail/122992.htm#task-778498/step-pln-qm7-6rn
https://smc.console.aliyun.com/

REEIRE KuberneteshR BESXE- HiEKubernetesiTEACK

4. MY, REBIBEBES.
5. ARIZERES UE, RESHFEHGEXEER,

BtrEZ (GiB) ElmrREE

39.999

=] =E=mEe (o) =EEe
* ST
« EEEROESHR

=

* ERasRERAMME

e

HUTAT: (®) szEMRsT BT =1

W

EREGAXEERRPBNT, HUREETRMNRE, B2LLSE " CEHEITE IS PNEERIR

BA.

o BirEBER . ERBIRER.

o ARFEBRBBEE: ERFHIREMNBRERCENTEZE.,

o ARFBRECESBR: IRFHIIBRERNBRERNCEM UL,

o ABRBEBRMRA: FERFHIBEMNBRERIRAER.

o ABRBEHRRAMAL . XY EPHRIANIFIBE,

ERESCREILAFRNT. HITERNT:

o HEBMESKEAERM (Finished) , FRESEHHBIRLNERER,

o HESZSKSHEE (InError) , XRESKM., BEEEEFEAXTBENRE, BRERTIBRES. B
RNERREERR, BSASMCFAQ,

TEB=: RIEBARER

TERMNKIRBFLREREGRE, BUMUHTUTRERIESHFRE. RNEEUBE TN ENSRE
&R,

1. IRBRIRSER, FHEIESN0EubemetesE B RER,

. BREFBRSEERTHAE,

. EEMSHE, BLEEH, SERCLBRFNARRSEE.

. EHENBRRSEHNREY, RENHAEE,

EERERER, BHERAERUBHTTRSRANLIZ,

AXPHEEN TR, RZPNEERREMREEFES RO ETIRETERZ Deployment,

o ENAEAFERRIE, BEENTEAER.

u b W N
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https://www.alibabacloud.com/help/doc-detail/123141.htm#task-827285
https://www.alibabacloud.com/help/doc-detail/121707.htm#concept-610474
https://www.alibabacloud.com/help/doc-detail/86488.htm#task-skz-qwk-qfb
https://cs.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/87784.htm#task-p2s-2rl-vdb

BELE- HZEKubernetesiFEACK REEREKuberneteshR

HEEHEE
RRE  BRS TEER | 25 seEs | 58d
HaEE
T
TiemEE RZFEFR nginx
e EWMH1-631FE, TASHF. I SETFLIREME () . BFELUSHEE () Tk
e BAmE |
L]
BT s — 5
EEEE i
LS © &
FiRe
HBSE ERE © Fm
v SEHEE B EE () =misss o
» RAZIR: REIENgINX,

BIAHE: 1.
KB ERERS.
o ARREENE., BRENTER.

n REEWR: REEERG. ERIBRERNESRER (BRRGCENIRRIERER—HE
B, TTMERSRBEARIVPCHIHVERE ) .

BRTag: BHERREKRTag, EREIBREMNNERERTag,

REFRGER: NRENEIREANERER, WEERERGEH., LUMEERTHKR, F
BESLEREEAEGNREERER,

m im0 #ig80imA.,
P O F3
- )

BT RE®<S/sbin/init,

muE: B somint

531

o ARKEENE, IRZRSHBTIHEMA.
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https://www.alibabacloud.com/help/doc-detail/159703.htm#task-2456294

REEIRE KuberneteshR BESXE- HiEKubernetesiTEACK

ANBEEERMNTEAR.

GRS

=3 O Em AEhEESEN
[+

6. BIERHE, REEENRAERE. EENAETHER.
7. EEMSHE, BEHERS, EERSIIRNIMRR =ML,
8. B A M 527 B S BB = bk

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

10.5. BB EZHBIT®E

10.5.1. @idimage-syncer TEFBRABER

fEKubemetesE#IBHET, EREEZEHTEGIBNELZEZEAREK, image-syncerT AT LARIR
BANEREHRNETENEGRALSEFHNOE, SEENERELRTBNIRIMNEZEERSACRL,
AN EERENBUEEIT image-syncerT BT B S BE1K.

=1 —
B %EI@\
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BELE- HZEKubernetesiFEACK R RSKubernet eshi

MEZ= FNBBRRSACKEFERAMA. SHERA. FENH. KPREM EXAXBER GEEB%FP
Kubernetes(®t, EARD R BHHBIEZHI B S 4P Kubemnetes HiFHBEII R ZACKIRS £, EiF8T
2oh, YBEHNMRAOE, TTLlU&ddocker pullsidocker push &= ESTR, MRS RIKFLE
PMER, BEENTHERECESREN, TBIEREBIEREER, HATURELHE., Y, AFPESHE
BEGCEZETEN, HEFRERRLSERHNGEN. ME=FFRimage-syncerTEERIAENHE LT
ZRE BRINTIBRES, EhRABESCENSEART3TBU L, AHESHEERHEINRTE, HAX
TRHSESHNBHERSREENRK,

image-syncerf@4

fEKubemetesEB IR MR T, BEREEZEFHTERIBNEREALSEHRELRT K, mEMAdocker
pullsdocker pushEEHANER AR HTREERRE, BUT/LNERE:

o REHEFMH, FERMETAMRKRIEE, HEREERSRNONEFE, EUREETHRPKE
BHREEE,

o {X#iDockeri2%, Docker DaemonxdPullflPushfH & #H 1T 7T =R INIES, TiE#TaHARE,
o —LINBERAEEITHTTP APIHITIRIE, {R{EMDocker CLTAME, EHAZBELR.
image-syncerfIEfA 22— MEE . ZHANMERGIBNERREALEF TR, IF/LEREEERNET
Docker Registry V2 BB B MRS, HIWMACR, Docker, Hub, Quay. BiEHarbor%, BEIELZ¥E
™ TTBRANEFRRRGIIBRIE, WHIFEESNimage-syncer,
TREER
image-syncerfgt T AT LI 45 :
o XRESNELRECERD,
o HEFE T DockerRegistry V25 Z B DockerE g S ERS
#la0, DockerHub., Quay. FIEZ=HFMERFZACR, Harbor,
o RRALEFIREINFNME, FMRAHEFMH, ALSRER,
o IRIZERY,
BENELSENEEbOERER, FENERSNEGETEERS,
o XFHERAL.
LB & XA RS,
o XREMNEFXRMNRELES, BRANDRERLS PEIMER -,
o RiREDockerA R EMEEE,

Bid{EAHimage-syncer, REE/RiEimage-syncerfiz{THRES EER S MregistryMZIEE, RO RURIE
WERNEEECENITR. S45IURIEERS, FHEimage-syncerdBHERLTZREER (EAimage-
syncerM IR HIMEEEHMBE=HELH, MURBEEMREEEIRNBERT, HERHEZIKUESITHERN
7, AELA <= HEREXRAXBEREX/N) . RTEAEENFMNERSIREPOEHINEROEZ

4b, image-synceraEETERNARERSEIMNESENE, HEFTONHFANBE, LMEREEN
EL&EE P HIAERR,

HEETE
fERimage-syncerly, MRAFERM—PERENXE, ABROIWNT:
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https://github.com/AliyunContainerService/image-syncer?spm=a2c6h.12873639.0.0.66b165a8HrkbnA

REEIRE KuberneteshR BESXE- HiEKubernetesiTEACK

"auth": { // NEFER, HERSMHRA—PregistryfI—NHSH
// BiE; BE, AFREEAEBpul LARIFRtagsiNPR,
// RAFZEREERErushARBIBEENR, MNREERME, WEKINERIH

in]
"quay.io": { // registryfurl, BEM FHEimagesHI M registryfurlidE
"username": "xxx", // BAP%#A, wliE
"password": "xxxxxxxxx", // B85, Bk
"insecure": true // registry@ehttplRsE, MREF, insecureFERE

ERtrue, BiARBfalse, A%, ZIEFXMEMEE inage-syncerhR4s > v1.0.1
}r
"registry.cn-beijing.aliyuncs.com": {
"username": "xxx",
"password": "xxxxxxxxx"
by
"registry.hub.docker.com": {

"username": "xxx",
"password": "xxxxxxxxxX"
}
r
"images": {

// BEPREAVNFE, ER—FMUEE—REE (8) I— Bi5eE (B

// EEHNBRKEMUREE (repo) , AZFEIT—ZMNED B namespacedRregistry

// BEEMBMREENENSdocker pull/puship SEARNHRGur1#M (registry/namespace/repo
sitory:tag)

/) BEEMBFRCE MNEEBHRECEFAAZTERR) BELVEE registry/namespace/repository

// BEEFEREANT, MREEE—NREERSIZNEIRCETELREZS KA

// BRREEBRAUUNERECERAR (tagttUIRR) , SRS IHEESRIUTF: docker pull + docker
tag + docker push

"quay.io/coreos/kube-rbac-proxy": "quay.io/ruohe/kube-rbac-proxy",

"xxxx" i "xxxxx",

"xxx/xxx/xx:tagl, tag2, tag3": "xxx/xxx/xx"

// HECEFEPFEEtagly, REGZCEMBaoRF I BIREE, EBIFCEREEStag

// BREECEFEPEEtacl, RAIARASRECEFTN— P tagBIBIRCE, MRBRECEFFREEtag,
J']Ugﬁikﬁﬁﬁﬁtag

// BEEFEPNagil URANEE 24 (Fia/b/c:1,2,3") , tagZili@d", "FFFF, LEBineE
*ﬁﬁ@.@taq, #E#Mﬁﬁﬁﬁ*ﬁ'ﬂtag

// HEIREEAZENRE, S RRERPEEIAregistryfIBRiAnamespace F, FBrepoldRtags
BEEMERE, BikregistryMBRiAnamespaceAlUIBEHSITEHURFIRTEMRE, SE TEMNER

}

1 AR B

o M B#EHarborE % %14 2 ACRERIASLAI AR
o NB#EHarborEFHEEF ACRE I R

10.5.2. AEB#HarborEF &4 F ACREKIASLHI AR

ACR (Alibaba Cloud Container Registry) R EZEMHNBRERIEERS, IFLR0NMENERS
SHEER, BREARRZEZTR, TEZRENAN—MRER . KXEABNBEBEHarbor £8Y
FEBRERISBACRBIALAIMR , $2fHtimage-syncetEAEHR A,

> MAYRRA: 20220701 238


https://www.alibabacloud.com/help/doc-detail/146302.htm#task-2356977
https://www.alibabacloud.com/help/doc-detail/146303.htm#task-2356977

BESE- HiEKubernetesiTiZACK R RSKubernet eshi

BiE &4
BEEFERBREERRS.
BRABEBGRS SN BHENBRS.

I & =08

BERTEAUTUERERES THCESS, BFCENRNCERE. IRFTERDSNECEATFE, FEE
wE=ETHAEHMEIECE, FiEddocker pushBEHEIREEE,

@ B YBEHFEEFRGEN, docker pushtf UEIRERIANCELE EFEIENECELRREEAFTHNIE
2iAE,

1. BREBRBRSEHA,

2. BHEANSHAENRIALS > w&=E,

3. AR BRTENE, RFALANNEGRZE,

4. ZOIBRGRTERNEPAENGRTE, HREEHE.

EERE, BUMEGEZTEINERPEIHUZNGEZE. BNTUNGETAHTER, BELH4
ZEPERERE,

BNFIKS

MREERFRSHITEEERE, FRELBRAMFIRSHEFRN, IREEREKRSHITELERE, 17
RIULL R,

1. BIFERAMFIRS . BES W OIERAMAF,
2. B¥FFRESHMNANE, B3 EE X RAMBIER,

ARBIPREREICE,. ENRECEMRXRR, HiaEH I RIFERLE Nimage-syncerip B =8, f&/)\
BIRIREMNT .

{
"Statement": [
{

"Effect": "Allow",

"Action": [
"cr:CreateRepository",
"cr:UpdateRepository",
"cr:PushRepository",
"cr:PullRepository"

1y

"Resource": [

"acs:cr:*:*:repository/image-syncer/*"

}
]l

"Version": "1"

}

IREX I 18 S AIE
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https://cr.console.aliyun.com
https://cr.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/60765.htm#concept-2047804
https://www.alibabacloud.com/help/doc-detail/93720.htm#task-187540
https://www.alibabacloud.com/help/doc-detail/86485.htm#task-1664328

REEIRE KuberneteshR BESXE- HiEKubernetesiTEACK

EHBABERGHE LERER, BE docker login BABNEIEER. BEREUTEMFERRULEE
ik,

1. BEEMNSHENEKIAIS > K ik,
2. AHBEIENHETREBREED.
3. AR EEERW NEESEHMBAZE, HFREEHIA,
R O] LAB I APBRERIG BY B8 A 10 R AR ARSS L), 1S M cetAuthorizationT oken,

image-syncerfiE S i &

Afch, RIFEARMWEZEIHarbordh 8 librarny/nginxyC FEEE £ B #3280 image-synceris E =@ T, H AR
BEEZMRANgInX, BEXERFNT,

{

"auth": {
"harbor.myk8s.paas.com:32080": {
"username": "admin",
"password": "xxxxxxxxx",

"insecure": true

by

"registry.cn-beijing.aliyuncs.com": {
"username": "acr pusher@1938562138124787",

"password": "xxxxxxxx"

}l

"images": {
"harbor.myk8s.paas.com:32080/1library/nginx": ""

}

o harbor.myk8s.paas.com:32080 : AisEZharbormo thit, EEEHM ERE.,
o0 username : HarborBSEFE, A&Kfdgadmin,
o password Harborfy 243,

o insecure : BEIRE Atrue,

® registry.cn-beijing.aliyuncs.com : BARGEEGEMLL, AR PRIRNEGAENMIE A2,
o username . é’?iﬁf(iﬁl"ﬂ‘;%iﬂ’\]yéiﬁﬁ):‘%o
o password . é’?EHS(iHI‘ﬂ‘;%ﬂEE’\]ﬁUEE’\J%EO

®  "harbor.myk8s.paas.com:32080/library/nginx": "" : J@i¥harbor.myk8s.paas.com:32080if a) librar
y/nginxC &,

@Eidimage-syncer@F &4
1. Nimage-syncer PR TRE.

@ 3B BEiRXELnux amd64kR A,

2. REME Bimage-syncerT &,

BXEFEMRER, BEALEMECEImage-syncer,
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3. T T HRLEFRR.

# REBEIIABIRregistryHregistry.cn-beijing.aliyuncs.com, BAIAB#Knamespaceimage-syncer
¥ FHEHHA10, BidxEHAIL0

+ BEBHE. /1ogXHT, FEESEHEE, FEENERIASIEAETITNEsStderr

# IBEREXHAharbor-to-acr.json, RNAUEFFR

./image-syncer --proc=10 --config=./harbor-to-acr.json --registry=registry.cn-beijing.a

liyuncs.com --namespace=image-syncer --retries=10 --log=./log

MITER

—REGRESEH=THMER: ERESES. RTRSESUREXERBES. Eb, STESESHL
RT—NTERERSHRER (tag) , MREEXHHEFMNZEEEtag, BERBLSESMEREEHT!
HECEMAtag, HERNENESES, MRERBHEZTEIY, CESANRETER.

s AFRBREEEZRBBM TR,

sk namespace=imag cer retries=1¢ log=./log

o AILRAREER (HIlN, WSHEBHER) BHAM TR,

o TEIE{THY, image-syncersiTEIRMI TR HEER.

10.5.3. ABZHarborRA S HE KR EACRE I iR
BREHGRSEVRIRBEGRESANNBEEXEZEEE, TSN ERER BEHarborE BB E KRS
AR, RIEAENBEEEHarbor ERRERRIF EIACR (Alibaba Cloud Container Registry) MR,
%%%l@\

ACRBVRIZM W R B EFER . HelmChantZ2EEREN, HACVRLZLMERYE, AETHARED
K. 2RStEEASEN. BREZRENARMHE, W XNEETE, SRUSHSEHRMT., TEER
FR2FRE. VESHFEHE. BEAMEERTANCVREFER,

$B—: FT¥HarborN 5 EHEUR

o R Harborf/FiHFEME ANAS, NFBELIENASIRS 2 IR TR E = 0SSHIBucket 1, EMN B
BEINASITE Z0SSHIE,
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REBEBRSEVIREIZESLME, ZFBENXE Z=0SS Bucket {E R R EHI B /5 i 1748 .

1. AKEHIMRAMAR, HNIZRAMEA BIZFXT0SS Bucket BEMERNIR, HMNBIEENREFHEENY
0SS Bucket B BIRAMIF [T 424 o

2. BRI ARSEA,
IR ARSEGIEY, RESLFIFHABEN, HiEkEBucket, FHANRBIFES WO FRA),

$EB=: EAEK
1. BRARERBSEHE,
. FETERSE AR, LSRR SN,

LB 5 % T B BRI ARSEA,
ARWREIHAEEREMSM=PIEPIHEE > RESA.

. ERESATEEITMRAESA.
ERTEEREDHIAULER, MASAES, ARREHE.

N oo v s W

@ 38 HEHEBSARE, BEWNOBERSNISBETIPNEE, TESEESHE.

FEN: BEXEHZ
ARERBRSEVIRZFEEXNEZEE, ZNEEARITF N RERIRS W ARSEF) 7N B & X 153 F0148 [ #Y
SSUIEH, MM B E XA HEITHTTPSHMUE L EEH,

BEXBBREERRS W RZA B E R AHarbofEBNER, FANBIBESNETEEVESFnERE58RS
e KR SEH

10.6. Kubernetespi fiF#

ARICRE AR O EER ST = R E BB R PVEIE N B #Kubernet esit#5 2l o] E =Kubernet es&E £ YT
BidiE, WSt REERFEM T mKubernetestE B K B9 57 F & PVEUIE T = fil B =Kubernetes&E
g¥°

AR R

o BH#EKubemetesEBERAEKXTF1.20,

o BEKubemetesEETJLUAIRIAN, BEREFEHBRIRS . ELER, BELESZEMHBR,

o BEKubemetesEHBEMTHFECHIDCH, FRFRNERTESERABERECE, TERE
Kubernetesfi iE¥ LR ZHl, BEERBIRHFERIIBLTEAR, BERRIE, BELEHRGEHITE,
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4. SBRIN: BEMNAEE

TEB—: EEXIBKIE
BIREUTSE, 25EBEEKubemnetesE L[ E =KubernetesE B EE M L,

1. fEBEKubemetesEB P REZH P,
i. ERAUTRE, tIEcsdr-controller.yaml3Xi,

D #& BEEEYAMIASHIN TS

B {{.Cluster1d}} : S ANHEEKubernetesEEMNID, MBEEZSNEREERIEED
EHENZEYARE,

B {{.Region}} : BN THEEISACKERFENME, FIWNIEREESZHRA "cnb

eijing" , MMBEEMEA "cn-hangzhou"

®m  ({.ACCESSKEY}} #l {{.ACEESSKEYSECRET}} E#ARAMAFIKSHAKEER, iZAK
ERAIFIIOSSKHBRIRSHIMNIR, ELER, BEM (WiE) FBEZ: AEEMER
i & OSSR,

& & csdr-controllerfi§ YAMLIZ 44

apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.4.1
creationTimestamp: null
name: applicationbackups.csdr.alibabacloud.com
spec:
group: csdr.alibabacloud.com
names:
kind: ApplicationBackup
listKind: ApplicationBackupList
plural: applicationbackups
singular: applicationbackup
scope: Namespaced
versions:
- name: vlbetal
schema:
openAPIV3Schema:
description: ApplicationBackup is the Schema for the applicationbackups API
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation of an object. Servers should convert recognized schemas to the latest interna
1 value, and may reject unrecognized values. More info: https://git.k8s.io/communit
y/contributors/devel/sig-architecture/api-conventions.mdfresources'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s object represents. Servers may infer this from the endpoint the client submits re
quests to. Cannot be updated. In CamelCase. More info: https://git.k8s.io/community
/contributors/devel/sig-architecture/api-conventions.md#types—kinds'
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type: string
metadata:
type: object
spec:
description: ApplicationBackupSpec defines the desired state of Applica
tionBackup
properties:
backupType:
description: BackupType means what the input backups such as OnlyAp
pBackup, AppAndPvBackup and OnlyPvBackup default value is OnlyAppBackup
type: string
excludedNamespaces:
description: ExcludedNamespaces contains a list of namespaces that
are not included in the backup.
items:
type: string
nullable: true
type: array
excludedResources:
description: ExcludedResources is a slice of resource names that ar
e not included in the backup.
items:
type: string
nullable: true
type: array
includeClusterResources:
description: IncludeClusterResources specifies whether cluster-scop
ed resources should be included for consideration in the backup.
nullable: true
type: boolean
includedNamespaces:
description: IncludedNamespaces is a slice of namespace names to in
clude objects from. If empty, all namespaces are included.
items:
type: string
nullable: true
type: array
includedResources:
description: IncludedResources is a slice of resource names to incl
ude in the backup. If empty, all resources are included.
items:
type: string
nullable: true
type: array
labelSelector:
description: LabelSelector is a metavl.LabelSelector to filter with
when adding individual objects to the backup. If empty or nil, all objects are incl
uded. Optional.
nullable: true
properties:
matchExpressions:
description: matchExpressions is a list of label selector requi
rements. The requirements are ANDed.

items:
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description: A label selector requirement is a selector that
contains values, a key, and an operator that relates the key and values.
properties:
key:
description: key is the label key that the selector appli
es to.
type: string
operator:
description: operator represents a key's relationship to
a set of values. Valid operators are In, NotIn, Exists and DoesNotExist.
type: string
values:
description: values is an array of string values. If the
operator is In or NotIn, the values array must be non-empty. If the operator is Exi
sts or DoesNotExist, the values array must be empty. This array is replaced during
a strategic merge patch.
items:
type: string
type: array
required:
- key
- operator
type: object
type: array
matchLabels:
additionalProperties:
type: string
description: matchlLabels is a map of {key,value} pairs. A singl
e {key,value} in the matchLabels map is equivalent to an element of matchExpression
s, whose key field is "key", the operator is "In", and the values array contains on
ly "value". The requirements are ANDed.
type: object
type: object
orderedResources:
additionalProperties:
type: string
description: OrderedResources specifies the backup order of resourc
es of specific Kind. The map key is the Kind name and value is a list of resource n
ames separeted by commas. Each resource name has format "namespace/resourcename".
For cluster resources, simply use "resourcename".
nullable: true
type: object

pvBackup:
description: PvBackupSpec includes whether backup volume data
properties:
defaultPvBackup:

description: whether backup pod's pv, default value is false if
the value is true, then csdr-controller will select pv automatically which pod is u
sing
type: boolean
pvcList:
description: 'NamespacedPvcList means will backup pvc with snap
shot Notice: only disk snapshot support if pvc type is not disk, it will do nothing

v
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items:
properties:
name:
type: string
namespace:
type: string
type: object
type: array
pvcSelector:
additionalProperties:
type: string
description: backup pv use label selector.If empty or nil, all
objects are included. Optional.
type: object
snapshotPostRule:
description: after executing pre-rule, it should unfreeze appli
cation. so user should config post-rule to unfreeze application.
type: string
snapshotPreRule:
description: when enabled application consistency, user should
config snapshot pre-rule to application, so it will take application consistent bac
kups of volume data. the rule will be executed before snapshot, and it will call ap
p freeze interface.
type: string
snapshotToRegion:
type: string
targetRegions:
description: with group snapshot, if this sets, the disk snapsh
ot will be synced to destination region
items:
type: string
type: array
type: object
storageLocation:
description: Storagelocation is a string containing the name of a B
ackupStorageLocation where the backup should be stored.
type: string
ttl:
description: TTL is a time.Duration-parseable string describing how
long the Backup should be retained for.
type: string
type: object
status:
description: ApplicationBackupStatus defines the observed state of Appl
icationBackup
properties:
completionTimestamp:
description: CompletionTimestamp records the time a backup was comp
leted. Completion time is recorded even on failed backups. Completion time is recor
ded before uploading the backup object. The server's time is used for CompletionTim
estamps
format: date-time
nullable: true
type: string

avrvrarace.
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description: Errors is a count of all error messages that were gene
rated during execution of the backup. The actual errors are in the backup's log fi
le in object storage.
type: integer
expiration:
description: 'INSERT ADDITIONAL STATUS FIELD - define observed stat
e of cluster Important: Run "make" to regenerate code after modifying this file Exp
iration is when this Backup is eligible for garbage-collection.'
format: date-time
nullable: true
type: string
message:
description: message records backup message info such as failed rea
son
type: string
phase:
description: Phase is the current state of the Backup.
enum:
- New
- Failedvalidation
- InProgress
— Completed
- PartiallyFailed
- Failed
- Deleting
type: string
resourcelist:
properties:
applicationResource:
properties:
completionTimestamp:
format: date-time
type: string
phase:
type: string
progress:
properties:
itemsBackedUp:
description: ItemsBackedUp is the number of items that
have actually been written to the backup tarball so far.
type: integer
totalltems:
type: integer
type: object
startTimestamp:
format: date-time
type: string
type: object
dataResource:
properties:
completionTimestamp:
format: date-time
type: string

phase:
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type: string
pvcBackupInfo:
items:
properties:
backupId:
type: string
convertToStorageClassType:
type: string
dataType:
type: string
nameSpace:
type: string
pvcName:
type: string
backupInfo:
type: string
type: object
type: array
advancedVolumeSnapshotsInfo:
type: array
items:
properties:
namespace:
type: string
name:
type: string
type: object
startTimestamp:
format: date-time
type: string
status:
items:
properties:
progress:
type: string
pvcName :
type: string
type: object
type: array
type: object
type: object
startTimestamp:
description: StartTimestamp records the time a backup was started.
Separate from CreationTimestamp, since that value changes on restores. The server's
time is used for StartTimestamps
format: date-time
nullable: true
type: string
warnings:
description: Warnings is a count of all warning messages that were
generated during execution of the backup. The actual warnings are in the backup's 1
og file in object storage.
type: integer
type: object
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type: object
served: true

storage: true

subresources:
status: {}
status:

acceptedNames:

kind: ""

plural: ""
conditions: []
storedVersions: []

apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.4.1
creationTimestamp: null
name: applicationrestores.csdr.alibabacloud.com
spec:
group: csdr.alibabacloud.com
names:
kind: ApplicationRestore
listKind: ApplicationRestorelist
plural: applicationrestores
singular: applicationrestore
scope: Namespaced
versions:
- name: vlbetal
schema:
openAPIV3Schema:
description: ApplicationRestore is the Schema for the applicationrestores A
PT
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation of an object. Servers should convert recognized schemas to the latest interna
1 value, and may reject unrecognized values. More info: https://git.k8s.io/communit
y/contributors/devel /sig-architecture/api-conventions.mdffresources'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s object represents. Servers may infer this from the endpoint the client submits re
quests to. Cannot be updated. In CamelCase. More info: https://git.k8s.io/community
/contributors/devel/sig-architecture/api-conventions.md#types-kinds'
type: string
metadata:
type: object
spec:
description: ApplicationRestoreSpec defines the desired state of Applic
ationRestore
properties:
backupName :

description: BackupName is the unique name of the Velero backup to
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restore from.
type: string
excludedNamespaces:
description: ExcludedNamespaces contains a list of namespaces that
are not included in the restore.
items:
type: string
nullable: true
type: array
excludedResources:
description: ExcludedResources is a slice of resource names that ar
e not included in the restore.
items:
type: string
nullable: true
type: array
includeClusterResources:
description: IncludeClusterResources specifies whether cluster-scop
ed resources should be included for consideration in the restore. If null, defaults
to true.
nullable: true
type: boolean
includedNamespaces:
description: IncludedNamespaces is a slice of namespace names to in
clude objects from. If empty, all namespaces are included.
items:
type: string
nullable: true
type: array
includedResources:
description: IncludedResources is a slice of resource names to incl
ude in the restore. If empty, all resources in the backup are included.
items:
type: string
nullable: true
type: array
labelSelector:
description: LabelSelector is a metavl.LabelSelector to filter with
when restoring individual objects from the backup. If empty or nil, all objects are
included. Optional.
nullable: true
properties:
matchExpressions:
description: matchExpressions is a list of label selector requi
rements. The requirements are ANDed.
items:
description: A label selector requirement is a selector that
contains values, a key, and an operator that relates the key and values.
properties:
key:
description: key is the label key that the selector appli
es to.
type: string

operator:
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description: operator represents a key's relationship to
a set of values. Valid operators are In, NotIn, Exists and DoesNotExist.
type: string
values:
description: values is an array of string values. If the
operator is In or NotIn, the values array must be non-empty. If the operator is Exi
sts or DoesNotExist, the values array must be empty. This array is replaced during
a strategic merge patch.
items:
type: string
type: array
required:
- key
- operator
type: object
type: array
matchLabels:
additionalProperties:
type: string
description: matchlLabels is a map of {key,value} pairs. A singl
e {key,value} in the matchLabels map is equivalent to an element of matchExpression
s, whose key field is "key", the operator is "In", and the values array contains on
ly "value". The requirements are ANDed.
type: object
type: object
namespaceMapping:
additionalProperties:
type: string
description: NamespaceMapping is a map of source namespace names to
target namespace names to restore into. Any source namespaces not included in the m
ap will be restored into namespaces of the same name.
type: object
storageclassMapping:
additionalProperties:
type: string
description: storageclassMapping is a map of source storageclass na
me to target storageclass name.
type: object
restorePVs:
description: RestorePVs specifies whether to restore all included P
Vs from snapshot (via the cloudprovider) .
nullable: true
type: boolean
required:
- backupName
type: object
status:
description: ApplicationRestoreStatus defines the observed state of App
licationRestore
properties:
completionTimestamp:
format: date-time
type: string
message:

AAnAaA~vairm+aTAnes mAamaa~rA vAA~A AA vAam+AvrA mAaAAAa~A~ ArmFA AiAh Aaa Fad 1l AA A
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ason
type: string
phase:
description: 'INSERT ADDITIONAL STATUS FIELD - define observed stat
e of cluster Important: Run "make" to regenerate code after modifying this file'
enum:
- New
- Failedvalidation
- InProgress
— Completed
- PartiallyFailed
- Failed
type: string
startTimestamp:
format: date-time
type: string
templateResource:
properties:
completionTimestamp:
description: CompletionTimestamp records the time the restore o
peration was completed. Completion time is recorded even on failed restore. The ser
ver's time is used for StartTimestamps
format: date-time
nullable: true
type: string
errors:
description: Errors is a count of all error messages that were
generated during execution of the restore. The actual errors are stored in object s
torage.
type: integer
failureReason:
description: FailureReason is an error that caused the entire r
estore to fail.
type: string
phase:
description: 'INSERT ADDITIONAL STATUS FIELD - define observed
state of cluster Important: Run "make" to regenerate code after modifying this file
Phase is the current state of the Restore'
enum:
- New
- Failedvalidation
- InProgress
— Completed
- PartiallyFailed
- Failed
type: string
startTimestamp:
description: StartTimestamp records the time the restore operat
ion was started. The server's time is used for StartTimestamps
format: date-time
nullable: true
type: string
validationErrors:

descrivtion: ValidationErrors is a slice of all validation erro
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rs (if applicable)
items:
type: string
nullable: true
type: array
warnings:
description: Warnings is a count of all warning messages that w
ere generated during execution of the restore. The actual warnings are stored in ob
ject storage.
type: integer
type: object
type: object
type: object
served: true

storage: true

subresources:
status: {}
status:

acceptedNames:

kind: ""

plural: ""
conditions: []
storedVersions: []

apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller—-gen.kubebuilder.io/version: v0.4.1
creationTimestamp: null
name: backuplocations.csdr.alibabacloud.com
spec:
group: csdr.alibabacloud.com
names:
kind: BackupLocation
listKind: BackupLocationList
plural: backuplocations
singular: backuplocation
scope: Namespaced
versions:
- name: vlbetal
schema:
openAPIV3Schema:
description: BackupLocation is the Schema for the backuplocations API
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation of an object. Servers should convert recognized schemas to the latest interna
1 value, and may reject unrecognized values. More info: https://git.k8s.io/communit
y/contributors/devel/sig-architecture/api-conventions.md#resources'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi

s object represents. Servers may infer this from the endpoint the client submits re
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quests to. Cannot be updated. In CamelCase. More info: https://git.k8s.io/community
/contributors/devel/sig-architecture/api-conventions.md#types-kinds'
type: string
metadata:
type: object
spec:
description: BackupLocationSpec defines the desired state of BackupLoca
tion
properties:
accessMode:
description: AccessMode defines the permissions for the backup stor
age location.
enum:
- ReadOnly
- ReadWrite
type: string
backupSyncPeriod:
description: BackupSyncPeriod defines how frequently to sync backup
API objects from object storage. A value of 0 disables sync.
nullable: true
type: string
config:
additionalProperties:
type: string
description: Config is for provider-specific configuration fields.
type: object
objectStorage:
description: ObjectStoragelocation specifies the settings necessary
to connect to a provider's object storage.
properties:
bucket:
description: Bucket is the bucket to use for object storage.
type: string
caCert:
description: CACert defines a CA bundle to use when verifying T
LS connections to the provider.
format: byte
type: string
prefix:
description: Prefix is the path inside a bucket to use for Vele
ro storage. Optional.
type: string
required:
- bucket
type: object
provider:
description: 'INSERT ADDITIONAL SPEC FIELDS - desired state of clus
ter Important: Run "make" to regenerate code after modifying this file Provider is
the provider of the backup storage.'
type: string
validationFrequency:
description: ValidationFrequency defines how frequently to validate
the corresponding object storage. A value of 0 disables validation.

nullable: true

> NHRRA: 20220701 254



BESE- HiEKubernetesiTiZACK R RSKubernet eshi

type: string
required:
- objectStorage
- provider
type: object
status:
description: BackupLocationStatus defines the observed state of BackupL
ocation
properties:
accessMode:
description: "AccessMode is an unused field. \n Deprecated: there i
s now an AccessMode field on the Spec and this field will be removed entirely as of
v2.0."
enum:
- ReadOnly
— ReadWrite
type: string
lastSyncedRevision:
description: "LastSyncedRevision is the value of the ‘metadata/revi
sion® file in the backup storage location the last time the BSL's contents were syn
ced into the cluster. \n Deprecated: this field is no longer updated or used for de
tecting changes to the location's contents and will be removed entirely in v2.0."
type: string
lastSyncedTime:
description: LastSyncedTime is the last time the contents of the lo
cation were synced into the cluster.
format: date-time
nullable: true
type: string
lastValidationTime:
description: LastValidationTime is the last time the backup store 1
ocation was validated the cluster.
format: date-time
nullable: true
type: string
message:
description: 'INSERT ADDITIONAL STATUS FIELD - define observed stat
e of cluster Important: Run "make" to regenerate code after modifying this file'
type: string
phase:
description: 'INSERT ADDITIONAL STATUS FIELD - define observed stat
e of cluster Important: Run "make" to regenerate code after modifying this file Pha
se is the current state of the BackupStorageLocation.'
enum:
- Available
- Unavailable
- Inprogress
type: string
type: object
type: object
served: true
storage: true
subresources:
status: {}
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status:
acceptedNames:
kind: ""
plural: ""
conditions: []
storedVersions: []
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.4.1
creationTimestamp: null
name: backupschedules.csdr.alibabacloud.com
spec:
group: csdr.alibabacloud.com
names:
kind: BackupSchedule
listKind: BackupSchedulelist
plural: backupschedules
singular: backupschedule
scope: Namespaced
versions:
- name: vlbetal
schema:
openAPIV3Schema:
description: BackupSchedule is the Schema for the backupschedules API
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation of an object. Servers should convert recognized schemas to the latest interna
1 value, and may reject unrecognized values. More info: https://git.k8s.io/communit
y/contributors/devel /sig-architecture/api-conventions.mdffresources'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s object represents. Servers may infer this from the endpoint the client submits re
quests to. Cannot be updated. In CamelCase. More info: https://git.k8s.io/community
/contributors/devel/sig-architecture/api-conventions.md#types-kinds'
type: string
metadata:
type: object
spec:
description: BackupScheduleSpec defines the desired state of BackupSche

dule
properties:
schedule:
description: Schedule is a Cron expression defining when to run the
Backup.

type: string
template:
description: 'INSERT ADDITIONAL SPEC FIELDS - desired state of clus
ter Important: Run "make" to regenerate code after modifying this file'

properties:

R S
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DdcKuplype:
description: BackupType means what the input backups such as On
lyAppBackup, AppAndPvBackup and OnlyPvBackup default value is OnlyAppBackup
type: string
excludedNamespaces:
description: ExcludedNamespaces contains a list of namespaces t
hat are not included in the backup.
items:
type: string
nullable: true
type: array
excludedResources:
description: ExcludedResources is a slice of resource names tha
t are not included in the backup.
items:
type: string
nullable: true
type: array
includeClusterResources:
description: IncludeClusterResources specifies whether cluster-
scoped resources should be included for consideration in the backup.
nullable: true
type: boolean
includedNamespaces:
description: IncludedNamespaces is a slice of namespace names t
o include objects from. If empty, all namespaces are included.
items:
type: string
nullable: true
type: array
includedResources:
description: IncludedResources is a slice of resource names to
include in the backup. If empty, all resources are included.
items:
type: string
nullable: true
type: array
labelSelector:
description: LabelSelector is a metavl.LabelSelector to filter
with when adding individual objects to the backup. If empty or nil, all objects are
included. Optional.
nullable: true
properties:
matchExpressions:
description: matchExpressions is a list of label selector r
equirements. The requirements are ANDed.
items:
description: A label selector requirement is a selector t
hat contains values, a key, and an operator that relates the key and values.
properties:
key:
description: key is the label key that the selector a
pplies to.
type: string

onerator:
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e eem -
description: operator represents a key's relationship

to a set of values. Valid operators are In, NotIn, Exists and DoesNotExist.
type:
values:

string

If

If the operator is

description: values is an array of string values.

the operator is In or NotIn, the values array must be non-empty.

Exists or DoesNotExist, the values array must be empty. This array is replaced duri
ng a strategic merge patch.

items:

type:

type:

required:

string

array

- key
- operator
type:
type:
matchLabels:

object

array

additionalProperties:
type:
description:

string
matchlLabels is a map of {key,value} pairs. A s
ingle {key,value} in the matchlLabels map is equivalent to an element of matchExpres
sions, whose key field is "key", the operator is "In",

ANDed.

and the values array contain
s only "value". The requirements are
type:

type:

orderedResources:

object
object

additionalProperties:
type:
description: OrderedResources specifies the backup order of res

string

ources of specific Kind. The map key is the Kind name and value is a list of resour
ce names separeted by commas. Each resource name has format "namespace/resourcename

"

For cluster resources, simply use "resourcename".

nullable:
type:
pvBackup:

true
object
description: PvBackupSpec includes whether backup volume data
properties:
defaultPvBackup:
description: whether backup pod's pv, default value is fals
e if the value is true, then csdr-controller will select pv automatically which pod
is using
type: boolean
pvclList:
description: 'NamespacedPvcList means will backup pvc with
snapshot Notice: only disk snapshot support if pvc type is not disk, it will do not
hing'
items:
properties:
name:
type:
namespace:
type:
type: object

type:

string

string

array
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pvcSelector:
additionalProperties:
type: string
description: backup pv use label selector.If empty or nil,
all objects are included. Optional.
type: object
snapshotPostRule:
description: after executing pre-rule, it should unfreeze a
pplication. so user should config post-rule to unfreeze application.
type: string
snapshotPreRule:
description: when enabled application consistency, user sho
uld config snapshot pre-rule to application, so it will take application consistent
backups of volume data. the rule will be executed before snapshot, and it will call
app freeze interface.
type: string
snapshotToRegion:
type: string
targetRegions:
description: with group snapshot, if this sets, the disk sn
apshot will be synced to destination region
items:
type: string
type: array
type: object
storageLocation:
description: Storagelocation is a string containing the name of
a BackupStorageLocation where the backup should be stored.
type: string
ttl:
description: TTL is a time.Duration-parseable string describing
how long the Backup should be retained for.
type: string
type: object
required:
- schedule
- template
type: object
status:
description: BackupScheduleStatus defines the observed state of BackupS
chedule
properties:
lastBackup:
description: LastBackup is the last time a Backup was run for this
Schedule schedule
format: date-time
nullable: true
type: string
lastProcessedTime:
format: date-time
type: string
phase:
description: 'INSERT ADDITIONAL STATUS FIELD - define observed stat

e of cluster Important: Run "make" to regenerate code after modifying this file Pha
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se is the current phase of the Schedule'
type: string
validationErrors:
description: ValidationErrors is a slice of all validation errors (
if applicable)
items:
type: string
type: array
type: object
type: object
served: true

storage: true

subresources:
status: {}
status:

acceptedNames:

kind: ""

plural: ""
conditions: []
storedVersions: []

apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.4.1
creationTimestamp: null
name: converttosnapshots.csdr.alibabacloud.com
spec:
group: csdr.alibabacloud.com
names:
kind: ConvertToSnapshot
listKind: ConvertToSnapshotList
plural: converttosnapshots
singular: converttosnapshot
scope: Namespaced
versions:
- name: vlbetal
schema:
openAPIV3Schema:
description: ConvertToSnapshot is the Schema for the converttosnapshots API
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation of an object. Servers should convert recognized schemas to the latest interna
1 value, and may reject unrecognized values. More info: https://git.k8s.io/communit
y/contributors/devel/sig-architecture/api-conventions.md#resources'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s object represents. Servers may infer this from the endpoint the client submits re
quests to. Cannot be updated. In CamelCase. More info: https://git.k8s.io/community
/contributors/devel/sig-architecture/api-conventions.md#types—kinds'
type: string
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metadata:
type: object
spec:
description: ConvertToSnapshotSpec defines the desired state of Convert
ToSnapshot
properties:
backupName :
type: string
convertedarg:
items:
properties:
convertToStorageClassType:
type: string
namespace:
type: string
persistentVolumeClaim:
type: string
required:
- namespace
- persistentVolumeClaim
type: object
type: array
required:
- backupName
- convertedarg
type: object
status:
description: ConvertToSnapshotStatus defines the observed state of Conv
ertToSnapshot
properties:
completionTimestamp:
format: date-time
type: string
message:
type: string
phase:
description: ConvertPhase is a string representation of the lifecyc
le phase of a Velero backup.
enum:
- ConvertionNew
- ConvertionInProgress
- ConvertionCompleted
- ConvertionFailed
type: string
pvcConvertStatus:
additionalProperties:
type: string
type: object
startTimestamp:
format: date-time
type: string
type: object
type: object

served: true
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STorage: true

subresources:
status: {}
status:
acceptedNames:
kind: ""
plural: ™"
conditions: []

storedVersions: []
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.4.1
creationTimestamp: null
name: deleterequests.csdr.alibabacloud.com
spec:
group: csdr.alibabacloud.com
names:
kind: DeleteRequest
listKind: DeleteRequestList
plural: deleterequests
singular: deleterequest
scope: Namespaced
versions:
- name: vlbetal
schema:
openAPIV3Schema:
description: DeleteRequest is the Schema for the deleterequests API
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation of an object. Servers should convert recognized schemas to the latest interna
1 value, and may reject unrecognized values. More info: https://git.k8s.io/communit
y/contributors/devel /sig-architecture/api-conventions.mdfresources'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s object represents. Servers may infer this from the endpoint the client submits re
quests to. Cannot be updated. In CamelCase. More info: https://git.k8s.io/community
/contributors/devel/sig-architecture/api-conventions.md#types—kinds'
type: string
metadata:
type: object
spec:
description: DeleteRequestSpec defines the desired state of DeleteReque
st
properties:
backupName :
description: Foo is an example field of DeleteRequest. Edit DeleteR
equest types.go to remove/update
type: string
required:

— hackimName
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type: object
status:
description: DeleteRequestStatus defines the observed state of DeleteRe
quest
properties:
completionTimestamp:
format: date-time
type: string
phase:
description: DeleteBackupRequestPhase represents the lifecycle phas
e of a DeleteBackupRequest.
enum:
- New
- InProgress
— Processed
type: string
startTimestamp:
description: 'INSERT ADDITIONAL STATUS FIELD - define observed stat
e of cluster Important: Run "make" to regenerate code after modifying this file'
format: date-time
type: string
type: object
type: object
served: true

storage: true

subresources:
status: {}
status:

acceptedNames:

kind: ""

plural: ""
conditions: []
storedVersions: []

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
creationTimestamp: null
name: manager-role
rules:
- apiGroups:
- csdr.alibabacloud.com
resources:
- applicationbackups
verbs:
- create
= celete
- get
- list
- patch
- update
- watch
- apiGroups:

- csdr.alibabacloud.com

263 > MAYRRA: 20220701



REERRFZKubernetesh BRIESL - HEKubernetesiTFBACK

resources:
- applicationbackups/finalizers
verbs:
- update
- apiGroups:
- csdr.alibabacloud.com
resources:
- applicationbackups/status
verbs:
- get
- patch
- update
- apiGroups:
- csdr.alibabacloud.com
resources:
- applicationrestores
verbs:
- create
- delete
= @&t
- list
- patch
- update
- watch
- apiGroups:
- csdr.alibabacloud.com
resources:
- applicationrestores/finalizers
verbs:
- update
- apiGroups:
- csdr.alibabacloud.com
resources:
- applicationrestores/status
verbs:
- get
- patch
- update
- apiGroups:
- csdr.alibabacloud.com
resources:
- backuplocations
verbs:
- create
- delete
- get
- list
- patch
- update
- watch
- apiGroups:
- csdr.alibabacloud.com
resources:

- backuplocations/finalizers
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verbs:

- update

apiGroups:

- csdr.alibabacloud.com
resources:

- backuplocations/status
verbs:

- get

- patch

- update

apiGroups:

- csdr.alibabacloud.com
resources:

- backupschedules
verbs:

- create

— delete

- get

- list

- patch

- update

- watch

apiGroups:

- csdr.alibabacloud.com
resources:

- backupschedules/finalizers
verbs:

- update

apiGroups:

- csdr.alibabacloud.com
resources:

- backupschedules/status
verbs:

- get

- patch

- update

apiGroups:

- csdr.alibabacloud.com
resources:

- converttosnapshots
verbs:

- create

- delete

- get

- list

- patch

- update

- watch

apiGroups:

- csdr.alibabacloud.com
resources:

- converttosnapshots/finalizers
verbs:

- update

265
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- apiGroups:
- csdr.alibabacloud.com
resources:
- converttosnapshots/status
verbs:
- get
- patch
- update
- apiGroups:
- csdr.alibabacloud.com
resources:
- deleterequests
verbs:
- create
= delete
- get
- list
- patch
- update
- watch
- apiGroups:
- csdr.alibabacloud.com
resources:
- deleterequests/finalizers
verbs:
- update
- apiGroups:
- csdr.alibabacloud.com
resources:
- deleterequests/status
verbs:
- get
- patch
- update
apiVersion: vl
kind: ServiceAccount
metadata:
namespace: csdr
name: csdr
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
labels:
component: csdr
name: csdr-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount

name: csdr
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namespace:

csdr

apiVersion: apps/vl

kind: Deployment

metadata:
labels:

control-plane: csdr-controller

name: csdr-controller

namespace:

spec:

replicas: 1

selector:

matchLabels:

csdr

control-plane: csdr-controller

template:

metadata:
labels:

control-plane: csdr-controller

spec:

containers:

- env:

name :

value:

name :

value:

name :

value:

name :

value:

name:

value:

name :

value:

IS HYBRID
"true"
USE._ADDON TOKEN
"false"
CLUSTER ID
{{.ClusterId}}
REGION ID
{{.Region}}
ALIBABA CLOUD ACCESS KEY ID
{{.ACCESSKEY} }
ALIBABA CLOUD ACCESS KEY SECRET
{{.ACEESSKEYSECRET} }

image: registry.{{.Region}}.aliyuncs.com/acs/csdr-controller:vl.2.7-543c£40

-aliyun

imagePullPolicy: Always

livenessProbe:
httpGet:

path: /healthz

port: 8191
initialDelaySeconds: 15

periodSeconds: 20

name: manager

readinessProbe:
httpGet:
path: /readyz
port: 8191

initialDelaySeconds: 5

periodSeconds: 10

resources:

limits:

cpu:

1000m

memory: 1000Mi

requests:

AT e

ENNm
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Cpu. vvu
memory: 200Mi
securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true
runAsNonRoot: true
volumeMounts:
- mountPath: /var/csdr/config
name: csdr-config-mnt
- mountPath: /tmp/
name: writeable
serviceAccountName: csdr
terminationGracePeriodSeconds: 10
volumes:
- configMap:
name: csdr-config
name: csdr-config-mnt
- emptyDir: {}

name: writeable

i. 1ITAT®E, EE csdr-controller,

kubectl apply -f csdr-controller.yaml

i. EFEUTRE, Bl velero-deploy.yamisi,
&Evelero-deployf YAMLI 44

apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: backups.velero.io
spec:
group: velero.io
names:
kind: Backup
listKind: BackupList
plural: backups
singular: backup

scope: Namespaced

versions:
- name: vl
schema:
openAPIV3Schema:
description: Backup is a Velero resource that represents the capture of Kub
ernetes
cluster state at a point in time (API objects and associated volume state
) .
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation
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of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http

s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ

es-kinds'
type: string
metadata:
type: object
spec:
description: BackupSpec defines the specification for a Velero backup.
properties:
defaultVolumesToRestic:
description: DefaultVolumesToRestic specifies whether restic should
be used to take a backup of all pod volumes by default.
type: boolean
excludedNamespaces:
description: ExcludedNamespaces contains a list of namespaces that
are not included in the backup.
items:
type: string
nullable: true
type: array
excludedResources:
description: ExcludedResources is a slice of resource names that ar
e
not included in the backup.
items:
type: string
nullable: true
type: array
hooks:
description: Hooks represent custom behaviors that should be execut
ed
at different phases of the backup.
properties:
resources:
description: Resources are hooks that should be executed when
backing up individual instances of a resource.
items:
description: BackupResourceHookSpec defines one or more Backu
PResourceHooks
that should be executed based on the rules defined for name
spaces,

resources, and label selector.
properties:

excludedNamespaces:
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description: ExcludedNamespaces specifies the namespaces
to which this hook spec does not apply.
items:
type: string
nullable: true
type: array
excludedResources:
description: ExcludedResources specifies the resources to
which this hook spec does not apply.
items:
type: string
nullable: true
type: array
includedNamespaces:
description: IncludedNamespaces specifies the namespaces
to which this hook spec applies. If empty, it applies
to all namespaces.
items:
type: string
nullable: true
type: array
includedResources:
description: IncludedResources specifies the resources to
which this hook spec applies. If empty, it applies to
all resources.
items:
type: string
nullable: true
type: array
labelSelector:

description: LabelSelector, if specified, filters the res

ources
to which this hook spec applies.
nullable: true
properties:
matchExpressions:
description: matchExpressions is a list of label sele
ctor
requirements. The requirements are ANDed.
items:
description: A label selector requirement is a sele
ctor
that contains values, a key, and an operator that
relates the key and values.
properties:
key:
description: key is the label key that the sele
ctor
applies to.
type: string
operator:
description: operator represents a key's relati
onship

to a set of values. Valid operators are In,
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NotIn, Exists and DoesNotExist.

type: string

values:

description: values is an array of string value

If the operator is In or NotIn, the values ar

must be non-empty. If the operator is Exists

or DoesNotExist, the values array must be emp

This array is replaced during a strategic mer

description: matchLabels is a map of {key,value} pair

A single {key,value} in the matchLabels map is equi

to an element of matchExpressions, whose key field

is "key", the operator is "In", and the values arra

contains only "value". The requirements are ANDed.

description: PostHooks is a list of BackupResourceHooks

to execute after storing the item in the backup. These

"additional items" from item act

description: BackupResourceHook defines a hook for a re

description: Command is the command and argumen

So
ray
ty.
ge
patch.
items:
type: string
type: array
required:
- key
- operator
type: object
type: array
matchLabels:
additionalProperties:
type: string
S.
valent
y
type: object
type: object
name:
description: Name is the name of this hook.
type: string
post:
are executed after all
ions
are processed.
items:
source.
properties:
exec:
description: Exec defines an exec hook.
properties:
command :
ts

to execute.

o
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LLells
type: string
minItems: 1
type: array
container:
description: Container is the container in the
pod where the command should be executed. If
not specified, the pod's first container is
used.
type: string
onError:

description: OnError specifies how Velero shoul

d
behave if it encounters an error executing th
is
hook.
enum:
- Continue
- Fail
type: string
timeout:
description: Timeout defines the maximum amount
of time Velero should wait for the hook to co
mplete
before considering the execution a failure.
type: string
required:
- command
type: object
required:
- exec
type: object
type: array
pre:
description: PreHooks is a list of BackupResourceHooks to
execute prior to storing the item in the backup. These
are executed before any "additional items" from item ac
tions
are processed.
items:
description: BackupResourceHook defines a hook for a re
source.
properties:
exec:
description: Exec defines an exec hook.
properties:
command :
description: Command is the command and argumen
ts

to execute.
items:

type: string
minItems: 1
type: array

container:
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description: Container is the container in the
pod where the command should be executed. If

not specified, the pod's first container is
used.
type: string
onError:

description: OnError specifies how Velero shoul

d
behave if it encounters an error executing th
is
hook.
enum:
- Continue
- Fail
type: string
timeout:
description: Timeout defines the maximum amount
of time Velero should wait for the hook to co
mplete
before considering the execution a failure.
type: string
required:
- command
type: object
required:
- exec
type: object
type: array
required:
- name
type: object
nullable: true
type: array
type: object
includeClusterResources:
description: IncludeClusterResources specifies whether cluster-scop
ed
resources should be included for consideration in the backup.
nullable: true
type: boolean
includedNamespaces:
description: IncludedNamespaces is a slice of namespace names to in
clude
objects from. If empty, all namespaces are included.
items:
type: string
nullable: true
type: array
includedResources:
description: IncludedResources is a slice of resource names to incl
ude

in the backup. If empty, all resources are included.
items:

type: string
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rements.

es

mpty.

rategic

nullable: true
type: array
labelSelector:
description: LabelSelector is a metavl.LabelSelector to filter with
when adding individual objects to the backup. If empty or nil, al

objects are included. Optional.
nullable: true
properties:

matchExpressions:

description: matchExpressions is a list of label selector requi

The requirements are ANDed.
items:
description: A label selector requirement is a selector that

contains values, a key, and an operator that relates the ke

and values.
properties:
key:
description: key is the label key that the selector appli

to.
type: string
operator:
description: operator represents a key's relationship to
a set of values. Valid operators are In, NotIn, Exists
and DoesNotExist.
type: string
values:
description: values is an array of string values. If the

operator is In or NotIn, the values array must be non-e

If the operator is Exists or DoesNotExist, the values

array must be empty. This array is replaced during a st

merge patch.
items:
type: string
type: array
required:
- key
- operator
type: object
type: array
matchLabels:
additionalProperties:
type: string

description: matchlLabels is a map of {key,value} pairs. A singl

{key,value} in the matchLabels map is equivalent to an elemen

of matchExpressions, whose key field is "key", the operator

is "In", and the values array contains only "value". The requ
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irements
are ANDed.
type: object
type: object
metadata:
properties:
labels:
additionalProperties:
type: string
type: object
type: object
orderedResources:
additionalProperties:
type: string
description: OrderedResources specifies the backup order of resourc
es

of specific Kind. The map key is the Kind name and value is a lis

of resource names separated by commas. Each resource name has for
mat
"namespace/resourcename". For cluster resources, simply use "res
ourcename" .
nullable: true
type: object
snapshotVolumes:
description: SnapshotVolumes specifies whether to take cloud snapsh
ots
of any PV's referenced in the set of objects included in the Back
up.
nullable: true
type: boolean
storageLocation:
description: Storagelocation is a string containing the name of a
BackupStoragelLocation where the backup should be stored.
type: string
ttl:
description: TTL is a time.Duration-parseable string describing how
long the Backup should be retained for.
type: string
volumeSnapshotLocations:
description: VolumeSnapshotLocations is a list containing names of
VolumeSnapshotLocations associated with this backup.
items:
type: string
type: array
type: object
status:

description: BackupStatus captures the current status of a Velero backu

properties:
completionTimestamp:
description: CompletionTimestamp records the time a backup was comp
leted.

Completion time is recorded even on failed backups. Completion ti
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me

rated

kup's

-collection.

tion

lero

curate/stale.

ually

ed

ckup

is recorded before uploading the backup object. The server's time
is used for CompletionTimestamps
format: date-time
nullable: true
type: string
errors:

description: Errors is a count of all error messages that were gene

during execution of the backup. The actual errors are in the bac

log file in object storage.
type: integer
expiration:

description: Expiration is when this Backup is eligible for garbage

format: date-time
nullable: true
type: string
formatVersion:
description: FormatVersion is the backup format version, including
major, minor, and patch version.
type: string
phase:
description: Phase is the current state of the Backup.
enum:
- New
- Failedvalidation
- InProgress
— Completed
- PartiallyFailed
- Failed
- Deleting
type: string
progress:

description: Progress contains information about the backup's execu

progress. Note that this information is best-effort only -- if Ve

fails to update it during a backup for any reason, it may be inac

nullable: true
properties:
itemsBackedUp:

description: ItemsBackedUp is the number of items that have act

been written to the backup tarball so far.
type: integer
totalltems:

description: TotalIltems is the total number of items to be back

up. This number may change throughout the execution of the ba

due to plugins that return additional related items to back
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up, Tne velero.lo/excluae—Irom—backKup LlLabel, and various otne

r
filters that happen as items are processed.
type: integer
type: object
startTimestamp:
description: StartTimestamp records the time a backup was started.
Separate from CreationTimestamp, since that value changes on rest
ores.
The server's time is used for StartTimestamps
format: date-time
nullable: true
type: string
validationErrors:
description: ValidationErrors is a slice of all validation errors
(if applicable) .
items:
type: string
nullable: true
type: array
version:
description: 'Version is the backup format major version. Deprecate
d:
Please see FormatVersion'
type: integer
volumeSnapshotsAttempted:
description: VolumeSnapshotsAttempted is the total number of attemp
ted
volume snapshots for this backup.
type: integer
volumeSnapshotsCompleted:
description: VolumeSnapshotsCompleted is the total number of succes
sfully

completed volume snapshots for this backup.
type: integer
warnings:
description: Warnings is a count of all warning messages that were
generated during execution of the backup. The actual warnings are
in the backup's log file in object storage.
type: integer
type: object
type: object
served: true
storage: true
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: backupstoragelocations.velero.io
spec:
group: velero.io

namea-
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kind: BackupStorageLocation
listKind: BackupStorageLocationList
plural: backupstoragelocations
shortNames:
- bsl
singular: backupstoragelocation
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Backup Storage Location status such as Available/Unavailable
jsonPath: .status.phase
name: Phase
type: string

- description: LastValidationTime is the last time the backup store location wa

validated
jsonPath: .status.lastValidationTime

name: Last Validated

type: date

- jsonPath: .metadata.creationTimestamp
name: Age
type: date

- description: Default backup storage location
jsonPath: .spec.default
name: Default
type: boolean
name: vl
schema:
openAPIV3Schema:
description: BackupStorageLocation is a location where Velero stores backup
objects
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation
of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http
s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ
es-kinds'
type: string
metadata:
type: object
spec:
description: BackupStorageLocationSpec defines the desired state of a

Velero BackupStorageLocation
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properties:
accessMode:
description: AccessMode defines the permissions for the backup stor
age
location.
enum:
- ReadOnly
- ReadWrite
type: string
backupSyncPeriod:
description: BackupSyncPeriod defines how frequently to sync backup
API objects from object storage. A value of 0 disables sync.
nullable: true
type: string
config:
additionalProperties:
type: string
description: Config is for provider-specific configuration fields.
type: object
credential:

description: Credential contains the credential information intende

to be used with this location
properties:
key:
description: The key of the secret to select from. Must be a
valid secret key.
type: string
name:
description: 'Name of the referent. More info: https://kubernet
es.io/docs/concepts/overview/working-with-objects/names/#names
TODO: Add other useful fields. apiVersion, kind, uid?'
type: string
optional:
description: Specify whether the Secret or its key must be defi
ned
type: boolean
required:
- key
type: object
default:
description: Default indicates this location is the default backup
storage location.
type: boolean
objectStorage:
description: ObjectStoragelocation specifies the settings necessary
to connect to a provider's object storage.
properties:
bucket:
description: Bucket is the bucket to use for object storage.
type: string
caCert:
description: CACert defines a CA bundle to use when verifying

TLS connections to the provider.
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format: byte
type: string
prefix:

description: Prefix is the path inside a bucket to use for Vele

ro
storage. Optional.
type: string
required:
- bucket
type: object
provider:
description: Provider is the provider of the backup storage.
type: string
validationFrequency:
description: ValidationFrequency defines how frequently to validate
the corresponding object storage. A value of 0 disables validatio
n.
nullable: true
type: string
required:
- objectStorage
- provider
type: object
status:
description: BackupStorageLocationStatus defines the observed state of
BackupStorageLocation
properties:
accessMode:
description: "AccessMode is an unused field. \n Deprecated: there
is now an AccessMode field on the Spec and this field will be rem
oved
entirely as of v2.0."
enum:
- ReadOnly
- ReadWrite
type: string
lastSyncedRevision:
description: "LastSyncedRevision is the value of the ‘metadata/revi
sion”
file in the backup storage location the last time the BSL's conte
nts
were synced into the cluster. \n Deprecated: this field is no lon
ger
updated or used for detecting changes to the location's contents
and will be removed entirely in v2.0."
type: string
lastSyncedTime:
description: LastSyncedTime is the last time the contents of the lo
cation

were synced into the cluster.
format: date-time
nullable: true
type: string
lastValidationTime:
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description: LastValidationTime is the last time the backup store
location was validated the cluster.
format: date-time
nullable: true
type: string
phase:

description: Phase is the current state of the BackupStorageLocatio

enum:
- Available
- Unavailable
type: string
type: object
type: object
served: true
storage: true
subresources:
status: {}
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: deletebackuprequests.velero.io
spec:
group: velero.io
names:
kind: DeleteBackupRequest
listKind: DeleteBackupRequestList
plural: deletebackuprequests
singular: deletebackuprequest
scope: Namespaced
versions:
- name: vl
schema:
openAPIV3Schema:

description: DeleteBackupRequest is a request to delete one or more backups

properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation
of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t
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submits requests to. Cannot be updated. ln CamelCase. More 1nro: http
s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ
es-kinds'
type: string
metadata:
type: object
spec:
description: DeleteBackupRequestSpec is the specification for which bac
kups
to delete.
properties:
backupName :
type: string
required:
- backupName
type: object
status:
description: DeleteBackupRequestStatus is the current status of a Delet
eBackupRequest.
properties:
errors:

description: Errors contains any errors that were encountered durin

the deletion process.
items:
type: string
nullable: true
type: array
phase:
description: Phase is the current state of the DeleteBackupRequest.
enum:
- New
- InProgress
- Processed
type: string
type: object
type: object
served: true
storage: true
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: downloadrequests.velero.io
spec:
group: velero.io
names:
kind: DownloadRequest
listKind: DownloadRequestList
plural: downloadrequests

singular: downloadrequest

crnnas Namacnarad
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SLUpT . BGmSopaTTu
versions:
- name: vl
schema:
openAPIV3Schema:

description: DownloadRequest is a request to download an artifact from back

up
object storage, such as a backup log file.
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation

of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http
s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ
es-kinds'
type: string
metadata:
type: object
spec:
description: DownloadRequestSpec is the specification for a download re
quest.
properties:
target:
description: Target is what to download (e.g. logs for a backup) .
properties:
kind:
description: Kind is the type of file to download.
enum:
- BackupLog
— BackupContents
— BackupVolumeSnapshots
— BackupItemSnapshots
- BackupResourceList
- RestorelLog
- RestoreResults
type: string
name:
description: Name is the name of the kubernetes resource with
which the file is associated.
type: string
required:
- kind
- name
type: object

required:

283 > MAYRRA: 20220701



REEIRE KuberneteshR BESXE- HiEKubernetesiTEACK

- target
type: object
status:
description: DownloadRequestStatus is the current status of a DownloadR
equest.
properties:
downloadURL:
description: DownloadURL contains the pre-signed URL for the target
file.
type: string
expiration:

description: Expiration is when this DownloadRequest expires and ca

be deleted by the system.
format: date-time
nullable: true
type: string
phase:
description: Phase is the current state of the DownloadRequest.
enum:
- New
- Processed
type: string
type: object
type: object
served: true
storage: true
subresources:

status: {}

apiVersion: apiextensions.k8s.io/v1l
kind: CustomResourceDefinition
metadata:
annotations:
controller—-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: schedules.velero.io
spec:
group: velero.io
names:
kind: Schedule
listKind: Schedulelist
plural: schedules
singular: schedule
scope: Namespaced
versions:
- name: vl
schema:
openAPIV3Schema:
description: Schedule is a Velero resource that represents a pre-scheduled
or periodic Backup that should be run.
properties:

apiVersion:
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description: 'APIVersion defines the versioned schema of this represent

ation
of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http
s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ
es—kinds'
type: string
metadata:
type: object
spec:
description: ScheduleSpec defines the specification for a Velero schedu
le
properties:
schedule:
description: Schedule is a Cron expression defining when to run the
Backup.
type: string
template:
description: Template is the definition of the Backup to be run on
the provided schedule
properties:
defaultVolumesToRestic:
description: DefaultVolumesToRestic specifies whether restic sh
ould
be used to take a backup of all pod volumes by default.
type: boolean
excludedNamespaces:
description: ExcludedNamespaces contains a list of namespaces
that are not included in the backup.
items:
type: string
nullable: true
type: array
excludedResources:

description: ExcludedResources is a slice of resource names tha

are not included in the backup.
items:
type: string
nullable: true
type: array
hooks:
description: Hooks represent custom behaviors that should be ex
ecuted

at different phases of the backup.
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en

ctor.

ces

ces

es

es

properties:

resources:

description: Resources are hooks that should be executed wh

backing up individual instances of a resource.
items:
description: BackupResourceHookSpec defines one or more

BackupResourceHooks that should be executed based on th
rules defined for namespaces, resources, and label sele

properties:
excludedNamespaces:

description: ExcludedNamespaces specifies the namespa

to which this hook spec does not apply.
items:
type: string
nullable: true
type: array
excludedResources:
description: ExcludedResources specifies the resource

to which this hook spec does not apply.
items:
type: string
nullable: true
type: array
includedNamespaces:

description: IncludedNamespaces specifies the namespa
to which this hook spec applies. If empty, it appli

to all namespaces.
items:
type: string
nullable: true
type: array
includedResources:
description: IncludedResources specifies the resource

to which this hook spec applies. If empty, it appli

to all resources.

items:
type: string

nullable: true

type: array

labelSelector:

description: LabelSelector, if specified, filters the
resources to which this hook spec applies.

nullable: true

properties:

matchExpressions:

> MAYRRAS: 20220701

286



BESE- HiEKubernetesiTiZACK R RSKubernet eshi

description: matchExpressions is a list of label
selector requirements. The requirements are AND
ed.
items:
description: A label selector requirement is a
selector that contains values, a key, and an
operator that relates the key and values.
properties:
key:
description: key is the label key that the
selector applies to.
type: string
operator:
description: operator represents a key's re
lationship
to a set of values. Valid operators are
In, NotIn, Exists and DoesNotExist.
type: string
values:
description: values is an array of string
values. If the operator is In or NotIn,

the values array must be non-empty. If th

operator is Exists or DoesNotExist, the
values array must be empty. This array is
replaced during a strategic merge patch.
items:
type: string
type: array
required:
- key
- operator
type: object
type: array
matchLabels:
additionalProperties:
type: string
description: matchLabels is a map of {key,value}
pairs. A single {key,value} in the matchLabels
map is equivalent to an element of matchExpress
ions,
whose key field is "key", the operator is "In",
and the values array contains only "value". The
requirements are ANDed.
type: object
type: object
name:
description: Name is the name of this hook.
type: string
post:
description: PostHooks is a list of BackupResourceHoo
ks
to execute after storing the item in the backup. Th

ese
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actions are processed.
items:
description: BackupResourceHook defines a hook for
a resource.
properties:
exec:
description: Exec defines an exec hook.
properties:
command:
description: Command is the command and arg
uments
to execute.
items:
type: string
minItems: 1
type: array
container:
description: Container is the container in
the pod where the command should be execu

ted.

If not specified, the pod's first contain
er
is used.
type: string
onError:
description: OnError specifies how Velero
should behave if it encounters an error
executing this hook.
enum:
- Continue
- Fail
type: string
timeout:
description: Timeout defines the maximum am
ount
of time Velero should wait for the hook
to complete before considering the execut
ion
a failure.
type: string
required:
- command
type: object
required:
- exec
type: object
type: array
pre:

description: PreHooks is a list of BackupResourceHook

to execute prior to storing the item in the backup.

These are executed before any "additional items" fr
om

item actions are processed.
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items:
description: BackupResourceHook defines a hook for
a resource.
properties:
exec:
description: Exec defines an exec hook.
properties:
command :
description: Command is the command and arg
uments
to execute.
items:
type: string
minItems: 1
type: array
container:
description: Container is the container in
the pod where the command should be execu

ted.

If not specified, the pod's first contain
er
is used.
type: string
onError:
description: OnError specifies how Velero
should behave if it encounters an error
executing this hook.
enum:
- Continue
- Fail
type: string
timeout:
description: Timeout defines the maximum am
ount
of time Velero should wait for the hook
to complete before considering the execut
ion
a failure.
type: string
required:
- command
type: object
required:
- exec
type: object
type: array
required:
- name
type: object
nullable: true
type: array
type: object
includeClusterResources:

description: IncludeClusterResources specifies whether cluster-
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scoped
resources should be included for consideration in the backup.
nullable: true
type: boolean
includedNamespaces:
description: IncludedNamespaces is a slice of namespace names
to include objects from. If empty, all namespaces are include
d.
items:
type: string
nullable: true
type: array
includedResources:
description: IncludedResources is a slice of resource names to
include in the backup. If empty, all resources are included.
items:
type: string
nullable: true
type: array
labelSelector:
description: LabelSelector is a metavl.LabelSelector to filter
with when adding individual objects to the backup. If empty
or nil, all objects are included. Optional.
nullable: true
properties:
matchExpressions:
description: matchExpressions is a list of label selector
requirements. The requirements are ANDed.
items:
description: A label selector requirement is a selector
that contains values, a key, and an operator that relat
es
the key and values.
properties:
key:
description: key is the label key that the selector
applies to.
type: string
operator:
description: operator represents a key's relationship
to a set of values. Valid operators are In, NotIn,
Exists and DoesNotExist.
type: string
values:
description: values is an array of string values. If
the operator is In or NotIn, the values array must
be non-empty. If the operator is Exists or DoesNotE
xist,
the values array must be empty. This array is repla
ced

during a strategic merge patch.
items:

type: string
type: array
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required:
- key
- operator
type: object
type: array
matchLabels:
additionalProperties:
type: string
description: matchLabels is a map of {key,value} pairs. A
single {key,value} in the matchlLabels map is equivalent
to an element of matchExpressions, whose key field is "ke
v,
the operator is "In", and the values array contains only
"value". The requirements are ANDed.
type: object
type: object
metadata:
properties:
labels:
additionalProperties:
type: string
type: object
type: object
orderedResources:
additionalProperties:
type: string
description: OrderedResources specifies the backup order of res
ources
of specific Kind. The map key is the Kind name and value is
a list of resource names separated by commas. Each resource
name has format "namespace/resourcename". For cluster resour
ces,
simply use "resourcename".
nullable: true
type: object
snapshotVolumes:
description: SnapshotVolumes specifies whether to take cloud sn
apshots
of any PV's referenced in the set of objects included in the
Backup.
nullable: true
type: boolean
storageLocation:
description: Storagelocation is a string containing the name of
a BackupStoragelLocation where the backup should be stored.
type: string
ttl:
description: TTL is a time.Duration-parseable string describing
how long the Backup should be retained for.
type: string
volumeSnapshotLocations:
description: VolumeSnapshotLocations is a list containing names
of VolumeSnapshotLocations associated with this backup.

items:
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type: string
type: array
type: object
useOwnerReferencesInBackup:
description: UseOwnerReferencesBackup specifies whether to use Owne
rReferences
on backups created by this Schedule.
nullable: true
type: boolean
required:
- schedule
- template
type: object
status:
description: ScheduleStatus captures the current state of a Velero sche
dule
properties:
lastBackup:
description: LastBackup is the last time a Backup was run for this
Schedule schedule
format: date-time
nullable: true
type: string
phase:
description: Phase is the current phase of the Schedule
enum:
- New
- Enabled
- Failedvalidation
type: string
validationErrors:
description: ValidationErrors is a slice of all validation errors
(1f applicable)
items:
type: string
type: array
type: object
type: object
served: true
storage: true
apiVersion: apiextensions.k8s.io/v1l
kind: CustomResourceDefinition
metadata:
annotations:
controller—-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: restores.velero.io
spec:
group: velero.io
names:
kind: Restore
listKind: Restorelist
plural: restores

P P I Ny S
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sSlrguldr: rescLore
scope: Namespaced
versions:
- name: vl
schema:
openAPIV3Schema:
description: Restore is a Velero resource that represents the application
of resources from a Velero backup to a target Kubernetes cluster.
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation
of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http
s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ
es—kinds'
type: string
metadata:
type: object
spec:

description: RestoreSpec defines the specification for a Velero restore

properties:
backupName :
description: BackupName is the unique name of the Velero backup to
restore from.
type: string
excludedNamespaces:
description: ExcludedNamespaces contains a list of namespaces that
are not included in the restore.
items:
type: string
nullable: true
type: array
excludedResources:

description: ExcludedResources is a slice of resource names that ar

not included in the restore.
items:
type: string
nullable: true
type: array
hooks:
description: Hooks represent custom behaviors that should be execut
ed

durina or nost restore.
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properties:
resources:
items:
description: RestoreResourceHookSpec defines one or more Rest
oreResrouceHooks
that should be executed based on the rules defined for name
spaces,
resources, and label selector.
properties:
excludedNamespaces:
description: ExcludedNamespaces specifies the namespaces
to which this hook spec does not apply.
items:
type: string
nullable: true
type: array
excludedResources:
description: ExcludedResources specifies the resources to
which this hook spec does not apply.
items:
type: string
nullable: true
type: array
includedNamespaces:
description: IncludedNamespaces specifies the namespaces
to which this hook spec applies. If empty, it applies
to all namespaces.
items:
type: string
nullable: true
type: array
includedResources:
description: IncludedResources specifies the resources to
which this hook spec applies. If empty, it applies to
all resources.
items:
type: string
nullable: true
type: array
labelSelector:
description: LabelSelector, if specified, filters the res
ources
to which this hook spec applies.
nullable: true
properties:
matchExpressions:
description: matchExpressions is a list of label sele
ctor
requirements. The requirements are ANDed.
items:
description: A label selector requirement is a sele
ctor
that contains values, a key, and an operator that

relates the key and values.
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properties:
key:
description: key is the label key that the sele
ctor
applies to.
type: string
operator:
description: operator represents a key's relati
onship
to a set of values. Valid operators are In,
NotIn, Exists and DoesNotExist.
type: string
values:

description: values is an array of string value

If the operator is In or NotIn, the values ar
ray
must be non-empty. If the operator is Exists
or DoesNotExist, the values array must be emp
ty.
This array is replaced during a strategic mer
ge
patch.
items:
type: string
type: array
required:
- key
- operator
type: object
type: array
matchLabels:
additionalProperties:
type: string
description: matchLabels is a map of {key,value} pair

A single {key,value} in the matchLabels map is equi
valent
to an element of matchExpressions, whose key field

is "key", the operator is "In", and the values arra

contains only "value". The requirements are ANDed.
type: object
type: object
name:
description: Name is the name of this hook.
type: string
postHooks:
description: PostHooks is a list of RestoreResourceHooks
to execute during and after restoring a resource.
items:
description: RestoreResourceHook defines a restore hook
for a resource.

properties:
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exec:
description: Exec defines an exec restore hook.
properties:
command :
description: Command is the command and argumen
ts

to execute from within a container after a po

has been restored.
items:
type: string
minItems: 1
type: array
container:
description: Container is the container in the
pod where the command should be executed. If
not specified, the pod's first container is
used.
type: string
execTimeout:
description: ExecTimeout defines the maximum am
ount
of time Velero should wait for the hook to co
mplete
before considering the execution a failure.
type: string
onkError:

description: OnError specifies how Velero shoul

behave if it encounters an error executing th
is
hook.
enum:
- Continue
- Fail
type: string
waitTimeout:
description: WaitTimeout defines the maximum am
ount
of time Velero should wait for the container
to be Ready before attempting to run the comm
and.
type: string
required:
- command
type: object
init:
description: Init defines an init restore hook.
properties:
initContainers:
description: InitContainers is list of init con
tainers
to be added to a pod during its restore.
items:
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description: A single application container
that you want to run within a pod.
properties:
args:

description: 'Arguments to the entrypoint

The docker image''s CMD is used if this

is not provided. Variable references $ (

VAR NAME)
are expanded using the container''s env
ironment.
If a variable cannot be resolved, the
reference in the input string will be
unchanged. Double $$ are reduced to a
single $, which allows for escaping the
$ (VAR NAME) syntax: i.e. "$$ (VAR NAME)"
will produce the string literal "S$ (VAR
NAME) ".
Escaped references will never be expand
ed,
regardless of whether the variable exis
ts

or not. Cannot be updated. More info:
https://kubernetes.io/docs/tasks/inject
-data-application/define-command-argument-container/#running-a-command-in-a-shell’
items:
type: string
type: array
command :

description: 'Entrypoint array. Not execu

ted

within a shell. The docker image''s ENT
RYPOINT

is used if this is not provided. Variab
le

references $(VAR_NAME) are expanded usi
ng

the container''s environment. If a vari
able

cannot be resolved, the reference in th
e

input string will be unchanged. Double

$$ are reduced to a single $, which all
ows

for escaping the $ (VAR NAME) syntax: i.
@o

"$$ (VAR NAME) " will produce the string

literal "$ (VAR NAME)". Escaped referenc
es

will never be expanded, regardless of

whether the variable exists or not. Can
not

be updated. More info: https://kubernet

es.io/docs/tasks/inject-data-application/define-command-argument-container/#running

e [
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—a-command-in-a-sneLl.l’
items:
type: string
type: array
env:

description: List of environment variable

to set in the container. Cannot be upda
ted.
items:
description: EnvVar represents an envir
onment
variable present in a Container.
properties:
name:

description: Name of the environmen

variable. Must be a C IDENTIFIER.
type: string
value:
description: 'Variable references
S (VAR NAME) are expanded using th

previously defined environment va
riables

in the container and any service

environment variables. If a varia
ble

cannot be resolved, the reference

in the input string will be uncha
nged.

Double $$ are reduced to a single

$, which allows for escaping the

$ (VAR NAME) syntax: i.e. "$$ (VAR
NAME) "

will produce the string literal

"$ (VAR NAME)". Escaped references

will never be expanded, regardles

of whether the variable exists or
not. Defaults to "".'
type: string
valueFrom:
description: Source for the environ
ment
variable's value. Cannot be used
if value is not empty.
properties:
configMapKeyRef :
description: Selects a key of
a ConfigMap.
properties:
key:
description: The key to sel
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type: string
name :
description: 'Name of the
referent. More info: http
s://kubernetes.io/docs/concepts/overview/working-with-objects/names/#names
TODO: Add other useful fi

elds.
apiVersion, kind, uid?'
type: string
optional:
description: Specify whethe
r
the ConfigMap or its key
must be defined
type: boolean
required:
- key
type: object
fieldRef:
description: 'Selects a field
of the pod: supports metadata
.name,
metadata.namespace, ‘metadata
.labels["'<KEY>'"']",
‘metadata.annotations[''<KEY>
1y,
spec.nodeName, spec.serviceAc
countName,
status.hostIP, status.podIP,
status.podIPs."'
properties:
apiVersion:
description: Version of the
schema the FieldPath is
written in terms of, defa
ults
to "vl1".
type: string
fieldPath:
description: Path of the fi
eld
to select in the specifie
d
API version.
type: string
required:
- fieldPath
type: object
resourceFieldRef:
description: 'Selects a resourc
e
of the container: only resour
ces

limits and regquests (limits.c

299 > MAYRRA: 20220701



REEIRE KuberneteshR BESXE- HiEKubernetesiTEACK

pu,

limits.memory, limits.ephemer
al-storage,

requests.cpu, requests.memory

and requests.ephemeral-storag

are currently supported.'
properties:
containerName:

description: 'Container nam

required for volumes, opt
ional
for env vars'
type: string
divisor:
anyOf:
- type: integer
- type: string
description: Specifies the
output format of the expo
sed

resources, defaults to "1

pattern: ~(\+|-)2(([0-9]+(\
.[0-91%)2) | (\.[0-9]+)) (([KMGTPE]1) | [numkMGTPE] | ([eE] (\+|-)? (([0=-91+ (\.[0-91*)7?) | (\.
[0-91+4)))) 2%
x-kubernetes-int-or-string:
true
resource:
description: 'Required: res
ource
to select'
type: string
required:
- resource
type: object
secretKeyRef:
description: Selects a key of
a secret in the pod's namespa
ce
properties:
key:
description: The key of the
secret to select from. M
ust
be a valid secret key.
type: string
name:
description: 'Name of the
referent. More info: http
s://kubernetes.io/docs/concepts/overview/working-with-objects/names/#names
TODO: Add other useful fi
elds.
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ner

ple

ent.

apiVersion, kind, uid?'
type: string
optional:
description: Specify whethe

the Secret or its key mus

be defined
type: boolean
required:
- key

type: object
type: object

required:
- name
type: object

type: array

envErom:

description: List of sources to populate
environment variables in the container.
The keys defined within a source must
be a C IDENTIFIER. All invalid keys wil

be reported as an event when the contai

is starting. When a key exists in multi

sources, the value associated with the

last source will take precedence. Value

defined by an Env with a duplicate key
will take precedence. Cannot be updated

items:
description: EnvFromSource represents
the source of a set of ConfigMaps
properties:
configMapRef:
description: The ConfigMap to selec

from
properties:
name:

description: 'Name of the refer

More info: https://kubernetes

.io/docs/concepts/overview/working-with-objects/names/#names

TODO: Add other useful fields

apiVersion, kind, uid?'
type: string
optional:
description: Specify whether th

301
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ConfigMap must be defined
type: boolean
type: object
prefix:
description: An optional identifier
to prepend to each key in the Con
figMap.
Must be a C IDENTIFIER.
type: string
secretRef:
description: The Secret to select
from
properties:
name:
description: 'Name of the refer
ent.
More info: https://kubernetes
.io/docs/concepts/overview/working-with-objects/names/#names
TODO: Add other useful fields

apiVersion, kind, uid?'
type: string
optional:
description: Specify whether th

Secret must be defined
type: boolean
type: object
type: object
type: array
image:

description: 'Docker image name. More inf

https://kubernetes.io/docs/concepts/con
tainers/images
This field is optional to allow higher
level config management to default or
override container images in workload
controllers like Deployments and Statef
ulSets.'
type: string
imagePullPolicy:
description: 'Image pull policy. One of
Always, Never, IfNotPresent. Defaults
to Always if :latest tag is specified,
or IfNotPresent otherwise. Cannot be up
dated.
More info: https://kubernetes.io/docs/c
oncepts/containers/imagesf#updating-images'
type: string
lifecycle:
description: Actions that the management
system should take in response to conta

iner
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lirecycle events. Cannot be updated.

properties:
postStart:
description: 'PostStart is called imm
ediately
after a container is created. If th
e
handler fails, the container is ter
minated
and restarted according to its rest
art
policy. Other management of the con
tainer
blocks until the hook completes. Mo
re

info: https://kubernetes.io/docs/co
ncepts/containers/container-lifecycle-hooks/#container-hooks'
properties:
exec:
description: One and only one of

the following should be specifi

ed.
Exec specifies the action to ta
ke.
properties:
command:
description: Command is the
command line to execute ins
ide
the container, the working
directory for the command
is
root ('/') in the container
's
filesystem. The command is
simply exec'd, it is not ru
n
inside a shell, so traditio
nal
shell instructions ('|', et
c)
won't work. To use a shell,
you need to explicitly call
out to that shell. Exit sta
tus
of 0 is treated as live/hea
lthy

and non-zero is unhealthy.
items:
type: string
type: array
type: object
httpGet:
description: HTTPGet specifies th
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http request to perform.
properties:
host:
description: Host name to con
nect
to, defaults to the pod IP.
You probably want to set "H
ost"
in httpHeaders instead.
type: string
httpHeaders:
description: Custom headers
to set in the request. HTTP
allows repeated headers.
items:
description: HTTPHeader des
cribes

a custom header to be use

in HTTP probes
properties:
name:
description: The header
field name
type: string
value:
description: The header
field value
type: string
required:
- name
- value
type: object
type: array
path:
description: Path to access
on the HTTP server.
type: string
port:
anyOf:
- type: integer
- type: string
description: Name or number

of the port to access on th

container. Number must be
in the range 1 to 65535. Na
me
must be an IANA SVC NAME.
x-kubernetes-int-or-string: t
rue
scheme:

description: Scheme to use fo
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ycle

me

rue

iately

nt

ure,

ntainer

rmination

connecting to the host. Def

to HTTP.
type: string
required:
- port

type: object
tcpSocket:
description: 'TCPSocket specifies
an action involving a TCP port.
TCP hooks not yet supported TOD

implement a realistic TCP lifec

hook'
properties:
host:
description: 'Optional: Host

name to connect to, default

to the pod IP.'
type: string
port:
anyOf:
- type: integer
- type: string
description: Number or name

of the port to access on th

container. Number must be
in the range 1 to 65535. Na

must be an IANA SVC NAME.

x-kubernetes-int-or-string: t
required:
- port
type: object
type: object
preStop:
description: 'PreStop is called immed
before a container is terminated du
to an API request or management eve
such as liveness/startup probe fail
preemption, resource contention, et

The handler is not called if the co

crashes or exits. The reason for te

305
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agement

tion

is passed to the handler. The Pod''

termination grace period countdown
begins before the PreStop hooked is
executed. Regardless of the outcome
of the handler, the container will

eventually terminate within the Pod

termination grace period. Other man

of the container blocks until the

hook completes or until the termina

grace period is reached. More info:

https://kubernetes.io/docs/concepts

/containers/container-1lifecycle-hooks/#container-hooks'

ed.

ke.

ide

is

nal

tus

lthy

properties:

exec:
description: One and only one of

the following should be specifi

Exec specifies the action to ta

properties:
command:
description: Command is the

command line to execute ins

the container, the working

directory for the command

root ('/') in the container

filesystem. The command is

simply exec'd, it is not ru

inside a shell, so traditio

shell instructions ('|', et

won't work. To use a shell,
you need to explicitly call
out to that shell. Exit sta

of 0 is treated as live/hea

and non-zero is unhealthy.
items:
type: string
type: array
type: object
httpGet:
description: HTTPGet specifies th
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http request to perform.
properties:
host:
description: Host name to con
nect
to, defaults to the pod IP.
You probably want to set "H
ost"
in httpHeaders instead.
type: string
httpHeaders:
description: Custom headers
to set in the request. HTTP
allows repeated headers.
items:
description: HTTPHeader des
cribes

a custom header to be use

in HTTP probes
properties:
name:
description: The header
field name
type: string
value:
description: The header
field value
type: string
required:
- name
- value
type: object
type: array
path:
description: Path to access
on the HTTP server.
type: string
port:
anyOf:
- type: integer
- type: string
description: Name or number

of the port to access on th

container. Number must be
in the range 1 to 65535. Na
me
must be an IANA SVC NAME.
x-kubernetes-int-or-string: t
rue
scheme:

description: Scheme to use fo
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connecting to the host. Def

aults
to HTTP.
type: string
required:
- port
type: object
tcpSocket:
description: 'TCPSocket specifies
an action involving a TCP port.
TCP hooks not yet supported TOD
O:
implement a realistic TCP lifec
ycle
hook'
properties:
host:
description: 'Optional: Host
name to connect to, default
s
to the pod IP.'
type: string
port:
anyOf:
- type: integer
- type: string
description: Number or name
of the port to access on th
e
container. Number must be
in the range 1 to 65535. Na
me
must be an IANA SVC NAME.
x-kubernetes-int-or-string: t
rue
required:
- port

type: object
type: object
type: object
livenessProbe:
description: 'Periodic probe of container
liveness. Container will be restarted
if the probe fails. Cannot be updated.
More info: https://kubernetes.io/docs/c
oncepts/workloads/pods/pod-lifecyclefcontainer-probes'
properties:
exec:
description: One and only one of the
following should be specified. Exec
specifies the action to take.
properties:
command :

description: Command is the comma

A
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line to execute inside the cont

the working directory for the
command is root ('/') in the

container's filesystem. The com

is simply exec'd, it is not run
inside a shell, so traditional
shell instructions ('|', etc)
won't work. To use a shell, you
need to explicitly call out to
that shell. Exit status of 0 is

treated as live/healthy and non

is unhealthy.
items:
type: string
type: array
type: object
failureThreshold:

description: Minimum consecutive fail

for the probe to be considered fail

after having succeeded. Defaults to
3. Minimum value is 1.
format: int32
type: integer
httpGet:
description: HTTPGet specifies the ht

request to perform.
properties:
host:
description: Host name to connect
to, defaults to the pod IP. You
probably want to set "Host" in
httpHeaders instead.
type: string
httpHeaders:

description: Custom headers to se

in the request. HTTP allows rep

headers.
items:

description: HTTPHeader describ

a custom header to be used in
HTTP probes

properties:
name:

description: The header fie

309
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name
type: string
value:
description: The header fie
1d
value
type: string
required:
- name
- value
type: object
type: array
path:
description: Path to access on th

HTTP server.
type: string
port:
anyOf:
- type: integer
- type: string

description: Name or number of th

port to access on the container

Number must be in the range 1
to 65535. Name must be an IANA
SVC_NAME .
x-kubernetes-int-or-string: true
scheme:
description: Scheme to use for co
nnecting
to the host. Defaults to HTTP.
type: string
required:
- port
type: object
initialDelaySeconds:
description: 'Number of seconds after
the container has started before 1i
veness
probes are initiated. More info: ht
tps://kubernetes.io/docs/concepts/workloads/pods/pod-1lifecyclefcontainer—probes'
format: int32
type: integer
periodSeconds:
description: How often (in seconds)
to perform the probe. Default to 10
seconds. Minimum value is 1.
format: int32
type: integer
successThreshold:
description: Minimum consecutive succ

esses
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essful

oks

SVC_NAME.

onds

ly

nt

ted

me

odSeconds

for the probe to be considered succ

after having failed. Defaults to 1.
Must be 1 for liveness and startup.
Minimum value is 1.
format: int32
type: integer
tcpSocket:
description: 'TCPSocket specifies an

action involving a TCP port. TCP ho

not yet supported TODO: implement
a realistic TCP lifecycle hook'
properties:
host:
description: 'Optional: Host name
to connect to, defaults to the
pod IP.'
type: string
port:
anyOf:
- type: integer
- type: string

description: Number or name of th

port to access on the container

Number must be in the range 1
to 65535. Name must be an IANA

x-kubernetes-int-or-string: true
required:
- port
type: object
terminationGracePeriodSeconds:
description: Optional duration in sec
the pod needs to terminate graceful
upon probe failure. The grace perio
is the duration in seconds after th

processes running in the pod are se

a termination signal and the time

when the processes are forcibly hal

with a kill signal. Set this value

longer than the expected cleanup ti

for your process. If this value is

nil, the pod's terminationGracePeri

311
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will be used. Otherwise, this value
overrides the value provided by the

pod spec. Value must be non-negativ

e
integer. The value zero indicates
stop immediately via the kill signa
1
(no opportunity to shut down). This
is a beta field and requires enabli
ng

ProbeTerminationGracePeriod feature
gate. Minimum value is 1. spec.term
inationGracePeriodSeconds
is used if unset.
format: inté64
type: integer
timeoutSeconds:
description: 'Number of seconds after
which the probe times out. Defaults
to 1 second. Minimum value is 1. Mo
re
info: https://kubernetes.io/docs/co
ncepts/workloads/pods/pod-lifecycleffcontainer—-probes'
format: int32
type: integer
type: object
name:

description: Name of the container specif

ied
as a DNS LABEL. Each container in a pod
must have a unique name (DNS_LABEL) . Ca
nnot
be updated.
type: string
ports:
description: List of ports to expose from
the container. Exposing a port here giv
es
the system additional information about
the network connections a container use
S,
but is primarily informational. Not spe
cifying
a port here DOES NOT prevent that port
from being exposed. Any port which is
listening on the default "0.0.0.0" addr
ess

inside a container will be accessible
from the network. Cannot be updated.
items:
description: ContainerPort represents
a network port in a single container.
properties:

containerPort:
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se

se

ified,

st

thin

moved

description: Number of port to expo

on the pod's IP address. This mus

be a valid port number, 0 < x <
65536.
format: int32
type: integer
hostIP:
description: What host IP to bind
the external port to.
type: string
hostPort:

description: Number of port to expo

on the host. If specified, this
must be a valid port number, 0 <
x < 65536. If HostNetwork is spec

this must match ContainerPort. Mo

containers do not need this.
format: int32
type: integer
name:

description: If specified, this mus

be an IANA SVC NAME and unique wi

the pod. Each named port in a pod
must have a unique name. Name for
the port that can be referred to
by services.
type: string
protocol:
default: TCP

description: Protocol for port. Mus

be UDP, TCP, or SCTP. Defaults to
"TCP".
type: string
required:
- containerPort
- protocol
type: object
type: array
x-kubernetes-list-map-keys:
- containerPort
- protocol
x-kubernetes-list-type: map
readinessProbe:
description: 'Periodic probe of container

service readiness. Container will be re

N IS | S DO SO WS . O, N NG
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1s.

Lromi service elapoliilts 11l Lile prope Ldl

Cannot be updated. More info: https://k

ubernetes.io/docs/concepts/workloads/pods/pod-1lifecycle#container-probes'

nd

ainer,

mand

—Zero

ures

ed

tp

properties:

exec:
description: One and only one of the
following should be specified. Exec
specifies the action to take.
properties:
command :

description: Command is the comma

line to execute inside the cont

the working directory for the
command is root ('/') in the

container's filesystem. The com

is simply exec'd, it is not run
inside a shell, so traditional
shell instructions ('|', etc)
won't work. To use a shell, you
need to explicitly call out to
that shell. Exit status of 0 is

treated as live/healthy and non

is unhealthy.
items:
type: string
type: array
type: object
failureThreshold:

description: Minimum consecutive fail

for the probe to be considered fail

after having succeeded. Defaults to
3. Minimum value is 1.
format: int32
type: integer
httpGet:
description: HTTPGet specifies the ht

request to perform.
properties:
host:
description: Host name to connect
to, defaults to the pod IP. You
probably want to set "Host" in
httpHeaders instead.
type: string
httpHeaders:

description: Custom headers to se
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in the request. HTTP allows rep

eated
headers.
items:
description: HTTPHeader describ
es
a custom header to be used in
HTTP probes
properties:
name:
description: The header fie
1d
name
type: string
value:
description: The header fie
1d
value
type: string
required:
- name
- value
type: object
type: array
path:
description: Path to access on th
e
HTTP server.
type: string
port:
anyOf:
- type: integer
- type: string
description: Name or number of th
e
port to access on the container
Number must be in the range 1
to 65535. Name must be an IANA
SVC NAME.
x-kubernetes-int-or-string: true
scheme:
description: Scheme to use for co
nnecting
to the host. Defaults to HTTP.
type: string
required:
- port
type: object
initialDelaySeconds:
description: 'Number of seconds after
the container has started before 1i
veness

probes are initiated. More info: ht
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tps://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle#container-probes'
format: int32
type: integer
periodSeconds:
description: How often (in seconds)
to perform the probe. Default to 10
seconds. Minimum value is 1.
format: int32
type: integer
successThreshold:
description: Minimum consecutive succ

esses

for the probe to be considered succ
essful
after having failed. Defaults to 1.
Must be 1 for liveness and startup.
Minimum value is 1.
format: int32
type: integer
tcpSocket:
description: 'TCPSocket specifies an
action involving a TCP port. TCP ho
oks
not yet supported TODO: implement
a realistic TCP lifecycle hook'
properties:
host:
description: 'Optional: Host name
to connect to, defaults to the
pod IP.'
type: string
port:
anyOf:
- type: integer
- type: string

description: Number or name of th
port to access on the container

Number must be in the range 1
to 65535. Name must be an IANA
SVC NAME.
x-kubernetes-int-or-string: true
required:
- port
type: object
terminationGracePeriodSeconds:
description: Optional duration in sec
onds
the pod needs to terminate graceful
ly

upon probe failure. The grace perio

is the duration in seconds after th
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e

processes running in the pod are se
nt

a termination signal and the time

when the processes are forcibly hal
ted

with a kill signal. Set this value

longer than the expected cleanup ti
me

for your process. If this value is

nil, the pod's terminationGracePeri
odSeconds

will be used. Otherwise, this wvalue

overrides the value provided by the

pod spec. Value must be non-negativ
e

integer. The value zero indicates

stop immediately via the kill signa
1

(no opportunity to shut down). This

is a beta field and requires enabli
ng

ProbeTerminationGracePeriod feature
gate. Minimum value is 1. spec.term
inationGracePeriodSeconds
is used if unset.
format: inté4
type: integer
timeoutSeconds:
description: 'Number of seconds after
which the probe times out. Defaults
to 1 second. Minimum value is 1. Mo
re
info: https://kubernetes.io/docs/co
ncepts/workloads/pods/pod-lifecycleffcontainer—-probes'
format: int32
type: integer
type: object
resources:
description: 'Compute Resources required
by this container. Cannot be updated.
More info: https://kubernetes.io/docs/c
oncepts/configuration/manage-resources-containers/"'
properties:
limits:
additionalProperties:
anyOf:
- type: integer
- type: string
pattern: ~(\+|-)2(([0-9]+(\.[0-9]%*)
?) | (\.[0-91+4)) (([KMGTPE]1) | [numkMGTPE] | ([eE] (\+|-) 2 (([0-91+(\.[0-9]1*)?) | (\.[0-9]+))
)) 28
x-kubernetes-int-or-string: true

description: 'Limits describes the ma

317
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ximum

amount of compute resources allowed

More info: https://kubernetes.io/do
cs/concepts/configuration/manage-resources-containers/"'
type: object
requests:
additionalProperties:
anyOf:
- type: integer
- type: string
pattern: ~(\+|-)2(([0-9]+(\.[0-9]%)
?) | (\.[0-9]14)) (([KMGTPE]1) | [numkMGTPE] | ([€E] (\+|=) 2 (([0-91+(\.[0-91*)2) | (\.[0-91+))
)) 2?8
x-kubernetes-int-or-string: true
description: 'Requests describes the
minimum amount of compute resources

required. If Requests is omitted fo

a container, it defaults to Limits
if that is explicitly specified, ot
herwise
to an implementation-defined value.
More info: https://kubernetes.io/do
cs/concepts/configuration/manage-resources-containers/"'
type: object
type: object
securityContext:
description: 'SecurityContext defines the
security options the container should
be run with. If set, the fields of Secu
rityContext
override the equivalent fields of PodSe
curityContext.
More info: https://kubernetes.io/docs/t
asks/configure-pod-container/security-context/"'
properties:
allowPrivilegeEscalation:

description: 'AllowPrivilegeEscalatio

n

controls whether a process can gain

more privileges than its parent pro
cess.

This bool directly controls if the

no new privs flag will be set on th
e

container process. AllowPrivilegeEs
calation

is true always when the container

is: 1) run as Privileged 2) has CAP
_SYS ADMIN'

type: boolean
capabilities:

description: The capabilities to add/
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Pe

ners.

ch

ture

fault

point

when running containers. Defaults
to the default set of capabilities
granted by the container runtime.
properties:
add:
description: Added capabilities
items:

description: Capability represe

POSIX capabilities type
type: string
type: array
drop:
description: Removed capabilities
items:

description: Capability represe

POSIX capabilities type
type: string
type: array
type: object
privileged:

description: Run container in privile

mode. Processes in privileged conta

are essentially equivalent to root
on the host. Defaults to false.
type: boolean
procMount:

description: procMount denotes the ty

of proc mount to use for the contai

The default is DefaultProcMount whi

uses the container runtime defaults

for readonly paths and masked paths

This requires the ProcMountType fea

flag to be enabled.
type: string
readOnlyRootFilesystem:
description: Whether this container

has a read-only root filesystem. De

is false.
type: boolean
runAsGroup:

description: The GID to run the entry

of the container process. Uses runt

319
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yContext,

ext

iner

e,

yContext,

ext

point

ext,

ext

pecified,

ecurityContext. If

SecurityContext,

ext

default if unset. May also be set
in PodSecurityContext. If set in
both SecurityContext and PodSecurit

the value specified in SecurityCont

takes precedence.

format: into64
type: integer
runAsNonRoot :

description: Indicates that the conta

must run as a non-root user. If tru

the Kubelet will validate the image
at runtime to ensure that it does
not run as UID 0 (root) and fail to
start the container if it does. If
unset or false, no such validation
will be performed. May also be set
in PodSecurityContext. If set in
both SecurityContext and PodSecurit

the value specified in SecurityCont

takes precedence.

type: boolean
runAsUser:

description: The UID to run the entry

of the container process. Defaults
to user specified in image metadata
if unspecified. May also be set in
PodSecurityContext. If set in both

SecurityContext and PodSecurityCont

the value specified in SecurityCont

takes precedence.

format: int64
type: integer
seLinuxOptions:

description: The SELinux context to

be applied to the container. If uns
the container runtime will allocate
a random SELinux context for each

container. May also be set in PodS
set in both SecurityContext and Pod

the value specified in SecurityCont

takes precedence.
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properties:
level:

description: Level is SELinux lev

el
label that applies to the conta
iner.
type: string
role:
description: Role is a SELinux ro
le
label that applies to the conta
iner.
type: string
type:
description: Type is a SELinux ty
pe
label that applies to the conta
iner.
type: string
user:
description: User is a SELinux us
er
label that applies to the conta
iner.
type: string
type: object
seccompProfile:
description: The seccomp options to
use by this container. If seccomp
options are provided at both the po
d
& container level, the container op
tions
override the pod options.
properties:
localhostProfile:
description: localhostProfile ind
icates
a profile defined in a file on
the node should be used. The pr
ofile
must be preconfigured on the no
de
to work. Must be a descending
path, relative to the kubelet's
configured seccomp profile loca
tion.
Must only be set if type is "Lo
calhost".
type: string
type:
description: "type indicates whic
h

kind of seccomp profile will be
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ainer

tings

cified,

text

tyContext

hook

sigs/windows-gmsa)

A

SACredentialSpecName

me

ial

es

applied. Valid options are: \n
Localhost - a profile defined
in a file on the node should be

used. RuntimeDefault - the cont

runtime default profile should

be used. Unconfined - no profil

should be applied.”
type: string
required:
- type
type: object

windowsOptions:

description: The Windows specific set

applied to all containers. If unspe

the options from the PodSecurityCon

will be used. If set in both Securi

and PodSecurityContext, the value
specified in SecurityContext takes
precedence.
properties:
gmsaCredentialSpec:
description: GMSACredentialSpec

is where the GMSA admission web

(https://github.com/kubernetes—

inlines the contents of the GMS

credential spec named by the GM

field.
type: string
gmsaCredentialSpecName:

description: GMSACredentialSpecNa

is the name of the GMSA credent

spec to use.
type: string
hostProcess:

description: HostProcess determin

if a container should be run as

a 'Host Process' container. Thi

field is alpha-level and will
only be honored by components
that enable the WindowsHostProc

> MAYRRAS: 20220701

322



BEXLE- HiEKubernetesiTZACK

AR RS Kuberneteshi

essContainers

ers

stProcess

In
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ntainer

urityContext,

Context

ted

rted,

is

me

ng

feature flag. Setting this fiel

without the feature flag will

result in errors when validatin

the Pod. All of a Pod's contain

must have the same effective Ho

value (it is not allowed to hav

a mix of HostProcess containers

and non-HostProcess containers)

addition, if HostProcess is tru

then HostNetwork must also be
set to true.
type: boolean
runAsUserName:

description: The UserName in Wind

to run the entrypoint of the co

process. Defaults to the user
specified in image metadata if
unspecified. May also be set in
PodSecurityContext. If set in
both SecurityContext and PodSec

the value specified in Security

takes precedence.
type: string
type: object
type: object

startupProbe:

description: 'StartupProbe indicates that
the Pod has successfully initialized.

If specified, no other probes are execu

until this completes successfully. If
this probe fails, the Pod will be resta

just as if the livenessProbe failed. Th
can be used to provide different probe

parameters at the beginning of a Pod''s
lifecycle, when it might take a long ti

to load data or warm a cache, than duri

steady-state operation. This cannot be

323
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updated. More 1nfo: https://Kubernetes.

io/docs/concepts/workloads/pods/pod-lifecycle#container-probes'

nd

ainer,

mand

—Zero

ures

ed

tp

astad

properties:

description: One and only one of the
following should be specified. Exec
specifies the action to take.
properties:

command:

description: Command is the comma

line to execute inside the cont

the working directory for the
command is root ('/') in the

container's filesystem. The com

is simply exec'd, it is not run
inside a shell, so traditional
shell instructions ('|', etc)
won't work. To use a shell, you
need to explicitly call out to
that shell. Exit status of 0 is

treated as live/healthy and non

is unhealthy.
items:

type: string
type: array

type: object
failureThreshold:

description: Minimum consecutive fail

for the probe to be considered fail

after having succeeded. Defaults to
3. Minimum value is 1.
format: int32
type: integer
httpGet:
description: HTTPGet specifies the ht

request to perform.
properties:
host:

description: Host name to connect
to, defaults to the pod IP. You
probably want to set "Host" in
httpHeaders instead.

type: string
httpHeaders:

description: Custom headers to se

in the request. HTTP allows rep
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caccu
headers.
items:

description: HTTPHeader describ

es
a custom header to be used in
HTTP probes
properties:
name:
description: The header fie
1d
name
type: string
value:
description: The header fie
1d
value
type: string
required:
- name
- value
type: object
type: array
path:
description: Path to access on th
e
HTTP server.
type: string
port:
anyOf:
- type: integer
- type: string
description: Name or number of th
e
port to access on the container
Number must be in the range 1
to 65535. Name must be an IANA
SVC_NAME.
x-kubernetes-int-or-string: true
scheme:
description: Scheme to use for co
nnecting
to the host. Defaults to HTTP.
type: string
required:
- port
type: object
initialDelaySeconds:
description: 'Number of seconds after
the container has started before 1i
veness

probes are initiated. More info: ht
tps://kubernetes.io/docs/concepts/workloads/pods/pod-lifecyclefcontainer—probes'

format: int32
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type: integer
periodSeconds:
description: How often (in seconds)
to perform the probe. Default to 10
seconds. Minimum value is 1.
format: int32
type: integer
successThreshold:
description: Minimum consecutive succ
esses
for the probe to be considered succ
essful
after having failed. Defaults to 1.
Must be 1 for liveness and startup.
Minimum value is 1.
format: int32
type: integer
tcpSocket:
description: 'TCPSocket specifies an
action involving a TCP port. TCP ho
oks
not yet supported TODO: implement
a realistic TCP lifecycle hook'
properties:
host:
description: 'Optional: Host name
to connect to, defaults to the
pod IP.'
type: string
port:
anyOf:
- type: integer
- type: string

description: Number or name of th

port to access on the container

Number must be in the range 1
to 65535. Name must be an IANA
SVC NAME.
x-kubernetes-int-or-string: true
required:
- port
type: object
terminationGracePeriodSeconds:
description: Optional duration in sec
onds
the pod needs to terminate graceful
ly
upon probe failure. The grace perio

is the duration in seconds after th

processes running in the pod are se
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nt

a termination signal and the time

when the processes are forcibly hal
ted

with a kill signal. Set this value

longer than the expected cleanup ti
me

for your process. If this value is

nil, the pod's terminationGracePeri
odSeconds

will be used. Otherwise, this value

overrides the value provided by the

pod spec. Value must be non-negativ
e

integer. The value zero indicates

stop immediately via the kill signa
1

(no opportunity to shut down). This

is a beta field and requires enabli
ng

ProbeTerminationGracePeriod feature
gate. Minimum value is 1. spec.term
inationGracePeriodSeconds
is used if unset.
format: inté64
type: integer
timeoutSeconds:
description: 'Number of seconds after
which the probe times out. Defaults
to 1 second. Minimum value is 1. Mo
re
info: https://kubernetes.io/docs/co
ncepts/workloads/pods/pod-lifecycleffcontainer—-probes'
format: int32
type: integer
type: object

stdin:
description: Whether this container shoul
d
allocate a buffer for stdin in the cont
ainer
runtime. If this is not set, reads from
stdin in the container will always resu
1t
in EOF. Default is false.
type: boolean
stdinOnce:
description: Whether the container runtim
e
should close the stdin channel after it
has been opened by a single attach. Whe
n
stdin is true the stdin stream will rem
ain
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open across multiple attach sessions.
If stdinOnce is set to true, stdin is

opened on container start, is empty unt

il
the first client attaches to stdin, and
then remains open and accepts data unti
1
the client disconnects, at which time
stdin is closed and remains closed unti
1
the container is restarted. If this fla
g
is false, a container processes that re
ads
from stdin will never receive an EOF.
Default is false
type: boolean
terminationMessagePath:
description: 'Optional: Path at which the
file to which the container''s terminat
ion
message will be written is mounted into
the container''s filesystem. Message wr
itten
is intended to be brief final status,
such as an assertion failure message.
Will be truncated by the node if greate
r
than 4096 bytes. The total message leng
th
across all containers will be limited
to 12kb. Defaults to /dev/termination-1
og.
Cannot be updated.'
type: string
terminationMessagePolicy:
description: Indicate how the termination
message should be populated. File will
use the contents of terminationMessageP
ath
to populate the container status messag
e
on both success and failure. FallbackTo
LogsOnError
will use the last chunk of container lo
g
output if the termination message file
is empty and the container exited with
an error. The log output is limited to
2048 bytes or 80 lines, whichever is sm
aller.

Defaults to File. Cannot be updated.
type: string
tty:

> MAYRRA: 20220701 328



BESE- HiEKubernetesiTiZACK R RSKubernet eshi

me

ed.

unting

ner

nted. Must

mines

description: Whether this container shoul

allocate a TTY for itself, also require

'stdin' to be true. Default is false.
type: boolean
volumeDevices:
description: volumeDevices is the list of

block devices to be used by the contain

items:
description: volumeDevice describes a
mapping of a raw block device within
a container.
properties:
devicePath:
description: devicePath is the path
inside of the container that the
device will be mapped to.
type: string
name:

description: name must match the na

of a persistentVolumeClaim in the
pod
type: string
required:
- devicePath
- name
type: object
type: array
volumeMounts:

description: Pod volumes to mount into th

container's filesystem. Cannot be updat

items:

description: VolumeMount describes a mo

of a Volume within a container.
properties:
mountPath:

description: Path within the contai
at which the volume should be mou
not contain ':'.
type: string
mountPropagation:
description: mountPropagation deter

how mounts are propagated from th

host to container and the other

rratr AmArina A TWhAn mAt A+ MArarmd D
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opagationNone

10.

me

er's

ent

me's

nfigured

ed.

way alUUllU. WIISLL 11IUL DTL, lMuulliLlcL

is used. This field is beta in 1.

type: string
name:

description: This must match the Na

of a Volume.
type: string
readOnly:
description: Mounted read-only if
true, read-write otherwise (false

or unspecified). Defaults to fals

type: boolean
subPath:
description: Path within the volume
from which the container's volume
should be mounted. Defaults to ""
(volume's root) .
type: string
subPathExpr:
description: Expanded path within

the volume from which the contain

volume should be mounted. Behaves

similarly to SubPath but environm

variable references $ (VAR NAME)
are expanded using the container'

environment. Defaults to "" (volu

root) . SubPathExpr and SubPath ar

mutually exclusive.
type: string
required:
- mountPath
- name
type: object
type: array
workingDir:

description: Container's working director
If not specified, the container runtime
default will be used, which might be co
in the container image. Cannot be updat
type: string

required:

— hame
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rements.

type: object

type:

array

timeout:

description: Timeout defines the maximum amount

of time Velero should wait for the initContai

to complete.

type:
type: obj
type: object
type: array
required:
- name
type: object
type: array
type: object

includeClusterResources:

string

GCt

description: IncludeClusterResources specifies whether cluster-scop

resources should be included for consideration in the restore. If

null, defaults to true.
nullable: true
type: boolean

includedNamespaces:

description: IncludedNamespaces is a slice of namespace names to in

objects from. If empty,
items:
type: string
nullable: true
type: array
includedResources:

all namespaces are included.

description: IncludedResources is a slice of resource names to incl

in the restore. If empty, all

items:
type: string
nullable: true
type: array
labelSelector:

resources in the backup are include

description: LabelSelector is a metavl.LabelSelector to filter with

when restoring individual objects from the backup. If empty or ni

all objects are included. Optional.

nullable: true
properties:

matchExpressions:

description: matchExpressions is a list of label selector requi

The requirements are ANDed.

items:

description: A label selector requirement is a selector that

contains values,

a key,

and an operator that relates the ke

331
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y
and values.
properties:
key:
description: key is the label key that the selector appli
es
to.
type: string
operator:
description: operator represents a key's relationship to
a set of values. Valid operators are In, NotIn, Exists
and DoesNotExist.
type: string
values:
description: values is an array of string values. If the
operator is In or NotIn, the values array must be non-e
mpty.
If the operator is Exists or DoesNotExist, the values
array must be empty. This array is replaced during a st
rategic
merge patch.
items:
type: string
type: array
required:
- key
- operator
type: object
type: array
matchLabels:
additionalProperties:
type: string
description: matchlLabels is a map of {key,value} pairs. A singl
e
{key,value} in the matchlLabels map is equivalent to an elemen
t
of matchExpressions, whose key field is "key", the operator
is "In", and the values array contains only "value". The requ
irements
are ANDed.
type: object
type: object
namespaceMapping:
additionalProperties:
type: string
description: NamespaceMapping is a map of source namespace names to
target namespace names to restore into. Any source namespaces not
included in the map will be restored into namespaces of the same
name.
type: object
preserveNodePorts:
description: PreserveNodePorts specifies whether to restore old nod
ePorts

from backup.
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nullable: true
type: boolean
restorePVs:
description: RestorePVs specifies whether to restore all included
PVs from snapshot (via the cloudprovider) .
nullable: true
type: boolean
scheduleName:
description: ScheduleName is the unique name of the Velero schedule
to restore from. If specified, and BackupName is empty, Velero wi
11
restore from the most recent successful backup created from this
schedule.
type: string
required:
- backupName
type: object
status:
description: RestoreStatus captures the current status of a Velero rest
ore
properties:
completionTimestamp:
description: CompletionTimestamp records the time the restore opera
tion

was completed. Completion time is recorded even on failed restore

The server's time is used for StartTimestamps
format: date-time
nullable: true
type: string
errors:
description: Errors is a count of all error messages that were gene
rated
during execution of the restore. The actual errors are stored in
object storage.
type: integer
failureReason:
description: FailureReason is an error that caused the entire resto
re
to fail.
type: string
phase:
description: Phase is the current state of the Restore
enum:
- New
- Failedvalidation
- InProgress
— Completed
- PartiallyFailed
- Failed
type: string
progress:
description: Progress contains information about the restore's exec
ution
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progress. Note that this information is best-effort only -- if Ve
lero
fails to update it during a restore for any reason, it may be ina
ccurate/stale.
nullable: true
properties:
itemsRestored:
description: ItemsRestored is the number of items that have act
ually
been restored so far
type: integer
totalltems:
description: TotalIltems is the total number of items to be rest
ored.
This number may change throughout the execution of the restor
e
due to plugins that return additional related items to restor
e
type: integer
type: object
startTimestamp:
description: StartTimestamp records the time the restore operation
was started. The server's time is used for StartTimestamps
format: date-time
nullable: true
type: string
validationErrors:
description: ValidationErrors is a slice of all validation errors
(1f applicable)
items:
type: string
nullable: true
type: array
warnings:
description: Warnings is a count of all warning messages that were
generated during execution of the restore. The actual warnings ar
e

stored in object storage.
type: integer
type: object
type: object
served: true

storage: true

apiVersion: apiextensions.k8s.io/vl

kind: CustomResourceDefinition

metadata:
annotations:

controller-gen.kubebuilder.io/version: v0.7.0

creationTimestamp: null
name: podvolumebackups.velero.io

spec:

group: velero.io
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kind: PodVolumeBackup
listKind: PodVolumeBackupList
plural: podvolumebackups
singular: podvolumebackup
scope: Namespaced
versions:
- name: vl
schema:
openAPIV3Schema:
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation
of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http

s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ

es—kinds'
type: string
metadata:
type: object
spec:
description: PodVolumeBackupSpec is the specification for a PodVolumeBa
ckup.
properties:
backupStorageLocation:
description: BackupStorageLocation is the name of the backup storag
e
location where the restic repository is stored.
type: string
node:
description: Node is the name of the node that the Pod is running
on.
type: string
pod:
description: Pod is a reference to the pod containing the volume to
be backed up.
properties:
apiVersion:
description: API version of the referent.
type: string
fieldPath:
description: 'If referring to a piece of an object instead of
an entire object, this string should contain a valid JSON/Go
field access statement, such as desiredState.manifest.contain
ersl?21.
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e L=y -

For example, if the object reference is to a container within

a pod, this would take on a value like: "spec.containers{name

(where "name" refers to the name of the container that trigge
red
the event) or if no container name is specified "spec.contain
ers[2]"
(container with index 2 in this pod). This syntax is chosen
only to have some well-defined way of referencing a part of
an object. TODO: this design is not final and this field is
subject to change in the future.'
type: string
kind:
description: 'Kind of the referent. More info: https://git.k8s.
io/community/contributors/devel/sig-architecture/api-conventions.md#types-kinds'
type: string
name:
description: 'Name of the referent. More info: https://kubernet
es.io/docs/concepts/overview/working-with-objects/names/#names’
type: string
namespace:
description: 'Namespace of the referent. More info: https://kub
ernetes.io/docs/concepts/overview/working-with-objects/namespaces/"'
type: string
resourceVersion:
description: 'Specific resourceVersion to which this reference
is made, if any. More info: https://git.k8s.io/community/cont
ributors/devel/sig-architecture/api-conventions.mdffconcurrency-control-and-consiste
ncy'
type: string
uid:
description: 'UID of the referent. More info: https://kubernete
s.io/docs/concepts/overview/working-with-objects/names/#uids'
type: string
type: object
repoldentifier:
description: Repoldentifier is the restic repository identifier.
type: string
tags:
additionalProperties:
type: string
description: Tags are a map of key-value pairs that should be appli
ed
to the volume backup as tags.
type: object
volume:
description: Volume is the name of the volume within the Pod to be
backed up.
type: string
required:
- backupStorageLocation
- node
- pod

- repoldentifier
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- volume
type: object
status:
description: PodVolumeBackupStatus is the current status of a PodVolume
Backup.
properties:
completionTimestamp:
description: CompletionTimestamp records the time a backup was comp
leted.
Completion time is recorded even on failed backups. Completion ti
me
is recorded before uploading the backup object. The server's time
is used for CompletionTimestamps
format: date-time
nullable: true
type: string
message:
description: Message is a message about the pod volume backup's sta
tus.
type: string
path:
description: Path is the full path within the controller pod being
backed up.
type: string
phase:
description: Phase is the current state of the PodVolumeBackup.
enum:
- New
- InProgress
— Completed
- Failed
type: string
progress:
description: Progress holds the total number of bytes of the volume
and the current number of backed up bytes. This can be used to di
splay
progress information about the backup operation.
properties:
bytesDone:
format: int64
type: integer
totalBytes:
format: int64
type: integer
type: object
snapshotID:
description: SnapshotID is the identifier for the snapshot of the
pod volume.
type: string
startTimestamp:
description: StartTimestamp records the time a backup was started.
Separate from CreationTimestamp, since that value changes on rest
ores.

The server's time is used for StartTimestamps
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format: date-time
nullable: true
type: string
type: object
type: object
served: true
storage: true
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: podvolumerestores.velero.io
spec:
group: velero.io
names:
kind: PodVolumeRestore
listKind: PodVolumeRestorelist
plural: podvolumerestores
singular: podvolumerestore
scope: Namespaced
versions:
- name: vl
schema:
openAPIV3Schema:
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation
of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http

s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ

es-kinds'
type: string
metadata:
type: object
spec:
description: PodVolumeRestoreSpec is the specification for a PodVolumeR
estore.
properties:
backupStorageLocation:
description: BackupStorageLocation is the name of the backup storag
e
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location where the restic repository is stored.
type: string
pod:
description: Pod is a reference to the pod containing the volume to
be restored.
properties:
apiVersion:
description: API version of the referent.
type: string
fieldPath:
description: 'If referring to a piece of an object instead of
an entire object, this string should contain a valid JSON/Go

field access statement, such as desiredState.manifest.contain

ers[2].

For example, if the object reference is to a container within

a pod, this would take on a value like: "spec.containers{name
X

(where "name" refers to the name of the container that trigge
red

the event) or if no container name is specified "spec.contain
ers([2]"

(container with index 2 in this pod). This syntax is chosen
only to have some well-defined way of referencing a part of
an object. TODO: this design is not final and this field is
subject to change in the future.'
type: string
kind:
description: 'Kind of the referent. More info: https://git.k8s.
io/community/contributors/devel/sig-architecture/api-conventions.md#types-kinds'
type: string
name:
description: 'Name of the referent. More info: https://kubernet
es.io/docs/concepts/overview/working-with-objects/names/#names’
type: string
namespace:
description: 'Namespace of the referent. More info: https://kub
ernetes.io/docs/concepts/overview/working-with-objects/namespaces/"'
type: string
resourceVersion:
description: 'Specific resourceVersion to which this reference
is made, if any. More info: https://git.k8s.io/community/cont
ributors/devel/sig-architecture/api-conventions.mdffconcurrency-control-and-consiste
ncy'
type: string
uid:
description: 'UID of the referent. More info: https://kubernete
s.lo/docs/concepts/overview/working-with-objects/names/#uids'
type: string
type: object
repoldentifier:
description: RepoIdentifier is the restic repository identifier.
type: string
snapshotID:

description: SnapshotID is the ID of the volume snapshot to be rest
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orea.
type: string
volume:
description: Volume is the name of the volume within the Pod to be
restored.
type: string
required:
- backupStorageLocation
- pod
- repoldentifier
— snapshotID
- volume
type: object
status:
description: PodVolumeRestoreStatus is the current status of a PodVolum
eRestore.
properties:
completionTimestamp:
description: CompletionTimestamp records the time a restore was com
pleted.
Completion time is recorded even on failed restores. The server's
time is used for CompletionTimestamps
format: date-time
nullable: true
type: string
message:
description: Message is a message about the pod volume restore's st
atus.
type: string
phase:
description: Phase is the current state of the PodVolumeRestore.
enum:
- New
- InProgress
— Completed
- Failed
type: string
progress:
description: Progress holds the total number of bytes of the snapsh
ot
and the current number of restored bytes. This can be used to dis
play
progress information about the restore operation.
properties:
bytesDone:
format: int64
type: integer
totalBytes:
format: int64
type: integer
type: object
startTimestamp:
description: StartTimestamp records the time a restore was started.

The server's time is used for StartTimestamps

farmat s date—-time
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nullable: true
type: string
type: object
type: object
served: true
storage: true
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: serverstatusrequests.velero.io
spec:
group: velero.io
names:
kind: ServerStatusRequest
listKind: ServerStatusRequestList
plural: serverstatusrequests
shortNames:
- ssr
singular: serverstatusrequest

scope: Namespaced

versions:
- name: vl
schema:
openAPIV3Schema:
description: ServerStatusRequest is a request to access current status info
rmation
about the Velero server.
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation

of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http

s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ

es-kinds'
type: string
metadata:
type: object
spec:
description: ServerStatusRequestSpec is the specification for a ServerS
tatusRequest.
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type: object
status:
description: ServerStatusRequestStatus is the current status of a Serve
rStatusRequest.
properties:
phase:
description: Phase is the current lifecycle phase of the ServerStat
usRequest.
enum:
- New
— Processed
type: string
plugins:
description: Plugins list information about the plugins running on
the Velero server
items:
description: PluginInfo contains attributes of a Velero plugin
properties:
kind:
type: string
name:
type: string
required:
- kind
- name
type: object
nullable: true
type: array
processedTimestamp:
description: ProcessedTimestamp is when the ServerStatusRequest was
processed by the ServerStatusRequestController.
format: date-time
nullable: true
type: string
serverVersion:
description: ServerVersion is the Velero server version.
type: string
type: object
type: object
served: true
storage: true
subresources:
status: {}
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: resticrepositories.velero.io
spec:
group: velero.io

names:
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kind: ResticRepository
listKind: ResticRepositoryList
plural: resticrepositories
singular: resticrepository
scope: Namespaced
versions:
- name: vl
schema:
openAPIV3Schema:
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this represent
ation
of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http
s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ
es-kinds'
type: string
metadata:
type: object
spec:
description: ResticRepositorySpec is the specification for a ResticRepo
sitory.
properties:
backupStorageLocation:
description: BackupStorageLocation is the name of the BackupStorage
Location
that should contain this repository.
type: string
maintenanceFrequency:
description: MaintenanceFrequency is how often maintenance should
be run.
type: string
resticIdentifier:
description: ResticIdentifier is the full restic-compatible string
for identifying this repository.
type: string
volumeNamespace:

description: VolumeNamespace is the namespace this restic repositor

contains pod volume backups for.
type: string
required:
- backupStorageLocation

- maintenanceFrequency
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- resticIdentifier
- volumeNamespace
type: object
status:
description: ResticRepositoryStatus is the current status of a ResticRe
pository.
properties:
lastMaintenanceTime:
description: LastMaintenanceTime is the last time maintenance was
run.
format: date-time
nullable: true
type: string
message:
description: Message is a message about the current status of the
ResticRepository.
type: string
phase:
description: Phase is the current state of the ResticRepository.
enum:
- New
- Ready
— NotReady
type: string
type: object
type: object
served: true
storage: true
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.7.0
creationTimestamp: null
name: volumesnapshotlocations.velero.io
spec:
group: velero.io
names:
kind: VolumeSnapshotLocation
listKind: VolumeSnapshotLocationList
plural: volumesnapshotlocations
singular: volumesnapshotlocation
scope: Namespaced
versions:
- name: vl
schema:
openAPIV3Schema:

description: VolumeSnapshotLocation is a location where Velero stores volum

snapshots.
properties:
apiVersion:

description: 'APIVersion defines the versioned schema of this represent
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ation
of an object. Servers should convert recognized schemas to the latest
internal value, and may reject unrecognized values. More info: https:

//git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#resou

rces'
type: string
kind:
description: 'Kind is a string value representing the REST resource thi
s
object represents. Servers may infer this from the endpoint the clien
t

submits requests to. Cannot be updated. In CamelCase. More info: http
s://git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md#typ
es-kinds'
type: string
metadata:
type: object
spec:
description: VolumeSnapshotLocationSpec defines the specification for
a Velero VolumeSnapshotLocation.
properties:
config:
additionalProperties:
type: string
description: Config is for provider-specific configuration fields.
type: object
provider:
description: Provider is the provider of the volume storage.
type: string
required:
- provider
type: object
status:
description: VolumeSnapshotLocationStatus describes the current status
of a Velero VolumeSnapshotLocation.
properties:
phase:
description: VolumeSnapshotLocationPhase is the lifecycle phase of
a Velero VolumeSnapshotLocation.
enum:
- Available
- Unavailable
type: string
type: object
type: object
served: true
storage: true
apiVersion: apps/vl
kind: Deployment
metadata:
labels:
component: csdr

name: csdr-velero

Nnamacnanmas ~rcdv
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LGS opGLS . CouL
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchLabels:
deploy: csdr
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
annotations:
prometheus.io/path: /metrics
prometheus.io/port: "8085"
prometheus.io/scrape: "true"
labels:
component: csdr
deploy: csdr
spec:
containers:
- args:
- server
- —-—-features=
command:
- /velero
env:
- name: VELERO SCRATCH DIR
value: /scratch
- name: VELERO NAMESPACE
value: "csdr"
- name: LD LIBRARY PATH
value: /plugins
- name: VELERO FOR ACK
value: "true"
- name: IS HYBRID
value: "true"
— name: USE_ADDON_ TOKEN
value: "false"
- name: ALIBABA CLOUD ACCESS KEY ID
value: {{.ACCESSKEYID}}
- name: ALIBABA CLOUD ACCESS KEY SECRET
value: {{.ACEESSKEYSECRET}}
image: registry.{{.Region}}.aliyuncs.com/acs/velero:1.6.1-ca01808b-aliyun
imagePullPolicy: Always
livenessProbe:
exec:
command:
- /bin/sh
= =@
- ps -ef|grep velero
failureThreshold: 3
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initialDelaySeconds:

periodSeconds: 10
successThreshold: 1

timeoutSeconds: 1

name: velero

ports:

- containerPort: 8085

name: metrics
protocol: TCP
readinessProbe:
exec:
command:
- /bin/sh

= =g

5

- ps -ef|grep velero

failureThreshold: 3

initialDelaySeconds:

periodSeconds: 10

successThreshold: 1

timeoutSeconds:
resources:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 128Mi

securityContext:

allowPrivilegeEscalation:

1

5

false

readOnlyRootFilesystem: true

runAsNonRoot: true

volumeMounts:
- mountPath: /plug

name: plugins

ins

- mountPath: /scratch

name: scratch
- mountPath: /tmp
name: writeable
dnsPolicy: ClusterFi

initContainers:

rst

- image: registry.{{.Region}}.aliyuncs.com/acs/velero-plugin-alibabacloud:vl.

6.1-b7el657-aliyun
imagePullPolicy: Always

name: velero-plugin-alibabacloud

resources: {}

securityContext:

allowPrivilegeEscalation:

false

readOnlyRootFilesystem: true

runAsNonRoot: tr
volumeMounts:
- mountPath: /targ
name: plugins
serviceAccount: csdr

serviceAccountName:

ue

et

csdr

347
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volumes:

- emptyDir: {}
name: plugins

- emptyDir: {}
name: scratch

- emptyDir: {}

name: writeable

iv. #14TLAT @<, BBEvelero-deploy,

kubectl apply -f velero-deploy.yaml

ﬁU@%ﬁE)’a’,Ecsdrﬁ%?lﬂqﬂfﬁﬁ csdr-controller # velero- deploy E"]POd)Ij(/L,\IE'\%", '\L%,EH%(
BRLREMRI,

2. BI#OSS Bucket, 15& Mol FME=1E,

MEELE—10SS Bucket, FF#FfEKubernetesfi RSB R ELPVEUIRE, #HES MKubemetestaE
B0 A& B A90SS Bucket,

i BROSSEEEHAE,
i. oJPAfEBucketF) R, BEHAMKIEIEBucket,
iii. 7E8I&Bucket? & XiEHEE: EBucket 544,
ARG B 0SS Bucket ZFRAcnfs-oss-backup-test, BIEHMIE AR (M) .
3. HACKERPREENPL. BIFRIE, BEAr B LishRs4aln,

B~ FEAEKubernetesER &0 i
1. EAUTRE, B backuplocation.yamis{ik,
BAXAEPEEEKubemnetesEB D RBEESNNMNE, BEEKS E2hAIZE0SS Bucket EARSEEAN,

apiVersion: csdr.alibabacloud.com/vlbetal
kind: BackupLocation
metadata:

name: cnfs-test

namespace: csdr + BEEHEZIE,
spec:
config:

region: cn-hangzhou
objectStorage:

bucket: cnfs-oss-backup-test

prefix: testl

provider: alibabacloud

2. T T®S, EEbackuplocationsf &,

kubectl apply -f backuplocation.yaml

3. ITUTHS, EEbackuplocationt IR,

kubectl get backuplocation -n csdr -oyaml
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FRERSI L -

status:
lastSyncedTime: '"2022-05-23T09:55:212Z2"
lastValidationTime: "2022-05-23T09:55:21Z"

message: backup location is ok
phase: Available

A S o1& ElbackuplocationfIR7SH aAvailable , WBBYBIEEREE 10 OSSHIM R H o] AR 2
A,

4. FEALTRES, B applicationbackups.yambXis,
FAXERBHEKubernetesEEB D N EIMES

D & SHHBNT:
0  includedNamespaces : BEEHEINamespaceEHE .,
O  pvBackup.defaultPvBackup : e mewf#iEE, WRIKEAN rfalse , WREMH
YAMLE R, RENEIES.
© storagelocation @ AREMXEXMEMH L,

o ttl : FHNEBEINHE,

apiVersion: csdr.alibabacloud.com/vlbetal
kind: ApplicationBackup
metadata:
name: backup-all
namespace: csdr
spec:
includedNamespaces:
- default
pvBackup:
defaultPvBackup: true
storageLocation: cnfs-test
ttl: 720hOmOs

5. T T @S, EEapplicationbackupsits ,
kubectl apply -f applicationbackups.yaml
6. FITUUT®HS, EHapplicationbackupstIiRzs,

kubectl get applicationbackups -n csdr -oyaml
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FRERSI L -

status:
completionTimestamp: "2022-05-23T09:55:132Z"
expiration: "2022-06-22T09:54:53Z"
message: success
phase: Completed
resourcelList:

applicationResource:
completionTimestamp: "2022-05-23T09:54:552Z"
phase: Completed
progress:
itemsBackedUp: 14
totalltems: 14
startTimestamp: "2022-05-23T09:54:53Z"

F F R & 4 o] & B applicationbackupsBIIK A success , RBESENDETH.
EMTME, BB ROssEERE4, BFHOSS Bucket, TJLAE BIFD B,

« [ testl/ backups/ backup-all/

E backup-all-csi-volumesnapshotcontents.json.gz
H backup-all-csi-volumesnapshots.json.gz
H backup-all-logs.gz

n backup-all-podvolumebackups.json.gz £
n backup-all-resource-list.json.gz

E backup-all-volumesnapshots.json.gz

ﬂ backup-all.tar.gz

csdr-backup.json

csdr-hbr-backup.json
csdr-pvc-for-hbr.json

velero-backup.json

SB=: EMERACKERKEMNHA
1. FRAUTRE, EACKER DO BEKubernetesERE48 E 8 backuplocation.yamis 4 ,
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apiVersion: csdr.alibabacloud.com/vlbetal

kind: BackupLocation

metadata:
name: cnfs-test # AF—EES5HEKubernetesEEBN—Ho
namespace: csdr + EEmBTIE,

spec:
config:

region: cn-hangzhou

objectStorage: # bucketFllprefixWhi5HEKubernetesEEHN—,
bucket: cnfs-oss-backup-test
prefix: testl

provider: alibabacloud
2. T T &S, FEACKER P EZEbackuplocation&iE (EHEE) .
kubectl apply -f backuplocation.yaml
3. #ITUTHE, EEbackuplocationf IR,
kubectl get backuplocation -n csdr -oyaml
FHAI -

status:
lastSyncedTime: "2022-05-23T12:05:392"
lastValidationTime: "2022-05-23T12:05:39Z2"

message: backup location 1is ok
phase: Available

MR ol & Blbackuplocationff RS A available , ERPOSEMRASULENCET IR
HFrEEN.

4. ITLAT S, EFapplicationbackupsEMHESEIIRA,

kubectl get applicationbackups -n csdr -oyaml

FRERHI -
NAME AGE
backup-all 35s
backup-all-crds 7d5h
hastest 10d

5. ERANTAZR, tI&restore.yaml3ik,
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apiVersion: csdr.alibabacloud.com/vlbetal
kind: ApplicationRestore
metadata:
name: idc-backup-all-restore
namespace: csdr
spec:
backupName: backup-all HFMENFIMES IR
namespaceMapping:
default: defaultl

6. ITUT®HS, EAKERTOIEZIREES.

kubectl apply -f restore.yaml

7. UTAT 8<%, EEFNESKERS.

kubectl get applicationrestore -n csdr -oyaml

AR

status:
completionTimestamp: "2022-05-23T12:36:182Z"
phase: Completed

startTimestamp: "2022-05-23T12:36:08Z"
templateResource: {}

H A% o & Blapplicationrestoref RS A completed , WIAESIKERK,; EIRNEBEACKER ]
EFEEEKubemetesE B PR EIRSNHEZE,

SRN: EMMNAKE
MARERTEGSRRmI. REREAXREREEDS. APRSRERFERI L.
1.

. ERFEENSHED, BEERH,

CEERIERNETD, REETERSRAEBRERGNREI TR,
 EEREERENSHED, ERTERHE > ERE.

. EMEEZEAGEZE, REETNARE, RPEEFRNAEURESNTHNES > EFYaml,
. EHE YAMLRERE inage FRERMIBENRGUMIE, SEEH.
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11.SwarmiF#Kubernetes

11.1. 8RS swarm&EE 5Kubernetes
EHENTEDNELLXN

11.1.1. #iR

AN B BIE S swarmsEBE 5 Kubemet esSEBE £ B S5 LL R B BTIR A4 RS IR,
AR R

BREZKINENE— Kubermnetes &8, S tlEKubermetesEEfRER,

Wl

@ 8

o HEIASMRSKuberneteshiSz i MFhEERE: KHERE KubermnetesiEEM. ZTAKX
Kubernetesf Serverless Kubernetes (2)

o A PAIEKubernetes&E B AMI, HITRRRMRSS Swarm&EsE 5Kubernet es&EBFBITNRELLRT

sk FA PR 751
AXEEN AU TR RNDAELL

o NMAATIRSNA,
o MANKIEEELIRESNFED.

11.1.2. #E kX

AXEFENBBRERSSWarmEE 5Kubernet esE B T EMLRAILLRT

vg::
BERRF SwarmERE

AHERSSwWwarmsp, NAXOTFIE, —MATEIUESMRS . RSEREMRMN AL, &
SOLUKET R,

L l

AR %1 R&2 fR%n

REEPR S Kubernetes&EEf
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AR SKubemnetesth, MAZIEEE (deployment) , REBIRMNANIRENINGE, TEFSHPd
#container, {BKubemetesh H/NGAERMNE—pod, HEPodoJ& & SN container, —/NPodal LAIA
ARNAN—IIH, 2X4) (£Pod) TJURAERARENTRL, BHRIHPodITLUKEY &,

Container 1 Container 1
Container 2 Container 2

Container n

@ 8  BHAELED—/PodhEZ Mcontainer, ELEESLFEAN, BiX—/PodxtF—4
container, XEX N Z N containerg A 7 1% BPodBg&E

R%
BEERS SwarmERE

BRSSwarmth B9 BRSS AR N A I BE BV RARSES). HESwarmER POl — PN A HEHME, ARSSEYIIE
BRASEERRERING.

ARRSKubernetes&E 2
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BHRRFKubernetesh HREZS 22— MHFRMES, @BIIRS (Service) TTLAKRE (Deployment) BFEA
XRELIMND,

HEAO

o

Container 1 Container 1

Container 2

Container n

Container n

Rz A 75 a)

BEERSSwarmERE

BRERSSwWarmvE BN AR, TTRUER=RNARRLR, TEB—RAXMUIEERENER
i, REEEIMIERIE:

e <HostIP>:<port>

o BEIKH

o AFIE

AeEIREKubernet es&EEE

ARIREZKubermnetesERIZR A (BNEREdeployment) 5§, FeEEERENANBROAR, SEBI0IE
BRE (Service) HITMAFIANEE., EERMREKubemnetesEBNEIMN A2 @ T LUEISREE (Service
Name) #1TihiE, REB[ERERTERATNAE, BEEEEEIISSFRONAE, FSECENodePort 28
LoadBalancersE B AR S ITRISMRE

ClusterlP (SEBEAERIFRIER, HoJLMERARSS)

NodePort (Z{UFSwarmEEEi<Host IP>:<port>)

LoadBalancer ( #{\FSwarmEELH R 194 )

&, BIeEEH (ingress) LM (FEMFSwarmERENRIHIER)
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S.BEAEERY (ERARGEIZNA)

ANNBAERESWarmEEEE 5 KubernetesEB ERBHROBN AR, EAREBHLLRT,

ERRGIENA

BeIRSSwarmSKubernetesEE BFEFERREEIEN AN, BEREBERRAK,

o RBIRFZSwarmERE, BB NOIEH,

o A#ERFKubernetesE R, S MO E LS LIEHR Z Deployment,

MARAER

AR SS SwarmEef

ENAEAEEDR, BENRNDCENEER. MARK. BEEH. RAEMKRERNBHER,

BEERA |+ EEAAFIE

LM & RHSENES OTIREEE & BusGaigx & BlsHisRtkEWotes

\
i
@

RFRETR ‘ nginx ‘

EIAL-ANTH , AIEAEE. TR, &, BRETTR

iz 10
AEER swarm-cluster
ERABSFRE: s

RUFBEA

reEEETDockerE R O

REEPRFZKubernetest 2

Sswarm&EHARNE: FTEREGRESE. BIAHESRER

WRZEEEBBRS KubermnetesEE S E MR, KubemnetesiBid &8 228 (namespace) #17&RHIE

B, MCPUE, ANEIIURAABNEARE, fIISHRE., FARKE, NIRSREFTE, BIGET
EHEE., KuberneteslIsyZ=iE, T[S MEAES,

IR
RBER [ o |
RN, TR, ISEYFE, W, BRI
AEER kuberetes-test
HE=E defauit
Elzs =N 2

BEAERE
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EARE, TEZERERNEREAN,
BeRPRS SwarmE B
M &R BEisZiFBiAfhost Jfd,

HIRER I1Q]I1X
ERISHR - latest
BENE 1
Restart : v Always

AR RS Kubernetes&E 2

o WEERN, HERERNELRTE,
.

e MERREFPFTENCPURINERIR,

prims i

PR

RIS

EAN v

o LRI M L iEEFlannelflTerway, B2 L&A Terway M 436

Swarm&EB H A 2R i B S 2 BICPURR BRI F IR .

= ORISR

R EHRERTHE

Core  P975 | 4096

HRRETR . nginx
EIShEE latest
SEAHRSR
BRI CPU| 2
=R CPU| 1

Core FOFE

1024

MiB

MiB

Init Container

11.1.4. MERELX (FHEEGCIENA)

AXNEBABEIRSSwarmEEE 5KubernetesE B F HEGOIE N AN, MEE BT,

ERRGIENA

HEEIRESwarmSKubernetesE B EFEAREKROEN BN, BERDERRK.,

o FEMRFZSwarmERE, BFEROIENE,

BFRH 2XIRMERADAEBINREFELR, XUTFERERS

prani

PEERISEA
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REEIRE KuberneteshR BIESE- SwarmiTiKubernetes

o AzEPREKubernetes&ERE, BES N OIE TS TIER H Deployment,
LR B

BRBRSSWarmEHNMKZE B TEXRNAXNIMIEAARHNRE.
¥ [ B 59
RERSSwarmER

BRERSSwarmEENE OB 2ENBE OBFRABEN, EENEINLBSEREEENEO, XHEiR
DN EARNNREREE <HostIP>:<Port> BITOIiFIE,

fomEs (4] 1 SHEEA A FIRIRRSS RIS

FRO

FE - HEsOFE5EE49080,2376,3376
AERSZKubernetesE
EAEREKubernetestE B T L@ INodePort £ B fServiceSE LW, BUTEHEMAE:
hix—: fIgNANEER
1. ERBERERS, #TaREEN, EHoRERYE, BHRS (Service) AMKPIBIE.,

BERA

Es5(Service)

#BE(Ingress) aE

2. XRERFVB RIWO . BRIE, BSL2TRETERFDeployment
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BAESLE- SwarmiTZKubernetes REEREKuberneteshR

BIERS

SR NgINX-svc
1] = -
=R T3 i v

BT 0‘%2‘]]

BE3s53R01 Eeasm sl 210

e.g. 8080 80 30000-327 | | TCP v | @
e O &=
T © Fm

FEZ: BUERSEE

1. BREERSEEEH A,

EEHaEMSHED, REEEH.

EERIERNED, REETEHZMAEBRERANRES TR,
AEHEERRAMNSMED, EEME > KRS,

EFeEEE, REER, ARIZRSIE, XBEPRED. BERRME, B2REER5,

vk wN
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REEIRE KuberneteshR BIESE- SwarmiTiKubernetes

BIERS

ER:
i T v
FE r

il 1BHET 0.5;]]]

e.g. 8080 e.g. 808C 30000327 || TCP v @
R O Fm
O

HUE

SREEHREE
BEERRSSwarme B

ARMSSwWwarmEHNH RRARENAFRHTESHZHRANANAR, BPUMERERSHERS
RENEZ BT UBEXES.

mepaEs: Q 10 JHAIREE HTTP BRS

EERO HE

EE  ERRIrE MRS REESER— M EEA. FMNREMR DR

REEPR S Kubernetes&EEf

EARIRSKubernetesEBE T LIS EEH (Ingress) INEERLH, A OULLBEOIZEANA R EHTHEXI
Mo, RNERRSKubemnetestingressif gt TIER A . KERMENRE, EL2ER, BELE
Nginx Ingress LMK ERHHBER KL o

HERFKubernetesERESLIEE M (Ingress) ThgE, B EE:
hix—: fIgENANEE
1. EXIB[EES, #HTaREEN, HH0REXE, B2EHEEMHE (Ingress) GMHEIE,
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BAESLE- SwarmiTZKubernetes REEREKuberneteshR

BIZERIAH

T —

BESS(Senvice) =3

aa(Ingress)

2. FHARRUNBERSNE, BERIE, ES 02T RS TIERHDeployment,
BIE

E=T nginx-ingress
HIm: O &=
b= ©

{7 *« HiE BEM
HBE

BEsS © &

F=ti |

O AL

[RSE: ===

BERATERE: O Fin FEfESHRERIRIE EANETE RS SR EEE TR RST
a2 O Fin SRt

PR O &

HEZ: BUtIEEHEKE

1. BRABMSEREHE,

ERHAENSHESD, RHER,

EEBIRREP, PEHETERHSIRAE BIRERGNRIET THENE.
EEREBRANSHESD, BENL > KA.

ERHEEE, PEUR. AERME, ESNEHLREES,

.U"P.‘”!\’
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BIE

ER: nginx-ingress

£ *4 HE BEY
Be

BB © &

et s&

FETLS

RSE: e
RE SRS O Fin FEEhaSEAlFINE | ER SRS SRR iRS T

R O Fin ExmiER

T
RAFBHHRAHEE
BeRIRS SwarmEE B

BERESSWarmER NG HPYHEHEE A NBERETESME =A% (ServerLoad Balancer) &E
MAFRARNEESN, BFRELXBECEIESL, RABEEIZNSBHNPREAGEEHNERINA L, BFPILUE
id<SLB_IP>:<Port>8975 =I5 1a M A .

e RERE0) 1 aMAER B e A TR SRS

o]

=2,

== | BN adkliad
eg.8 #0 [http|https|tcp]://[slb namesib id]:[front port] Q
T - AERSRasH=ERsb , FEEEREERENAsh
B RSKubermnet es&EEf

AREEREKubermetesEB B IF B 4 ESBN AN HTN AT R A RNRE., RS KubermetessEERE
L elzESIBR EidLoadBalancer( B i SenvicelHTEHEIE, FAEEFICIEFRE. BatIESLBE, T
PUERE A MG RIHAAMIGE, BNERERYAMUEHTEIZNE, Eo i EERSBRIFSFERIEFSE
e, EMRIE, EEEERs,

RNE RS KubernetestE B F Al i Loadbalancer B ) Sernvice B A=
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BAESLE- SwarmiTZKubernetes REEREKuberneteshR

HE—: tIRNANEE

1. PEEREET, #

BERA

Es5(Service)

E&E(Ingress) a2

TeREEN, AHRRERE, 8BRS (Service) AMKGIE.

2. XREEFAHFINE ., BMNRE, BERETRS TERZEDeployment,

AERES
BER: NGINX-svc
ESap HELTE v || A v
i BT 0‘%2‘]]
B0 Baaml] 710"
e.g. 8080 80 TP v @
T O &= assEfFiEem
= Q Em

HEZ BUCIERSEE

. BRARRSEREHA.

. ERHAENSHtE S, BEERE,

EEBFIRRES, BEERERSRNE TR GNRIELTHES.
4 EEBERRANSHES, BEMA% > RS,

1
2
3

5.

EFeE=E, REE, AIZRSNE, XBEARBE., FBER, BEREERS,
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SERS

=R
ESEE EEE v | 2mma v
Bk v
WLST:  Omm
BEs53m00 Braml] Y
e e ™ v @

iTEE: O Fh aFtveEEeN

s © Fhn
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11.1.5. 8IRERKETEEELX (ERESREIZEMN
F)

AN BAEBTRSSWwarmERE SKubernetesE B EFRRGREIEZN AN, HEERIFELENEELLX.

FRREEREIENA
BEEIRESwarmSKubernetes EBEFEARKZOENBN, BERDERRK.,
o RFEMRFZSwarmERE, BFEWCIENA,

o R{ARFZKuberetesERE, BSOS LIERZ Deployment,

HiESE
BERS SwarmEERE
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BAESLE- SwarmiTZKubernetes R RSKubernet eshi

HERAFBRBENZEHRERNFHEER.

s o RS =S

volumes_from :

REERRS Kubernetes&E g

BRRSKubemetesEHFEAFRN AR S RRMSSwarmER —1F, AREHNIRA—H, BHERE
BEA—H,

BeEE: © EnstEE

HIER v (-]

E O =tk

et v| EpEE -]

RFTILLEFEAEME, BaIIEREREFME:

o ARihfEfE: GIFEENBR. KubemetesERHISHNEEIN (configmap) . RZFE (secret) RIGIE
=,
o mTFME: BFETE. NASKOSS,

KIETZTE
BEERSSwarmER 5 B8RS KubemetesERB K ETENRE—H, AR R EWARERNT,

wExE: @ WS

Wi

11.1.6. ASEERINESLX (FHEGREIZNA)

AXNBEBZIRSSwarmER SKubermetesEB FEREZAUBZNAN, SREERFENLEX,

FRREEREIENA
HEEIRESwarmSKubernetes EBEFEARAZOENBAN, HMERDERRK.,

o REIBIRFZSwarmEERE, BESNEIELNA,
o AEEfRFKubernetesERE, BES L OIE TS TIER E Deployment,

BRkE
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REERRFZKubernetesh BELEK- SwarmitiZKubernetes

B ERRS SwarmEERE
REABNEHHES (CommandHEntrypoint) . ZiER% (CPURKIFINFRE) RENRSRE.

Command :

Entrypoint :

CPUBRE! : PR MB

EAWR

Capabilities: ADD DROP
RS stdin L tty

HostName:

B2RFS Kubernet esERE
BERSswarmERNAREE, KUTHH/MSKubemetesEBNEGEPEENERRE.
o £WMAM, ¥BBEERETRELIERZDeployment,

o RETT

o REiE4E

o EitHItE

o HARE, ¥BBESNCELIRETERH Deployment, HEEREBSN SIS HEEFEE,
o HRRH
o FFBE®EIR

e

NERESwarmERE: BB TRREERE. IREFDEE. BESFEE.

BeRfRSKubernetesERE: BE2ARSKubermet esE B P FRE REEFRIR— N, BE8HRESKubemetestl
EXNAELEN, SEMERSHNAZHARNGE, EERERUENANREERERERI, AP
B33 YAMLS 8 75 A F I AR S

1M.1.7. BREEREMNBELY (EFRARKRIZENE)

RN BERRS SwarmEERE SKubemetesERERRROZNAN, RRIEERBMBEHLLYS,

FRREEREIENA
HeEIRESwarmSKubernetesE B EFEARAROENBN, HERDERRK,

o HEEMRSZSwarmE&RE, BESNOIENH,
o AEEfREKubernetes®ERE, BES L OIE TS TIER E Deployment,
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BAESLE- SwarmiTZKubernetes REEREKuberneteshR

RROE
o AR5 SwarmEeEE
BELESBIRENHT LI,
o REE/ARFZKubernetestERE
EERRERUBNANSREERE, METRERENEE. Bl XFEERENRELRE.,

FERE ¥ Fr=
a2 HTTP v
i
=0
Httpsk name value

FERIFNESE(EY) 3
HUTIRMEENEY) 10
EBREE(ES) 1
REEE 1

TEmEE

Bl O

FEEE =

PGS ¥ 7=

Y

b
4

p
;

1
<

w2

wH

Httpsk name value
ITERIFENESEED) 3

BUTIFRIEREE(EY) 10

EBRRITEI(ED) 1
BERE 1
AeESE 3

B = {# 48

o AREEARFZSwarmEEEE
REEFCPUNRERNMEEN BB,

o A IRFKubermnetessEEE
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AERERUZNANSRAEERE, JEESRANKFEHSE, RFRHECPUNIREREENBE
gﬁo
FREANHRE V3=
T cPuEAE v
BmEEL: EEE 0
BAEEET 10 BEEEE : 2-100

a1 BEEEE : 1-100

11.1.8. EHYAMLI 4461 2 M F tb 3

AXNBEBERSSwarmERE 5 Kubemnet esEEBHE A YAMUSUHF BIZ RL B BT, Swarm&EEE THYAMLX 45
Kubernetes®E&E T BIYAMLYX A BIXS RIX 2
BRER
FEERYAMI I R AR, Swarm&EE5KubernetesSE B A YAMLSU AR N A — ¥
o REILUBII Kompose TAX  SwarmEE B B YAMLX #4347 B sh ik, EREENRNBNTERINE,
Kompose T 28] LAMGithub_E3REX,
Kompose T & T # ik :
o MacTFithiit: Mac
o LinuxFaEgiik: Linux
o Window F##ilik: window

@ #88  B#TKompose T X 2 = M — L BHIAREER XIS, MKompose T BRI HIREFT
~, MERBRRESEANSHFEALREZSEESMRENZIF.

Kompose T EARZFHIRE

RE sz
external external

dns_options dns_options

oom_kill_disable oom_kill_disable
affinity:service REEEBLR (affinity:service)

o T IUFHREYAML M,

AEBETF ARRREZSWarmBIYAMLIZHE, N BKubernetestYAMLI A S Z2 X/, XEDHYAMUR
B, RERRG, BEARESEFREERNBEANMREXEBXRAE,

[EPREZSwarm5KubernetestE B YAM LI 44 H X
RERSSwarmERH
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https://github.com/AliyunContainerService/kompose
http://acs-public-mirror.oss-cn-hangzhou.aliyuncs.com/swarm/kompose-darwin-amd64
http://acs-public-mirror.oss-cn-hangzhou.aliyuncs.com/swarm/kompose-linux-amd64
http://acs-public-mirror.oss-cn-hangzhou.aliyuncs.com/swarm/kompose-windows-amd64.exe
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https://www.alibabacloud.com/help/doc-detail/48493.htm#concept-fzp-mwr-xdb
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https://www.alibabacloud.com/help/doc-detail/48490.htm#concept-ewv-cwr-xdb

BAESLE- SwarmiTZKubernetes R RSKubernet eshi

BEREZSwarmE BB YAMLIU 4 wordpress-swarmyamfl T, BRI fHHEF 5 B8RS Kubermetes
BN YAMIS AT EREXS ML,

web: #---1

image: registry.aliyuncs.com/acs-sample/wordpress:4.5 #-—-2

ports: #---3
— 180"

environment: #---4
WORDPRESS AUTH KEY: changeme #---5
WORDPRESS SECURE AUTH KEY: changeme #---5
WORDPRESS LOGGED IN KEY: changeme #---5
WORDPRESS NONCE KEY: changeme #---5
WORDPRESS AUTH SALT: changeme #---5
WORDPRESS SECURE AUTH SALT: changeme #---5
WORDPRESS LOGGED IN SALT: changeme #---5
WORDPRESS NONCE SALT: changeme #---5
WORDPRESS NONCE AA: changeme #---5

restart: always #-—-6

links: #-—--7
- 'db:mysgl'

labels: #---8
aliyun.logs: /var/log #---9
aliyun.probe.url: http://container/license.txt #---10
aliyun.probe.initial delay seconds: '10' #-—-10
aliyun.routing.port 80: http://wordpress #--—-11
aliyun.scale: '3' #-—-12

db: #-—-1

image: registry.aliyuncs.com/acs-sample/mysqgl:5.7 #-—--2

environment: #-—-4
MYSQL ROOT PASSWORD: password #---5

restart: always #---6

labels: #--—-8
aliyun.logs: /var/log/mysql #---9

AERSESKubernetess &

BT & 28RS SwarmE BE 1Y wordpress-swarm.yamBAEER Z B WordPressfi B, & 88AR5SKubemetest
BEh3I R 2RSS . web#db,

EARBRSZKubermnetestEgE FEEDNERE (Deployment) FI2MRSE (Service) . 24 Deployment 6ll7&2
MSerice, 2PRESAFBE2NNAEIARDAR,

BB RESwarmEEE h iIWeb A X fKubernet esEE 8 8 Deployment #1Servicefll T :

@ B BATYAMLSTHE 6 R SR AE 7635 B8 5 25 22 BR 55 SwarmeEE B wordpress-swarm.yami X3 i
X%, Ao AELFSRE,

e wordpress-kubernetes-web-deployment.yam ZWT

apiVersion: apps/vl # apihRZs
kind: Deployment # BIEZIFRIFEE
metadata:
name: wordpress #-—-1
labels: #-—-8 EXEBEM1abel REEMITIRIER

Ann: wordnress
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spec: +RREIEIFAANS

replicas: 2 #---12 IGELH (Bld) MR
selector:
matchLabels:

app: wordpress
tier: frontend
strategy:
type: Recreate
template: #EIRE X PODRYIFAAE B
metadata:
labels: #SHIEFRF—H
app: wordpress
tier: frontend
spec: #7E X podHcontaineriF4E R
containers: #
- image: wordpress:4  #-—-2 JMFHEERIRE
name: wordpress
env: #-—-4 Wﬁﬁ%iﬁg, kubernetesJ:configmap, secret#AI L@ enviIB N EH,
- name: WORDPRESS DB HOST
value: wordpress-mysql #---7 BEBAFIEMEEIHRIFIMySQL, ZBAFFEMySOL ServicelI#

MRABRS Lo
- name: WORDPRESS DB PASSWORD  #---5 BBEXEfFERA, {BrubernetesifftT secret#iTH
I,
valueFrom:
secretKeyRef:

name: mysqgl-pass

key: password-wordpress
ports: #---3 BESAMAZENport
- containerPort: 80

name: wordpress

livenessProbe: #add health check -—-10 BEREE
httpGet:
path: /
port: 8080

initialDelaySeconds: 30
timeoutSeconds: 5
periodSeconds: 5
readinessProbe: #add health check ---10 BEKE
httpGet:
path: /
port: 8080
initialDelaySeconds: 5
timeoutSeconds: 1
periodSeconds: 5
volumeMounts: #{EAFES, BEFESHEZIIEEZNE.
- name: wordpress-pvc
mountPath: /var/www/html
volumes: #HRENVFEES, T TevilpvcIBIE,
- name: wordpress—pvc
persistentVolumeClaim:

claimName: wordpress-pv-claim

o wordpress-kubemetes-web-service.yamI BT :

> MAYRRA: 20220701 370



e

S - SwarmiEiZKubernetes

AR RS Kuberneteshi

BEARSZSwarmE B h Y db iz A X R KubernetestE 2§ Deployment F]Servicefl T :

@ 8

apiVersion: vl +hRAS
kind: Service #RIB T RAER, EXENservice,
metadata:
name: wordpress
labels:
app: wordpress
spec:
ports:
- port: 80 #RSZIHOS
selector: #@Bidlabeli#H{TH HRIXEL
app: wordpress

tier: frontend

type: LoadBalancer #-—-11 EXHEAR, kb ANLoadBalancer®EBIMservice, REEIEIESLB,

XER, FOURFELRERE,

o wordpress-kubemetes-db-deployment.yamiR ST :

PATS YAMLSZ 448 PO SR VE o 7= 135 B 5 25 28 BR £5 SwarmEE Bf wordpress-swarm.yamis 5 B2

371
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apiVersion: apps/vl
kind: Deployment
metadata:
name: wordpress-mysql
labels:
app: wordpress
spec:
selector:
matchLabels:
app: wordpress
tier: mysqgl
strategy:
type: Recreate
template:
metadata:
labels:
app: wordpress
tier: mysqgl
spec:
containers:
- image: mysgl:5.6
name: mysql
env:
- name: MYSQL ROOT PASSWORD
valueFrom:
secretKeyRef:
name: mysgl-pass
key: password-mysqgl
ports:
- containerPort: 3306
name: mysql
volumeMounts:
- name: wordpress-mysgl-pvc
mountPath: /var/lib/mysql
volumes:
- name: wordpress-mysgl-pvc

persistentVolumeClaim:

claimName: wordpress-mysgl-pv-claim

o wordpress-kubemetes-db-service.yamI BT :
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apiVersion: vl
kind: Service
metadata:
name: wordpress-mysql
labels:
app: wordpress
spec:
ports:
- port: 3306
selector:
app: wordpress
tier: mysql

clusterIP: None

11.1.9. ML KX

AXN BB BEIRS SwarmEEE 5Kubernet esEEBEBI M L& LE 3T,

AERESSwarmEE

BERSSwarmEBERNMET Y :

o VPCH%%

o ZBMZ

AR5 Kubernetes&E 2
BEEARSKubermnetesEBEHI ML AVPCNLE, TT& M KubernetesEE M4 Y,

o EREIRSSwWarmER ERNEVPCNL, EolE&KubernetesERERT, 151%1%5 SwarmEE B AIVPCH
£, PMEKubernetes&EBE 5 SwarmE BRI M Z 2 BLE R,

o ERBBESSwarmERFRNERLHEME, EEIiEKubemetesEELlY, HFKubernetes&ERE R EEAVPCK
& ESHEITIESwWarmERE SKubermetesEBEHI M LR, TGI8 T 75 =ik,

Swarm&EE 5KubernetesEBEMAZEGEE, MR Swarm&EEE FEE0SS. NASTRDSE 7% 7 B3 £1iE
B, SFEBVPCRLTAEaIPHEtE, BI7EKubernetestE&EHIVPCR£& th o] 3@ 3T It IPHEHIE XY SwarmEE BE BN 75
&7 R HIEEHITIFGE,

11.1.10. BERKELEX

AXNEBARERSSWarmERE SKubernetesE B N A A R ISR REBI EL XS

A&

BRIRSSwarmEEEE: BUIIRE LY HEEINEE,

BBk FSKubemetes® B : KubernetestEBHHIAEINGE, TJEMUTEREERER.
o Bl#EKubemetes&Et:
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ARk KuberneteshR BESLE- SwarmiT#ZKubernetes

Etl#Kubernetes&E# i H, EPEABAERSE, BeEEHTENEEHERSEG. KoTLUE
HE®&fIProject, HaIABIEFFEIProject,

EREERES

{&=FEA Project

BRRME, BERAMTERE,
SEOEMME, CUMFHREATRSEY, BELLE— BEHHERSEE ogtall,
o IENANEERSRKRS, BEALE — CIENENEEHTRS,
WiE

o SIENAEFERABRERS, BEME T DaemonsSet -4 & 5 I HEA VA HERIET DaemonSet -1
%Uéﬁﬁ%%’éaﬁﬁ/&%uﬂjo

Bz

AR SSwarmE B fIKuberneteste B, PARIREHNE, EPEECSTREREREERE Y, BO#E
SHEEREERTAEEMCIRECSIANKEER ., BIMMRME, BB arnE,

BeRfRSKubemetesEBH SR IBIRNERMER, BERAmEELE,

11.1.11. G0 RS

KX BAEZRRSS SwarmEERE S KubernetesEEBF RN T 1B LSS, BLEEEBEMERN A 1813180 R MEEBESMER I
BN

B NI R A E i in)
ABRRSSwarmEE
EBRNIOLUET 1inks 5%, BEEFHHONRSEMRIZEIBRBNKRETED,

BN : EEYAMLSZ A OIE R ED, WordPressh FABIWebfRSEZ 5 MySOLX(EE, ERERBIHE, BIM/SOLXAN
REZWREAN T RHMARSHAIE,

EH EH

links: #_—_7
- 'db:mysqgl'
ABPRSKubernetesEE

EAEREKubernetesEBE N LR, TiEidServiceB ClusterlPE RS ZFRETN B a1, EEEBRESEM
WITR AR,

ERRNARN, TR ERIFENRSIRSIRURETENHFNER.
BN fERyamiszEolE A g, WordPresstEiE B MySOLIRE Y, M2 BEHET =N HF LM,
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spec:
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name: wordpress
env:
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- name: WORDPRESS DB PASSWORD
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AEH H% ‘_l'l)zﬁf"ﬁﬁ&@ﬂ]‘, REHEBIEES| AEHEANT, —NSwarm##E 5 XJ M 2l Kubernet eshd 77 &
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PV/PVCH A,

1. BRAxRSSwarmizil e, EENSMERTHIES, S5k
HIEXPSBIELBINAS, =f . OSSIX=fhE B NHIEE,

1% swarm-piggymetrics-cluster, 4R

Pre Ty B
RAEE: § RESEE
#8: | swarm-piggymetrics-cluster &

0 BA 8% i A Bl
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7] c43124c9cif20431822 11600, 486360003128076€10051413. A Narfibidockerolumes.. swarm-piggymetrics_accou, BRAAREE
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) o43124c9ci20431822 11600, aba7569344aD44619020062. A Narfibidockeriolumes.. Swarm-piggymetrics._noti. BRFHR S
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) o43124c9ci20431822 11600, VN_YUNPAN_PIGGYMETRICS =& /mnt/acs_mnt/aca/VN_YUNP. =5 BRFHR S

2. I HIKubernetesFEEIRER D, KIREIRX =ZXHIREEN NN FHEPVRIEFHERPVC, FFES
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o mEFHEMR
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o OSSTriEBHLR
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FESwarmEH, HFEIREER, AEIRESHERERE, UHENSIERNKRREEHRHTRA—ERE,
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BERME =B H{RESwarmiZH SR IIZRINEE, EfrfEKubernetesEmItS ﬁméﬁfﬂ’]lﬂ ey, H
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1, KubermnetesEBWREMLASHEEZER, EXEIMBNIES, RtE e EgiET, Fog
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Hdr, swarm-piggymetrics2 MRS MM A, ERIETFPiggyMetrics, PiggyMetricsZgithub Eg—4
SpringCloudfZ AIRE,

IRNARERE

. EFEIRKE,
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B|Xs%E
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11.5.2. KB ETEHKIE

ESwarmER BN AR E1THB 2 KubermetesEEE N, BEBEFSIBKE, AXNBUNETESIBIK
iﬁo

dBE{""§\

EMRAREIHN, kompose2 M FEIE, oIl—#Swarm composeX %1%k Kubemetes&iRX
#, MEREHEER CHNAERERIRSH T BIEE,

HEANE T kompose T B #E# S EIKubermnetesEIRX G, TTlliETkubect | T B ez, FHEERNXELS
Z3|Kubernetes&EEf

HTFE8MAREEIER DT A komposeflkubect I THE, BINK—EIHIECSEHE, BEENTIBRHNEE
EEMESTIBHE.
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A#EREKuberneteshi SESTE-

kompose T & o] LA—#%& Swarm composeX 3 # AAKubermnet es iR X4, IR =EHEM XM
REFIREM T I EE, FME=kompose TREARE, BERL o

ZxIRE: HiEFgithub LROSEE THEMRAN T HITX
1¢ o

kompose-1linux—-amd64

1. admin@iZ8vbcémeahsy5etdm796vZ: ~/acsToAck (ssh) ]

UTF-8 (bash) UTF-8 (bash) in@i;
admin@iZ8vbcbmeahsySetdm796vZ:~/acsToAck$ kompose-1inux-amd64
Kompose is a tool to help users who are familiar with docker-compose move to Kubernetes.

admin@iz:

Usage:
kompose [command]

Available Commands:
completion Output shell completion code
convert Convert a Docker Compose file
down Delete instantiated services/deployments from kubernetes
help Help about any command
up Deploy your Dockerized application to a container orchestrator.
version Print the version of Kompose

Flags:
--error-on-warning Treat any warning as an error
-f, --file stringArray Specify an alternative compose file
-h, --help help for kompose
--provider string Specify a provider. Kubernetes or OpenShift. (default "kubernetes")
--suppress-warnings  Suppress all warnings
-v, --verbose verbose output

Use "kompose [command] --help" for more information about a command.
admin@iZ8vbcomeahsySetdm796vZ: ~/acsToAcks I

2. BeEkubectIRiE,
i. M THEFRkubect Z iR,

i. ZEMZEkubectlBFiE, FEIEEN o
jii. BELEKubernetesEREE,
a. B% o

b. EEHEENSMED, BHERH,

c. EEHIEXNEY, BEHEEREHSRAEBIREHANRET THES,

d. AEHSETENEERSRRAS, ¥KubeConfigh R Ak E) i+ E 4 $HOME/ .kube/config,
v. REBEERNE, TUBEZUTHIMNXRERERY, EHZREEESHI.

kubectl version

kubectl cluster-info

WiTE
YN FAEREE, RRkubect FREREERA.
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AR RS Kuberneteshi

UTF-8 (bash)
e:"2019-04-08T17:11:31Z", GoVersion:"gol.12.1", Compiler:"gc", Platform:"linux/amd64"}
The connection to the server localhost:8080 was refused - did you specify the right host or port?
admin@iZ8vbcomeahsySetdm796vZ:~$ vim ~/.kube/config
admin@iZ8vbcomeahsySetdm796vZ:~$ pwd

/home/admin

UTF-8 (bash)

admin@iZ8vbcomeahsySetdm796vZ:~$ 11

total 56
drwxr-xr-x
drwxr-xr-x
drwxrwxr-x

7
3
2
1
1
1
drwxrwxr-x 2
x 3
4
3
1
1
1
1

drwxrwxr-
drwxrwxr-x
drwxrwxr-x

admin
root

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

admin 4096 May
root 4096 Apr
admin 4096 May
admin 2993 Apr
admin 220 Apr
admin 4234 May
admin 4096 May
admin 4096 Apr
admin 4096 Apr
admin 4096 Apr
admin 655 Apr
admin Q Apr
admin 1048 May
admin 167 May

8
16
8
16
16
8
8
16
16
16
16
16
8
8

17:02
15:
15:
22:02
15:36
16:42
17:00
16:
16:
16:
15:
15:49
17:02
16:36

admin@iZ8vbcomeahsySetdm796vZ:~$ cd AC
admin@iZ8vbcomeahsySetdm796
admin@iZ8vbcbmeahsySetdm796
admin@iZ8vbcomeahsySetdm796

vim ~/.
mkdir
vim ~/.
admin@iZ8vbcomeahsySetdm796vZ:~$ vim ~/.

.bash_history
.bash_logout
.bashrc

.profile
.sudo_as_admin_successful
.viminfo

.wget-hsts

kube/config
.kube

kube/config
kube/config

admin@iZ8vbcomeahsySetdm796vZ:~$ kubectl version
Client Version: version.Info{Major:"
e:"2019-04-08T17:11:31Z", GoVersi

Server Version: version.Info{Major
Version:"gol.10.8", Compiler:"gc", Platform:"linux/amd64"}

admin@iZ8vbcbmeahsySetdm796vZ:~$ kubectl cluster-info
is running at htty L

is running at https:/
is running at https://39.10¢

", Minor:"14", GitVersion:"v1.14.1", GitCommit:"b739410.

3b88c290", GitTreeState:"clean", BuildDat
Compiler:"gc", Platform:"linux/amd64"}
:"12+", GitVersion:"v1.12.6-aliyun.1", GitCommit:"8cb561c", GitTreeState:"", BuildDate:"2019-04-22T11:34:20Z", Go|

443
&i I/api/v1/namespaces/kube-system/services/heapster/proxy
/namespaces/kube-system/services/kube-dns :dns/proxy

To further debug and diagnose cluster problems, use 'kubectl cluster-info dump'.

admin@iZ8vbcomeahsySetdm796vZ:~$ ||

11.5.3. FitESwarmZsHES 4

AN BN TR EE Swarmés HE XX

BRELER
1. TEiSwarmpiz A RHEX M,

i. B3R

, BEENSHERENA, EEMNAANEEEERE,

iRl s

f

swarm-piggymetrics-oluster $ £ FRRLALE

swarm-piggymetrics

swarm-piggymetrics iEH = 2019-05-07 19:58:11 2019-05-07 20:08:58

BRSNS () REERTA P

i. ENRHEXXGHEREFERIAM, XHBFER.yaml, KX i58& A swarm-piggymetrics.yaml,
2. A ESwarmiRHEX G EEHRIETE,
SwarmRHE X XS E EINS, SHME ZSwarmizd| S sSEMBIIhEE, £KubernetesBEEEESEX

T

MRSEASR, REREERRE, FHRRAXHERNTEN FAMMZEENASE, RANEREN

, PEREN, EEXNEME, 2 BREENH.

pigayMetricsGonfig

piggyMetricsGonfig BB | K

=8

3. MALEEAIRE
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i. BEZBREXMY, FBEEESUE swarm-piggymetrics.yamE E N S/ $E R IZ R BIE S
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REEIRE KuberneteshR BESE- SwarmiT#EKubernet

es

BREMLEIS SWwarmizn®, BllkomposeFABAHAZIHFEFRE, SWMEFPHBENEBRIRE, 7
TORLEBEFEGQSIUTHENGE, EAHNSMIEMFRARFEBESREEELGE, RmEinE. X

BEEETE. BEEERTE,
o UTHENERERM/REBLAFHERE, W: true/false B2 "true" / "false" .
= aliyun.global
m aliyun.latest_image
o BEUTHRENSeviceTEMIER, FELXFIMIR, FEBALIEE.
m external
4. BRRHEXHIRAS,

Ekompose TEBRIFE X HFV2RA N composeX 4, FrLAE B 4L 89 R A7 B8 Mversion: '2.X'
BX Aversion: '2', FNHRIFSIRE,

11.5.4. #&#SwarmfmHEX &

RN BN Fe e Swarmés HEXX 44,

BRESE
1. {#EMkompose T B 3044,
EXSwarmBEHEX A2 5, E TR A Akompose T B4t BRIEGSWT,

kompose-linux-amd64 convert -f source/swarm-piggymetrics.yaml --volumes PersistentVolum

eClaimOrHostPath
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BAESLE- SwarmiTZKubernetes REEREKuberneteshR

admin@iZ8vbcomeahsySetdm796vZ

admin@iZ8vbcomeahsy5etdm796vZ

> MAYRRA: 20220701




REEIRE KuberneteshR BIESE- SwarmiTiKubernetes

@ W EEBRT, SEMXNMKubemetesHBEXH, AL EEMBIROIRS, 2
WARN{E/R, XTI BERGHNZRIEREHTLE, E—RSBUT3RAERR:

o FaiARFRESwarmmHENX M, AR EFEIIkomposetkit,

o FrfEKkompose I BiitKubernetes& R34,

o HRAE, LIBHIEIFHNKUbemetesERX Y, BEIRRRSEFAFHIBES.

2. FREE®REE,
kompose T EZF# B AR, BLESWaMiRS TAIF ISR (FERNSH—FILE) |,
EER(IEEkomposeTEHHNEEEFER, FHABSwarmBEHIXEHEFH AkomposeTE%i#; B
RELBREGRRNNBRARSN N HLEETERSHEESZ,

3. FEIEEKubernetes&EiES 44,

Ei@iTkompose TER®Z 5, TBkomposeLiEZIFNIRE, BEHNFHHEES I T=EKubemetes
BRXMG, TEGFEUTLERS:

o aliyun.routing.port_

o

aliyun.global

o external

o environment: constraint
o extra_hosts

o net

o dns

HMFMREMNIERBEBTSNEELGRS ., AAEFS,. NERELFS, HEREXERE,

11.5.5. Z32 Kubernetes &BE 44

AN BT ERE Kubernetes IR 4,

%%%l@\
£H3THTE kompose A I H LIRS H0 Kubernetes BiEX 4, RATTTLAUET kubectl TEEFE |
Kubernetes £8fth, Hop, EHZERERE kubect | KIEERETTM -

BRELR
1. TBEN TGS, HENSHIMERTHRERRNE.
kubectl create -f . HEEXHBFRERACERE, RAETYUIBERTHERXHFEIE
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AR RS Kuberneteshi

@ 1. admin@iZ8vbcémeahsy5etdm796vZ: ~/acsToAck (ssh) ]

admin@iZ8vbcémeahsyset... UTF-8 (bash)

-n -r-- 1 admin admin 2186 May
admin admin 1286 May
admin admin 1555
admin admin 998
admin admin 845
admin admin 490
admin admin 818
admin admin 999
admin admin 702
admin admin 489
admin admin 834
admin admin 483
admin admin 4096
admin admin 810
admin admin
admin admin 844
admin_admin

root@iz8vbcémeahsysetd...
:22 auth-service-deployment.yaml
:22 config-deployment.yaml
22 gateway-deployment.yaml
:22 gateway-service.yaml
:22 monitoring-deployment.yaml
:22 monitoring-service.yaml
:22 notification-mongodb-deployment.yaml
:22 notification-service-deployment.yaml
:22 rabbitmg-deployment.yaml
:22 rabbitmg-service.yaml
:22 registry-deployment.yaml
:22 registry-service.yaml
:33 source/
:22 statistics-mongodb-deployment.yaml
:22 statistics-service-deployment.yaml
22 turbine-stream-service-deployment.yaml
22 _turbine-stream-service-service.yaml
ToAck$ kubectl create -f .
.extensions/account-mongodb created
.extensions/account-service created
.extensions/auth-mongodb created
.extensions/auth-service created
.extensions/config created
.extensions/gateway created
service/gateway created
deployment.extensions/monitoring created
service/monitoring created
deployment.extensions/notification-mongodb created
deployment.extensions/notification-service created
deployment.extensions/rabbitmq created
service/rabbitmq created
deployment.extensions/registry created
service/registry created
deployment.extensions/statistics-mongodb created
deployment.extensions/statistics-service created
deployment.extensions/turbine-stream-service created
service/turbine-stream-service created

=] CRCRCRCRN RN RN RN NN C RNt

8 | Kas-pagymerics-custer §| HEZE) | cefaut
- um
et 3]
®
. account-mongodd fo kompose senice:account-mongodb " en-znangiiakou.aiyu o 2010.05-09 13:42:47 W &R | e
s accountsenvice fokompose senvice:account-senice o cn-znangliakou ay 2010-05-09 13:42:47 W | AW | R ES-
a
iz auth-mongodd fo.kompose senvice:auth-mongodb " hangiiakou afyur trics/mongg 20190509 134247 W | SR | | AR ES
EoU]
= auth-service fokompose servieauth-senvice o en-znangiiakou.a rics/auth-senvoedatest 2010.05-09 13:42:47 we | a8 s ES-
v fo kompose senice:config " registy-vpc cn-znangiakou ayuncs.com/goomoon-piggymetrcs/coniigiatest 2019-0500 13:42:47 wn 5 ES-
s @
' fokompose senice:gateway " cn-znangiiakou.aiyu 2010.05-09 13:42:47 s g | R ES
%S E
L] monitoring fokompose senicemonioring o registy-vpccn-2nangiakou aiyuncs.com/goomoon- piggymetris/monioringatest 2010.05-09 13:42:47 e w5+
- - fo kompose senicenatiication-mongodd " en-znangiikou aiyu o 20190509 13:42:47 s i | R ES
s fokompose senvicenotiication-service on registy-vpccn-znangiakou alyuncs.com/goomoon- pggymetics/natication-senvice 2010.05-09 13:42:47 wn ! 55~
@
a ravoitma fokompose senvicerabbimg " raboiimq:3-management 20190509 13:42:47 W | ® -
o
O registy fokompose senviceregisty o ngliakou.s 9 2010.0509 13:42:47 W 4W | e | R ES
- statitos-mongodd fo kompose senvce:statistcs-mongodo " nangiiakou ayur rics/mong 2010-05-09 13:42:47 we | w
v EERE
statistios-senvice fokompose senvice:statistcs-servioe on cn-znangjiakou iy rvice 2010.0509 13:42:47 we | an s ES-
oine-stream-service fo kompose sence:turbine-stream-senvice on nangiiakou ayur ice 2010-05-09 13:42:47 W AW | A | R ES-

v HESARSE

)

3. AERMSRARBET, RERANERS, EERSREAKERBR.
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AR Kuberneteshix BIELE- SwarmiFEKubernetes

# &% &I XRSHS w meex (@

Bl =S - Kubernetes ~ | B (Service) @) - m
=
HBf kBs-piggymetrics-cluster §  @EZIE)  default
HHE
e s2 s accountmongod W | wE | =AY
~rr
- Custer® 20190509 14:50:20 1722114246 authmongoan:27017 TGP - B OER | BEVAVL | B
. Custer 20190509 14:08:13 172216180 configesss TCP | wAv
- po. gateway Custer® 20190500 13:42:47 12128 gateway80TCP | AV
'3 BRE per Cuuster 20190509 13:41:12 1722101 B | =R
& S ] e 182 ® HEV
o 2] N -
ClusteriP 2019-05-09 14:51:16 17221.7.39 = EW FRYAML Ly
=it
Custer 20190508 13:42:47 172218156 | mEVAL
rogitry Custetp 20190509 13:42:47 122104 5 BN | EEAML
® amy
e Custerp 20190509 145138 122110220 | mAYA B
- e soine-steam-senvice 80 | AV
[} LELLY
IR
RESARWIK
55 @
B#a
nERR

11.5.6. Fah X NHE R

gt Ekompose TELEZIFHSWarmic®s, FEMBRasRscEzf e TFENTH., TEGEFEUT
ERE, NS MISNEMREBSNRE LGS, AHERES, NEREEFEMASRE£5s,

e aliyun.auto_scaling
e hostname

o links

e external_links

e aliyun.lb.port_

e aliyun.log_ttl_

11.5.7. MAIF a1

AXNBNAEETBZE, NETEIEHAEEBNAETRASRNASHHABBE O TSEE.

EENABEHMER

Bdkompose TRXFHTRNARETRZE, BETRENUUEIEHQEENHEEIEERM, NE
B3RP REF8, RMNILUEIKesZEHaEENARHHEEMDE,

1. BREERSEERF S

EEFHEEMNSHED, REESH.

EERIERRNED, REETEHIMAEBRERANRES TR,
AERERERAMNSHED, EETERAR > TRES.

EENNNGEE=E, EERNA (B, STRERENNEA) aNEEFE.

vk wWwN
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RAESLE- Swarmiti#Kubernetes AR RS Kuberneteshi

H WNEE m==3a5~ & on Q EEow, BHa, APl BHRSEEE BE I= &% fU =5 Ap A w @ = @
< et == / #EZE: deful v O/ FRES [OET T
- SIS mEcae | cReroe
95’{*?1(5\ Deployment -
» BEEE

BEAEERE Q R

HE=ESEE
-
0 =& Ee3 25 me evsasiE e
v Ifrmm
2021-02-10 B48
Tk O  nginx-deployment appinginx 3/30  nginxalpine 70405 | EE
AR -~ "
: N i "
e e L T R PR e
L r 02 HE 98 | e
- = O nginx-text-42fts-deployment slarsird = g e B 1 0/0 b '__ R 12223193123 1 " L;; =
= —— = - a

RS " —— e
=) ] 25 vE « |« . > | s
HENAR

6. ARRANE, FARIRENEEFAE.

S -

< nginx-deployment

HARER
B nginx-deployment BIERE] 2021-02-10 17:04:03
HERSE default = RollingUpdate
} EEEPoE25%
wEE T
s RENTHRRE, i
e =
. FiE 324, BEF: 00, TR 3 EARREE-
BEA | AAAT | B BEEE RS = meEm
& e Pod IP i elgEntE TS
. | ) cn-beijing 192168, . ’ R | 8%
nginx-deployment nginxalpine 172,165 Tomrch 2021-02-10 17:04:03 P
§ 1 . cn-beijing.192.168 . ) #E | BF
nginx-deployment nginx:alpine @ Running 172.16 Tomrcs 2021-02-10 17:04:03 PR
. g ) cn-beijing.192.168 . ) HE | A%
nginx-deployment nginx:alpine @ Running 172.16 Tomreh 2021-02-10 17:04:03 e

7. EAERE, EEHERE.
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a0 B= = >
B RSKubernet eshi <=L
. . Rigs
& nginx-deployment- & @ B Sk '-*
E&ER
EFR: nginx-deployment BEZE: defadlt
I Running GIEFTE: 2021-02-10 17:04:03
cn-beijing.192.168. Pod IP: 172,16
s
RS
==} s Eratia A e
Initialized True 2021-02-10 17:04:03
Ready True 2021-02-10 17:04:07
ContainersReady True 2021-02-10 17:04:07
PodScheduled True 2021-02-10 17:04:03
B =S el e = B=
== EriTE SRk

EEMABR a3

XS R F /S B LAY ) 2

t sun.net.www.http.HttpClient.op

:184) -[na:l 111]
111]

111]
8.0 111]

, BNBER MO ARE., flw, £k

deployment5’57‘%‘W‘JJ“I‘ETJiEE%conf|gc ﬁ@ﬁ&fiﬁﬁﬂ"l’.

1. @I FEHEE—PKubermnetesEEE I RS
HEOTEINERERRSSE, 7

, EZBHEEMNAEconfigRzBENT],
NE fRhost name{;ﬂj

fl’R\ BSmOS5aR/HOBE—H., FAERE, BS 0

AERRAN: 20220701

B & /8B R B 9 A nginx-

¥, WwOMSRERHRER, TJRROS

402
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BAESLE- SwarmiTFKubernetes AR RS Kuberneteshi

BlERS

BFR: config
== ISP v

[ SHIEERE AT (Headless Service)

e config v
U 1BRET © &
Zix0 Es=iE0 Beaml 71
3888 ‘ ‘ 3828 ‘ ‘ 3388 TP v @
R © &=
TR © &

2. BERME, ARENBEZEBHINIEREEEE.
WTEFRRERRE[ASHETH, RREREEERN.

< nginx-deployment

ERES

EiR nginx-deployment BRI 2021-02-10 17:04:03

SE=E default = RollingUpdate

. . . ) BURERPoE5%

wEE: ETHRER: il

= =

s e 30, BEST 34, A 30 TS

sBE  pEASK | S mEeE  pews | O MeS

o e W (2F) - we EERM Pod IP B evs@atE i

n-beijing.192.16 W B

ciing 10216 W5 | HE
ginx-deployment- ngimcalpine @ Running oo 17216 :92:‘6%‘”“ & 2021-02-10 17:04:03 ggﬁ% .
\gins-denloyment . cn-beijing. 192168 . ) #E | BF
ginx-deployment nginxalpine @ Running o0 172.16) oo 2021-02-10 170403 P

EMNSENARHMIRPUES T
RITE,

11.5.8. T NHBAETEE

AN BNETEBNABSERE.

NMEGNNAEREEFERINERAERS, WETHEN, SEfiAKubemnetesEBNAEREERIEE, U
EETFHERES LN ?%F%%EIE%Q

1. BRESRSE8 4, EProjectdlEd, BEProject&EiR,

&

EMEE, BARSLEREGERNNBRARSNNERE TEEER
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https://www.alibabacloud.com/help/doc-detail/120298.htm#concept-354587
https://sls.console.aliyun.com/?spm

AR Kuberneteshix BIELE- SwarmiFEKubernetes

ProjectfIZE EiEiZRegion Ea T
Project&#R =33 b4 SIS #E
k8s-log-ce kés log project, created by alibaba cloud... L2 () 2020-03-29 00:03.06 [ =
k8s-log-cé ks log project, created by alibaba cloud... e () 2020-03-27 18:38:50 s afbe
mns-log-te £4k2 (dEFR) 2020-03-27 11:33:20 s ek
log-service 2R () 2020-03-27 11:30:58 s ez
k8s-log-c9 k&s log project, created by alibaba cloud... £ () 2020-03-27 11:25:53 zEE el
k8s-log-c9 k&s log project, created by alibaba cloud... £ () 2020-03-19 12:58:44 [ = e
k8s-log-c3 k&s log project, created by alibaba cloud... £ () 2020-03-19 12:06:26 zEE ol

2. ZHEERE, fElogstored)Ex g, TTLABEIX M ALogstore,

@ B BRAESIEKubemetestEREN, S/ T BASwarmERLH A5 Project, H@idkomposeT
BEBmERMNARSEEN TR, BHTSwarmB 28RS AK8sE 28 AR S5 3T F Logst ore i & AL # M AR —
¥, KubemnetestIRB#EXT R H&Project FHE, EE2S4EMARHILogstore,

o SwarmZB SRS BiE I Logstore, EEMIETR A acslog-${app}-${name},

e Kubemetes&zS B HILogstore, EEMIER A $/name), H5SwarmA 28k Logstore—
_Xj-}_‘_o

o HFKubemetestLogstoreRAX#FKE, Frlikomposetkit TEEHK RN, SEMBEAREF
B NEFE,

Hit, FBEBERSFHERS, Lstarmfe‘%%HE%ﬁULEQPrmect%%)"ﬁﬁEI,U\E’JE R = miVEE
PREMEETRIVE., BRIETEESUTILE, BERERARNSIAERS -6 =M B SRR
BELE:

e SCHYIEZE: SDK. StormSpout. SparkClient. Web Console. =M¥s#%. /55 SLATISIEARMSE

o XNEN: BFHFNINT RS,

o ®BEFMH: BNEAFRREDNMEEM, BFEEMI.,

o Z2HERSE: HERS SR HRE, tEISVEESTRARE.,

11.5.9. NHAREBETIREERIAR

BN AX T R AR ETIBIE PR LEERBRRE,
A AR A A IE
RERH

FATA Version 2.1 of Docker Compose is not supported. Please use version 1, 2 or 3

RERE

komposeTER V1, V2. V3RAHcomposet& R, RAZFV2XRA, SEE/NE#pNT,
RRAR

¥ version: '2.x' {BEA version: '2' , EFMEIR,

RE
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BAESLE- SwarmiTZKubernetes R RSKubernet eshi

o SEHH

ERRO Could not parse config for project source : Unsupported config option for account-db

service: 'external'

BEERA
komposeT B XA irexternalinss, SEEE#ENT,
RRFR

HIERROEFATARFINEIR, BREREHEXYE, BREE, EEFNIBEE, TBAXNBESERnEx

RE. RAEGE. MBREXGRE. HTREEGE,
s REML

ERRO Could not parse config for project source : Unsupported config option for gateway se

rvice: 'net'

RERE
komposeT B EfEtTnetinss, SEUELR DT,
RRPR
YRR, BREE, FEFNIBRE, IBARNBESRNRE LGS, AHEns . MERE %R
%, BEERELRS,
REZEE A IEH

o REBEL

ERRO Could not parse config for project source : Service 'auth-service' configuration key
'labels' contains an invalid type, it should be an array or object Unsupported config opt

ion for auth-service service: 'latest image'

REERA
RiER R 2latest_imageft EEE A TR, kompose TE T EE#,
fRRA =

BEREHEX Y, BEEEE, BboolERMMFRFELI, truef@sM true' .

@ #B  UTRSHIEHEER:
o aliyun.latest_image: true

o aliyun.global: true

o RERL

ERRO Could not parse config for project source : Cannot unmarshal '30' of type int into a

string value

SEEHRE

BERBARY, EEcomposeXaliyun.log FREBEEE N30, EXRFTHEIIS v , RAEXNNERKRE
Z2stringARAZint, FFLABM3IE.,

fRRAR
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A RS Kubernetesh BRAESLE- Swarmit#Kubernetes

ERRRAEX S, BEERE, AEEMREER, B30EKMA 300 .

REARFFIRE

SEHY

WARN Unsupported hostname key - ignoring

SEREA

SwarmEH, XiFhostNamefEA1HEKiIFERS, MECcomposeX B EEHEEE P MAIEEFIHO,
fE15kompose T BT i% H I X M KubermetesfR S, SEFEKubernet esB® % 3% 11T host Name & i
rﬂ }ﬁm o

Y

SEERBEIBRN M, AEEKubemetesizdl & FaItIEKubemnetesiRE, EdRE AR AhostName, RS
wO5RR[KEOS—,

SEEHd

WARN Unsupported links key - ignoring

SRRE

links/E BB hostName—#%, i@ linksZ R BN ZiF RS, MAEcomposeX - Em I ZEF XS M
BAsRiwO, FE8kompose TELEB IR MAYKubernetesfRSS, SEEKubemnet esE M I iEiE T
links & #R 34 3l & KiH 1a R A .

RRAR

EEEBRIENYE, AFTEKUbemetesizdl & F@tlEKubernetes Service, EdiServiceZFREN A links&ZFR
Fi&, RFHOE58[HOS5—,

mEERERE

SEEW

WARN Handling aliyun routings label: [{rabbitmg.your-cluster-id.alicontainer.com http 15
672}1]

SERE

swarmE R EHAEERE 7TIIKIHE (swarmBRRSRENEE) , HIREERRAcluster-idEX, EXR
REEKubernetes#i&Eafid, komposeXiiBaiEMFTMIXEZMEER, FEFNERX L Hingress
%, BIEE,

RRAR

BT ingress3X 4 *-ingress.yaml, Y&E 8 host: your-cluster-id.alicont ainer.comt& i i X K
KubermnetesSEB£ 89NN S, MoTLUBE A TREZTEN LTS :

BRAERSEEEHE, EENSHMEIEIRER > &8, £ BirERKubermnetes-piggymetrics-
clusterGMBEEE,

i. FEAERRE, TTEINLEZNENR *.c7f537c92438f415b943e7c2f8ca30b3b.cn-zhangjiak
ou.alicontainer.com, ¥BEEBEMREZANingressS&.your-cluster-id.alicont ainer.com=Zf/F & .

SEE

>
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BAESLE- SwarmiTZKubernetes R RSKubernet eshi

WARN Handling aliyun routings label: [{gateway.your-cluster-id.alicontainer.com http 400
0} {gateway.swarm.piggymetrics.com http 4000}]

SRRE

SwarmE H HREHEELHE, {Ekompose TEEBRNAXIFREERE, FEEMEFTEECHM
ingressLM ,

BARARZE
BT E N KubemetesBIBEX M, BEARNIBENRELGE, AHERE, NEARSLFS, OEREE

K&
=~

=

o

BBE N A B 1R 5
o SEHH

error: error validating "logtail2-daemonset.yaml": error validating data: ValidationError
(DaemonSet.status) : missing required field "numberReady" in io.Kubernetes.api.extensions.
vlbetal.DaemonSetStatus; if you choose to ignore these errors, turn validation off with -

-validate=false

SERE

£3FswarmE @ Maliyun.global: trueiX#fR%, kompose T E&# A Kubernetes® @ #JDaemonSet,
BEEMFEENEEXEEAREstatusiER, ARIERTPERES, #MSHEBBE LXK,

status:

o currentNumberScheduled: 0

o desiredNumberScheduled: 0

o numberMisscheduled: 0

BRATE

5 B Kubernet es B4 *-daemonset.yamlEH, MidstatusiZR, BEENMA,

o RERL

error: error parsing auth-service-deployment.yaml: error converting YAML to JSON: yaml: 1

ine 26: did not find expected key

SERE

XM KubernetesFR XA MITHREEXAHEER, BRFAK. RELNREHDE, KHBREIR
YA L= MRENFIRE, HINZERERES.

fRRAR
BRIBIRET R KubernetesE A XY, MINMATTHIERESE, HEMKKubemetesE iR &4,

o SEHW

error: error parsing auth-service-deployment.yaml: error converting YAML to JSON: yaml: 1

ine 34: found character that cannot start any token

SEEREA
Kubernetes&iEM 43T M T EfFEIEtokenZ 5, RE N E2tabiRiE,
R R

407 > MHRRA: 20220701


https://www.alibabacloud.com/help/doc-detail/152631.htm#task-2406256
https://www.alibabacloud.com/help/doc-detail/152633.htm#task-2406271
https://www.alibabacloud.com/help/doc-detail/152634.htm#task-2406272
https://www.alibabacloud.com/help/doc-detail/152632.htm#task-2406274

REERRFZKubernetesh BELEK- SwarmitiZKubernetes

R FHKubemnet es BRIt *-daemonset.yamlBH , B3R 1TtabB B =&,

R R
SEHH
PodBB—BHEER, HETRRRELN,

Initialized: True
Ready: False
ContainersReady: False
PodScheduled: True

SERE

#EKubernetesE HE i@ 1d liveness probefllreadiness probeRIGiF IV S A B EBFFWME ., BUT
SwarmE m Y aliyun.probe.url, aliyun.probe.cmd, {Baliyun.probe.url, aliyun.probe.cmdiiRF@HAR
SIRE R BNEERIRE, komposeTES g HE#E Nliveness probe, M#EKubernetesth, #1&liveness
probeiRBEF MR, KEXW, WBMMAESESE, BEPHREESS[ULSNIBK,

RRFR
i EWIERBAFEHEEIA,
S X ¥ liveness probesreadiness probeif$t, MRNABESMNMAIN, NiZE 2R N EIRESRD

ﬁo
i. IZEIE=,

BBEVSEE, BASBREERNTMER, FlKubernetessd iz FAE & B &2 B liveness probe
NEE, LHEHEDNERENME., HTHRUME, ENNEEFER, FHESLIETRETER
# Deployment,

o REBL
PodBEHZ—HEER, AETREREEXMK.

Initialized: True
Ready: False
ContainersReady: False
PodScheduled: True

HABREEBTUNT:

2019-05-22 06:42:09.245 INFO [gateway,,,] 1 --—— [ main] c.c.c.ConfigServicePro
pertySourceLocator : Connect Timeout Exception on Url - http://config:8888. Will be tryin

g the next url if available

SERE

TfiXEi%Sk config:8888 EETJ, Zﬁﬁ%?ﬂlﬁPodE’\]I@%ﬁﬂiﬁﬁtﬂ%, iﬁﬁ? hostNetwork: true
BITECSM L 4% S BB A T Kubernetes serviceZ 1.

#Z{gSgateway-deployment.yamEEAE &, HiBTkubectl applyEHEE, EN—EHRE.
XfEREEEMERSBEEE *-deployment.yamE& B EIE£ M.,
BRITE
JUERFEER, BRauksE220s, WRXNOMNA, B@idkubect EHEE,
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BAESLE- SwarmiTZKubernetes

AR RS Kuberneteshi

11.6. fIR: xE
11.6.1. BB EHRES

BR 59

AXNBAEZRSZ SwarmERH1H X M B B RARE
_ Kubernet
;Wgrm*'“ SwarmirEa X ;U SSTEEE 5 33 ;Vf{r;]‘m SEER  MEEE
= & 5
name serviceZ R, TASTEIE Kubernetes A3z, F# B B TiEE
A, TR, BB, %,
kompose
image BRER. imagetrss, & i BiE
%®.
containerPortir&S &G X kompose
ports BER I O BRET, SMBIERKR, MEERCS i % BaE
Bz ENodePort, %,
environm . - _ ko_mfz)ose
ent ABRHETE, enviRss, B iy B
%,
=5 BS
= Hvolume Rvolume kompose
EHEINERAEMR volumeMounts#5ss. St mp
volumes sEgSwarm Bzt
5. volumestiss, BEE&ER KUbe.LnEt %,
B esfc &R
° i,
Es BE
;:ap ad Wcap_ad
cap_add/ EINHBIRE /X AZE securityContext:capabili ~ d/cap dr d/cap_dr ko_m!oose
N opky Bt
cap_drop EBUANR tiestres, opHY
SwarmiE Kubernet %®.
= =g esfL &/~
e i,
EA1Z5%1, container®
HrootiHBHEIEM rootX
R, &M, containeri Bs
A =
E’Jroo RS —PE lﬁz;‘,, M privileg
&R PRI, Rprivileg ed: kompose
privileged securityContext: privileg ed: ’ - p
: true privileged BFEIREE, o ogizs. truetd trued B
BB EIE Shost L8 swarmge  <upermet - &.
&, FETURG BErpl, — OEET
mount, EERFMBE Bl
docker&zsdh/E51docker
BeR,
409 > NHRA: 20220701



A RS Kubernetesh BRAESLE- Swarmit#Kubernetes

Kubernet
Swarm#x N F R Kubernetestt & Swarmfg — N
s 5 SwarmiREs & X ;F 22 = =g esEL &R WiaER
. 11
#s i
Hl;em li Amem_li kompose
mem_limi EEARNAFERR resource:request/limits il mit &9 EEJJ‘p:F
t il o R, Kubernet =
Swarmgg — %,
= =) esBLER
° Bl
N i
,{l'l,c/u sh Rcpu_sh kompose
cpu_share  fEERB[/XcpuRIRIR resource:request/limits areSE’\]_ aresty EEJJE‘
s il o e, Kubernet =
Swarm@g — %,
= = esBLER
° B,

4%, iF s#AE
kernel_me A docker run S5, KubernetesAR37#F, iE# B B TiEE
mory el %,
memswa P .

N S T SEIE
p_reserva  [@ docker run 8%, Kubernetes 325y, HE# B i3 EEE
. BHE . %,
tion

¥, iF #E
me.ms.W<a B docker run B, Kubernetes A3 #F, % B B ToiEE
p_limit 2B, %,

\Xi%, iF HAE
shm_size & docker run 2%, Kubemetes A%k, T8 i & s

2. %,
RERETEIEOOM
- Killer, #1 docker Kub tes R FE TS
oom-ki run | BSDH--00m- ubernetes 5, & B B TiEE
disable i e 2B, %,
kill-disable 2#1EX—
.
volumes
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BAESLE- SwarmiTZKubernetes R RSKubernet eshi

Swarmfg & =4l Kubernetes#t & =4l

all

Najan
SETUID

logging:
options:
max-file: '10'
max-size: 10m
labels:
aliyun.scale: '1'
aliyun.log_store_requestlog: stdout
aliyun.log_tt1l_requestlog: 30
aliyun.log.timestamp: false
aliyun.routing.session_sticky: "true"
aliyun.routing.port_5000: auth-service.local
aliyun.latest_image: true
aliyun.depends: config
links:

/data/oss .

volume-name-piggymetrics
/data/nas

vh-has-piggymetrics
/data/yunpan

vn-yunpan-piggymetrics
/var/run/docker. sock

auth-service-claim3
Always

volume-name-piggymetrics
- auth-mongodb

volumes:

- 'volume_name_piggymetrics:/data/oss:rw'

— 'VN_NAS_PIGGYMETRICS:/data/nas:rw'

— '"VN_YUNPAN_PIGGYMETRICS:/data/yunpan:rw'

- '/var/run/docker.sock:/var/run/docker.sock: rw'
memswap_Llimit: @

=0

volume-name-piggymetrics
vn-nas-piggymetrics

vn-nas-piggymetrics
vh-yunpan-piggymetrics

vh-yunpan-piggymetrics

/var/run/docker. sock
auth-service-claim3

EEiFE, B2 Wauth-service-deployment.yaml ,

cap_add/cap_drop
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Swarmfg & =4l Kubernetes#t & =4l

-~

stdout
registry-vpc.cn-zha
auth-service

kernel_memory: @
name: auth-service
entrypoint:
'java'
'=Xmx200m'
'—jar"
'/app/auth-service.jar

cap_add:

- all
cap_drop:

— SETGID

- SETUID
privileged: true

all

SETGID
SETUID

HHRE, 531 auth-service-deployment.yaml

privileged: true

Swarmiig &=l Kubernetes?z & =4l
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Swarmfg & /R

name: auth-service
entrypoint:
'java'
'~Xmx200m" -
'—jar"
'/app/auth-service.jar'

cap_add:

- all
cap_drop:

- SETGID

- SETUID
privileged: true

mem_limit

Kubernetesft & ;x4

registry-vpc.cn-zhangjiakou,al
auth-service

all

SETGID
SETUID

/data/oss
volume-name-piggymetrics
/data/nas

HHBRE, 521 auth-service-deployment.yaml,

413
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Swarmfg & /R

labels:
aliyun
curl

http:
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.

oom-kill

.probe.cmd: >-
—u user:configPwd

probe.initial_delay_seconds:
probe.timeout_seconds: '30'
scale: '10'

rolling_updates: 'true'
rolling_updates.parallelism:
auto_scaling.max_cpu: '70'
auto_scaling.min_cpu: '30'
auto_scaling.step: '1'
auto_scaling.max_instances:
auto_scaling.min_instances:
latest_image: 'false'’

-disable: true

memswap_Llimit: 2000000000

shm_size
memswap_

: 67108864
reservation: 536870912

kernel_memory: @
name: config
mem_limit: 1073741824
cpu_shares: 100

cap_add:
- all

cpu_shares

Swarmig & ;=)

127.0.0.1:8888/account-service/spring.da

139"

191

110"
111

Kubernetesft & ;x4

CONFIG_SERVICE_PASSWORD
configPwd

ommand

curl

-u

user:configPwd

http://127.0.0.1:8888/account-service/spring|
elaySe ]

Always

I config-deployment.yaml ,

Kubernetes?t & =4l
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labels:
aliyun
curl

http:

aliyun

aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.

oom-kill

shm_size

.probe.cmd: >-
—u user:configPwd
127.0.0.1:8888/account-service/spring.da
.probe.initial_delay_seconds:
probe.timeout_seconds: '30'
scale: '10'
rolling_updates: 'true'
rolling_updates.parallelism:
auto_scaling.max_cpu: '70'
auto_scaling.min_cpu: '30'
auto_scaling.step: '1'

auto_scaling.max_instances:
auto_scaling.min_instances:
latest_image: 'false'
—disable: true
memswap_limit: 2000000000

: 67108864

memswap_reservation: 536870912
kernel_memory: @

name: config

mem_limit: 1073741824
cpu_shares: 100

Cap_add:
- all

11.6.2. KM EHRE

AXNEBBBRSSWarmEEH XN A M EFE,

Kubernetesft & ;x4

CONFIG_SERVICE_PASSWORD
configPwd

user:configPwd

http://127.
ialDe

HFHERE, 2

Always

0.0.1:8888/account-service/spring

W config-deployment.yaml ,

Swarmix Swarm#x . Swarmfg &7 Kubernetes .

sz may A KubernetesBL & /5 2 5 iy RS

restart ;EEE restartPolicy#r=s ., 4 B I;;:nposeﬁﬂlﬁ
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Swarm#xr
EoE]

aliyun.late
st_image

depends_
on

aliyun.dep
ends

environme
nt:
affinity:se
rvicel=db

environme
nt:
constraint
:group==
1

Swarmir
F2AX

=EHER
RIR
5.

RERS
FEUES
-

RERS
FSUES
.

RERS
ENEEE
REM,
Ve
BELR
(affinity:
service)

°

FRRERR
=k
Bogroup: 1
RS
=L

£,

TR Kubernetesfie &5 %

imagePullPolicy#r%s,

F Finit

container, liveness/read
inessIREH SR ASTIRSS
BERAE. KBIKES

BE, FMS LIRS

#.

A Ainit

container, liveness/read
inessIFEFERAIIRS
RERE . KBLEEY

BE, FHS LIRS

o

£ Kubernetesth o] P&
affinity.nodeAffinity
affinity.podAffinity
affinity.podAntiAffinity
R fNodeD PodEF M
&, £0Afinity and
anti-affinity,

fEKubernetes o] PAE T
nodeSelectorsEffNode
TR, &

I nodeSelector,

SwarmE &~
4l

aliyun.latest_
image: true

R

B
Jenvironme
nt:

constraint:gr

oup==18
SwarmE &~
B,

Kubernetes
(=il

B
Maliyun.late
st_imagefy
Kubernetes
A=/

R

B
Menvironme
nt:
constraint:gr
oup==18Y
Kubernetes
(A=

nfenER

FF .

kompose#&iz
&, 1BBOZ R XY
Rz B R S A *-
deployment.yam
[, M
imagePullPolicy
BRE. MRRE
5, MAREKRZ
always,

FiEH:

kompose#ti

&, BBz A
BB RS A *-
deployment.yam
L, IR
nodeSelectorfg
&,
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Swarmix
e

aliyun.pro
be.cmd

aliyun.pro
be.initial_
delay_sec
onds

aliyun.pro
be.timeou
t_seconds

aliyun.pro
be.url

;N;;T*m XJ M Kubernetesfe & /5%
BERE
HiTHR
& Shell &5 livenessProbetr&s,
B
Wprobe,
livenessProbe #R% .
@ 309
e fESwarmBE
HEREQE
HER%XE
NSO TN
&, HAS
EAE=S PN
RAARS .
o B
ERER Kubernetes
HMFER b, mE
NP livenessProb
b eRBEM,
= = mj
Rprobe, Kubernetes
SEFlER
ae:, A
FERIZARSS
NE—EE
REGHE,
EEIS RS
Kubernetes
AEERS
=/, SEBR
ST,
BERERE
?;%i;w livenessProbetr&s
M probe,
HTTP,
TCP &R
B9 URL, livenessProbetr s
=
R probe,

SwarmE &~
4l

Bs
Maliyun.prob
e.cmd,
aliyun.probe.
initial_delay_
seconds#
aliyun.probe.
timeout_sec
ondsty
SwarmEt &R
#l,

B
Ialiyun.prob
e.urlfy

Swarmit &R

B,

Kubernetes
(=]

B
Maliyun.pro
be.cmd.
aliyun.probe.
initial_delay_
seconds#
aliyun.probe.
timeout_sec
ondsty
Kubernetes
BLE R,

B2
Maliyun.pro
be.urlty

Kubernetes

BB,

M iER
komposeBziE
%,
komposeBziE
%,
komposeB 1T
%,
komposeBzhiE
%,
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Swarm#xy Swarmix Swarmft &7 Kubernetes
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P A0S, K BSwarmf & %,
=0 Kubernetes
e BB,
s e
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command argsings = 0
mn< . E"]SWarmEEE *go
=g Kubernetes
Ve RETH.
aliyun.latest_image
Swarmgt &=l Kubernetes#t & =4l
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io.kompose.service: config
name: config

type: RollingUpdate
rollingUpdate
maxUnavailable
maxSurge
template
metadata
creationTimestamp
labels
io.kompose.service: config
spec
containers
env
- name: CONFIG_SERVICE_PASSWORD
value: configPwd
image
imagePullPolicy: Always
TivenessProbe
exec
command
curl
- -u
user:configPwd

- http://127.0.0.1:8888/account-service/spring.data.mongodb . host

initialDelaySeconds
timeoutSeconds
name: config
resources

FHEE, BEL

aliyun.latest_image: true

environment: constraint:group==

Swarmig & 7=l Kubernetes#t & 4l
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registry-vpc. cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/config:
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FBpiVersion: extensions/vlbetal
kind: Deployment
metadata
annotations
aliyun.probe.url: tcp://container:27017
kompose.cmd: kompose convert -f source/swarm-piggymetrid
kompose.version: 1.17.0 (HEAD)
creationTimestamp
labels
io.kompose.service: auth-mongodb
name: auth-mongodb
spec
replicas
strategy
template
metadata
creationTimestamp
labels

auth-mongodb:
environment:
MONGODB_PASSWORD: $MONGODB_PASSWORD
constraint: group==db
image: registry-vpc.cn-zhangjiakou.aliyuncs.com/
restart: always
labels:
aliyun.probe.url: tcp://container:27017
logging:
options:
max-size: 10m
max-file: '10'
entrypoint: '/init.sh'
devices:
- /dev/mem:/dev/mem

i0.kompose.service: auth-mongodb
spec
nodeSelector
group: db
containers
command
/init.sh

env
name: MONGODB_PASSWORD
value: mongodbPwd
name: constraint
value: group==db
image: registry-vpc.cn-zha kou.aliyuncs.com/goo
livenessProbe
tcpSocket
port
name: auth-mongodb
resources
restartPolicy: Always

FHEE, BEL

o

aliyun.global
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Swarmfg & /R

espiVersion: extensi.
kind: DaemonSet
metadata
annotations
aliyun.global
aliyun.latest_image
kompose.cmd: kompose convert -f source/swarm-piggymetrics.
kompose.version: 1.17.0 (HEAD)
creationTimestamp
labels
io.kompose.service: logtail2
name: logtail2
spec
template
metadata
creationTimestamp
labels
io.kompose.service: logtail2
spec
hostNetwork
dnsPolicy
dnsConfig
nameservers
100.100.2.136
100.100.2.138
hostAliases
hostnames
www . baidu.com
ip: 192.168.0.1
hostnames
sample.aliyun.com
ip: 192.168.253.8
containers
env
name: log_region
value: cn_hangzhou
image: registry.aliyuncs.com/acs-sample/logtail:yunqgi

logtail2:
image: registry.aliyuncs.com/acs-sample/logtail:yunqi
labels:
aliyun.latest_image: true
aliyun.global: true

devices:

- /dev/mem:/dev/mem
environment:

- log_region=cn_hangzhou

net: host
extra_hosts:
- "www.baidu.com:192.168.0.1"
- "apollo.pro.sample.com:192.168.253.8"
dns:
- 100.100.2.136
- 100.100.2.138
cap_add:
- SYS_RAWIO

FHEE, BSL o

aliyun.rolling_updatesflaliyun.rolling_updates.parallelism
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config:

environment:
— CONFIG_SERVICE_PASSWORD=configPwd

image: >-

registry-vpc.cn-z

hostname:

restart:
logging:

config
always

options:
max-file: '10'

max-size: 10m

labels:

aliyun.

curl

http:
aliyun.
aliyun.
alivun,
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.

probe.cmd: >-

gjiakou.aliyuncs.com/goomoon-pig|

—-u user:configPwd

127.0.0.1:8888/account-service/spring.

probe.initial_delay_seconds: '30'
probe.timeout_seconds: '30'

scale: '10'

rolling_updates: 'true'
rolling_updates.parallelism: '2'

auto_scaling.
auto_scaling.
auto_scaling.
auto_scaling.
auto_scaling.
latest_image:

max_cpu: /97|

min_cpu: '30'

step: '1'

max_instances: '10'

min_instances: '1'
'false'

aliyun.auto_scaling.*

Kubernetesft & ;x4

iVersion

ata

FHERE,

extensions/vlbetal

Deployment

config

&2 M config-deployment.yaml ,
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- CONFIG_SERVICE_PASSWORD=configPwd
T o>—
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon—pig
: config
: always iE

'10' el CPUREER %
: 10m
BAEEEE 10
P
B ERER 1

curl -u user:configPwd

aliyun.probe.cmd. aliyun.probe.initial _delay_seconds®l
aliyun.probe.timeout_seconds
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config:

environment:
— CONFIG_SERVICE_PASSWORD=configPwd

image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/con

hostname: config

restart: always

logging

config
max-size:
labels:
aliyun.probe.cmd: >-
-u user:configPwd
127
aliyun.probe.initial_delay_seconds: config
aliyun.probe.timeout_seconds: '30'
aliyun ale: '2'

aliyun.rolling_updates: 'true'
aliyun.auto_scaling.max_cpu: '70'

CONFIG_SERVICE_PASSWORD
configPwd
gistry-vpc, cn-zhangjiakou. aliyuncs, com/goomoon-piggymetrics/config:lates

aliyun.auto_scaling.min_cpu: '30'

aliyun.auto_scaling.step: '
aliyun.auto_scaling.max_instance:
aliyun.auto_scaling.min_instances:

oom-kill-disable: true

memswap_limit: 2000000000

wd
.0.1:8888/account-service/spring.data.mongodb. host

aliyun.latest_image: true

HHERE, 55 config-deployment.yaml ,

aliyun.probe.url

Swarmft & =4 Kubernetes#t & =4l
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max-size: 10m

labels:

aliyun.
aliyun.
aliyun.
.routing.session_sticky: 'true'
aliyun.
aliyun.
aliyun.
aliyun.
.rolling_updates.paralleli
aliyun.
aliyun.
aliyun.
aliyun.
.auto_scaling.min_instances: '1'
aliyun.
aliyun.
aliyun.

aliyun

aliyun

aliyun

probe.url: 'http://container:4000/index.html’
probe.initial_delay_seconds: '50"'
probe.timeout_seconds: '30'

scale: '1'

routing.port_4000: gateway;gateway.swarm.piggymetrics.com
1b.port_4000: tcp://independent-slb:8080

rolling_updates: 'true'

auto_scaling.max_cpu: '70
auto_scaling.min_cpu:
auto_scaling.step: '1'
auto_scaling.max_instances: '10"'

log_store_requestlog: stdout
log_ttl_requestlog: 30
log.timestamp: true

extra_hosts

Swarmfi & 7=l
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template
metadata
creationTimestamp
labels
io.kompose.service: gateway
spec
containers

env
name: CONFIG_SERVICE_PASSWORD
value: configPwd
name: aliyun_logs_requestlog
value: stdout
name: availability
value: az=

image: registrv-voc.cn-zhangjiakou.aliyuncs

livenessProbe
httpGet
path: /index.html
port
initialDelaySeconds
timeoutSeconds
name: gateway
ports
containerPort
resources
restartPolicy: Always
atus

FHEE, 5L

Kubernetes#t & =4l
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Version: extensions/vlbetal
kind: DaemonSet
metadata
annotations
aliyun.global
aliyun.latest_image
kompose.cmd: kompose convert -f source/swarm-piggymetrics.yaml
kompose.version: 1.17.0 (HEAD)
reationTimestamp

io.kompose.service: logtail2
name: logtail2
spec
template
metadata
creationTimestamp
labels
io.kompose.service: logtail2
spec
hostNetwork
dnsPolicy
dnsConfig
nameservers
100.100.2.136
100.100.2.138
hostAliases
hostnames
www . baidu. com
ip: 192.168.0.1
hostnames
sample.aliyun.com
ip: 192.168.253.8
containers
env
name: log_region
value: cn_hangzhou
image: registry.aliyuncs.com/acs-sample/logtail:yunqi

FHEE, HEL o

logtail2:
image: registry.aliyuncs.com/acs-sample/logtail:yunqi
labels:
aliyun. latest_image: true
aliyun.global: true
devices:
- /dev/mem: /dev/mem
ronment:
- log_region=cn_hangzhou
net: host
extra_hosts:
- "www.baidu.com:192.168.0.1"
- "apollo.pro.sample.com:192.168.253.8"
dns:
- 100.100.2.136
- 100.100.2.138
cap_add:
- SYS_RAWIO

entrypoint
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kompose convert -f swarm-piggymetrics.yaml.demo
1.17.0 (HEAD)

ompc rvice: auth-service
name: auth-service

memswap_limit:
shm_size: 0
memswap_reservation:
kernel_memory: 0
name: auth-service
entrypoint:
'java'
'=Xmx200m' -
'—jar"
'/app/auth-service.jar'
cap_add:
- all
cap_drop:
- SETGID
- SETUID
privileged: true

e: auth-service

-Xmx500m
-jar
/app/auth-service. jar
command
java
-Xmx200m
-jar
/app/auth-service. jar
ACCOUNT_SERVICE_PASSWORD

accountPwd

R_NAM

HFHEE, B2 MW auth-service-deployment.yaml,

command

Swarmig & 7=l Kubernetes#t & =4l
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md: kompose convert -f swarm-piggymetrics.yaml.demo
i 1.17.0 (HEAD)

vice: auth-service

auth-service:
environment:
MONGODB_PASSWORD=mongodbPwd
NOTIFICATION_SERVICE_PASSWORD=notificationPwd
STATISTICS_SERVICE_PASSWORD=statisticsPwd
ACCOUNT_SERVICE_PASSWORD=accountPwd

auth-service

CONFIG_SERVICE_PASSWORD=configPwd
CLUSTER_NAME=$CLUSTER_NAME
image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon—-piggymetrics/a

iners

java

-Xmx500m
command: ["java", "-Xmx5@@m", "-jar", "/app/auth-service.jar"] j
restart: always
logging:
options:
max-file: '10'
max-size: 10m
labels:
aliyun.scale: '1'
aliyun.log_store_requestlog: stdout
aliyun.log_ttl_requestlog: 30
aliyun.log.timestamp: false
aliyun.routing.session_sticky: "true"
aliyun.routing.port 5000: auth-service.local

-Xmx200m
-jar
/app/auth-service. jar

ACCOUNT_SERVICE_PASSWORD
e: accountPwd
CLUSTER_NAME
value: K8SCluster

FHEE, B2 N auth-service-deployment.yaml,
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— Kubernet
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Kubernetes A3z
V1 fRcomposeX  #EF], Hop: Ea e FEE:
HIE, REMLE net: host o] E mn/etEl’\] etk -
net #3, Bdockersy A swarmge, | Kubernet lfor;mose%f&i,ﬁ%ﬂﬁ
STEH--net; hostNetwork: & =5 esi &R i{?baﬂ;ih MZIRE
B0 net, true, ERMEE e i, H.
Kubernetes 2 H

AX¥F, &M Host
namespaces,
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Swarmfg & =4l

logtail2:
image: registry.aliyuncs.com/acs-sample/logtail:
labels:
aliyun.latest_image: true
aliyun.global: true
devices:
- /dev/mem: /dev/mem
environment:
- log region=cn_hangzhou
net: host
extra_hosts:
- "www.baidu.com:192.168.0.1"
- "apollo.pro.sample.com:192.168.253.8"
dns:
- 100.100.2.136
- 100.100.2.138
cap_add:
— SYS_RAWIO

aliyun.routing.port_

Kubernetes#t & =4l

¢piVersion: ext
ind: DaemonSet

kompose. cmd

ame

logtail

ensions/vlbetal

t_image
kompose convert -f source/swarm-piggymetrics.
1.17.0 (HEAD)

logtail2
2

io.kompose.service: logtail2

name
value
image

log_region
cn_hangzhou
registry.aliyuncs.com/acs-sample/logtail :yunqgi

name: logtail2

capab
add

S
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Swarmfg & =4l Kubernetes#t & 4l

~ CONFIG_SERVICE_PASSWORD=configPwd

extensi
=

Ingress

registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/gatew
gateway

gateway
gateway

gateway . c7f537c92438f415b%43e7c2f8ca30@b3b . cn-zhangjiakou.alicontainer.com

gateway
gateway . swarm.piggymetrics.com

'htt container:4000/index.html'

gateway

000:

: gateway;gateway.swarm.piggymetrics.com
tcp://independent-sib: 8080

HHEE, B2 gateway-ingress.yaml,
‘true'

hostname

Swarmiig & =) Kubernetes?t & =4l

Bl ARSS

me

INFIG_SERVICE_PASSWORD=configPwd

%fﬂ=0| config I
1ma HEad
reaistrv-voc,cn-zhangjiakou.aliyuncs.com/goomoon-piggymet sem R .
5263 AR %5 & (Headless Service)
ES S config ¥
Oifm
robe.cmd: >- 9
—u user:configPwd |saas ‘ |sass | |saas Tcr 4 ©
T Q o
mE O M

@ we  EIRHANER—EE (GRE1) &
service B FRRSEHIE, RO ARSREO,

links
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Swarmfg & =4l

: $CONFIG_SERVIC

: $ACCOUNT_SERV
: $MONGODB_PASSWORD
: $RDS_PASSWORD
: $RDS_URL
: $CLUSTER_NAME
: service!=account-mongodb
1 >—
registry-vpc.cn-zhangjiakou.aliyuncs.co
: account-service
: always

- auth-service. local

- account-mongodb:account-mongodb
- account-db:account-db

: service_healthy

external_links

Swarmig & 7=l

Kubernetesft & ;x4

BIREEES

%f-‘i:o Iac:cum-woﬂgodu I

R KRR 4
"SR iERR & % Hl(Headless Service)

RE: account-mengodb B

WOBS: o
& ;L] EEEO ]
© (o | [ | [ || ¢ @
IE O &M
g O m

@ wE  EIRHAABE— EEMservice
AFREHE.

Kubernetes#t & =4l
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Swarmfg & =4l Kubernetes#t & 4l

BERERSS

B

SCH

)3 %5 2 Hl(Headless Service)
auth-service g
: $CONFIG_SERVICE_PASSWORD
¢ $ACCOUNT_SERVICE_PASSWORD CIRe Oifi
: $MONGODB_PASSWORD
¢ $RDS_PASSWORD
: $RDS_URL

5000 5000 5000| TcP 4 ©

: $CLUSTER_NAME
: service!=account-mongodb
# © &
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-pid s ok
: account-service :

: always

- o [T
— auth-service. local -

- account-mongodb:account-mongodb
- account-db:account-db

@ wm  EIRHANE— T EENservice T
ARSI,

: service_healthy

external: ***
external: *i RSN LBERT T,

external:
host: $SRDS URL
ports:
- 3306
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Swarmfg & =4l

$RDS_URL

- 3306

aliyun.lb.port_*

Swarmfg & =4

Kubernetesft & ;x4

vl
I: Service

kompose convert -f source/swarm-piggymetrics.yaml -
1.17.0 (HEAD)

) 2rvi account-db

account-db

rm-8vb0228mnrm@482hk .mysql .zhangbei . rds .aliyuncs. com
None
ExternalName

Balan

HHBRE, 155 Maccount-db-service.yaml,

Kubernetesft & ;x4
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Swarmiie & <l Kubernetestt & R4l

EHERS
£H gateway-sib1
w2 NN L
HEOERed OEm
4000 8090 4000 Tce B B
2 O Em AMSHRERS N
- CONFIG_SERVICE_PASSWORD=configPwd service.beta.kubemetes true e
1 >
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/gateway: latest]
: gateway service beta kubermetes Ib-8vb0xu4716944817xax | ©
: always
- config service.beta kubemetes. internet =
- '80:4000'
i service. beta kubemnetes hitp:8090 e
& © &m

5t

: gateway;gateway.swarm.piggymetrics.com
: tcp://independent-slb: 8080
: 'true'

Y

dns
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Swarmfg & /R

logtail2:
image:
labels:
aliyun. latest_image: true
aliyun.global: true
devices:
— /dev/mem: /dev/mem
environment:
- log_region=cn_hangzhou
net: host
extra_hosts:
- "www.baidu.com:192.168.0.1"
— "apollo.pro.sample.com:192.168.253.8"
dns:
- 100.100.2.136
- 100.100.2.138
cap_add:
- SYS_RAWIO

registry.aliyuncs.com/acs—sample/1

11.6.4. HEREBEE RS

AXNBRRIRS SwarmER E X 1Y B SR ERRE,

Kubernetesft & ;x4

d kompase convert -f source/swarm-piggymetrics.yaml
n: 1.17.0 (HEAD)

ice: logtail2

logtail2

100.100.2.136
100.100.2.138

www.baidu.com
192.168.0.1

mes
sample.aliyun.com
192.168.253.8

log_region
value: cn_hangzhou

HHEE, B2 Wlogtail2-daemonset.yaml ,

_ 3 R
S R _ S = Kub t
warm#g — ibemnetas _warmEEE ume_rne es TR
& = e il [i=wt]l
BEERR
aliyun_logs = wE
8=
li A
aliyun.log_s RERE, Raliyun.log /{;folg:llzci
V092 gasmAmeeEEm  BREEE  store<log T - 0 .
tore_<logst _ store_name komposeB#iEH
BExHERS. ERSFEE store_name
ore_name> >H
Kubernetes >fJSwarm
puog o — Kubernetes
EEE”—'\O EEETWJO —
i,
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P Swarmiz&Ea X

R BHERSES
&, ARIRERE
EIE HERER
B, BAIAX, BY
EH 1~365 KX, RER
BENEA B R 2
X. BRERHER
aliyun.log_t %o

glﬁi” KPR B EYIAR

- B, NREHEE
BieM S REH
B, BEEEERS
B ARRE.

DockerfE I BB
aliyun.log.ti BHRIEFEZSHM
mestamp timestamp, S5

MEERS .

aliyun.log_store_<logstore_name>

Swarméc &=l

X ML
Kubernetes

BREAR

REX MR
BEXHE, B
ZHCEH
SARSS IR
B#ETIR
=

Kubernetes
AXF, T
BRg,

Swarmft & Kubernetes
w5l =il
I
aliyun.log
aliyun.log_t _ttl_<logst
tl_requestlo ore_name>
g: '30' ]
Kubernetes
BB,
& i
Kubernetesft & 7=/l

WferER

FaEBIE:

1. EEE
Kubernetes&ig
XA, FiEE R
BAEY (X
EHERSER
3 R HY

Logstore)

2. BREHERSE
HlaEl
Logstorefit &,
BHRREFRE
B,

AR, —REd
XD BIAR
time,
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Swarmfg & =4l

image: >-—

registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/accq

hostname: account-service
restart: always
external_links:
- auth-service. local
links:
— account-mongodb:account-mongodb
- account-db:account-db
depends_on:
config:
condition: service_healthy
logging:
options:
max-size: 10m
max-file: '10'
ELEH
aliyun.scale: '1'
aliyun.log_store_requestlog: stdout
aliyun.log_store_errorLog: /var/log/common/common_error.log
aliyun.log_store_monitorLog: /var/log/monitor/monitor_digest.log
aliyun. log_ttl_requestlog: 30
aliyun.log.timestamp: true

aliyun.log_ttl <logstore_name>

Kubernetes#t & =4l

MONGODB_PASSWORD
mongodbPwd
RDS_PASSWORD
hello@1235
RDS_URL
u rm-8vb@228mnrm@482hk.mysql . zhangbei . rd
affinity
e: service!=account-mongodb
aliyun_logs_errorLog
/var/1og/common/common_error.log
aliyun_logs_monitorLog
/var/log/monitor/monitor_digest.log
aliyun_logs_requestlog
stdout
registry-vpc.cn-z
account-service

Jiakou.aliyuncs.com

/var/1og/common
volumn-sls-errorlog
ath: /var/log/monitor
volumn-sls-monitorlog

Li Always

volumn-sls-errorlog

ame: volumn-sls-monitorlog

HMEE, 152 Laccount-service-
deployment.yaml,
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Kubernetesfg & ;x4

#XLogstore K=

acslog-proje

11.7. fix®: "SR EHEH

account-db-service.yaml

apiVersion: vl
kind: Service
metadata:
name: account-db
namespace: default
spec:
type: ExternalName

externalName: rm-8vb0228mnrm0482hk.mysqgl.zhangbei.rds.aliyuncs.com

account-service-deployment.yaml

apiVersion: extensions/vlbetal
kind: Deployment
metadata:
annotations:
aliyun.log store errorLog: /var/log/common/common error.log
aliyun.log store monitorLog: /var/log/monitor/monitor digest.log
aliyun.log store requestlog: stdout
aliyun.scale: "1"
kompose.cmd: kompose convert -f source/swarm-piggymetrics.yaml --volumes PersistentVolu
meClaimOrHostPath
kompose.version: 1.17.0 (HEAD)
creationTimestamp: null
labels:
io.kompose.service: account-service

name: account-service
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spec:
replicas: 1
strategy: {}
template:
metadata:
creationTimestamp: null
labels:
io.kompose.service: account-service
spec:
containers:
- env:
- name: ACCOUNT SERVICE PASSWORD
value: accountPwd
- name: CLUSTER NAME
value: K8SCluster
- name: CONFIG SERVICE PASSWORD
value: configPwd
- name: MONGODB PASSWORD
value: mongodbPwd
- name: RDS PASSWORD
value: hello@1235
- name: RDS URL
value: rm-8vb0228mnrm0482hk.mysqgl.zhangbei.rds.aliyuncs.com
- name: affinity
value: service!=account-mongodb
- name: aliyun logs errorlog
value: /var/log/common/common error.log
- name: aliyun logs monitorlog
value: /var/log/monitor/monitor digest.log
- name: aliyun logs requestlog
value: stdout

image: registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/account-servic

name: account-service
resources: {}
volumeMounts:
- mountPath: /var/log/common
name: volumn-sls-errorlog
- mountPath: /var/log/monitor
name: volumn-sls-monitorlog
restartPolicy: Always
volumes:
- emptyDir: {}
name: volumn-sls-errorlog
- emptyDir: {}
name: volumn-sls-monitorlog

status: {}

auth-mongodb-deployment.yaml
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apiVersion: extensions/vlbetal
kind: Deployment
metadata:
annotations:
aliyun.probe.url: tcp://container:27017
kompose.cmd: kompose convert -f source/swarm-piggymetrics.yaml --volumes PersistentVolu
meClaimOrHostPath
kompose.version: 1.17.0 (HEAD)
creationTimestamp: null
labels:
io.kompose.service: auth-mongodb
name: auth-mongodb
spec:
replicas: 1
strategy: {}
template:
metadata:
creationTimestamp: null
labels:
io.kompose.service: auth-mongodb
spec:
nodeSelector:
group: db
containers:
- command:
- /init.sh
env:
- name: MONGODB PASSWORD
value: mongodbPwd
- name: constraint
value: group==
image: registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/mongodb
livenessProbe:
tcpSocket:
port: 27017
name: auth-mongodb
resources: {}
restartPolicy: Always

status: {}

auth-service-deployment.yaml

apiVersion: extensions/vlbetal
kind: Deployment
metadata:
annotations:
aliyun.latest image: "true"
aliyun.log store requestlog: stdout
aliyun.routing.port 5000: auth-service.local
aliyun.scale: "1"
kompose.cmd: kompose convert -f source/swarm-piggymetrics.yaml --volumes PersistentVolu
meClaimOrHostPath
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kompose.version: 1.17.0 (HEAD)
creationTimestamp: null
labels:
io.kompose.service: auth-service
name: auth-service
spec:
replicas: 1
strategy:
type: Recreate
template:
metadata:
creationTimestamp: null
labels:
io.kompose.service: auth-service
spec:
containers:
- args:
- Jjava
- —-Xmx500m
- -jar
- /app/auth-service.jar
command:
- java
- —Xmx200m
- -jar
- /app/auth-service.jar
env:
- name: ACCOUNT SERVICE PASSWORD
value: accountPwd
- name: CLUSTER NAME
value: K8SCluster
- name: CONFIG SERVICE PASSWORD
value: configPwd
- name: MONGODB PASSWORD
value: mongodbPwd
- name: NOTIFICATION SERVICE PASSWORD
value: notificationPwd
- name: STATISTICS SERVICE PASSWORD
value: statisticsPwd
- name: aliyun logs requestlog
value: stdout
image: registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/auth-service:1
atest
name: auth-service
ports:
- containerPort: 5000
resources: {}
securityContext:
capabilities:
add:
- all
drop:
- SETGID
- SETUID

447 > MHRRA: 20220701



REEIRE KuberneteshR BIESE- SwarmiTiKubernetes

privileged: true
volumeMounts:
- mountPath: /data/oss
name: volume-name-piggymetrics
- mountPath: /data/nas
name: vn-nas-piggymetrics
- mountPath: /data/yunpan
name: vn-yunpan-piggymetrics
- mountPath: /var/run/docker.sock
name: auth-service-claim3
- mountPath: /data/tmp
name: auth-service-claim4
restartPolicy: Always
volumes:
- name: volume-name-piggymetrics
persistentVolumeClaim:
claimName: volume-name-piggymetrics
- name: vn-nas-piggymetrics
persistentVolumeClaim:
claimName: vn-nas-piggymetrics
- name: vn-yunpan-piggymetrics
persistentVolumeClaim:
claimName: vn-yunpan-piggymetrics
- hostPath:
path: /var/run/docker.sock
name: auth-service-claim3
- hostPath:
path: /tmp
name: auth-service-claimé

status: {}

config-deployment.yaml

apiVersion: extensions/vlbetal
kind: Deployment
metadata:
annotations:

aliyun.auto scaling.max cpu: "70"

aliyun.auto scaling.max instances: "10"

aliyun.auto scaling.min cpu: "30"

aliyun.auto scaling.min instances: "1"

aliyun.auto scaling.step: "1"

aliyun.latest image: "false"

aliyun.probe.cmd: curl -u user:configPwd http://127.0.0.1:8888/account-service/spring.d
ata.mongodb.host

aliyun.probe.initial delay seconds: "30"

aliyun.probe.timeout seconds: "30"

aliyun.rolling updates: "true"

aliyun.rolling updates.parallelism: "2"

aliyun.scale: "3"

kompose.cmd: kompose convert —-f source/swarm-piggymetrics.yaml --volumes PersistentVolu
meClaimOrHostPath

kompose.version: 1.17.0 (HEAD)

~rreatinanTimaatamn: nnll
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Ui e e+ s
labels:
io.kompose.service: config
name: config
spec:
replicas: 10
strategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable: 2
maxSurge: 13
template:
metadata:
creationTimestamp: null
labels:
io.kompose.service: config
spec:
containers:
- env:
- name: CONFIG SERVICE PASSWORD
value: configPwd
image: registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/config:latest
imagePullPolicy: Always
livenessProbe:
exec:
command :
- curl
= =
- user:configPwd
- http://127.0.0.1:8888/account-service/spring.data.mongodb.host
initialDelaySeconds: 30
timeoutSeconds: 30
name: config
resources:
limits:
cpu: "1"
memory: "1073741824"
securityContext:
capabilities:
add:
- all
restartPolicy: Always
status: {}

gateway-deployment.yaml
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apiVersion: extensions/vlbetal
kind: Deployment
metadata:
annotations:
aliyun.auto scaling.max cpu: "70"
aliyun.auto scaling.max instances: "10"
aliyun.auto scaling.min cpu: "30"
aliyun.auto scaling.min instances: "1"
aliyun.auto scaling.step: "1"
aliyun.log store requestlog: stdout
aliyun.probe.initial delay seconds: "50"
aliyun.probe.timeout seconds: "30"
aliyun.probe.url: http://container:4000/index.html
aliyun.rolling updates: "true"
aliyun.rolling updates.parallelism: "2"
aliyun.routing.port 4000: gateway;gateway.swarm.piggymetrics.com
aliyun.scale: "1"
kompose.cmd: kompose convert —-f source/swarm-piggymetrics.yaml —--volumes PersistentVolu
meClaimOrHostPath
kompose.version: 1.17.0 (HEAD)
creationTimestamp: null
labels:
io.kompose.service: gateway
name: gateway
spec:
replicas: 1
strategy: {}
template:
metadata:
creationTimestamp: null
labels:
io.kompose.service: gateway
spec:
containers:
- env:
- name: CONFIG SERVICE PASSWORD
value: configPwd
- name: aliyun logs requestlog
value: stdout
image: registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/gateway:latest
livenessProbe:
httpGet:
path: /index.html
port: 4000
initialDelaySeconds: 50
timeoutSeconds: 30
name: gateway
ports:
- containerPort: 4000
restartPolicy: Always

status: {}
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gateway-ingress.yaml

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
creationTimestamp: null
labels:
io.kompose.service: gateway
name: gateway
spec:
rules:
- host: gateway.c7£537c92438£415b943e7c2£8ca30b3b.cn-zhangjiakou.alicontainer.com
http:
paths:
- backend:
serviceName: gateway
servicePort: 80

- host: gateway.swarm.piggymetrics.com

http:
paths:
- backend:
serviceName: gateway
servicePort: 80
status:

loadBalancer: {}

logtail2-daemonset.yaml
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apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
annotations:
aliyun.global: "true"
aliyun.latest image: "false"
kompose.cmd: kompose convert —-f source/swarm-piggymetrics.yaml —--volumes PersistentVolu
meClaimOrHostPath
kompose.version: 1.17.0 (HEAD)
creationTimestamp: null
labels:
io.kompose.service: logtail2

name: logtail2

spec:
template:
metadata:
creationTimestamp: null
labels:
io.kompose.service: logtail2
spec:

hostNetwork: true
dnsPolicy: "None"
dnsConfig:
nameservers:
- 100.100.2.136
- 100.100.2.138
hostAliases:
- ip: "192.168.0.1"
hostnames:
- "www.baidu.com"
- ip: "192.168.253.8"
hostnames:
- "sample.aliyun.com"
containers:
- env:
- name: log region
value: cn_hangzhou
image: registry.aliyuncs.com/acs-sample/logtail:yungi
name: logtail2
resources: {}
securityContext:
capabilities:
add:
- SYS RAWIO

restartPolicy: Always

swarm-piggymetrics.yaml

version: '2'
services:
rabbitmg:
image: >-

registry-vpc.cn-hangzhou.aliyuncs.com/hd docker images/rabbitmg:latest
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hostname: rabbitmg
restart: always
ports:
- '15672:15672"
logging:
options:
max-file: '10'
max-size: 10m
labels:

aliyun.scale: '1'

aliyun.routing.port 15672: rabbitmg

memswap limit: 0

shm size: 0

memswap reservation: 0

kernel memory: 0
name: rabbitmg
config:

environment:

- CONFIG SERVICE PASSWORD=configPwd

image: >-

registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/config:latest

hostname: config
restart: always
logging:
options:
max-file: '10'
max-size: 10m
labels:
aliyun.probe.cmd: >-

curl -u user:confi

http://127.0.0.1:8888/account-service/spring.data.mongodb.host

aliyun.probe.initial delay seconds:

aliyun.probe.timeout
aliyun.scale: '10'

aliyun.rolling updat

aliyun.rolling updates.parallelism:

aliyun.auto scaling.
aliyun.auto scaling.
aliyun.auto scaling.
aliyun.auto scaling.
aliyun.auto scaling.
aliyun.latest image:
oom-kill-disable: true
memswap limit: 2000000
shm size: 67108864
memswap_ reservation: 5
kernel memory: O
name: config
mem limit: 1073741824
cpu_shares: 100
cap_add:
- all
registry:

environment:

gbPwd

_seconds: '30'

es: 'true'

max cpu: '70'
min cpu: '30'
step: '1'

max_ instances:
min_instances:

'false'

000

36870912

30"

Lol

10"
e
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- CONFIG SERVICE PASSWORD=configPwd
image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/registry:latest
hostname: registry
restart: always
depends_on:
- config
ports:
- '8761:8761"
logging:
options:
max-file: '10'
max-size: 10m
labels:
aliyun.scale: '1'
aliyun.routing.port 8761: eureka
memswap limit: 0
shm size: 0
memswap reservation: 0
kernel memory: 0O
name: registry
gateway:
environment:
- CONFIG SERVICE PASSWORD=configPwd
image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/gateway:latest
hostname: gateway
restart: always
depends_on:
- config
ports:
- '80:4000"
logging:
options:
max-file: '10'
max-size: 10m
labels:
aliyun.probe.url: 'http://container:4000/index.html’
aliyun.probe.initial delay seconds: '50'
aliyun.probe.timeout seconds: '30'
aliyun.routing.session sticky: 'true'
aliyun.scale: '1'
aliyun.routing.port 4000: gateway;gateway.swarm.piggymetrics.com
aliyun.lb.port 4000: tcp://independent-slb:8080
aliyun.rolling updates: 'true'
aliyun.rolling updates.parallelism: '2'
aliyun.auto scaling.max cpu: '70'
aliyun.auto scaling.min cpu: '30'
aliyun.auto scaling.step: '1'
aliyun.auto scaling.max instances: '10'
aliyun.auto scaling.min_instances: '1'
aliyun.log store requestlog: stdout # g‘é%stdoutﬂE?Urequestlogﬂﬁ’gq:
aliyun.log ttl requestlog: 30 # EBrequestlogHEEREHIEREIOXR
aliyun.log.timestamp: true # Docker TEUWNEEBRERIIHMERLLERERBEHRM timestamp

EI .
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external L1nks:
- auth-service.local
oom-kill-disable: true
name: gateway
auth-service:
environment:
- MONGODB PASSWORD=mongodbPwd
= NOTIFICATION_SERVICE_PASSWORD:notificationPwd
- STATISTICS SERVICE PASSWORD=statisticsPwd
— ACCOUNT_SERVICE PASSWORD=accountPwd
- CONFIG_SERVICE_PASSWORD=Confingd
- CLUSTER NAME=$CLUSTER NAME
image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/auth-service:latest
command: ["java", "-Xmx500m", "-jar", "/app/auth-service.jar"]
restart: always
logging:
options:
max-file: '10'
max-size: 10m
labels:
aliyun.scale: '1'
aliyun.log store requestlog: stdout # ;i—éistdoutﬁEEUrequestlogEEEEF
aliyun.log ttl requestlog: 30 # EBrequestlogHEEREHIEREIOXR
aliyun.log.timestamp: false # Docker TEUWREEHERIBHERLLEREE RN timestamp
aliyun.routing.session_sticky: "true"
aliyun.routing.port 5000: auth-service.local
aliyun.latest image: 'true'
aliyun.depends: config
links:
- auth-mongodb
volumes:
- 'volume name piggymetrics:/data/oss:rw'
- 'VN_NAS PIGGYMETRICS:/data/nas:rw'
- 'VN_YUNPAN PIGGYMETRICS:/data/yunpan:rw'
- '/var/run/docker.sock:/var/run/docker.sock:rw’
- '/tmp:/data/tmp'
memswap limit: O
shm size: 0
memswap reservation: 0
kernel memory: 0
name: auth-service
hostname: auth-service
entrypoint:
- 'java'
- '-Xmx200m'
- '-jar'
- '/app/auth-service.jar'
cap_add:
- all
cap_drop:
- SETGID
— SETUID
privileged: true

anth—-manandh -
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s sy o -
environment:
MONGODB PASSWORD: $MONGODB_PASSWORD
constraint: group==db
image: registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/mongodb
restart: always
labels:
aliyun.probe.url: tcp://container:27017
logging:
options:
max-size: 10m
max-file: '10'
entrypoint: '/init.sh'
devices:
- /dev/mem:/dev/mem
account-service:
environment:
CONFIG_SERVICE PASSWORD: $SCONFIG SERVICE PASSWORD
ACCOUNT SERVICE PASSWORD: $ACCOUNT_SERVICE_PASSWORD
MONGODB_PASSWORD: S$SMONGODB PASSWORD
RDS PASSWORD: $RDS PASSWORD
RDS URL: SRDS URL
CLUSTER NAME: S$CLUSTER NAME
affinity: service!=account-mongodb
image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/account-service
hostname: account-service
restart: always
external links:
- auth-service.local
links:
- account-mongodb:account-mongodb
- account-db:account-db
depends on:
config:
condition: service healthy
logging:
options:
max-size: 10m
max-file: '10'
labels:
aliyun.scale: '1'
aliyun.log store requestlog: stdout # ;i—éistdoutﬁ::E\EUrequestlogEEEqJ
aliyun.log store errorLog: /var/log/common/common error.log # EEEerrorBEFIrequestlo
gBEEH
aliyun.log store monitorLog: /var/log/monitor/monitor digest.log # ;Eﬁﬁmonitor_digest
BEF requestlogAERFEH
aliyun.log ttl requestlog: 30 # ‘B requestlogAEERAEHIBREIOR
aliyun.log.timestamp: true # Docker TEYNEBEMIBHEALLUAERRE R timestamp
account-mongodb:
environment:
INIT DUMP: account-service-dump.js
MONGODB_PASSWORD: $MONGODB_PASSWORD
constraint: group==

image: registry-vpc.cn-zhangijiakou.aliyuncs.com/goomoon-piggymetrics/mongodb
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restart: always
logging:
options:
max-size: 10m
max-file: '10'
statistics-service:
environment:
CONFIG_SERVICE_PASSWORD: $CONFIG_SERVICE_PASSWORD
MONGODB PASSWORD: $MONGODB_PASSWORD
STATISTICS SERVICE PASSWORD: $STATISTICS_SERVICE_PASSWORD
image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/statistics-service
hostname: statistics-service
external links:
- auth-service.local
restart: always
depends on:
config:
condition: service healthy
logging:
options:
max-size: 10m
max-file: '10'
labels:
aliyun.log store requestlog: stdout # K& stdout HEEIrequestlogAEER
aliyun.log ttl requestlog: 30 # &BrequestlogHEEBETIHIBERFIOR
aliyun.log.timestamp: true # Docker TEWEHENIHMRAILLEFEREFNM timestamp
statistics-mongodb:
environment:
MONGODB_PASSWORD: $MONGODB_PASSWORD
constraint: group==
image: registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/mongodb
hostname: statistics-mongodb
restart: always
logging:
options:
max-size: 10m
max-file: '10'
notification-service:
environment:
CONFIG SERVICE PASSWORD: $CONFIG_SERVICE_PASSWORD
MONGODB PASSWORD: $MONGODB PASSWORD
NOTIFICATION SERVICE PASSWORD: $NOTIFICATION_SERVICE_PASSWORD
image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/notification-service
hostname: notification-service
external links:
- auth-service.local
restart: always
depends_on:
config:
condition: service healthy
logging:
options:
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max-size: 10m
max-file: '10'
labels:
aliyun.log store requestlog: stdout # ;réistdoutﬂ::E\f-éUrequestlogEEEq:
aliyun.log ttl requestlog: 30 # KB requestlogAEEREHIEREIOXR
aliyun.log.timestamp: true # Docker TEWEHEMMHERILUAREREREFM timestamp
notification-mongodb:
image: registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/mongodb
hostname: notification-mongodb
restart: always
environment:
MONGODB_PASSWORD: SMONGODB PASSWORD
constraint: group==
logging:
options:
max-size: 10m
max-file: '10'
monitoring:
environment:
- CONFIG SERVICE PASSWORD=configPwd
image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/monitoring:latest
hostname: monitoring
restart: always
depends_on:
- config
ports:
- '9000:9000"
logging:
options:
max-size: 10m
max-file: '10'
labels:
aliyun.scale: '1'
aliyun.routing.port 9000: hystrix
memswap limit: 0
shm size: 0
memswap reservation: 0
kernel memory: 0O
name: monitoring
turbine-stream-service:
environment:
CONFIG SERVICE PASSWORD: $CONFIG_SERVICE_PASSWORD
image: >-
registry-vpc.cn-zhangjiakou.aliyuncs.com/goomoon-piggymetrics/turbine-stream-service
hostname: turbine-stream-service
restart: always
depends on:
config:
condition: service healthy
ports:
- '8989:8989"'
logging:
options:
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max-size: 10m
max-file: '10'
logtail?2:

image: registry.aliyuncs.com/acs-sample/logtail:yungi

labels:

aliyun.latest image:

aliyun.global: 'true'

devices:
- /dev/mem: /dev/mem

environment:

'false'

- log region=cn hangzhou

net: host

extra hosts:

- "www.baidu.com:192.168.0.1"
- "sample.aliyun.com:192.168.253.8"

dns:
- 100.100.2.136
- 100.100.2.138
cap_add:
- SYS RAWIO
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