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GET /clusters HTTP/1.1
Host: cs.aliyuncs.com

Accept: application/json
User-Agent: cs-sdk-python/0.0.1 (Darwin/15.2.0/x86_64;2.7.10)
x-acs-signature-nonce: f63659d4-10ac-483b-99da-ea8fde6leae3
Authorization: acs ACSbW2iBbyXOPkON:mp/6Wdr18V3qAc5gbhgsqMe/iBOcC
x—acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 11:18:47 GMT
x-acs-signature-method: HMAC-SHAl
Content-Type: application/json;charset=utf-8
X-Acs-Region-Id: cn-beijing




Content-Length: 0
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XML Dl

<? xml version="1.0" encoding="UTF-8"? >

<!—Result root node-->

<Interface name+response>
<!—-Return request tag-->
<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>

<!—Return result data-->
</Interface name+response>

JSON o fj:

{
"RequestId": "4C467B38-3910-447D-87BC-AC049166F216"

/* Response data */

13V T MEE
B—EXFPFLZR

Alibaba Cloud Container Service API ® 7 7+t X7 F L 213 "cs.aliyuncs.com" T3,
BEZ7ORIL

A7 A HTTP 27213 HTTPS F ¥ 2V 2HL TV 72X MEfEzdR—FL T, &
FaUT48LDD, VI TR ZIAETIEITIE HTTPS 7+ 3 VDA T2 2 L 2R L

£9,

DOIXAMER
PUT. POST. GET. DELETE Z Y O HTTP X Vv FRMHHL T, XFXFRV I TR M2k
ELET,

DOITXARNFT A= —
BYVIZZARMIE, RTVO TV ITIZARMRIA—FZ -, FEODEECEEDY) 7T A RS
R —R—BEDIZRPERDHD ET,

DOIRAPIA—FT1 27

VI IR MEBRINBHERIT. €56 UTF-8 ¥ty b2l Ty a—FEhET,



14V a2—V R
API H—E AU SNk, Mi—S X TT—aRahxd, BEh/ HTTP X
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Access Key ID & Access Key > — 2 L v & Alibaba Cloud i & > TARICHITENE T
(Alibaba Cloud 2% 4 b LT, HEE L EHAAEETT ), AccessKeylD i3, 2—¥—0D 5k
TR B TdIHHINE T, AccessKey > —27 L v MM, BHAXEYIEES{LL, ¥—
N—ICEBLLTFINERGET 27 DI EN2 ¥ —TF, 2—F—Iid AccessKey >—27 L v
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Container Service 13, ZEL7=& 7272 RAV AV E2MAELE T, LEdoT,
Container Service IZEEENZTRTOV 7 TR NI, BAERPIZEN TV IHENDD
%9, Container Service iZ. Access Key ID & Access Key > — 27 L v b % {#HH L THFG
BLZFEITL, VI ZRAMEEEOHILEMALL £33, BHHiShila— 2, REShid
DrFUTHIUX, VIZZRAMNIFHMeALINET, Zhliosa. Container Service
BV 7R EEAL, HTTP403 =5 —%KRL £ 3,

HTTP VY 7 = 2 MZEREAN vy X —ZBM L TEREHREMAL, X v —IDPKEINTWS
EERNTIENTEET,

Container Service TlX. Authorization: acs [Access Key ID]:[Signature] DJE=R

THTTP Ny X—IZBAZEO2RENDHD £755

Signature DFIRGIERIRDO LB D TT,

Signature base64 (hmac-shal(VERB + "\n"
+ ACCEPT + "\n"
+ Content-MD5 + "\n"

+ Content-Type + "\n"



+ DATE + &quot;\ n&quot;
+ CanonicalizedHeaders + "\n"
+ CanonicalizedResource))

* VERB X, HTTP XV v F&RL 3 (fl: PUT),

* Acceptid. 7747 FBERTZRDHOAEZRL X9, application/json %71
application/xml Z$§ET& £ 7,

- Content-MD5 (&, EXRXh7Zary7rYD MD5EZRL £75

+ Content-Type ld. BERXhiarrryoxA4 T2 RLET,

- Date FHERMZ R L E S, null iITETZ XA, BfE. GMT BERXDAEBHYR—FEhT
W9, VZIXLMELIE CAS H— N—IRZDED 15 1Bz 5. CASEYV 7T+ %
WRhe AL, =5—400 2R LET, sHllicoVTE, S5FEHDODE I a v 2 TS HE
XV, f]:Thu, 17 Mar 2012 18:49:58 GMT

- CanonicalizedHeaders & HTTP V27 X FAD x-acs- THE 2 71— K OMAE
bDEERLET,
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1. x-acs- CTHHEZTNRTO HTTP V7 TR MAw X =%, INLFICEMLET, X
X, X-ACS-Meta-Name: TaoBao % x-acs-meta-name: TaoBao WKZELEF, V7=
A by Z—413, Alibaba Cloud OEERICHE - T, RLFE/PLFHREBMENERA.
U, MFZREHT2 e 2HRL 7,
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http://cs.aliyuncs.com/clusters?name=my-clusters&resource=new
CanonicalizedResource 7+ —~<v MILIT D@D T,
/clusters? name=my-clusters&resource=new
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ZDOR=TYDRHITIE. Access KeyID & Access Key > —27 L v Md, ZhZhaccess_key
_id & access_key_secret IZRDET, XOHlD LSz, HMED APIMUHL FurJ 6%
EHL T, BTN BT e 2#RLE3, R, BHXFHN Y ¥ TV ORRE LR
LET,

VI IR PDFIIRDOEBH T,

POST http://cs.aliyuncs.com/clusters?paraml=valuel&param2=value2 HTTP/
1.1

Accept-Encoding: -identity

Content-Length: 210

Content-MD5: 6U4ALMkKS]jOPYbeQSHqgmA==

Xx-acs-version: 2015-12-15

Accept: application/json

User-Agent: cs-sdk-python/0.0.1 (Darwin/15.2.0/x86_64;2.7.10)
x-acs-signature-nonce: fbf6909a-93a5-45d3-8b1lc-3e03a7916799
x—acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20:18 GMT

x-acs-signature-method: HMAC-SHAl

Content-Type: application/json;charset=utf-8

X-Acs-Region-Id: cn-beijing

Authorization: LOG <yourAccessKeyId>:<yourSignature>

{"password": "Just$xxxx" "instance_type": "ecs.m2.medium","name": "
my-test-cluster-9708x*xx*" "size": 1,"network_mode": "vpc","data_disk_
category": "cloud","data_disk_size": 10,"ecs_image_id": "m-2531*x*xx1"}

V7 X MER T vt 2

Content-Length & Content-MD5 ZFHEH L £3,

Content-Length: 2> 7 VYV AXDEX



N

3
B INAARAXDIEHEICIE. AR—ZARMTIEH Y T A,

body: {"password": "JustS$xxxx" "instance_type": "ecs.m2.medium","
name": "my-test-cluster-9708**xxx*x" "sjze": 1,"network_mode": "vpc","
data_disk_category": "cloud","data_disk_size": 10,"ecs_image_id": "m-

2531 x*x*xx"}
Content-Length: 210

Content-MD5: MD5 51E 7o+t &

body: {"password": "JustS$xxxx" "instance_type": "ecs.m2.medium","
name": "my-test-cluster-9708x*x*xx" "size": 1,"network_mode": "vpc","
data_disk_category": "cloud","data_disk_size": 10,"ecs_image_id": "m-

2531 Lxx*xx"}

# Calculate the MD5 value of the body.

md5 (body) : €94e002cc90a4a3d0f61b790487aa098

# Convert the MD5 value to a byte array. Convert every two hexadecimal
symbols of the MD5 value to a byte.

# For example, €9 -> 11111111111111111111111111101001 -> -23

bytes(md5(b0dY))i {[_23]) [78]7 [O]; [44]3 [_55]) [10]7 [74]) [6]-]7 [
15]; [97]’ [_73]) [_112]) [72]; [122]’ [_96]) [_104]}

# Convert the obtained byte array to a Base64 string.

base64 (bytes(md5 (body))): 6U4ALMkKSjOPYbeQSHqgmA==

Content-MD5: 6U4ALMKKS]jOPYbeQSHqgmA==

CanonicalizedHeaders ZUH L £ 7,

# List all headers started with 'x-acs-'.

Xx—acs-version: 2015-12-15

x-acs-signature-nonce: ca480402-7689-43ba-acc4-4d2013d9d8d4
x-acs-signature-version: 1.0

x-acs-signature-method: HMAC-SHAl

X-Acs-Region-Id: cn-beijing

# Convert the request name to lowercase letters, delete the spaces
at the beginning and end of each line, and sort the headers in the
lexicographically ascending order. Delete any space at either side of
a separator between request header and content.

# Note: No line break 1is 1in the last line.
x-acs-region-id:cn-beijing

x—acs-signature-method:HMAC-SHA1l

x-acs-signature-nonce: fbf6909a-93a5-45d3-8b1c-3e03a7916799
x-acs-signature-version:1.0

X-acs-version:2015-12-15

CanonicalizedResource B L 7,

Z DOHITIE. CanonicalizedResource DE XX 27 T,



RAIDITOREI \n (BUT) 25D D £3
/clusters? paraml=valuel&param2=value2

Signature ZFtH L £,

SignatureStringZ 7t Y7V L %3, ZOHITIE. BEXFHDOEZIZ 307 TI, \n (XK
1) . BIRDITERLS TR TOITOREBICH D 35

POST

application/json
6U4ALMKKSjOPYbeQSHqgmA==
application/json;charset=utf-8

Wed, 16 Dec 2015 12:20:18 GMT
x-acs-region-id:cn-beijing
x-acs-signature-method:HMAC-SHA1
x-acs-signature-nonce: fbf6909a-93a5-45d3-8b1c-3e03a7916799
Xx-acs-signature-version:1.0
X-acs-version:2015-12-15

/clusters? paraml=valuel&param2=value2

Signature IR L %7,

# Use Access Key Secret to encrypt the signature string. In the
example, the accessKeySecret is access_key_secret.
hmac-shal(SignatureString): fee03d405e42lebaf514adec881038c4b313584d

# Convert the encrypted string to a byte array, similar to the Content
-MD5 calculation method.

# Convert the byte array into a Base64 string to get the final
signature string.

base64 (bytes(hmac-shal(SignatureString))): ZmVIMDNKNDA1ZTQyMWV-i
YWY1MTRhZGVjODgxMDM4YzRiMzEzNTg0ZA==

Signature: ZmVIMDNKNDA1ZTQyMWViYWY1MTRhZGVjODgxMDM4YzRiMzEzZNTgOZA==

5T

HRDIEDZ., LUTD X5 1INy X—1ERzZBML., &&NZHTTP V7 X FZ2{ERL
35

POST http://cs.aliyuncs.com/clusters?paraml=valuel&param2=value2 HTTP/
1.1

Accept-Encoding: -identity

Content-Length: 210

Content-MD5: 6U4ALMkKS]jOPYbeQSHqgmA==

Xx-acs-version: 2015-12-15

Accept: application/json

User-Agent: cs-sdk-python/0.0.1 (Darwin/15.2.0/x86_64;2.7.10)
x-acs-signature-nonce: fbf6909a-93a5-45d3-8b1lc-3e03a7916799
x-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20:18 GMT

x-acs-signature-method: HMAC-SHAl

Content-Type: application/json;charset=utf-8

X-Acs-Region-Id: cn-beijing

Authorization: LOG <yourAccessKeyId>:<yourSignature>

{"password": "Just$xxxx" "jinstance_type": "ecs.m2.medium",'"name": "
my-test-cluster-9708x*xx*" "sjize": 1,"network_mode": "vpc","data_disk_
category": "cloud","data_disk_size": 10,"ecs_image_id": "m-25311*xx%"}
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2.1 /— K DHI
ZDOFRF X Tl Kubernetes 75 XX —0267—h— ) — FZ2HIET 2 HEICOWTH
L %3,

be o
- J—FZHIFRT 2L, Ky FOBITHFELET, Zhud. /— FTEITERTVWERy K
WEoTIRMENZ2 Y — L RIEEITZIGENDY T, Lo T, RERY—EZAND
BOWEHIZOA ) — FZRHIRT 22 2HEREL £3,
- J—FRHIFRTZE, BRILBZWYRZPEUZ0[REEL DD £3., COEEREfTTL L
XX, HACT—&X2Nv 27y L, BETIHIZ L 2HERL F3,
- J—FROHIBEERBTZ . J—REATF Y 2 — L AAEER AT — R AR EINE T,
- O—Hh— ) —FOAHIBETEXET,
I IR MER

) 7 X T (RequestLine)

POST /clusters/{cluster_id}/nodes HTTP/1.1

) 7 LR MF,8F X —&— (URI Param)

2T R =R — 7 R WA W FTRE 3417
cluster_id String DAZE R REIRT 2 S
AX—®D 1D,

Bl Y Z A Ay X—
WL, #HlICOVWTE, TV w7 VI TR Ay X —) ZTBMITEE W,

V27 xR bART 1+ (RequestBody)

{

"nodes": "The nodes that you want to remove",

"release_node": "Specifies whether to release the Elastic Compute
Service (ECS) instances at the same time."
}

Y7 IR MRT 4 D



RES 7 S AW T 3411

Nodes Array WhZH HIFR3 25 /7 — K,
release_node Boolean Bl e ECS A VA&V A%

FIRHCY UV — R 5 %D
EODEIEELE T,
7 7 4V M TlE, ECS
A VARV RZFY Y —
AENFEEA,

L AR X &
L AR > 217 (ResponseLine)

HTTP/1.1 202 OK

Fiplia L 2R 2\ v X — (ResponseHead)

WL, FHIcOVTIEZ. TRT V9 7L RARY ANy X —] ZIZRLITZZ W,
i

Y7 D

POST /clusters/Cccfd68c474454665ace07efce924xxxx/attach HTTP/1.1
RNTVy ZYTIRAPANY X —>
{

"password": "Hellol234",

"nodes": [
"i-xxxx",
"i-yyyy"
}
L AR 2D

HTTP/1.1 202 Accepted
RTVY ZVLARY ANy X—>
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312095 RE—DRT

Z ZTl&. Alibaba Cloud Container Service for Kubernetes T/ L 7= 3 XTDH 7 T &
B —ZRRT BHECOWTHAL 9,

API O ITRX BT
7R MER

aliyun cs GET /clusters
OB R

[

"agent_version": "string",
"cluster_id": "string",
"created": "datetime",
"external_loadbalancer_id": "string",
"master_url": "string",
"name": "string",
"network_mode": "string",
"region_id": "string",
"security_group_id": "string",
"size": "numbers",

"state": "string",

"updated": "datetime",
"vpc_id": "string",
"vswitch_id": "string"

3.2 Kubernetes 75 X2 —D1ERX

2D ¥y 7 Tld, Kubernetes 7 5 2 % —DIERTEICOWTHHL £, B#T 2 API O
FEHCOWTIX, T #unique 125 « BX Y THunique 13) 2 ZHWEL 7Z X0,

APIVDOITRAPELRRIZR
) 7 MER

aliyun cs POST /clusters --header "Content-Type=application/json" --
body "$(cat create.json)"

RT X —R—DiH:

- ——header: Content-Type % application/json & L THHEL 73,



© ——body: —N—IZKEENZ2 VT VYARYLTY, aVy7IrVER—ANT 7 AN OEH
HIAARRET T, JSON JERICT 20 EDH D £F, create.json DAY T U VIFRDED
T,

#H Kubernetes 7 5 2 & —

{
"disable_rollback": "disable_rollback": "indicates whether to roll
back the cluster if the cluster creation fails",

"name": "cluster name",

"timeout_mins": cluster creation timeout,

"cluster_type": "Kubernetes",

"region_id": "region",

"vpcid": "VPC ID",

"master_vswitch_ids": "the IDs of VSwitches on Master nodes. You

must set three VSwitches that are located in different zones to ensure
high availability",
"master_instance_types": "the types of ECS -dinstances used by
Master nodes. You must set three instance types."
"master_count": "the number of Master nodes. Valid values: 3|5."
"container_cidr": "pod Classless Inter-Domain Routing (CIDR) block

"service_cidr": "service CIDR block",

"ssh_flags": "enable SSH access over the Internet. Valid values:
true | false.",

"cloud_monitor_flags":"install the CloudMonitor plugin. Valid
values: true | false.",

"login_password": "password used to log on to cluster nodes by
using SSH. This parameter and the key_pair parameter are mutually
exclusive.",

"key_pair":"the key pair used to log on to cluster nodes by using
SSH. This parameter and the login_password parameter are mutually
exclusive.",

"master_instance_charge_type":"the billing method of Master node
instances. Valid values: PostPaid|PrePaid",

"master_period_unit":"Subscription unit that includes Month and
Year. This parameter takes effect only for the PrePaid billing method
n

"master_period":"Subscription period, which takes effect only for
the PrePaid billing method",

"master_auto_renew":"enable Master node automatic renew. Valid
values: true | false.",

"master_auto_renew_period":"Master node renew period",

"master_system_disk_category": "Master node system disk type",

"master_system_disk_size":"Master node system disk size",

"master_data_disk":"mount data disks to the Master node. Valid
values: true | false.",

"master_data_disk_category":"Master node data disk type",

"master_data_disk_size":"Master node data disk size",

"worker_instance_charge_type":"the billing method of Worker node
instances. Valid values: PostPaid|PrePaid",

"worker_period_unit":"Subscription unit that includes Month and
Year. This parameter takes effect only for the PrePaid billing method
n

"worker_period":"Subscription period, which takes effect only for
the PrePaid billing method",

"worker_auto_renew":"enable Worker node automatic renew. Valid
values: true | false.",

"worker_auto_renew_period":"Worker node renew period",

"worker_instance_types": "Worker node instance types. ",



"worker_vswitch_ids": "the IDs of VSwitches. The value range of
the number of VSwitches 1is 1 to 5.",

"worker_system_disk_category": "Worker node system disk type",

"worker_system_disk_size": "Worker node system disk size",

"worker_data_disk":"mount data disks to the Worker node. Valid
values: true | false.",

"worker_data_disk_category":"Worker node data disk type",

"worker_data_disk_size":"Worker node data disk size",

"num_of_nodes": "the number of Worker nodes",

"snat_entry": Configure an SNAT entry. Valid values: true | false.

"public_slb":"associate an EIP with the intranet SLB -+instance.
Valid values: true | false.",

"cpu_policy": "static|none",

"node_port_range": "value range of node ports. The default value
range is 30000 to 32767",

"proxy_mode": "diptables|ipvs",

"addons": "set addons. This 1is an array object.",

"tags": "set tags for the cluster. This is an array object.",

R A7 4 ~7 Kubernetes 7 5 A & —

{
"disable_rollback": "indicates whether to roll back the cluster if the

cluster creation fails"

"name": "cluster name"

"timeout_mins": "cluster creation timeout"

"cluster_type": "Managed Kubernetes"

"region_id": "region."

"vpcid": "VPC ID "

"vswitch_ids": "the IDs of VSwitches. The value range of the number of

VSwitches is 1 to 5.",
"container_cidr": "pod CIDR block"

"service_cidr": "service CIDR block"
"cloud_monitor_flags":"whether to install the cloud monitoring plugin"
"login_password": "password used to log on to the node by using SSH.

Use either this parameter or the key_pair."
"key_pair":"key pair name. use either this parameter or login_password
n

"worker_instance_charge_type":"Worker node payment type that includes
PrePaid and PostPaid"

"worker_period_unit":"Subscription unit that includes Month and Year.
This parameter takes effect only for the PrePaid payment type"
"worker_period":"Subscription period, which takes effect only for the
PrePaid payment type."

"worker_auto_renew":"whether to enable Worker node automatic renew.
Available values are true and false."
"worker_auto_renew_period":"Worker node renew period"

"worker_instance_types": "Worker dinstance types"
"worker_system_disk_category": "Worker node system disk type"
"worker_system_disk_size": "Worker node system disk size"

"worker_data_disk":"whether to mount data disks to the worker node.
Available values are true and false."
"worker_data_disk_category":"data disk type"
"worker_data_disk_size":"data disk size"

"num_of_nodes": "number of worker nodes"

"snat_entry": "whether to set an SNAT entry"

"public_slb":"associate an EIP with the 1intranet SLB instance. Valid
values: true | false.",

"proxy_mode": "diptables|ipvs",
"addons": "set addons. This 1is an array object.",
"tags": "set tags for the cluster. This is an array object.",

}
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{

"cluster_type": "Ask",

"name": "dindicates the name of a serverless Kubernetes cluster",
"region_id": "dindicates a region",

"nat_gateway": indicates whether to create a NAT gateway. Valid value
true | false.

"private_zone": indicates whether to enable PrivatreZone for service

discovery in a VPC. Valid value: true | false.

"vpc_id": "dindicates the ID of a VPC". If you do not set this
parameter, then the system automatically creates a VPC.
"vswitch_id": "indicates a Vswitch ID"

}
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{

"cluster_id": "c61cf530524474386a7ab5alcl92xx*x"
"request_id": "348D4C9C-9105-4A1B-A86E-B58F0OF875575"
"task_id": "T-5ad724ab94a2b109e8000004"
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