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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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You can upload, manage, and transcode media files, and edit  and review videos in the ApsaraVideo VOD
console. You can also accelerate the delivery of resources and monitor resources based on monitoring
metrics. This topic describes basic information about the ApsaraVideo VOD console.

Overview pageOverview page
Log on to the ApsaraVideo VOD console. The OverviewOverview page appears. The OverviewOverview page displays
resource usage of your account.

The Overview page consists of the following sect ions:

Resource Consumption: displays the overview of resource usage.

The resource usage metrics of the current calendar month includes Total Monthly Traffic, Monthly
Peak Bandwidth, Total Monthly Storage Traffic, and Monthly Transcoded Video Length. The Storage
metric indicates the cumulative usage of the current bucket.

Consumption Trend: displays the trend of resource usage over the last  seven days in charts for you
to monitor business status.

The trend charts display information about Traffic Trend, Bandwidth Trend, Storage Trend, and
Transcoded Video Length Trend.

Billing Method: displays the billing method that you are using. In this sect ion, you can click Change to
change the billing method.

FeaturesFeatures
In the ApsaraVideo VOD console, you can select  features in the left-side navigation pane to configure
the features and view relevant data.

Feature Description

Media Files
You can manage the video files that you upload. You can preview
videos, view video status, enable or disable offline download, and
configure categories and tags.

1.Console overview1.Console overview

ApsaraVideo VOD User Guide··Console overview

> Document  Version: 20220711 5

https://vod.console.aliyun.com/
https://vod.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/86057.htm#multiTask1633


Production Center
A video editing tool. You can use the tool to edit  and generate videos.
You can merge or crop videos and edit  images or texts.

Review
You can perform intelligent review or manual review to check whether
videos, covers, t it les, or comments contain illicit  content.

Configuration Management

You can configure and manage transcoding templates, watermark
templates, snapshot templates, animation templates, video
categories, and workflows. You can configure storage paths in
multiple regions and manage access permissions on each storage path.
You can also configure a callback to obtain video status at the earliest
opportunity.

CDN Configuration

You can manage accelerated domain names. For example, you can add
or delete domain names and modify basic information and
configurations of domain names. You can also refresh and prefetch
resources and configure offline download settings.

Data Center
You can query usage data, such as traffic, bandwidth, or storage data,
by t ime. You can also query and download the access logs of a domain
name.

Billing Information You can view billing details and resource plan information.

DRM Certificates
You can manage digital rights management (DRM) certificates, issue
DRM licenses, encrypt videos based on DRM, and decrypt and play DRM-
encrypted videos.

Feature Description
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This topic describes the features of online edit ing and how to use online edit ing in the ApsaraVideo
VOD console.

Usage notesUsage notes
 To enable Online edit ing, submit  a t icket.

Online editing environmentOnline editing environment
To use online edit ing, you must use Google Chrome. The following table describes the formats of media
assets that you can edit  by using online edit ing.

Type Format

Video MP4

Image PNG and JPG

Audio MP3

Not e Not e If  you want to edit  media assets of other formats, transcode the media assets to a
format that is supported by online edit ing. For more information, see Configure transcoding
template groups.

Online editing GUIOnline editing GUI
The following figure shows the graphical user interface (GUI) of online edit ing.

2.Production center2.Production center
2.1. Use online editing2.1. Use online editing
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Asset area (1 in the preceding figure)

Video preview area (2 in the preceding figure)

Track edit ing area (3 in the preceding figure)

FeaturesFeatures
Basic edit ing

Feature Description

Split  a single video track into clips and
merge multiple clips.

You can split  a single video track into clips and merge multiple
clips. For example, you can split  a single video track with the
starting part, ending part, or middle part retained, and merge the
clips based on your requirements.

Add text or images on a single video
track.

You can add banner text, images, static watermarks, or animated
watermarks to a single video track. In addition, you can add such
content to the entire video track, to specified areas of the video
track, or in specified intervals along the timeline of the video track.

Blur specified parts of a single video
track.

You can blur specified parts of a single video track.

Crop an image of a single video track
or add black borders.

You can crop an image of a single video track or add black
borders.

Extract audio from a single video track
and mute or adjust the volume of the
video track.

You can extract audio from a single video track and mute or adjust
the volume of the video track. You can mute the entire video track
or a specified part of the video track.
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Split  a single audio track into clips and
merge multiple clips.

You can split  a single audio track into clips and merge multiple
clips.

Mute or adjust the volume of a single
audio track.

You can mute or adjust the volume of a single audio track. You
can mute the entire audio track or a specified part of the audio
track.

Add an independent subtitle file to a
video.

You can add an independent subtitle file to a video. Subtitle files
in the .ass and .srt  formats are supported.

Feature Description

Advanced edit ing

Feature Description

Mix multiple audio or video tracks.
You can mix multiple audio tracks, multiple video tracks, or
multiple audio and video tracks. This feature applies to dubbing
and picture-in-picture (PiP) scenarios.

Add special effects.
The following effects are supported: fade-in and fade-out,
translation, and zoom in or zoom out.

Convert images into a video.
After multiple images are uploaded, you can convert the images
into a video.

Asset areaAsset area
The following edit ing features, including Mat erialsMat erials, Subt it lesSubt it les, St ickersSt ickers, and T ransit ionsT ransit ions, are available
in the asset  area.

Edit ing features and basic operations

Mat erialsMat erials

The assets in the Materials area are from the media asset  library of the ApsaraVideo VOD console.
The assets in the media asset  library are not affected when you add assets to the Materials area or
remove assets from the Materials area. However, if  you delete assets from the media asset  library, the
assets are also deleted from the Materials area. For more information about how to manage the
media asset  library, see Manage media assets.

Add asset sAdd asset s

In the Mat erialsMat erials area, click VideosVideos, AudioAudio, or ImagesImages, and then click Add f rom Media AssetAdd f rom Media Asset
LibraryLibrary in the upper-right corner of the Materials area. In the Add Media File panel, select  the asset
that you want to add, and then click OKOK. If  you have a large number of assets, you can select  ByBy
NameName or By Edit ing T imeBy Edit ing T ime to search for the assets that you want to add. If  the exist ing assets do
not meet your requirements, you can click Upload Media FilesUpload Media Files to add assets. For more information,
see Upload media files by using the ApsaraVideo VOD console.

After the asset  is added to the Materials area, move the pointer over the asset  and click the ++  icon.
Then, the asset  is added to the track edit ing area.

Subt it lesSubt it les

Online edit ing supports only text  subtit les.
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Add subt it lesAdd subt it les

Mover the pointer over the sample subtit le and click the ++  icon. Then, the subtit le is added to the
track edit ing area.

St ickersSt ickers

The following types of st ickers are available in online edit ing: BubblesBubbles, Lif eLif e, EmojisEmojis, At mosphereAt mosphere,
and Cut eCut e.

Add st ickersAdd st ickers

Mover the pointer over the st icker that you want to add and click the ++  icon. Then, the st icker is
added to the track edit ing area.

T ransit ionsT ransit ions

The following types of transit ions, including Zoom In IIZoom In II, GridGrid, Lef t -t o-Right  Wipe ILef t -t o-Right  Wipe I, ClockwiseClockwise
Scan IScan I, and FadeFade are available in online edit ing.

Add t ransit ionsAdd t ransit ions

Drag the required transit ion between two video clips on a single video track.

Video preview areaVideo preview area
In the video preview area, you can play, fast  forward, and rewind the video.

You can preview the video, st ickers, and subtit les and adjust  the posit ions or sizes of these assets in real
t ime.

Track editing areaTrack editing area
The following edit ing features are available in the track edit ing area: undoundo, redoredo, splitsplit , delet edelet e,
displaydisplay, and volume set t ingvolume set t ing.

The following table describes the shortcut  keys that you can use to speed up your video edit ing.

Shortcut key Feature

Space Pause or preview a video.

Ctrl+C Copy a clip.

Ctrl+V Paste a clip.

← or →
Rewind or forward a video. If you hold the → key,
the video is fast forwarded.

Ctrl++ or Ctrl+- Zoom in or zoom out the t imeline of a video.

Home Seek to the beginning of a video.

End Seek to the end of a video.

Ctrl+S Save the edit.

Ctrl+Z Undo an operation.
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Ctrl+Shift+Z Redo an operation.

macOS: Delete

Windows: Backspace
Delete an asset.

Shortcut key Feature

Usage not es on t he t rack edit ing areaUsage not es on t he t rack edit ing area

The track edit ing area provides the following tracks from top to bottom: tracks for adding subtit les,
st ickers, f ilters, and effects, tracks for adding videos and images, and tracks for adding audio.

At least  one video track must be present in the track edit ing area.

A track that contains assets cannot be deleted.

If  an asset  is added to the track edit ing area, you cannot remove the asset  from the Materials area.

When you add an asset, the asset  is added next  to the pointer in the corresponding track.

You can double-click an asset  in the corresponding track to edit  the asset.

When you click the split  icon, only the asset  in the track that you click is split .

You can use the split  feature to split  an asset  in the corresponding track at  the posit ion of the
pointer.

If  a track contains Asset  A and Asset  B, and you drag Asset  A to cover a part  or all of Asset  B, the
covered part  or all of Asset  B disappears and is replaced with Asset  A.

Edit  t he asset  in a t rackEdit  t he asset  in a t rack

Subt it le t rackSubt it le t rack

Click the subtit le in a subtit le track. In the asset  edit ing area, you can modify the values of the
Cont entCont ent , FontFont , Font  ColorFont  Color, and St yleSt yle fields. You can adjust  the posit ion of the subtit le in the video
and view the results in the video preview area.

When you click the split  icon, the subtit le is split  into two subtit les with the same sett ings. The
duration of the original subtit le is split  at  the posit ion of the pointer.

St icker t rackSt icker t rack

Click the st icker in a st icker track. In the asset  edit ing area, you can adjust  the posit ion of the st icker in
the video and view the results in the video preview area.

When you click the split  icon, the st icker is split  into two st ickers with the same sett ings. The duration
of the original st icker is split  at  the posit ion of the pointer.

Video t rackVideo t rack

Click the video in a video track. In the asset  edit ing area, you can add an effect  to the video and view
the results in the video preview area.

The following effects, including MosaicMosaic, T V SnowT V Snow, T V FlickerT V Flicker, and 2x Split  Screen2x Split  Screen, are available in
online edit ing.

When you click the split  icon, the video is split  into two clips at  the posit ion of the pointer.

Audio t rackAudio t rack

Click the audio in an audio track. In the asset  edit ing area, you can adjust  the audio volume.

When you click the split  icon, the audio is split  into two clips at  the posit ion of the pointer.
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Image t rackImage t rack

Click the image in an image track. In the asset  edit ing area, you can adjust  the posit ion of the image in
the video and view the results in the video preview area.

When you click the split  icon, the image is split  into two images with the same sett ings. The duration
of the original image is split  at  the posit ion of the pointer.

ProcedureProcedure
1. Log on to the ApsaraVideo VOD console.

2. In the left-side navigation pane, click Product ion Cent erProduct ion Cent er.

3. Click Video Edit ingVideo Edit ing. The Video Editor page appears.

4. Click Edit  New VideoEdit  New Video.

5. Click Mat erialsMat erials and add the asset  that you want to edit .

Add subtit les, st ickers, and effects as required.

6. Edit  the added assets in the track edit ing area.

7. After you complete the edit ing, click Generat eGenerat e in the upper-right corner of the page.

Not iceNot ice

Video Resolution: the resolut ion of the generated video. If  you set  this parameter to
Same as Video Source, the resolut ion of the generated video is the same as that of the
source video.

Transcoding Template: You can use the transcoding template to upload the generated
video to the media asset  library of the ApsaraVideo VOD console. For more information
about how to transcode a video, see Configure transcoding template groups.

8. Generate a video.

Enter a value for the NameName field, set  other required fields, and click OKOK.
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ApsaraVideo VOD provides the automated review and manual review features for you to review
uploaded files. Before you publish videos, you can review the videos to ensure that the video content is
compliant. You can bring inappropriate videos offline before they are published. This avoids or
minimizes the adverse effects of these videos.

TermsTerms
Automated review: You can configure automated review templates on the Review Sett ings page. For
more information, see Configure review settings.The automated review feature is supported only in the
China (Shanghai), China (Beijing) and Singapore regions. To use the automated review feature in the
Singapore region, you must submit a t icket.

Manual review: Manual reviews are performed by personnel. These reviews have a higher priority than
automated reviews.

ProcedureProcedure
1. Log on to the ApsaraVideo VOD console.

2. In the left-side navigation pane, choose ReviewReview >  > Cont ent  Moderat ionCont ent  Moderat ion.

3. On the To Be Reviewed page, select  the video that you want to review.

You can filter videos by upload date. For example, you can select  AllAll or Cust om T imeCust om T ime. You can
also filter videos by video name or video ID.

4. Start  a review.

3.Media file review3.Media file review
3.1. Review videos3.1. Review videos
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i. Start  an automated review.

Click Aut omat ed ReviewAut omat ed Review in the Act ions column of an unreviewed video. The video is
reviewed based on the default  review template. If  you have configured no review
templates, the preset  template is used. For information about how to configure a review
template, see Configure review sett ings.

Click Re-reviewRe-review in the Act ions column of a video that failed to pass a review. The video is
reviewed based on the default  review template. If  you have configured no review
templates, the preset  template is used. For information about how to configure a review
template, see Configure review sett ings.
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ii. Wait  until the automated review is complete.

Under ReviewUnder Review is displayed in the Machine Review Status column of the video that is being
reviewed for the first  t ime.

Re-reviewRe-review is displayed in the Machine Review Status column of the video that is being
reviewed again.

iii. View the review status after the automated review is complete.

If  Successf ul reviewSuccessf ul review is displayed in the Machine Review Status column, the automated review
is complete.

ApsaraVideo VOD User Guide··Media file review
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i. Start  a manual review.

To perform a manual review, use one of the following methods:

Click Human reviewHuman review in the Act ions column of a video. View the video snapshots that appear
and click PassedPassed or BlockedBlocked as needed.

Click Det ailsDet ails in the Act ions column of a video. On the Video review details page, preview the
video and click PassedPassed or BlockedBlocked as needed. You can also view the automated review
results and manual review results on the Video review details page.

On the To Be Reviewed page, select  one or more videos and click PassedPassed or BlockedBlocked at  the
bottom of the page to manually review the selected videos at  a t ime.

ii. View the review status after the manual review is complete.

If  ReviewedReviewed is displayed in the Human Review Status column and PassedPassed or BlockedBlocked is
displayed in the Final Review Result  column, the review is complete.

ApsaraVideo VOD allows you to configure review sett ings. You can configure intelligent review
templates based on your business requirements and use the intelligent review templates to review
videos in a convenient manner.

ProcedureProcedure
1. 

2. Log on to the ApsaraVideo VOD console. In the left-side navigation pane, choose ReviewReview >
Set t ingsSet t ings.

3. On the Review Sett ings page, click the Review Conf igurat ionReview Conf igurat ion tab. In the ProcessProcess sect ion, click
Modif yModif y. In the Review Process dialog box, select  a review process and click OKOK.

You can select  Review Af t er PublishReview Af t er Publish or Review Bef ore PublishReview Bef ore Publish. The default  review process is
Review After Publish.

Review Af t er PublishReview Af t er Publish: After a video is transcoded, the video is marked as NormalNormal and can be

3.2. Configure review settings3.2. Configure review settings
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played. You need to perform Human review for the video in Content Moderation. If  you blockblock
the video, the video cannot be played.

Review Bef ore PublishReview Bef ore Publish: After a video is transcoded, the video is marked as ReviewingReviewing and
cannot be played. You can play the video only after the video passes the review.

4. On the Review Conf igurat ionReview Conf igurat ion tab, click Modif yModif y in the Int elligent  ReviewInt elligent  Review sect ion. In the
Configure Intelligent Review dialog box, select  a machine review template, and click OKOK.

You can add a machine review template on the Add Int elligent  Review T emplat eAdd Int elligent  Review T emplat e page.

Add an intelligent review templateAdd an intelligent review template
You can use one of the following methods to go to the Add Int elligent  Review T emplat eAdd Int elligent  Review T emplat e page.

On the Review Conf igurat ionReview Conf igurat ion tab, click Modif yModif y in the Int elligent  ReviewInt elligent  Review sect ion. In the Configure
Intelligent Review dialog box, click Add New T emplat eAdd New T emplat e to go to the Add Int elligent  ReviewAdd Int elligent  Review
T emplat eT emplat e page.
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On the Review T emplat eReview T emplat e tab, click AddAdd to go to the Add Int elligent  Review T emplat eAdd Int elligent  Review T emplat e page.

The following table describes the parameters on the Add Int elligent  Review T emplat eAdd Int elligent  Review T emplat e page.

Parameter Description

Template Name Specify the name of your template.

Review Type

The review types include Illicit  Content Identification, Violence, Ad Detection,
Logo Detection, Undesirable Content Detection, and Audio Anti-spam.

Illicit  Content Identification can be categorized into porn, suggestive, and
normal.

Violence can be categorized into blood and gore, explosion, peculiar
costumes, peculiar logos, weapons, polit ics, fights, protests, parades, car
accidents, flags, landmarks, and others.

Ad Detection can be categorized into polit ics, porn, abuse, terrorism, illicit
content, junk content, spam, illegal ads, QR code, mini program code, other
ads, and normal.

Logo Detection can be categorized into trademarks, controlled logos, and
normal.

Undesirable Content Detection can be categorized into picture-in-picture (PiP),
smoking, live streaming while driving, no image content such as black screen
or white screen, and normal.

Audio Anti-spam can be categorized into junk information, ads, polit ics,
terrorism, abuse, porn, spam, violation, custom keywords, and normal. For
example, if custom keywords are detected in an audio, the audio is blocked.

Not e Not e The intelligent review feature in the Singapore (Singapore)
region supports only the review types of Illicit  Content Identification,
Violence, and Undesirable Content Detection.
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Review Scope

The review scope includes Cover, Name, and Video.

Not iceNot ice

A maximum of five video thumbnails can be reviewed.

The size of a video tit le or bullet comment cannot exceed 128
bytes.

The duration of a video cannot exceed six hours.

Review Content Only Image can be reviewed.

Auto Block

If you turn on Auto Block, videos whose Machine Review Result is Violation are
automatically blocked and cannot be played. The Machine Review Result is
returned based on the intelligent review template that you configure. The Auto
Block feature may result  in high risks. If you want to enable this feature, proceed
with caution.

Parameter Description
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ApsaraVideo VOD provides the data monitoring feature. You can use this feature to monitor resources
and real-t ime bandwidth and traffic.

ContextContext
Data monitoring supports resource monitoring and real-t ime monitoring.

ProcedureProcedure
1. Log on to the ApsaraVideo VOD console.

2. In the left-side navigation pane, find Dat a Cent erDat a Cent er.

4.Data center4.Data center
4.1. Data monitoring4.1. Data monitoring
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i. Choose Dat a Monit oringDat a Monit oring >  > Resource Monit oringResource Monit oring to go to the Resource Monitoring page.

You can view the details about the following metrics by domain, region, Internet service
provider (ISP), t ime granularity, and t ime period. The t ime granularity can be 5 minutes or 1
hour. The t ime period can be today, yesterday, last  seven days, last  30 days, or a custom
period.

Item Metric

Traffic Bandwidth Bandwidth and traffic

Back-to-origin Statistics
Back-to-origin bandwidth and back-to-origin
traffic

Number of Visits
The number of requests and the number of
queries per second (QPS)

Hit Rate N/A

HTTP Code 5xx codes, 4xx codes, 3xx codes, and 2xx codes

The data that is shown in the line chart  of resource monitoring slightly differs from the billing
data. For example, a 30-day line chart  of resource stat ist ics is plotted at  14,400-second
intervals. The billing data is plotted at  300-second intervals. The line chart  does not take all
points into account and can be used to show the bandwidth trend. The billing data is more
fine-grained and can be used to calculate the actual bandwidth usage.

Not e Not e You cannot select  a specified region or ISP for the hit  rat io.
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ii. Choose Dat a Monit oringDat a Monit oring >  > Real-t ime Monit oringReal-t ime Monit oring to go to the Real-t ime Monitoring page.

You can view the details about the following metrics by domain, region, ISP, and t ime period.
The t ime period can be the last  hour, the last  6 hours, the last  12 hours, or a custom t ime
period.

Item Metric

Basic Date
Bandwidth, traffic, the number of requests, and
QPS

Back-to-origin Traffic
Back-to-origin traffic and back-to-origin
bandwidth

Quality Monitoring
Request hit  ratio, byte hit  ratio, 5xx codes, 4xx
codes, 3xx codes, and 2xx codes

Based on the data that is collected by ApsaraVideo Player from clients, ApsaraVideo VOD can provide
statist ics on playback behaviors and popular resources, which can facilitate your operations.

1. Log on to the ApsaraVideo VOD console.

2. In the left-side navigation pane, find Dat a Cent erDat a Cent er. Choose Dat a Monit oringDat a Monit oring >  > AnalysisAnalysis to go to
the Stat ist ical Analysis page.

3. On the tab of the item that you want to view, select  the required metrics and click SearchSearch.

4.2. Statistics4.2. Statistics
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The following table describes the items, metrics, and periods of stat ist ics.

Statistical item Statistical metric Statistical period

PV/UV

The number of page views (PVs), the
number of unique visitors (UVs), user
distribution by region, and the
proportions of Internet service
providers (ISPs)

Today, yesterday, last 7 days, last 30
days, and a custom time period that is
within the last 90 days

Area & ISP
Ranking, region, total traffic, traffic
proportion, the number of visits, visit
proportion, and response time

Today, yesterday, last 7 days, last 30
days, and a custom time period that is
within the last 90 days

Domain Name
Rankings

The visit  ranking of the domain names
for CDN

Today, yesterday, last 7 days, last 30
days, and a custom time period that is
within the last 90 days

Popular Referer
Traffic, traffic proportion, the number
of visits, and visit  proportion

Yesterday and a custom time period
that is within the last 90 days

Popular URLs
Traffic, traffic proportion, the number
of visits, and visit  proportion

Yesterday and a custom time period
that is within the last 90 days

Playback

The number of UVs, the number of
video views (VVs), the number of
playbacks per capita, playback
duration per capita, and the durations
of single playbacks

Today, yesterday, last 7 days, last 30
days, and a custom time period that is
within the last 90 days
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Top Rankings

The ApsaraVideo VOD console displays
the data of the 100 most-played
videos. You can use the API to query
the data of the 1,000 most-played
videos.

Yesterday and a custom time period

Statistical item Statistical metric Statistical period

Not e Not e Playback data is collected and shown 2 to 6 hours after the data is generated.

ApsaraVideo VOD provides usage stat ist ics on the resources you use, such as the traffic, bandwidth,
storage, and transcoded output length. This helps you monitor your resource usage. You can also
export  the details of resource usage.

ProcedureProcedure
1. Log on to the ApsaraVideo VOD console.

2. In the left-side navigation pane, find Dat a Cent erDat a Cent er.

3. Click UsageUsage to go to the Usage page.

4. Click the tab of the resource that you want to view.

Tab Description Region

Traffic/Bandwidt
h

You can query the traffic and peak
bandwidth of a specific domain name.

Chinese mainland, Asia Pacific 1, Asia
Pacific 2, Asia Pacific 3, North America,
South America, Europe, Middle
East/Africa

Storage Traffic

You can query the cumulative traffic
that is generated for your account
when source video files are
downloaded from storage regions
without using Alibaba Cloud CDN.

China (Shanghai), China (Beijing),
Singapore (Singapore), Germany
(Frankfurt), Japan (Tokyo), Indonesia
(Jakarta), India (Mumbai), and China
(Shenzhen)

Storage
You can query the usage and changes
of the storage space in your account.

China (Shanghai), China (Beijing),
Singapore (Singapore), Germany
(Frankfurt), Japan (Tokyo), Indonesia
(Jakarta), India (Mumbai), and China
(Shenzhen)

4.3. Resource usage4.3. Resource usage
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Transcoded
Video Length

You can query the output resolution
and length of the transcoded videos.

China (Shanghai), China (Beijing),
Singapore (Singapore), Germany
(Frankfurt), Japan (Tokyo), Indonesia
(Jakarta), India (Mumbai), and China
(Shenzhen)

Video AI

You can query the length of videos
that are processed by using the
automated review feature or the
media fingerprint feature.

China (Shanghai), China (Beijing),
Singapore (Singapore), Germany
(Frankfurt), Japan (Tokyo), Indonesia
(Jakarta), India (Mumbai), and China
(Shenzhen)

Tab Description Region

What's nextWhat's next
You can export  traffic and bandwidth data to your local machine to perform detailed data query and
data analysis.

1. On the Det ail Dat a ExportDet ail Dat a Export  tab, click Creat e T askCreat e T ask.

2. Enter a task name and select  the inquiry t ime.

Not ice Not ice The maximum time span is one month. Otherwise, data cannot be exported.

3. Select  AccountAccount  or DomainDomain as the export  content.

Not e Not e You can select  up to 100 domain names.

4. Click OKOK to export  data.
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5. Click DownloadDownload after the status becomes SuccessSuccess to download the traffic and bandwidth data
to your local machine.

ApsaraVideo VOD allows you to export  the uploaded media assets such as videos and images in CSV
files and download the files for resource migration or operational data analysis.

LimitsLimits
You can export  media assets only in the China (Shanghai) and China (Beijing) regions.

In a single export  task, you can export  a maximum of 100,000 audio or video files, 20,000 images, or
20,000 media assets of other types.

You can create a maximum of 100 tasks each day, and the data must be exported in CSV files.

Usage notesUsage notes
The exported files occupy storage space. You are charged for the occupied storage space. To prevent
the fees for the occupied storage space, delete the exported files after they are downloaded.

ProcedureProcedure
1. Log on to the ApsaraVideo VOD console.

2. In the left-side navigation pane of the ApsaraVideo VOD console, choose Dat a Cent erDat a Cent er > ExportExport
Media Dat aMedia Dat a.

3. On the Export  Media Data page, click Creat e Export  T askCreat e Export  T ask. In the dialog box that appears, set  the
parameters described in the following table and click OKOK.

4.4. Export media assets4.4. Export media assets
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Parameter Description

Task Name The name of the task.

Media Type

The type of the media assets that you want to export. Valid values: Video,
Audio, Image, Video/Audio, and Attached Media.

Not e Not e In a single export task, you can export a maximum of
100,000 audio or video files, 20,000 images, or 20,000 media assets of
other types.

T ime Range

The period during which the media assets that you want to export are stored
in ApsaraVideo VOD. Valid values:

All: exports all media assets of the specified type.

Custom: exports media assets of the specified type that are stored in
ApsaraVideo VOD during the specified period.

Media Name

The keyword that is used to match the media assets whose names contain
this keyword. For example, if you set this parameter to animat ionanimat ion, the task
exports the specified type of media assets whose names contain this
keyword and are stored in ApsaraVideo VOD during the specified period.

4. Click OKOK to export  the media assets. The status of the task is ProcessingProcessing.

5. The amount of wait ing t ime varies based on the type, specified storage period, and the number of
media assets. After the status of the task changes to Complet eComplet e, click DownloadDownload to download
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the media assets in the CSV file to your local machine.

What's nextWhat's next
During the export, you can also cancel the task. After the export  task is complete, you can delete the
task.

Not e Not e The exported files occupy storage space. You are charged for the occupied storage
space. To prevent the fees for the occupied storage space, delete the exported files after they are
downloaded.

Related informationRelated information
Migrate resources to ApsaraVideo VOD
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You can view the billing details of ApsaraVideo VOD in the console, such as data transfer fees, storage
fees, and transcoding fees.

1. Log on to the ApsaraVideo VOD console.

2. In the top navigation bar of the ApsaraVideo VOD console, choose ExpensesExpenses >  > User Cent erUser Cent er.

3. In the left-side navigation pane, choose Spending SummarySpending Summary >  > Spending SummarySpending Summary.

Click the BillsBills tab.

To find the required bills, you can specify the billing cycle, enter an order number or a bill number,
and then click SearchSearch.

You can select  ApsaraVideo f or VODApsaraVideo f or VOD from the Product  NameProduct  Name drop-down list  to filter bills.
You can also specify the subscript ion type and the bill type to further filter bills.

Click the Det ailsDet ails tab.

To find the required bills, you can specify the billing cycle, enter an instance name or an instance
ID, and then click SearchSearch.

You can set  the St at ist ic It emSt at ist ic It em and St at ist ic PeriodSt at ist ic Period parameters to filter bills.

You can select  ApsaraVideo f or VODApsaraVideo f or VOD from the Product  NameProduct  Name drop-down list  to filter bills.
You can also specify the cost  center and subscript ion type to further filter bills.

5.Billing information5.Billing information
5.1. View billing details5.1. View billing details
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Not e Not e The billing details are updated one day after you are billed.

4. Customize columns and export  a billing file in the comma-separated values (CSV) format.

To customize columns, click Cust omize Column Opt ionsCust omize Column Opt ions, select  the required items, and then click
OKOK.

To export  a billing file in the CSV format, click Export  Billing Overview (CSV)Export  Billing Overview (CSV), select  All Content
or Current List , enter the captcha, and then click OKOK.

5.2. View the details of resource plans5.2. View the details of resource plans
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You can view the details of your resource plans of ApsaraVideo VOD in the console, such as the status,
effect ive date, and expirat ion date of resource plans.

Validity periodValidity period
The validity period of every resource plan in an ApsaraVideo VOD package is one year.

The validity period of each resource plan is separately calculated. The validity periods of mult iple
resource plans cannot be accumulated.

After a resource plan is purchased or expires, the remaining traffic resources in the resource plan
cannot be unsubscribed or refunded.

When a resource plan is about to expire, the system sends text  messages, emails, or internal
messages to remind you to use the remaining resources before expirat ion.

Deduction methodDeduction method
An ApsaraVideo VOD package contains mult iple resource plans, such as transcoding plans, storage
plans, and data transfer plans. Within the validity period, resources in a resource plan can be deducted.
Resources in a resource plan that will f irst  expire are deducted first . When resources in all resource plans
are deducted, the billing method is automatically changed to pay-as-you-go.

1. Log on to the ApsaraVideo VOD console.

2. In the top navigation bar of the ApsaraVideo VOD console, choose ExpensesExpenses > User Cent erUser Cent er.

3. In the left-side navigation pane of User Cent erUser Cent er, choose Resource PackagesResource Packages > OverviewOverview.

On the Inst ancesInst ances tab.

To find the required resource plan, you can specify the effect ive date, enter the name of a
resource plan, and then click SearchSearch.

You can select  ApsaraVideo f or VODApsaraVideo f or VOD from the Product  NameProduct  Name drop-down list  to filter
resource plans. You can also specify the resource paln status, resource type, and instance type
to further filter resource plans.

Click the Det ailsDet ails tab.

To find the required resource paln, you can specify the deduction t ime, enter the ID of a instance
or the ID of a deducted instance, and then click SearchSearch.

You can select  vod_int lvod_int l from the Deduct  Art icle NameDeduct  Art icle Name drop-down list  to filter resource palns.
You can also specify the art icle name to further filter resource palns.

5.2. View the details of resource plans5.2. View the details of resource plans
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Not e Not e You can query only valid resource plans and resource plans that have expired
within less than 1 year.

4. Set  customize columns, and export  the details of resource plans.

To customize columns, click Cust omize Column Opt ionsCust omize Column Opt ions, select  the required items, and then click
OKOK.

To export  the details of instances, click ExportExport , enter the captcha, and then click OKOK. You can
download the exported file on the Export  RecordExport  Record page.

Not e Not e It  may take a while to export  the details of resource plans. Please wait . Exported
files are stored on Alibaba Cloud for up to three days before they are automatically deleted.
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ApsaraVideo VOD supports mainstream digital rights management (DRM) encryption technologies in the
industry. You can add and manage DRM cert if icates and enable DRM encryption in the ApsaraVideo VOD
console to protect  the security of your copyrighted video content.

LimitsLimits

DRM encryption technology Mobile client Supported browser

Widevine Android
Chrome, Firefox 47 and later,
Microsoft Edge, and Opera

FairPlay iOS Safari

Not e Not e You can enable DRM encryption only in the ApsaraVideo VOD console. For more
information, see Enable DRM encryption.

FeaturesFeatures
DRM encryption: ApsaraVideo VOD supports Widevine and FairPlay DRM encryption.

Cert if icate management: You can add and manage FairPlay Streaming cert if icates in the ApsaraVideo
VOD console.

DRM-based playback: You can use ApsaraVideo Player to decrypt and play DRM-encrypted videos.

BenefitsBenefits
Comprehensive features: ApsaraVideo VOD allows you to manage DRM cert if icates, issue DRM
licenses, encrypt videos based on DRM, and decrypt and play DRM-encrypted videos. You can use the
features without the need to understand the architecture and implementation of DRM.

Cost  efficiency: ApsaraVideo VOD generates only one output file that supports Widevine and FairPlay
DRM encryption in each transcoding task. This reduces the transcoding and storage costs. Your use of
DRM encryption is charged in the pay-as-you-go billing method without minimum fees.

High security, stability, and concurrency: ApsaraVideo VOD ensures secure storage of your
copyrighted video content by using refined permission management and system security sett ings. In
addit ion, the distributed service architecture meets high-concurrency requirements of your business.

Architecture diagramArchitecture diagram

6.DRM Management6.DRM Management
6.1. Introduction6.1. Introduction
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BillingBilling
DRM encryption is implemented based on transcoding. The fee for using DRM encryption is included in
the transcoding fee. You are charged an extra fee each t ime when a device requests a license to play a
DRM-encrypted video. The following table describes the billing rule.

Region Pricing

Mainland China USD 0.0012 per request

Singapore, Japan (Tokyo), Germany (Frankfurt), India (Mumbai), and
Indonesia (Jakarta)

USD 0.0015 per request

This topic describes how to enable digital rights management (DRM) encryption in the ApsaraVideo VOD
console, including how to upload a cert if icate, configure sett ings in the console, and configure
ApsaraVideo Player.

LimitsLimits
You can enable DRM encryption only by using the ApsaraVideo VOD console.

Upload a certificateUpload a certificate

Not e Not e If  you develop applications that run on iOS or Android, you must upload a FairPlay
Streaming cert if icate to the ApsaraVideo VOD console.

1. Apply for a FairPlay Streaming cert if icate from Apple. For more information, see Apply for a FairPlay
Streaming certificate.

2. 

3. 

4. Choose Media ProcessingMedia Processing >  > DRM Cert if icat esDRM Cert if icat es to go to the DRM Cert if icates page.

5. Click Upload Cert if icat eUpload Cert if icat e.

6.2. Enable DRM encryption6.2. Enable DRM encryption
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Set the parameters that are described in the following table.

Parameter Description

Cert if icat e NameCert if icat e Name
The name of the certificate. The name must be 2
to 128 characters in length.

Cont entCont ent
The FairPlay Streaming certificate. Only .cer files
are supported.

Privat e KeyPrivat e Key
The password-protected private key created
when you apply for the FairPlay Streaming
certificate.

PassphrasePassphrase
The key that is used to decrypt the private key. A
passphrase must be 1 to 32 characters in length
and can contain letters and digits.

ASkASk

The Application Secret key (ASk). The ASk is
provided by Apple for you when you apply for the
FairPlay Streaming certificate. An ASk must be 1
to 32 characters in length and can contain letters
and digits.

6. Click OKOK.

Enable DRM encryption in the ApsaraVideo VOD consoleEnable DRM encryption in the ApsaraVideo VOD console
1. 

2. 

3. Choose Media ProcessingMedia Processing >  > T ranscoding T emplat e GroupsT ranscoding T emplat e Groups.

4. Click Creat e T ranscoding T emplat e GroupCreat e T ranscoding T emplat e Group.
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5. On the Creat e T ranscoding T emplat e GroupCreat e T ranscoding T emplat e Group page, click Add T emplat eAdd T emplat e below Normal
Transcoding Template.

6. In the Basic Paramet ersBasic Paramet ers sect ion, select  hlshls from the Encapsulat ion FormatEncapsulat ion Format  drop-down list .

7. Click the Show icon on the left  of Advanced Paramet ersAdvanced Paramet ers. Turn on Video Encryption and select
DRM Encrypt ionDRM Encrypt ion for the Encrypt ion Met hodEncrypt ion Met hod parameter.

View videos transcoded by using DRM encryption-enabled templatesView videos transcoded by using DRM encryption-enabled templates
When you upload a video by using the ApsaraVideo VOD console, API, or upload SDK, use a template for
which DRM encryption is enabled to transcode the video. After the video is transcoded, choose MediaMedia
FilesFiles >  > Audio/VideoAudio/Video in the console. Find the transcoded video and click ManageManage in the Act ionsAct ions
column. On the management page of the video, click the Video URLVideo URL tab to view the information about
the video. The DRM Encrypt ionDRM Encrypt ion label is displayed in the Format column if  the video is transcoded by
using a DRM encryption-enabled template.
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Play a DRM-encrypted videoPlay a DRM-encrypted video
To play DRM-encrypted videos, you must use ApsaraVideo Player to facilitate your development.
Before you use ApsaraVideo Player to play DRM-encrypted videos, you must configure the following
sett ings:

The version of ApsaraVideo Player must be V5.2.1 or later. You can use FairPlay DRM encryption for
iOS and Widevine DRM encryption for Android.

If  you use ApsaraVideo Player for iOS, you must call the setFairPlayCert ID method of
AliPlayerGlobalSett ings to specify the ID of your FairPlay Streaming cert if icate. This method needs to
be called only once. To obtain the ID of your FairPlay Streaming cert if icate, log on to the
ApsaraVideo VOD console. Choose Conf igurat ion ManagementConf igurat ion Management  >  > Media ProcessingMedia Processing >  > DRMDRM
Cert if icat esCert if icat es. Then, find your cert if icate ID on the DRM Cert if icates page.

If  you use ApsaraVideo Player for Android, we recommend that you use SurfaceView to play videos
with high security levels.

Not e Not e Mobile and web clients are supported. When you play a video with a high security level,
you cannot rotate the video, mirror the video, or take snapshots from the video.

This topic describes how to apply to Apple for a FairPlay Streaming cert if icate.

PrerequisitesPrerequisites
ApsaraVideo VOD is act ivated.

A partnership agreement is reached with content providers.

6.3. Apply for a FairPlay Streaming6.3. Apply for a FairPlay Streaming
certificatecertificate
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An Apple Developer account is created and you are an Account Holder.

Not ice Not ice ApsaraVideo VOD requires you to upload the cert if icate file and Application Secret
key (ASk) that you obtain from Apple. Keep them confidential.

1. Log on to the website of Apple FairPlay Streaming with your Apple Developer account.

2. Click Request  FPS Deployment Package. On the page that appears, submit  the required information.

3. Download the FPS_Deployment_Package.zip deployment package.

4. Decompress FPS_Deployment_Package.zip. Follow instruct ions in the extracted documentation to
create a password-protected private key file and a Cert if icate Signing Request  (CSR) file.

5. Follow instruct ions in the extracted documentation to upload the CSR file to Apple. Then, an ASk is
returned. Keep the ASk confidential.

6. Wait  until a FairPlay Streaming cert if icate is created. Then, download the cert if icate.
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