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1.8\ DSCiH=&IR

ERHIEZR2D0DSC (Data Security Center) RSSHI, BEELATHRAIFDSCHEERIBENEN, AR
NBWMEAHRITZERER,

AR #F

dag{-‘-lh\

RIWLDSCLAIE, BRERDSCEHI AN, MERNASRTEHTZRFEERORE, THENE, &
BIDSCSEHI A BEIFIEOSS. RDS, MaxComputeF mRFSHRIR, HXLERFRFTERIBELHNINE
B1E.

BELR
1. BREBERLHPOERFEE,
2. EWelcome@Rim, BRI ENEN,

HRBEIINENE, MEREBAEEIEDSCIRS XA BAlyunServiceRoleForSDDP,, #&T] LA
HERAMEZFIENABRTASERANECENNERNRSXHEAE, BB LUERAP., CLEAR
ListRoles, FERMELERIEEDSCRESNXBAR, FEEER, BELES X HAE,

STRERDSCHRZRRIFMERE, BRERTEFRIPERS E#THRBELHBNOTFRIE. BIE
B1E, BB EESE,

DSCARSXEKABNA

fAEEFR: AliyunServiceRoleForSDDP
AENRER: AlyunServiceRolePolicyForSDDP
RIRE PR RER, FEEMA.

PRIAER :

{
"Version": "1",
"Statement": [
{
"Action": [
"oss:PutBucket",
"oss:ListBuckets",
"oss:GetObject",
"oss:ListObjects",
"oss:GetBucketInfo",
"oss:GetObjectToFile",
"oss:GetObjectAcl",
"oss:PutObjectAcl”,
"oss:GetBucketStat",
"oss:DoesObjectExist",
"oss:PutObject",
"oss:AppendObject",
"oss:CompleteMultipartUpload",
"oss:GetSimplifiedObjectMeta",
"oss:InitiateMultipartUpload",
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"oss:UploadPart",
"oss:GetBucketPolicy"
1y
"Resource": "*",
"Effect": "Allow"

"Action": [
"oss:PutObject",
"oss:DeleteObject"

1,

"Resource": [
"acs:oss:*:*:yundun-dsc-*"

1y

"Effect": "Allow"

"Action": [
"ram:ListUsers",
"ram:ListGroups",
"ram:ListUsersForGroup",
ram:ListRoles",
"ram:ListPolicyVersions",
ram:ListPoliciesForUser",
"ram:ListGroupsForUser",
"ram:ListPoliciesForGroup"
1y
"Resource": "*",

"Effect": "Allow"

"Action": "ram:DeleteServiceLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "dsc.aliyuncs

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeDatabases",
"rds:DescribeAccounts",
"rds:DescribeDBInstanceNetInfo",
"rds:ModifySecurityIps",
"rds:DescribeDBInstanceIPArrayList",
"rds:DescribeSQLLogRecords",
"rds:StartSglLogTrail",
"rds:ModifySQLCollectorPolicy",
"rds:DescribeSQLCollectorPolicy",
"rds:DescribeSQLCollectorVersion",
"rds:ModifySQLCollectorRetention",

.com"
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"rds:DescribeSQLCollectorRetention"

1,
"Resource
"o
I
"Effect":

"Action":
"ecs
"ecs
"ecs
"ecs
"ecs

]I

"Resource
Wik

i

"Effect":

"Action":
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:
"log:

1y

"Resource
wan

1,

"Effect":

"Action":
"drds
"drds
"drds
"drds
"drds
"drds
"drds
"drds
"drds
"drds
"drds
"drds
"drds
"drds
"drds

", [

"Allow"

[

:DescribeInstances",
:AuthorizeSecurityGroup",
:RevokeSecurityGroup",
:DescribeSecurityGroups",

:DescribeSecurityGroupAttribute"

", [

"Allow"

[
CreateConsumerGroup",
UpdateConsumerGroup",
ConsumerGroupHeartBeat",
GetConsumerGroupCheckPoint",

GetCursorOrData",

ConsumerGroupUpdateCheckPoint",

GetApp",
GetProject",
GetLogStore"

". [

"Allow"

[
:DescribeDrdsInstances",
:DescribeDrdsInstance",
:DescribeDrdsDBs",
:DescribeDrdsDB",
:DescribeTables",
:DescribeTable",
:ModifyDrdsIpWhiteList",
:DescribeDrdsDBIpWhiteList",

:DescribelInstanceAccounts",

:DescribeDrdsSglAuditStatus",

:DescribeDrdsSlowSgls",
:DescribeInstDbLogInfo",
:EnableSglAudit",
:DescribeInstDbSlsInfo",
:DisableSglAudit"
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]I
"Resource": [

"

]l
"Effect": "Allow"

"Action": [
"polardb:DescribeDBClusters",
"polardb:DescribeDBClusterAttribute",
"polardb:DescribeDBClusterParameters",
"polardb:DescribeDBClusterEndpoints",
"polardb:DescribeDatabases",

"polardb:DescribeAccounts",

"polardb:DescribeDBClusterAccessWhitelist",
"polardb:ModifyDBClusterAccessWhitelist",

"polardb:DescribeSQLExplorerPolicy",
"polardb:DescribeSQLExplorerRetention",
"polardb:ModifySQLExplorerPolicy",
"polardb:ModifySQLExplorerRetention",
"polardb:StartSQLLogTrail",
"polardb:DescribeSQLLogRecords"

1y

"Resource": [

"W

]I
"Effect": "Allow"

"Action": [
"ots:ListInstance",
"ots:GetInstance",
"ots:ListTable",
"ots:ComputeSplitPointsBySize",

ots:GetRange"
1y

"Resource": [

"

]I
"Effect": "Allow"

i BR AR 55 X BXF 2

LIEAB R EFERDSCRSE, oTLAMBRDSCHIRSXEKAE, &
AliyunServiceRoleForSDDPA &, BIME(E, BE M Es xime,

X 15 83

AT ABRRAMIZE & R
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