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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes the basic operations in the Cloud Firewall console.

You can perform the following operations in the Cloud Firewall console:

1. On the Firewall Set t ingsFirewall Set t ings >  > Firewall Set t ingsFirewall Set t ings page, enable firewalls. For more information, see
Enable firewalls.

2. On the Int rusion Prevent ionInt rusion Prevent ion >  > Prevent ion Conf igurat ionPrevent ion Conf igurat ion page, configure intrusion prevention
policies. For more information, see Enable intrusion prevention.

3. On the Access Cont rolAccess Cont rol >  > Access Cont rolAccess Cont rol page, configure access control policies. For more
information, see Configure access control policies.

4. On the T raf f ic AnalysisT raf f ic Analysis >  > Out bound Connect ionsOut bound Connect ions page, view information about outbound
connections. For more information, see View traffic stat ist ics.

1.Use Cloud Firewall1.Use Cloud Firewall
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If  you enable a firewall but no access control policies are configured for the firewall or the block mode
is disabled for the threat detect ion engine, your service traffic passes through Cloud Firewall but
malicious traffic is not blocked. As a result , your assets are not protected. You can enable or disable a
firewall for your assets on the Firewall Set t ingsFirewall Set t ings page of the Cloud Firewall console. You do not need
to perform complex configurations to enable a firewall. After you enable a firewall, the firewall
immediately takes effect.

LimitsLimits
Cloud Firewall Enterprise Edit ion and Ult imate Edit ion support  private cloud (VPC) firewalls. The Basic
Edit ion (free of charge) and Premium Edit ion do not support  VPC firewalls. For more information about
the features that each edit ion supports, see Editions and limits.

For more information about the limits that you must bear in mind when you enable VPC firewalls, see
VPC firewall limits.

ProcedureProcedure
1. 

2. 

3. On the Firewall Set t ingsFirewall Set t ings page, enable firewalls.

Not e Not e Only Cloud Firewall Enterprise Edit ion and Ult imate Edit ion support  VPC firewalls. If
you use Basic Edit ion or Premium Edit ion, the VPC FirewallVPC Firewall tab does not appear on the
Firewall Set t ingsFirewall Set t ings page.

You can enable the Internet firewall or VPC firewalls for your assets.

To enable the Int ernet  f irewallInt ernet  f irewall, perform the following steps:

On the Int ernet  FirewallInt ernet  Firewall tab, f ind the asset  that you want to protect  and click EnableEnable
FirewallFirewall in the Act ionsAct ions column. If  you want to enable or disable the Internet firewall for
mult iple assets at  a t ime, select  the assets. In the lower-left  corner of the page, click EnableEnable
FirewallFirewall or Disable FirewallDisable Firewall.

To enable VPC f irewallsVPC f irewalls, perform the following steps:

On the VPC FirewallVPC Firewall tab, f ind the asset  that you want to protect  and click Enable FirewallEnable Firewall in
the Act ionsAct ions column. If  you want to enable or disable VPC firewalls for mult iple assets at  a t ime,
select  the assets. In the lower-left  corner of the page, click Enable FirewallEnable Firewall or DisableDisable
FirewallFirewall.

You can specify filter condit ions to search for specific assets and check whether firewalls are
enabled for the assets. The filter condit ions include Asset  T ypeAsset  T ype, RegionRegion, Prot ect ion St at usProt ect ion St at us,
and AccountAccount .

After the Internet firewall or a VPC firewall is enabled or disabled for your assets, the firewall
status changes to Enabled or Disabled in the Firewall Status column. The value Enabled indicates
that the firewall takes effect. The value Disabled indicates that the firewall no longer protects
your assets. It  requires several seconds for the firewall status to be updated.

ReferencesReferences

2.Enable firewalls2.Enable firewalls
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Enable intrusion prevention

Configure access control policies
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Cloud Firewall provides an intrusion prevention system (IPS) to defend against  intrusions in real t ime.

ProcedureProcedure
1. 

2. 

3. Configure T hreat  Engine ModeT hreat  Engine Mode.

Monit or ModeMonit or Mode: If  you enable this mode, Cloud Firewall monitors traffic and sends alerts when it
detects malicious traffic. Cloud Firewall does not block the malicious traffic.

You can also configure Whit elistWhit elist , T hreat  Int elligenceT hreat  Int elligence, Basic Prot ect ionBasic Prot ect ion, Int elligentInt elligent
Def enseDef ense, and Virt ual Pat chesVirt ual Pat ches. For more information, see Prevention configuration.

What's nextWhat's next
After intrusion prevention is enabled, you can view details about the protect ion act ion. For more
information about how to view the details, see Intrusion prevention.

3.Enable intrusion prevention3.Enable intrusion prevention
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The traffic analysis feature provides real-t ime traffic stat ist ics, such as the stat ist ics of outbound
connections, Internet access act ivit ies, virtual private cloud (VPC) access act ivit ies, and all access
activit ies. This allows you to control traffic in a visualized manner and identify unusual traffic.

ContextContext
Traffic stat ist ics are essential information for you to configure appropriate access control policies.
Before you configure access control policies, we recommend that you view the traffic stat ist ics of your
assets.

Outbound connectionsOutbound connections
The Out bound Connect ionsOut bound Connect ions page displays information of the outbound connections that are
init iated from your hosts in real t ime. The information includes Outbound connection statistics, Outbound
traffic, and Visualized analysis. This helps you identify suspicious hosts.

You can configure access control policies based on the traffic stat ist ics on the Out boundOut bound
Connect ionsConnect ions page.

1. 

2. 

3. On the Out bound Connect ionsOut bound Connect ions page, view the details about outbound connections from your
assets in the last  hour, 24 hours, 7 days, or a custom t ime range within the last  7 days.

For more information about outbound connections, see Outbound connections.

Internet accessInternet access
The Int ernet  AccessInt ernet  Access page displays information about the capabilit ies that are provided by Elast ic
Compute Service (ECS) instances and access to the ECS instances over the Internet. The information
includes ports, applications, and IP addresses. The information helps you identify normal traffic and
potential intrusions. You can configure access control policies for out bound t raf f icout bound t raf f ic  based on the
traffic stat ist ics on the Internet Access page.

1. 

2. 

3. On the Int ernet  AccessInt ernet  Access page, view the open public IP addresses, ports, and applications of your
assets.

For more information about Internet access, see Internet access.

VPC accessVPC access
The VPC AccessVPC Access page displays information about the traffic between VPCs. The information helps you
identify unusual traffic and potential attacks.

1. 

2. 

3. On the VPC AccessVPC Access page, view information about the traffic between VPCs, rankings of sessions,
open ports, and assets.

For more information about VPC access, see VPC access.

4.View traffic statistics4.View traffic statistics
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All access activit iesAll access activit ies
The All Access Act ivit iesAll Access Act ivit ies page displays real-t ime traffic information about external IP addresses and
IP addresses of your assets.

1. 

2. 

3. On the All Access Act ivit iesAll Access Act ivit ies page, specify a t ime range and search condit ions to view traffic
trends of all hosts that are protected by Cloud Firewall. You can perform the following operations:

Configure the T imeT ime parameter to view all access act ivit ies and trend charts over the last  15
minutes, 1 hour, 4 hours, 1 day, 1 week, or a custom t ime range.

Not e Not e The t ime range that you can specify is not limited.

Click the  icon next  to Condit ionCondit ion, select  a search condit ion, and then enter or select  the

condit ion details. Then, Cloud Firewall displays historical traffic trends based on the condit ion.

In the Rankings of  Visit s by T raf f icRankings of  Visit s by T raf f ic  sect ion, view information such as the top 10 traffic source
locations, application protocols and percentages, and the top 10 session addresses.

For more information about all access act ivit ies, see All access activit ies.
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Cloud Firewall allows you to configure access control policies for inbound, outbound, and internal
traffic. This can reduce the risk of intrusion into your assets.

ProcedureProcedure
1. Log on to the Cloud Firewall console.

2. In the left-side navigation pane, choose Access Cont rolAccess Cont rol >  > Access Cont rolAccess Cont rol.

3. On the Access Cont rolAccess Cont rol page, configure access control policies for the Internet firewall, an internal
firewall, or a virtual private cloud (VPC) firewall.

You can add mult iple IP addresses to an address book. This simplifies the procedure to configure
access control policies. You can also click Address BooksAddress Books to add, modify, or delete IP addresses.
For more information, see Manage address books.

If  you want to control outbound traffic, click the Int ernet  FirewallInt ernet  Firewall tab to create out boundout bound
policiespolicies.

Not iceNot ice

We recommend that you configure the act ions of outbound policies to DenyDeny. This does not
apply if  the policies are used to allow necessary outbound connections.

If  you want to control inbound traffic, click the Int ernet  FirewallInt ernet  Firewall tab to create inboundinbound
policiespolicies.

5.Configure access control policies5.Configure access control policies
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If  you want to control traffic between VPCs, click the VPC FirewallVPC Firewall tab to create access control
policies for VPC f irewallsVPC f irewalls.

Not ice Not ice The VPC Firewall feature is supported only for Cloud Firewall Enterprise Edit ion
and Ult imate Edit ion.
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