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$ sudo mkdir ca
$cdca
$ sudo mkdir newcerts private conf server
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[ca]

default_ca =foo

[foo]

dir = /root/ca

database = /root/ca/index.txt
new_certs_dir = /root/ca/newcerts
certificate = /root/ca/private/ca.crt
serial = /root/ca/serial
private_key = /root/ca/private/ca.key
RANDFILE = /root/ca/private/.rand
default_days = 365

default_crl _days= 30

default._ md = md5
Unique_subject=no

Policy = policy_any

[ policy_any]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = match
localityName = optional
commonName = supplied
Emailaddress = optional
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conf/openssl.conf"
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$ sudo openssl ca -in /root/ca/users/client.csr -cert /root/ca/private/ca.crt -keyfile /
root/ca/private/ca.key -out /root/ca/users/client.crt -config "/root/ca/conf/openssl.
conf"
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$ sudo openssl pkcs12 -export -clcerts -in /root/ca/users/client.crt -inkey /root/ca/
users/client.key -out /root/ca/users/client.p12
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2. R — LB RELE T,
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27w 7 1HTTPS U XF—miEN
HTTPS Y A F—ZBIMT 312, UTORAT v 7EREITLET,

1. EfloF 45— a4 v RO T, [4 A& Z]>[Server Load Balancer] 271V v 27 L
7,
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2. [VRF—] & TT, {ERIEAD HTTPS U 2 F —Z KRR LT [EEL—1LOEM 227V y 7L
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3. [HEEL— VDB R—I T, BEEL—NLERELE T, L. TFXA V& FE-I1E URL
WD VT 74 v 7Rk ISR WN,
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Eroptend Backend = th Stat Monitori Eorwarding Sessign Peak R Access Control — acs;
:'o'occﬁ-IF’a'. Bioiocoliport  Name Heallh Status Monitoring Rule - Berstence Bandwidth SECEASUL RBILE
Weighted Defaut Server Configure Details
HTTP:90 HTTP:20 hitp_90 ® Abnormal farl] ’%’cuu:Uthob\" Disabled No Limit érc; o . Disabled Add Forwarding Rules
More
\Weighted Default Server Configure Details
HTTPS:443 HTTP:20 hitps_443 ® Abnormal fearl] ;\"C-LI-"U-EW" Disabled No Limit ém“ o == Disabled Add Forwarding Rules
More
_ I . . Weighted o . Default Server Stop
HTTPS:30 HTTP:80 hitps_80 @ Abnormal fall Round-Rabin Disabled No Limi Group Disabled
X u Remove

Set Access Control

Additional Domains
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WWW. *.aliyun. *.market
aliyun. com .aliyun.
com com
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SLB frontend
requests

Match Forward requests
forwarding to VServer group
rules

Match
VServer

group

Forward requests
to backend
ESC instances
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#unique_11
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V=V arEERTE. 2OV =Y a YNIZFEET 2T RTDSLB £ VARV APERRE
NE9,

CREBBSIBA VAR ADIDEZ Vv 7 LET,

VRF—1 X TRV I LET,

. MR YIRS HTTP/HTTPS YV R+ —Z2 R L T, [k — oM A 7T a2V y 7 L%k
ER

Instance Details

s Default Server Group  VServer Groups  Active/Standby Server Groups ~ Monitoring

Listeners Gi

ronten: acken i orwardin( ession eal " ccess Control o
Broe oo Basken oo Name Health Status  Monitoring Fom & . E&2h wictn serverGroup  figf Actions
UDF:143 UDP:30 udp_143 » Abnormal [l ;‘:uliztzdamn Disabled No Limit Biiuun SENEl  pisabled Configure Details More
TCP:30 TCR:30 tep_80  Normal i ;:ulﬂidsmn Disabled No Limit ch'i'é" SBMeT  pisabled Configure Detalls More™
Weig - " Configyre Delails
HTTPS:443 HTTP:80 - » Abnormal [ E;JFZ‘-E?jab\n Disabled No Limit g;uiuult Server Disabled Add Forwarding Rules)
Vare ~

. [FREL—ILDEM] R=D T, [#REL—LDEM] ZZ7 VY 7 LET,

L [HEEL— L OB R—P T, ROMEFEIHE > TEENL— L ZREL %55

a. XA VHVIIZRA D FAAL Y HEANLET, XF BFE MM 700 Fy todszk
fEHTZ %9,

b. URL: Y 7 ZZA bDARZAEANLE T, URLIZAT v ¥ a (/) THDZDERH D, XF,
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LTLEEW,
c. VServer 27V — 7 BEfT I} 5 TW 3 VServer 20— 7 EEIRL 55
d. P (X 7> av): @ilHEANLET,
e. MR 227V vy LET,
Add Forwarding Rules P

(@ * Domain name rule:
- Wildcard Domain Mame: For example, *test com. The asterisk (*) operator must be the initial character of
the domain name. The domain name must be in the * or *aaa format.
- Standard domain name: www_test.com
* URL rule:
URLs must be 2-80 characters in length. Only letters a-z, numbers 0-9, and characters - '/ ¥ "%’ '# and "&'
are allowed. URLs must be started with the character 'F, but cannot be ' alone.
* At least one domain name rule or URL rule is required.

Add Forwarding Rules

Domain Name URL VServer Group Description Actions
www.example.cor |/ testi e Delete
/| image test2 w Delste

Add Domain © Add Rule

Forwarding Rules

Domain Mame URL WServer Group Description Actions

MNo data is available

8. [FAXALYOBEM T [L—ADBEMZ27Yy 7 LT, IO FXL #HR—RF71% URL
N—ZDEEENL— IV ZBIMLET,

FLIE. T#unique 121 ZZTHWL XV,
mXIL—ILDIREE
Rl — VBT STV RNy V2V R — N2 EHTEET,
BRI — VRS 212, RORT v TRFTLET:

1.SIBayy— icuarfL L%,
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Add Forwarding Rules *

(@ * Domain name rule:
- Wildcard Domain Mame: For example, *test.com. The asterisk (*) operator must be the initial character of the
domain name. The domain name must be in the * or *aaa format.
- Standard domain name: www.test.com

* URL rule:
URLs must be 2-80 characters in length. Only letters a-z, numbers 0-9, and characters - *?" "%’ % and &' are

allowed. URLs must be started with the character ‘7, but cannot be /" alone.
* At least one domain name rule or URL rule is required.

Add Forwarding Rules
Domain Name URL WServer Group Description Actions

web A Delete

@ Add Domain @ AddRule

Add Forwarding Rules

Forwarding Rules

Domain Name URL WSenver Group Description Actions

www example.com web auto_named_rule Edit |Delete
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Edit Forwarding Rule i
Domain Name
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URL
Description

auto_named_rule

» Select VServer Group:
web ~| Show Details ~

Advanced Settings
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Add Forwarding Rules

(D * Domain name rule:
- Wildcard Domain Mame: For example, *test.com. The asterisk (*) operator must be t
domain name. The domain name must be in the * or *aaa format.
- Standard domain name: www test.com
* URL rule:
URLs must be 2-80 characters in length. Only letters a-z, numbers 0-9, and character
allowed. URLs must be started with the character 'f, but cannot be " alone.
* At least one domain name rule or URL rule is required.

Add Forwarding Rules

Domain Name URL VServer Group Description
! web »
@ Add Domain @ Add Rule

Add Forwarding Rules

Forwarding Rules

Domain Name URL VServer Group Description

WWw.example.com f web auto_named_|
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EBEDZ 547~ FIPIE,. HTTPA v X —DX-Forwarded-For 7 4 — L RIZRDIER TIRIFEX
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X-Forwarded-For: the 22— —DFEEIP, 7o ¥ > H—— 1-IP, FuoF > H—,N— 2-IP
COHETIZ 747 FORBOIPEEGT 212, BUSXINRAIDIPH T 547 > FDHE
Bolprizh £3,
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HTTPSE — RS U U 7Y — B RADEGHE. SSLEFAZEIZ 7u Y by Y A F— TR &
N, Ny 7Ly FIZGIEREHTTP Y ba ez fHLES, 2huckbh, 7705 —>a v
H—N— FORERIE. HTTP. HTTPSZ a F a L L FEFETI,

IS7/1ISSDI&FE

1. F5XForwardedForz X v > u—F U THHRL £7,

2. F5XFFHttpModule.dll & F5XFFHttpModule.ini 7 7 4 V2R L 7= 7 + )L X Dx86\Release
x64\Release7 4 L' 7 kU 7 5 C:\F5XForwardedFor\®d & 5 RFFED T4 L7 MV IZab—
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File View Help
CHIE 8 % iZeubakphab4juZ Home
& Start Page Filter: ~ ¥ Go - G4 Show Al | Group by: Area =L
4 19 Ze ——— —
@ Application Pools s i -
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s s L 9 |lo B =4
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Document  Browsing Mappings Respon...
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Legging  MIME Types | Modules Output Request Server Worker
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Editor Delegation  Permissions Users Service  Configurat..,

4, ZA T4 TES2—NDORERZ VY 7 L.
Vo2 LET -

TREINB XA 707Ky 7 XA TRegisterz 7

Select one or more registered modules to enable:

Add Managed Medule...

[] UriCacheModule
[] FileCacheModule
[] TekenCacheMedule

@onfigure Mative Modules}
o View Ordered List...
ister...
[ Register. ) @ ver

Edit...
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5. Xvru— KL dUZ7 A 0z28ML %7,

Register Native Module _

Mame:
FaXForwardedFaor_64

Path:
ChUsershAdministratorDesktopiF3XForwardedForF3XForwardedFor

QK Cancel

6. BN N7=7 7 4 MITISAPIE CGIDHIRRZ M Z . HIFRZ AllowedZERE L £ 35

B =
ISAPIECGI7Z TV —2a A VAP —ILENTWVWBRZ e ZHERICLET,

File  VYiew Help
|lele|:li|m:
€- 28

| -8 Start Page
4 --*5_-:_| iZeubakphabdjuZ (iZeubakph;

le_ ISAPI and CGl Restrictions

Use this feature to specify the ISAP] and CGI extensions that can run on the Web server.

----- [} Application Pools Group by: Mo Grouping w2

b -] Sites Descripfion Restriction Path
Active Server P...  Allowed Sewindir¥s\system3Ainetsnasp.dil
16 [ Allowed ) ChUsers\Administrator Desktop\F3XForwardedFor\F3
{386 | Allowed | CiiUsers\Administrator\Desktop\F3XForwardedFor\F3

7. IS A=Yy —ZHEEL ET,
Apache D&%

1. Roa~<y F2EFLT, EY2—mod rpafe{ YA =1L L%,

waget https://github.com/gnif/mod_rpaf/archive/v0.6.0.tar.gz

tar zxvf mod_rpaf-0.6.tar.gz

cd mod_rpaf-0.6

/alidata/server/httpd/bin/apxs -i -c -n mod_rpaf-2.0.so mod_rpaf-2.0.c

2. /alidata/server/httpd/conf/httpd.conf”7 » £ L 2B &, ROERE 2> 7 > Y ORFKITE
mL %3,

LoadModule rpaf_module modules/mod_rpaf-2.0.s0
RPAFenable On

RPAFsethostname On

RPAFproxy_ips &lt;IP_address>



RPAFheader X-Forwarded-For

E D
TREFIH—N—DIP7 FLAZHIFT 512X, SLB (100.64.0.0/10 (100.64.0.0/10 1
Alibaba Cloud IZ X > TFREA T, 2—F—RKIEFHATEEEA, EF2VT4 VRS
EHHEEA)) DCDRZ B v 2, Anti-DD0S ProdCIDR7 By Z ¥ DRa F P —N—
DCIDRZ 1 v 7 % RPAFproxy_ips <IP_address>IZBIML £3, # ¥~ TEHDCDRZ v v

A LIDER
3. Btk iCApacheZ FiltBh L £ 3,

/alidata/server/httpd/bin/apachectl restart

NgnxH —/\—®D1&kK
1. XD a~< > K%&FE{TL Chttp_realip_module® A4 > A b —L L ¥ 7,

waget http://nginx.org/download/nginx-1.0.12.tar.gz
tar zxvf nginx-1.0.12.tar.gz

cd nginx-1.0.12
./configure --user=www --group=www --prefix=/alidata/server/nginx --with-

http_stub_status_module --without-http-cache --with-http_ssl_module --with-
http_realip_module

make

make install

kill -USR2 “cat /alidata/server/nginx/logs/nginx.pid’

kill -QUIT “cat /alidata/server/nginx/logs/ nginx.pid.oldbin®

2. nginx.conf7 7 A VZFZ £3,

vi /alidata/server/nginx/conf/nginx.conf

3. HrLWRERR 7 4 — v B 1B Z2 ROBRIER O BRIRIEM L 55

fastcgi connect_timeout 300;
fastcgi send_timeout 300;

fastcgi read_timeout 300;

fastcgi buffer_size 64k;

fastcgi buffers 4 64k;

fastcgi busy_buffers_size 128k;
fastcgi temp_file_write_size 128k;

BIMBEILRER T 4 — F RCERIERDED T !

set_real_ip_from IP_address
real_ip_header X-Forwarded-For;

e ol
XY —N—DIP7 FLAZHEUS T %12i%. SLB (100.64.0.0/10 (100.64.0.0/10 &
Alibaba Cloud I & o TFHHBEAT, 22—V —IXEHTEEHA, EXF2VT4 VRS



XHHFELEA)) DCDRZ B Y 7, Anti-DDoS ProdCIDRZ Ry Z R DR F ¥ —N—
DCIDR7 | v 7 % RPAFproxy_ips <IP_address>IZBIIL £ 3, % >~ THEEDCDRT 1 v
7 %2XYID 5,

4. NginxZ FEEI L %3,

/alidata/server/nginx/sbin/nginx -s reload
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1. OpenAPI Explorer icu 74 ' L %35

2. CreateLoadBalancer APl Z#Z& L £7,
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3. BERANRIA—RERELE T,
—EDNRT X —=RERIRLET, 2RV A MIOWTIE, #unique 16 & TSR 72X
W,
Regionld : SIB A Y ARV ADE TSV -3 >»TF, ZOHITIE, cn-hangzhou %%
RLET,
Vpcld : SLB 4 Y A ZX Y AD)E$ 3 VPC D ID T,

VPCID Z2F/RT 21213, ROFEZFEITLTLEI W,

a.VPCaryy—npiza 4 L%,

b. 72 LT, HROVPCHET 2V —Ya Y EEIRLET, Zoflcid, [FFE (FIM)] %z
7y 7 L%ET,

C. VPC U R F 22 HX0RD VPCID 2FR L 3,

VSwitchld : SLB £ > 2 & > ZH&E T % VSwitch D ID TF, SLBA Y ARV ADIP 7 K

VAZRIET 2121E. ZD8F X —RIIMAETT,

H & 3 % VSwitch @ ID 2R3 2121E. ROFMEIHENF T,

a.VpCarvy—iizur74 rL%d,

b. £ LT, HROVPCHET 2V —Ya vy EEIRLE T, Zofiltik. [FE (FiM)] %2
7Vv 7 LET,

c. NROVPCIDEZ VY ZLET,

d. [y FY—=2 VY —X]H#HET VSwitch #2277V v 7 L %7,

e. VSwitch Y X k2% VSwitch ID &R L ¥ 35

f. VSwitch @%E5ED CIDR 71 v 7 2 FKR$ 21213, VSwitchiD 22 Vy 7L %3, TO
flciX. %E5ED CIDR 7’1 v 71 192.168.0.0/24 T,

Address : SLB A Y RARX Y ADA Y+ 7%y FIPT7 VAT, ZOIP7FLR

¥, 192.168.0.3 72 ¥, VSwitch D%E5 CIDR 70y ZIZB L TV ARENH D £,

4. [SubmitRequest] #27 Vv 7 L %¥73,
VARV ARG A —=RIFRDEBHTT,

XML X

<?xml version="1.0" encoding="UTF-8" 7>
<NetworkType>vpc</NetworkType>
<LoadBalancerName>auto_named_slb</LoadBalancerName>
<Address>192.168.0.3</Address>
<ResourceGroupld>rg-acfmxazb4ph6aiy</ResourceGroupld>
<Requestld>09197EEB-7013-4F56-A5CE-A756FFE5B75D</Requestid>
<AddresslIPVersion>ipv4</AddressIPVersion>
<LoadBalancerld>lb-bp1h66tp5uat84khmaqc9e</LoadBalancerld>



<VSwitchld>vsw-bp14cagpfysr29feg5t97</VSwitchid>
<Vpcld>vpc-bp18sth14qii3pnvodkvi</Vpcld>

- JSON JE=X
{

"NetworkType": "vpc",

"LoadBalancerName": "auto_named_slb",

"Address": "192.168.0.3",

"ResourceGroupld": "rg-acfmxazb4phéaiy",

"Requestld": "09197EEB-7013-4F56-A5CE-A756FFE5B75D",
"AddressIPVersion": "ipv4",

"LoadBalancerld": "lb-bp1h66tp5uat84khmaqc9e”,
"VSwitchld": "vsw-bp14cagpfysr29feg5t97",

"Vpcld": "vpc-bp18sth14qii3pnvodkvt"

}
.SLBayy—nizarZ4 L, HFEFIMN V—a v 2@#RL T A IRy RIP
192.168.0.3 D SLB £ Y A X YV AMIEFIER I N0 5 1R L £3
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Create SLB Instance Select a tag Zones: All Fuzzy Match Enter a value Q (c] = & &

Instance Name/ID IP Address Status & Monitoring Port/Health Check/Backend Server \ Actions
192.168.0.3
SLBl P .
b - vpc- Configure Listener
R ; v Active il TCP: 80 © Abnormdefault Server Group 1 v Add Backend Servers
a5

Morev
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https://slb.console.aliyun.com/slb/cn-hangzhou/slbs
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https://slb.console.aliyun.com/slb/cn-hangzhou/slbs?accounttraceid=92a2a747-3960-43c6-ad10-642400690f29
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| Usage record

Export instructions :
1. Files are exported in .CSV format and can be viewsad in Excel.

2. If there are errors during the export process, please follow the instructions and try agai
3. If the exported record data is too large, the file may be truncated. Please modify expor

Product : Server Load Balancer (SLB)
Service period @ : 2018-10-01 to | 2018-10-29
Measurament granularity : Haur v

Verification code : KHPW Y. 4 W
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Instance ID Rezion Service Address |Service Address 'I_Bandwidth (bit/s) Upstrean Downstream Start Time End Time

1b- i cn-beljing-btc—all 47, 189  internet 0 20480 20480 2018/10/1 0:00 2018/10/1 1:00
1b- i cn-beijing-bhtc—a0l 47 188 internet 0 20100 20100 2018/10/1 1:00 2018/10/1 2:00
1b- i cnbeijing-htc-a0l 47 189 internet 0 20710 20710 2018/10/1 2:00 2018/10/1 3:00
1b- i ermrbeljing-btc-all 47, 189  internet 0 20354 20354 2018/10/1 3:00 2018/10/1 4:00
1b- i cn-beljing-btc—all 47, 189  internet 0 20344 20344 2018/10/1 4:00 2018/10/1 5:00
1b- ¥ cr—hangzhou-dg—a0l 47, 248 internet 0 £OB8 G988 2018/10/1 0:00 2018/10/1 1:00
1b- ¥ crrhangzhou-dzg—a0l 47, 243 internet 0 6914 6914 2018/10/1 1:00 2018/10/1 2:00
1h- ¥ en-hangzhou-dg-a0l 47, 248  internet 0 7108 7108 2018/10/1 2:00 2018/10/1 3:00
1b- i cr-hangzheu—dg—a0l 47, 2438 internet o] 7094 7094 2018/10/1 3:00 2018/10/1 4:00
1b- ¥ cr—hangzhou-dg—a0l 47, 248 internet 0 T156 7166 2018/10/1 4:00 2018/10/1 G:00
1b- o en-hangzhou-dg-a0l 110 .62 internet 0 6928 6928 2018/10/1 0:00 2018/10/1 1:00
1b- ¢ crrhangzhou-dg—all 11, .62  internet 0 G914 6914 2018/10/1 1:00 2018/10/1 Z:00
1b- o cn-hangzhou-dg-all 11 .62 internet 0 BT5R BT96 2018/10/1 2:00 2018/10/1 3:00
1b- o crrhangzhou-dg-a0l  11. .62 internet 0 7100 7100 2018/10/1 3:00 2018/10/1 4:00
1b- o en-hangzhou-dg-a0l  11¢ .62 internet 0 7110 7110 2018/10/1 ¢:00 2018/10/1 5:00
1b- ¥ crr-hangzhou-dg—all 47, 65 internet 0 5943 6948 2018/10/1 0:00 2018/10/1 1:00
1b- ¥ crhangzhou—dg—all 47, a5 internet 0 7062 7062 2018/10/1 1:00 2018/10/1 2:00
1b- % crrhangzhou-dg—a0l 47, A5 internet 0 7122 7122 2018/10/1 2:00 2018/10/1 3:00
1h- ¥ crrhangzhou-de—aldl 47, 65 internet 0 6974 6974 2018/10/1 3:00 2018/10/1 4:00
1b- ¥ crrhangzhou-dg—all 47, 65 internet 0 T304 T304 2018/10/1 4:00 2018/10/1 5:00
1b- r crrhangzhou—dg—a0l 47, 117 internet 0 0 0 2018/10/1 0:00 2018/10/1 1:00
1b- r crrhangzhou-dz—a0l 47, 117 internet 0 0 0 2018/10/1 1:00 2018/10/1 2:00
1h- r cn-hangzhou-dg—a0l 47, 117  internet 0 0 0 2018/10/1 2:00 2018/10/1 3:00
1b- r cr-hangzhou—dg—a0l 47, 117  internet 0 0 0 2018/10/1 3:00 2018/10/1 4:00
1b-bpl3nT24mzlfd5jllitar crhangzhou-dg-a0l 47.110.20.117 internet Q Q 0 2018/10/1 4:00 2018/10/1 5:00
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