-

- |

Alibaba Cloud

AFIFE

HIEE R

Document Version: 20210226

(-] Alibaba Cloud



REE WIRHERE- Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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BRERE- &= FEPREANF AR

2.8 F FEREAF

FEBRNMEMAEREHTEHUREENEREHTENRESR, BBRENTAERNESEUETERMN
EREHTHBREN BERRERE.

8 B 342

o TEZEHTE
o HiEMhik
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HEZE-FHSIBEIZEHTTPSER (

PR
AR EmRE)

3AFFASLBEBZHTTPSER (BB E)

EEREHTTPSEORBNERRE, HEFTECERERRER HEFRSFRE.

SB— LEARS[ESE

EEEHTTPSEIEE (BORR) 7, FETEBREGARSERRE, UiSARSEZELEINEHETLTHNIBREER
. L1EE, BEEAAKRECGSLETHECREBRE,

1. BAEHTHERFER,

2. EERIEES, RERIEE, EREURE.

3. BEFEE-FRBRE.

4. BRBUITEN, BERE:
o RELW: RERHA[I-80EFT, RAFBEFE, 8HF. "-". /""" """
o REWEME: BIEFF],

@ 3} REOWENESHTERTEENNESHER.

o REBEE: HREQRB[EBE.

o RENBMAMEEHR: BHARBBENNTNAECR. EEEANBHEESENRERN. LE
HRBUAZPEMER, FHEEFE =20

5. BRRE, AL,
SR EEAHTEHATREE

1. BABHTHEREES,

2 ERSEREEEAE, ERRTAHRTE,

3. BEESHTENTEE, BEIMEETAIM,

@ mE  ERERRENE, MESEREF 1, FERSENRERETServer Load Balancer#ifT
mee,

BIUME, RERTEESEEEE, BEERIME,
BERERYNEHTEHENTEEDES, REEEERRERIEEY,
EERBEEET, BEEFMEE,

AR RRERESET, RRNTRE.

o BEAHFHWE: HITPS

o BAEREEIE: 443

o AEEEX: WiH# (RR)

N oo ow s

8. BEET—¥, ASSIRIJEET, BREELLENARIBINTISREMRR.

9. EET—¥, EEFARMFARB[MA, EBREEFRM, FMECSHMRS, BinthZRBERIERERS0,
10. H2HREARE, EET—SERE, THEHTFERNTERRE.
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HIREE-(FHSIBEZHTTPSER (

o o
BEHRE) AR

SR AR HFERS

| ARTERSEREERNE, ERTEREREE, SERSRKERTRE.
EREAERE, RRARARIETUESZKEAEAHTHERESHER,

2. EHERPHANEBFEOABREIGL,
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HEZE-FHSIBEIZEHTTPSER (

Lm@RE)

4. EFHSLB”‘B%HTTPS%?]'% (£ [m3R5%)

EREHTTPSE M REHE
KEFPEHEEZNCARB LA IR RESER, THUTIREREHTTPSER (#ORE)

1.

SBR— ERfARsEERSE

.\‘P\.U"P.W!\’

R RRRE

{# FH0penSSLE 4 CAR &
EXRFIRAE

T EERSFRENCATE
RERAFIRAE
RESHTHLORERE
A AT ERE

;ﬁﬁgr EEEmgﬁ Hvi{gﬂ Hﬁﬁ%'ﬁ ?ﬁ*ﬂ CAnlu\u

ARBBREANEAENEERTARB[BEENREEEEHECFEENTOEEN, ARZRBTLUEME
B EApsara Stack Security R EFEBE, ol ARIEMREAULEE.,

FEB . FH0penSSLELCARE
1. BITUAT®RSE/rootBE TR —EcHERR, HHECHERRTREINEFERRK,

$ sudo mkdir ca

$cdca

$ sudo mkdir newcerts private conf server

Hdh:

o

o

(e]

(e]

newcertsB $%1§ AR ERCAE BN BLURE (R EEND BR).
privateB S FARTFRCANFAZE 28,
confBSRARFH — LB S HANRERE.

serverB 7 A RBBBEER.

2. HconfERTRI—EB SN TEMNBN openssl.configZ .,
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HIEHE- [F HSLBEFZHTTPSER (

o) R E

ARG

[ca]

default_ca=foo

[foo]

dir=/root/ca

database = /root/ca/index.txt
new_certs_dir = /root/ca/newcerts
certificate = /root/ca/private/ca.crt
serial=/root/ca/serial

private_key = /root/ca/private/ca.key
RANDFILE = /root/ca/private/.rand
default_days =365
default_crl_days=30

default_md =md5

unique_subject = no

policy = policy_any

[ policy_any]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = match
localityName = optional
commonName =supplied

emailAddress =optional
3. BETUTHLEENESBKeyEE,

$ cd /root/ca

$ sudo openssl genrsa -out private/ca.key
EBITERUTEMR.
4. BTUTHSERGIBNEARUBEDANEN, REETRHR, EEREFBRGAER,

$ sudo opensslreq -new -key private/ca.key -out private/ca.csr

@ 3B Common Nameisi \ EH & #H T ERENEEHSE,

5. BITUTHSELERBAMER,
$ sudo openssl x509 -req -days 365 -in private/ca.csr -signkey private/ca.key -out private/ca.crt

6. BITUTHLRCARKkeyRERIEFHR, JURERNEFT.
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ﬁg|-‘]EI/L‘, é)

AHIE

$ sudo echo FACE > serial
7. BITAT L BICARE,
$ sudo touch index.txt
8. BITUTHLABRARIKAREEY —EARZHEHEIIE.
$ sudo openssl ca -gencrl -out /root/ca/private/ca.crl -crldays 7 -config "/root/ca/conf/openssl.conf"

hnp =

Using configuration from /root/ca/conf/openssl.conf

TR EERAPRAE
EBITUTHEE B BRNEN —EFEHAEikkeydd B #f users,

$ sudo mkdir users
EBTUTHSABRIREY—Akey:

$ sudo openssl genrsa -des3 -out /root/ca/users/client.key 1024

@ B  EIkeyBER# A\pass phrase, EESEdTkeylI S, LARLEAZEHRER AL
. BmRXBAR—EZEH,

BITUTHSAAEKkey B —EARBHEZEERCHER,
$ sudo opensslreq -new -key /root/ca/users/client.key -out /root/ca/users/client.csr

AANZDSER, BRBETRAA L—FB AN pass phrase, REBBIETR, RBEBENSEN.

@ #HEE  Achallenge password ERFHRBENS (BB EA clentkey HWOLENE, &
YREREZBAtest) , TTAEGARBHDEXZREEOS I
4. BITUATHSERSB P HCA KeyBRIA BB FinkeyE &,

$ sudo openssl ca -in /root/ca/users/client.csr -cert /root/ca/private/ca.crt -keyfile /root/ca/private/ca.k

ey -out /root/ca/users/client.crt -config "/root/ca/conf/openssl.conf"
EHEBEREETEINRRE, MREBEAY.
5. BITUTHhSREBERARSE BB BB B PKCSTAE R,

$ sudo openssl pkcs12 -export -clcerts -in /root/ca/users/client.crt -inkey /root/ca/users/client.key -out /

root/ca/users/client.p12

BRI R A Bifclient key#ipass phrase,
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HRHEE-F HSIBEIZEHTTPSZE (

o o
HHRE) AR

BRANARELRENER. SEARHAFPHAZNRERSR, EXEAFHRAEBRZTEZRANER/ERE,

6 ﬁ'f?l’y\—Fﬂ Egéiﬂqmﬁﬁ%wu\ﬁﬁ

cd users

ls

SERN LEREARFRENCASEE
. BAAHTHEEEES,
2 EHSENEREAE, ERRVAHTE,

3. REEHFEHHITERE VA1 3=l E D
AIZEPPEREREENE, MEREBFEFR] (M) , FABREENSEZ IServer Load Balancer#ifT
Ege,

4. BYME, EROTEREEEE, $EEBENTERSEME, BRERNNEREE, XA
HIERTERSRE.

5. EELAIEEY, EERBEREE,

6. BEERITRE,

7. GRUREBEHE, TRNTERER, BBREE.
o RBWEME : AYEEZFERT,

@ 3} REOHENEHTERTERNNESHER.

o REHE: EEGMARB/EBE.
o ABNBMAEER: BRENCGR[EZNTNALESH.

@ gy EERNEE, CTLEREAER, SEERNIBNATSBES, FSHEE
HEEREER,

8. EEHFHAAEEY, FERTEE, REFERUYIRE, LECARSE.
9. ARV REHME, MM TEER, FBERE.
o RBFMWEWE: RAHEPEEFERT (HiM) .

@ #1 RBNBENSHTEHTEENBESER.

o REEE: BIECARHE.
o BEBEAE: BEREHNCARENS.

@ gy EERNEE, CTLESEAER, SECRNIBNATSBES, ESHEE
HEERESS

SBA REBAF Nt &
BELNAFRBBREAF R, AgRRMWindowsAF i, ERERAM.
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HEZE-FHSIBEIZEHTTPSER (
Lm@RE)

AHIE

1. FIBIGH Bash&s RFIRE, EFTUTHLELSR=PELENAF KRR,

scp root@IPaddress:/root/ca/users/client.p12 ./

@ M  PaddressEE 4 FI F i R 5B 1912 FRES B0 IPHbALE

2. FERERTEATEHNAEIHRE.
i. FMESERS, BEEBRE > InternetiEHE,

i. BENIESR, AERBEERE, EATHNEFHRRE, EEANRBEREZEAANELSB=BELPr
KCSIZAE =BG,

SEBN EHTTPSE MR EEE

1. BAEHTEHERETES,

BIEERT (M) HE, BEEERUNEHFEHEITERBDES, AEELRERERE.
EEREEE, BERMEE,

ERBRABEEET, RERE,

o BEAHFHWE: HITPS

o EREEEHEIE: 443

o HEEEEL: WA (RR)

P.W!\J

5 BET—F, ASSIRJERT, BESSLIAEEN, MALRRE.
o fEAMRAFEE: BIEE LENGRSFRE.
o CARE: EECLENCARE

BET—F, EEERER[AEETR, EEFM, HMECSERS, LSRRG RERERERS0,
BET—¥, ESRERE,
BEET—%, EEEREESA.

© v ® N o

1

T B+ ARHTTPSE [0 2

1. AR TEESEEHE, ’féﬁééﬂkﬁﬂrﬁ*’éﬂk . BRERIERER, RRERKERSITUESRKER
EHFEHRRESHNE

2. ERERT, HAAHTFENLABRBETL, ERTESEEAFRAER, BEEE.

3. EFEEREEE, BUBRIFEREMSECSARBZBER,
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HIRERE-HTTPEFHE [ EHTTPS REISE

5. HTTPEHE @ EHTTPS

HTTPSEMZ &R EERSE, Z2Us. EHTEEEHTTPHIMEREQEHTTPS, HEKETRIL
HTTPSEE, AFHEH LTSI MER R THTTPEFFE G IIEE,

AR 154
BN THTTPSEIEE, BB RAMHTTPSEE,
%%EI@\

@ MY EEHTEFIREH S TIEREESE,

ARERELIAEHTTP 805 - EFFE B HEHTTPS 443441,
BESR

1. BANEHTEHEETRA,

EIEEINAERTEEEH FENTEENFAELE.
ERTEESEER, EREZNTERNDES.

EERBEET, BEEAMEE,

ERMEBEHEZSE, SHTEREIEIENTTP, BIEEEIEHAS0,
FRERES, BERNEERHTTPS:443,

o v A W N

N

g%T_i o
8. BRE, BEBRR,
EEFME, FTEREHTTPH B EESEHTTPS, WRBHTTPSHERER S ETES,

14 > Document Version: 20210226


https://www.alibabacloud.com/help/doc-detail/86438.htm#concept-dy4-2pn-42b
https://slb.console.aliyun.com/slb/

L s HIERE- BES|BHTE R E 241
25191
RS ZIBHTTPSABIY

6. BSILBHTHEEEEZSHIGBZIMBHTTPS
A uh

AYEBRNMEEERERBESBOFRRELSR.

BFE#A
AEREUERT (M) HENMERERSHFEERTERESBIAG., EABELEZEL—ELE
HTTPSEEE, REAXNAEMRE, BHERKEM/INZEE* examplel.comB i saKE S E R GRS
“Htest1 b, #RBLAHZBAWwWW.example2.comBIplins RES = B @REAtest2 L,
BEBE ST PATIRE:

1. HINHTTPSESEE,

2. BEEFRL,

3. RINERAERE,

BRI
o EEHT (M) WERKARERHITEIESIB, BEEEFFEZRE U Server Lload Balancer#ii71E
2,
o MEAKEGLTEFERNRE, ARBEBFBRINAES,
o BRFERAMERAERdefault,
o #BiEZME*.examplel.comE AR EAexamplel,
o A ZBwww.example2.com{E A H R & Bexample2,

SB— HRMHTTPSEE
SEAATERIE, RIMEEHTTPSESS:
1. BEERIBED, BERTHEE > JTEESE,
2. ERTEREEER, BENERERNTEESBIREINBERERE.,
BREERE, o EEERE/BeRERE/2RARBINHRARKES.
3. BEEEE.
ARENETERBENT, HMBEESE FNHITPSEE,
o EM@RE: M.
o SSLRE: EIEFERRIF/Bdefault,
o BiBERE: EEE Itest1fMtest 2m1E & ARRAE,

TR REEFRA

FTRRATRE, BEEEFHRA:

1. BESIBIHTEED, EARTEEFBER.

2. EERBEET, RICEMKHTTPSEE, ERFMEBFRE.

3. tESRKRER, BREEHRK, HBFSRENVEEEHE/RIBCETES,
AREPHEEHBESHRY, URLNETRE.
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HIREE- B SIBHTE L B Z 41 e
//
ZRBHTTPSABG R E

o RERAZHE, EEEHZWIBETE AN . examplel.com, &iZtest | EHAMREAE, EBHFMES
REE +,
o RTERDNERE, EHAEZB/RMETEAwWwWw.example2.com, EiBtest2E R ERE4E, BERA,

@ %y ESHUPRENELEEE, PVARBBINSBES FNEZEESEPFNNIETS
BRI,

SBR= AMERBEEE
SERRLATRIE, IR AEEIERE:

1. BESIBIHITEED, EAMTEESBER.
2. EEBEEET, WACEMNHNHTTPSEE, REFL > BEXAEIEEE,

3. AERAMEHEHMERER, EEFNMBERPEEE, RERTEHASE,
o ARG, MEEBRARERFE. BF. EFR (1) . & ().
A ERES AR ERELENSRAF tLEmERRN
m BEHEEEETE : www.aliyun.com
n BERFBEEHEE GZHEEZME) - *.aliyun.com, *.market.aliyun.com

ERnmREELESGEEZERER, RENLEELEFS: BRLESK/NEEERFT
rEE, NEEBERFRLESRAEEERFTRRE, MTRAR.

BB NES A A ERE
3 55K URL ) )
www.aliyu *.aliyun.co *.market.a
n.com m liyun.com
FEREILED www.aliyun.com v x x
2 Ehakzg AU market.aliyun.com x v x
prZ EhoEzy U info.market.aliyun.com x x v

o EEZMEBWEMNAE,

@ $y REPNEHLBUEFNOELSHRIBLA—H.

D 3R ERERME NRERNE SERERIERAEIE, BREFNERNYE,
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Ak R 1K
ﬁﬁﬂfg} ﬂ*iil: ER 481525/ URLEK TI;;'T;

7. 2R AEEHE/URLEESETES

EHTHEXEREENEESBABRLNESRE. AU READREZHWRBRECNFREFSEARN
BinfkasiE, SENEARFER.

@ e REVEEE (HTTPS/HTTPRE) XERSESEE,

MELBNBEERESENE

tEEHFERBIEGREHLSLERBESZRE, $REFRBHZHHEURBFREFHEREECS
BRIE,

VRIS IEFRLE, REEERREMAFTERE, tinE/abckl/abcdmEiREI, $HR9/abcde, BT
B2 /abcdiR Al ,

MERHESREERRLENERF T mERN:

o FEREARIZFE: www.aliyun.com

o EHRFPIIEZT (FZAIFEZM)  *.aliyun.com, *.market.aliyun.com
BRI RE LIRS FENSHRIER, KRENCREXIEFS: BRLEESK/INEESZHFTLE,
NEEERFTLESRALEZHAFTLE, NTRAR.

e B 008 25 48 4 R SR B

B BRI URL , ) ,
www.aliyun *.aliyun.co *.market.ali
.com m yun.com

FETEITAD www.aliyun.com v x x

2R E BT market.aliyun.com x v x

Z MBI ETE D info.market.aliyun.com x x v

FBOLIE—EERTAMNSFESRE, SHRESRERBARANERARSAE (—EEEERSIEHE—E
ECSHATEREMAM) . LB S ERABREFE —ERIBARSE LM RHEREFE S —ERKER
&=L, ERUUNEBEEMEREBER, SENBRENR.

WMTERR, ERETEFREE, SHFTHERABRRUTREESRER:
INREEEC AR RRAMNEE R, MIREHERE, $FREFIHENERGRSIE.

[ ]
o MRKIE, MYBERMALYEETEHARSEAE, MNFRESIHENERGARSIAE,
o WMRIHRMILE, RIEHEEHFHENTEBRRMERI[AEPHIECS,

ARINAR S A S S R
TRUTHE, EEERPESBNBCHNESIRE:
1. BAEHFTEHEEREIRA,

2. BEME, SEZMENMEAHTENITEE.
3. BERAHFEHTEEND,

4, BEREEE,
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YREE - ENEEAMHE/ URLIEEEST

o= ARG

5. BEREEERBNAMBE S RIRIRE,

6. ERMEFTRIER, REUTEANREESSRE:
i BEAH: BAREFOFIREEEE, BESBREERFE. 8F. EFR (1) . & ().
i. URL: BIANGERIEE, BERAL/RE, RELSSFE. BFNEERFT (-/%#&) .

@ 3y WNEEREGREHNSESER, IRAEERBURL,

i, FE B e AR A5 AH - JRIE BB EY 5 AR
v. % BAMR,
v. EERMBSEE.

7. BEHRMALE SR HMIR L BHN—E41E 3B URLKES,
—(AHTTPHHTTPSE R RS A MBS KBRERBEZSREHEREH,

An I F R R

T U 5 SR RS B B B0 A4 U B PR 28

SR TIRME, HEBEERe:

1. BAEHTHERERR,

BBWE, SEXENEABTERTEE.
B A HTEHTEEND,

EEEEEE.

B RSB CEBRNRMESRELE,
EEHERIIRNE, L8 EOSRBOEER

.°".U":'>!-“!\’

7. MEEHRE, REBEUTERBTESRBENAREREE. gRRFNRERERESTERE.

@ 3 HHEXEEUTHESTCASSEBNERRES:
o 2 (ILH)
o H1 (M)
o EH2 (L&)
o L3 (ERO)
o L5 (IFAIEHS)
o &
o HMK
o AR

EREEE Bl
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AHIE

PREEE-ENEESMHE/ URLIEEHET
BE

MRS

AEEEE

R EERE

RMEERERE

SR

BHTEZERD. MERA (WRR) | MER/NBEH (WLC) ZERAEEH
%o

o MmN HEEUSHNRRMARE, WRBIORY (HX) tEs.

o 3l RIBSAMBIRFMIRAIMRERK P2 BB R iR GRS

o MERMNBEH: RTRESCRREARIRENEZERETHH, FFES
BEBERBNERESH (REHK)  EHEEERE, 806288002
@A REBFRRATERE (KX) s,

BEERHMEERE.

AMERGESNEE, SHTESERER—ARENABNBFRABEIE—E&RK
ARk LETRIE,

HT TP Z SR IFER Cookie, BHFHFEIRMETMECookie ZIEA R
o HEACookie: #mRAFBEIEECookielZIHRER

RRRE—RIEE, BHFEHESEREFRPEANCookie (BIFEHTTP/HTTPS
EFEIRIPIEASERVERID) , MRAPKET L Cookieshfd, BHFERBEH
FREBEFHEZACHINERFREL.

o EECookie: TJLMRIREEISEHTTPS/HTTPEELHE AR Cookie, BMEERE
Bin AR TEEZ CookieN B BB I F B IR,

EHTEREBREMEBL] 7T Cookie, BEHERHPCookielETEE, TIXA
FBinEH N Cookieshl), BFFERBLEERERNEZHZACRENER
fARE, HB2EIHEFFRAIRE,

o BEMEREEKRE . BRENERERBNBRRKGHNRAEERE,
BREAEEERFEENRIRERE,

o BEMERERE: AREESUKERESEENUR, BREBRERETR
=

o BEMEREMAEEHE (&) | EREASEHARFONEPREES
.

o EEMNREBALE: EEREMEREERNHTTPARERL,
FER(EAttp_2xxFhttp_3xX,

o RENKEREERBRER: RURERERERENERTESHFNER,
MREBRECSERENFHNRBERER, WA EARERERELRK.

o BERERTHRBER: ETREKERENEBER.
FARR2W,

o BRARERREE: B—LVSEREMRIHEE—ECSEAMRE, (EMNEILXK
MEERERERERBURY.

JiE{E2-10, FERB3R.

o BERERERRHEE: B—LVSEHRERB[EHE—ECSAMIE, REKEIM
NHEERERERERINRE.

oJiE{E2-10, FERBIR.

> Document Version: 20210226

19


https://www.alibabacloud.com/help/doc-detail/27704.htm#concept-hzq-sj5-vdb

YREE - ENEEAMHE/ URLIEEEST

BH

ARG

8. EEBRETE,

i) Bk 48 25 SR
SR TH24E, MR

1.

BEANEHTHERERS,
BEEME, EEZMENREEHTENTER,

. BREHTEHEHTERNID,

BERRBEE.

 BERRGLEERNARNBSREEE.
. EEHFERIXRME, EEESESRBOMREE.

20
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ARHE PREE-EHAFKESRP

S.ERNHFIRmEE

AHTHRBEENREIPHREA
& TR S EE P BT AL, RN AETRE M,
o MEAHTE (TCPHE) RETLEREEHECS DERAFHNEEPbL, REETEIRE.

o LEEHFHE (HTTP/HTTPSHHZE) REZEHERGRS[ETEER, AEBER X-Forwarded-For BYA R
ERAFIRNES P,
HEWNAF KPS E & T ERIEHT TPEEEIX-Forwareded-Forfi{i, W T:

X-Forwarded-For: (ER&EHEIP, Proxy fAfR21-IP, Proxy fAfR2%2-IP, ...
EERLANERBAFIRAEBIPK, ERNE—EMIUMEAFIHEEIP,

@ % EHPENHTTPSEEREAH TERE L OMBRE, BHRNEERHTTPRE,
Itb, FEwWebfEREARBEEE EHTTPSHIHTTPEARRRHES,

B EIS7/11S8{REE

1. TEIALARE F5XForwardedForfg%

2. RBBECHNERBIEERRMAIEXC6\Releasesh & x64\ReleaseE 8% T8 FAXFFHEtpModule.dllF F5
XFFHttpModule.ink2 EZ)EE B4R, Lt C:\F5XForwardedFor\, HRISEREE % B RGBT

%O
3. MRNSE®ES, SE&EMAD®E

4, BERRBAKEHR, RAEEELNEFEAED, B2,
5. HAMTED.JHER,
6. BHMIMERERZEATEITISAPFICGHESR

@ M BRECLERETISAPFICGERRR,

7. ERISEARRES, SFEEEN.
E EApachefd PR3
1. BITUTHESREApachefI—EE =H 1 Emod_rpaf,

wget https://github.com/gnif/mod_rpaf/archive/v0.6.0.tar.gz

tar zxvf mod_rpaf-0.6.tar.gz

cd mod_rpaf-0.6

/alidata/server/httpd/bin/apxs -i -c -n mod_rpaf-2.0.so mod_rpaf-2.0.c

2. {8 ApachelzR EXE /alidata/server/httpd/conf/httpd.conf, ERKRBHRMUTEESEN.
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YEER-ENHAFKERP AR

LoadModule rpaf_module modules/mod_rpaf-2.0.so
RPAFenable On

RPAFsethostname On

RPAFproxy_ips <IP_address>

RPAFheader X-Forwarded-For

@ @ N R IREEEProxy {2 fR2SE9ME, TTLAAGProxy G RS BVAF ERANNZEI RPAFproxy_ips <l
P_address> , W& HFEHN P EEFSHIPHLLE , SEIPHUERRBIERAMR.

3. HINTMEERMApache,

/alidata/server/httpd/bin/apachectlrestart

Bt BNginx{a R 28

1. BT T &SR Ehttp_realip_module,

wget http://nginx.org/download/nginx-1.0.12.tar.gz

tar zxvf nginx-1.0.12.tar.gz

cd nginx-1.0.12

.Jconfigure --user=www --group=www --prefix=/alidata/server/nginx --with-http_stub_status_module -
-without-http-cache --with-http_ssl_module --with-http_realip_module

make

make install

kill -USR2 ° cat /alidata/server/nginx/logs/nginx.pid"

kill -QUIT " cat /alidata/server/nginx/logs/ nginx.pid.oldbin"

2. BB nginx.config=,
vi /alidata/server/nginx/conf/nginx.conf
3. EUTEEERERMIMNEERUINENR.

fastcgi connect_timeout 300;
fastcgi send_timeout 300;
fastcgi read_timeout 300;
fastcgi buffer_size 64k;

fastcgi buffers 4 64k;

fastcgi busy_buffers_size 128k;

fastcgi temp_file_write_size 128k;
EERMNEERMVMENS:

set_real_ip_from IP_address

real_ip_header X-Forwarded-For;
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ARHE FREER-ENAFRESP

@ M  MREEEEProxy EREHMIE, ST Proxy FRSZHIABELRMNE set_real_ip_from
<IP_address> , W& HFEHNPHUERFSIHIPHULE ., SEIPHBERIERAIRE.

4. ERINginx,

/alidata/server/nginx/sbin/nginx -s reload
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YRERE- NEETEAE A

. AN{elEFT B IR E

B2 73 7R 5 2 B AR ik

MY fE & 8 F AR AR EELVS (Linux Virtual Server) + KeepalvedAREBREAHTE, tEBAHTEH
TengineER, HhUERLELBLVSEEETERIF RS, MEtERELBLVSE, EEEBFLB
Tengine, RXEZEFBIHARE. tEXNES T —ERERG, Ak, EtEMEEREENEMEELT.

MREGERACEERETERAE, BR|ABALE, #TMAECHNtEEHTHEERYEEFN—1
ECSHIZAE, IRT CRASHMAELL MBS, UTHERth oI sEEEm t/E R BMAER:

e AFmBEERAE

RERSGBEERINGE, BRIHREGEACSENELPELK, EBHTFEHERGHRIRTCPEEN
timestampBM, LinuxiZZEHtw _reuse(time_wait AKREBIEE B)EXRER, time_wait ikAE BIEHRE
BAFImEBFEERE.

BRA%: AFRBEAEREREERE, FHARSTHRIENELS (socketz:RESO_LINGEREItE) , M
ARIBFNGIEE S ERRD

o &imfARERaccept BXFiH
#infafREFaccept BRFIiW, S EinDRIFAEEsyn_ackiRX, FF i@
fRRF5: AR BInet.core.somaxconnfi{EA128, #{T sysctl-w net.core.somaxconn=1024 FXEH
B, UEMERFRSELHER,

o RBinfdfR=[HEBZS
HREERFNER, FRtEAHTER, ERERBERBTengineBEMEHE, ofEEMEIRKE
REFBEBE, MmERRABANELAE,

o EinfEREBBKEE B A ME

FRECBEHFHEINRHFARFE, BRARJASEHHES, EARAENERGR:I LHERX
WEEEER, CNENE, ENERSRE, hE5IEMEER,

o ZinfIR=[HRRBRENRERE
AEEBANRRES BBEERERFNERRERE, NRFRHEARIERRELRKIERRBER

ay

RATHBKE (PRI, RMEDT, RESK) CEURHBERT X,
B = 2=

FEETEANE, ERMTRE:

o BRHEHTHESRNEREREES
—MRARREBRR T REBGERST, HEMFTEN, TERRBNREHTEHENESEN, BEREE
HHREE, ARAAEETENRRARSFEEERN, EEAESENREEIR LANAFREFER
B,

o BHEHFTHHEIERZEARSE, ANASRER CIRIFHRES
BATENAFEHZZRES—ER/ME (57) . BFEEAKRNE, AHERSBREFIIRTM
&, AARAGEAKIEREERE. BESHRA/N, AHAGERERREMINIR L, @EHRORERHERERIK
i,

o BinfARB[REM—EABEREEARER, NEEERARETRNERE

o EREF, BEREERZUT:
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ARHE YRERE- NEETEAE

o FRMEZEFIFINEE, BREBNEERERERNERGERS.

o BERHMRRMRENMRE, MORRKEFKERRLER[NNEE

o MZEAFmETETEARFSINE, RPSE, EAEFINALR CEIRER.
BHAARTAZES
REZLERApache abtERBHRIEHTIA,

Apache abfZE KE W BIHE R T1FFE3s, 65, IsEMISFENIRKR, Apache abEiEiB ¥ Eicontent length3k
BESEREEMRY, MEHTFEHEHESARIHEAREE, REIMNCcontent length 8 FA—8, BEAIEHERE

U*O
BEERMEZEPTS,

TLERSERFHEAENNLR, WRARKN, TATLEERERS, ERENWHEEHARE
REEER

& FAPTSE & BRI A

BY—EEHIBITERE, FINIMAECSHITEEEABIHAEARS, MBI —ETCPEEMHTTPER, &
I EBEEBREASS0, ECSARBIEEACPU 1#Z, IERES12MEA Cent0S 6.3 64 HITEXE RS,

1. L& Apache Web Serverf2tWebfR¥ .
yum install -y httpd
2. MaHFEREEindex.html,
echo "testvm" > /var/www/html/index.html
3. RIENHTTPARES .
service httpd start
4. FHREAMEIB0RIEIR, ERWebRHKE A,
curl localhost

5. EPTSHEM RIS, MIRENRAR.
TR RSB ENREREFERE:
o REBMBEIFRIASE: PTS.HttpUtilities.setTimeout(5000)
o BABIEEIE: PTS.HttpUtilities.setkeepAlive(False)
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BREERE-F M PREN
BinfE k=S

\
1

m
3k

ARG

I¢m

10.4& [ H s RE E N
i

\

e 7B & Ui fal AR

HRIEEAFIFFREEEE, MulEalBELog Service, BBEERKR, STEHTENEEISR,

BRIE E L E F & i 6 R=8 .

AHENMENAERAGEERREEMNEERHARS, ESHBARTHFEBZREETH8H,
BEEAHFHIBBER
EEREFBAEE, #R:

1. BEREIL T tEAEHTFE,

2. IRE4RFE T Log Service,

STRUATRME, EEEHBAR:

1. BAEHTHEETREA,

2. AERISEY, #BEHRER >HEAR

3. BEHTERNFBIE.

4. BEVHRE, REEBEHNHELRE, SEEZEERESBIRLog Service,

MREEANRFIRR, TEERFBETRE,

@ }P ZRERBEREEE

5. s BEEE, HKEBESBHITEE, AEBBEERE.
6. i#i£Log Service (LogProject) fH#E (LogStore) , AEBEER,
WMREAH T AKLlogStore, EERHFSLSEIM Store,

@ M EEPoect NZBLEK—, HProject MMt ENA HFEHTRENLERR.

EHHRFHEEE
STRUATRIE, EfMAR:
1. EABHETAER., BoIBBEHFERFI&MLlog ServicelZHlAENARFERNET.
o BHFEHEEHAE
EFHMBRET, EEEFAE.

o Log Serviceiz4l&

EHFEEE, ERSIBHFAENERIZE,
2. E%E&E uluﬂaﬁ'fl, fgiﬂgmﬁwﬁ*ﬂ

3. WASQLEEOEHR ENHB AR,
EEanE A T SQLEE A EMTop20M A F iR, ARAMFARFARRIR, WHEERK,
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YEREE-FHFIBAGREEMNERE
Einfa IR=%

AHIE

* | select ip_to_province(client_ip) as client_ip_province, count(*) as pv group by

client_ip_province order by pv desc limit 50

EHHEHS
SR TRIE, EHHRIBEE:
1 EABREHEE. AUNBBARTERETLg SeviceH A BHEHEM.
o ARFEHEHE
EHMARER, EREEH

8t

o

o Log Serviceiz4l&a

EHWEER, EESIBAGENE#IRE,
2. ERFEAGREMN, EEHENBRENR,

3. MASQLEEAEAR ENHEAER.
EEANEA I T SQLEE A EHTop20M AR iR, ARAMTFERFABRIER, BUEERK,

* | select ip_to_province(client_ip) as client_ip_province, count(*) as pv group by

client_ip_province order by pv desc limit 50

\
EMEERHEREE
RO &R Log ServiceR B R B BN B E R IR E RS,
1. #£Log Serviceiz#l &, BB EH FEHMProjectlE4E,
2. EEBIEEY, E¥Search/Analytics - O > B8R,

3. BEEHTHHMAGNEBES.

4. fEEERE D, EFtop upstream(o] FE B B % T Server Load Balancert Bl FERER, o] A2 EHFES
upstreame] ER [ (s)REREFHS, EEREERKEARFBNEEIFHEEIRTS,
MRBEERFERR1sNERGRSE, BiTsshine, BAZERGEARE, EECPUREHESILE
71, EITEAHREE,
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BRREEANCEREFREHNFRRESR, aHTHRUBERERNEIZE, BUUSRENER
BB AR BRI RE .
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AHIE

HIEHEE-BEIBOpenAPl Explorer iz
VPCRERUHITIEREEFIE EIP

12.38@0penAPI Explorer

1

TE BEEFIS EIP

2T VPCHERY

fEFAPlexplorerf2 I VPCHE & H FEHITERE, XEAABTEHTERMBRIRJ|IENERD, 8
EE P —E IR & 8 & TE RRAFASR IPHL
BESR

1. B A OpenAPl Explorerz4l &,

2. S EHFHERK CreateloadBalancer/M &

3. REEBVEAHTHHTERNZH., BERTEHBNSEERERAN, FHASHRHES

B CreatelLoadBalancer:

(e]

Regionld: £REHFEHTERNME, LERESn-hangzhou,

o Vpcld: RREHFEHNITEIEAEVPCHID,

I BR B[ A Virtual Private CloudiZ il &, #i2FER1 (M) E, EFVPCHID,

o VSwitchld: RREHFHMBRIRFNID, MRFERLTEHFEPHIL, ZSHLAES
kR Bl Virtual Private CloudfZ#| &, BEEHFEHEHTERABVPCHD, ERKEREET, &
BRMBOEH, EERRFHID,

BIRED, TEIMENEEMBR, 11192.168.0.0/24,

o Address: $SEAHFHNMTEENAEPHIL, ZHINEOSERRENEEERT, W

192.168.0.3,

4, BEFXBFR, ROGERUT:
o XMUEI

<?xmlversion="1.0" encoding="UTF-8" 7>
<NetworkType>vpc</NetworkType>
<LoadBalancerName>auto_named_slb</LoadBalancerName>
<Address>192.168.0.3</Address>
<ResourceGroupld>rg-acfmxazb4ph6aiy</ResourceGroupld>
<Requestld>09197EEB-7013-4F56-A5CE-A756FFE5B75D</Requestld>
<AddressIPVersion>ipv4</AddressIPVersion>
<LoadBalancerld>lb-bp1h66tp5uat84khmqc9e</LoadBalancerld>
<VSwitchld>vsw-bpl4cagpfysr29feg5t97</VSwitchld>
<Vpcld>vpc-bp18sth14qii3pnvodkvt</Vpcld>

o JSONA& T
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HREEE-1BiB0penAP| ExplorerfZiz
VPCEE HTE S RIS EIP

ARG

"NetworkType": "vpc",

"LoadBalancerName": "auto_named_slb",

"Address": "192.168.0.3",

"ResourceGroupld": "rg-acfmxazb4phé6aiy",

"Requestid": "09197EEB-7013-4F56-A5CE-AT56FFE5B75D",
"AddressIPVersion": "ipv4",

"LoadBalancerld": "lb-bp1h66tp5uat84khmqc9e",
"VSwitchld": "vsw-bpl4cagpfysr29feg5t97",

"Vpcld": "vpc-bp18sthl4qii3pnvodkvt"

5 BAEHPEHEETES, BEER (FUN) E, EFIPR192.168.03NEHFHHATEREEE

M.
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ARHE YEER-EEREEAASDL

=]
13.ZEE&R=EHAI
FREEEEEY —BERNERETASEHENTEEREEAA.,
BESE

1. BEAEHFEHEEHFS,

2. ENRERINGERZZEER > EAERHDPLD.,
3. BERTDOEHE, BIEHERHR > EHKEK.
4

. EERTHRER, EEAHTHER, KEREREENAHTEHERECEAAANERHBENEN
E.

5 BEEMCV, ARAMELE GCURIANREERAERE. ZXBEIUTER, IREBHTEE. HE
HERBHMUSEEREREERALN.
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