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KRBT RAELTITHIES

REVT R 4H E T T EIRCVS UM

KRBT R ETHREFS

REHESHLFE

REN KR E S

KRBT RARERT

REMXAELBLIDR

IRERS BIEERM X

FRENPI RS

ERER ) X 4 EH R A

REFERMNENSE

IREVERN S 3%
EHTE A B EIRTS
bizipuy

RIETITHIRE
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https://help.aliyun.com/document_detail/109972.html#doc-api-LinkWAN-UpdateNotificationsHandleState
https://help.aliyun.com/document_detail/134271.html#doc-api-LinkWAN-SendUnicastCommand

miFHFRIER- ZiRAPIEE

MEBEMEEETE

4.2. LR

BT @ APl BYAR S i 4k & 3% HTTPS/HTTP GET/POST 53K, FHiRBAPHEO AR, EiERDIIAMERMIERK

SHRER APIHED ., RIFISKROLGIERER, RASROLELER,
BOVBEMNATHFENSE APIBEA,

o FRAAPI

.
o NHESY

ABFHRIPENRNEZRKSZE, BIUER RAMFKRS AP SHEIEA APl
AFRSEFMEMEZEEFES APHLTRARR, BESW Link WAN AP EABRETEE

4.3. M HEESH

AT EE T YBRMEERFE AP A HERSHR A HREISH,
AHBERSHEZRAAEN APINBEEFEHNBERSH,

B

Format

Version

AccessKeyld

Signature

SighatureMethod

Timestamp

SignatureVersion

String

String

String

String

String

String

fali
o
&
EL]

i

il

el

il

il

el

el

i

IRE{ERZER, 35 JSON
F XML 289

APKRAS, A B

®: yYvyvyy-MM-DD , &
FARAA 2019-03-
01 . BMEOUNEE
ZNRA

] 2 =AUk 46 F P 6977 1)
BRSSETFEIZEA Id,

BRERSB,

BEHN, BRIXE
HMAC-SHAT1,

BRI A, BHES
ZI2 1S08601 FRERTR,
HEEFER UTCBE, 1%
XA YYYY-MM-
DDThh:mm:ssZ o,
W: 2019-01-
20T12:00:00z (Adt
REFE2019501 8200
20:070%) &

BEREERA, BRIRA

=1.0,
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MBEMEEETE SR FRIER ZinAPIZE

P

i
o
&
H

B e

HE—RENLE. AT RIER
KERREH, APERE
BRpE R ARBIREN
#iE,

il

SignatureNonce String

BREFREE (5%%8
L ERegionxt iz ) , BAET
{XZ# cn-shanghai,

il

Regionld String

API 73355, FIRIEERT
BEREVRIE,

el

Action String

Nl

https://linkwan.cn-shanghai.aliyuncs.com/
?Format=JSON

&Version=2019-01-20
&Signature=Pc5WB8gokVnOxfeu%2FZ2V$2BiNM1dgI%3D
&SignatureMethod=HMAC-SHA1
&SignatureNonce=15215528852396
&SignatureVersion=1.0

&AccessKeyId=. ..
&Timestamp=2019-01-20T12:00:00%Z
&RegionId=cn-shanghai

&Action=GetGateway
&GwEui=0000000000000000

AHIRESH

APLREIEERERFE—IER . RE 4xx 5 5xx HTTP RSB ERRERINARIMEMNESEELANRS
(FINEZEIREBR) . RE 2xx HTTP RSB EXRINBAREYBENESEFLEMRS, B APIEXD
M SBEBRRTFERIGREINS, REIMHIEHRI A JSON 1 XML&, o] PATE A X 15K IT1S © iR Bl B4
B,

BRIEREQD, TERNEE, RABEREARERNE—RIR Requestid,

APIEFIRE 2xx HTTP RSBHERT, FEBEREI . BREMFEBER. TXHEXREBRNEE
ESR

15 K A T 7= Bl
e JSON &\

{

"RequestId": "89EF6CAA-958F-F32C-BE45-FE003C6DE097",

"Success": true,

"Data": "REIMISEIE, Data FEXTRERTIR. FHIFEREE, I, HIAFFRE arr HERNRESEH
#BE pata FE, "
}
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o XML

<?xml version="1.0" encoding="utf-8"7?>
<API H#ER + Response>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>
<Data>REIRYIS#3E, Data FEXFIRERETIR. FHEERXER, i, HIEFTE ar1 HEMREISHPE
B% pData FE&, </Data>
</API HiEH + Response>

15 K K UR B
e JSON &I,

{
"RequestId": "89EF6CAA-958F-F32C-BE45-FEO03C6DE097",

"Code": "InternalError",
"Message": "The request processing has failed due to some unknown error, exception or f
ailure."
}
o XMLIEZ

<?xml version="1.0" encoding="utf-8"7?>
<API 7% + Response>
<RequestId>89EF6CAA-958F-F32C-BE45-FEQ003C6DE097</RequestId>
<Code>InternalError</Code>
<Message>The request processing has failed due to some unknown error, exception or fail
ure.</Message>
</API Fi%# + Response>

4.4. FHAPI

RO LB &S HTTP /HTTPS &K ABYE ML EIEBES AP,
BREBWWT:

https:// [Endpoint]/?Action=Xxx& [Parameters]

Hep:
e Endpoint - BRNZRFOTAMIL, DERNZEEFSHEABUSFIN T,
o iﬁzﬁz (_tﬁi) : linkwan.cn-shanghai.aliyuncs.com o

e Action - API 5%, BIEHITHIRIE, FINEBAMXEENSGEZA cetcateway o
e Parameters - EK&#, B SHZ2EHA (&) 7R,
BREBHALHKBERSHM APIHENSHAR . AHSHPEE APIRAS . BRRIEEER.
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TEEABEA cetcateway HIAPITEAS, HEAERBHEH,

https://linkwan.cn-shanghai.aliyuncs.com/
?Format=JSON

&Version=2019-01-20
&Signature=Pc5WB8gokVnOxfeus2FZV$2BiNM1dgI%3D
&SignatureMethod=HMAC-SHAL
&SignatureNonce=15215528852396
&SignatureVersion=1.0

&AccessKeyId=...
&Timestamp=2019-01-20T12:00:002
&RegionId=cn-shanghai

&Action=GetGateway
&GwEui=0000000000000000

AP|

ATHRENKERS, BINEERFHKSHNEHEILEA AP, NREEH RAM FIkSHAYBEMNE SR
E& APl, IREERIZ RAM FIRSEIE. B FHEMIERRE,

AFKSERBEA AP, BSR MEMSEEF S AP,

4.5. ZRAHLE

VBMEEBEFLESNEMEQFRERNLEEZRHTEMNRIE, FFATLICER HTTPIERE HTTPS iU
RigK, MEBEEBKFEEESZ (Signature) 8.,

BEE, BEEEFHA Accesskey EERASEZRNMEZIKS A AccessKeyld F] AccessKeySecret, A5
HATXIFRINZ . Hop, AccessKeyld B FHRIRIAIAIE S ; AccessKeySecret 2 B FMEEEFHEMPRS
RIFRIESZFZHFHRNZH, DRATEIERE,

@ B YERASETLEMRTavalBSHERSDK, EATASDK, TTMeESE IR, 550
Java SDKfsE F 15 B J SDKAY & AR i8R .

BIRBTENAENERETES:
1. MISEMBHMIERERSE (Canonicalized Query String) .

i. HEFSH,
REYEBNFAINF, WBERSEH#ITHRE, BF2L240 (REHE Signature 2%) MEOHNE

@ #8  HERAGETHFRZERN, RESHFHLIERURLPNSHIS, BURLDEFS
(?) ZERAAIIFS (&) ERNED,
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i. XSHEBRMSEHEEIT URLGRED,

EAUTF-8F &R RFC3986 MURBIFERSHBMSHE. FEAVNAT,

n FRHAEFEE (A~Z) . NEFH (a~z) . HF (0~9) UR¥FE (-) . THE (L) . RS
() BRE (~) RS,

» HEFHRBE xy BERX, Hb xv BFRHXIMASCBEI 163 FIRR, HINXXHINE]
5 v WRHHBA 22 .

» FRBIUTF-8 £/, HIBME sxveza... M,

" BENFERERBE 220 , MARMS + .

ZHBARE application/x-www-form-urlencoded MIME A& HMMBE XML, EXERARE.

MREFERNR Java iREEPH java.net.URLEncoder , BIPASER encode T8, HEEIEHED
BRZERFPMS + BBRA 20 ( BS ~ BBRA 22 | 72 BREKRS -~ , BOE
B RN AN R ERF S,

private static final String ENCODING = "UTF-8";
private static String percentEncode (String value) throws UnsupportedEncodingExcepti
on {

return value != null ? URLEncoder.encode (value, ENCODING) .replace("+", "%20").r
eplace ("*", "%2A").replace("$7E", "~") : null;

}

ii. FAES - EERBENBERSHUZNSHE.

il

v. FH5S « EEFEBENBERSH. SHHFSLE "HFESH" NER .
Tja, BIERBHSEHIERFRE (CanonicalizedQueryString) ,

2. MIEBRFREH,

5.

ﬂl/\,uﬁﬁﬁ percentEncode ﬂ‘fﬂiggé 1 ?%EU E"]*ﬂ?ﬁ'f‘h?ﬁ$, *@iﬁ%—‘%?—%‘%o EI’S%ZIDT*)\”,EUO

String stringToSign = httpMethod + "&" + // httpMethod: KRIXIFEKFIRAE arTe 7%, il
ETo

percentEncode ("/") + "&" + // percentEncode ("/"): FH'/'UTF-8 4
WBFEIMME, B %2r

percentEncode (canonicalizedQueryString) // EHFEHIERFRS,

. & HMAC {8,

BBRFOQIVANENX, FRLSE 2 BRMNFEMSPE stringTosign HEESE HVACEH., THHARBER
T3R8 HMAC B3,

HMAC-Value = HMAC-SHAl ( AccessSecret, UTF-8-Encoding-Of ( StringToSign ) )

@ 3B HEHMACEN, RN Key EMEMACcessKeySecret il E—N58 « 2%
(ASCI:38) ., ERNBREELEZSHAT,

. IHEEEE.

iR1E Base64 HIBMNIE LB 3 dHMACERB R E/FE, BBEISZE (Signature) ,
HNEZ,

25
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MBEMEEETE SR FRIER ZinAPIZE

BN EZEIENSgnatureS L, RIBRFCIOSOIIMUETUREBE, BRMEIBERSH D, B
BXIEREL IR,

B RH

VUE R APIF EGet Gateway /afil, fRI& AccessKeyld = testid , AccessKeySecret = testsecret ,
1. EEFIAIIEKURL:

https://linkwan.cn-shanghai.aliyuncs.com/
?Format=JSON
&Version=2019-01-20
&SignatureMethod=HMAC-SHAL
&SignatureNonce=15215528852396
&SignatureVersion=1.0
&AccessKeyId=testid
&Timestamp=2019-01-20T12:00:00%Z
&RegionId=cn-shanghai
&Action=GetGateway
&GwEui=0000000000000000

2. 'i:i'%of%ﬁl]ﬂ'\]%%%%?—ﬁ% StringToSign

GET&%2F&AccessKeyIds3Dtestid&Actions3DGetGateway&Formats3DJISON&GwEUi%3D0000000000000000
&RegionId%3Dcn-shanghai&SignatureMethod%3DHMAC-SHALl&SignatureNonce$3D15215528852396&S1ig
natureVersion%$3D1.0&Timestamp%$3D2019-01-20T12%253A00%253A00Z&Version%$3D2019-01-20

3. tEERE,
?‘J AccessKeySecret = testsecret , Fﬁ?i‘l‘%ﬂ{] Key?\J testsecrets& 'L+§?%§UE"]§%1E?‘]

yqWsF0aPGrECMuwTfALUT10JMIMS 3D

4. BEZ1ER Signature SENMAZF URLIEXRT, BRI URL 3:

https://linkwan.cn-shanghai.aliyuncs.com/
?Format=JSON

&Version=2019-01-20
&Signature=ygWsF0aPGrECmuwTfALUI10JMIMS3D
&SignatureMethod=HMAC-SHAL
&SignatureNonce=15215528852396
&SignatureVersion=1.0

&AccessKeyId=testid
&Timestamp=2019-01-20T12:00:002
&RegionId=cn-shanghai

&Action=GetGateway
&GwEui=0000000000000000

Java KBRH
UTAZLZN)ava Demoft s,

1. Config.java
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package aliyun.signature;
/**
* A1 EREHE,
*
* @author Alibaba Cloud
* @date 2019/01/20
*/
public class Config {
/**
* PR EMKSEY Access Key Ido
*/
public static final String ACCESS KEY ID = "testid";
/**
* RS SHEY Access Key Secreto
*/
public static final String ACCESS KEY SECRET = "testsecret";
/‘k*
* UTF-8 FRE.
*/
public static final String CHARSET UTF8 = "utf8";

2. UrlUtiljava

package aliyun.signature;
import java.net.URLEncoder;
import java.util.Map;

/ * %

* URL RETH,

*

* Qauthor Alibaba Cloud

* @date 2019/01/20

wY
public class UrlUtil {
/**
* UTF-8 #mi5,
*/
private final static String CHARSET UTF8 = "utf8";
/**
* YR% URLo

* @param url B4RIZH URL.

* @return {IBEM URLo

*/

public static String urlEncode (String url) {
if (url !'= null && 'url.isEmpty()) {
try {
url = URLEncoder.encode (url, "UTF-8");

} catch (Exception e) {

System.out.println ("Url encoding error:" + e.getMessage());

}

return url;

/**

A s
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* RSB Ko
* @param params EXKFFRIESEHMN kv M,

* @param shouldEncodeKv EBEBEMIY KV MHMISE,

* @return FSBEVIERES,
&7

public static String canonicalizeQueryString (Map<String,

ouldEncodeKv) {

StringBuilder canonicalizedQueryString =

for (Map.Entry<String,

if (shouldEncodeKv) ({

String> entry :

String> params, boolean sh

new StringBuilder () ;

params.entrySet ()) {

canonicalizedQueryString.append (percentEncode (entry.getKey()))

.append

w_ ")

.append percentEncode(entry getValue()))

(
(
(
(

.append ("&"

} else {

canonicalizedQueryString.

.append
.append entry
.append

}

if (canonicalizedQueryString.length ()

canonicalizedQueryString.setLength (canonicalizedQueryString.length ()

}

append (entry.

( getKey())
(ll_ll)

( getValue())
("&");

> 1) |
- 1);

return canonicalizedQueryString.toString();

}

J**
* WMEXHITESD S Do
* @param text FE3Z,
* @return ZREILER,

CHARSET UTF8)
n%zou)
NOZAH)

W) o

Y
public static String percentEncode (String text) {
try {
return text == null
? null
: URLEncoder.encode (text,
.replace("+",
.replace ("*",
.replace ("S7E",
} catch (Exception e) {

System.out.println ("Percentage encoding error:" + e.getMessage());

}

return "";

3. SignatureUtils.java

package aliyun.signature;

import java.io.IOException;

import java.

import java.net.URI;

import java.net.URISyntaxException;
net.URLDecoder;

net .URLEncoder;

import java.

import java.

io.UnsupportedEncodingException;

> MA4RRZA: 20220708
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=IEAPIBE

MEBEMEEETE

import

import

import

import

import

/**

* APT
*

* Qau

* @da
*/

public

pr

pr

pr

pr

/*

*

*

*

*

pu

F8));

*
*

*

public static String generate (String httpMethod, Map<String,

ing ac

java.util.Map;
java.util.TreeMap;
javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

org.apache.commons.codec.binary.Base64;

¥RTITH,

thor Alibaba Cloud

te 2019/01/20

class SignatureUtils {

ivate final static String CHARSET UTF8 = "utf8";
ivate final static String ALGORITHM = "UTF-8";
ivate final static String SEPARATOR = "&";
ivate final static String METHOD NAME POST = "POST";
*

HRERETHBE,

@param url JRYIE URL,
@return DBENSHEB. SHENIRES
/
blic static Map<String, String> splitQueryString (String url)
throws URISyntaxException,
UnsupportedEncodingException {
URI uri = new URI (url);
String query = uri.getQuery();
final String[] pairs = query.split("&");
TreeMap<String, String> queryMap = new TreeMap<String, String>();
for (String pair : pairs) {
final int idx = pair.indexOf ("=");
final String key = idx > 0 ? pair.substring(0, idx) : pair;
if (!queryMap.containsKey (key)) {
queryMap.put (key, URLDecoder.decode (pair.substring(idx + 1)

}

return queryMap;

ITEEEBHEREENREE.

@param httpMethod HTTP JERM Methods

@param parameter FRIFIEREBHSHZ. SHEMHREY.
@param accessKeySecret PIERZEMEHR Access Key Secreto
@return HiIEMEERBINER,

/

cessKeySecret)
throws Exception {
String stringToSign = generateStringToSign (httpMethod, parameter);
System.out.println ("signString---" + stringToSign) ;

;, CHARSET UT

String> parameter, Str

byte[] signBytes = hmacSHAlSignature (accessKeySecret + "&", stringToSign) ;

String signature = newStringByBase64 (signBytes) ;
if (signature == null) ({

return "";

29
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*

*/

}

System.out.println("signature----" + signature);

if (METHOD NAME POST.equals (httpMethod)) {
return signature;

}

return URLEncoder.encode (signature, ALGORITHM) ;

HEEZREZY StringToSigne

@param httpMethod HTTP KM Methods

Gparam parameter [RIGTERBHSHEZ. SHEMAVRE,
@return FEZHEIFEY StringToSigne

public static String generateStringToSign (String httpMethod, Map<String, String> pa

rameter)

’

true)

}
/**

*
*

*

*/

throws IOException {
TreeMap<String, String> sortParameter = new TreeMap<String, String>(parameter);
String canonicalizedQueryString = UrlUtil.canonicalizeQueryString (sortParameter
if (httpMethod == null || httpMethod.isEmpty()) {

throw new RuntimeException ("httpMethod can not be empty");
}
StringBuilder stringToSign = new StringBuilder () ;
stringToSign.append (httpMethod) . append (SEPARATOR) ;
stringToSign.append (percentEncode ("/")) .append (SEPARATOR) ;
stringToSign.append (percentEncode (canonicalizedQueryString)) ;

return stringToSign.toString() ;

MEXGHITE D SRELIE,
@param text ELIBRIEN,
@return VIEFHEHR S4B,

public static String percentEncode (String text) {

}
/**
*

*

*/

try {
return text == null ? null
URLEncoder.encode (text, CHARSET UTF8)
.replace ("+", "%20")
.replace ("*", "%2A")
.replace ("$7E", "~");
} catch (Exception e) {
System.out.println ("Percentage encoding error:" + e.getMessage());
}

return "";

HMAC-SHA1 $BIEET,
@param secret HMAC-SHAl {EFRY Secreto
@param baseString RXo

@return EXFHE,

public static byte[] hmacSHAlSignature (String secret, String baseString)

throws Exception ({

if (secret == null || secret.isEmpty()) {

> MA4RRZA: 20220708
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throw new IOException ("secret can not be empty");
}
if (baseString == null || baseString.isEmpty()) {
return null;
}
Mac mac = Mac.getInstance ("HmacSHAL1");
SecretKeySpec keySpec = new SecretKeySpec (secret.getBytes (CHARSET UTF8), ALGORI
THM) ;
mac.init (keySpec) ;
return mac.doFinal (baseString.getBytes (CHARSET UTF8));
}
/**
* Base 64 #mh3
* @param bytes B3,
* @return Base 64 #f3,
*/
public static String newStringByBase64 (byte[] bytes)
throws UnsupportedEncodingException {
if (bytes == null || bytes.length == 0) ({
return null;
}
return new String(Base64.encodeBase64 (bytes, false), CHARSET UTFS8);

4. DemoApplication.java

package aliyun.signature;
import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;
import java.util.HashMap;
import java.util.Map;
/**
* API & Demo FIEF,
*
* @author Alibaba Cloud
* @date 2019/01/20
*/
public class DemoApplication {
/**
* 1. BRER Config.java R Access Key =5,
* 2. BERAEZ, MESHEBREE—IEE,
* 3. "RR# Signature"Z BMEENEBZRREZLER,

* @param args

Y/
public static void main(String[] args) throws UnsupportedEncodingException {
// Tj_sf_o
System.out.println("75%5-—:'W;

String str = "GET&%2F&AccessKeyId%3D" + Config.ACCESS KEY ID
+ "&Action%3DGetGateway&Format$3DJSON&GWEUi$3D"
+ "0000000000000000&RegionId$3Dcn-shanghai&Signa"
+ "tureMethod$3DHMAC-SHAl&SignatureNonce%$3D1521552"
+ "8852396&SignatureVersion%3Dl.0&Timestamp%3D20"
+ "19-01-20T12%253A00%253A00Z&Version%3D2019-01-20";
byte[] signBytes;
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try {
signBytes = SignatureUtils.hmacSHAlSignature (Config.ACCESS KEY SECRET + "&"
, str.toString());
String signature = SignatureUtils.newStringByBase64 (signBytes) ;

System.out.println ("signString---" + str);
System.out.println ("signature----" + signature);
System.out.println ("Eg#¥signature: " + URLEncoder.encode (signature, Config.C

HARSET UTF8) ) ;
} catch (Exception e) {
e.printStackTrace () ;
}
System.out.println() ;
/] FE.
System.out.println ("HEI: ");
Map<String, String> map = new HashMap<String, String>();
/] BHEHBEH,
map.put ("Format"™, "JSON");
map.put ("Version", "2019-01-20");
map.put ("AccessKeyId", Config.ACCESS KEY ID);
map.put ("SignatureMethod", "HMAC-SHAL");
map.put ("Timestamp", "2019-01-20T12:00:002");
map.put ("SignaturevVersion", "1.0");
map.put ("SignatureNonce", "15215528852396") ;
map.put ("RegionId", "cn-shanghai");
map.put ("Action", "GetGateway"):
// ERE#H,
map.put ("GwEui", "0000000000000000") ;
try {
String signature = SignatureUtils.generate ("GET", map, Config.ACCESS KEY SE
CRET) ;
System.out.println("ﬁ%?%signature: " + signature);
} catch (Exception e) {
e.printStackTrace () ;
}
System.out.println() ;

4.6. Hi=t5

A DX EFAYMBEMEEETSAPILEN, RONHERG. EpAHEIRGNFEAPEIG T 4ERM
BEIRT,

UTEREDHELTES—PULNERS, EPRE—1HEK. SRNERBERNANRNESRE
£, BESEEBAERANERDE, XTFaRALENS, BNNSEHEZRANGEXLEHEIRD,

HiIR ik
MissingParameter ROBENSEH,

BIRAEE (BAAPIZERAERARL "SR F

| lidN , Ll LN s - N N
nvatiaiiame, fHegatiiame B, EXELREBRASE, NLRELES) .
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MEBEMEEETE

FHIRTG

InvalidParameter, IllegalParameter

NotResourceOwner, NonExistent, Nonexistent

ForbiddenByRam, UnqualifiedRamAccount

Abandoned

InternalError

CloudProductNotActivated, UnqualifiedAccount
FeatureNotActivated, UnactivatedFeature
ResourceLocked, LockedResource

InvalidFregBandPlan, InvalidFrequencyBandPlan

X & IR D

ARMTIEERRIR

HiZtE
GwEuiDuplicated, DuplicatedGwEui

GatewayT upleAlreadyAbandoned, lotHubTripleMissi
ng, InvalidGwEui

InvalidPinCode

TooManyPinCodeVerificationFailures, Frequentinva
lidPinCode

GatewayAlreadyBoundToOthers, OwnedByOther

ExceedGatewaylLimit, ReachedGatewayLimit

i
i

JoinPermissionNameDuplicated, DuplicatedjoinPe
rmissionName

ExceedLocaljoinPermissionLimit, ReachedLocaljoi
nPermissionLimit

JoinPermissionAlreadyAuthorized, Authorizedjoin
Permission

i
FEEESH.

BENTRAEE, HINKSARIAERFNERIE
BE.

HEKS R FKS, BRERGEBILAPIBIRAMAF
.

BRNAPIER TR, FBXH.
MENEEBFLERBERIZE.

HEKS KREFBYBENEEEFEARS.
RPKSEEFEARMREMERNTEEIEE.
BEENRBRHREMPRHRNEISE, RIELEHRT.

SHPHIT TREHE (KR d)

bizipuy

HRIGWEUIRI M X EL7FE.

T HIGWEUL,

M %PIN Codel@iE LM,

B FPIN CodeliE R MBIAEIT T, SEHRRIER
M,

ZMXELWEMAEZAPRA,

RANRNXHEBEERAEAN LR,

iR

RERAANZIER, FRNSIESRSNENEIEE
g, SIEKW,

BENERARMEIEHECEIIA LR,

HTHRMEPRNERAANZIEEERNAENER,
SERIERM,
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JoinPermissionAlreadyBoundNodeGroup, Engaged)
oinPermission

ARMEIEREN, B, BiFAEXEIRD
iR

JoinPermissionNameDuplicated, DuplicatedjoinPe
rmissionName

ExceedRoamingjoinPermissionLimit, ReachedRoam
ingJoinPermissionLimit

JoinPermissionAlreadyBoundNodeGroup, Engaged)
oinPermission

JoinPermissionAlreadyAuthorized, Authorizedjoin
Permission

RenterDoesNotExist, InvalidjoinPermissionRente
r

TooManyRenterNonExistentFailures, Frequentinval
idJoinPermissionRenter

IllegalOrderStateTransition

PTROAEEBR

BTG

iz

NodeGroupNameDuplicated, DuplicatedNodeGro
upName

ExceedNodeLimit, ReachedNodeLimit

NodeGroupDoesNotExist, NonexistentNodeGrou
p

NodeGroupAlreadyBoundJoinPermission, Permitte
dTojJoinAlready

JoinPermissionDoesNotExist, NonexistentJoinPer
mission

JoinPermissionAlreadyBoundNodeGroup, Engaged)
oinPermission

NodeDoesNotExist, InvalidDevEui

i

HTFRIENAMBLEELSENTRAEHRI T XK, S
BYRBRERM.

EiEipu

BIEZEARMEIER, #RNSERRSNENTITEE
g, HiFKM,

HIENZEARTIIHNECETE LR,

HTRFNARTIIEESEM T R/ANERLTXE, &
BYRRFERM.

BHTFAMEEEEKER, SEHRRELK.

BT HRTRMETROAMEIEEFKS TR, SEURFEX
.

3O

FAAZFHRENMRE “FIEEFPKSTYR" HiR, SHH

BIRMERUES, B —REEBEE,

EEHAREIEEN T ERSES.

iR

TRABENRELFE.

HTFRANTRYUEECLIALFAFNRS LR, SX
BRIERM,

BEPRNT ROBAREHE.

HTFHRRESRNTRAEEESEIANEIEREMY T
XK, SBERFEEM.

BT HATRMESROAMEIERAFE, SBRIELM.

HFYRRESROAMEIEEESEM T RHETLT
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DevEuiDuplicated, ExistentNode
NodeAlreadyAdded, DuplicatedDevEui
OwnedByOther

InvalidPinCode

TooManyPinCodeVerificationFailures, Frequentinva
lidPinCode

ABEEEIRD
HIR
MulticastAddressAssignmentFailed
MulticastKeyGenerationFailed

Multicast GroupBoundNodeslsNotEmpty, Nonempt
yMulticastGroup

ExceedMaxMulticastNodesBoundCount, ReachedM
ulticastGroupCapacity

IREMXERHRD

HiRTG

ExceedLabGatewayLimit, ReachedLabGatewayLi
mit

BoundLabNodesIsNotEmpty, AssociatedwWithNod

ExceedLabNodeLimit, ReachedLabNodeLimit

LabGatewayDoesNotExist, NonexistentLabGatew
ay

WX L2 £ A IR

i

HANHEZEE T BRT R,

#EEDevVEUN T RELFETEHM A AE,

ZHREEFHMAEZAIRA.

-~

T3 =PIN CodeSRiE.L M,

T PIN CodelHERMBART T, SEHRMERERX
o

Eitipuy
HREM I BRI,

HEBPEREM.

HTFHRRESRNATEETR, SEREXK,

BN RPERNATE LR,

P

HTFERANIREMXMEERIX LR, HAHRIEX
.

HTHMRMEPROSRENXAET —LEIRTR, &
BURMERIK,

i

HTFEANIRETRHYECERA LR, HATRIELX
.
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ExceedGatewayTupleLimit, ReachedGatewayTupl
eLimit

ExceedNodeTupleLimit, ReachedNodeTupleLimit

ExceedMaxNodeT uplesRequiredCount, ReachedMa
ximumTuplesForRequest

IllegalStateTransition, IllegalOrderStateTransiti
on

KpmPublicKeyUnregistered, MissingProductLineK
ey

KpmKeysGenerationFailed, ProductLineServiceErr
or

KpmOrderNotReady, KpmNodeTupleOrderNotRead
y, PendingTupleOrder

i

BENMXZeTANS LA LR,

Eizipu

HTHENTRARETANECEIA LR, SHHRE
ERM.

BROTRZETAYEBE 2IREKRN LR,

FEENTREE2THTBRTER.

REFHBRSNAAREMR.

ZEFERSEERRETANRERER,

AT HMRMESRNZ LA T RNELET, SEERME
S

4.7. Link WAN APHS B E &

EXBERED, BRARELEAPT ENH R REFRAMAF,

ARAMHA F R BIK T %

, BE I EE YR,

AT REINZETYBENEEEFLENAPRREBIRRN NEREIR, NEECIERXENKRENS
#HAction5ResourceT]ikE, BNRMIERART —XFEHE XTI,

MXEETHAT R
API 75%

SubmitGatewayTupleOr
der

GetGatewayTupleOrder

CountGatewayT upleOrd
ers

ListGatewayTupleOrder
s

TREZETATH

BIEBR (Action)

linkwan:SubmitGateway
TupleOrder

linkwan: GetGatewayTu
pleOrder

linkwan:Count GatewayT
upleOrders

linkwan:ListGatewayTu
pleOrders

BIRETR (Resource) L8R
acs:linkwan:*:*:gatewa REMEZETTANEIE
y-tuple-order/* g,
acs:linkwan:*:*:gatewa KEMXELZETHABRIFE
y-tuple-order/${orderld} HER.
acs:linkwan:*:*:gatewa RN XL LTARPIF
y-tuple-order/* BH=E,
acs:linkwan:*:*:gatewa BFEMELZETTHABIFR
y-tuple-order/* Fl&,
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MEBEMEEETE

API J53%

SubmitNodeT upleOrder
GetNodeTupleOrder
CountNodeTupleOrders
ListNodeTupleOrders

MXLZETA
API 755&

GetGatewayT uplesDow
nloadUrl

GetNodeTuplesDownlo
adurl

BN EIUE
APl 753%

CreatelLocaljoinPermissi
on

DeleteLocaljoinPermissi
on

UpdateOwnedLocaljoin
Permission

BIEBR (Action)

linkwan:SubmitNodeTu
pleOrder

linkwan:GetNodeTuple
Order

linkwan:CountNodeT upl
eOrders

linkwan:ListNodeTuple
Orders

RIEZR (Action)

linkwan: Get GatewayTu
plesDownloadUrl

BIEZ (Action)

linkwan:GetNodeTuples
DownloadUrl

RIEZR (Action)

linkwan: CreateLocaljoin
Permission

linkwan:DeleteLocaljoin
Permission

linkwan:UpdateOwnedL
ocaljoinPermission

HIBZR (Resource)

acs:linkwan:*:*:node-
tuple-order/*

acs:linkwan:*:*:node-
tuple-order/${orderid}

acs:linkwan:*:*: node-
tuple-order/*

acs:linkwan:*:*:node-
tuple-order/*

BIEZFR (Resource)

acs:linkwan:*:*:gatewa
y-tuple/* 5

acs:linkwan:*:*:gatewa
y-tuple-order/${orderld}

&RiIRZ (Resource)

acs:linkwan:*:*:node-
tuple/* 5

acs:linkwan:*:*:node-
tuple-order/${orderid}

BIEZFR (Resource)

acs:linkwan:*:*:owned-
join-permission/*

acs:linkwan:*:*:owned-
join-
permission/${joinPermis
sionid}

acs:linkwan:*:*:owned-
join-
permission/${joinPermis
sionid}

WA

REXPTRRETHANSRE
B,

REPRZETHBEER
HESR.

KBV REETAHAREFR
HHE.

BT RRETHBIER
LI

i8R

RIFPFERRBM X ==
TUHBI T HEEE.

i8R

RIFPFRRATREE
AN TR,

i8R

BIEZERANEIE,

MREBAMEIE,

EHRERAREIE,
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ReturnjoinPermission

UpdateRoamingjoinPer
mission

UpdateRoamingjoinPer
missionEnablingState

GetRentedjoinPermissio
n

ListRented)oinPermissio
ns

CountRented)oinPermiss
ions

oinPermission

linkwan:ReturnjoinPermi
ssion

linkwan:UpdateRoamin
gJoinPermission

linkwan:UpdateRoamin
gJoinPermissionEnabling
State

linkwan: GetRented]oinP
ermission

linkwan:ListRented)oinP
ermissions

linkwan:CountRentedJoi
nPermissions

TRAARMFIERR I A

join-permission/*

acs:linkwan:*:*:rented-
join-
permission/${joinPermis
sionld}

acs:linkwan:*:*:rented-
join-
permission/${joinPermis
sionld}

acs:linkwan:*:*:rented-
join-
permission/${joinPermis
sionld}

acs:linkwan:*:*:rented-
join-
permission/${joinPermis
sionld}

acs:linkwan:*:*:rented-
join-permission/*

acs:linkwan:*:*:rented-
join-permission/*

BRBAMEIE (BFER
MZERI) .

EIZEANEIL.

BEZEANNEIE,

REEABAREIEE
.

EWHEANAMEIET)
ER

FRENFE FA B P E 4K

=,

MIBERMEEREFES minFRIE®R- ZinAPIZE
APl 733% EBIEBFR (Action) HiIREM (Resource) iR
. ) acs:linkwan:*:*:owned-
UpdateOwnedLocaljoin linkwan:UpdateOwnedL oin-
PermissionEnablingStat ocaljoinPermissionEnabli J . . . BETHAAMEIE,
permission/${joinPermis
e ngState .
sionid}
acs:linkwan:*:*:owned-
GetOwnedJoinPermissio linkwan: Get Owned)oinP join- —
) var ) oinm o RmERARSIEHES.
n ermission permission/${joinPermis
sionld}
ListOwnedJoinPermissio linkwan: ListOwned]oinP acs:linkwan:*:*:owned- N
) var I o N7 EHERAREIEIE,
ns ermissions join-permission/
CountOwnedjoinPermiss linkwan:CountOwned)oi acs:linkwan:*:*:owned- RENE AR EIE B £
ions nPermissions join-permission/* =,
T2 AR EIIE
APl 7534 BIEBMR (Action) BIREM (Resource) 48R
ApplyRoamingjoinPermi linkwan:ApplyRoamin acs:linkwan:*:*:rented- - N
PPlyRoaming) PPIyRoamIng) P2 IN
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API J53%

SubmitjoinPermissionAu

thOrder

CanceljoinPermissionAut

hOrder

AcceptJoinPermissionAu

thOrder

RejectjoinPermissionAut

hOrder

GetJoinPermissionAuthO

rder

GetLatestApplyingJoinP
ermissionAuthOrder

ZES

APl J53%

CreateGateway

DeleteGateway

UpdateGateway

UpdateGatewayEnablin
gState

BIEZIR (Action)

linkwan:SubmitjoinPerm
issionAuthOrder

linkwan:CanceljoinPermi
ssionAuthOrder

linkwan:AcceptjoinPerm
issionAuthOrder

linkwan:RejectjoinPermi
ssionAuthOrder

linkwan: GetJoinPermissi
onAuthOrder

linkwan: GetLatestApplyi
ngJoinPermissionAuthOr
der

RIELZIR (Action)

linkwan:CreateGateway

linkwan:DeleteGateway

linkwan:UpdateGatewa
y

linkwan:UpdateGatewa
yEnablingState

HIBZR (Resource)

acs:linkwan:*:*:join-
permission-auth-
order/* 5
acs:linkwan:*:*:owned-
join-
permission/${joinPermis
sionld}

acs:linkwan:*:*:join-
permission-auth-
order/${joinPermissionO
rderld}

acs:linkwan:*:*:join-
permission-auth-
order/${joinPermissionO
rderld}

acs:linkwan:*:*:join-
permission-auth-
order/${joinPermissionO
rderld}

acs:linkwan:*:*:join-
permission-auth-
order/${joinPermissionO
rderld}

acs:linkwan:*:*:join-
permission-auth-
order/* 5
acs:linkwan:*:*:owned-
join-
permission/${joinPermis
sionid}

&IEZFR (Resource)

acs:linkwan:*:*:gatewa
y/*

acs:linkwan:*:*:gatewa
y/${gwEui}

acs:linkwan:*:*:gatewa
y/${gwEui}

acs:linkwan:*:*:gatewa
y/${gwEui}

WA

RIENTE, KEM@E
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REERTRER,
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GetGateway

CountGateways

ListGateways

List GatewaysGisinfo

TRIT4A

APl J53%

CreateNodeGroup

DeleteNodeGroup

UpdateNodeGroup

GetNodeGroup

ListNodeGroups

CountNodeGroups

BindJoinPermissionT oNo

deGroup

UnbindJoinPermissionFro

mNodeGroup

UpdateDataDispatchCon

fig

BIEBR (Action)

linkwan: Get Gateway

linkwan: CountGateways

linkwan: List Gateways

linkwan: List GatewaysGi
sinfo

RIEZR (Action)

linkwan: CreateNodeGro
up

linkwan:DeleteNodeGro
up

linkwan:UpdateNodeGr
oup

linkwan: GetNodeGroup

linkwan:ListNodeGroups

linkwan:CountNodeGrou
ps

linkwan:BindJoinPermissi
onToNodeGroup

linkwan:UnbindJoinPerm
issionFromNodeGroup

linkwan:UpdateDataDis
patchConfig

HIBZR (Resource)

acs:linkwan:*:*:gatewa
y/${gwEui}
acs:linkwan:*:*:gatewa
y/*

acs:linkwan:*:*:gatewa
y/*
acs:linkwan:*
y/*

:*:gatewa

BIEZFR (Resource)

acs:linkwan:*:*: node-
group/*

acs:linkwan:*:*:node-
group/${nodeGroupld}

acs:linkwan:*:*:node-
group/${nodeGroupld}

acs:linkwan:*:*:node-
group/${nodeGroupld}

acs:linkwan:*:*:node-
group/*

acs:linkwan:*:*:node-
group/*

acs:linkwan:*:*:node-
group/${nodeGroupld}
5
acs:linkwan:*:*:rented-
join-
permission/${joinPermis
sionld}

acs:linkwan:*:*:node-
group/${nodeGroupld}
5
acs:linkwan:*:*:rented-
join-
permission/${joinPermis
sionid}

acs:linkwan:*:*:node-
group/${nodeGroupld}
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REKER
REMXHE,
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IR XBIBIEER.
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ig

UpdateDataDispatchEna
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RemoveNodeFromGrou
p

SubmitNodesAddingTas
k

GetNodesAddingT ask

==
T M
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SendUnicastCommand

GetNode

CountNodes

ListNodes

ListNodesByOwned)oinP
ermissionid

ListNodesByNodeGroupl
d

BIEZIR (Action)

linkwan: EmptyDataDisp
atchConfig

linkwan:UpdateDataDis
patchEnablingState

linkwan:AddNodeToGro
up

linkwan:RemoveNodeFr
omGroup

linkwan:SubmitNodesA
ddingTask

linkwan: GetNodesAddin
gTask

BIEZTR (Action)

linkwan:SendUnicastCo
mmand

linkwan:GetNode

linkwan:CountNodes

linkwan:ListNodes

linkwan:ListNodesByOw
nedjoinPermissionlid

linkwan:ListNodesByNo
deGroupld

HIBZR (Resource)

acs:linkwan:*:*:node-
group/${nodeGroupld}

acs:linkwan:*:*:node-
group/${nodeGroupld}

acs:linkwan:*:*:node-
group/${nodeGroupld}

acs:linkwan:*:*:node-
group/${nodeGroupld}

acs:linkwan:*:*:node-
group/${nodeGroupld}
5
acs:linkwan:*:*:node-
adding-task/*

acs:linkwan:*:*:node-
group/${nodeGroupld}
5
acs:linkwan:*:*:node-
adding-task/${taskid}

&iRZFR (Resource)

acs:linkwan:*:*:node/${
devEui}

acs:linkwan:*:*:node/${
devEui}

acs:linkwan:*:*:node/*
acs:linkwan:*:*:node/*

acs:linkwan:*:*:node/*
5
acs:linkwan:*:*:owned-
join-
permission/${joinPermis
sionld}

acs:linkwan:*:*:node/*
5
acs:linkwan:*:*:node-
group/${nodeGroupld}
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acs:linkwan:*:*:node/*
5
CountNodesByOwned)oi linkwan: CountNodesBy acs:linkwan:*:*:owned- IREVE I8 E A MEIERY
nPermissionld Owned]oinPermissionlid join- TENHE,
permission/${joinPermis
sionlid}
acs:linkwan:*:*:node/*
CountNodesByNodeGro linkwan: CountNodesBy 5 REIEET R EHB T
upld NodeGroupld acs:linkwan:*:*:node- BHE,
group/${nodeGroupld}
SR
APl 753% BAEBIR (Action) BIREFR (Resource) HEEA
acs:linkwan:*:*:freq-
linkwan: GetFreqBandPla band- .
FregBandP BRI FAER.
GetFregBandPlanGroup nGroup plan/${freqBandPlanGro REUSR A
upld}
ListFreqBandPlanGroups linkwan:ListFreqBandPla acs:llnkwan; *:freqg- EEREREIE,
nGroups band-plan/
APl 753% BAEBIR (Action) BIRER (Resource) EEA
acs:linkwan:*:*:diagra
ListGatewayTransferPac linkwan: List GatewayTra mb5 M X IR IFEIR
kets nsferPackets acs:linkwan:*:*:gatewa EN
y/${gwEui}
linkwan: GetGatewayTra acs: linkwan:*:*: diagra
GetGatewayT ransferpac nsferPa.cketsDownlch/adU ms REPXBIRE FRRE
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acs:linkwan:*:*:diagra
ListNodeGroupTransfer linkwan: ListNodeGroup m5 BT RTANEERIFE
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GetGatewayPacketStat
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APl 753%

ListNotifications

CountNotifications

GetNotification

UpdateNotificationsHan
dleState

AP

APl 5%

BIEBR (Action)

linkwan:ListGatewayTra
nsferFlowStats

linkwan:ListNodeGroup
TransferFlowStats

linkwan: List GatewayOnli
neRecords

linkwan: ListActiveGatew
ays

linkwan: Get GatewaySta
tusStat

linkwan: Get GatewayPac
ketStat

BIEZIR (Action)

linkwan: List Notification
3

linkwan: CountNotificati
ons

linkwan: GetNotification

linkwan:UpdateNotifica
tionsHandleState

BEZIR (Action)

HIBZR (Resource)

acs:linkwan:*:*:diagra
m5
acs:linkwan:*:*:gatewa
y/${gwEui}

acs:linkwan:*:*:diagra
m5

acs:linkwan:*:*:node-
group/${nodeGroupld}

acs:linkwan:*:*:diagra
m5
acs:linkwan:
y/${gwEui}

*

:*:gatewa

acs:linkwan:*:*:diagra
m5
acs:linkwan:*:*:gatewa
y/*

acs:linkwan:*:*:diagra
m5
acs:linkwan:*:*:gatewa
y/${gwEui}

acs:linkwan:*:*:diagra
m5
acs:linkwan:
y/${gwEui}

*

:*:gatewa

&IBEZR (Resource)

acs:linkwan:*:*:event/*

acs:linkwan:*:*:event/*

acs:linkwan:*:*:event/$
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acs:linkwan:*:*:event/$
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GetUserDescription

GetUserLicense

ListActivatedFeatures

HiER%

@ e MEFZRAMAFEBENBNESETANEHARES RO ANKIERE, &

ATHRIESHIR.

APl 5%

ListlotProducts

ListOnsUplinkT opics

4.8. HiE®E

BIEBR (Action)

linkwan: GetUserDescript
ion

linkwan: GetUserLicense

linkwan: ListActivatedFe
atures

RIEZIR (Action)

linkwan: ListlotProducts

linkwan:ListOnsUplinkT o
pics

HIBZR (Resource)

acs:linkwan:*:*:user-
license/*

acs:linkwan:*:*:user-
license/*

acs:linkwan:*:*:feature
/*

BIEZFR (Resource)

acs:linkwan:*:*:data-
dispatch/*

acs:linkwan:*:*:data-
dispatch/*

4.8.1. GetFregBandPlanGroup

i A GetFreqBandPlanGroup iR BUR R = 2.,

iFi

RO AFEOpenAPI Explorerh BIZiE{TiZEN, &%

PAB 54 5 SDKREB R 41,

BREH
B ESid]
Action String
Groupld Long
Regionlid String
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REHRAFNENE
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SRR

i8R
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.
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min RIS =0

APIBE

MEBEMEEETE

iR Bl 8
i

Data

BeginFrequency

EndFrequency

FrequencyRegio
nid

FrequencyType

Groupld

Requestld

success

Zy']
ERRY)

E
X

Long

Long

String

String

Long

String

Boolean

wBIE

923

925

CN

SAME_FREQUENCY

201

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

i
MERER.

RIGHR, BAIAMHZ,

ERMR, BAAMHZ,

Region#riR,

MERRE, BUEEE:
e SAME_FREQUENCY: F#
® DIFF_FREQUENCY: R4

MERID,

EKID,

EERIY.

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetFregBandPlanGroup

&GroupId=201

s<AFHIFERELH>
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<GetFregBandPlanGroupResponse>
<Data>
<BeginFrequency>923</BeginFrequency>
<EndFrequency>925</EndFrequency>
<FrequencyRegionId>CN</FrequencyRegionId>
<GroupId>201</GroupId>
<FrequencyType>SAME FREQUENCY</FrequencyType>
</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</GetFregBandPlanGroupResponse>

JsoN &R

{
"Data": {
"FrequencyRegionId":"CN",
"FrequencyType" :"SAME FREQUENCY",
"BeginFrequency":923,
"GroupId":201,
"EndFrequency":925
o
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",
"Success":true

}

i

HttpCode HIRG HIRER P!

[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

BPRBHRTZIEEMEEIIRAM
R,

This operation cannot be

400 :glrblddenBleskCont performed because of security GRERENK, TERITIZIERS
risks.
Th ifi

400 NonExistent e specified resource does not BERENEREAFE.

exist.

The request processing has
400 InternalError failed due to some unknown AEREEIR .
error, exception or failure.

FhaEEfPOEEESHIRD
4.8.2. GetUserLicense

A A GetUserlicenseB ) HATAH P KSEMBRNEEETLENENERRENRTER. XEN &
K" 5 "HITER ERESTRSNEESLHAFERE.
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mIHFLIER =inAPIZE YMEBENEEEEE

i
& E] A7EOpenAPl Explorertp EEEIET RN, BEMIHEBEENER. ETMIE, OpenAPl Explorerd]
BABS 3 4 AL SDKAC B il .

\E 0y Al
BRESH
&5 s SEME  mAE ik
NEsH,
Action String 2 GetUserLicense ABEMESH. B

{&: GetUserLicense,

iR [ 85

B ESid] ~lE Hik

Data Struct EIRFSHEESHFERE.
MXEANRSHAE,

GatewayCount Long 100

FREAFPKSESBEANMXHE,

gatewaybingTa | g 100 TIMEEARSORE.

lkCount

GatewayDingTa | g 100 THRXENRSNEE,

LkLimit

. MXBANRSHNEERE.

atewayFreelLi

mit Long 100 ERYTAPKS TR RBENNNXHE L
R, EEXA/NTET GatewayLimit,
MEXBEANRSHEE.,

GatewayLimit Long 100
FREF AP KRS T LEANMXEE LR,

Gatewayprepay Long 100 M*g)\ﬁﬁ%ﬂ{]%ﬁ1q§%&§a

Count ERYUMAPKSEERANTAN ERMXNE.

GatewayProfes | ng 100 SURXENBSNEE,

sionalCount

GatewayProfes | g 100 LESINEES

sionalLimit

47 > MHRRA: 20220708
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MBEMEEETE

R RIER- =i APIZE

B

GatewayTupleC
ount

GatewayTupleF
reeLimit

GatewayTupleH
ybridCount

GatewayTupleH
ybridLimit

GatewayTupleL
imit

GatewayTupleS
ingleChannelCo
unt

GatewayTupleS
ingleChannelLi
mit

GatewayTupleS
tandardCount

GatewayTupleS
tandardLimit

LocaljoinPermis
sionCount

Long

Long

Long

Long

Long

Long

Long

Long

Long

Long

wBIE

100

100

100

100

100

100

100

100

100

100

i

MxZzeTANRSHE.

FRANAFPKSEZRBETHIMXZ2TAN
HE,

MxzeTANRERSEE.

EREFAFR KRS UBENREMXRZETA
HHE, HEXANTSET
GatewayT upleLimit,

hybirdMX ZEHERHE.
FREHBAFIKS ELERNhybirdM X 2 HEL

=
==

hybirdM X ZAEE.

FoNH A F K S o] UE R B hybird /W 5 2 $5 45
2R,

MExZ2TANRSEE.

FRAANAFRKSRSUMBBENRXZ2TA
HHE.

BEEMXERNE.
FRAAAFPKSEARSHNEBEENXHE.

W XK B85 B 2R SR BL A
FRHB AP KRS KX REE SRR,

MXEABH-REMRERHE.

FTEHBTAFKS ERANMXSYBHE-RENS
HEe,

WX &L B - TR RS IR A

FRHAT AP RS T UEAR X S L BH-RER
BREE.

ERAANREIERSHAE.

HYNFEZEELNAF, RTHMAFRKSE
ZEZNERARMEIENHE,
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=i AIER- =inAPIZE

MEBEMEEETE

B

LocaljoinPermis
sionFreeLimit

LocaljoinPermis
sionLimit

NodeCount

NodeFreeLimit

NodeLimit

NodeTupleCou
nt

NodeTupleFree
Limit

NodeTupleLimi
t

NodeTupleRela
yCount

NodeTupleRela
yLimit

Long

Long

Long

Long

Long

Long

Long

Long

Long

Long

wBIE

100

100

100

100

100

100

100

100

100

100

P

EANREERSHRERE

HYMZEEEXNAF, RRATAFKST
DaBtZNERAMSIENSEE LR, EEH
RINFZE FLocaljoinPermissionLimit,

ZEAREIERSHEE,

HNMBZZEZELNAF, RRENAFPKST
PIRIZBNERAMEIENESE LR,

TREANRSHAE.
FRHNAFAKSEEBEANT REE,

TRENRSHNERSE.

EREFHEPKSTURBEBEANNT A= L
IR, EEXA/NFEFNodelimit,

TREANRSHNEE.

FRAHAAFRKSTLEANT RS LR,

TREETHNRSHE.

FRHAFKSESRETH D REETAN
HE,

TREETHANEERSBE.

EREAAFP KRS UBENRETRZeTE
N#E, EELMA/NTFEFNodeTupleLimit,

TR (LoRaWANIEH ) Z2TENRSEE.

FRHAAFRKSRSUMBENTRZ2d
H#E.

hHZPERHE.
FRAAAFPKSEANPARALHE,

ch#k B4R ECER
FREFRAP RS PHRZEER,
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MBEMEEETE

R RIER- =i APIZE

B £t} ~E iR
TREABH-RNEMEERHE.

NodeTupleStan

dardCount Long 100 ERYFAFP S EATASURHE-RENE
=,
TREABH-TRENIEIRE,

NodeTupleStan

dardLimit Long 100 FRSHA P RS TBAT AALUBE RN
BEE,

oui Strin 0000 LoRaWAN#EA | REFHIEH XA HEFHHER

9 B, KARBEEIER P BEERIDevEUd,

PR RERANE.

RelayCount Long 100
RREFAFERTRTRHME.
P4k TS RN,

RelayLimit Long 100
FRREA AR KRS ST RSB,
ZEANEIERSNAZ.

Roaming]joinPer

missionCount Long 100 HNFARELNAF, XRUTAPKSEES
BHZEAMEIERNEE.
REAREIERSHNEESE.

RoamingjoinPer

missionFreeLimi  Long 100 HNARELENAF, ZRAAFPEKSTLSR

t BERBFNZEANSIENHE LR, EEXARN
F% FRoamingJoinPermissionLimit,,
REAMEIERSNEE.

RoamingjoinPer 100 HUFRE (BRPRMUIE) ROAP, 5

missionLimit M HT A S BT BB A AR 2E b
R

89EF6CAA-958F-
Requestld String F32C-BE45- 1E3KID,
FEOO3C6DEQ97
Success Boolean true 2EMIN.

Bl
&SRR
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miRFF&RIERE-

=imAPIEE

MEBEMEEETE

IEEIREIRE

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetUserLicense
s<AHIFRSH>

<GetUserLicenseResponse>

<LabGatewayLimit>100</LabGatewayLimit>

<Oui>0000</Oui>

<GatewayLimit>100</GatewayLimit>
<NodeTupleCount>100</NodeTupleCount>
<RoamingJoinPermissionCount>100</RoamingJoinPermissionCount>
<LocalJoinPermissionCount>100</LocalJoinPermissionCount>
<GatewayTupleCount>100</GatewayTupleCount>
<NodeTupleLimit>100</NodeTupleLimit>
<LocalJoinPermissionLimit>100</LocalJoinPermissionLimit>
<NodeCount>100</NodeCount>
<RoamingJoinPermissionLimit>100</RoamingJoinPermissionLimit>
<GatewayCount>100</GatewayCount>
<LabNodeCount>100</LabNodeCount>
<GatewayTupleLimit>100</GatewayTupleLimit>
<LabNodeLimit>100</LabNodeLimit>

<NodeLimit>100</NodeLimit>
<LabGatewayCount>100</LabGatewayCount>

</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</GetUserLicenseResponse>

51
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MIBERMEEREFES minFFRIER- 2 IHAPIEE
{
"RequestId": "89EF6CAA-958F-F32C-BE45-FEOO03C6DEO97",
"Success": true,
"Data": {
"OLli": "OOOOI',
"GatewayTupleLimit": 100,
"GatewayTupleCount": 100,
"NodeTupleLimit": 100,
"NodeTupleCount": 100,
"GatewayLimit": 100,
"GatewayCount": 100,
"LocalJoinPermissionLimit": 100,
"LocalJoinPermissionCount": 100,
"NodeLimit": 100,
"NodeCount": 100,
"RoamingJoinPermissionLimit": 100,
"RoamingJoinPermissionCount": 100,
"LabGatewayLimit": 100,
"LabGatewayCount": 100,
"LabNodeLimit": 100,
"LabNodeCount": 100
}
}
Ay =
BizH
HttpCode iR HIRER iR
User not authorized to operate . P
. o PEISe BT R B IIRAM
400 ForbiddenByRam on the specified resource, or this "R
APl does not support RAM. °
This operation cannot be
ForbiddenByRiskCont . . et e
400 ol 4 performed because of security GREZERE, TERITIZIRE
risks.
. The specified resource does not - s
400 NonExistent exist P ERENERAEE,
The request processing has
400 InternalError failed due to some unknown AEREEIR o
error, exception or failure.
MmEEETLEEELSHIRSE,
I8 FA List FreqBandPlanGroups3k BUR ER 51 & .
it
R o] LATEOpenAPI Explorerh B#%iz1TiZ#& 0, B HESLNEM., ETMINE, OpenAPI Explorerd]

PAB B0 4 B SDKR A 7Rl

> XHERRA

20220708
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min RIS =0

APIBE

MEBEMEEETE

EREH

AR

Action

IR [o] &4

B

Data

BeginFrequency

EndFrequency

FrequencyRegio
nid

FrequencyType

Groupld

Requestlid

Success

N
&R

Long

Long

String

String

Long

String

Boolean

wBIE

ListFregBandPlan

Groups

wBIE

470

510

CN

SAME_FREQUENCY

101

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

Hi

[

RAAESH. W
{&: ListFregBandPlanGroups,

P

mEsIE,

ISR, BAIAMHZ,

FERPR, BAIAMHZ,

Regiontrif .

R, BETER:
e SAME_FREQUENCY: B4
e DIFF_FREQUENCY: 4

mEID,

i53KID,

EERYN.

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListFregBandPlanGroups

s<AHIERBEH>

1IEEIRERHA
ML &R

53

> MA4RRA: 20220708



MBEMEEETE

R RIER- =i APIZE

<ListFregBandPlanGroupsResponse>

<Data>

<FregBandPlanGroup>

<BeginFrequency>470</BeginFrequency>
<EndFrequency>510</EndFrequency>
<FrequencyRegionId>CN</FrequencyRegionId>
<GroupId>101</GroupId>

<FrequencyType>SAME FREQUENCY</FrequencyType>

</FregBandPlanGroup>

<FregBandPlanGroup>

<BeginFrequency>470</BeginFrequency>
<EndFrequency>510</EndFrequency>
<FrequencyRegionId>CN</FrequencyRegionId>
<GroupId>102</GroupId>

<FrequencyType>DIFF FREQUENCY</FrequencyType>

</FregBandPlanGroup>

<FregBandPlanGroup>

<BeginFrequency>923</BeginFrequency>
<EndFrequency>925</EndFrequency>
<FrequencyRegionId>CN</FrequencyRegionId>
<GroupId>201</GroupId>

<FrequencyType>SAME FREQUENCY</FrequencyType>

</FregBandPlanGroup>

</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

</ListFregBandPlanGroupsResponse>

JsoN B
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miFHFRIER- ZiRAPIEE

MEBEMEEETE

{
"Data": [
{
"FrequencyRegionId":"CN",
"FrequencyType":"SAME FREQUENCY",
"BeginFrequency":470,
"GroupId":101,
"EndFrequency":510
o
{
"FrequencyRegionId":"CN",
"FrequencyType":"DIFF FREQUENCY",
"BeginFrequency":470,
"GroupId":102,
"EndFrequency":510
by
{
"FrequencyRegionId":"CN",
"FrequencyType":"SAME FREQUENCY",
"BeginFrequency":923,
"GroupId":201,
"EndFrequency":925
}
1,
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",
"Success":true

}

Ay =
IR0
HttpCode Hi=t5 HiRE R
User not authorized to operate

400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

ForbiddenByRiskCont

400
rol

The request processing has
400 InternalError failed due to some unknown
error, exception or failure.

FhaEEPOEEESHIRT,
4.9. MXETE

4.9.1. CountGateways

A CountGatewaysR it HETAFP KSZ THETRRHNINXHE.

s
B
[

BPRBHRTZEEMEEIIRAM
R,

FERERE, TERTZERE

WEBEEIR .

55
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MBEMEEETE minHRIER- ZRAPIZE

i
5] A7EOpenAPl Explorertp EIEIET XN, REMIHEEENER. ETMIE, OpenAPI Explorerd]
BABS 3 4 L SDKAC Bl .

3k T kY
BREH
Bm B3] EE W% ~EE iR
) . REMESH., W
A =
ction String = CountGateways {: CountGateways.
otinstanceld Strin = iotx- MEMESLHId, BRAATRRAHT
9 = oxssharez200 151
MXEBZRSTIR,
Onlinestate string & ONLINE ERENLSH, WRRHAELRS, o
E{EAONLINEFIOFFLINE,
FuzzyGweEui String S 123456 GWEURERAIT .,
FuzzyCity String & M T ARSI
FuzzyName String & name W X B FRIEMHIT IR
E:IgBandPlanGro Long = 123 2 SR DS 3.
M X B ERRSEIR,
IsEnabled Boolean & false
EREALSEH, WARRHEERS,
B e} ~E iR
Data Long 100 R IRE I M X R EL,
89EF6CAA-958F-
Requestld String F32C-BE45- 1&3KID,
FEOO3C6DEQ97
success Boolean true 25/,

N
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RiFARIER =inAPIZE YMEBENEEEEE

BHRRB

http(s) : //linkwan.cn-shanghai.aliyuncs.com/?Action=CountGateways
s<AHFRSH>

1EEIRERA
xML &

<CountGatewaysResponse>
<Data>100</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</CountGatewaysResponse>

Json &=

{
"Data":100,
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE097",
"Success":true

}

xS

HttpCode A= HIRER

il

q+
H
[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

R P RERITZRIEFEENRAM
IR,

This operation cannot be

performed because of security GERENE, TEPTZRME
risks.

ForbiddenByRiskCont

400
rol

The request processing has
400 InternalError failed due to some unknown HEREEIR .
error, exception or failure.

WREEDLEEESHIRS,

4.9.2. CreateGateway

BERZEORAMX,

it

RO LATEOpenAPI Explorerf BIZiETiZE O, &EBITESZWEI ., E17HKIN/E, OpenAPlExplorert]
A B 5 4 B SDKAL A 7= 41,

EREH
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MBEMEEETE

=G RIER- =iRAPIEE

B

Action

lotIinstanceld

GWEUI

PinCode

Name

Description

FreqBandPlanGro
upld

CommunicationM
ode

City

District

String

String

String

String

String

Long

String

String

String

i
B
&

Jalil

iy

Jali

Jalil

[l

iy

Jali

Jalul

falit

Jali

THIE

CreateGateway

Ot -***-yg***

00000000000000
00

000000

vmee

my gateway

123

HALF_DUPLEX

UM

EIX

e
B
it

RAMESH., W
{&: CreateGateway,

SEBIID, EOIEMER ARG ansEal
B TUE, EFEHRILANID,

D &

* HZHIDE, LAENZIDE,
EVINE) RS S
o HXIDE, WEFBEA.

LRNESER, BSRLOELE,

P % HE—#RiR,

MXPinCode, ATFHARAEREZW
X

BEXMXER,

o RIEFHINF. BEXFH, HF. T
e () .

o BAUPINF . EXFEIHFH
%,

o KERBI0NFH, ROFIANZERH
(= PPXRFE—NFH) .

BEXMXFERER, KERBI100MF
F (= PHORFE—DFERF) .

M X SRERID,

MxBERN ., BE:
® FULL_DUPLEX: £X T,
e HALF_DUPLEX: ¥ T,

WX PR T B AR

P % PR FE 35 X 7R
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=i AIER- =inAPIZE

MEBEMEEETE

B

Address

GisCoordinateSys
tem

Longitude

Latitude

AddressCode

IR [o] &4

B

Success

Requestlid

B
ERRG)

String

Float

Float

Long

Boolean

String

i
o

Jalul

falit

Jali

el

il

ik RBIE

E24h kil

GC)_02

123.45678

23.45678

123

BIE

true

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

e
B
it

WK FRTE I AL

MEZGEREANSIRRS, TEE
$WGS_84, GC)_02,

MXEE,

MXEGE,

WX EREMXID,
H http://lbs.amap.com/api/javas
cript-api/download ENX.

R
ERRAMK.

e true: FAMI,
e false: APEXLXM,

BEKID,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CreateGateway

sAddress=1F4Rtnt
&AddressCode=123

sCity=tM

&CommunicationMode=HALF DUPLEX

&District=iE/IX
&FregBandPlanGrouplId=123
&GisCoordinateSystem=GCJ 02

&GwEui=0000000000000000
&Latitude=23.45678
&Longitude=123.45678

&Name=vme

&PinCode=000000

s<AHIERBEH>

59
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MBEMEEETE

R RIER- =i APIZE

1EEIR[ERHF)
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<CreateGatewayResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</CreateGatewayResponse>

JsoN &=

HTTP/1.1 200 OK

Content-Type:application/json

{

"RequestId" :

"Success"

Hi=

HttpCode

400

400

400

400

400

400

400

400

400

iR

ForbiddenByRam

ForbiddenByRiskCont
rol

GwEuiDuplicated

GatewayTupleAlrea
dyAbandoned

lotHubT ripleMissing

InvalidPinCode

GatewayAlreadyBou
ndToOthers

ExceedGatewayLimit

InvalidFregBandPlan

"89EF6CAA-958F-F32C-BE45-FE003C6DEQ97",

: true

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

A gateway with the same gwEui
already exists.

The specified gateway tuple has
been abandoned.

The loT Platform trituple of this
gateway does not exist.

An error occurred while verifying
PinCode.

This gateway has already been
bound to another account.

The maximum number of
gateways is exceeded.

The frequency band plan is
invalid.

bizipuy
RPRBRITIZEF B EIIRAM
IR,

FERENE, TERNTZERE

GWEUI BF#E

MXTHEZRKF

HARE W X BB W S 2R EIE P
(ProductKey, DeviceName,
DeviceSecret )

PinCode 36 L

MXELHEINEHEKS

B X O] EREE

MBI AT A
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SR RIER- ZiRAPIEE MBRNEEEES
HttpCode iR HIRER iR
400 InvalidName The specified name is invalid. BEMRAEE
Gatewaylnstancelnv . L e
400 alid The instance ID is invalid. T8I plid,
GatewayDistributeFa Failed to distribute the gatewa .
400 v IAEWY  mammaREM.

it

mEEED LD EEESHEIRD,

tuple.

4.9.3. DeleteGateway

& A DeleteGatewayMl BRE R ABIM X,

iFi

R o] LATEOpenAPI Explorerdh B iEiE1TiZED,

PAB 14 5 SDKR BB R 41,

BRESH
B ESid]
Action String
GwEUI String
Regionlid String
iR [0] $4E
B B3]
Requestld String
Success Boolean

B
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=DeleteGateway

&§GWEU1=0000000000000000
s<AHIERBEH>

it

Jali

iy

EEBUESENEN. BTHKIE, OpenAPIExplorerd]

RAHESH. B
{&: DeleteGateway,

M % HE—#RIR.

WAk w~BE b
DeleteGateway
00000000000000
00
cn-shanghai

~E Eiba

89EF6CAA-958F-

F32C-BE45- & KID,

FEOO3C6DEQ97

true EER.

gD,
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MBEMEEETE minHRIER- ZRAPIZE

1EEIR[ERHF)
ML &R

<DeleteGatewayResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</DeleteGatewayResponse>

JsoN &=
{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE097",

"Success":true

}

HiRG

HttpCode IR HIRER 3

Bt

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

RPRBRITZEE B EIIRAM
IR,

This operation cannot be

400 :;)lrblddenBleskCont performed because of security FERLEXE, TERTIZIRE
risks.
400 NonExistent The specified resource does not ERENERAERE.

exist.
The request processing has

400 InternalError failed due to some unknown REREEIR .
error, exception or failure.

BEERPOEEESHEIRE,
4.9.4. GetGateway
BAZEORRNXESR.

@i

RO] ATEOpenAPI Explorerh B#EiE/TiZED, X HEEZWNRE, B1TMINE, OpenAPlExplorera]
PA B 54 i SDKAS B 7= 51,

s o
BEREBH
R KR 2AME  mpIE R
Action String 2 GetGateway REMESH . BYE: GetGateway,
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=i AIER- =inAPIZE

MEBEMEEETE

B

lotInstanceld

GWEUI

iR [o] &4
£

Success

Requestlid

Data

ChargeStatus

ClassBSupporte
d

FreqBandPlanGr
oupld

District

GisCoordinateS
ystem

City

TimeCorrectabl
e

String

String

Bl

Boolean

String

Object

String

Boolean

Long

String

String

String

Boolean

i
o

7|

falit

ik RBIE

iot-060a09b1

e
B
it

SLAIID,

XTI TEMIEX T B 1R B BIST B #E 5 T
H, SELHLFMID, EHIDE, YR
BEAZIDE, ENBASEK,

@ #mm  MEARTAREDE,
152 M {e/ 3REXSEHIID,

00000000000000 .
W) K HE—FRIR
00
~BIE iR
true =ERI.

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

NORMAL

true

123

REKX

GC)_02

RE

true

&KID,

ZESEIEN

M X REBIRTS
e NORMAL: MXAKR%E, EEIE,
® ARREARAGE: M¥X#,

ZM X R E X IFClass BiEL,

M X SRERID,

WK FRTES R E R

MXEGEEANSIRRS, oJTE
{&: WGS_84, GCJ_02,

WX PR B AR

ZMXZE T AME A B EROER X,
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MBEMEEETE

=G RIER- =iRAPIEE

B

OnlineState

AuthTypes

OnlineStateCha
ngedMillis

Communication
Mode

Description

Enabled

ClassBWorking

Address

Longitude

EmbeddedNsld

Latitude

Name

GWEUI

String

String

Long

String

String

Boolean

Boolean

String

Float

String

Float

String

String

wBIE

ONLINE

STANDARD

1514736000000

HALF_DUPLEX

[ZESEpu

true

true

AR

123.45678

123

23.45678

P

0000000000000000

i

MEXBEL . BLRS.

e ONLINE: 7£%.,
e OFFLINE: B%,

MEELIHER
e HYBRID: hybridf,

e SINGLE_CHANNEL: B@Em X,

e STANDARD: RESLHME,

RIE—REL. BEASHEENE,
BIVAUNIXETER, ERARM,

MXIBEER, TTEERN:
e FULL DUPLEX: £ T,
e HALF DUPLEX: ¥WT,

BEXR XA,

° true: BRARE.

e false: ZHARE,

ZMXRBIETIEEClass BERX T,

WK ERTE IR stk

MXEE,

Hybrid M xid

MR,

BEXRXEIR,

P % HE—HRIR.
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SR FRIER- ZIHAPIZE MENZEEEE
B ESid] ~IE HR
WX FRTEMBIXID,
AddressCode Long 123 B http://lbs.amap.com/api/javascript

B
BRI

http(s) ://linkwan.cn-shanghai.
&GwEui=0000000000000000
&RegionId=cn-shanghai
s<RLFERSE>

1E &R B 7R
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<GetGatewayResponse>

<Data>

-api/download ENX.,

aliyuncs.com/?Action=GetGateway

<city>EEwW</Ccity>

<Name>M X i< /Name>
<District>FEHEK</District>
<OnlineState>ONLINE</OnlineState>

<TimeCorrectable>true</TimeCorrectable>

<Enabled>true</Enabled>

<Longitude>123.45678</Longitude>

<Latitude>23.45678</Latitude>
<OnlineStateChangedMillis>1514736000000</OnlineStateChangedMillis>
<ClassBSupported>true</ClassBSupported>

<Address>1#4ilt</Address>

<GwEui>0000000000000000</GwEui>

<CommunicateMode>HALF DUPLEX</CommunicateMode>
<ClassBWorking>true</ClassBWorking>

<FregBandPlanGroupId>123</FregBandPlanGroupId>
<AddressCode>123</AddressCode>
<GisCoordinateSystem>GCJ-02</GisCoordinateSystem>
<Description>MXH#R</Description>

</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

</GetGatewayResponse>

JSON &=
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=G RIER- =iRAPIEE

HTTP/1.1 200 OK

Content-Type:application/json

{

"Data" : {

"TimeCorrectable"
"Enabled"
"Description"
"OnlineStateChangedMillis"
"GisCoordinateSystem"
"AddressCode"
"ClassBSupported"
T g™
"Name"
"FregBandPlanGroupId"
"District"
"ClassBWorking"
"Address"

"Latitude"
"Longitude"
"OnlineState"
"CommunicateMode"

"GwEui"

be

"RequestId"

"Success"

HiRG

: true,
true,
"R,
1514736000000,
"GCJ-02",
123,
: true,
RE,
"RIRB I,
123,
"R,
: true,
"R,
: 23.45678,
123.45678,
"ONLINE",
"HALF DUPLEX",
"0000000000000000"

"89EF6CAA-958F-F32C-BE45-FE003C6DEQ9S7",

true

HttpCode H =5 BHIRER
User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.
) ) This operation cannot be
ForbiddenByRiskCont P .
400 ol performed because of security
risks.
The specified resource does not
400 NonExistent . P
exist.
The request processing has
400 InternalError failed due to some unknown
error, exception or failure.
You are not authorized to use
400 NotResourceOwner ;
this resource.
WREETLEEESHIRE,

4.9.5. ListGateways

L.+
B
=

RPRBRITIZEET B EIIRAM
IR,

BEZENE, TERTIZERE

BERENBRAEFHE.

REBEEIR .

TR ) LB R
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https://error-center.aliyun.com/status/product/LinkWAN

miFHFRIER- ZiRAPIEE

MEBEMEEETE

FRZEORELRFZHETIMNAPKS THRXERIIE.

i3t

R LATEOpenAPI Explorerh B 2ia1Ti%#E 0, SXEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 4 5 SDK BB /Rl

BREH

‘m B3] =E ~EIE iR

Action String =2 ListGateways ARG ESH ., BUE: ListGateways,
SEHIID, & TITEYEE M & 1= H & BSE A
BERmE, EFHFFIMID,

D xm
lotInstanceld String & iot-***-yE*** o EHEIDME, WAZEANZIDE,
ENEN B
o EXIDE, WEHREAN,

IHINESER, BSLLAEAR,
MEXBEL . BERETIR, WREAL
28, NWARFIELRS, TBEAR:

OnlineState String = OFFLINE
e ONLINE: £%,
e OFFLINE: B%.

FuzzyGwEui String = 123456 GWEUMERAIT IS .

FuzzyCity String = CityName I T R AR

FuzzyName String & GatewayName W % A FRIEMIT IR

E:IgBandPlanGro Long = 123 2 SR DS 3.
MEXBER. EFRRETR. MREAL
B, WARHSERS, TTBERA:

IsEnabled Boolean = true
e true: FH,
e false: 1ZMH.

Offset Long 2 0 AREANRIAMNE, MOFE.
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https://api.aliyun.com/#product=LinkWAN&api=ListGateways&type=RPC&version=2019-03-01
file:///home/admin/dita-files/output/80702202/task19003854/~~356505~~

MBEMEEETE minHRIER- ZRAPIZE

BIR et} e EWIE ~EME R
o o RREHPMNXEE LR, HAXHK200,
Limit Long = 2

ARFETFT,

ONLINE STATE ¢ ‘HEARZE, oIEE

o . -
SortingField String A HANGED. MILLIS $JONLINE_STATE_CHANGED_MILLIS

o

Ei&sSortingField2#—i2EMA,
Ascending Boolean &= false o true: Hi.

e false: B,

IR (0] # 7
B et} ~E R
EEBRARY,
Success Boolean true e true: EHEMIN.
e false: EH%XMK.
89EF6CAA-958F-
Requestlid String F32C-BE45- BERID, FIERZRAZIERERBE—IRIRFF,
FEOO3C6DE097
Data Object BREINER,
TotalCount Long 2 RS IREGRI M XS,
. Array of N
List EREEENEES ESYIE =N
Gateway
MK REBIRTS
ChargeStatus String NORMAL e NORMAL: W¥k/xzE, FETHE,
® ARREARAGE: %X #,
SlassBSupporte Boolean true ZMXEABXZFFClass BER,
FregBandPlanGr Long 123 SRR ID,
oupld
District String BEEX W KPR X E R,
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=i AIER- =inAPIZE

MEBEMEEETE

B

GisCoordinateS
ystem

City

TimeCorrectabl
e

OnlineState

AuthTypes

OnlineStateCha
ngedMillis

Communication
Mode

Description

Enabled

ClassBWorking

Address

Longitude

String

Boolean

String

String

Long

String

String

Boolean

Boolean

String

Float

wBIE

GC)_02

REM

true

ONLINE

STANDARD

1514736000000

HALF_DUPLEX

[ZESpu

true

true

AR

123.45678

i

MXEHEMRANLIRASL, tTBUE
JWGS_84, GCJ_02,

W X PR T B AR

ZM X E O AME A B ERUER X .

MXMEL . BERS, TTREN:
® ONLINE: #£%,
e OFFLINE: B%,

EESEYAE SN

e HYBRID: hybridf%,

e SINGLE_CHANNEL: B@EmX,
e STANDARD: #RESLIMX,

RIE—REL. BEASHEENE,
BIUAUNIXETE R, ZER AR,

MXBEER, TTBER:
e FULL_DUPLEX: W T.
e HALF_DUPLEX: ¥WT.

BEXR XA,

e true: BARE.

e false: FAIKE.

ZMXRBIETEEClass BERX T,

=

® {rue: =,

e false: &,

[ESZIECRES b chil

MXEE,

> XHERRA
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MBEMEEETE minHRIER- ZRAPIZE

BIR ESid] ~E HR
EmbeddedNsld String 123 Hybrid W id
Latitude Float 23.45678 MXLEE,
Name String W X B FR BEMXMXER,
GwEUI String 0000000000000000 P % HE—HRiIR
M X PRt XD,
AddressCode Long 123 B http://lbs.amap.com/api/javascript

-api/download EN.

Bl
&R

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListGateways
&Limit=2

&0ffset=0

s<AHIFERBEH>

1EER [E =5
xML &I
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HTTP/1.1 200 OK
Content-Type:application/xml
<ListGatewaysResponse>
<Data>
<TotalCount>23</TotalCount>
<List>
<Gateway>
<city>EEW</city>
<Name>MX B < /Name>
<District>FEHEK</District>
<OnlineState>ONLINE</OnlineState>
<TimeCorrectable>true</TimeCorrectable>
<Enabled>true</Enabled>
<Longitude>123.45678</Longitude>
<Latitude>23.45678</Latitude>
<OnlineStateChangedMillis>1514736000000</OnlineStateChangedMillis>
<ClassBSupported>true</ClassBSupported>
<Address>1FAt</Address>
<GwEui>0000000000000000</GwEui>
<CommunicateMode>HALF DUPLEX</CommunicateMode>
<ClassBWorking>true</ClassBWorking>
<FregBandPlanGroupId>123</FregBandPlanGroupId>
<AddressCode>123</AddressCode>
<GisCoordinateSystem>GCJ-02</GisCoordinateSystem>
<Description>MX#R</Description>
</Gateway>
<Gateway>
<City>EEm</city>
<Name>MX B i< /Name>
<District>FEHEK</District>
<OnlineState>ONLINE</OnlineState>
<TimeCorrectable>true</TimeCorrectable>
<Enabled>true</Enabled>
<Longitude>123.45678</Longitude>
<Latitude>23.45678</Latitude>
<OnlineStateChangedMillis>1514736000000</OnlineStateChangedMillis>
<ClassBSupported>true</ClassBSupported>
<Address>1FAt</Address>
<GwEui>0000000000000000</GwEui>
<CommunicateMode>HALF DUPLEX</CommunicateMode>
<ClassBWorking>true</ClassBWorking>
<FregBandPlanGroupId>123</FregBandPlanGroupId>
<AddressCode>123</AddressCode>
<GisCoordinateSystem>GCJ-02</GisCoordinateSystem>
<Description>MXH#iR</Description>
</Gateway>
</List>
</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</ListGatewaysResponse>

Json 1&T
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=G RIER- =iRAPIEE

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : {

"TotalCount" : 23,

"List" : [ {
"TimeCorrectable" : true,
"Enabled" : true,
"Description” : "RFIKIEA",

"OnlineStateChangedMillis" : 1514736000000,

"GisCoordinateSystem" : "GCJ-02",
"AddressCode" : 123,
"ClassBSupported" : true,
vcity" : "HEHn,
"Name" : "RIXRZBIR",
"FregBandPlanGroupId" : 123,
"District" : "EEKX",
"ClassBWorking" : true,
"Address" : "iF4Rihite,
"Latitude" : 23.45678,
"Longitude" : 123.45678,
"OnlineState" : "ONLINE",
"CommunicateMode" : "HALF DUPLEX",
"GwEui" : "0000000000000000"

b A
"TimeCorrectable" : true,
"Enabled" : true,

"Description” : "RIKIEA",

"OnlineStateChangedMillis" : 1514736000000,

"GisCoordinateSystem" : "GCJ-02",
"AddressCode" : 123,
"ClassBSupported" : true,
ncity" @ "EEH",
"Name" : "PIXZBFR",
"FregBandPlanGroupId" : 123,
"District" : "HEEX",
"ClassBWorking" : true,
"Address" : "iF4Hihate,
"Latitude" : 23.45678,
"Longitude" : 123.45678,
"OnlineState" : "ONLINE",
"CommunicateMode" : "HALF DUPLEX",
"GwEui" : "0000000000000000"
b
by

"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DEO97",

"Success" : true

HiRG
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=i AIER- =inAPIZE

MEBEMEEETE

HttpCode HIRG

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 InternalError

mEEED O EEESHEIRD,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown
error, exception or failure.

4.9.6. ListGatewaysGisinfo

BRZEOENSAPKS THREMXNOMEVERER,

il

e
Hi
[

P RBHRTZIEEMEEIIRAM
R,

FERERE, TERNTZERE

WEBEEIR .

O] LAfEOpenAPI Explorerh Hi%IE1Ti%#E 0, REBHESZHNEMN., BTMINE, OpenAPlExplorera]

A B 34 B SDKAL RS =451

s

BRESH
B Bt}
Action String =
lotInstanceld String &=

IR [0 &4

B e

Jali

)|

THIE

ListGatewaysGisIn

bizipu

REMESH, B

fo {E: ListGatewaysGisInfo,

SLIID

o BEUEMEBERTEEaES a0

WIE, EEHRXANID,

Ot -***-yg***

D &

* HHIDE, wAfENZIDE,
BUFAEEK.

o HXIDE, WEFBEAN.

IPNESER, BRI,

wBIE Hi

[

73
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file:///home/admin/dita-files/output/80702202/task19003854/~~356505~~

MBEMEEETE

R RIER- =i APIZE

B

Success

Requestlid

Data

ChargeStatus

GisSourceType

FregBandPlanGr
oupld

Enabled

GisCoordinateS
ystem

Longitude

Latitude

OnlineState

Name

GWEUI

Boolean

String

Array of
GatewayGisInfo

String

String

Long

Boolean

String

Float

Float

String

String

String

wBIE

true

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

NORMAL

HARDWARE

102

true

GC)_02

123.45678

23.45678

OFFLINE

P2

0000000000000000

i

EEEAKS.
e true: ERAMI,
e false: HALM,

BRID, MERAZIEREMBE—IRIRR,

MEMEERTIE,

WX REBRS,

e NORMAL: M%K%, EEIIE.
e ARREARAGE: W*(X#,
MXGISKiR, TIEVE:

e USER_INPUT: AF#A.,

e HARDWARE: X iR,

W % SR F B SRERID,,

MxEETA.

MXEHEMRANLIRASL, tTBUE
}: WGS_84, GCJ_02,

MXEE,

MK,

MXHEL ., BERS. TTEUE:
® ONLINE: #£%,
e OFFLINE: B%,

BEXMXEIR,

M % HE—HRIR.
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minHRIER- ZnAPIZE MEBEMEEETE

B il R~EIE R
MEESHZEHR
AuthTypes String STANDARD * HYBRID: Hybrid®X.

e SINGLE_CHANNEL: H&EMX,
e STANDARD: RESHMX,

Zn'l
B RRG)

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListGatewaysGisInfo
s<AHIFERSH>

1E &R B 7R
ML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<ListGatewaysGisInfoResponse>
<Success>true</Success>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Data>
<ChargeStatus>NORMAL</ChargeStatus>
<GisSourceType>HARDWARE</GisSourceType>
<FregBandPlanGroupId>102</FregBandPlanGroupId>
<Enabled>true</Enabled>
<GisCoordinateSystem>GCJ 02</GisCoordinateSystem>
<Longitude>123.45678</Longitude>
<Latitude>23.45678</Latitude>
<OnlineState>OFFLINE</OnlineState>
<Name>M X & Fi</Name>
<GwEui>0000000000000000</GwEui>
<AuthTypes>STANDARD</AuthTypes>
</Data>
</ListGatewaysGisInfoResponse>

Json 1&T

75 > MHRRA: 20220708



MBEMEEETE

R RIER- =i APIZE

HTTP/1.1 200 OK
Content-Type:application/json
{

"Success" : true,

"RequestId" :

"Data" : [ {
"ChargeStatus" : "NORMAL",
"GisSourceType" : "HARDWARE",

"FregBandPlanGroupId" : 102,

"Enabled"
"GisCoordinateSystem" :
"Longitude"™ : 123.45678,
"Latitude" : 23.45678,

"OnlineState" : "OFFLINE",

"X,

: true,

"Name" :

"GwEui" :

"AuthTypes" :
bl

"STANDARD"

Hi=

HttpCode HIRY

400 ForbiddenByRam

ForbiddenByRiskCont

400
rol

400 InternalError

mEEED LD EEESHEIRD,

"0000000000000000",

"89EF6CAA-958F-F32C-BE45-FE003C6DE097",

ey 027,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown
error, exception or failure.

4.9.7. UpdateGateway

B A UpdateGatewayE M XE L,

iFi

bizipuy
RPRBRITZIEF B EIRAM
IR,

FERENE, TERTZERE

REBEEIR .

RO LATEOpenAPI Explorerh B 2ia1Ti%#E 0, SXEUHESLNEM, BITHINE, OpenAPlExplorerd]

PERES SR
EREH

BR Pl =

B RBNE Eiz:puy
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https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=UpdateGateway&type=RPC&version=2019-03-01

=i AIER- =inAPIZE

MEBEMEEETE

B Bt} EEWIE ~BIE R
) . o RAHESH. B
Action String = UpdateGateway {&: UpdateGateway.
GWEUI String 2 88000000000000 P 2% E—HRIR
Name String = X R HEXMXER.
Description String & ) K R B E MR XHR,
FreqBandPlanGro |\ oo & 123 WX 4RERID,
upld
CommunicationM RXBEH#RL, STREN
ode String = HALF_DUPLEX FULL DUPLEX (2XT) .
HALF_DUPLEX (3¥3XT) .
W 5% FrfE 1 XD,
AddressCode Long = 123 M http://lbs.amap.com/api/javas
cript-api/download EN.
City String E REEm M XETTER B,
District String = EEX W X FTFE X E R
Address String B FE4H b 1E ) & PR FE 4R
GisCoordinateSys . . MXEZEEFRRBNYLIRAES, TTBE
tem String = 6002 HWGS_84, GCJ_02.
Longitude Float = 123.45678 MEZE,
Latitude Float & 23.45678 MXEE,
Bm Bt} ~EIE R
89EF6CAA-958F-
Requestld String F32C-BE45- 1&3KID,
FEOO3C6DEQ97
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PIEX M 25 E 1R

PAN
=]

R RIER- =i APIZE

B

Success

B
BRI

S]]

Boolean

~BIE iR
true =ERI.

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateGateway
&GwEui=0000000000000000
s<DHIERSEH>

EEIRERA
<ML &R

<UpdateGatewayResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</UpdateGatewayResponse>

Json 1&T

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEOS7",

"Success":true

}

B

HttpCode

400

400

400

400

400

Hixbd

ForbiddenByRam

ForbiddenByRiskCont
rol

NonExistent

InternalError

CloudProductNotAct
ivated

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

bizipu
R PRBRTIZRIER B ZNRAM
IR,

FERERNE, TERTZERE

BERFNBRAEE.

NEBEEIR .

KFFi@E Link WAN ==&
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RiFARIER =inAPIZE YMEBENEEEEE

HttpCode HIRG HIRER iR
The feature has not been

400 FeatureNotActivated ) INEERTTE
activated.

400 InvalidName The specified name is invalid. BIRAEE

WEEEPLEEESHIRN,

4.9.8. UpdateGatewayEnablingState
B UpdateGatewayEnablingState/S&. XHAM*,

SRS

R T ATEOpenAPI Explorerd BiRiziTiZEO, &EXBHESZA, 317 IN/E, OpenAPlExplorera]
DA B 54 i SDKAS B 7= 451,

\E\
BREH
B Bt} =EWIE ~E iR
5
Action Strin = UpdateGatewayE Eﬁgﬁﬁj&j}ewa EnablingState
9 = nablingState - P y 9
EBAFBMX,
Enabled Boolean b~ true o true: EREEZM%E,
o false: RRXHAZMX,
. . 00000000000000 .
GWEUI String 2 . W X HE—HRIR
B i) ~E iR
89EF6CAA-958F-
Requestld String F32C-BE45- 1BEXKID,
FEOO3C6DEQ97
Success Boolean true EEMI.

Bl
&R
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MBEMEEETE

=G RIER- =iRAPIEE

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateGatewayFnablingState

&Enabled=true
&GwEui=0000000000000000
s<AHIFRBH>

1IEEIRERA
ML &=

<UpdateGatewayEnablingStateResponse>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</UpdateGatewayEnablingStateResponse>

JsoN &R
{
"RequestId": "89EF6CAA-958F-F32C-BE45-FE003C6DE09T",

"Success":true

}

Hixg

HttpCode A=t HIRER

i

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

This operation cannot be

ForbiddenByRiskCont
400 ol 4 performed because of security
risks.
400 NonExistent The specified resource does not

exist.

The request processing has
400 InternalError failed due to some unknown
error, exception or failure.

The feature has not been

400 FeatureNotActivated ,
activated.

CloudProductNotAct The Link WAN service has not

400
ivated been activated.

WEEEROEEESHEIRE,

4.10. MEZEE

q+
B
[

R P RBRITIZRIER B ENRAM
IR,

FERERNE, TERTIZERE

BERFNBRAEE.

NEBEEIR .

KRFFi@ Link WAN =73
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mIHFLIER =inAPIZE MBEMEEBEEE

4.10.1. AcceptjoinPermissionAuthOrder
B B AcceptjoinPermissionAuthOrderiE S &£ A AR EIEEN T E,

FRE (BRARENE) BIZEOEZI—THANZZEEENNERARNEIL,
IERES

RO LATEOpenAPI Explorerf HIZiETiZE O, &EFBITESZWEN . E17HKINE, OpenAPlExplorert]
PAB 4 AL SDKAA IS R 41,

3k o 3
BREH
B il EEWIE ~BE R
AcceptjoinPermis REAESH, R
Action String = sionAut horder 15: AcceptjoinPermissionAuthOrde
Orderld String 2 123 EESHNENRITEID,
Bm Bl ~E iR
89EF6CAA-958F-
Requestld String F32C-BE45- 1&3KID,
FEOO3C6DE097
success Boolean true =ERI,

Zy]
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=AcceptJoinPermissionAuthOrder
&0rderId=123
s<DHIERSEH>

IEEIREIRE
xML AR
<AcceptJoinPermissionAuthOrderResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</AcceptJoinPermissionAuthOrderResponse>

JsoN &R
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MBEMEEETE SR FRIER ZinAPIZE

{
"RequestId":"89EF6CAA-958F-F32C-BE45-FEOO3C6DEOST7",
"Success":true

}

HixG

HttpCode HIR HIRER

q+
B
[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

RPRBRITZEE B EIRAM
IR,

This operation cannot be

400 :;)lrblddenBleskCont performed because of security FRELZEXE, TERTIZIRE
risks.
400 NonExistent Zzitspeufled resource does not ERENBRRAEE.
IllegalOrderStateTra The order status conversion is .
400 9 T RBEHRIEE

nsition invalid.
WREETLEEESHIRE,
4.10.2. UpdateOwnedLocaljoinPermission

iE FlUpdateOwnedLocaljoinPermissionE Fr = 5if 2 =k SHENERANEIE,

PR #1352 B3
BE2RKSARZEONSDERY (QPS) BAREINS,

@ 38 RAMAPHEZ=MEEKSEL.
IR

O] LAfEOpenAPI Explorerh Hi%Ia1Ti%#E 0, REBHESZHNEMN., BTMIE, OpenAPIExplorera]
PAB 14 B SDKR BB R 41,

BXRSH
B Ei) = aWIE w~BE b
RAMESH . R
Action String = UpdateOwnedLo {&: UpdateOwnedLocaljoinPermiss

caljoinPermission
ion,
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=i AIER- =inAPIZE YMEBENEEEEE

B ESid] =BT ~E iR
ERAAREIED, ol
JoinPermissionid String = 123 FListRentedjoinPermissionsi& & 3R
B,
SEAIID
,U\EIT_%ﬁXW$‘*?'I$| 1| & B9 SE 41 8 58 2
) m, EEHFILHINID, EHEIDE, DA
lotInstanceld String = lot-cn- N fRAKIDE, BUERSKM.
Opp1n8t
@ wB  mEALSFIRAEDE,
2 a0 REXLAIID,
FreqBandPlanGro ERAANMEIERAEIRERID, o]iF
d Long & 201 FListFregBandPlanGroupsiE O &Ei@3K
upld
B,
; LTREANMEIEXAKILoRAWAN Classt&
A
ClassMode String S A . EfE: A, B. C.
JoinPermissionNa BEMXAREIEER, XFPX, EXF
me String £ EIET B, HFEMTHE (L) , KERHI4~30
DERF, —TNPNEHBNFER.
\ Zs E [\ [\ M :\.-.—
RxDelay String = ] Class ARYHEINE QL BT E), BUEEE
T1s~15s,
DataRate String & 4 HipR=E, BEBEO~5,
JoinEui String = 8?000000000000 EEEAR)oInEUl, J164IHEX,

BAAPIES, BRTAXNBHNIZAPIRFEEBERSH, EREANLLIERSH ., A2HBERSHRE, BEEAL
/\/§y2$é

IR [O] #iE
2R E:i] ~BIE R
89EF6CAA-958F-
Requestlid String F32C-BE45- fo] BB = A93Z08 KA B B HE—ARIR A .

FEOO3C6DEQ97
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MBEMEEETE minHRIER- ZRAPIZE

B Bl ~BIE bizipu

=REBAMKY., REE:
success Boolean true e true: EAMII.

e false: HALM,

ZN]
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateOwnedLocalJoinPermission

&JoinPermissionId=123
<RHIFREBE>

IE&EIREI/RA
XML H&T
<UpdateOwnedLocalJoinPermissionResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</UpdateOwnedLocalJoinPermissionResponse>

JSON &=
{
"RequestId": "89EF6CAA-958F-F32C-BE45-FE0O03C6DE09T",

"Success":true

}

iR

HttpCode HIR HIRER

il

q+
Hi
[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

R P RBRITIZREF B EZIRAM
R,

This operation cannot be

ForbiddenByRiskCont -
400 r(())lr idcensyrisidon performed because of security FERENKE, TERTIZIRE
risks.
The specified resource does not .
400 NonExistent exist pectt! . ERENEBEAEE,
l P tNotAct The Link WAN ice h t
400 Fjoud roductNotAc e Lin . service has no SFEE Link WAN S5,
ivated been activated.
The feat h tb
400 FeatureNotActivated € feature has not been INEERTFE

activated.
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minHRIER- ZnAPIZE MEBEMEEETE

o
B
44

HttpCode HIRG HIRER

The request processing has
400 InternalError failed due to some unknown AEREEIR o
error, exception or failure.

The specified join permission has
JoinPermissionAlread pecitied Join p 1591

400 yAuthorized already been granted to another ~ AMEIEELEBREATHERF
renter.

You are not authorized to use A 1L Sk s
400 NotResourceOwner i TR E) LB R
this resource.

JoinPermissionName The specified join permission

=3
400 Duplicated name already exists. ARREERER
400 InvalidName The specified name is invalid. BIRAEE
400 InvalidFreqBandPlan The frequency band plan is SRER TR AR TT A

invalid.
HaEETLEEEZHIRSE,

4.10.3. SubmitjoinPermissionAuthOrder

& B SubmitjoinPermissionAuthOrder& 2 & A NN T &,

MLZIZEETUBEZEAORQALRE (BRORMNE) BR—TPEBANEIE, AERELET —TMER
I8, THARERZRNG, BRI ETK.

i3l

RO LATEOpenAPI Explorerh E#2ia1Ti%#E 0, &XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 B SDKAX BB R4l

Bm Bt EEMIE ~BIE R
SubmitjoinPermis RRAESH, R
Action String = sionAuthorder 15: SubmitJoinPermissionAuthOrde
JoinPermissionid String 2 123 EENNERAMEIED,
RenterAliyunid String 2 some_user EENNFARENFMERKSID,

IR [o] &4
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PIEX M 25 E 1R

PAN
=]

R RIER- =i APIZE

B

Data

Requestld

sSuccess

ZN']
B RRY)

String

Boolean

HIE ik
1234 BERIZID,

89EF6CAA-958F-

F32C-BE45- iEXKID,
FEO03C6DE097
true EEMI,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=SubmitJoinPermissionAuthOrder
&JoinPermissionId=123

&RenterAliyunld=some user
s<DNHIFERSEH>

1 &R 8] 745
xML &

<SubmitJoinPermissionAuthOrderResponse>
<Data>1234</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</SubmitJoinPermissionAuthOrderResponse>

JsoN &=

{

"Data'":"1234",
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEOS7",

"Success":true

}

i

HttpCode

400

400

Hixtd

ForbiddenByRam

ForbiddenByRiskCont
rol

i

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

i

5%

R PRBRITIZRIERHEZNRAM
R,

FERERNE, TERTZERE
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MEBEMEEETE

HttpCode

400

400

400

400

400

400

WBEERP N EEESE

BIRTG

InternalError

CloudProductNotAct
ivated

FeatureNotActivated

TooManyRenterNonE
xistentFailures

JoinPermissionAlread
yAuthorized

RenterDoesNotExist

=R

HIRER

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

You have entered invalid renter
usernames for several times. Try
again later.

The specified join permission has
already been granted to another
renter.

The specified renter does not
exist.

4.10.4. ReturnjoinPermission

iE FReturnjoinPermission) XTI AMEIE (TUARERAANE

il

R o] LATEOpenAPI Explorerd B iz

PAB 54 A SDKR B R4,
BRSH
B et} =
Action String =
JoinPermissionld String =
JoinPermissionTy String 2

pe

IR [o] & 47

iy

ik RBIE bizipu

ReturnjoinPermiss

bizipu
REREEIR .

KRFFi@ Link WAN =73

WERE RS BBAE RIS

Z, EHEBR.

AREIEELERNETHERA

WEROAPAFE

EILEZEANREIE) .

TizEld, aEXBHESE0NEN, B17AME, OpenAPIExplorerd]

RBEMESH, BE:

ion ReturnjoinPermission,

123 ZITERB AR EIED,
EJRFINMEIESEE

LOCAL LOCAL: EREIE

ROAMING: i EIE

87
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MBEMEEETE minHRIER- ZRAPIZE

B i) ~BIE R
89EF6CAA-958F-

Requestld String F32C-BE45- 1BEXKID,
FEOO3C6DE097

Success Boolean true EEMI.

B
RG]
http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ReturnJoinPermission

&JoinPermissionId=123

&JoinPermissionType=LOCAL
s<AHIFERSEH>

IEEEIREIRA
XML &I
<ReturnJoinPermissionResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</ReturnJoinPermissionResponse>

JsoN &=
{
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE097",

"Success":true

}

HixG

HttpCode A= HIRER

%
B
[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

RPRBRITZEEM B EIRAM
IR,

This operation cannot be

400 :(())lrblddenBleskCont performed because of security FERLZEXE, TERTIZIRE
risks.
400 NonExistent The specified resource does not ERENERAERE.

exist.

The request processing has
400 InternalError failed due to some unknown HEBEEIR .
error, exception or failure.
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HttpCode iR HIRER iR

CloudProductNotAct The Link WAN service has not _
400 . . KRFFE Link WAN =7 &

ivated been activated.

. The feature has not been " .
400 FeatureNotActivated i IEERTE
activated.
. o The specified join permission has

oinPermissionAlread N o

400 J already been bound to another AMEEEERHET T RE

B dNodeG
yBoundNodeGroup node group.

BaEETLEEELZHEIRSE,
4.10.5. RejectjoinPermissionAuthOrder
iE FARejectJoinPermissionAut hOrder[E] 45 & FA N AEIEZN T &,

@ #E FRE BRAHRMHNE) BLZEORLE— N ERSTEEBROEAAREIE.

15h5
RO LATEOpenAPI Explorerf BEiZiz{Ti%E O, X IHESZWAEM, BTG, OpenAPlExplorera]
A B B4 B SDKA A =41,

\E 0y
BREH
B Bt} EEWIE ~E iR
RejectjoinPermissi ARAESH.
Action String = onAuthOrder {&: RejectjoinPermissionAuthOrder
Orderld String 2 123 ERIBHIERITEID,
B Bt} ~E iR
89EF6CAA-958F-
Requestld String F32C-BE45- 1E3KID,
FEOO3C6DEQ97
Success Boolean true 2EMIN.

N
BRI
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MBEMEEETE

R RIER- =i APIZE

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=RejectJoinPermissionAuthOrder
&0rderId=123
s<REFRSE>

1E & IR B 7R
ML &R

<RejectJoinPermissionAuthOrderResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</RejectJoinPermissionAuthOrderResponse>

JsoN &=

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEQ97",

"Success":true

}

Hi=

HttpCode =R

400 ForbiddenByRam

400 ForbiddenByRiskCont

rol

400 NonExistent

400 if,l:tLSijdUCt NotAct

400 InternalError

400 FeatureNotActivated

400 NotResourceOwner

400 Ir:ieitg:sLOrderStateT ra
WREEPLEEESHIRN,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The Link WAN service has not
been activated.

The request processing has
failed due to some unknown
error, exception or failure.

The feature has not been
activated.

You are not authorized to use
this resource.

The order status conversion is
invalid.

bizipuy
P RBRTIZIEF B EIIRAM
IR,

FERERNE, TERNTZERE

BERENBRAEFHE.

KRFFi@E Link WAN =73

WEBEEIR .

WRERFE

TEAR 78 L B2 R

TRERSHEBIE
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RiFARIER =inAPIZE YMEBENEEEEE

4.10.6. ListRented]JoinPermissions

il F List RentedjoinPermissions& 6] ZH 7l [ 2 =K SHEB AR EIETIFR (THEERZESEIE) .
PR 1154 B9
BRERKSERZEONSINERE (QPS) RXRFIAS,

@ B RAMAPH=MEEKSES.
&

RO LATEOpenAPI Explorerh E2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 4 By SDKAEB R4l

Bm B3] =EWIE ~EIE iR
Action Strin o ListRentedjoinPer ~ RHEHMESH . B
9 = missions {&: ListRentedJoinPermissions,
Limit Long 2 2 AKREAUANEIEHE.
Offset Long 2 0 KRERWNRIAME, NOFEA.
STHIID,
oI EM BN B H & 0ISEHIHE R 5T
o m, EEHFLFNID, EEIDE, BR
lotinstanceld String = ff,g':fff;ﬁ’f:***‘c feNIZIDE, ZUERSKK.
@ g  mBEARIFIREDE,
BES AN 3R EVSEIID
FuzzyOwnerAliyu . =
i String S some-user BEHTEANSIEREENMERKS,
Fuzzy)oinEui String & dg896e0 TS IUES N\ M3/ A #9) oinEUI,
ERANEIENEERRS, BUE:
Enabled Boolean = false o true: 2.

e false: 1H
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MEMEEETE SR FRIER ZinAPIZE
B ESid] =BT ~BE HR
ARNEERBEXREKE T RAHE, BUE:
BoundNodeGroup Boolean = false o true: DXEE,
e false: RXEt,
AREIEREE, BUE:
Type String & LOCAL * LOCAL: THEIE,
® ROAMING: ZEEIE,
Fuzzyjoinbermiss| String = I ey U RYNE AN E=E i
onName
EEHFFR, RE
SortingField String ) CREATED_MILLIS JAACREATED_MILLIS, F/RRIECIENE
HF .
fi&aSortingField8#—iREH, EEF
BHFLR. BIE:
Ascending Boolean = false

° true: A&,
e false: EF%,

FRAAPIE, BRTAXNEHZAPHFEIBERSH, EREANAKBRSY. AHBERSHRB, BEAL

HBHXH.
G §

B

Data

List

BoundNodeGro
up

BoundNodeGro
upld

BoundNodeGro
upName

Eid) ~E
Struct

Array of

JoinPermission

Boolean false
String 123
String 123

R

AR IR E R R R MK SHEANHAME
Z7EN

AREIESI%*,

ARFIEREEXKITRAHE, ROEME:

® true: BXEE,
e false: RXEf,

AR EIELENT RAID,

AR EIEHENT RABIR.
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RiFARIER =inAPIZE YMEBENEEEEE

B ESid] ~EIE R
ClassMode String A AREIER A BILoRaWAN ClasstE=,
22;3'3'5'0‘3““0 Struct BN ANBERERE.

HiERE BN, EEME:
Destination string ot * 10T: MERERMHERNFEE R,
* ONS: H#ERHEEIMOITopic,

MRREBABRMEMEEN R, ZFRE
EEmER.

lotProduct Struct
HIEREENHAIOT BER X, REE:
DebugSwitch Boolean false o true: HFERFE,
e false: XA X,

ProductKey String aTfyXVF**** Fa@miProductKey,
ProductName String test FRAMR.

F@mEE, ROE:
ProductType String IOT SUITE e IOT_SUITE: ¥EREEoT EHEMIR,

e |OT_SUITE_SENIOR: #iERERoTEHS
RAR

MRREENMEMO, ZFRFMMQ Topics

OnsTopics Struct =,
z(;vn\:r;linkRegion String cn-beijing MQT4TRegion ID,
DownlinkT opic String topicl MQT 17T opic,
gqp;linkRegionNa String cn-shanghai MQ_tfTRegion ID,
UplinkT opic String topic2 MQ_E47Topic,
DataRate String 4 HURRER,
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MBEMEEETE

R RIER- =i APIZE

B

Enabled

FregBandPlanGr
oupld

JoinEui

JoinPermissionl
d

JoinPermissionN
ame

OwnerAliyunid

RxDelay

Type

TotalCount

Requestid

Success

B
BRI

Boolean

String

String

String

String

String

String

String

Long

String

Boolean

wBIE

true

102

0000000000000000

123

EiE

some-userl

LOCAL

10

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

i

ARFIENEERARS, EEE:

® true: BH.

e false: 1M,

AREIER B BSERID,

AR EE{E B #9) oinEUI,

AREIERID,

AREIENER,

° MEZARMTIERETARIE, ZFREREIE
BAEENMERIKS.
° MRZARMEILERZHERIE, ZFRE

AAliCloud loT,

Class ABYHE W E D AEIREY A,

AREIERIEE, REE:

e LOCAL: EAEIE,
e ROAMING: ZHEE

AREIESE,

i,

B BB = 9% 15 SR A Al B I —ARIR AT .

ERFAMY, RENE:

e true: FEAMI,
e false: FRALM,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListRentedJoinPermissions

&Limit=2
&0ffset=0
s<AHIERSE>
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MEBEMEEETE

IEEIRE 7RG

xML &I

<ListRentedJoinPermissionsResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Data>
<TotalCount>10</TotalCount>
<List>
<BoundNodeGroupId>123</BoundNodeGroupId>
<ClassMode>A</ClassMode>
<Type>LOCAL</Type>
<DataRate>4</DataRate>
<OwnerAliyunId>some-userl</OwnerAliyunId>
<BoundNodeGroup>false</BoundNodeGroup>
<Enabled>true</Enabled>
<JoinPermissionId>123</JoinPermissionId>
<JoinPermissionName>#&EiF1</JoinPermissionName>
<FregBandPlanGroupId>102</FregBandPlanGroupId>
<JoinEui>0</JoinEui>
<RxDelay>1</RxDelay>
<BoundNodeGroupName>123</BoundNodeGroupName>
<DataDispatchConfig>
<Destination>IOT</Destination>
<IotProduct>
<DebugSwitch>false</DebugSwitch>
<ProductName>test</ProductName>
<ProductType>IOT SUITE</ProductType>
<ProductKey>alfyXVE****</ProductKey>
</IotProduct>
<OnsTopics><OnsTopics/>
</DataDispatchConfig>
</List>
</Data>
<Success>true</Success>

</ListRentedJoinPermissionsResponse>

JsoN &

95
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"RequestId": "89EF6CAA-958F-F32C-BE45-FEO03C6DEOS7",

"Data": {
"TotalCount": 10,
"List": {

"BoundNodeGroupId": 123,
"ClassMode": "A",
"Type": "LOCAL",
"DataRate": 4,
"OwnerAliyunId": "some-userl",
"BoundNodeGroup": false,
"Enabled": true,
"JoinPermissionId": 123,
"JoinPermissionName": "f#EjF1",
"FregBandPlanGroupId": 102,
"JoinEui": O,
"RxDelay": 1,
"BoundNodeGroupName": 123,
"DataDispatchConfig": ({
"Destination": "IOT",
"IotProduct": {
"DebugSwitch": false,
"ProductName": "test",
"ProductType": "IOT SUITE",
"ProductKey": "alfyXVE****n"
},

"OnsTopics": {}

}l

"Success": true

HiRtG

HttpCode IR BIRER i

5%

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

R RBRTZIEFM B EIIRAM
IR,

This operation cannot be

performed because of security FEZENE, TERTIZIRE
risks.

ForbiddenByRiskCont

400
rol

The request processing has
400 InternalError failed due to some unknown HEBEEIR
error, exception or failure.

400 FloudProductNotAct The Link WAN service has not ST Link WAN Z78
ivated been activated.
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MEBEMEEETE

HttpCode HIRG

HIRER

The feature has not been

400 FeatureNotActivated

mEEED LOEEESHEIRD,

activated.

4.10.7. ListOwnedJoinPermissions

il F List OwnedJoinPermissions&if] X Hi fil E = S HHENERANEIETIE,

PR 1 35 BA

BRERKSHAZEONSIERE (QPS) RARFIAS,

@ 3B RAMBAPLEZ=EE=KSEE.

i3

/R o] LATEOpenAPI Explorerdh HiEiE1TiZEO,

PAB 5 4 B SDKAEB R 41,

EREH

B

Action

Limit

Offset

lotIinstanceld

FuzzyRenterAliyu
nid

FuzzyJoinEui

E3id)

String

Long

Long

String

String

String

Jali

Jalil

falil

iy

iy

iy

A

ListOwned)oinPer
missions

iot_instc_pu**** ¢

* _V64********

some-user

d896e0

BEBUTESBNEN., BTHIME, OpenAPIExplorerd]

T

[

RAAEMESH., B
{&: ListOwnedJoinPermissions,

RKREBHAMEIENHE.
AREWWERMVE, MOFFIA,

SEAIID,

IR TEMIBX R 5 126 & BIST B HE 5 T
E, SEHLHNID, EHIDE, ®HR
BAZIDE, ENBARASEK,

@ wE  WRARIHIREIDE,
5% I 3RELSLBIID,

BHICEARNESIEEFPNEERIKS,

1S DT B\ R0 4 IE B £ FA BY9) oinEUI,

97
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MEMEEETE SR RIEER- ZiRAPIZE
B ESid] ERDIE ~E b
TRAREIENEERRES, BUE:
Enabled Boolean = false o true: =M.
e false: 1M,
Fuzzyloinermissi gy g & AT BB REEN S,
onName
EEHFFER. A
SortingField String 5 CREATED_MILLIS JICREATED_MILLIS, FRIRECIZEE
HF.
fi&SortingField2#—EER, BEF
BHFLR. BIE:
Ascending Boolean & true

® true: F%.
e false: B,

FAAPIE, IRTAXNBIZAPHEFEERSH, BFEANLHBERSY, AHBERSHHB, BEAL

*£24,

iR [o] & 47

B

Data

List

AuthState

ClassMode

DataRate

Enabled

ESic) ~lE
Struct

Array of

JoinPermission

String ACCEPTED
String A

Long 4

Boolean true

EiEipu

FAARNERENLFTNERKSHENERA
MEIETI 2,

ERANEIESIE,

AREIER RS, REME:

o NEW: RIZH,

e APPLYING: i,
e ACCEPTED: BiZ#,

AMEIEX B BILoRAWAN ClasstiE

HIRER,

ARFENEERARS, BREE:

e true: BH.

e false: M,
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RiFARIER =inAPIZE YMEBENEEEEE

B B ~E iR

FregBandPlanGr Long 102 RS S B SRER D,
oupld

JoinEui String d896e0efffO0**** AR EIE{E R BY)oinEUI,

JoinPermissionl

q String 50184 AREIERID,

JoinPermissionN String EIET AREIEREZR,

ame

RenterAliyunid String some-userl AREIEEFHAER KRS,

RxDelay Long 1 Class AR IRE O FEIR BT I

TotalCount Long 7 TRAANMEIESE,
89EF6CAA-958F-

Requestld String F32C-BE45- fo] BB = 91208 KA B B E—ARIR AT .

FEOO3C6DEQ97

ERWAKY . REE:

Success Boolean true e true: BAAMKI,

e false: HAXMK.

Zn']
ERRY)

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListOwnedJoinPermissions
&Limit=2

&0ffset=0

s<RHFRSE>

1 &R [8] 7 45)
xML &
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<ListOwnedJoinPermissionsResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Data>
<TotalCount>7</TotalCount>
<List>
<ClassMode>A</ClassMode>
<AuthState>ACCEPTED</AuthState>
<DataRate>4</DataRate>
<Enabled>true</Enabled>
<RenterAliyunId>some-userl</RenterAliyunId>
<JoinPermissionId>50184</JoinPermissionId>
<JoinPermissionName>#iF1</JoinPermissionName>
<FregBandPlanGroupId>102</FregBandPlanGroupId>
<JoinEui>d896e0efff00****</JoinEui>
<RxDelay>1</RxDelay>
</List>
</Data>
<Success>true</Success>

</ListOwnedJoinPermissionsResponse>

JsoN &=

"RequestId": "89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",
"Data": {
"TotalCount": 7,
"List": {
"ClassMode": "A",
"AuthState": "ACCEPTED",
"DataRate": 4,
"Enabled": true,
"RenterAliyunId": "some-userl",
"JoinPermissionId": 50184,
"JoinPermissionName": "$EjF1",
"FregBandPlanGroupId": 102,
"JoinEui": "d896e0efffQO****",
"RxDelay": 1

}l

"Success": true

HiRG

HttpCode £HIRMG BIRER i

[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

P RBRTIZIEFM B EIIRAM
IR,
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HttpCode HIRG HIRER H3

[

This operation cannot be

performed because of security GERENE, TERTZRME
risks.

ForbiddenByRiskCont

400
rol

The request processing has
400 InternalError failed due to some unknown HNEREEIR
error, exception or failure.

CloudProductNotAct The Link WAN service has not . _
400 . . RFFi@ Link WAN ==&
ivated been activated.

The feature has not been
400 FeatureNotActivated ) IeERTE
activated.

maEET L EEESHIRS
4.10.8. GetRented]JoinPermission

B B GetRentedjoinPermissioniRER H B E =K SHEBNAMNEIEER (EREIEIHZESIE) .
PR 1l 154 BF
BERKSARZEONSPIERE (QPS) &RAREIAS,

@ B RAMAPH=ME=KSEH.
iR

& T LATEOpenAPl Explorerf E1%ia1TiZE 0, REBITESZNEM, E1THIN/E, OpenAPlExplorerd]
PA B 34 B SDKAX A5 7= 451

BRESH
Bm B3] EE W% ~EE iR
Action Strin o GetRentedjoinPer ~ RHEMESH, K
o = mission {&: GetRentedJoinPermission,
EREBIAMEIEHNID, o
JoinPermissionid String 2 123 HAListRented)oinPermissionsi& O &if 3K
B,

FRAAPIE, BRTAXNEHZAPHHEIBERSH, EREANAKBRSY. AHBERSHRB, BEAL
LB,

iR [o] &4
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MBEMEEETE

=G RIER- =iRAPIEE

B

Data

BoundNodeGro
upld

BoundNodeGro
upName

ClassMode

CreateMillis

DataRate

Enabled

FreqBandPlanGr
oupld

JoinEui

JoinPermissionl
d

JoinPermissionN
ame

NodesCnt

RxDailySum

RxDelay

RxMonthSum

TxDailySum

Struct

String

String

String

Long

Long

Boolean

Long

String

String

String

Long

Long

Long

Long

Long

wBIE

123

123

1514736000000

true

102

0000000000000000

123

AN

10

i

BARAMNNEREN YA ERKSHEANARE

IEERIIE,

EIEHEN T RAEID,

EIEHENT RABIR.

AMEIEEFHBILoRaWAN Classt&E= ,

AREIER I E, B AUNXEER, U=

WREBN,

HIRER,

ARMEIENBERRS. REE:
e true: BH.

e false: 1M,

AREIER B BSERID,

AR EIEE A JoinEUl,

ANREIEID,

AREIERER,

ERZAREIEN T REE.

AREIENSR ETHIESE.

Class AR E OFERES 1A, B,

AREIENZH B ETHIREEE,

AREENSIXTITHESE.
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minFFRERE- ZIHAPIEE MBRNEEEES
B B3] ~E iR
TxMonthSum Long 0 AREIERN Y B TTHIREE.,
AREIERI R, IREE:
Type String LOCAL e LOCAL: EEEIL.
e ROAMING: ZEEIE,
89EF6CAA-958F-
Requestld String F32C-BE45- fo] BB = 93Z38 SR A B B HE—ARIR AT .
FEOO3C6DEQ97
ERREBEKRY. REE:
Success Boolean true

N
&R

e true: PAMIN.
e false: FAKXMK,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetRentedJoinPermission

&JoinPermissionId=123

e<DHIFRBE>

1E &R B 7R
xML &I

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Data>

<NodesCnt>10</NodesCnt>

<BoundNodeGroupId>123</BoundNodeGroupId>

<RxMonthSum>0</RxMonthSum>
<ClassMode>A</ClassMode>
<RxDailySum>0</RxDailySum>
<TxDailySum>0</TxDailySum>
<Enabled>true</Enabled>
<TxMonthSum>0</TxMonthSum>
<RxDelay>1</RxDelay>
<BoundNodeGroupName>123</BoundNodeGroupName>

<Type>LOCAL</Type>

<DataRate>2</DataRate>

<CreateMillis>1514736000000</CreateMillis>

<JoinPermissionId>123</JoinPermissionId>

<JoinPermissionName>#&EiF1</JoinPermissionName>
<FregBandPlanGroupId>102</FregBandPlanGroupId>

<JoinEui>0000000000000000</JoinEui>

</Data>

<Success>true</Success>

103
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JSON ¥
{
"RequestId": "89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",
"Data": {
"NodesCnt": 10,
"BoundNodeGroupId": 123,
"RxMonthSum": O,
"ClassMode": "A",
"RxDailySum": O,
"TxDailySum": O,
"Enabled": true,
"TxMonthSum": O,
"RxDelay": 1,
"BoundNodeGroupName": 123,
llType": "LOCAL",
"DataRate": 2,
"CreateMillis"™: 1514736000000,
"JoinPermissionId": 123,
"JoinPermissionName": "$EiF1",
"FregBandPlanGroupId": 102,
"JoinEui": O
o
"Success": true
}
Ay =
BizH
HttpCode fHiRE HIRER iR
User not authorized to operate . P
. o PEIe B P RBRTRRE EEIRAM
400 ForbiddenByRam on the specified resource, or this R
API does not support RAM. °
This operation cannot be
ForbiddenByRiskCont . et
400 ol Y performed because of security GFERENXE, TERITIZIRE
risks.
. The specified resource does not o s
400 NonExistent exist P ERFNERAEE.
The request processing has
400 InternalError failed due to some unknown AEREEIR o
error, exception or failure.
You are not authorized to use NN
400 NotResourceOwner i TR E) B R
this resource.
BREETLEEEZSHIRG.

4.10

.9. GetOwnedJoinPermission

i B Get OwnedjoinPermissionKERH B I E =K SHENERAANEIEER .
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https://error-center.aliyun.com/status/product/LinkWAN

RiFARIER =inAPIZE YMEBENEEEEE

R 71 358 B3
BEERKSERZENNSVERY (QPS) BARFINS,

@ 38 RAMAPHEE=AEEKSEL.
IR

R T LATEOpenAPI ExplorerP BiEiz{TiZ2#E O, &EFBIHTESEZNEMN ., E17KI1/E, OpenAPlExplorera]
DEFESADIGR TR

BREH
B B3] = EWIE A iR
Action - o GetOwnedjoinPer ~ RHEHMESH . B
9 = mission {&: GetOwnedjoinPermission,

EREVAMAZIERID, Tl
FListOwned)oinPermissionsiE &3

JoinPermissionlid String = 123 B,
SLAIID
ROl EM BN S EH A E AR R

o M, EEHFLHNID, EEIDE, B;R
lotinstanceld String = Iot_instc_pu™_c £ \iZIDfE, FUWEASEK.

* _V64********

@ BB MR ARSIAIRAIDAE,
152 AN el 3R EXSE D,

FAAPIE, BRTAXNENZAPHFEIERSH, BREANALBERSY., AHBERSHRE, BELL
*£24,

IR [O] #4E
Bm B3] ~ME iR
Data Struct i R AL T R B B N RAEIERE B IR
WA ERURES, REE:
Authstate String NEW © NEW: RER.

e APPLYING: £#4,
e ACCEPTED: B#E#,
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MBEMEEETE minHRIER- ZRAPIZE

B Bl w~BIE bizipu

BN FE SR RAEFRER.

BoundProductN o o PP @ 383 UEEHETHESE, B
ame HAFRE TR YBN F & 1S

B, Z=RELSH,

ClassMode String A ANREIEE B BLoRaWAN ClasstE =,

AREIER IR E . &0 AUNIXET B8, B4
NED,

CreateMillis Long 1514736000000
HiEnE BN, REE:
DataDispatchDe

stination String IoT o 10T : ¥EHBIVMERTANTR,
® ONS: HERFZZIMQKITopic,

DataRate Long 4 HIRERER,

AMEIERNBERRS, REE:
Enabled Boolean true e true: EA.

e false: {=H,

FreqBandPlanGr g 102 AREIERAHHARID,
oupld
JoinEui String 0000000000000000 AW EIE{$E F 89)oinEUL,

JoinPermissionl

q String 123 AREIEID,
oinPermissionN . N N
J String EIE AMEIERZR,

ame

AR EIEEBNEERRS, REE:
Boolean false e true: =M.

e false: {=H,

MulticastEnable
d

MulticastNodeC

; Integer 1000 AMTIETEANABETREE.
apacity
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RiFARIER =inAPIZE YMEBENEEEEE

B i wBIE bizipuy

ARESIEERNERT AHE,

MulticastNodeC

ount Integer 10 @ %8 XYMulticastEnabled 5
®EAtruedHiRE,

NodesCnt Long 10 FEAZAMEIENT RN E.
RenterAliyunid String some-user ANEIEEFHFERKS,

RxDailySum Long 0 AREIERN SR EITHIEEE,

RxDelay Long 1 Class AR IRE OFEIR BT IE

RxMonthSum Long 0 AREIERN Y A LITHIREE,

TxDailySum Long 0 AREIEN SR TTHIEEE,
TxMonthSum Long 0 ARMEIERN Y B TTHIREE.

89EF6CAA-958F-
Requestld String F32C-BE45- ] B8 = RIZIE R E R B E—FRIR ST .
FE003C6DE097

EEWAKY, REE:

success Boolean true e true: BEAMI,

e false: FAKMK,

Bl
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetOwnedJoinPermission

&JoinPermissionId=123
s<AHIFERSH>

1E &R B 7R
XML &I

107 > MHRRA: 20220708



MBEMEEETE SR FRIER ZinAPIZE

<GetOwnedJoinPermissionResponse>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Data>
<NodesCnt>10</NodesCnt>
<RxMonthSum>0</RxMonthSum>
<ClassMode>A</ClassMode>
<MulticastNodeCapacity>1000</MulticastNodeCapacity>
<RxDailySum>0</RxDailySum>
<TxDailySum>0</TxDailySum>
<Enabled>true</Enabled>
<RenterAliyunId>some-user</RenterAliyunId>
<TxMonthSum>0</TxMonthSum>
<MulticastNodeCount>10</MulticastNodeCount>
<MulticastEnabled>false</MulticastEnabled>
<RxDelay>1</RxDelay>
<DataDispatchDestination>IOT</DataDispatchDestination>
<AuthState>NEW</AuthState>
<DataRate>4</DataRate>
<BoundProductName>F* fa 4 #i</BoundProductName>
<CreateMillis>1514736000000</CreateMillis>
<JoinPermissionId>123</JoinPermissionId>
<JoinPermissionName>#EiE1</JoinPermissionName>
<FregBandPlanGroupId>102</FregBandPlanGroupId>
<JoinEui>0000000000000000</JoinEui>

</Data>

<Success>true</Success>

</GetOwnedJoinPermissionResponse>

JSON &=
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MEBEMEEETE

"RequestId":

"89EF6CAA-958F-F32C-BE45-FE003C6DEQS7",

"Data": {

"NodesCnt": 10,
"RxMonthSum": O,
"ClassMode": "A",
"MulticastNodeCapacity":
"RxDailySum": O,
"TxDailySum": O,

1000,

"Enabled": true,
"RenterAliyunId": "some-user",
"TxMonthSum": O,
"MulticastNodeCount": 10,
"MulticastEnabled": false,

"RxDelay": 1,
"DataDispatchDestination":
"AuthState": "NEW",
"DataRate": 4,
"BoundProductName": "FEmmBAM",

"TOT" ,

"CreateMillis": 1514736000000,
"JoinPermissionId": 123,
"JoinPermissionName": "f&EF1",
"FregBandPlanGroupId": 102,
"JoinEui": O
o
"Success": true
}
A=
HiRE
HttpCode HIRE HIRER R
User not authorized to operate . P
. o PEIe PR ERARRER B EIRAM
400 ForbiddenByRam on the specified resource, or this R
APl does not support RAM. °
. . This operation cannot be
ForbiddenByRiskCont . - TR,
400 ol 4 performed because of security GERENE, TETzaE
risks.
. The specified resource does not - s
400 NonExistent exist P ERENEEARAFEE.
The request processing has
400 InternalError failed due to some unknown AEREEIR .
error, exception or failure.
You are not authorized to use NN
400 NotResourceOwner i TAFE) LB R
this resource.
maEERt L EEELHIRE,
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MBEMEEETE minHRIER- ZRAPIZE

4.10.10. GetjJoinPermissionAuthOrder
i Fl GetJoinPermissionAut hOrdersRER & S IEEN T 2 MFHER.
i

O] AfEOpenAPI Explorerp Ei%IZ1Ti2#E 0, REBHESZHNEMN, BTMINE, OpenAPIExplorera]
PAB 4 5 SDK BB R 41,

BRESH
B e} =AWk ~E iR
Action Strin o GetJoinPermission ~ RHHMESH. B
! 9 = AuthOrder {&: GetJoinPermissionAuthOrder,
Orderld String 2 123 BRI 2D,
iR Bl #4E
Bm e} ~BlE ik
Data BRTBHNFRAER.
AcceptedMillis Long 1514736000000 THEHIESH UNX BE®, UEDREAM,
ApplyingMillis Long 1514736000000 RETEREH UNIX Ba%, DERARA,
CanceledMillis Long 1514736000000 TEWEGEE UNIX BE8, UERREA,
Jdo'”Perm'ss'O”' String 123456 EBERNERARESIED,
Orderld String 123 BRIEID,
TERE., BUE:
® APPLYING: TBLKiE, ERFEMREFPLE,
OrderState String ACCEPTED e ACCEPTED: THigES,
e REJECTED: THE4,
® CANCELED: TE#EUH.
) ) REBRNERANESIEREENTERKS
OwnerAliyunid String some_user

D,
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=i AIER- =inAPIZE

MEBEMEEETE

B

RejectedMillis

RenterAliyunid

Requestlid

Success

ZN]
BRI

String

Boolean

BIE

1514736000000

some_user

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

THREIER UNIX a2, UERARLA,

THEARZIENBREFNEERKSID,

iEKID,

BRI,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetJoinPermissionAuthOrder

&0rderId=123
s<AHIFTREBH>

1EEIREIRA
ML &

<GetJoinPermissionAuthOrderResponse>

<Data>

</Data>

<OrderId>123</OrderId>
<CanceledMillis>1514736000000</CanceledMillis>
<RejectedMillis>1514736000000</RejectedMillis>
<ApplyingMillis>1514736000000</ApplyingMillis>

<RenterAliyunId>some user</RenterAliyunId>

<OrderState>ACCEPTED</OrderState>

<OwnerAliyunId>some user</OwnerAliyunId>

<JoinPermissionId>123456</JoinPermissionId>
<AcceptedMillis>1514736000000</AcceptedMillis>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</GetJoinPermissionAuthOrderResponse>

JsoN &=
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{
"Data":{

"JoinPermissionId":"123456",

"CanceledMillis":1514736000000,

"OrderState" :"ACCEPTED",

"RenterAliyunId":"some user",

"OwnerAliyunId":"some user",

"RejectedMillis":1514736000000,

"OrderId":"123",

"ApplyingMillis":1514736000000,
"AcceptedMillis":1514736000000

be

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEQ97",

"Success":true

}

HixG

HttpCode

400

400

400

400

400

HiRED

ForbiddenByRam

ForbiddenByRiskCont
rol

InternalError

NonExistent

NotResourceOwner

mEEED LD EEESHEIRD,

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown
error, exception or failure.

The specified resource does not
exist.

You are not authorized to use
this resource.

h.+
B
[

RPRBRITZEE B EIRAM
IR,

BEZENE, TERTIZERE

REREEIR .

BERFNBRAEE.

TR LB R

4.10.11. DeleteLocaljoinPermission

& A DeleteLocaljoinPermissionfl B H BI B P S FriBE N ERAMEIE,

iFi

O] AfEOpenAPI Explorerh EiIa1Ti%#E 0, REBHESZHNEMN., BTMIE, OpenAPIExplorera]
PAB 4 A SDKR BB R 41,

EREH
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=i AIER- =inAPIZE

BIR et}
Action String

JoinPermissionlid String
B Ei]
Requestld String
Success Boolean

Bl
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=DeletelLocalJoinPermission

&JoinPermissionId=123
s<AHIFERSH>

EFRERA)
xML &

fali

Jalul

it

89EF6CAA-958F-

F32C-BE45- i5KID,
FE003C6DE097
true 2RI,

<DeletelocalJoinPermissionResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</DeletelocalJoinPermissionResponse>

JsoN B

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEOS7",

"Success":true

}

B

MIBRMEEEFES
Bk ~E iR
DeleteLocaljoinPe  ZRZMESE, B
rmission {&: DeleteLocaljoinPermission,
123 EMREERAREIENID,
~ME iR

HttpCode HIRE HIRER iR
User not authorized to operate e
. ol PRI RPRERT R EERAM
400 ForbiddenByRam on the specified resource, or this "R
API does not support RAM. °
113
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R RIER- =i APIZE

HttpCode HIRE

400 ForbiddenByRiskCont
rol

400 NonExistent

400 InternalError

400 J0|nPerm|55|onAlread
yAuthorized

WREETLEEESHIR

HIRER

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

The specified join permission has
already been granted to another
renter.

e
Hi
[

FERERNE, TERTZERE

BERFNBRAEFE.
WEBEEIR .
ARFIEEEERETHERF

4.10.12. CreateLocalJoin Permission

B F CreatelocaljoinPermissiont| 2 &R AR E

PR 1l 154 BF
B E=KSEBRZEONESINERE

(QPs) &AMRFIA5,

@ B RAMAPH=ME=KSESN.

EiE., HAIMMERKSERAZEITINEEE.

15E5
R o] LATEOpenAPI Explorerb B#%iE1TiZ#& 0, &FBHESLNEM., ETMINE, OpenAPI Explorerd]
PAE B0 4 Al SDKA A5 7451,
BRESH
Bm B3] = EWIE ~EE iR
Action Strin o CreatelLocaljoinPe  RZHMESH.
9 = rmission &: CreateLoceﬂJoinPermission°
: = ERAMEIER AL LoRaAWAN Classts
ClassMode String = A . BUE: A. B. C.
FreaBandPlanGro TRAAMEIERBANMED, iE
q Long 2 101 HListFregBandPlanGroupsiE O &i@%K
upld m
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file:///home/admin/dita-files/output/80702202/task19003854/~~108614~~

=i AIER- =inAPIZE

MEBEMEEETE

B

JoinPermissionNa
me

UseDefaultjoinEui

lotInstanceld

RxDelay

DataRate

JoinEui

FERAPIE, BRT AXNA

String

Boolean

String

Long

Long

String

fali
o

Jalil

il

iy

7|

iy

iy

ik RBIE i

[

HEXERAMEIEZR, FPX, =
test XZEH, HFEMTEE (1) , KERSIA
4~30NERF, — 1M XH2DNFR

ERAANNEIIREERAMERS—
JoinEUI, BUE:

e true: EAMRE =S —)oinEUI,
e false: {FHMAFEENXJoINEUI,

true

SLAIID,

(REATEYBEM T AR & 0T A S T
o A, SEYFLAMNID, EEIDE, ¥R
iot_instc_pu™**_c £ \izIDE, FUEBSLMK,

* _V64********

@ wE  WRARTHIREIDE,
&% I A E RELSL I,

Class ARYIZIWNE O RN E, BUETEH:
1s~15s,

4 HiEEE, BETEE~5,

R FBEXEIEERB)oinEUl,
Ede4tde8erth**** HUseDefaultjoinEuiiRE Atruely, It

TZAPIRIEBBRSH, ERERARHLBERSH, ALBERSHRE, ESLL

H£25%,
B ESid] ~EIE R
Data String 123 BIENERARNEIERID,
89EF6CAA-958F-
Requestld String F32C-BE45- o] B = RIZIE R E AL B E—FRIRTT .
FEO03C6DE097
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MBEMEEETE

R RIER- =i APIZE

B B3]
sSuccess Boolean

B
BRI

http(s) ://linkwan.cn-shanghai.

&ClassMode=A
&FregBandPlanGroupId=101
&JoinPermissionName=test

&UseDefaultJoinEui=true
s<AHIFERSH>

EFIRERA)
xML &

BIE bizipuy

ERFAMY, RENE:

true

e true: FERAMI,

e false: HALM,

aliyuncs.com/?Action=CreatelocalJoinPermission

<CreatelLocalJoinPermissionResponse>

<Data>123</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</CreatelocalJoinPermissionResponse>

Json &

{
"Data":"123",

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEOS7",

"Success":true

}

Hixtg

HttpCode At

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 ExceedLocaljoinPer

missionLimit

EiRfER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The maximum number of local
join permissions that you can
create is exceeded.

o
B
44

P RBHRTZIEEMEEIIRAM
R,

FERERNE, TERTZEE

B HAMEIEE LA E
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=i AIER- =inAPIZE YMEBENEEEEE

HttpCode HIRE HIRER

q+
B
[

The request processing has
400 InternalError failed due to some unknown AEREEIR o
error, exception or failure.

JoinPermissionName The specified join permission

1E3
400 Duplicated name already exists. RS EHES
400 InvalidName The specified name is invalid. BIRAEE
400 InvalidFregBandPlan The frequency band plan is SR TR AR O] A

invalid.
MmaEETLEEESHEIR

4.10.13. CountRentedJoinPermissions

& A Count RentedjoinPermissions&t i+ M AT - Ik S A AN B/ ST IRERGNANEIERE.
ik

R o] LATEOpenAPI Explorerb Bi%iE1TiZ#& 0, RFBHESLNEM., ETMINE, OpenAPI Explorerd]
DA B 4 A SDKAS L 7R 1

Bm £t =EWIE ~EE iR
Action Strin o CountRentedjoinP ~ RHEMESH, K
9 = ermissions {&: CountRentedjoinPermissions,
RIBANEIER S XEET R H TS
BoundNodeGroup Boolean = true o
trueRREXEK, falseRRARXEX,
Enabled Boolean = true BRREZIENEERIRSHITIEIE,
FuzzyjoinEui String & dg896e0 1SR IUE N\ M E3IEAY) 0inEUL,
FuzzyJoIPermIsst gy ing = test MR AMSENER,
onName
FuzzyOwnerAliyu . = B TEANESIEREENERKS
i String A some-user D
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MBEMEEETE

RinFF&RIERE-

=IEAPIBE

B

Type

iR Bl 8
£

Data

Requestld

Success

N
BRI

String

String

Boolean

2EwiE  REE i

[

REBEIENEEHTIIE. BE:

& LOCAL e LOCAL: THEIE

e ROAMING: ZTEEIE

ROME iR
100 R IRE AR EIERE,

89EF6CAA-958F-

F32C-BE45- iEKID,
FEOO3C6DE097
true =AM,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CountRentedJoinPermissions

s<DHIFREEH>

1EER [ERHA)
ML &R

<CountRentedJoinPermissionsResponse>

<Data>100</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

</CountRentedJoinPermissionsResponse>

JsoN &

{
"Data":100,

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEQ97",

"Success":true

}

ARG

HttpCode

HiRED

HIRER Hi

Bt
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MEBEMEEETE

HttpCode HIRE

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 InternalError

WEEED L EEESHIRD,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown
error, exception or failure.

e
Hi
[

P RBHRTZIEEMEEIIRAM
R,

FERERE, TERNTZERE

WEBEEIR .

4.10.14. CountOwnedJoinPermissions

i A Count OwnedJoinPermissions#t it FF &3 IR ZH RN H BT AP K S FABENAMEIENIHE.,

QOFY:

Bl

REBWAFIKS "“HE" HANTIE—E

EERAAREIL.

RO LATEOpenAPI Explorerf BiZiE/TiZE O, X BIHESZWNEI., E17HKINE, OpenAPlExplorera]

PA B 54 B SDKAL A = 4B

A=)

BREH
B Bt} =5
Action String =
Enabled Boolean )
FuzzyJoinEui String &
FuzzyJoinPermissi

v String =

onName
FuzzyRenterAliyu .
nld y 4 String =

IR [o] &4

A

CountOwned]oinP
ermissions

bizipu

RERMESH, W

{&: CountOwnedjoinPermissions,

BRBREIENEERRSHTIEIRE,
trueXRBH, falseXREH,

true

d896e0

test

some-user

1S DT ES N O 4= 11E {88 A B9) 0inEUI,

R B\ R IR B FR

R EREANEIERFHNERKSID,
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MBEMEEETE

R RIER- =i APIZE

B

Data

Requestld

Success

Zn']
ERRY)

String

Boolean

~BIE iR

100 HRILIREGHAME
89EF6CAA-958F-

F32C-BE45- iEXKID,
FEO03C6DE097

true EEMI,

IS

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CountOwnedJoinPermissions

<D HIFRBE>

EFIRERA)
xML &

<CountOwnedJoinPermissionsResponse>

<Data>100</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</CountOwnedJoinPermissionsResponse>

JsoN &=

{
"Data":100,

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEOS7",

"Success":true

}

FHixtg

FiRfER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

e
Ht
[

R,

P RBHRTZEEMEEIIRAM

HttpCode At

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 InternalError

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown
error, exception or failure.

FERERNE, TERTZEE

WEREEIR .
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mEEED LD EEESHEIRD,

4.10.15. CanceljoinPermissionAuthOrder
i A CanceloinPermissionAut hOrderBUH & AR EIEZR T &8,

MZEEE T LUBIZEOBUE — NMa R EZHNENTE,

it

RO LATEOpenAPI Explorerf HIZiE/TiZE O, &EBITESZWEI., E17HKIN/E, OpenAPlExplorert]
PLBE 5 4 BY SDKAA F8 R4l

3k o 3
BREH
B B3] EEWIE ~E iR
CanceljoinPermiss REAESH, R
Action String = ionAut horder {&: CanceljoinPermissionAuthOrder
Orderld String 2 123 ERENENRITED,
Bm B3] ~E iR
89EF6CAA-958F-
Requestld String F32C-BE45- 1&3KID,
FEOO3C6DE097
success Boolean true =ERI,

ZN]
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CancelJoinPermissionAuthOrder
&0rderId=123
s<AHIFRSH>

1F &R 8] 745
xML A&

<CancelJoinPermissionAuthOrderResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO003C6DE097</RequestId>
<Success>true</Success>

</CancelJoinPermissionAuthOrderResponse>
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MBEMEEETE

=G RIER- =iRAPIEE

Json &R

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEQ97",

"Success":true

}

HIRG

HttpCode 125

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 NonExistent

400 InternalError

IllegalOrderStateTra

400 o
nsition

mEEED LEEESHEIRD,

4.10.176.

HIRES

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

The order status conversion is
invalid.

h.+
B
=

RPRBRITZEE B EIRAM
IR,

BEZENE, TERTIZERE

BERENBRAEFHE.

REBEEIR .

TERSHERIE

UpdateOwnedLocaljoinPermissionEnablingState

& FUpdateOwnedLocaljoinPermissionEnablingState/ S . ERYSEIAFKSERAENEBRAMEIE,

il

R o] PATEOpenAPI Explorerd BEi%iE1TiZiE 0, X UHESZNEN. E1TMINE, OpenAPI Explorerd]

PAB 514 B SDKR BB R 41,

A 3 L

BRESH
B ESid]
Action String

falil

il

)

ik RBIE bizipu

UpdateOwnedLo RAHESH. B
caljoinPermission {&: UpdateOwnedLocaljoinPermiss
EnablingState ionEnablingState,
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minHRIER- ZnAPIZE MEBEMEEETE

[=]

B B3] EEWIE ~E iR
Enabled Boolean =] true true nEH, falseREA,
JoinPermissionid String 2 123 ERENERAMNEIED,
B Ei] ~E iR

89EF6CAA-958F-
RequestId String F32C-BE45- 15KID,

FEOO3C6DE097
Success Boolean true EEMI.

Bl
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateOwnedLocalJoinPermissionEnablingSt
ate

&Enabled=true

&JoinPermissionId=123
s<AHIFRSH

EFRERA)
xML &

<UpdateOwnedLocalJoinPermissionEnablingStateResponse>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</UpdateOwnedLocalJoinPermissionEnablingStateResponse>

JsoN B

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",
"Success":true

}

i

HttpCode BIRTG BIRER bizipu
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R RIER- =i APIZE

HttpCode

400

400

400

400

400

400

400

HIRTG

ForbiddenByRam

ForbiddenByRiskCont
rol

NonExistent

InternalError

CloudProductNotAct
ivated

FeatureNotActivated

NotResourceOwner

mEEED LD EEESHEIRD,

4.11.

TREE

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

You are not authorized to use
this resource.

4.11.1. AddNodeToGroup

T AAddNodeT oGroupfET m A AP IEMFFNT =,

iEi

e
Ht
[

P RBHRTZIEEMEEIIRAM
R,

FERERE, TERNTZERE

BERFNERAEE.

REBEEIR .

RFFE Link WAN ==&

RERFFE

FEAR 7 i8] 1t B2 R

O] AfEOpenAPI Explorerh EiIa1Ti%#E 0, B HESZNEMN., BTMIE, OpenAPIExplorera]
PAB 4 5 SDKR BB R 41,

BREH

B

Action

DeVEui

NodeGroupld

ESid] EENIE ~EIE R
_ o AddNodeToGrou  RHMESH., W
String =
p {&: AddNodeToGroup,
String = 00000000000000 +5 = 4 DeVEUL.
00
String 2 123 T RAAD,
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=i AIER- =inAPIZE

MEBEMEEETE

BIR et}
PinCode String

iR [o] &7

Bm Bl
Requestld String
success Boolean

B
BRI

EEWIE ~E iR
2 123456 TR HEPIN Code,
~E TPy
89EF6CAA-958F-
F32C-BE45- iEKID,
FEOO3C6DE097
true =AM,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=AddNodeToGroup

&DevEui=0000000000000000
&NodeGroupId=123
&PinCode=123456
s<AHIFERSH>

1IEEIRE =B
ML &R

<AddNodeToGroupResponse>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</AddNodeToGroupResponse>

JsoN &=

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE097",

"Success":true

}

i

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

q+
B
[

RPRBRITZEEM B EIRAM

IR,

HttpCode B
400 ForbiddenByRam
125
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R RIER- =i APIZE

HttpCode

400

400

400

400

400

400

400

400

400

HIRTG

ForbiddenByRiskCont
rol

NonExistent

ExceedNodeLimit

NodeGroupDoesNot
Exist

DevEuiDuplicated

NodeAlreadyAdded

InvalidPinCode

ResourceLocked

NodeDoesNotExist

WREETLEEESHIRE,
4.11.2. UpdateDataDispatchEnablingState

& FUpdateDataDispatchEnablingState BT M AN IR R .

iEi

HIRER

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The maximum number of nodes
is exceeded.

The specified node group does
not exist.

A node with the same devEui
already exists.

The specified node has already
been added to another node

group.

An error occurred while verifying
PinCode.

The specified resource has been
locked by another product.

The specified node does not
exist.

e
Ht
[

FERERNE, TERTZERE

BERFNBRAEFE.

BETRUERTE

TRERFE

TREERM

TRESHFMBEM A

PinCode 36 L

BIRHEM T REE

THRAEE

R0 LA7EOpenAPl Explorerf Bi%iz{Ti%E O, REEBHESZNREM ., B1TMINE, OpenAPlExplorerd]
DA B 4 i SDKACEE 7= 451,

s L
BRESH
B el =
Action String =
DataDispatchEna
P Boolean =
bled

A

bizipu

RBEMESH, B

UpdateDataDispa
tchEnablingState

{B: UpdateDataDispatchEnablingSt
ate,

e true: XRERAHERE
o false: RREHAHIFERE

true
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RiFARIER =inAPIZE YMEBENEEEEE

B Eid) EEWIE ~EE iR
NodeGroupld String 2 123 T RAAD,
IR B #4

B B3] ~IE iR
89EF6CAA-958F-

Requestld String F32C-BE45- 1&3KID,
FEOO3C6DEQ97

success Boolean true =AM,

B
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateDataDispatchEnablingState
&DataDispatchEnabled=true

&NodeGroupId=123

s<REFRSE>

IEEERERE
xML &I
<UpdateDataDispatchEnablingStateResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>
</UpdateDataDispatchEnablingStateResponse>

Json &=
{
"RequestId":"89EFG6CAA-958F-F32C-BE45-FEQ03C6DEOS7",

"Success":true

}

Hixtg

HttpCode £HIRMG BIRER i

5%

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

R RBHRTIZIEFM B EIIRAM
IR,
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R RIER- =i APIZE

HttpCode HIRG

400 ForbiddenByRiskCont
rol

400 NonExistent

400 InternalError
CloudProductNotAct

400 .
ivated

400 FeatureNotActivated

400 ResourceLocked

wEEED O EEESHEIRD,

HIRER

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

The specified resource has been
locked by another product.

e
Ht
[

FERERNE, TERTZERE

BERFNBRAEFE.

WEBEEIR .

KRFFi@ Link WAN ==&

IRERTE

BEREM I RUE

4.11.3. UpdateDataDispatchConfig

i FlUpdateDataDispatchConfig E# T3 R A AN EIE R ZRE.

B

O] AfEOpenAPI Explorerh Hi%IE1Ti%#E 0, REBHESZHNEN ., BTMIE, OpenAPlExplorera]

PAB 514 5 SDKR BB R 41,

A 3 L

BRESH
B Eit)
Action String
DataDispatchDest .
L String
ination
NodeGroupld String

falil
)|

il

falit

Jali

ik RBIE bizipu

UpdateDataDispa
tchConfig

RAHESH. BE:
UpdateDataDispatchConfig,

HERE BN, BE:

10T ° |0T: HIEREEIOTH R,
® ONS: HIERFZZEIMQHITopic,

123 EEHNTRAOAD,
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RiFARIER =inAPIZE YMEBENEEEEE

B ESid] ERDIE ~E b
BB R BN AOTHMmER, BE:
® I0T_SUITE: ¥iER%%E loT EHEMY
bR
ProductType String & IOT_SUITE
e |OT_SUITE_SENIOR: ¥UEH#E loT
ENBSRR,
HiERE BN AI0TE, BERSHWE,
HIERE BN AT RER,
ProductName String = il
HIBREEHNMAIOTE, BEXRSEHWIE,
MR B AI0TBProduct Key,
ProductKey String = XXXXXXXX
HIERE BN AITE, BERSHWE,
HIER BN 0T 8RR X,
AHAAXETEZGTIEREEEENX
Topic, SXMBMEEREHS, BAE
KB EXtopic,
T 7=
DebugSwitch Boolean B false &5 X T opichl T :
/ProductKey/${deviceName}/user/upda
te
/ProductKey/${deviceName}/user/get
splmkReglonNam String = cn-beijing iR B AMQM L4TRegion Id,
UplinkT opic String & cn-shanghai IR B B AMQBY E47T opic,
IR Bl #U4E
B B3] ~lE iR
89EF6CAA-958F-
Requestld String F32C-BE45- EXKID,
FEOO3C6DE097
Success Boolean true EERY.
~Bl
IERGR
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R RIER- =i APIZE

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateDataDispatchConfig

&DataDispatchDestination=IO0T
&NodeGroupId=123
<RHIFRSE>

1IEEIRERA
ML &=

<UpdateDataDispatchConfigResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</UpdateDataDispatchConfigResponse>

JsoN &=

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEQ97",

"Success":true

}

i

HttpCode

400

400

400

400

400

400

400

400

HixD

ForbiddenByRam

ForbiddenByRiskCont
rol

NonExistent

InternalError

CloudProductNotAct
ivated

FeatureNotActivated

ResourceLocked

NotResourceOwner

i

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

The specified resource has been
locked by another product.

You are not authorized to use
this resource.

i

=

R P RBRITIZRIER B ENRAM
IR,

FERERNE, TERTZERE

BERFNBRAEE.

WEBEEIR .

KT Link WAN =75

WIRERFE

BRFEAM I REE

FEAR 7 i8] 1t B2 R
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mEEED O EEESHEIRD,

4.11.4. UnbindjoinPermissionFromNodeGroup
& A UnbindjoinPermissionFromNodeGroupiZ it \ R EIEF T S S BB X BE,
it

O] AfEOpenAPI Explorerh EiIa1Ti%#E 0, REBHESZNEN., BTMIE, OpenAPlExplorera]
PAB 4 5 SDKR BB R 41,

=
BREH
B Ei) = H Wk ~BE Eiba
UnbindjoinPermis RAMESH., B
Action String = sionFromNodeGr {8: UnbindjoinPermissionFromNod
oup eGroup,
JoinPermissionid String 2 123456 S5XBEARNEIED,
NodeGroupld String 2 123 EEMXBENTRSED,
IR B £47
B B3] ~ME iR
89EF6CAA-958F-
Requestld String F32C-BE45- 1&3KID,
FEOO3C6DEQ97
success Boolean true =AM,

ZN]
BRI

http(s) :// [Endpoint]/?Action=UnbindJoinPermissionFromNodeGroup
s<RELFRSE>

1E & IR B 7R
ML &R

<UnbindJoinPermissionFromNodeGroupResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</UnbindJoinPermissionFromNodeGroupResponse>
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MBEMEEETE

R RIER- =i APIZE

Json &R

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEQ97",

"Success":true

}

HIRG

HttpCode R

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 NonExistent

400 FeatureNotActivated
CloudProductNotAct

400 .
ivated

400 ResourceLocked

WEEEDLEEESHEIRG,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The feature has not been
activated.

The Link WAN service has not
been activated.

The specified resource has been
locked by another product.

4.11.5. RemoveNodeFromGroup

8 FARemoveNodeFromGroup AT m S H PR RR T i,

i3

B!

Bt

RPRBRITZEE B EIRAM
IR,

BEZENE, TERTIZERE

BERENBRAEFHE.

KRFF@ Link WAN ==&

BRREM A @B E

XTI LATEOpenAPI Explorerh E2ia1Ti%#E 0, SXEUHESEL[NEM, BTG, OpenAPlExplorerd]

PAB 5 4 B SDKA BB R4l

M 3

BREH
BIR ESid]
Action String
DevEui String

Jali

Jalil

TBIE

RemoveNodeFro
mGroup

00000000000000

R

REMESH., B
{&: RemoveNodeFromGroup,

EBRIIT mAIDevEUl,

00
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SR FRIER- ZIHAPIZE MEMEEETE
B Bt} =EWIE ~E b
NodeGroupld String 2 123 T RAAD,
N z
IR B #4
B B3] ~ME iR
89EF6CAA-958F-

Requestld String F32C-BE45- 1&KID,
FEO03C6DE097

Success Boolean true =ER,

=Bl

B Kl
http(s) :// [Endpoint]/?Action=RemoveNodeFromGroup
&DevEuUi=0000000000000000
&NodeGroupId=123
s<AHIERSE>

EEEREIRE
ML I&T
<RemoveNodeFromGroupResponse>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>
</RemoveNodeFromGroupResponse>
JSON &R
{
"RequestId":"89EF6CAA-958F-F32C-BE45-FE003C6DE09T7",
"Success":true
}
Ay =
BizH
HttpCode HIRG HIRER iR
User not authorized to operate . P
. o PEISe T R B EAIRAM
400 ForbiddenByRam on the specified resource, or this "R

APl does not support RAM.
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HttpCode

400

400

400

400

400

400

400

400

BIRTG

ForbiddenByRiskCont
rol

NonExistent

CloudProductNotAct
ivated

FeatureNotActivated

InternalError

ResourceLocked

NodeGroupDoesNot
Exist

NodeDoesNotExist

WEEEPOEEESHEIRE,

HIRER

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The Link WAN service has not
been activated.

The feature has not been
activated.

The request processing has
failed due to some unknown
error, exception or failure.

The specified resource has been
locked by another product.

The specified node group does
not exist.

The specified node does not
exist.

e
Hi
[

FERERNE, TERTZERE

BERFNBRAEFE.

FKFFE Link WAN ==&

NEERFIE

REBEEIR

BEREM I RUE

TREREFE

TRAEFHE

4.11.6. ListNodesByOwnedJoinPermissionld

& A List NodesByOwnedjoinPermissionldtR &3 i€ &4, EMER THEAMEIENT SFIE,
Frig EBINMAEIE B B ET P S il aE A MEIE,

iFi

O] AfEOpenAPI Explorerp EiIa1Ti%#E 0, REBHESZHNEMN., BTMIE, OpenAPIExplorera]
PAB 54 5 SDKR B R 41,

EREH

B

Action

JoinPermissionld

it

String

Jalit

String

WA ~E iR
ListNodesByOwn RAAMESH., B
edJoinPermissionl {&: ListNodesByOwnedjoinPermissi
d onid,
123 AREIEID,
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RiFARIER =inAPIZE YMEBENEEEEE

B B3] EEWIE ~E iR
Limit Long = 2 KREHNTRBELR, XFEF1.
Offset Long 2 0 RKREHWNREIAMLE, NOFEA,
) fi&aSortingField&#—ie{#E M, truek
Ascendin Boolean &= true _ —
9 = TFF, falseERER.
FuzzyDeVEui String & dgo6e0 &M ITED 5 B9 DevEUl,
EEHFFER, TBE
SortingField String ES CREATED_MILLIS JICREATED_MILLIS, &/RIRIECIZEET
HF.
B Eid) ~E iR
Data IREHIER,
List BETREGNT RFIE,
. TRMAZHE T AAENEE, UNIXESEE, L
BoundMillis Lon 1514736000000 - N
9 B EAL,
5 M A B LoRaWAN Cl , :
ClassMode String A BRATRAHILORa assizl, WA
A. B, C,
DevAddr String 12345678 T RBIm &,
DeVEui String 0000000000000000 T = BYDevEUI,
1=} _\/—, y 0 h UNIX 0 h* " ] = I\“
LastJoinMillis Long 1514736000000 ?;]& RARHIEIE, WER, A=BAR
TotalCount Long 10 HETIREGNT 2R,
89EF6CAA-958F-
Requestld String F32C-BE45- 1&KID,

FEOO3C6DEQ97
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B B3] ~E iR
success Boolean true 25/,

B
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListNodesByOwnedJoinPermissionId

&JoinPermissionId=123

&Limit=2
&0ffset=0
s<AHIFRSH>
IE&EIREI/RHA
xML &I
<ListNodesByOwnedJoinPermissionIdResponse>
<Data>
<TotalCount>10</TotalCount>
<List>
<Node>
<ClassMode>A</ClassMode>
<BoundMillis>1514736000000</BoundMillis>
<LastJoinMillis>1514736000000</LastJoinMillis>
<DevEuUi>0000000000000000</DevEui>
<DevAddr>12345678</DevAddr>
</Node>
<Node>
<ClassMode>A</ClassMode>
<BoundMillis>1514736000001</BoundMillis>
<LastJoinMillis>1514736000000</LastJoinMillis>
<DevEui>0000000000000001</DevEui>
<DevAddr>12345678</DevAddr>
</Node>
</List>
</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</ListNodesByOwnedJoinPermissionIdResponse>

Json &=
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{

"Data": {
"TotalCount":10,
"List": [

{
"DevEui":"0000000000000000",
"ClassMode":"A",
"BoundMillis":1514736000000,
"DevAddr":"12345678",
"LastJoinMillis":1514736000000

b

"DevEui":"0000000000000001",
"ClassMode":"A",
"BoundMillis":1514736000001,
"DevAddr":"12345678",
"LastJoinMillis":1514736000000
}
]
o
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",
"Success":true

}

i
HitpCode #5248 HRER sk

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

P RBHRTZIEEM B EIIRAM
IR,

This operation cannot be

performed because of security FERERNE, TERTZERE
risks.

ForbiddenByRiskCont

400
rol

The request processing has
400 InternalError failed due to some unknown HEBEEIR
error, exception or failure.

. The feature has not been
400 FeatureNotActivated ) INEERTFE
activated.

CloudProductNotAct The Link WAN service has not _
400 ouarTody e v KFFiE Link WAN 778
ivated been activated.

WEEEDLEEESHIRN,
4.11.7. ListNodesByNodeGroupld

& A List NodesByNodeGroupldiRIEd 8 &4, EWEETANEPHT RIIE,
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MBEMEEETE

=G RIER- =iRAPIEE

i3

R LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 B SDK BB R4l

EREH

B

Action

Limit

NodeGroupld

Offset

Ascending

FuzzyDeVEui

SortingField

iR [ 85
£

Data

List

AuthTypes

BoundMillis

E3id)

String

Long

String

Long

Boolean

String

String

Long

Fali

iy

iy

ik RBIE

ListNodesByNode
Groupld

123

true

d896e0

CREATED_MILLIS

w~BIE Hi

R

RBEAMESH. B
{&: ListNodesByNodeGrouplid,

AREEANTRHYPELR, XKFETF1.

T RAAD,

AREEMERNVE, MOFFA.

fi&SortingField&2#—iE2{E M, trueX
TARE, false®RER.

TEHIICED T35 s A DevEU,

EEHRFFER, TRE
JICREATED_MILLIS, FRIRECIZETE
HFF,

REIMER,

HREEREMNTRIIE.

MXELYLE,

STANDARD

e HYBRID: hybridfx

e SINGLE_CHANNEL: HiEiER %
e STANDARD: #RHESLIM*

1514736000000

TRMASHB T RAHENEE, UNIXE @R, MU

EVARAL,
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min RIS =0

APIBE

MEBEMEEETE

B

ClassMode

DevAddr

DeVEui

LastJoinMillis

MulticastGroupl
d

TotalCount

Requestld

Success

B
BRI

String

String

Long

String

Long

String

Boolean

BIE

12345678

0000000000000000

1514736000000

XXXX

10

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

.

[

TR E AR LoRaWAN Classt&(, TTEVE:
A. B. C,

RER= NS il
T5 s B9DevEUL,

BIE—RAMEETE, UNIXEHER, UEfhe
i,

HIBIDE,

FHRITEREGNT R,
i5KID,

EERYN.

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListNodesByNodeGroupIld

&Limit=2

&NodeGroupId=123

&0ffset=0
s<AHIERBEH>

EFIRERA)
xML &
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<ListNodesByNodeGroupIdResponse>

<Data>
<TotalCount>10</TotalCount>
<List>
<Node>
<ClassMode>A</ClassMode>
<BoundMillis>1514736000000</BoundMillis>
<LastJoinMillis>1514736000000</LastJoinMillis>
<DevEui>0000000000000000</DevEui>
<DevAddr>12345678</DevAddr>
</Node>
<Node>
<ClassMode>A</ClassMode>
<BoundMil1is>1514736000001</BoundMillis>
<LastJoinMillis>1514736000000</LastJoinMillis>
<DevEuUi>0000000000000001</DevEui>
<DevAddr>12345678</DevAddr>
</Node>
</List>
</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>
</ListNodesByNodeGroupIdResponse>

JsoN &=

{

"Data": {
"TotalCount":10,
"List":[

{
"DevEui":"0000000000000000",
"ClassMode":"A",
"BoundMillis":1514736000000,
"DevAddr":"12345678",
"LastJoinMillis":1514736000000

by

"DevEui":"0000000000000001",
"ClassMode":"A",
"BoundMillis":1514736000001,
"DevAddr":"12345678",
"LastJoinMillis":1514736000000

]
b
"RequestId":"89EF6CAA-958F-F32C-BE45-FE003C6DE097",
"Success":true

}

i
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MEBEMEEETE

HttpCode HIRG

400 ForbiddenByRam
400 :(()JlrbiddenByRiskCont
400 InternalError

400 FeatureNotActivated
400 CloudProductNotAct

ivated
BREETLEEEZSHIRG.

4.11.8. ListNodeGr

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown

error, exception or failure.

The feature has not been
activated.

The Link WAN service has not
been activated.

oups

A A ListNodeGroupsE HRIFI E =K S THH RAHETIE,

PR 115 B8
2R 2 RS AAZEDNSDERY

(QPS) &AKRHIAS5,

@ 38 RAMBAPESMESKSEL.

il

e
Ht
[

P RBHRTZIEEMEEIIRAM
R,

FERERE, TERNTZERE

WEREEIR .

KFFi@ Link WAN =73

O] LAfEOpenAPI Explorerh HiEIE1Ti%#E 0, REBHESZHNEMN., BTMINE, OpenAPlExplorera]

PA B 54 B SDKAL RS =45

BERBH
BIR et} EEWIE ~BE H R
Action String = ListNodeGroups Eé:ﬁi?ffjﬁégoupso
Limit Long 2 2 AREANSEHE, BUEEEO~200,
Offset Long 2 0 KREAWRAME, MNOFFHE.
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MBEMEEETE minHRIER- ZRAPIZE

B E3id) EEWIE ~BIE R
SLAIID,
RO EMEE N S AT HIE I TR
B, BEYHILAIMID, EEIDE, BR
C o 38
otinstanceld String = iot-cn EANZIDE, ZNEASKK,
Opp1n8t****
@ 3189 MBALSTHIRBEDE,
B2 DN 3REXSEAIID,
FuzzyName String = test EHIE TS R T HE R
FuzzyjoinEui String 5 dg896e0 HERIICES TS s 3 ¢H Fr{E BB BY) oinEUI,
FuzzyDeVEui String & dso6e0 HE A IT L 4346 S B9 75 R DevEUL,
EEHFFER, BE
SortingField String = CREATED_MILLIS JICREATED_MILLIS, FRIRECIZETE
HFF,
fc&SortingFieldS#—EER, EEF
BHFAN. BUE:
Ascending Boolean &= true

e true: A&,
e false: R,

FAAPIE, BRTAXNEHZAPHFEERSH, BREANAHLBRSY., AHBRSHRB, BEAL
HLBHNHE,

iR [o] &7

B el & iR
HRARINEREIRHEIERKS THRH RE
Data Struct
IEN
. Array of N
|
List NodeGroup TRAAEYIE.
ey A 475 &5 BR 52 A Y &
ClassMode String A TRAAPHT R EABRILoRAWAN ClassiE

X, SAEMXBRNARNEIEREEN—E,
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RiFARIER =inAPIZE YMEBENEEEEE

B i wBIE bizipuy

TRANCIENE, KX AUNXEER, =

CreateMillis Lon 1514736000000 N N
d BREf,

DataDispatchCo

fig Struct TRAENEIERREE.

BIERIEE NG, EEIE:
Destination string ot * 10T: MEREIMHERFEE R,
* ONS: #iEREZEIMQKWTopic,

MRREBBRMEMEEN R, ZFRE
EE@ER.

lotProduct Struct
iR R B AI0T BRI X, REE:
DebugSwitch Boolean false o true: HFERFFE,
e false: XFEAIXFX.

ProductKey String XXXXXXXX FmBIProductkey,
ProductName String Fmé FFmER.

PR, REME:

ProductType String I0T_SUITE ¢ I0T_SUITE: HIEREDIoTEMHETMIR,

e |OT_SUITE_SENIOR: #iERERoTEHS

BIR
25 = A - H =

OnsTopics Struct Zgﬁmﬁgﬁﬂ{]ﬂﬂmMQ, ZFEFMHEMQ Topicfs
DownlinkRegion . P .
Name String cn-beijing MQT4TRegion ID,
DownlinkT opic String topicl MQT 17T opic,
gqp;llnkReglonNa String cn-shanghai MQ_EfTRegion ID,
UplinkT opic String topic2 MQ_E13Topic,
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B

DataDispatchEn
abled

FregBandPlanGr
oupld

JoinEui

JoinPermissionE
nabled

JoinPermissionl
d

JoinPermissionN
ame

JoinPermissionO
whnerAliyunid

JoinPermissionT
ype

Locks

CreateMillis

Enabled

Lockld

Boolean

Long

String

Boolean

String

String

String

String

Array of Lock

Long

Boolean

String

wBIE

true

102

0000000000000000

true

123456

test

some-user2

LOCAL

1514736000000

true

123

i

TRMENSEREBRERS, REE:
® true: BH.

e false: {=H,

TRAAPHT REAMRID, S55EMKE

BAREIEPIEEN—.

TRABAPHT [EMRIJoINEU, S HEATRE

B\ R EIE 4 E BY)oinEUI—ZK

5T S AEXBEHAMEIENZERES, &RE
&:

e true: BH.

e false: 1M,

5T RASEXKEAREIENID,

ST RAAXBRIAREIENZIR,

° MEXBNIEHEILE, ZFRETANE

BEENRERKS,

e MEXEKNEZESRIE, ZFERE
AAliCloud loT,

ETRSEXKPARNEIELE, REE:

e LOCAL: ERHEIE,

e ROAMING: ZTEEIE,

T RARTREBRERTIE,

BHCIE T,

UE
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B Bl w~BIE bizipu

BB IREE: WRITE, RRITESRELD

LockType String WRITE M, SR, MR,

NodeGroupld String 123456 TRAAID,

NOAEGIOUPNE string B RAAEH BENBHEIR,

NodesCnt Long 10 TRMETHT RHE,

RxDailySum Long 0 ;?ﬁﬁéﬂ%ﬁiﬂw\l@%iﬂ’\]é’l%tﬁ%ﬂ&@,
RxMonthsum Long 0 ;;ﬁ*,ﬁﬁiﬂiﬁ%ﬂ‘\])\mﬁiﬁﬂ’\]i—“’lﬁ FFHIES
TxDailySum Long 0 ;?,ﬁﬁéﬂﬁéﬂ%ﬂ'\])\lﬂﬁiﬁﬂ‘ﬂﬁ9&1‘4—?%&?&@
TxMonthsum Long 0 ;?ﬁﬁéﬂ%ﬁ%ﬂ'\])\lﬂﬁﬁfﬂ’\]%ﬁ‘Fﬁ%ﬂ)@@
TotalCount Long 10 TRAERE,

89EF6CAA-958F-
Requestld String F32C-BE45- fo] BB = 3% 38 KA B B HE—ARIR AT .
FEOO3C6DEQ97

EERARY, REE:

Success Boolean true e true: EAMII.

e false: FAKLMK,

B
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListNodeGroups
&Limit=2

&0ffset=0

s<RHIFRSEH>

IEHIRE 7RG
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xML &I

<ListNodeGroupsResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Data>

<TotalCount>10</TotalCount>

<List>

<NodesCnt>10</NodesCnt>
<RxMonthSum>0</RxMonthSum>
<ClassMode>A</ClassMode>
<NodeGroupName>Ti 5253 4A B #R2< /NodeGroupName>
<RxDailySum>0</RxDailySum>
<TxDailySum>0</TxDailySum>
<TxMonthSum>0</TxMonthSum>
<JoinPermissionType>LOCAL</JoinPermissionType>
<JoinPermissionOwnerAliyunId>some-user2</JoinPermissionOwnerAliyunId>
<NodeGroupId>123456</NodeGroupId>
<CreateMillis>1514736000000</CreateMillis>
<JoinPermissionId>123456</JoinPermissionId>
<JoinPermissionName>test</JoinPermissionName>
<JoinPermissionEnabled>true</JoinPermissionEnabled>
<FregBandPlanGroupId>102</FregBandPlanGroupId>
<JoinEui>0</JoinEui>
<DataDispatchEnabled>true</DataDispatchEnabled>
<Locks>
<CreateMillis>1514736000000</CreateMillis>
<Enabled>true</Enabled>
<LockType>WRITE</LockType>
<LockId>123</LockId>
</Locks>
<DataDispatchConfig>
<Destination>IOT</Destination>
<IotProduct>
<DebugSwitch>false</DebugSwitch>
<ProductName>FF a4 </ProductName>
<ProductType>IOT SUITE</ProductType>
<ProductKey>xxxxxxxx</ProductKey>
</IotProduct>
<OnsTopics></OnsTopics>
</DataDispatchConfig>

</List>

</Data>

<Success>true</Success>

</ListNodeGroupsResponse>

Json H&I
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"RequestId":

"Data": {

bo

"TotalCount": 10,

"89EF6CAA-958F-F32C-BE45-FE003C6DEQS7",

"List": {

"NodesCnt": 10,

"RxMonthSum": O,

"ClassMode": "A",
"NodeGroupName": "TmHBZIR2",
"RxDailySum": O,

"TxDailySum": O,

"TxMonthSum": O,
"JoinPermissionType": "LOCAL",
"JoinPermissionOwnerAliyunId": "some-user2",
"NodeGroupId": 123456,
"CreateMillis™: 1514736000000,
"JoinPermissionId": 123456,
"JoinPermissionName": "test",
"JoinPermissionEnabled": true,
"FregBandPlanGroupId": 102,
"JoinkEui": O,
"DataDispatchEnabled": true,

"Locks": {
"CreateMillis": 1514736000000,
"Enabled": true,
"LockType": "WRITE",

"LockId": 123
by
"DataDispatchConfig": {
"Destination": "IOT",
"IotProduct": {
"DebugSwitch": false,
"ProductName": "FEERE",
"ProductType": "IOT SUITE",
"ProductKey": "xxxxxxxx"
3y

"OnsTopics™: { }

"Success": true

xS

HttpCode HIRE HIRER R
. User not aUt.h.O”ZEd to Operate. P REHITIZIREFT R ENRAM
400 ForbiddenByRam on the specified resource, or this "R
APl does not support RAM. °
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HttpCode HIRE
400 ForbiddenByRiskCont
rol
400 InternalError
P NotA
400 Fjloud roductNotAct
ivated
400 FeatureNotActivated

mEEED LOEEESHEIRD,

HIRER

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

4.11.9. GetNodeGroup

& A GetNodeGroup3 kBT S AE R,

PR 1l 352 B

BRERKSEAZEONSIBERE (QPS) RARFIAS,

@ 3B RAMBAPL=[E=KSEE.

i3

e
Hi
[

FERENE, TERTZERE

REBEEIR

FFFE Link WAN ==&

R LATEOpenAPI Explorerh E#2ia1Ti% 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]

PAB 5 4 5 SDKA BB R4l

Mk 3

BREH
ZIR ESyic)
Action String
NodeGroupld String

Jali

el

ik RGE Eiz:pay

RBEMESH, W

GetNodeGroup

123456

{&: GetNodeGroup,

TaA4EID, TliEAListNodeGroupsi#EQ

HifIR

> MA4RRZA: 20220708

148


https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=GetNodeGroup&type=RPC&version=2019-03-01
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=i AIER- =inAPIZE

MEBEMEEETE

B

lotInstanceld

String

fali

7|

iyl

ik RBIE

iot-cn-
Opp1n8t****

e
B

SLAIID,

XTI TEMIEX T B R H B BIST B 5 T
, SELHLFMID, EHIDE, YHR
BEAZIDE, ENBASEK,

@ e WRARIAIREIDE,
5% I A E RELST I,

FAAPIE, BRTAXNERNZAPRSEIERSH, ERENALBERSY., AHBERSHRHE, BSLL

HSHH,
IR [O] #E
Bm i) ~BIE R
Data Struct ERARNEREINT S HERIIE,
ClassMode Strin A T RAEFHNT REFrEABILoRaWAN Classi&
d 2, SHEFEBHANEIEDIS TN,
Al i 3 FiEE =
CreateMillis Long 1514736000000 w,\\\\n,gﬂ’]ﬁlj%ﬂ‘hﬂj, BAAUNXET IR, A=
S E==t v
2;;‘3'3'5"3“““ Struct A AN ERRER,
HIEREENM, RE{E:
Destination string ot * 10T : MEREIMHMEE N,
® ONS: #iEREZEIMOKITopic,
| MEREENMEVBEMEENTR, ZFEE
otProduct Struct . o
ErRER.
HIBRRE BN AIOT MBI X, REE:
DebugSwitch Boolean true e true: HFERFFE,
e false: XFAFIXTFX.
ProductKey String HMyB* % P mB9ProductKey,
ProductName String Fma FFmER.
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B

ProductType

OnsTopics

DownlinkRegion
Name

DownlinkT opic

UplinkRegionNa
me

UplinkT opic

DataDispatchEn
abled

FreqBandPlanGr
oupld

JoinEui

JoinPermissionE
nabled

JoinPermissionl
d

JoinPermissionN
ame

String

Struct

String

String

String

String

Boolean

Long

String

Boolean

String

String

wBIE

IOT_SUITE

cn-beijing

topicl

cn-hangzhou

topic2

false

102

0000000000000000

true

1234569

AN

bizipu
FmEE, ROME:

e |OT_SUITE: BRI oTESEMAR.

e |OT_SUITE_SENIOR: ¥iB#R#ERIoTEHS
TR

MRBREENMEMO, ZFRFMEMQ Topics
l%\o

MQT47Region ID,

MQT 47T opic,

MQ_E{TRegion ID,

MQ_E1TTopic,

TRMANFERERERS, REME:

e true: BH,

e false: M,

TRAOBPHT RRAIRRID, SHEMXE
BAREIEPEEN—,

FAESEADNT SERLJoINEU, S5 EFTEEE
BN W AEAIE P 5 B AY) 0inEUI—2K

53 S8 BXBEHAMEIENEERE, KR
&:

e true: BH.
e false: =M,

ST R/AAXBEIAREIENID,

ETRSEXKNARNSIEN SR,
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B B3] ~E iR
o MEXBKMEEHEIE, ZFZEBETRANEIE
Joinpermissiono . BEEN fIERKS,
. String some-user
wnerAliyunid o MEXBMEZERIE, ZFERE
JAliCloud loT,
5T R HEXBERAMEIEEE, REE:
oinPermissionT .
e String LocAL o LOCAL: ERIE,
e ROAMING: ZEEIE,
Locks Array of Locks T RAETXBAVRIERITI R,
CreateMillis Long 1514736000000 PEIeI R,
Enabled Boolean true B ERRS.
Lockid String 123 $1ID,
. PE9ER, BUE: WRITE, ERRFESIZEERM
LockT St WRITE
ockiype ind 8, BERE. HRE.
TRAOERXBENABEARTHER. REE:
MulticastEnable
d Boolean false e true: BMA,
e false: =M,
Z'”lt'caStGrO“p' String 1234 5 ST L BLEIRIBAD,
MulticastN N
a:ac';‘;s odeC | | teger 1000 5 A A R B A A A B S 0T MR,
MulticastNodeC T A AR XN ARAYI S LRMET S
Integer 10 -
ount =,
NodeGroupld String 123456 TRHAD,
N N
NOAEGIOUPNa  string 5 RN BETR BRAANER,
NodesCnt Long 10 TRAMETHNT RHE,
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B i) ~BIE R
= -H-E \Q 'y ,fE\ A Y P4 D'
RxDailySum String 0 : TRAEFBENAMEENH X ETEHIEE
2,
RxMonthSum Long 0 E%ﬁﬁéﬂ%ﬁ%ﬂ'\])ﬂ%iﬂ’qﬁﬁ RS
=,
) S5H AN EXBEHIAMNESIENY X TTHIER
TxDailySum Long 0 =
o,
=~ gAY ey 1E N g
TxMonthsum Long 0 :'D,mn HXEXAMEIEN S B TTEIEE
2,
89EF6CAA-958F-
Requestlid String F32C-BE45- fo] BB = A9 3Z08 KA B B E—ARIR A .
FE003C6DE097
RREFARY. REE:
Success Boolean true e true: FAHERIL.

Bl
&R

e false: FAXMK,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetNodeGroup
&NodeGroupId=123456

e<DHIFRBE>

1E &R B 7R
<ML &I
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<GetNodeGroupResponse>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<NodesCnt>10</NodesCnt>
<RxMonthSum>0</RxMonthSum>
<ClassMode>A</ClassMode>
<MulticastNodeCapacity>1000</MulticastNodeCapacity>
<NodeGroupName>Ti FA534H B i< /NodeGroupName>
<RxDailySum>0</RxDailySum>
<TxDailySum>0</TxDailySum>
<TxMonthSum>0</TxMonthSum>
<MulticastNodeCount>10</MulticastNodeCount>
<MulticastEnabled>false</MulticastEnabled>
<JoinPermissionType>LOCAL</JoinPermissionType>
<JoinPermissionOwnerAliyunId>some-user</JoinPermissionOwnerAliyunId>
<NodeGroupId>123456</NodeGroupId>
<MulticastGroupId>1234</MulticastGroupId>
<CreateMillis>1514736000000</CreateMillis>
<JoinPermissionId>1234569</JoinPermissionId>
<JoinPermissionName>#&EiF1</JoinPermissionName>
<JoinPermissionEnabled>true</JoinPermissionEnabled>
<FregBandPlanGroupId>102</FregBandPlanGroupId>
<JoinEui>0</JoinEui>
<DataDispatchEnabled>false</DataDispatchEnabled>
<Locks>
<CreateMillis>1514736000000</CreateMillis>
<Enabled>true</Enabled>
<LockType>WRITE</LockType>
<LockId>123</LockId>
</Locks>
<DataDispatchConfig>
<Destination>IOT</Destination>
<IotProduct>
<DebugSwitch>true</DebugSwitch>
<ProductName>F* @& </ProductName>
<ProductType>IO0T SUITE</ProductType>
<ProductKey>HMyB*****x**< /ProductKey>
</IotProduct>
<OnsTopics></OnsTopics>
</DataDispatchConfig>

</Data>
<Success>true</Success>

</GetNodeGroupResponse>

Json &=

153
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"RequestId": "89EF6CAA-958F-F32C-BE45-FE003C6DE097",
"Data": {
"NodesCnt": 10,
"RxMonthSum": O,
"ClassMode": "A",
"MulticastNodeCapacity": 1000,
"NodeGroupName": "TImFEHBIR",
"RxDailySum": O,
"TxDailySum": O,
"TxMonthSum": O,
"MulticastNodeCount": 10,
"MulticastEnabled": false,
"JoinPermissionType": "LOCAL",
"JoinPermissionOwnerAliyunId": "some-user",
"NodeGroupId": 123456,
"MulticastGroupId": 1234,
"CreateMillis": 1514736000000,
"JoinPermissionId": 1234569,
"JoinPermissionName": "$ZijF1",
"JoinPermissionEnabled": true,
"FregBandPlanGroupId": 102,
"JoinkEui": O,
"DataDispatchEnabled": false,
"Locks": {
"CreateMillis": 1514736000000,
"Enabled": true,
"LockType": "WRITE",
"LockId": 123
s
"DataDispatchConfig": {
"Destination": "IOT",
"IotProduct": {
"DebugSwitch": true,
"ProductName": "FE@mB",
"ProductType": "IOT SUITE",
"ProductKey": "HMyB******x*"
}y

"OnsTopics": { }

be

"Success": true

N
Hix
HttpCode HIRE HIRER HR
User not authorized to operate

400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

B RBHRTZIEEM B EIIRAM
BIR,

> MA4RRZA: 20220708 154



=i AIER- =inAPIZE

MEBEMEEETE

HttpCode R

400 r(())lrbiddenByRis kCont
400 NonExistent

400 InternalError

400 NotResourceOwner

mEEED L EEESHEIRD,

4.11.10. GetNode

A GetNode Bl 25 8.,

iFid

HIRER

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

You are not authorized to use
this resource.

e
Hi
[

FERERNE, TERTZERE

BERFNBRAEFE.

WEBEEIR .
FEAR 3 i8] 1t B2 R

R o] LATEOpenAPI Explorerh Bi%iZ1TiZi& 0, RFBUHESLNEM. ETMINE, OpenAPI Explorerd]

PAB 4 A SDK BB R 41,

A= 3
BRKEH
e Eid) 2RIk ~EIE IR
Action String 2 GetNode ZEMESE ., BUE: GetNode,
DeVEui String b3 88000000000000 T5 =i DevEUL,
B e} ROME iR
Data TRIEETIE,
FESEEAEJiIN
AuthTypes STANDARD * HYBRID: hybridpix
e SINGLE CHANNEL: B85&5E M %
e STANDARD: #RHEBLIM X
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MBEMEEETE

R RIER- =i APIZE

B

BoundMillis

ClassMode

DevAddr

DevVEui

LastJoinMillis

Requestlid

Success

Zn]
BRI

Long

String

String

String

Long

String

Boolean

BIE

1514736000000

12345678

0000000000000000

1514736000000

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

i}

W

EAMASERTT SAEMNIE, UNIXETER, U
WREN,

i <t

ST ANLoRaWAN Classt&Ez,, TTEUE:
.G

> ot

TR NIE,

T mBDevEUI,

BIE—XANMEEE, UNIXEFE®, UERRhE

iz,

EKID,

EERY.

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetNode

&DevEui=0000000000000000

s<AHIERBEH>

1IEERERHA
ML &R

<GetNodeResponse>

<Data>

</Data>

<ClassMode>A</ClassMode>
<BoundMillis>1514736000000</BoundMillis>
<LastJoinMillis>1514736000000</LastJoinMillis>
<DevEui>0000000000000000</DevEui>
<DevAddr>12345678</DevAddr>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

</GetNodeResponse>

JsoN &R
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{
"Data": {
"DevEui":"0000000000000000",
"ClassMode":"A",
"BoundMillis":1514736000000,
"DevAddr":"12345678",
"LastJoinMillis":1514736000000
}y
"RequestId":"89EF6CAA-958F-F32C-BE45-FE003C6DE0S7",

"Success":true

i

HttpCode A= BIRER i

il

5

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

R PRBRITIZRIER B ENRAM
IR,

This operation cannot be

400 :(())lrblddenBleskCont performed because of security GFEZENE, TERTIZIRE
risks.
400 NonExistent The specified resource does not BN EERGE.

exist.
The request processing has
400 InternalError failed due to some unknown HNEREEIR

error, exception or failure.

You are not authorized to use NN
400 NotResourceOwner . TR &R
this resource.

MmaEET L EEELSHIRSE,

4.11.11. DeleteNodeGroup
8 FDeleteNodeGroupM R T5 m4H .

i

R LATEOpenAPI Explorerh E2ia1Ti%#E 0, SXEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 5 SDK BB R4l

EREH
£ ®m EEYE  HUE sk
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MBEMEEETE minHRIER- ZRAPIZE

B ESid] ERDIE ~E b
RAHESH. B
DeleteNodeG

Action String P pee ehoaebrou {&: DeleteNodeGroup,
NodeGroupld String 2 123456 EMIRET RAAID,
B ESi) ~ME iR

89EF6CAA-958F-
Requestld String F32C-BE45- EXKID,

FEOO3C6DEQ97
Success Boolean true EERY.

Zn']
B RRY)

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=DeleteNodeGroup
&NodeGroupId=123456
s<RHLFRSEH>

IEEIRE 7RG
xML &I
<DeleteNodeGroupResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</DeleteNodeGroupResponse>

JsoN &=
{
"RequestId":"89EF6CAA-958F-F32C-BE4A5-FEO03C6DE097",

"Success":true

}

Hixtg

HttpCode AT

il
Sl
]gll
il
Bt
5t
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HttpCode iR HIRER iR
User not authorized to operate . P
. - PEIEe P RERTRRER B EIRAM
400 ForbiddenByRam on the specified resource, or this R
APl does not support RAM. °
. . This operation cannot be
ForbiddenByRiskCont _
400 ol ! YNl performed because of security GRELRERE, TERITIZIRE
risks.
. The specified resource does not - .
400 NonExistent e BRI RBATE.
Y t authorized t P
400 NotResourceOwner O,u are not authornzed to use TR E &R
this resource.
The request processing has
400 InternalError failed due to some unknown HEBEEIR .
error, exception or failure.
The specified resource has been s — L
400 ResourceLocked P BEFEEME T RE
locked by another product.
NodeGroupAlreadyB This node group is alread
400 pAtready grotp Y A AT NREE

BEEEHLEEESE

ound]joinPermission

=,

bound to a join permission.

4.11.12. CreateNodeGroup

8 F CreateNodeGroup Bl 2T m 4.,

i3t

R LATEOpenAPI Explorerh B 2ia1Ti%#E 0, £XEUHESLNEM, BITHINE, OpenAPlExplorerd]
PAB 54 B SDK BB R4l

BRESH
B B3] =R
Action String =
NodeGroupName String =
JoinPermissionid String =

iR [o] &7

ik RBIE R
CreateNodeGrou REMESH . R
p {&: CreateNodeGroup,
group] TRAEANEZR,
123 5T RSAXKHANEIED,
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MBEMEEETE

R RIER- =i APIZE

B

Data

Requestld

Success

Zn']
ERRY)

String

Boolean

wBIE

123456

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

i}

H4ID,

dt

v

EKID,

BRI,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CreateNodeGroup

&NodeGroupName=groupl

e<RHIFRSE>

1EERERE)
ML &R

<CreateNodeGroupResponse>
<Data>123456</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

</CreateNodeGroupResponse>

JsoN &R

{
"Data":"123456",

"RequestId":"89EF6CAA-958F-F32C-BE45-FEOO3C6DEOS7",

"Success":true

}

ARt

HttpCode HIRY

400 ForbiddenByRam
400 :cc:lrbiddenByRis kCont

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be

Hi

Bt

RPRBRITZIEF B EIIRAM
IR,

performed because of security FERENE, TERITZIRE

risks.
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HttpCode HIRE HIRER

S
B
44

The request processing has
400 InternalError failed due to some unknown AEREEIR o
error, exception or failure.

NodeGroupNameD The specified node group name
400 aetroup ! pect! group HRAERES
plicated already exists.
NodeGroupAlreadyB This node group is alread
400 oupAtready group 15 afready 5 RA 2T NREIE
oundjoinPermission bound to a join permission.
oinPermissionDoesN The specified join permission
400 JoinP pecitied join p AREERGE
otExist does not exist.
. . The specified join permission has
oinPermissionAlread
400 Joi 531 already been bound to another ARMEEELHPETHRA
yBoundNodeGroup
node group.
400 InvalidName The specified name is invalid. EMRAEE

mEEED LD EEESHEIRD,

4.11.13. CountNodesByOwnedjJoinPermissionld
& A Count NodesByOwned]oinPermissionld 4t 1+ FA A\ M EIE Bif B R R EHNT s N8 E,
=R

R0 LA7EOpenAP| Explorerf B1%ia{Ti%3E O, REEBHESZNREM, B1TMIN/E, OpenAPlExplorerd]
DA B 4 A SDKACEE 7= 451,

A 3 0y 4>
BXRESH
B ESid] = EWIE ~EME Hk
CountNodesByO REMESH., W
Action String = wnedJoinPermissi {&: CountNodesByOwned)oinPermi
onld ssionld,
JoinPermissionid String 2 123 AREIEID,
00000000000000
FuzzyDeVEui String & 00 1M T AL 5 ;R B9 DevEUL,
BIR B3] ~ME Eiba
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MBEMEEETE

mim AR ZIHAP

2&

B B3] ~E iR

Data Long 100 HRITIRRM BT S
89EF6CAA-958F-

Requestld String F32C-BE45- 1&3KID,
FEOO3C6DEQ97

success Boolean true 25/,

B
R

http(s) ://[Endpoint]/?Action=CountNodesByOwnedJoinPermissionId

&JoinPermissionId=123
s<AHIFTRBH>

1E &R 8] 745
xML &

<CountNodesByOwnedJoinPermissionIdResponse>
<Data>100</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</CountNodesByOwnedJoinPermissionIdResponse>

JsoN &=

{
"Data":100,
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",
"Success":true

}

Bz

HttpCode HIRE HIRER 3

[

User not authorized to operate

RAPRBRITIZRIEREZNRAM

400 ForbiddenByRam on the specified resource, or this R
APl does not support RAM. °
. . This operation cannot be
ForbiddenByRiskCont _
400 rcc))lr ladensyriskton performed because of security GRERENE, TERITIZIRE

risks.
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HttpCode HIRG

400 InternalError

WEEED LDEEESHEIRD,

MEMEEETE
HIRER iR
The request processing has
failed due to some unknown REBEEIR

error, exception or failure.

4.11.14. CountNodesByNodeGroupld

i F CountNodesByNodeGroupld4t it BT R AP B B IREHNT REE.

iFid

R LATEOpenAPI Explorerh B 2ia1Ti% &0, £XEUHESLNEM, BITHINE, OpenAPlExplorerd]

PAB 4 B SDK BB R4l

BEREH
BIR B3}
Action String
NodeGroupld String
FuzzyDevVEui String
IR (6] ##7
BIR Eyic)
Data Long
Requestlid String
Success Boolean

N

falit

Jalil

iy

Wik TBE ik
CountNodesByNo ZAEMESE ., B
deGroupld {8: CountNodesByNodeGroupld,
123 TRAAD,
00 00000000000 pepamans meeveu,
~E HR
100 HEEIREMNT RE.

89EF6CAA-958F-

F32C-BE45- i53KID,
FEOO3C6DE097
true EEMI.

RG]
http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CountNodesByNodeGroupId
s<AHIFRSH>
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MBEMEEETE

R RIER- =i APIZE

1EEIR[ERHF)
ML &R

<CountNodesByNodeGroupIdResponse>

<Data>100</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

</CountNodesByNodeGroupIdResponse>

JsoN R

{
"Data":100,

"RequestId":"89EF6CAA-958F-F32C-BE45-FEOO3C6DEOST7",

"Success":true

}

HiRG

HttpCode =R

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 InternalError

mEEED LEEESHEIRD,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown
error, exception or failure.

4.11.15. CountNodeGroups

& A CountNodeGroupsZ# i fFF & IR EHN T /RN EE .

i3t

T

Bt

RPRBRITZIEE B EIIRAM
IR,

BEZENE, TERTIZERE

REREIR .

R LATEOpenAPI Explorerh E#2ia1Ti% &0, £XEUHESLNEM, BTG, OpenAPlExplorerd]

PAB 5 4 5 SDK BB R 41,

£ %] £

B RBIE Eiz:puy
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— s

min RIS =0

APIBE

MEBEMEEETE

B

Action

FuzzyDeVEui

FuzzyJoinEui

FuzzyName

IR [B] &4
£

Data

Requestlid

sSuccess

Zn']
ERRY)

String

String

String

String

String

Boolean

iyl

fali

falit

7|

iy

iy

ik RBIE

e
B

ERMESH, W

EountNodeGroup {&: CountNodeGroups,
dgo6e0 LB T R A5 89 DevEUl,
‘ o5 ANE ¥ ¢
d896e0 %ﬁﬂ EERHROEPT RAFERN
JoinEUI,

group1 EHIE TS R HE R

~E iR

100 BRIRFGNT RERH,

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

EKID,

EERIN.

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CountNodeGroups

e<DHIFRBE>

EFRERA)
xML &

<CountNodeGroupsResponse>
<Data>100</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</CountNodeGroupsResponse>

JsoN &=

165
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{
"Data":100,
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",
"Success":true

}

i
HitpCode #5248 HRER sk

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

P RBHRTIZIEEM B EIIRAM
R,

This operation cannot be
performed because of security FERENE, TERTZERE
risks.

ForbiddenByRiskCont

400
rol

The request processing has
400 InternalError failed due to some unknown HEBEEIR
error, exception or failure.

WREETLEEESHIRE,

4.11.16. BindJoinPermissionToNodeGroup
i FBindJoinPermissionT oNodeGroup#E 37 A M EIEF T m A B X Bk,

5N

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBIHESZWEM, BT INE, OpenAPlExplorert]
DEFES ARG TR

\E\ L
BXRSH
B Eid) = HWIE w~BE b
BindJoinPermissio RAAESH, B
Action String = {&: BindJoinPermissionToNodeGro
nToNodeGroup
up,
JoinPermissionid String £ 123456 25X ANEIED,
NodeGroupld String 2 123 S5 XBHNTRAAED,

iR [o] 47
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RiFARIER =inAPIZE YMEBENEEEEE

B i) ~BIE R
89EF6CAA-958F-

Requestld String F32C-BE45- BEXKID,
FEOO3C6DE097

Success Boolean true EEMI.

Bl
&SRR

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=BindJoinPermissionToNodeGroup
s<AHIFRSH>

IE &R ERA
VI
<BindJoinPermissionToNodeGroupResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</BindJoinPermissionToNodeGroupResponse>

JsoN &=
{
"RequestId": "89EF6CAA-958F-F32C-BE45-FE0O03C6DE09T",

"Success":true

}

i

HttpCode B HIRER

il

q+
Hi
5%

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

R P RERITIZRIER B ENRAM
IR,

This operation cannot be

ForbiddenByRiskCont -
400 r(())lr iadensyriskton performed because of security BEZENKE, TERTZRE
risks.
Th ified d t o
400 NonExistent ex;;speu ied resource does no R R R,
oinPermissionDoesN The specified join permission N
400 : pecified join p NREEREE

otExist does not exist.
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HttpCode HIRE

oinPermissionAlread
400 J

yBoundNodeGroup
400 NgdeGroupDoesNot
Exist
400 NodeGroupAlreadyB
oundJoinPermission
400 ResourceLocked

mEEED LEEESHEIRD,

HIRER

The specified join permission has
already been bound to another
node group.

The specified node group does
not exist.

This node group is already
bound to a join permission.

The specified resource has been
locked by another product.

4.11.17. UpdateNodeGroup

A UpdateNodeGroupE T =7 4H.,

i3t

e
Hi
[

AMELEEERE T T RA

HRAREFE

TRAELHENNEIE

BRREM A= mPE

R LATEOpenAPI Explorerh B 2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]

A B B0 4 B SDKR A 7Rl

B ESyic) =5
Action String =z
NodeGroupld String =
NodeGroupName String =

IR [0 &4

B B}
Requestld String
Success Boolean

N

ik REME Eiz:puy

UpdateNodeGrou  EFEMESH, B

p {&: UpdateNodeGroup,
123456 T RAHID,
group1 T RTHENEZR,

~E iR

89EF6CAA-958F-

F32C-BE45- 1&KID,

FEOO3C6DEQ97

true EEMI.
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=i AIER- =inAPIZE

MEBEMEEETE

BHRRB

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateNodeGroup
&NodeGroupId=123456
&NodeGroupName=groupl

s<AHIERBE>

IEEIREIRA

ML &R

<UpdateNodeGroupResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</UpdateNodeGroupResponse>

JsoN &=

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE097",

"Success":true

}

xS

HttpCode A= HIRER R
User not authorized to operate . P
. o PEIEe P RERTZRER EEIRAM
400 ForbiddenByRam on the specified resource, or this "R
APl does not support RAM. °
This operation cannot be
ForbiddenByRiskCont -
400 r(())lr iadensyriskton performed because of security BEZEXKE, TEHTZRE
risks.
The specified resource does not .
400 NonExistent axist pectl! . ERENERAERE.
The request processing has
400 InternalError failed due to some unknown ANEREEIR .
error, exception or failure.
400 FloudProductNotAct The Link WAN service has not KT8 Link WAN Z7 &
ivated been activated.
The feature has not been
400 FeatureNotActivated i Y INEERTTE
activated.
You are not authorized to use .
400 NotResourceOwner : TR E) L B R
this resource.
400 N(?deGroupNameDu The specifFed node group name o R e RES
plicated already exists.
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MBEMEEETE SR FRIER ZinAPIZE

HttpCode HIRE HIRER iR
400 InvalidName The specified name is invalid. EMRAEE

The specified resource has been

400 R Locked
esourceLocke locked by another pl’OdUCt-

BIRFEEM T REE

BaEEP OV EEESHEIRDE,
4.12. IREEH

4.12.1. GetNodeTransferPacketsDownloaduUrl
FRENT#i5EE, EEEER—1 SV X, HhaETHa L TTEIEE NS R,
&

RO LAFEOpenAPl Explorerf E$5iz1Ti%EO, REABHEEZNREM ., ETHINGE, OpenAPlExplorerd]
PA B 54 B SDKAL A = 451

M kY
BRSH
B B3] EEWIE ~EIE i
GetNodeTransfer  REMESH ., BUE:
Action String = PacketsDownloa GetNodeTransferPacketsDownloadurl
durl o
) BYiE, ZEFMAEAIE UNIX B
BeginMillis Long g 1514736000000 E—iﬂﬁﬁ i, BN Ve
HIEG 2, TE:
Cateqo Strin o DOWNLINK_PACKE DOWNLINK_PACKET (T{78) .
gory 9 = T UPLINK_PACKET (L178) .
INVALID_PACKET (Z38) .
. . 00000000000000
DeVEui String 2 01 1R1E DevEUI 3 BEIEE,
THERETE, EFREMAE UNIX B
EndMillis Long g 1514736000000 gﬁj AREVE, BOR AN E
00000000000000
GwEUi String & 01 B8 GWEUI i3I8 $3EE .
FE, T LOG_MILLIS (#ZERAfa
SortingField String & LOG_MILLIS HEFE - (% HE

F) .
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miRFF&RIERE-

=imAPIEE

MEBEMEEETE

B

Ascending

iR Bl 8
i

Data

Requestid

Success

B
BRI

Boolean

String

Boolean

fali

iy

ik RBIE

true

wBE

http://XXX.XXX.XXX/ X
XX.CSV

89EF6CAA-958F-

F32C-BE45-
FEOO03C6DE097

true

https://linkwan.cn-shanghai.aliyuncs.com/

?Action=GetNodeGroupTransferPacketsDownloadUrl

&Category=DOWN_LINK PACKET

&EndMillis=1514736000000

&BeginMillis=1514736000000

&SortingField=LOG MILLIS
&NodeGroupId=123
&Ascending=false
&DevEui=0000000000000001
&GwEui=0000000000000001

sAHBH

EER[ERHA)
xML &I

E2& SortingField 2#1—i2{EH, true &
T, false Rk,

BN .

HIRE R TR,

iEKID,

BRI,

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

<Data>http://xxx.xxx.xxx/xxx.csv</Data>

JsoN &=

"RequestId":

"Success": true,

"Data":

"http://XxxX.XXX.xXXX/XXx.CSV"

"89EF6CAA-958F-F32C-BE45-FE003C6DE097",

171
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MBEMEEETE

R RIER- =i APIZE

h] = |
BiZH

HttpCode HIRY

400 ForbiddenByRam
F i ByRisk t

400 orbiddenByRiskCon
rol

400 NonExistent

400 InternalError

400 NotResourceOwner

mEEED L EEESHEIRD,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

You are not authorized to use
this resource.

4.12.2. ListNodeTransferPackets

FRZEORRTRAOEN ETTHEENRITER.

iEi

Hi

S8

RPRBRITZIEF B EIRAM
IR,

FERERNR, TERNTZERE

BERENBRAEFHE.

REBEEIR .
TARTT 8 L B iR

O] AfEOpenAPI Explorerh Ei%Ia1Ti%#E 0, REBHESZHNEMN., BTMIE, OpenAPlExplorera]

PAB 514 B SDKR BB R 41,

A 3 <>

BXRSH
B £} =S
Action String =
DeVEui String =
Category String =
GwEUI String &

A

ListNodeTransfer
Packets

00000000000000

iR

REMESH., W
{&: ListNodeTransferPackets,

RiEDeVEUIZEUT R EIEE .

01

HiEG

e DOWNLINK_PACKET: T17H,
e UPLINK_PACKET: {78,

DOWNLINK_PACKE
T

nE,

aJEERN:

e INVALID_PACKET: TXf.

00000000000000
01

RIFGWEUISHL IREIEE .
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=i AIER- =inAPIZE

MEBEMEEETE

B ESid] ERDIE ~E b
PageNumber Integer 2 1 ATE, MIFEE.
PageSize Integer = 2 DRKN, ERFETF1,
i T =B UNIXET |
BeginMillis Long = 1514736000000 é‘zﬂﬁyﬁﬁlm' RAHEBHUNXEE
EiERTE, BANEHEIUNIXET
EndMillis Long g 1514736000000 gﬁ] AREE, RUABDE Vel
HFFE, t[iREALOG_MILLIS (3R
- . = _
SortingField String B LOG_MILLIS SR .
ZRASortingFieldS#—itEE A,
Ascending Boolean = true o true: ERFE,
o false: RRERF (BIAE) .
IR [O] 45 47
B Bt} ~IE iR
ERREBKL.
Success Boolean true e true: AR,
e false: EAKLM,
89EF6CAA-958F-
Requestld String F32C-BE45- BEXKID, PR AZIEREMBIE—FRRRF
FEOO3C6DEQ97
Data Object REIMER,
TotalCount Long 10 BT REGNHIEE R,
List Array of Packet HETREGNEIERSIE,
LogMillis Long 1514736000000 HIRBEHNUNXNEE, RUANED,
Datr String SF12BW125 KR HIEENEBIERE,
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MBEMEEETE

R RIER- =i APIZE

B

snr

DeVEui

GWEUI

ClassMode

Rssi

Freq

Zn'l
ERRG)

String

String

String

Integer

Float

wBIE

-10.5

0000000000000001

0000000000000000

-110

470.3

i

R LHIEENEEL,

& L #11E BB 5 REIDevEUL,

WUR I HUR B BT £2ad B9 W X B9 GWEUL,

A& It #0386 B B9 LoRaWAN ClasstE

R 2R B BIRSSI,

R L EAR BB

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListNodeTransferPackets

&DevEui=0000000000000001
&Category=DOWNLINK PACKET
&GwEui=0000000000000001

&PageNumber=1
&PageSize=2

&BeginMillis=1514736000000
&EndMillis=1514736000000
&SortingField=LOG MILLIS
&Ascending=true

sDRFERSH

1E &R B 7R
xML &I
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MEBEMEEETE

HTTP/1.1 200 OK

Content-Type:application/xml

<ListNodeTransferPacketsResponse>
<Success>true</Success>
<RequestId>89EF6CAA-958F-F32C-BE45-FEQ003C6DE097 </RequestId>

<Data>
<TotalCount>10</TotalCount>
<List>
<LogMillis>1514736000000</LogMillis>
<Datr>SF12BW125</Datr>
<Snr>-10.5</Snr>
<DevEui>0000000000000001</DevEui>
<GwEui>0000000000000000</GwEui>
<ClassMode>C</ClassMode>
<Rssi>-110</Rssi>
<Freq>470.3</Freq>
</List>
</Data>

</ListNodeTransferPacketsResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"Success" : true,
"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DE097\t",
"Data" : {
"TotalCount" : 10,
"List" : [ {
"LogMillis" : 1514736000000,
"Datr" : "SF12BW125",
VSmE" g =10.5,
"DevEui" : "0000000000000001",
"GwEui" : "0000000000000000",
"ClassMode" : "C",
"Rssi" : -110,

"Freq" : 470.3
bl

HiRG

HttpCode £HIRMG BIRER i

[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this

API does not support RAM. R,

P RBHRTIZIEFM B EIIRAM

175
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MBEMEEETE minHRIER- ZRAPIZE

HttpCode HIRE HIRER iR
) ) This operation cannot be
400 :(())lrblddenBleskCont performed because of security FERENKE, TERTIZIRE
risks.
400 NonExistent The specified resource does not B RERGE.

exist.

The request processing has
400 InternalError failed due to some unknown AERFEIR,
error, exception or failure.

CloudProductNotAct The Link WAN service has not _
400 . . KRFFE Link WAN =7 &
ivated been activated.

. The feature has not been " .
400 FeatureNotActivated - INEERTTE
activated.

You are not authorized to use e 1L S
400 NotResourceOwner } TR E &R
this resource.

mEEED O EEESHEIRD,

4.12.3. GetGatewayPacketStat

FRAZEORBMMXERRXETBIRI AT, BRRIZEEEN, ATFEZMXD ETTHTRKRX.
TR BEFZN (BETRIEE. WNER. MCREFESE) , ZRUEEZNXH ETTHTHRR.

il

R T LA7EOpenAPl Explorerf B1%iz{Ti%E O, REEBHESZNREIM, B1TMINE, OpenAPlExplorerd]
PA B 4 i SDKAS B 7R 1,

s £
BXRSH
B ESid] 2EENIE ~BIE R
Action Strin o GetGatewayPack RAEMESH., B
9 = etStat {E: GetGatewayPacketStat,
STHIID, RTJEYIE W FESEH S AT A
BERmE, EFHFXAAID,
3
lotInstanceld String r ot -***-yp*** o EHIDE, BIENZIDE,

BUEASEY,
o HXIDE, WEFEAN.

LPNESER, BSRLOEE,
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file:///home/admin/dita-files/output/80702202/task19003854/~~356505~~

RiFARIER =inAPIZE YMEBENEEEEE

R R EEME  RBIE iR

GWEUI String 2 88000000000000 E &AM X BIGWEUL,

BeginMillis Long 2 1514766000000 T IREYE, BAAZR.

EndMillis Long 2 1514766000000 T ERNE, BUAZERD,
iR Bl E4E

ZR el ~BE R

ERFARS.
Success Boolean true e true: AAMIN.

e false: FAKLMK,

89EF6CAA-958F-

Requestid String F32C-BE45- BEKID, PR ZRAZIERERBNE—IRIRF .
FEOO3C6DE097

Data Object BREIRER,

Uplinkinvalid Integer 0 T ETEIHE.

Uplinkvalid Integer 0 B LETEIH.

DownlinkValid Integer 0 BRTITEITE,

Downlinkinvalid Integer 0 T TTEITEL.

~Bl

IER &GN
http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetGatewayPacketStat
&BeginMillis=1514766000000
&ENdMill1is=1514766000000

&GWEU1=0000000000000000
<D HIFR B>

EFRERA)
xML &
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=G RIER- =iRAPIEE

HTTP/1.1 200 OK
Content-Type:application/xml

<GetGatewayPacketStatResponse>

<Data>
<UplinkInvalid>0</UplinkInvalid>
<DownlinkInvalid>0</DownlinkInvalid>
<UplinkValid>0</UplinkValid>
<DownlinkValid>0</DownlinkValid>
</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</GetGatewayPacketStatResponse>

Json &=

HTTP/1.1 200 OK
Content-Type:application/json

{

"Data" : {

}l

"Uplinkvalid" : O,
"DownlinkInvalid" : O,
"Downlinkvalid" : O,
"UplinkInvalid" : 0

"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DEOS7",

"Success" : true

HiRtG

HttpCode HIRG HIRER

400

400

400

400

User not authorized to operate
ForbiddenByRam on the specified resource, or this
APl does not support RAM.

This operation cannot be

ForbiddenByRiskCont .
ol 4 performed because of security
risks.
. The specified resource does not
NonExistent

exist.

The request processing has
InternalError failed due to some unknown
error, exception or failure.

WEEEDLDEEESHEIRD,

4.1

2.4. GetGatewayStatusStat

B FA Get GatewaySt atusSt at TRER W R &% i+, 0 CPU. RTEHAE.

bizipu

BPRBHRTZIEEMEEIIRAM

R,

FERERE, TERTZERE

BERFNBRAEE.

NEBEEIR .
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mIHFLIER =inAPIZE YMEBENEEEEE

i
5 E] ATEOpenAPl Explorertp EIEIET XN, REMIHEREENER. BTMIE, OpenAPI Explorerd]
BABS 3 4 AR SDKAL B il .

BRBSH
B ESid] ERDIE ~BE HA
Action String = GetGatewayStatu  RHMESH, B
sStat {E: GetGatewayStatusStat,
GWEUI String = 88000000000000 W % B GWEUI,
Regionid String = cn-shanghai #iID,
iR Bl #U4E
B ESid] ~BlE R
Data RSN TIE
CpuRadio Float 42.0 ﬁi;ﬁuﬁﬁﬁﬁﬁtt, Wm10.5%RCPUS A
Enabled Boolean true M X B EARS.
GWEUI String 0000000000000000 R0 2 B GWEUI,
MemoryRadio Float 42.0 gﬁi?ﬁﬁﬁﬁﬁﬁth, a2 0FmAE A
OnlineHour Long 42 RITEL/NTE,
OnlineState String ONLINE M XIS,
RxCount Long 10 Z1RX,
TxCount Long 10 2itTX,
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MBEMEEETE

=G RIER- =iRAPIEE

B

Requestlid

Success

Nl
&R

Bl w~BIE

89EF6CAA-958F-

String F32C-BE45-
FEOO3C6DEQ97
Boolean true

15KID,

EERYN.

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetGatewayStatusStat
&GwEui=0000000000000000

e<PDHIFRBE>

1E &R B 7R
ML &R

<GetGatewayStatusStatResponse>

<Data>

</Data>

<OnlineState>ONLINE</OnlineState>
<MemoryRadio>42.0</MemoryRadio>
<CpuRadio>42.0</CpuRadio>
<RxCount>10</RxCount>
<OnlineHour>42</OnlineHour>
<TxCount>10</TxCount>
<GwEui>0000000000000000</GwEui>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</GetGatewayStatusStatResponse>

Json &=

{
"Data": {

"CpuRadio":42.

"TxCount":10,
"RxCount":10,

0,

"OnlineHour":42,

"OnlineState":

"ONLINE",

"GwEui":"0000000000000000",
"MemoryRadio":42.0

bo

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEQ97",

"Success":true
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MEBEMEEETE

HttpCode

400

400

400

400

400

BIRTG

ForbiddenByRam

ForbiddenByRiskCont
rol

NonExistent

InternalError

NotResourceOwner

WEEEPOEEESHEIRE,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

You are not authorized to use
this resource.

o
B
44

B RBHRTZIEEMEEIIRAM
R,

FERERE, TERNTZERE

ERFNERAEE.

REBEEIR .
TR 7 18] L B2 R

4.12.5. GetGatewayTransferPacketsDownloadUrl

il F§ Get GatewayT ransferPacket sDownload UrlBREX T 8 853%, ZHEEIE@— P CSVXE, HPEFETRX
FTTHIEENSRTEUE.

i

IR T LATEOpenAPI ExplorerP BEiEiz{Ti%E N, @B IHESZWAEM ., B1THINIE, OpenAPlExplorera]
PA B 54 B SDKAL A 7= 45

3k T 3
BREH
B ESyic) EEWIE ~EE iR
GetGatewayTrans  ZRFHEMESEH ., B
Action String = ferPacketsDownl {&: GetGatewayTransferPacketsDo
oadurl wnloadurl,
=3 FiE . =R E AT i
BeginMillis Long g 1514736000000 gﬁjmﬁﬂﬂm’ BDREMIHUNKESH
e, BE:
. DOWNLINK_PACKE e DOWNLINK_PACKET: T178&
Category String = -
T ® UPLINK_PACKET: t178
® INVALID_PACKET : k38
181 > MHhRA: 20220708
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MBEMEEETE minHRIER- ZRAPIZE

B B3] EEWIE ~E iR
EWEERE SRR ST i
EndMillis Long 2 1514736000000 gﬂ‘”ﬁﬁ'ﬂ’ DA EIHUNKETE
GWEUI String 2 1514736000000 ZE AR X BIGWEUL,
. i &SortingFieldS#—i&EEH, truek
Ascendin Boolean &= true _ _
9 = TR, falseERER.
DeVEui String = 8?000000000000 RIEDeVvEURY R EIRE .
Regionid String = cn-shanghai HIFID,
- . HEFEFE&, BUE: LOG_MILLIS, £RiR
SortingField Strin &= LOG_MILLIS N -
9 d = - BB R,
B e i) ~lE R
) http:/ /XXX XXX XXX/ X " N N

Data String P HIR B XX T E b,

XX.CSV

89EF6CAA-958F-
Requestld String F32C-BE45- &KID,

FEOO3C6DE097
success Boolean true =ER,

ZN']
B RRH)

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetGatewayTransferPacketsDownloadUrl
&BeginMillis=1514736000000

&Category=DOWNLINK PACKET

&EndMillis=1514736000000

&GwEui=1514736000000

s<RHLFERSE>

EFRERA)
xML &
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mIHFLIER =inAPIZE MBEMEEBEEE

<GetGatewayTransferPacketsDownloadUrlResponse>
<Data>http://xxx.xxx.xxx/xxx.csv</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</GetGatewayTransferPacketsDownloadUrlResponse>

Json &=

{
"Data":"http://xxx.xXxx.XxXX/xxx.csv",
"RequestId":"89EF6CAA-958F-F32C-BE45-FEOO3C6DEOST7",
"Success":true

}

Hixg

HttpCode AT

i
S
il
Eili
e
B
[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

RPRBRITZEEM B EIRAM
IR,

This operation cannot be

400 :(())lrblddenBleskCOnt performed because of security BFELZENKE, TERITZIeE
risks.
400 NonExistent The specified resource does not R AR,

exist.
The request processing has
400 InternalError failed due to some unknown HNEREEIR .

error, exception or failure.

You are not authorized to use NN
400 NotResourceOwner i TR A LB TR
this resource.

BiEEE S EEESERE,
4.12.6.

GetNodeGroupTransferPacketsDownloadUrl

FRZEORREES R XHN T, ZERER -V, EPEETRMENETTHES
MR EIE.

B

O] AfEOpenAPI Explorerh HiIE1Ti%#E 0, REBHESZHNEN., BTMIE, OpenAPIExplorera]
PAB 54 B SDKR BB R 41,

BERSH
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MBEMEEETE

=G RIER- =iRAPIEE

B

Action

lotIinstanceld

NodeGroupld

DevVEui

Category

BeginMillis

EndMillis

SortingField

Ascending

iR [o] &4

B

String

String

String

String

String

Long

Long

String

Boolean

fali
o

Jalil

iy

Jalit

iy

falil

falit

Jali

iy

w~BIE

wHIE

GetNodeGroupTr
ansferPacketsDo
wnloadUrl

Ot -***-yg***

123

00000000000000
01

DOWNLINK_PACKE
T

1514736000000

1514736000000

LOG_MILLIS

true

5

e
B
i

RAEMESH., W
{&: GetNodeGroupTransferPackets
Downloadurl,

SEBIID, EEIEMER ARG ansEa
M TE, EFHRXAMID,

D &

* HZAIDE, LAENZIDE,
BUEASEK.

o HXIDE, WEFEA.

LRNELER, BSRLOEE,

T RAAD,

RIEDeVvEURY SR E .

HEADE, BE:

e DOWNLINK_PACKET : F{78,
e UPLINK_PACKET : 78,

EWFIRETIE,
=

ZEF R EBEMHUNIXE[E

EWHERETE, ERHEMEIUNIXEE

.

HFEFER, BUE: LOG_MILLIS, E£Ri%
BRI EHEE .

THEASortingField2#—E A,

® true: AR,
o false: K.,
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minHRIER- ZnAPIZE MEBEMEEETE

ER e ~BIE iR
Data String NELD:/00CXNXIX gy g5 34 52 e TS MBAL
XX.CSV
89EF6CAA-958F-
Requestid String F32C-BE45- BERID, FIEZRAZIERERBE—IRIRFF,
FEO03C6DE097
ERFARS.
Success Boolean true e true: BEARN.

e false: FAXMK,

Zy']
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetNodeGroupTransferPacketsDownloadUrl
&BeginMillis=1514736000000

&Category=DOWNLINK PACKET

&EndMillis=1514736000000

&NodeGroupId=123

s<DNHIERSEH>

1EEIRERA
xML &

HTTP/1.1 200 OK

Content-Type:application/xml

<GetNodeGroupTransferPacketsDownloadUrlResponse>
<Data>http://xxx.xxx.xxx/xxx.csv</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</GetNodeGroupTransferPacketsDownloadUrlResponse>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : "http://xxx.xxx.xxx/xxx.csv",
"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DEO97",
"Success" : true

ARt
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R RIER- =i APIZE

HttpCode

400

400

400

400

400

HIRTG

ForbiddenByRam

ForbiddenByRiskCont
rol

NonExistent

InternalError

NotResourceOwner

FhEEEPOEEESHAIRT,
4.12.7. GetNodeTransferPacket

I GetNodeTransferPacket SREVE &1 s L TTEUEEE.,

BRR 1 35 BA

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

You are not authorized to use
this resource.

BRERKSHAZEONSIERE (QPS) RARHIAS,

@ 38 RAMBAPESMESKSEL.

B

e
Ht
[

P RBHRTZIEEMEEIIRAM
R,

FERERE, TERTZEE

BERFNERAEE.

REBEEIR .
TAR 78 L B2 R

&I LATEOpenAPI Explorerf BT O, X BIHESZWEI., E17HKINE, OpenAPlExplorerd]

A B 54 B SDKAL A =451

L=
ERESH
AR e =EwiE  THE
Action Strin o GetNodeTransfer
° = Packet
Base64EncodedM Strin o o
acPayload 9 =
DevEui String = 8?000000000000

bizipu

RAEMESH., W
{&: GetNodeTransferPacket,

Base644m 0 /5 BIMACPayloadiR XX, TJif
HListNodeGroupTransferPacketsi& &
HIREN,

ARG FTE R B9DevEUl, A 164IHEX,
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file:///home/admin/dita-files/output/80702202/task19003854/~~109959~~

RiFARIER =inAPIZE YMEBENEEEEE

B ESid] ERWIE ~BE HR

RGO ARXRE, TIiE

FListNodeGroupTransferPacketsi#EO&E
LogMillis Long 2 1514736000000 BIRE,

SEAIID,

ROl EM BN S EH AT T

_ m, EEHFILHINID, HHEIDE, DA

|Ot|n5tance|d Strlng E{ IOt-Cn- {g)\ile1E, éfﬂ'ﬁﬁﬁﬁ%gimo

Opp1n8t****

@ el WRARTHIREIDE,
&5 M A SRERSLAIID,

FAAPIE, BRTAXNENZAPRSEIERSH, EREANAHLBERSY., AHBERSHRE, BELL
HBHXHE,

iR Bl #4E
B ESid] ~E Hik
Data Struct i F A Ih B IR B A iR B E R P &,
Base64Encoded String XXX Base644m i 5 HIMACPayloadiR 3,
MacPayload
ClassMode String @ W& L3R 6 BT BILORaWAN ClasstE =,
Datr String SF12BW125 KR LEIEENEIERE,
DevAddr String 00000000 KR M HIR B AT SE S,
DeVEui String 0000000000000001 KR R 8 89T mAYDevEUL,
FPort Integer 99 W& b &3 6 B B FR B9 FPort
Freq Float 470.3 @-3ig3 ¢ =3 N:NE T
Zfslsa”d”a”& Long 101 SRR 23S R F R A SUMERID.
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B ESid] ~EIE R

GWEUI String 0000000000000000 WUR #5046 B 4238 89 /9 2 B9 GWEUL,
GwOwnerAliyun . “ N — =
» String XXX HIBERESMXAERFPNRERKS,

WHEE PR EERWSHIE, REE:
HasData Boolean true e true: 92,

e false: AEE,

HHEE D REEEMAGES, REE:

HasMacComma l
nd Boolean true e true: 873,
e false: RE838.
LogMillis Long 1514736000000 HIREEHAUNXEEE, ERAREBENA,
Lsnr Float -10.5 BRI EIEEEERE,
'l‘)"jccomma”dc' List ['0x01","0x02"] B BIR O OIMAGESFIE,
MacPayl i
eac ayloadsiz Integer 15 I #R B BIMACPayloadiR XX B ,
THERZEDR, REE:
e JOIN_REQUEST : Join-requestig &,
e JOIN_ACCEPT: Join-acceptidi &,
e UNCONFIRMED_UP: Unconfirmed_E4T34
=W
e UNCONFIRMED_DOWN: Unconfirmed 4T
MessageType String JOIN_REQUEST HE,

e CONFIRMED_UP: Confirmed EfTEE.,

e CONFIRMED_DOWN: Confirmed T47i&
£,

e REJOIN_REQUEST : Rejoin-requesti& &,

e PROPRIETARY: Proprietaryi 8 (FAGH
2) .
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B Bl w~BIE bizipu

ZIRXPLELR, REME:

e SUCCESS: M.

e DEVADDR_ILLEGAL: DevAddrR&s%,
e MIC_FAIL: MICAIREEIM,

e DEVEUI_ILLEGAL: DevEUIRE%,

® JOINEUI_ILLEGAL: JOInEUIRE %,

e STATUS_INVALID: #HEREREE.
e REDUPLICATE: E£4.

e |SOLATED: MEEE.

ProcessEvent String SUCCESS
e APPKEY_ILLEGAL: AppKey A&k,
e UPDATE_RUNTIME_CFG_FAIL: BT
MEEXK,
e DELAY_PROCESS: fEiR4ME,
e GWEUL_ILLEGAL: GWEUIREX,
® GW_STATUS_INVALID: MERSREE,
e GW_FREQ_NOT_MATCH: R4 SR0T
[iv8
e HE: RMHBIR,
Rssi Integer -110 R L #E B BIRSSI,

89EF6CAA-958F-
Requestld String F32C-BE45- fo] BB = A93Z08 KA B B HE—ARIR A .
FEO03C6DE097

ERWAKY, BREE:

success Boolean true e true: BEAMI,

e false: FAKXMK,

=Bl

RG]
http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetNodeTransferPacket
&Baseb64EncodedMacPayload=xxx
&DevEuUi=0000000000000001

&LogMillis=1514736000000
e<DHIFRBE>

EFIRERA)
xML &
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L Vifg

APIB¥E

<GetNode

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Data>

</Data
<Succe

TransferPacketResponse>

<ClassMode>C</ClassMode>

<Baseb64EncodedMacPayload>XXX</Baseb4EncodedMacPayload>

<ProcessEvent>SUCCESS</ProcessEvent>
<FPort>99</FPort>
<HasMacCommand>true</HasMacCommand>
<DevEui>0000000000000001</DevEui>
<Lsnr>-10.5</Lsnr>

<Rssi>-110</Rssi>
<MacPayloadSize>15</MacPayloadSize>
<GwEui>0000000000000000</GwEui>
<Freg>470.3</Freqg>

<DevAddr>00000000</DevAddr>
<GwOwnerAliyunId>XXX</GwOwnerAliyunId>
<Datr>SF12BW125</Datr>

<MessageType>JOIN REQUEST</MessageType>
<FregBandPlanGroupId>101</FregBandPlanGroupId>
<LogMillis>1514736000000</LogMillis>
<HasData>true</HasData>
<MacCommandCIDs>["0x01", "0x02"]</MacCommandCIDs>
>

ss>true</Success>

</GetNodeTransferPacketResponse>

Json &=
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MEBEMEEETE

"RequestId": "89EF6CAA-958F-F32C-BE45-FEO03C6DEOS7",

"Data": {
"ClassMode": "C",

"Baseb4EncodedMacPayload": "XXX",
"ProcessEvent": "SUCCESS",

"FpPort": 99,
"HasMacCommand": true,

"DevEui": 1,

"Lsnr": -10.5,
"Rssi": -110,
"MacPayloadSize": 15,
"GwEui": O,

"Freq": 470.3,
"DevAddr": O,

"GwOwnerAliyunId": "XXX",

"Datr": "SF12BW125",

"MessageType": "JOIN REQUEST",

"FregBandPlanGroupId":

101,

"LogMillis": 1514736000000,

"HasData": true,

"MacCommandCIDs": "[\"0x01\",\"0x02\"]"

be

"Success": true

i

HttpCode HIRG

400 InternalError

CloudProductNotAct

400 .
ivated
400 FeatureNotActivated
400 ForbiddenByRam
400 ForbiddenByRiskCont
rol
400 NonExistent

mEEED O EEESHEIRD,

HIRER

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

bizipu
REREEIR

KRFFi@E Link WAN == @

B RBHRTZIEEMEEIIRAM

R,

FERERE, TERNTZERE

ERFNERAEFE.

191
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4.12.8. ListActiveGateways
8 FListActiveGateways&if) S H3EKM X ,
i

RO LATEOpenAPI Explorerh B2z 1TiZ#E 0, £XEUHESLNEM, BITHKINE, OpenAPlExplorerd]
PAB 4 5 SDK BB R 41,

B it} BEBEXE  RAME R

Acti Strin = ListActiveGatewa — RHHMESH. K

ction n9 = ys f8: ListActiveGateways,

IR [O] #U3E

B ESid] ~EIE R

Data Array SRR XTI,

Address String VEAR b hE PESERE kil

AddressCode Long 123 [ZES b TN
M % REBRTS .

ChargeStatus String NORMAL ¢ NORMAL: MXAKXZE, EFETIE
® ARREARAGE: MR ZEIRAS

City String b R WX FTE T .

Communication | ¢ 1ing HALF_DUPLEX EEEt,

Mode

Description String W) KR FES P

District String WXZ WX X

FregBandPlanGr Long 123 SAERID,

oupld
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APIBE

MEBEMEEETE

B

GisCoordinateS
ystem

GwEUI

Latitude

Longitude

Name

OnlineState

Requestlid

Success

ZN']
BRI

String

Float

Float

String

String

String

Boolean

BIE

GCJ-02

0000000000123456

23.45678

123.45678

vmeixme

ONLINE

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

P

W X245 EFT R A B AR R

W % B9 GWEUI,

%E,

7E,

MK ZFR o

ELIRTS,

EKID,

EERY.

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListActiveGateways

e<RHIFRBE>

1E &R B 7R
ML &R
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<ListActiveGatewaysResponse>

<Data>

<Gateway>

<City>EE</city>

<Name>M %X & #i</Name>
<District>FEFEK</District>
<OnlineState>ONLINE</OnlineState>
<Longitude>123.45678</Longitude>
<Latitude>23.45678</Latitude>
<Address>1#4AM</Address>
<GwEui>0000000000123456</GwEui>
<CommunicateMode>HALF DUPLEX</CommunicateMode>
<FregBandPlanGroupId>123</FregBandPlanGroupId>
<AddressCode>123</AddressCode>
<GisCoordinateSystem>GCJ-02</GisCoordinateSystem>
<Description>MXH#iR</Description>

</Gateway>

<Gateway>

<City>EEm</city>

<Name>MX B < /Name>
<District>FEEX</District>
<OnlineState>ONLINE</OnlineState>
<Longitude>123.45678</Longitude>
<Latitude>23.45678</Latitude>
<Address>1#4Alt</Address>
<GwEui>0000000001123456</GwEui>
<CommunicateMode>HALF DUPLEX</CommunicateMode>
<FregBandPlanGroupId>123</FregBandPlanGroupId>
<AddressCode>123</AddressCode>
<GisCoordinateSystem>GCJ-02</GisCoordinateSystem>
<Description>M X R</Description>

</Gateway>

</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

</ListActiveGatewaysResponse>

JsoN B
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MEBEMEEETE

{

}

#®

"Data": [

{
"Description": "PIXEAR",
"GisCoordinateSystem":"GCJ-02",
"AddressCode":123,
"City": "RER",
"Name" : "PIXBFR",
"FregBandPlanGroupId":123,
"District":"FHEX",
"Address": "iE4AHht ",
"Latitude":23.45678,
"Longitude":123.45678,
"OnlineState":"ONLINE",
"CommunicateMode" : "HALF DUPLEX",
"GwEui":"0000000000123456"

s

"Description": "PIXiEAR",
"GisCoordinateSystem":"GCJ-02",
"AddressCode":123,
"city": "EER",
"Name" : "FIXZFR",
"FregBandPlanGroupId":123,
"District":"EEREKX",
"Address" : "iF4that,
"Latitude":23.45678,
"Longitude":123.45678,
"OnlineState" :"ONLINE",
"CommunicateMode" : "HALF DUPLEX",
"GwEui":"0000000001123456"
}
1,
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",

"Success":true

=5

HttpCode At HIRER

User not authorized to operate

400 ForbiddenByRam on the specified resource, or this

4

4

APl does not support RAM.

This operation cannot be

ForbiddenByRiskCont
00 ol ! YNl performed because of security
risks.
The request processing has
00 InternalError failed due to some unknown

error, exception or failure.

P RBHRTZEEMEEIIRAM

R,

FERERE, TERNTZERE

WEREEIR .
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mEEED O EEESHEIRD,

4.12.9. ListGatewayOnlineRecords
I8 A List GatewayOnlineRecords&Eif) N X E 4 B LT R .
=R

O] AfEOpenAPI Explorerp Ei%IE1Ti2#E 0, REBHESZNEN., BTMIE, OpenAPIExplorera]
PAB 14 B SDKR BB R 41,

= \
BRESH
B e} =EWIE ~BE iR
Action Strin o ListGatewayOnlin ~ RHEHMESH. B
9 = eRecords {&: ListGatewayOnlineRecords,
GWEUI String 2 88000000000000 M % BIGWEUI,
Limit Long 2 5 EEMERBELR, XFETF1,
OffSet Long = 0 BHNERMUE, NOFRIEREE.
. fi&SortingFieldS#—i&EEH, truek
Ascendin Boolean & true _ —
g = THE, falsexRER,

HFFR, tIEE
SortingField String = ;TII:OJSE_CHANGED— 7: STATE_CHANGED_MILLIS, *®Ri%

BRESKEEHERE.
Bm B3] ~lE iR
Data REILR,
List BRIIE.
GWEUI String 000000000000 % B GWEUI,

RS : :

OnlineState String ONLINE ERRT, STHE: ONLINE: =

%, OFFLINE: B%,
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=i AIER- =inAPIZE

MEBEMEEETE

BIR ESid]
StateChangedM

- Long
illis

TotalCount Long
Requestlid String
Success Boolean

ZN]
BRI

wBIE

1514737000000

25

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DE097

true

i

MEE RSN E R, UERRBEGHUNIXE

B& .

EREEH.

iEKID,

BRI,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListGatewayOnlineRecords

&GwWEui=0000000000000000
&Limit=5

&OffSet=0
s<AHIFTRBH>

1IEEIRERHA
ML &R

<ListGatewayOnlineRecordsResponse>

<Data>

<TotalCount>25</TotalCount>

<List>

</List>
</Data>

<GatewayOnlineRecord>

<StateChangedMillis>1514737000000</StateChangedMillis>
<OnlineState>ONLINE</OnlineState>

</GatewayOnlineRecord>
<GatewayOnlineRecord>

<StateChangedMillis>1514737000000</StateChangedMillis>
<OnlineState>ONLINE</OnlineState>

</GatewayOnlineRecord>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</ListGatewayOnlineRecordsResponse>

JsoN &=
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{
"Data":{

"TotalCount":25,

"List": [

{

"StateChangedMillis":1514737000000,
"OnlineState":"ONLINE"

}l
{

"StateChangedMillis":1514737000000,
"OnlineState" :"ONLINE"

}
]
be

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE097",

"Success":true

}

ARG

HttpCode

400

400

400

400

400

HiRED

ForbiddenByRam

ForbiddenByRiskCont
rol

NonExistent

InternalError

NotResourceOwner

mEEED O EEESHEIRD,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

You are not authorized to use
this resource.

Bt

Hi

RPRBRITIZEET B EIIRAM

IR,

BEZENE, TERTIZERE

BERENBRAEFHE.

REBEEIR .

AR LB R

4.12.10. ListGatewayTransferFlowStats

i F List GatewayT ransferFlowSt at sSE ] X R B A 1151 % .,

B

R o] PATEOpenAPI Explorerh BEi%iE1TiZiE 0, B UHESZNEN. E1TMINE, OpenAPIExplorerd]
PAE 54 B SDKAAES R 41,

BREH
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RiFARIER =inAPIZE YMEBENEEEEE

B ESid] ERWIE ~EE iR
. REMESH ., B
. . ListGatewayTrans .
Action String = {&: ListGatewayTransferFlowStats
ferFlowStats
=Y B, PAZ# BB UNIXES]
BeginMillis Long 2 1514736000000 gﬁjmﬁ TiE, PRBR R I
BEREE, UEDHBEMEUNIXE]
EndMillis Long = 1514737000000 éﬁlﬁ‘l SREE, AEDHEAHUNXESE
00000000000000
GwWEUi String 2 00 W & B9 GWEUI,
B lEl B fm a9 24, TTEVER:
) ) ) INTERVAL IN HOU e INTERVAL_IN_HOURS: RER/NEFSE
TimelntervalUnit String = RS 3
e INTERVAL_IN_DAYS: RBX%it
B £t} ~IE iR
Data Array RERIIIE,
DownlinkCount Long 10 ZNEBENTITHREEHE.
StatMillis String 1514736000000 ZitEFiE, ERAUNIXEEE, LZERAENA,
UplinkCount Long 10 ZEEERH _ ETEIREHE.
89EF6CAA-958F-
Requestld String F32C-BE45- &KID,
FEOO3C6DE097
Success Boolean true EERY.
~Bl
B Kl
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http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListGatewayTransferFlowStats
&BeginMillis=1514736000000

&EndMillis=1514737000000
&GwEui=0000000000000000

&TimeIntervalUnit=INTERVAL IN HOURS
s<AHIERSEH>

1IEEIRERHA
ML &R

<ListGatewayTransferFlowStatsResponse>
<Data>
<TransferFlowStat>
<UplinkCount>10</UplinkCount>
<DownlinkCount>10</DownlinkCount>
<StatMillis>1514736000000</StatMillis>
</TransferFlowStat>
<TransferFlowStat>
<UplinkCount>10</UplinkCount>
<DownlinkCount>10</DownlinkCount>
<StatMillis>1514736000000</StatMillis>
</TransferFlowStat>
</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</ListGatewayTransferFlowStatsResponse>

JsoN B

{
"Data": [
{
"DownlinkCount":10,
"UplinkCount":10,
"StatMillis":1514736000000
s
{
"DownlinkCount":10,
"UplinkCount":10,
"StatMillis":1514736000000
}
1,
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE0S7",
"Success":true

}

ARG
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HttpCode

400

400

400

400

400

FBIRTG

ForbiddenByRam

ForbiddenByRiskCont
rol

NonExistent

NotResourceOwner

InternalError

mEEEDLEEESEIRG,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

You are not authorized to use
this resource.

The request processing has
failed due to some unknown
error, exception or failure.

e
Ht
[

P RBHRTZIEEMEEIIRAM
R,

FERERE, TERTZEE

BERFNERAEE.

FEAR 3 i8] 1t B2 R
REBEEIR .

4.12.11. ListGatewayTransferPackets

BRZEORRMX L TTHESHRIHER,

i3

RO LATEOpenAPI Explorerh E#2ia1Ti% &0, £XEUHESL{NEM, BTG, OpenAPlExplorerd]
PAB 4 B SDKA BB R4l

3k o 3
BREH
B B3] EE W% ~EE iR
Action Strin o ListGatewayTrans  RZAMESEH ., B
9 = ferPackets {&: ListGatewayTransferPackets,
T £ v SR F sk R AT
lotInstanceld String = iotx-oxssh**** ;ZH*M REISAld, ARFRAHE
GWEUI String 2 88000000000000 EE I X GWEUI,
DevEui String = 8?000000000000 RIEDeVEURY IR EUIEE ,
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B Bt} =EWIE A R

HIEE N,
Category String = TDOWNLlNK_PACKE o DOWNLINK_PACKET: T176,

e UPLINK_PACKET: 4761,

e INVALID_PACKET: X8,
PageNumber Integer 2 1 DRIE, MFE.
PageSize Integer 2 2 PAKRIN, KFETF1,

3 FE | E=ED S e A at i
BeginMillis Long £ 1514736000000 gﬁjmﬁﬂﬂm’ DR RMEIUNXEIE

W ESAE =R TR i
EndMillis Long 2 1514736000000 gﬁ]‘”ﬁﬁ'm’ BB R S HUNKXETH

L . HEFEZFE, BUE: LOG_MILLIS, £Ri%
SortingField Strin & LOG_MILLIS N -
9 K = - e
. fi&SortingFieldS#—i&EfEH, truek
Ascendin Boolean = true _ _
g = TFE, falsexRER,
Bm e ~ME R
Success Boolean true EBEN.
89EF6CAA-958F-
Requestld String F32C-BE45- 1&3KID,
FEOO3C6DE097

Data Object REIMNLER,
TotalCount Long 10 HEEREGNEIREE R,
List Array of Packet FHETEEGNEREEERTIE,
LogMillis String 1514736000000 HIREEHNUNXEN BE, UEWREM,
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R HR ~EE Hi
ProcessEvent String SUCCESS ZRXHLIBER,
;‘:iiiﬁg;gde{j String XXX Base644 18 5 BIMACPayloadiR 32,
FPort Integer 99 R Lt #3669 FrfsE AR B9 FPort
Lsnr Float -10.5 WR I HIRE SR,
HasData Boolean true HEAPEEEIWSHIE.
ClassMode String C Wk LR 6 B BB EE .
MacPayloadSZ  Long 15 W BIRE IMACPayload i X K .
MessageType String JOIN_REQUEST HEHEE,
Datr String SF12BW125 R MR B B HIREE,
DevAddr String 00000000 R I E R B A TS R B Mgttt ,
DeVEui String 0000000000000001 KR R 8 89T = AYDevEUL,
oceownerAlYstring 23546 B RREENEERESD,
GWEUI String 0000000000000000 WK It 30 3R 40 BT 4233 B9 0 26 B9 GWEUL,
Rssi Integer -110 Wk R B BIRSSI,
:jsMacComma Boolean true HHREEPEEEEMAGES,
Freq String 470.3 e o-3ig3 ¢ =3 N:NE T~
';':ccommandc' Array of Object  ['0x01","0x02"] RANSIRE S IMACGE QI E,
Nl
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BHRRA

http(s)://linkwan.cn-shanghai.aliyuncs.com/?Action=ListGatewayTransferPackets
&BeginMillis=1514736000000

&Category=DOWNLINK PACKET

&EndMillis=1514736000000

&GwEui=0000000000000000

&PageNumber=1

&PageSize=2

&SortingField=LOG MILLIS

s<RHLFRSE>

1F &R 8] 745
xML &
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HTTP/1.1 200 OK
Content-Type:application/xml
<ListGatewayTransferPacketsResponse>
<Data>
<TotalCount>10</TotalCount>
<List>
<GatewayTransferPacket>
<ClassMode>C</ClassMode>
<HasMacCommand>false</HasMacCommand>
<DevAddr>00000000</DevAddr>
<MacPayloadSize>12</MacPayloadSize>
<FPort>99</FPort>
<HasData>true</HasData>
<LogMil1is>1514736000000</LogMillis>
<Datr>SF12BW125</Datr>
<NodeOwnerAliyunId>xxx</NodeOwnerAliyunId>
<ProcessEvent>DEVADDR ILLEGAL</ProcessEvent>
<DevEui>0000000000000001</DevEui>
<Lsnr>-10.5</Lsnr>
<GwEui>0000000000000000</GwEui>
<Rssi>-110</Rssi>
<Freg>470.3</Freg>
<Baseb4EncodedMacPayload>xxxx</Baseb4EncodedMacPayload>
</GatewayTransferPacket>
<GatewayTransferPacket>
<ClassMode>C</ClassMode>
<HasMacCommand>false</HasMacCommand>
<DevAddr>00000000</DevAddr>
<MacPayloadSize>12</MacPayloadSize>
<FPort>99</FPort>
<HasData>true</HasData>
<LogMi11is>1514736000000</LogMillis>
<Datr>SF12BW125</Datr>
<NodeOwnerAliyunId>xxx</NodeOwnerAliyunId>
<ProcessEvent>DEVADDR ILLEGAL</ProcessEvent>
<DevEui>0000000000000001</DevEui>
<Lsnr>-10.5</Lsnr>
<GwEui>0000000000000000</GwEui>
<Rssi>-110</Rssi>
<Freg>470.3</Freqgq>
<Baseb4EncodedMacPayload>xxxx</Baseb4EncodedMacPayload>
</GatewayTransferPacket>
</List>
</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</ListGatewayTransferPacketsResponse>

JSON &2
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HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : {

"TotalCount" : 10,

"List" : [ {
"Datr" : "SF12BW125",
"Base64EncodedMacPayload" : "xxxx",
"Lsnr" : -10.5,
"ClassMode" : "C",
"Rssi" : -110,
"FPort" : 99,
"MacPayloadSize" : 12,
"DevEui" : "0000000000000001",
"HasData" : true,
"NodeOwnerAliyunId" : "xxx",
"ProcessEvent" : "DEVADDR ILLEGAL",
"DevAddr" : "00000000",

"LogMillis" : 1514736000000,
"Freq" : 470.3,

"HasMacCommand" : false,
"GwEui" : "0000000000000000"

oo A
"Datr" : "SF12BW125",
"Baseb64EncodedMacPayload" : "xxxx",
"Lsnr" : -10.5,
"ClassMode" : "C",
"Rssi" : -110,
"FPort" : 99,
"MacPayloadSize" : 12,
"DevEui" : "0000000000000001",
"HasData" : true,
"NodeOwnerAliyunId" : "xxx",
"ProcessEvent" : "DEVADDR ILLEGAL",
"DevAddr" : "00000000",

"LogMillis" : 1514736000000,
"Freq" : 470.3,

"HasMacCommand" : false,
"GwEui" : "0000000000000000"
b
b
"RequestId" : "89EF6CAA-958F-F32C-BE45-FE0Q03C6DEO97",
"Success" : true

HIRG

HttpCode R HIRER

h.+
B
=

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

RPRBRITZEE B EIRAM
IR,
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HttpCode HIRG

400 :(())lrbiddenByRis kCont
400 NonExistent

400 InternalError

400 NotResourceOwner

mEEED L EEESHEIRD,

HIRER

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

You are not authorized to use
this resource.

e
Hi
[

FERERNE, TERTZERE

BERFNBRAEFE.

WEBEEIR .
FEAR 3 i8] 1t B2 R

4.12.12. ListNodeGroupTransferFlowStats

8 A ListNodeGroupTransferFlowStat sE A T AR ELRITIIE,

i3t

R LATEOpenAPI Explorerh B 2ia1Ti% &0, &XEUHESLNEM, BTG, OpenAPlExplorerd]

PAB 4 A SDK BB R 41,

R

REMESH . B
{&: ListNodeGroupTransferFlowSt
ats,

EWFIRETIE, ERHEMEUNIXEE

EWHERETE, ERHEMEUNIXEE

T RAD,

BB R AY B, BRYE:

BREH
BIR ESid] ERDIE T~BlE
sivg 3 Lo
BeginMillis Long = 1514736000000 .
EndMillis Long = 1514737000000 B,
NodeGroupld String = 123
TimelntervalUnit String = INTERVAL_IN_HOU

RS

e INTERVAL_IN_HOURS: 1ZEB/\IS%E
it
e INTERVAL_IN_DAYS: RBX%it

207
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MBEMEEETE minHRIER- ZRAPIZE

iR [o] 47

B ESid] ~EIE R
Data MERITIIE,
DownlinkCount Long 1010 ZWEBRNTTHREHE.
StatMillis Long 1514736000000 FITUNIXEY B &, AZR A BAL,
UplinkCount Long 10 ZETEERH _ EITEUR B HE.
89EF6CAA-958F-
Requestld String F32C-BE45- 1BXKID,
FEOO3C6DEQ97
Success Boolean true 2EMIN.

N
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListNodeGroupTransferFlowStats
&BeginMillis=1514736000000

&ENdMil1is=1514737000000

&NodeGroupId=123

&TimeIntervalUnit=INTERVAL_IN_HOURS

e<RHIFTRBE>

1E & IR B 7R
ML &R
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<ListNodeGroupTransferFlowStatsResponse>
<Data>
<FlowStat>
<UplinkCount>10</UplinkCount>
<DownlinkCount>10</DownlinkCount>
<StatMillis>1514736000000</StatMillis>
</FlowStat>
<FlowStat>
<UplinkCount>10</UplinkCount>
<DownlinkCount>10</DownlinkCount>
<StatMillis>1514736000000</StatMillis>
</FlowStat>
</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

</ListNodeGroupTransferFlowStatsResponse>

JsoN B

{
"Data": [
{
"DownlinkCount":10,
"UplinkCount":10,
"StatMillis":1514736000000
s
{
"DownlinkCount":10,
"UplinkCount":10,
"StatMillis":1514736000000
}
1,
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE0S7",
"Success":true

}

HiRG

HttpCode AT HIRER

h.+
B
5t

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

RPRBRITZEEM B EIRAM
IR,

This operation cannot be

F i ByRisk t
400 r(())lrbldden YRiskCon performed because of security FEZENE, TERITIZIRE
risks.
400 NonExistent The specified resource does not ERENERAERE.

exist.
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HttpCode

400

400

400

400

WEEERPOEEESHER

Hixbd

CloudProductNotAct
ivated

FeatureNotActivated

InternalError

NotResourceOwner

EE.'I o

HIRER

The Link WAN service has not
been activated.

The feature has not been
activated.

The request processing has
failed due to some unknown
error, exception or failure.

You are not authorized to use
this resource.

e
Ht
[

KRFFi@ Link WAN =75

IRERFE

REBEEIR .

FEAR 3 i8] 1t B2 R

4.12.13. ListNodeGroupTransferPackets

B A ListNodeGroupTransferPacket s3RER 5 m 2 4H E TITEUEE A ER.,

PR 1 35 BA

BRERKSHAZEONSIBERE (QPS) RARFIAS,

@ 3B RAMBEPEZ=[E=KSEE.

i3

R LATEOpenAPI Explorerh E#2ia1Ti% 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 B SDKA BB R4,

EREH

B

Action

BeginMillis

Category

il BEWNIE ~BE
) ListNodeGroupTr
Strin =
9 = ansferPackets
Long = 1514736000000
String 2 UPLINK_PACKET

R

RAEMESH., B
{&: ListNodeGroupTransferPackets

°

EWHIRETE, B NEDRET3MUEE
=

HIEASE, BE:

e DOWNLINK_PACKET : F{78,
e UPLINK_PACKET : 78,

> MA4RRZA: 20220708
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=i AIER- =inAPIZE

MEBEMEEETE

B Bt} =EWIE ~E b
= =T Vg
EndMillis Long = 1514736000000 ’éﬁﬂ ERIE, BRARDREEE
; = TEAAID, TJiFAListNodeGroupsiED
NodeGroupld String = 123 S,
PageNumber Integer 2 1 EEMNEREERPNENRFEER.
PageSize Integer = 2 ZRPBRERNIERE,
SHIID,
RO EM B E 1R H A BISE AR
_ H, EEHALHID, EHIDME, z\;ﬁ
lotInstanceld String = lot-cn- . fEAZIDE, BNRERSXK,
Opp1nst
@ g mBARIHIREDE,
BE RN EREXLHIID,
DevEui String = 8?000000000000 IRIEDeVEURY IR EUIEE ,
P , HFFE, BUYE: LOG_MILLIS, FRIR
SortingField String = LOG_MILLIS R S
ftaSortingField5#—EEH, BEF
BHFAR, BUE:
Ascending Boolean & true
o true: AR,
o false: EF,
FAEAPIE, BRT AXNBHZAPINREBERSH, EFERAATBERSH ., AHBERSHRE, BELL
/\/ﬁyj$é
IR [O] # 47
B EJic) ~ME iR
BERENRENT SAE E TTHRESNSIT
Data Struct e
List Array of Packet FRAMEETITHRENRITERIIE.
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MBEMEEETE

R RIER- =i APIZE

B

Base64Encoded
MacPayload

ClassMode

Datr

DevAddr

DevVEui

FPort

FcntDown

FcntUp

Freq

FregBandPlanGr
oupld

GWEUI

GwOwnerAliyun
Id

HasData

HasMacComma
nd

LogMillis

Lsnr

S]]

String

String

String

String

String

Integer

Long

Long

Float

Long

String

String

Boolean

Boolean

Long

Float

wBIE

XXX

SF12BW125

00000000

0000000000000001

99

1111

1123

470.3

101

0000000000000000

XXX

true

true

1514736000000

-10.5

i

Base644w 8 /5 BIMACPayloadiR X ,

W It #3E 61 B B LoRaWAN ClasstE =,

R I ER B B ERE R

R R BT R B R 5tk

& L £ 1E BB 5 REIDevEUL,

R It #03R B BY A fE FR B FPort

AT

LTI

WR LHEE NS,

HIRE A BN X TR A RRERID,

WK It 035 B i 4239 B9 0 2 B9 GwWEUL,,

HIRERFEIMXMERAFPNAERKS,

WHIEETREE ISR, REE:
e true: G918,
e false: AE8.

WEIEETEEEEMACGES ., REME:
® true: 875,
e false: A5,

HIREEAWMBUNXNBE, DUERDAERNA,

R LHIEENEEL,
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MEBEMEEETE

B ESid] ~EIE R
dci ‘ -
'\Dﬂjccomma” String ["0X01","0x02"] WIS HIMACIE S I £,
(l;/lacPayloadSz Long 15 R B BEIMACPayloadiR X,
THEZRE, REE:
e JOIN_REQUEST : Join-request;E§& .
e JOIN_ACCEPT: Join-acceptii &,
e UNCONFIRMED_UP: Unconfirmed 4738
2.
_ CONFIRMED DATA U ® UNCONFIRMED_DOWN: Unconfirmed T3
MessageType Strlng p ;‘g’,%\n
e CONFIRMED_UP: Confirmed E1TH &,
® CONFIRMED_DOWN: Confirmed F1T3H
/%\o
e REJOIN_REQUEST : Rejoin-requestid &,
e PROPRIETARY : Proprietaryii & (FABH
2.
ZIRMMAIBER, REE:
® SUCCESS: R,
® DEVADDR_ILLEGAL: DevAddrR&i%,
e MIC_FAIL: MICKIR M,
e DEVEUL_ILLEGAL: DevEUiR&%,
® JOINEUI_ILLEGAL: JoinEuiR&i%,
e STATUS_INVALID: FERESAEE,
e REDUPLICATE: E56,
ProcessEvent String DEVADDR_ILLEGAL * ISOLATED: WiERHE.
e APPKEY_ILLEGAL: AppKeyAR&i%k,
e UPDATE_RUNTIME_CFG_FAIL: E#iEfT
A=
e DELAY_PROCESS: 3EiR4LIE,
e GWEUI_ILLEGAL GwWEuUi: R&3%,
e GW_STATUS_INVALID: MXREREE.,
e GW_FREQ_NOT_MATCH: RESAARMT
[iv8
o HE: RAHEIR,
Rssi Integer -110 Wk I #4E BLAIRSSI,
TotalCount Long 20 HEEREZGNEEE R,
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B e} ~BIE R
89EF6CAA-958F-
Requestld String F32C-BE45- ] B = AIZIE R E R B E—FRIR ST .
FE003C6DE097
REEARY. REE:
Success Boolean true e true: BEARN.

Zy']
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.
&BeginMillis=1514736000000

&Category=UPLINK PACKET

&EndMillis=1514736000000

&NodeGroupId=123
&PageNumber=1
&PageSize=2

&SortingField=LOG MILLIS

e<DHIFRBE>

EFRERA)
xML &

e false: FAXMK,

com/?Action=ListNodeGroupTransferPackets
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<ListNodeGroupTransferPacketsResponse>

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Data>
<TotalCount>20</TotalCount>
<List>
<ClassMode>C</ClassMode>
<FcntUp>1123</FentUp>
<Baseb64EncodedMacPayload>XXX</Base64EncodedMacPayload>
<ProcessEvent>DEVADDR71LLEGAL</ProceSSEvent>
<MacCommandCIDs>["0x01", "0x02"]</MacCommandCIDs>
<FPort>99</FPort>
<HasMacCommand>true</HasMacCommand>
<DevEui>0000000000000001</DevEui>
<Lsnr>-10.5</Lsnr>
<Rssi>-110</Rssi>
<MacPayloadSize>15</MacPayloadSize>
<FcntDown>1111</FcntDown>
<GwEui>0000000000000000</GwEui>
<Freg>470.3</Freq>
<DevAddr>00000000</DevAddr>
<GwOwnerAliyunId>XXX</GwOwnerAliyunId>
<Datr>SF12BW125</Datr>
<MessageType>CONFIRMED DATA UP</MessageType>
<LogMillis>1514736000000</LogMillis>
<FregBandPlanGroupId>101</FregBandPlanGroupId>
<HasData>true</HasData>
</List>
</Data>

<Success>true</Success>

</ListNodeGroupTransferPacketsResponse>

JsoN &=

215
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"RequestId": "89EF6CAA-958F-F32C-BE45-FEO03C6DEOS7",

"Data": {
"TotalCount": 20,
"List": {

"ClassMode": "C",
"FcntUp": 1123,

"Base64EncodedMacPayload": "XXX",
"ProcessEvent": "DEVADDR ILLEGAL",
"MacCommandCIDs": "[\"OxO01\",\"0x02\"]",
"FPort": 99,

"HasMacCommand": true,
"DevEui": 1,

"Lsnr": -10.5,

"Rssi": -110,
"MacPayloadSize": 15,
"FcntDown": 1111,

"GwEui": 0,

"Freq": 470.3,

"DevAddr": O,
"GwOwnerAliyunId": "XXX",
"Datr": "SF12BW125",
"MessageType": "CONFIRMED DATA UP",
"LogMillis": 1514736000000,
"FregBandPlanGroupId": 101,

"HasData": true

}l

"Success": true

HiRG

HttpCode HIRG HIRER i

5

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

R RBHRITIZIEF B EIIRAM
IR,

This operation cannot be

F i ByRisk
400 rcc:lrbldden YRiskCont performed because of security BFEZENK, TEHRITIZIRE
risks.
400 NonExistent The specified resource does not R AR

exist.

The request processing has
400 InternalError failed due to some unknown HNEREIR
error, exception or failure.

CloudProductNotAct The Link WAN service has not . _
400 . . RFFiE Link WAN ==&
ivated been activated.
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HttpCode iR HIRER R
The feature has not been
400 FeatureNotActivated ) INEERTFE
activated.
You are not authorized to use N
400 NotResourceOwner TR E) B R

this resource.
hEEETLEEEZSHIRE.
4.12.14. ListNodeTransferPacketPaths
I8 FListNodeT ransferPacket Pat hs3RER 5 = LT HIR B B F1TIE R,
i

RO LATEOpenAPI Explorerf BiZiE/TiZE O, &EFBITESZWNEI., E17HINE, OpenAPlExplorerd]
PAB E 4 AL SDKAAEE R 41,

M o
BREH
B B3] ERWIE ~BE iR
NES
) , ListNodeTransfer /%%*A.JZE/%%’ i
Action String = {&: ListNodeTransferPacketPaths
PacketPaths
#HiEEHIMacPayload,
gizzééE:;odedM String B XXX HListNodeGroupTransferPacketsi%
y A /YR BB IRER
DeVEui String £ 8?000000000000 HRIEDevEURT REIEE .
KR EEAEE, B
LogMillis Long 2 14643600000 ListNodeGroupTransferPacket s#93& B8
IREX,
PageNumber Integer 2 1 A, MFE.
PageSize Integer £ 2 DIAN, RFEF1,
IR [B] 437
B i) ~ME iR
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MBEMEEETE minHRIER- ZRAPIZE

B et ~E R

Data Struct REINER,

List Array HRTIRFGNTFTRETIX,
BestPath Boolean false EERRMEE.

DevEui String 0000000000000001 R #5042 €89 75 R B DevEUL,
GwEUi String 0000000000000000 W& 4R B Fr 2233 B W X B GWEUI,
Lsnr Float -10.5 WKR L E B R IR

Rssi Integer -110 R e # R L AIRSSI,

TotalCount Long 10 BT RE GRS R,

89EF6CAA-958F-

Requestld String F32C-BE45- 1&KID,
FEOO03C6DE097
success Boolean true 25K,

B
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListNodeTransferPacketPaths
&Baseb64EncodedMacPayload=xxx

&DevEui=0000000000000001

&LogMillis=14643600000

&PageNumber=1

&PageSize=2

s<AHIFRSH>

1IEEIRERHA
ML &=
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<ListNodeTransferPacketPathsResponse>
<Data>
<TotalCount>10</TotalCount>
<List>
<TransferPacketPayloadPath>
<GwEui>0000000000000000</GwEui>
<Rssi>-110</Rssi>
<BestPath>false</BestPath>
<DevEui>0000000000000001</DevEui>
<Lsnr>-10.5</Lsnr>
</TransferPacketPayloadPath>
<TransferPacketPayloadPath>
<GwEui>0000000000000000</GwEui>
<Rssi>-110</Rssi>
<BestPath>false</BestPath>
<DevEui>0000000000000001</DevEui>
<Lsnr>-10.5</Lsnr>
</TransferPacketPayloadPath>
</List>
</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</ListNodeTransferPacketPathsResponse>

Json &=

{

"Data": {
"TotalCount":10,
"List": [

{
"DevEui":"0000000000000001",
"Lsnr":-10.5,
"BestPath":false,
"Rssi":-110,
"GwEui":"0000000000000000"

by

"DevEui":"0000000000000001",
"Lsnr":-10.5,
"BestPath":false,
"Rssi":-110,
"GwEui":"0000000000000000"

]
by
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE097",
"Success":true

}

i
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HttpCode HIRE

400 InternalError

400 FloudProductNotAct
ivated

400 FeatureNotActivated

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 NonExistent

wEEED LD EEESHEIRD,

4.13.

5 14 A

HIRER

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

4.13.1. CountNotifications

FRZEORUTHETBRGOENHE.

B

bizipu
REREEIR .

KRFFi@E Link WAN =/ 3@

B RBHRTZIEEMEEIIRAM

R,

FERERE, TERNTZERE

ERFNERAEE.

R OJLAfEOpenAPI Explorerh Hi%iE1Ti%#E 0, REBHESZHNEMN., BTMINE, OpenAPlExplorera]

A B 54 B SDKAL A 7= 451

BERESH

BIR et}
Action String

HandleState String

BeginMillis Long

)

Jali

Jalil

iy

iy

CountNotification

g RBIE bizipu

REMESH., B

s {&: CountNotifications,

RIFBBHLEIRTLIR, EnulllERARZIE
LIRT.

UNHANDLED

1514736000000

EWFIAETIE, EMRHEME UNIX B8
.

> MA4RRZA: 20220708

220


https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=CountNotifications&type=RPC&version=2019-03-01

RiFARIER =inAPIZE YMEBENEEEEE

B £ B2EME  TBE i

[

EWHERETE, ERHEME UNIX B8

EndMillis Long = 1514736000000 =
WHAERTIE, EnulfENRE IR,
o GATEWAY OFFLINE: M¥:EAES,
® JOIN_PERMISSION_AUTH_APPLYING:
NG,
Category.N String = SATEWAY—OFFL'N e JOIN_PERMISSION_AUTH_ACCEPTED:
IR,
® JOIN_PERMISSION_AUTH_CANCELED:
B SRR,
e JOIN_PERMISSION_AUTH_REJECTED:
B EERAN
B ESid] ~BlE R
Data Long 10 BHHE.
89EF6CAA-958F-
Requestld String F32C-BE45- 1&3KID,
FEOO3C6DEQ97
success Boolean true 25K,

B
BRI

http(s) ://[Endpoint]/?Action=CountNotifications
s<AHIFERSEH>

1EER E R A
<ML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<CountNotificationsResponse>
<Data>10</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</CountNotificationsResponse>
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JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : 10,
"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DE097",
"Success" : true

B

HttpCode HIRG

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 InternalError

WEEEDOEEESHEIRE,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown
error, exception or failure.

4.13.2. GetNotification

BRIz EORMBAER.
i

e
Ht
[

R PRBRITIZRIEREZIRAM
R,

FERERE, TERTZERE

REBEEIR .

R OJLAfEOpenAPI Explorerh HiEIE1Ti%#E 0, REXBHESZHNEMN., BTMINE, OpenAPlExplorera]

PA B 54 B SDKAL RS =45

=S

BREH
B B3] =E
Action String =
Notificationld String =

iR [o] &4

ik RBIE bizipu

RAEMESH., W
{&: GetNotification,

GetNotification

123 EAID,
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RiFARIER =inAPIZE YMEBENEEEEE

ZHR E3:1] I P
ERREBKL.
Success Boolean true e true: EAMIN.

e false: HALM,

89EF6CAA-958F-

Requestld String F32C-BE45- EKID, MEZRAZIERERBE—FRIRRT .
FEO03C6DE097

Data Object BHERIE,

NoticeMillis Long 1514736000000 BHARLHETE, ZERAREAAUNIXEEE.

BRI, BUE:

e GATEWAY_OFFLINE: MXBELES,
e |JOIN_PERMISSION_AUTH_APPLYING: &
IEER G,

Category String GATEWAY_OFFLINE e |JOIN_PERMISSION_AUTH_ACCEPTED: &
IEHZAR LT
JOIN_PERMISSION_AUTH_CANCELED: #{
HEERAY,
JOIN_PERMISSION_AUTH_REJECTED: 1B
YRR,

LB AR, TTBUE R
HandleState String UNHANDLED e HANDLED: 248,

e UNHANDLED: R4,

Notificationid String 123 BHIID,

HandledMillis Long 1514736000001 WAL IENEE, =W ARMHUNXEER,
MEBEED.

GatewayOffline .

Info Object YCategoryF B AGATEWAY_OFFLINERY,
ZFEBEE.

GwEUI String 0000000000000000 W 2% E—HRIR

OfflineMillis Long 1514736000000 BidE, ESWARMAIUNIXE EZ,
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B

JoinPermissionA
uthinfo

CanceledMillis

ApplyingMillis

JoinEui

RenterAliyunid

AcceptedMillis

OwnerAliyunid

RejectedMillis

JoinPermissionl
d

JoinPermissionN
ame

OrderState

Orderld

ZR']
B RRY)

Object

Long

Long

String

String

Long

String

Long

String

String

String

String

wBIE

1514736000000

1514736000000

d896e0

some-user2

1514736000000

some-userl

1514736000000

123

EiE

123

123

i

FIEERER.

YCategory=FE
79JOINPERMISSION_AUTHEHZZFEREE.

THRHEBUHBUNIXE B®, ZEF R,

KETRNUNXE B, 20N,

AR EIEFT{ERBIJoinEUI,

AREIEEFNEERIKSID,

THHEBIHUNXEEE , ERNRM,

REERPHAMEIEREENRERKSID,

TEREFIBENUNXNEE, SRR,

BE—FRRAREIERID,

AR EIERER,

THERS. BE:

® APPLYING: TBKE, EFHE.
e ACCEPTED: T E#HLE,
e REJECTED: T HiiE4s,
e CANCELED: TE#HEUH.

TE#ID,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=GetNotification
&NotificationId=123

e<RHIFREBE>
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minHRIER- ZnAPIZE MEBEMEEETE

EEREIRA
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<GetNotificationResponse>
<Data>
<Category>GATEWAY OFFLINE</Category>
<GatewayOfflineInfo>
<GwEui>0000000000000000</GwEui>
<0fflineMillis>1514736000000</0fflineMillis>
</GatewayOfflineInfo>
<HandleUtcMil1i>1514736000001</HandleUtcMilli>
<HandleState>UNHANDLED</HandleState>
<NotificationId>123</NotificationId>
<NoticeUtcMilli>1514736000000</NoticeUtcMilli>
</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>

</GetNotificationResponse>

Json &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"Data" : {
"NoticeUtcMilli"™ : 1514736000000,
"HandleUtcMilli"™ : 1514736000001,
"HandleState" : "UNHANDLED",
"Category" : "GATEWAY OFFLINE",
"GatewayOfflineInfo" : {
"OfflineMillis" : 1514736000000,
"GwEui" : "0000000000000000"
by
"NotificationId" : "123"
by
"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DEO97",

"Success" : true

HiRG

HttpCode IR BIRER it

[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

P RBHRTIZIEFM B EIIRAM
IR,

This operation cannot be
performed because of security FEZENE, TERTZIRE
risks.

ForbiddenByRiskCont

400
rol
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MBEMEEETE

R RIER- =i APIZE

HttpCode HIRE

400 InternalError
400 NonExistent
400 NotResourceOwner

mEEED L EEESHEIRND,

HIRER

The request processing has
failed due to some unknown

error, exception or failure.

The specified resource does not

exist.

You are not authorized to use

this resource.

4.13.3. ListNotifications

AR % D IREVE RS
i

bizipu
REBEEIR

ERFNERAEE.

TR B R

R o] LATEOpenAPI Explorerh Bi%iZ1TiZi& 0, RFBUHESLNEM. ETMINE, OpenAPI Explorerd]

A B B0 4 B SDKR A 7Rl

A= 3

BRESH
B ESyic)
Action String
Category.N String

falit

ik RBIE

ListNotifications

GATEWAY _OFFLIN
E

R

REMESH., W
{&: ListNotifications,

BHMERZIE, EnullRERER,

GATEWAY _OFFLINE: MXEZ4@40,

e JOIN_PERMISSION_AUTH_APPLYING:
AREIEERE,

e JOIN_PERMISSION_AUTH_ACCEPTED:
AW EIEE#ET .

e JOIN_PERMISSION_AUTH_CANCELED:
ANREIEBERE.

® JOIN_PERMISSION_AUTH_REJECTED:
AREIERBES,

® GATEWAY_DATAFLOW_LIMIT: I3[R

o
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https://error-center.aliyun.com/status/product/LinkWAN
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RiFARIER =inAPIZE YMEBENEEEEE

B £l EEWIE R~EE R
RIEEMGERTIE, EnulllARZiE
LIRS,
HandleState String = HANDLED
e HANDLED: &b,
e UNHANDLED: k4ME,
Offset Long 2 0 EWHRARMNE, BMNOFE.
Limit Long = 2 THNBMHE LR, FXFEF1.
A B E] 2 =3 %5 7 B ol
BeginMillis Long = 1514736000000 gﬁy”ﬁ'ﬂ—ﬂ’ EUNRALEIUNIXE
4 IS =FK 7 B4 ol
EndMillis Long & 1514736000000 é‘fﬂﬂm—ﬂ’ YN RAHUNIXE
SortingField String & NOTICE_MILLIS HEZR, SEUEANOTICE_MILLIS (3%

BEMAERNEHF) .

E&sSortingField & —iEE A,
Ascending Boolean = false * true: ¥RARF.

e false: ERER,

R B #4E
E4 ESid] ~BlE R
EREARS.
Success Boolean true e true: FAMI.
e false: EAH%LM,
89EF6CAA-958F-
Requestld String F32C-BE45- BEXKID, FIEZAZIEREMBE—FRRRF
FEOO3C6DEQ97
Data Object REIMNER,
TotalCount Long 100 HEWREENENRE.
) Array of A .
List L FETREFHBAGIE,
Notification
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MBEMEEETE

R RIER- =i APIZE

B

NoticeMillis

Category

HandleState

Notificationld

HandledMillis

GatewayOffline
Info

GwEUI

OfflineMillis

JoinPermissionA
uthinfo

CanceledMillis

ApplyingMillis

JoinEui

RenterAliyunid

AcceptedMillis

OwnerAliyunid

RejectedMillis

String

String

String

Long

Object

String

Long

Object

Long

Long

String

String

Long

String

Long

wBIE

1514736000000

GATEWAY_OFFLINE

HANDLED

123

1514736000001

0000000000000000

1514736000000

1514736000000

1514736000000

0000000000000001

some-user

1514736000000

some-userl

1514736000000

i

BHALEE, UNIXEEZ, ERREM,

BATE,

BAIGERE.

BAID,

WAL E, UNIXEYEZ, =M AE8A,

ERMEXBLER.

YCategoryFEAGATEWAY_OFFLINEAT,
ZFEREE.

W % B GwWEUI,

B&EE, EWABEAAIUNIXEEZ,

ERFEENER,

YCategoryFEK
79JOINPERMISSION_AUTHBEY, ZFEREHE.

THRFEEUHBUNIXE BE, ZEF R,

KETHEHUNXENEE, SRR,

AR EIEFT{ERBIJoinEUL,

AREIEEFNEERIKSID,

THESHEHEEOUNXE B, EWRBNA,

REENHARMETIERTENHERKSID,

TEFIBEHNUNXEEE, SRR,

> MA4RRZA: 20220708

228



RiFARIER =inAPIZE YMEBENEEEEE

BIR ESid] ~E HR

JdoinPermissionI String 126 P ——
Jaor]';n:ermissionN String 5E2 AR SR,
OrderState String ACCEPTED TERE,

Orderld String 123 TEID,
canenaybatall  object RS,
AlarmDetail String SVA_-[:EMV\II_?Y_DATAFLO BHAS.
ﬁ’l‘?staﬂowumw Long 1653450720919 IR

GWEUI String 0000000000000000 P 3% B HE—4RIR

ZR']
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListNotifications
&Limit=2

&0ffset=0

s<AHIFRSH>

1EEIRERA
xML &
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MBEMEEETE SR FRIER ZinAPIZE

HTTP/1.1 200 OK
Content-Type:application/xml
<ListNotificationsResponse>
<Success>true</Success>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Data>
<TotalCount>100</TotalCount>
<List>
<NoticeMillis>1514736000000</NoticeMillis>
<Category>GATEWAY OFFLINE</Category>
<HandleState>HANDLED</HandleState>
<NotificationId>123</NotificationId>
<HandledMillis>1514736000001</HandledMillis>
<GatewayOfflineInfo>
<GwEui>0000000000000000</GwEui>
<0fflineMillis>1514736000000</0fflineMillis>
</GatewayOfflineInfo>
<JoinPermissionAuthInfo>
<CanceledMillis>1514736000000</CanceledMillis>
<ApplyingMillis>1514736000000</ApplyingMillis>
<JoinEui>0000000000000001</JoinEui>
<RenterAliyunId>some-user</RenterAliyunId>
<AcceptedMillis>1514736000000</AcceptedMillis>
<OwnerAliyunId>some-userl</OwnerAliyunId>
<RejectedMillis>1514736000000</RejectedMillis>
<JoinPermissionId>126</JoinPermissionId>
<JoinPermissionName>#&EiF2</JoinPermissionName>
<OrderState>ACCEPTED</OrderState>
<OrderId>123</OrderId>
</JoinPermissionAuthInfo>
<GatewayDataflowLimit>
<AlarmDetail>GATEWAY DATAFLOW LIMIT</AlarmDetail>
<DataflowLimitMillis>1653450720919</DataflowLimitMillis>
<GwEui>0000000000000000</GwEui>
</GatewayDataflowLimit>
</List>
</Data>

</ListNotificationsResponse>

JSON &2
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mIHFLIER =inAPIZE MBEMEEBEEE

HTTP/1.1 200 OK
Content-Type:application/json
{
"Success" : true,
"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DE097",
"Data" : {
"TotalCount" : 100,
"List" : [ {
"NoticeMillis" : 1514736000000,
"Category" : "GATEWAY OFFLINE",
"HandleState" : "HANDLED",
"NotificationId" : "123",
"HandledMillis" : 1514736000001,
"GatewayOfflineInfo" : {
"GwEui" : "0000000000000000",
"OfflineMillis" : 1514736000000
s
"JoinPermissionAuthInfo" : {
"CanceledMillis" : 1514736000000,
"ApplyingMillis™ : 1514736000000,
"JoinEui" : "0000000000000001",
"RenterAliyunId" : "some-user",
"AcceptedMillis" : 1514736000000,
"OwnerAliyunId" : "some-userl",
"RejectedMillis" : 1514736000000,
"JoinPermissionId" : "126",
"JoinPermissionName" : "$EjE2",
"OrderState" : "ACCEPTED",
"OrderId" : "123"
s
"GatewayDataflowLimit" : {
"AlarmDetail" : "GATEWAY DATAFLOW LIMIT",
"DataflowLimitMillis" : 1653450720919,
"GwEui" : "0000000000000000"

IR0

BEEETLEEESBIRSG.

4.13.4. UpdateNotificationsHandleState

& AUpdateNotificationsHandleSt at e 8 #73@ &1 B L FRIR A,

it

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBIHESZWEM, BT INE, OpenAPlExplorert]
PAE 504 Al SDKA RS =41,

BERSH
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https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=UpdateNotificationsHandleState&type=RPC&version=2019-03-01

MBEMEEETE

R RIER- =i APIZE

BIR et}
Action String

Notificationld.N RepeatLl
st

T H

argetHandleStat String
e
B Bt}
Requestlid String
Success Boolean

ZR']
ERRY)

iyl

fali

Jalil

falit

falit

ik RBIE

UpdateNotificati

e
B

RAHESH. B
{&: UpdateNotificationsHandleSta

onsHandleState
te,
1 BHIDTIE,
BRENLERE, TJBIE
UNHANDLED HAHANDLED (B43E) ,
UNHANDLED (R&E) ,
~lE R
89EF6CAA-958F-
F32C-BE45- BRI,
FEOO3C6DE097
true =ERI,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateNotificationsHandleState

&NotificationId.l=1

&TargetHandleState=UNHANDLED

s<AHIERBEH>

1IEEIRERHA
ML &R

<UpdateNotificationsHandleStateResponse>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

</UpdateNotificationsHandleStateResponse>

JsoN &=

{

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE097",

"Success":true

}

iR
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=i AIER- =inAPIZE

MEBEMEEETE

HttpCode

400

400

400

400

400

400

400

FBIRTG

ForbiddenByRam

ForbiddenByRiskCont
rol

NonExistent

NotResourceOwner

InternalError

CloudProductNotAct
ivated

FeatureNotActivated

mEEED LD EEESHEIRD,

4.14. E FTHC

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

You are not authorized to use
this resource.

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

i

4.14.1. SendUnicastCommand

IR SendUnicastCommand & £ BiF= 8,

iEi

e
Ht
[

P RBHRTZIEEMEEIIRAM
R,

FERERE, TERTZEE

BERFNERAEE.

AR LB R

MEREEIR .

FFE Link WAN ==&

O] AfEOpenAPI Explorerh EiIa1Ti%#E 0, 2B HESZNEMN., BTMIE, OpenAPlExplorera]
PAB 514 B SDKR BB R 41,

=
BREH
B B3] =Bk ~BE iR
Action Strin o SendUnicastCom RENESH, B
9 = mand {&: SendUnicastCommand,

T 4 i SR FyZSE RN ST
lotInstanceld String &= iotx-oxssharez L%UH*M AHISAld, ARRRAHL
DeVEui String 2 88000000000000 Bt =,
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YMBENEEEER R RIER- =i APIZE
B Bt EEWIE ~E iR
MaxRetries Integer & 0 BRAERIRE, FHINAO,
EEBEZZTANERES, HTAZE
Cleanu Boolean & false rEEEE '
P - <, BilAfalse,
FPort Integer = 0 fPort,
Confirmed Boolean = false & Rconfirmediss, EilAfalse,
ERZENAE, 16HHZHFHE, HEKS1D
Content String 2 XXX FH (NEBRERI6GEFIZRFE, REAR
S5T2PFEFF) &
B e ~E iR
success Boolean true =ER,
89EF6CAA-958F-
Requestld String F32C-BE45- B 3KID,
FEO0O3C6DE097

Bl
BRI

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=SendUnicastCommand

&Content=xxx

&DevEui=0000000000000000

&FPort=0
s<AHIERBEH>

1F &R [8] 745
xML &

HTTP/1.1 200 OK

Content-Type:application/xml

<SendUnicastCommandResponse>

<RequestId>89EF6CAA-958F-F32C-BE45-FEQ003C6DE097</RequestId>

<Success>true</Success>

</SendUnicastCommandResponse>

JsoN 1&T
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=i AIER- =inAPIZE

MEBEMEEETE

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" :

"Success" : true

HIRG

HttpCode HIRY

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 NonExistent

400 Abandoned

400 InternalError

400 FloudProductNotAct
ivated

400 FeatureNotActivated

WEEEDLEEESHEIRG,

4.15. THET

"89EF6CAA-958F-F32C-BE45-FE003C6DEQ97",

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

An error occurred while
processing this request, because
the API has been abandoned.

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

h.+
B
=

RPRBRITZEE B EIRAM
IR,

BEZENE, TERTIZERE

BERENBRAEFE.

ZEOEEWER.

NEREEIR .

KFFi@E Link WAN =7~ 5

4.15.1. CheckCloudProductOpenStatus

REHAAPKSHYBEMNEERFARSHTERS, #HUEZRERSER.

B

IR T] ATEOpenAPI Explorerd BiRiziTiZiEO, &EXEBHES LA, 317M /G, OpenAPlExplorera]

PA B 5 4 B SDKAL A 7= 451

EREH

235
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MBEMEEETE minHRIER- ZRAPIZE

B B3] ERWIE ~E iR
Action Strin o CheckCloudProdu REMESH ., BUE:
9 = ctOpenStatus CheckCloudProductOpenStatus,
ServiceCode Strin = linkwan =R Service Code, XIFHBRRMAE
9 = BEATHSER “linkwan” |,
Regionlid String & cn-shanghai i,
B Bt} ~E iR
L AFKSES B TYBENEEEFER
Data Boolean true =
FTo
89EF6CAA-958F-
Requestld String F32C-BE45- EXKID,
FEOO3C6DE097
Success Boolean true =&,

Bl
R

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CheckCloudProductOpenStatus
&ServiceCode=linkwan

s<AHIERBEH>

1IEEIRERHA
ML &R

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>
<Data>true</Data>

JsoN &=

{
"Data":true,
"RequestId":"89EF6CAA-958F-F32C-BE45-FEOO3C6DEOST7",
"Success":true

}
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MEBEMEEETE

HIRG

HttpCode fHIRY

400 ForbiddenByRam

400 ForbiddenByRiskCont
rol

400 InternalError

mEEED OEEESHEIRD,

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The request processing has
failed due to some unknown
error, exception or failure.

i

S8

RPRBRITIZEEM B EIIRAM
IR,

BEZ2NE, TERTIZERE

REREEIR .

4.15.2. UpdateRoamingjoinPermission

BRZEOEHREAF KSR BINZEANEIL.

QPSR

BN ERKSEHRZEONSEERY (QPS) &AMRFIHAS,

@ 3B RAMEPEZ=[E=KSEE.

i3

XTI LATEOpenAPI Explorerh E2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]

PAB 5 & 5 SDK BB R4l

B e BEWNIE ~BE iR
UpdateRoaming] RRAESH, B
Action String P p o 9 {&: UpdateRoamingjoinPermission
oinPermission
JoinPermissionid String 2 123 EFHIZEAMEIENID,
Jn‘:g‘Perm'ss"’”Na String = SFAEEIET BENAREESH, BFEHESEH.
RxDelay String & 1 class ABYIEINE AR, BAIAmMS,
DataRate String & 4 THEERE,
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MBEMEEETE

R RIER- =i APIZE

iR [o] 47

B e
Success Boolean
Requestlid String

Zn']
ERRY)

~BIE i
EREAMR,
true e true: FAMI,

e false: FAKXMK,

89EF6CAA-958F-

F32C-BE45- EKID, MEZ=AZIERERNE—FRIRF.

FEOO3C6DEQ97

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateRoamingJoinPermission

&JoinPermissionId=123
s<AHIFERSEH>

1EFRERA)
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DEOS7",

"Success" : true

=5

HttpCode HIRY

400 ForbiddenByRam
400 :cc:lrbiddenByRis kCont

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

Bt

[

RPRBRITZEF B EIIRAM
IR,

FERENR, TERTZERE
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MEBEMEEETE

HttpCode

400

400

400

400

400

400

400

BIRTG

NonExistent

CloudProductNotAct
ivated

FeatureNotActivated

InternalError

JoinPermissionAlread
yBoundNodeGroup

JoinPermissionName
Duplicated

InvalidName

WREEDLEEESHIRNE,
4.15.3. ListNodeTupleOrders

FRZEORDAF BRIV RTATRIIE.

i3

e
Hi
[

HIRER

The specified resource does not - s
=P BB EORBREE.

exist.

The Link WAN service has not N — o
. RFFiE Link WAN =7 5

been activated.

The feature has not been

activated.

The request processing has
failed due to some unknown RNEREIR .
error, exception or failure.

The specified join permission has
already been bound to another AREEEELHETHRA

node group.

The specified join permission

) AMEEEREE
name already exists.
The specified name is invalid. BIRAEE

R LATEOpenAPI Explorerh E#2ia1Ti%#E 0, SXEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 5 SDK BB R 41,

BREH
B Bt ERNIE ~BE HR
Action Strin o ListNodeT upleOr REMESH, B
9 = ders {&: ListNodeTupleOrders,
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MBEMEEETE

R RIER- =i APIZE

B

State.N

IsKpm

Offset

Limit

SortingField

Ascending

iR [o] 47

AR

Success

Requestid

Data

String

Boolean

Long

Long

String

Boolean

E
&

Boolean

String

Object

17|

7|

il

Fali

7|

APPLYING

true

10

CREATED_MILLIS

true

wBE

true

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DE097

e
B
%

TERTEIR, MAREASH, AR

H TERTS, oTEVE:

e APPLYING: EBiEth,

e REJECTED: BIE4,

e ACCEPTING: Sk,

e ACCEPTED: S A&MIN.

e ACCEPTING FAILED: & %M.,
® REVOKING: #Eh,

e REVOKED: #EIMII.
REVOKING_FAILED: B,

EERKoMARNTE,

AREWWERMVE, MOFFIA,

AREWMNITRHE LR, AKRKFETF,

ERERNHFFR, TRERN:

e CREATED_MILLIS: #RIET B A2 EHE

o

e ACCEPTED_MILLIS: #RiF T EFHLET

B EHE .

ZF&SortingField 2EB—f2{ER.

® true: FRAFE.
e false: XFKERF,

R

EREERN.
e true: PAMIN.
e false: FAKLMK,

BEXRID, MERAZIEREMNE—IRRF,

IREIREER,
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min RIS =0

APIBE

MEBEMEEETE

B

TotalCount

List

FailedCount

RequiredCount

CreatedMillis

IsKpm

TupleType

AcceptedMillis

SuccessCount

LoraVersion

OrderState

Orderld

Zn']
ERRY)

S]]

Long

Array of Order

Long

Long

Long

Boolean

String

Long

Long

String

String

String

wBIE

42

1514736000000

false

noncontractual

1514822400000

1.0.2

ACCEPTED

1234

https://linkwan.cn-shanghai.aliyuncs.com/

?Action=ListNodeTupleOrders
&SortingFieleCREATED_MILLIS
&State.1=ACCEPTED
&State.2=REJECTED

&Ascending=false

&Limit=2
&0ffset=0
sAHEH

i

HEIRFHNIRNE,

HWEIRFHNTRTHATIRERIIE.

T RMA K .

T REARBHE.

RRWMTRHUNXEBE, RUAZD.

EARKpmEAENTE,
® true: 2.

e false: &,

THEHABIIWUNIXEEE, BANAER,

HREAMAHE.

LoRaWANMY RN

241
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MEMEEETE SR RIEER- ZiRAPIZE
IE &R E7RA
XML &I
HTTP/1.1 200 OK
Content-Type:application/xml
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>
<Data>
<TotalCount>42</TotalCount>
<List>
<OrderId>1234</OrderId>
<IsKpm>false</IsKpm>
<OrderState>ACCEPTED</OrderState>
<RequiredCount>1</RequiredCount>
<SuccessCount>1</SuccessCount>
<FailedCount>0</FailedCount>
<LoraVersion>1.0.2</LoraVersion>
<CREATEDMi111s>1514736000000</CREATEDMillis>
<AcceptedMillis>1514822400000</AcceptedMillis>
<TupleType>noncontractual</TupleType>
</List>
<List>
<OrderId>1235</OrderId>
<IsKpm>false</IsKpm>
<OrderState>REJECTED</OrderState>
<RequiredCount>1</RequiredCount>
<SuccessCount>1</SuccessCount>
<FailedCount>0</FailedCount>
<LoraVersion>1.0.2</LoraVersion>
<CREATEDMi111s>1514736000000</CREATEDMillis>
<AcceptedMillis>1514822400000</AcceptedMillis>
<TupleType>noncontractual</TupleType>
</List>
</Data>
Jgson &3
> XASARA: 20220708 542



RinFRIER- 20 APIZE MEMEEETE
HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" "89EF6CAA-958F-F32C-BE45-FEO03C6DEO97",
"Success" true,
"Data" : {
"TotalCount" 42,
"List" : [ {
"OrderId" 1234,
"IsKpm" false,
"OrderState" "ACCEPTED",
"RequiredCount" i,
"SuccessCount" i,
"FailedCount" : O,
"LoraVersion" "1.0.2",
"CREATEDMillis" 1514736000000,
"AcceptedMillis" 1514822400000,
"TupleType" "noncontractual"
oo A
"OrderId" 1235,
"IsKpm" false,
"OrderState" "REJECTED",
"RequiredCount" 1,
"SuccessCount" : 1,
"FailedCount" : O,
"LoraVersion" "1.0.2",
"CREATEDMillis" 1514736000000,
"AcceptedMillis" 1514822400000,
"TupleType" "noncontractual"
b
}
}
HiRE
HttpCode HiRG HIRER iR
User not authorized to operate . P
400 ForbiddenByRam on the specified resource? or this AP REPATRRIE B RHIRAM
API does not support RAM. R,
. . This operation cannot be
400 ::lrblddenBleskCont performed because of security FEZENKE, TERITZIeE
risks.
The request processing has
400 InternalError failed due to some unknown HEBEEIR
error, exception or failure.
400 FloudProductNotAct The Link WAN service has not ST Link WAN Z7 5
ivated been activated.
243 > M#4MRAS: 20220708



MBEMEEETE minHRIER- ZRAPIZE

HttpCode iR HIRER R
The feature has not been

400 FeatureNotActivated ) INEERTTE
activated.

WREETLEEESHIRE,

4.15.4. SubmitNodeTupleOrder
RRXBREHARFLE,

il

ROl LAfEOpenAPI Explorerh BiEiE1T12# N, REEHESEHNEN ., ZETMINE, OpenAPl Explorerd]
PAE 4 R SDKAA IS R 41,

sk 3
BREH
B B3] =AWk ~E iR
. ) SubmitNodeT upl RAAMESH., BE:
Action Strin = .
9 = eOrder SubmitNodeTupleOrder,
LoraVersion String = 1.0.2 LoRaWANWMY R A
RequiredCount Long 2 10 ZHBENTABHEHE,
2R b Byt
noncontractual: &I RZ4A
TupleType String = standard
standard: #REIRZA
relay: 4z
B Bt} ~E iR
Data String 12345 T8 Id,
89EF6CAA-958F-
Requestld String F32C-BE45- B KID,
FEOO3C6DEQ97
Success Boolean true 2EMIN.

Nl
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https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=SubmitNodeTupleOrder&type=RPC&version=2019-03-01

mIHFLIER =inAPIZE MBEMEEBEEE

BHRRA

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=SubmitNodeTupleOrder
&LoraVersion=1.0.2

&RequiredCount=10

s<AHIFERSH>

1IEEIRERHA
xML &

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>
<Data>12345</Data>

Json &=

"RequestId": "89EF6CAA-958F-F32C-BE45-FEO03C6DE097",
"Success": true,

"Data": "12345"

i

HttpCode AT HIRER

q+
H
[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

RPRBRITZEE B EIRAM
IR,

This operation cannot be

performed because of security GERENE, TEPTZRME
risks.

ForbiddenByRiskCont

400
rol

The request processing has
400 InternalError failed due to some unknown HEBEEIR .
error, exception or failure.

CloudProductNotAct The Link WAN service has not . _
400 . . RFFi@ Link WAN ==&
ivated been activated.

The feature has not been
400 FeatureNotActivated ) IeERTE
activated.

WREETLEEESHIRN,
4.15.5. ListGatewayTupleOrders

BRZEOKRAPCRINMXTATLIIE,
i

245 > MA4RRA: 20220708


https://error-center.aliyun.com/status/product/LinkWAN

MBEMEEETE

=G RIER- =iRAPIEE

R o] ATEOpenAPI Explorerdh BEiZia1Ti%ZEO,

PA B 54 B SDKAL AR = 451

EREH

B

Action

State.N

Offset

Limit

SortingField

Ascending

iR [o] & 47

B

success

E3id)

String

String

Long

Long

String

Boolean

Boolean

Jali

iy

ali

Jali

iy

iy

TBIE

true

BEBUTESBNEN ., BTHME, OpenAPIExplorerd]

A

i

ListGatewayT upl ZAEMESE . B

eOrders

APPLYING

10

CREATED_MILLIS

true

{&: ListGatewayTupleOrders,

ITERESRTIR, ERERLSE, N
RRTHRERENIE, TBER:

e APPLYING: Hi5th,

e REJECTED: B354,

e ACCEPTING: Sk,

e ACCEPTED: HA&MIN.

e ACCEPTING_FAILED: #&5%M.,

® REVOKING: #E,

e REVOKED: #EMILI.

e REVOKING_FAILED: #{[E1%kM,

AREWWERMVE, MOFFIA,

AREENTEHE LR, FRTFETF,

EWERAFFR, TTBEN:

e CREATED_MILLIS: RIFT B K
HF,

e ACCEPTED_MILLIS: #RiET S Ei#E
T e EHER

EEASortingField&#—iE2E A,
® true: ®ERHARF.
o false: ®RER,

R

EREBKL.
e true: FAMIN.
e false: FHAXMK,

> MA4RRZA: 20220708
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https://api.aliyun.com/#product=LinkWAN&api=ListGatewayTupleOrders&type=RPC&version=2019-03-01

RinFRIER- 20 APIZE MENZEEEE
B Bt} ~E iR
89EF6CAA-958F-
Requestlid String F32C-BE45- BERID, FIEZRAZIERERBNE—IRIRF,
FEOO3C6DEQ97
Data Object REIH
TotalCount Long 42 FHESREEGNTIRRHE,
Array of
List GatewayTuple EWIHNEXZHAIRERIE,
Order
RequiredCount Long 2 MXZHMEH =,
CreatedMillis Long 1514736000000 BRI T HEHUNIXEEE, RUAED,
WX ZREHEE
e singlechannel: {E&ER (BREER) .
TupleType String standard e standard: AR,
e hybrid: S#EM (Hybrid®) ,
e noncontractual: S&kR,
AcceptedMillis Long 1514822400000 THEHEHETHIUNXE B, BAIZER,
Orderld String 1234 MEXZHEITERS,
OrderState String ACCEPTED WX B BIFRE.

B
ERRG)

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ListGatewayTupleOrders
&State=["APPLYING"]

&0ffset=0
&Limit=10

&SortingField=CREATED MILLIS

&Ascending=true

sAFHEREH

1EER[ERA)
<ML F&I

247
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min RS-

—_—

= im AP

2&

HTTP/1.1 200 OK

Content-Type:application/xml

<ListGatewayTupleOrdersResponse>
<Success>true</Success>
<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Data>
<TotalCount>42</TotalCount>
<List>
<RequiredCount>2</RequiredCount>
<CreatedMillis>1514736000000</CreatedMillis>
<TupleType>standard</TupleType>
<AcceptedMillis>1514822400000</AcceptedMillis>
<OrderId>1234</OrderId>
<OrderState>ACCEPTED</OrderState>
</List>
</Data>

</ListGatewayTupleOrdersResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"Success" : true,
"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DE097",
"Data" : {
"TotalCount" : 42,
"List" : [ {
"RequiredCount" : 2,
"CreatedMillis" : 1514736000000,
"TupleType" : "standard",
"AcceptedMillis" : 1514822400000,
"OrderId" : "1234",
"OrderState" : "ACCEPTED"

bl

HixE
HttpCode =R HIRER iR

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this "R
API does not support RAM. °

. . This operation cannot be
ForbiddenByRiskCont P

400
rol

risks.

performed because of security FERENE, TERITZIRE

RPRBRITIZIEET B EIIRAM

> MA4RRZA: 20220708
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HttpCode HIRG

400 InternalError
Clo

400 . udProductNotAct
ivated

400 FeatureNotActivated

mEEED LD EEESHEIRD,

4.15.6.

HIRER

The request processing has
failed due to some unknown
error, exception or failure.

The Link WAN service has not
been activated.

The feature has not been
activated.

MEBEMEEETE
bizipu
REREEIR .

KRFFi@E Link WAN =73

UpdateRoamingjoinPermissionEnablingState

BEZESIENERARS,

il

RO ATEOpenAPI Explorerp BEETiZEN, REFIHEELZWEM ., BITHINGE, OpenAPlExplorera]
P B 514 B SDKAS T8 7= 451 .

RS

B

Action

Enabled

JoinPermissionid

iR [o] & 47

B

Requestld

success

Nl

String

Boolean

String

Boolean

Jali
|

Jali

ik RBE bizipu

UpdateRoaming) RAEMESH., BE:

oinPermissionEna UpdateRoamingjoinPermissionEnabling
blingState State,
true REEIEE AR,
1234 ZERIEd,
~ME Hk
89EF6CAA-958F-
F32C-BE45- 1&KID,
FEOO3C6DEQ97
true 2B,

249
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https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=UpdateRoamingJoinPermissionEnablingState&type=RPC&version=2019-03-01

MBEMEEETE

=G RIER- =iRAPIEE

BHRRA

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=UpdateRoamingJoinPermissionEnablingState

&Enabled=true

&JoinPermissionId=1234
s<RHIFREBE>

1IEEIRERHA
ML &R

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>

Json &R
{
"RequestId":"89EF6CAA-958F-F32C-BE45-FE003C6DE09T",

"Success":true

}

iz

HttpCode A= HIRER

i

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

This operation cannot be

ForbiddenByRiskCont
400 r(?lr idcengyrisidon performed because of security
risks.
400 NonExistent The specified resource does not

exist.

The request processing has
400 InternalError failed due to some unknown
error, exception or failure.

400 CloudProductNotAct The Link WAN service has not

ivated been activated.
) The feature has not been
400 FeatureNotActivated )
activated.
You are not authorized to use
400 NotResourceOwner

this resource.

mEEED LDEEESHEIRD,

i

56

RPRERITIZRIER B ENRAM
IR,

FERERNE, TERTZERE

BERFNBRAEE.

WEBEEIR .

RFFE Link WAN ==&

T ) LB R

4.15.7. GetNodeTuplesDownloadUrl

> MA4RRZA: 20220708
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https://error-center.aliyun.com/status/product/LinkWAN

RiFARIER =inAPIZE YMEBENEEEEE

PTREESTATISHMHESE, BRREROTMRR—NTREE, ZEREQ—1D SV XY, HpFfET
MEAZAFINTREETA.

iFi

R LATEOpenAPI Explorerh B 2ia1Ti%#E 0, £XEBUHESLNEM, B1THINE, OpenAPlExplorerd]
PAB 4 5 SDKR BB R4,

=3 3
BRESH
B B3} =AWk ~BE b
Action Strin = GetNodeTuplesD REMESH, BE:
9 = ownloadUrl GetNodeTuplesDownloadUrl,
Orderld String = 1234 I d,
B ESid] ~ME Eiba
i http: . . o
Data String QUPHIPO00UPONC prmemnnaTREE,
89EF6CAA-958F-
Requestld String F32C-BE45- 1&3KID,
FEOO3C6DEQ97
success Boolean true 25/,

ZN]
BRI

https://linkwan.cn-shanghai.aliyuncs.com/
?Action=GetNodeTuplesDownloadUrl
&0rderId=1234

<S>

IE &R E7RA
xvr, M
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

<Data>http://xxx.xxx/xxx.csv</Data>

JsoN &=
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https://api.aliyun.com/#product=LinkWAN&api=GetNodeTuplesDownloadUrl&type=RPC&version=2019-03-01

MBEMEEETE

R RIER- =i APIZE

"RequestId":
"Success":
"Data":

i

HttpCode

400

400

400

400

400

true,

BIRTG

ForbiddenByRam

ForbiddenByRiskCont
rol

NonExistent

InternalError

NotResourceOwner

WEEEDOEEESHEIRE,

4.15.8. GetNodeTupleOrder

KETRZETHATIRER, EATIR I, BELTEPLERSEES.

i

"89EF6CAA-958F-F32C-BE45-FE003C6DEQS7",

"http://xxxX.XXX/XXX.Ccsv"

HIRER

User not authorized to operate
on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

The specified resource does not
exist.

The request processing has
failed due to some unknown
error, exception or failure.

You are not authorized to use
this resource.

e
Hi
[

P RBHRTIZIEEM B EIIRAM
R,

FERERE, TERNTZEE

ERFNERAEE.

REREEIR .
TEAR 718 L B2 R

1RO LATEOpenAPI ExplorerP BHiEiz{Ti%E N, @EFBIHESZWAEM, BTG, OpenAPlExplorera]
PA B 54 B SDKAL A 7= 45

BEREH
BIR Bl 28
Action String =
Orderld String =
Regionlid String &

ik RBIE R
GetNodeTupleOr RAEMESE ., BUE:
der GetNodeTupleOrder,
1234 T8,
cn-shanghai g,

> XHERRA

20220708


https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=GetNodeTupleOrder&type=RPC&version=2019-03-01

=i AIER- =inAPIZE

MEBEMEEETE

‘m B3] RN iR
Data Struct TREZETHIREREE.
AcceptedMillis Long 1514822400000 THEHEHELSH UNIX FEZ, UEDREA,
CreatedMillis Long 1514736000000 RRXTHHE UNIX BRI &, AERARA,
IsKpm Boolean false EERREFARENZHBE.
Orderld String 1234 I8,
THERE,
HARSEE
APPLYING B,
ACCEPTING Mk,
ACCEPTED A& M1,
OrderState String ACCEPTED
ACCEPTING_FAILED ffl&k M.,
REJECTED B1E4E,
REVOKING #[E &,
REVOKING_FAILED #5514,
REVOKED #{[E %31,
RequiredCount Long 10 ITHEHBENTRZ2BPHE.
89EF6CAA-958F-
Requestld String F32C-BE45- EXKID,
FEOO3C6DE097
Success Boolean true EEMI,
E-Jichiny:):
—— A
B RS EUE
253 > XHRRA: 20220708
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BIR Bt 88
APPLYING N

String Bigd,
ACCEPTING String MEH,
ACCEPTED String iV-3284 18
ACCEPTING_FAILED String MAE KM
REJECTED String [k
REVOKING String ®WEd,
REVOKING_FAILED String HEI KM,
REVOKED String BE AR,

Bl

B Kl
https://linkwan.cn-shanghai.aliyuncs.com/

?Action=GetNodeTupleOrder
&0rderId=12345
s<nHEH>
IEEIREI/RA
xML &I
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>
<Data>
<OrderId>1234</OrderId>
<IsKpm>false</IsKpm>
<OrderState>ACCEPTED</OrderState>
<RequiredCount>1</RequiredCount>
<CreatedMillis>1514736000000</CreatedMillis>
<AcceptedMillis>1514822400000</AcceptedMillis>

</Data>

JsoN &I
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MEBEMEEETE

"RequestId":
"Success":
"Data": {

"OrderId":

true,

1234,
"IsKpm": false,
"OrderState":

"RequiredCount": 1,

"ACCEPTED",

"89EF6CAA-958F-F32C-BE45-FE003C6DEQS7",

"CreatedMillis"™: 1514736000000,
"AcceptedMillis™: 1514822400000
}
}
Ay =
HiRE

HttpCode iR HIRER
User not authorized to operate

400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

. . This operation cannot be
ForbiddenByRiskCont P .

400 ol performed because of security
risks.
The specified resour s not

400 NonExistent .e pecified resource does no
exist.
The request processing has

400 InternalError failed due to some unknown
error, exception or failure.
You are not authorized to use

400 NotResourceOwner

WEEEDOEEESHEIRE,

this resource.

4.15.9. GetGatewayTupleOrder

RENXZEBHATENER, EAIR d RELTENLERETEER.

i

B

[

P RBHRTIZIEFM B EIIRAM
IR,

FERERNE, TERNTZERE

ERFNERAEE.

REREEIR .

TEAR 78 L B2 iR

&I LATEOpenAPI Explorerf BiZiETiZE O, X BITESZWNEI., E17HKINE, OpenAPlExplorera]

PA B 54 B SDKAL A =451

BRSH
BIR et} B WIE ~BE R
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https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=GetGatewayTupleOrder&type=RPC&version=2019-03-01

MBEMEEETE minHRIER- ZRAPIZE

B ESid] ERDIE ~E b
Action Strin o GetGatewayTupl REAMESH., BUE:
9 = eOrder GetGatewayTupleOrder,
Orderld String =3 1234 T&1d,
Regionlid String & cn-shanghai i,
B Bt} ~E iR
Data Struct MEXZLBHIBRER,
AcceptedMillis Long 1514822400000 TEE#GEIT A UNIX BHEE, UERAEAL,
CreatedMillis Long 1514736000000 RRUWMTRE UNIX BV B&, DEDREA,
Orderld String 1234 TIT&1d,
THREIRE.
OrderState String ACCEPTED
SEZTRRTRE
RequiredCount Long 10 THHBENNXZESZHHE,
89EF6CAA-958F-
Requestld String F32C-BE45- EKID,
FEOO3C6DEQ97
Success Boolean true EERN.
E-Jichinl:
TaRERE
B Eid) 18R
APPLYING String BiEP,
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MEBEMEEETE

B

REJECTED

ACCEPTING

ACCEPTING_FAILED

ACCEPTED

REVOKING

REVOKING_FAILED

REVOKED

Zy]
BRI

https://linkwan.cn-shanghai.aliyuncs.com/

?Action=GetGatewayTupleOrder

§OrderId=1234
NESH>

1E & IR B 7R
ML &R

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

<Data>

<OrderId>1234</0OrderId>
<OrderState>ACCEPTED</OrderState>

String

String

String

String

String

String

String

<RequiredCount>1</RequiredCount>

<CreatedMillis>1514736000000</CreatedMillis>
<AcceptedMillis>1514822400000</AcceptedMillis>

e

B4,

mEP,

MERM

R

BEp,

i (EES

BERLI.

</Data>
JsoN &I
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R RIER- =i APIZE

"RequestId": "89EF6CAA-958F-F32C-BE45-FEOO03C6DEO97",
"Success": true,
"Data": {
"OrderId": 1234,
"OrderState": "ACCEPTED",
"RequiredCount": 1,
"CreatedMillis": 1514736000000,
"AcceptedMillis": 1514822400000
}
}
Ay =1
Hizh
HttpCode HIRG HIRER
User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.
. . This operation cannot be
ForbiddenByRiskCont P .
400 ol performed because of security
risks.
. The specified resource does not
400 NonExistent € 5p
exist.
The request processing has
400 InternalError failed due to some unknown
error, exception or failure.
You are not authorized to use
400 NotResourceOwner .
this resource.
MmaEET L EEELSHIRSE,

4.15.10. CountNodeTupleOrders

it 24 51 B
i

ik
R PRBRITIZRIER B ENRAM
R,

FERERNE, TERTZERE

BERFNBRAEE.

WEBEEIR .

FAR T i8] 1t B2 R

FPERSARINTRAZETATIENE, UEERITFELERFERSHNIE,

RO LATEOpenAPI Explorerh B 2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 5 SDK BB R4l

EREH

B

Bk w~BIE

> XHERRA

20220708
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https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=CountNodeTupleOrders&type=RPC&version=2019-03-01

RiFARIER =inAPIZE YMEBENEEEEE

Bm i) BRIk A R
NES :
. ) CountNodeTuple REAESH, BE
Action String = CountNodeTupleOrders,
Orders
Regionid String = cn-shanghai i
isKpm Boolean = true HI 2B EKPMETA RN IR, 2F5R2R
- SFEARENTE,
. TaRKgiRIE, ERERALSE, U
States.N SpreatL' & ACCEPTED FRANIERSHTE,
22T BRSEE
KRR
T RRSEE
B Eid) L]
APPLYING String BiEd,
ACCEPTING String mET,
ACCEPTED String AR
ACCEPTING_FAILED String MAE KM
REJECTED String [SEi=EEN
REVOKING String wWeEd,
REVOKING_FAILED String BE LM,
REVOKED String eI,
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B e} ~BIE R
Data Long 42 HREREFGNIEHE.

89EF6CAA-958F-

Requestld String F32C-BE45- EKID,
FEO0O3C6DE097
Success Boolean true EEMI,

~Bl

IERGR
https://linkwan.cn-shanghai.aliyuncs.com/
?Action=CountNodeTupleOrders
&State.l1=APPLYING

&State.2=ACCEPTING
&IsKpm=false

sAHBE

IE &R ERE
xvr, M
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>
<Data>42</Data>

JsoN &=

"RequestId": "89EF6CAA-958F-F32C-BE45-FEOO03C6DEO97",
"Success": true,
"Data": 42

iR

HttpCode HIRE RIR{ER 3

[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

BPRBHRTZIEEMEEIIRAM
R,

This operation cannot be

performed because of security GERENE, TERTZERE
risks.

ForbiddenByRiskCont

400
rol
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HttpCode HIRE HIRER 3

[

The request processing has
400 InternalError failed due to some unknown AEREEIR o
error, exception or failure.

WREETLEEESHIRN,
4.15.11. GetGatewayTuplesDownloadUrl

MxzewATREHELE, WALEOTLERR—PTHEE, RS — SV X, HPEHET
MERAEZAFINXZETA.

iFid

R o] LATEOpenAPI Explorerh Bi%iz1TiZi& 0, B UHESLNEM. ETMINE, OpenAPI Explorerd]
PAE 4 R SDKAA IS R 41,

=3 kY
BREH
B e} =AWk ~E iR
Action Strin o GetGatewayTupl REMESH, BE:
9 = esDownloadUrl GetGatewayT uplesDownloadUrl,
Orderld String = 1234 I&gd,
Regionid String 5 cn-shanghai s,
B B3] ~IME iR
. http://xxX.xxx/Xxx.c A — <
Data String P W %2R A TS,
89EF6CAA-958F-
Requestld String F32C-BE45- 1E3KID,
FEOO3C6DEQ97
Success Boolean true EEEN.

Bl
BRI
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MBEMEEETE SR FRIER ZinAPIZE

https://linkwan.cn-shanghai.aliyuncs.com/
?Action=GetGatewayTuplesDownloadUrl
&0rderId=1234

sRHBE

1IEEIRERA
ML &=

<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>
<Success>true</Success>
<Data>http://xxx.xxx/xxx.csv</Data>

JsoN &=

{

"Data":"http://xxx.xxx/xxx.Ccsv",

"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DE097",

"Success":true

}

i

HttpCode A=t HIRER R
User not authorized to operate . P
. - PEISE B RERTZRIEF B ERAM
400 ForbiddenByRam on the specified resource, or this R
API does not support RAM. °
This operation cannot be
ForbiddenByRiskCont _
400 r(())lr idcensyrisidon performed because of security FEZENE, TERITIZERE
risks.
The specified resource does not s
400 NonExistent exist pect! . BERENEBRAEFE.
The request processing has
400 InternalError failed due to some unknown HEBEEIR .
error, exception or failure.
Y t authorized t ke y
400 NotResourceOwner O,u are not authonzed to use ToRU a5 R
this resource.
The order on gateway tuple
400 GatewayTupleOrder downloading is not approved. METATRGEEMEL, TiE

NotAccepted

You cannot download the
gateway tuple.

THRMXTAH,

4.15.12. CountGatewayTupleOrders
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=i AIER- =inAPIZE

MEBEMEEETE

FRULAAFPKSERRINXZEBPTENHNE, THEERTFERSHIE,

i3t

R LATEOpenAPI Explorerh B 2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]

PAB 4 A SDK BB R4l

BRESH
B Bt} EE Wk ~BIE R
Action Strin o CountGatewayTu AAAMESH., BE:
9 = pleOrders CountGatewayTupleOrders,
Regionid String 5 cn-shanghai hihcd
. TERBITRGIER, EXERLSE, W
States.N Sfpeat"' & APPLYING FERFHEREH L,
SETRRESERE
XK RHEA
THERSERE
B A 88
APPLYING String BiEd,
ACCEPTING String MAEH,
ACCEPTED String MAE I
ACCEPTING_FAILED String MR KM,
REJECTED String SN
REVOKING String wWEd,
REVOKING_FAILED String L (EES
REVOKED String BRI,
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iR [o] &7

E=4 7 e 3id) ~IE R
Data Long 42 HRRSTREFHNITEHNE.

89EF6CAA-958F-

Requestlid String F32C-BE45- 1&KID,
FEOO03C6DEQ97
success Boolean true 25/,

N

HRRA
http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CountGatewayTupleOrders
s<DHFERSH>

IEFIRE 7RG
xR

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>
<Data>42</Data>

JsoN &

"RequestId": "89EF6CAA-958F-F32C-BE45-FEO03C6DE097",
"Success": true,
"Data": 42

HIRG

HttpCode AT HIRER P!

Bt

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

RPRBRITZEE B EIRAM
IR,

This operation cannot be

performed because of security FaERENR, TERTIZIRE
risks.

ForbiddenByRiskCont

400
rol

The request processing has
400 InternalError failed due to some unknown AEREEIR o
error, exception or failure.
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mEEED LD EEESHEIRD,

4.15.13. CheckUserChargeStatus
WE R RERS,
RS

O] AfEOpenAPI Explorerp Ei%IE1Ti2#E 0, REBHESZNEN., BTMIE, OpenAPIExplorera]
PAB 14 B SDKR BB R 41,

s=E 3
BREH
BIR e} =AWk ~BE b
Action Strin o CheckUserCharge  RAFESH, BUE:
9 = Status CheckUserChargeStatus,
B ESid] ~E HR
AP RERS,
Data String NORMAL NORMAL: IE&
ARREARAGE: X ZERZS
89EF6CAA-958F-
Requestld String F32C-BE45- 1BXKID,
FEOO3C6DEQ97
Success Boolean true 2EMIN.

ENL]

HRRHB
http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=CheckUserChargeStatus
s<DNHIERSEH>

IEEIREIRE
xvr, M

<Data>NORMAL</Data>
<RequestId>89EF6CAA-958F-F32C-BE45-FEO03C6DE097</RequestId>

<Success>true</Success>

JsoN &=
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MBEMEEETE

R RIER- =i APIZE

{
"Data":"NORMAL",
"RequestId":"89EF6CAA-958F-F32C-BE45-FEO03C6DEOS7",
"Success":true

}

IR0
HttpCode HIRG HIRER

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

This operation cannot be
performed because of security
risks.

ForbiddenByRiskCont

400
rol

The request processing has
400 InternalError failed due to some unknown
error, exception or failure.

WEEED O EEESHEIRD,

o
B
44

P RBHRTZIEEMEEIIRAM
R,

FERERE, TERNTZEE

WEBEEIR .

4.15.14. ApplyRoamingjoinPermission

& A ApplyRoamingjoinPermissionEi 15 ;2 I .

PR %1 52 BA
o BPERKSHTETEHEN—,
o BAERKSHMLEONSVIERE (QPS) FAMRFIHS,

@ 38 RAMAPHEE=MEEKSEL.

iEi

O] LAfEOpenAPI Explorerh Hi%IE1Ti%#E 0, REBHESZHNEN., BTMINE, OpenAPlExplorera]

PAB 514 B SDKR BB R 41,

nPermission {&: ApplyRoamingjoinPermission,

ZHEEIEFEABLoRaWAN ClasstER, ,

\: P~y
BREH
e e 2Bk ~EIE iR
) . .
Action String = ApplyRoamingjoi RAMESH., B
ClassMode String = A

BUE: A. B. C,

> MA4RRZA: 20220708

266


https://error-center.aliyun.com/status/product/LinkWAN
https://api.aliyun.com/#product=LinkWAN&api=ApplyRoamingJoinPermission&type=RPC&version=2019-03-01

=i AIER- =inAPIZE

MEBEMEEETE

B

FregBandPlanGro
upld

JoinPermissionNa
me

RxDelay

DataRate

BAAPIEY, BRTANNABNZAPHEEIERSH, EFEANIHIEK

HBHXH.
G §
AR

Data

Requestlid

Success

Bl
&R

Long

String

Long

Long

String

Boolean

fali
o

falit

[l

iy

7|

ik RBIE

102

IR

TBIE

1234

89EF6CAA-958F-
F32C-BE45-
FEOO3C6DEQ97

true

e
B
it

REFEIEMEANMERID, BUE:
e 102: CN470584f.,
e 101: CN470R4R,
e 201: AS923@4#.

RESIERR, FPX., EXFE,
FHTHE (L) , KERH4~307MF
&, =X ERNFH.

Class ARy E AR B, EUESEE
1s~15s,

YClassModeBUEABE, REBHETT
WE, BYEEEO~5,

%

., RFEBERSHGE, BSAL

EiEipu

ZIEFEIENID,

P = 9IZIE R E R B HE—ARIRF

ETEAKN. REE:
e true: FEAMII.
e false: FAKLMK,

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=ApplyRoamingJoinPermission

&ClassMode=A

&FregBandPlanGroupId=102
s&JoinPermissionName=3Z{EZIE1

<D HIFRBEH>

IEEIREIRE
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MBEMEEETE minHRIER- ZRAPIZE

xML &I

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>
<Success>true</Success>
<Data>123</Data>

Json &=

"RequestId": "89EF6CAA-958F-F32C-BE45-FEO03C6DE097",
"Success": true,
llData": "123"

xS

HttpCode A= HIRER

%
B
[

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

B P RERITZRE B ENRAM
IR,

This operation cannot be

ForbiddenByRiskCont -
400 r(())lr idcensyRisidon performed because of security BEZENXKE, TERTZRE
risks.
Th ified d t s
400 NonExistent exiitSpGCI ed resource does no BERENERAEFE.
ExceedRoamingJoinP The maximum number of
400 T 9 roaming join permissions is B HIEFEIE RS IRER
ermissionLimit
exceeded.
400 Join?ermissionName The specified joir] permission AREFERES
Duplicated name already exists.
400 InvalidName The specified name is invalid. BIRAEE
The f lani
400 InvalidFreqBandPlan e frequency band plan is R RI AT A

invalid.

WREETLEEESHIRE,

4.15.15. SubmitGatewayTupleOrder
BARAZEORINXZHNBIELE,

RS

R o] PATEOpenAPI Explorerd BEi%iE1TiZi& 0, X HESZNEM. E1TMINE, OpenAPIExplorerd]
PAE B4 A SDKAL A =41,

BERSH
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RinFRIER- 20 APIZE MENZEEEE
B ESid] ERDIE ~E b
Action Strin o SubmitGatewayT ZENESH, B
9 = upleOrder {&: SubmitGatewayTupleOrder,
RequiredCount Long 2 2 ZHBENNXLZEZHNHE.
WX ZEHER,
® singlechannel: KRR (B@EE) .
TupleType String = noncontractual o standard: ARMEER.
e hybrid: &R (Hybrid) ,
e noncontractual: SiEhR,
IR [B] ¥ iF
B Bt} ~E iR
Data String 12345 TEID,
89EF6CAA-958F-
Requestld String F32C-BE45- EKID, MEZ=AZIERERBE—IRRR .
FEOO3C6DEQ97
ERFARY.
Success Boolean true

Zn']
BRI

e true: FAMIN.
e false: FHAXMK.

http(s) ://linkwan.cn-shanghai.aliyuncs.com/?Action=SubmitGatewayTupleOrder

&RequiredCount=2

&TupleType=noncontractual

s AHIFEREH

1EEIRERA
xML &R

269
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MBEMEEETE

R RIER- =i APIZE

HTTP/1.1 200 OK

Content-Type:application/xml

<SubmitGatewayTupleOrderResponse>
<Data>12345</Data>

<RequestId>89EF6CAA-958F-F32C-BE45-FE003C6DE097</RequestId>

<Success>true</Success>

</SubmitGatewayTupleOrderResponse>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"Data" : "12345",
"RequestId" : "89EF6CAA-958F-F32C-BE45-FE003C6DEO97",
"Success" : true

HixE
HttpCode HIRY HIRER

User not authorized to operate
400 ForbiddenByRam on the specified resource, or this
APl does not support RAM.

Thi ti t
ForbiddenByRiskCont Is operation cannot be .
400 ol performed because of security
risks.

The request processing has
400 InternalError failed due to some unknown

error, exception or failure.

CloudProductNotAct The Link WAN service has not

400 . .
ivated been activated.
. The feature has not been
400 FeatureNotActivated )
activated.
400 ExceedGatewayTupl The maximum number of
eLimit gateway tuples is exceeded.

mEEED LD EEESHEIRD,

Hi

S8

RPRBHRITIZEF B EIIRAM
IR,

FERENR, TERTZERE

REBEEIR .

KFFi@ Link WAN =73

8 W X ST BRET
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