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e

Pl 2 ZIR BB PR B EAAEZ AP AL, RAERREEFPRIFRORNS,
MBREFVEHERAARNE, BHIZRERTHRRAANAEBEEASTLIAT,

1.

BNH BT ERWigsy i E T RMEEMRAEE T3, REAXYE, BIXEE

TEHENGZEEANLSEY, AXENAERAMEZNREES, BN
BFRENS, REANEZFATERR, EASOETE=ZSREAFRASTH
RELETE=HER.

. REMBZBEAPTEEFY, EURMU. R2ARTIAAFEERD. BF. EFAX

HABZHNEIHEE, AEUMEALTAHERETERENER.

. BFF@RAFR. BEREMERE, AXEHASHRZE, WEREERE

FEMHERT TR ENASTHITERANF, HAEREZRREE DA
KO EHRNRPXE, SNHENXTAPXENRAZEEHEI R RNE
ETH. R AP,

- AXHEREAAFPERREZ T mRRSNSEMRES, WERUT@RRS

B PR . "ERET A UHEriiEe” ARSIREAXE ., WEZERARARN
it EREXRSHRMENONEREEES, EMNESEIBHSBHNAER
SHOERME. EE. ERAM. UEESFAMEETRREERNRIE, EER4.
AR MARNTH . EAREHMAXEMAEEAEERLEFREN, MERR
AEEEAERERE. £EUERT, RERHANEGEEE. FRME. ERKE.
BARM. BHREIFIENIRE, SERPERANGEHRAEMEZNFBRE,
ABERE (AMENEZERSMZFRENTTEL)

. ME=WiG EFrERE, 8FEARTEAE. Fm. BRF. HE. B0, B8, K

IRZRA . MEAEEOREE. MR, HARERZN/HEXKATREMEEMIR
R, SEERRTEMRN. TN, ZFER. BIRES, FEMEZM/HEX
KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
5. BtR. F@mIERSER. 58 BRAR. RS ARRNETSERRES=
HREBIRAI R =M/ HEXEKAT)

. MELRRANEEFAETOER, BESHNEZRNFEERR,
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L=

5 B3

A fE

HH
ZERETERRSBRAREALREEEHY

A fRE
B, RESHASHESER,

EERMFBERAPERERE.

=&
s ZEEREEURSEERFEALTEE
- - ERREBERIS T, REWSE
£ , IES HEEER, A ’
EWE, IESRABHEEER iy
) HEX
=1 FERER. HIA%, 2R MR s .
D #ERB ?ﬁm%é IARES, RRPLA RERER, HBSERLEESH
° BR,
@ 8
5 FHRIRE., RELK. B0%, AL
@ o gpggﬁéng* T (5t T BT CL e At R E0
’ ° #,
> SRFEEBM, BHERE>S NE> REMEZRY
i FRIRE. B THEBINREUTE, EERBINTE, REHRE.
Courier=1k SSHAR. 47 cd /d C:/window %<, #HA
Windows &4 X 43,
bae log list --instanceid
AL ERBH. TE,
Instance_ID
%% [alb] ERTE, BERE—A, Al
{} & {alb} RRDIER, EZEE—, switch {active|stand}
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Android SDK- T2 &

1.1TRk&

BT LAME MBS R AIANdroid SDK, FERBIRES ZiRHINEEIEEE, SOKEFRENKEM. 9
IMUEECANEIE ETTRNEOFRE.

Android SDK Demo

Android SDKigfitDemo, Ht#R&EERH ., BEHTHANdroid SDK Demo, TEHARDemoXsBUAEE A H 4+
YFOI1pY, LinkKit SDK ApiReference £M.:  LinkKit AP,

[
1. 7ZEANndroid T B R THbuild.gradle EMEEEX D, MARE=CEML, BHITEEREE.

allprojects {
repositories {
jcenter()
google()
/| AR =€ FEit
maven {
url "http://maven.aliyun.com/nexus/content/repositories/releases/"
}
}
}

2. FEERA] build.gradle &, FHANSDKEHKER, 3| SDK :iot-linkkit

compile('com.aliyun.alink.linksdk:iot-linkkit:1.7.2")
compile('com.aliyun.alink.linksdk:public-channel-core:0.7.7.1'")
compile('com.aliyun.alink.linksdk:iot-device-manager:1.7.2.2')

BAkE
BEBENHE% Demo /app/proguard-rules.pro X 44

> XAIARA: 20210425 5


https://gaic.alicdn.com/ztms/android-linkkit-demo/IoTDeviceSDKDemo.zip
https://files.alicdn.com/tpsservice/64be8487cc5d8fe6d3c84e4dc9a93c17.pdf?spm=a2c4g.11186623.2.12.615d3c94FJdA9U&file=64be8487cc5d8fe6d3c84e4dc9a93c17.pdf
http://gaic.alicdn.com/ztms/android-iot-linkkit-sdk/api/com/aliyun/alink/linkkit/api/ILinkKit.html

Android SDK- T2 &

# linkkit API

-keep class com.aliyun.alink.**{*;}

-keep class com.aliyun.linksdk.**{*;}

-dontwarn com.aliyun.**

-dontwarn com.alibaba.**

-dontwarn com.alipay.**

-dontwarn com.ut.**

# keep native method

-keepclasseswithmembernames class * {
native <methods>;

}

# keep netty

-keepattributes Signature,InnerClasses

-keepclasseswithmembers class io.netty.** {

*,
b

}

-keepnames class io.netty.** {

*.
I

}

-dontwarn io.netty.**

-dontwarn sun.**

# keep mqtt

-keep public class org.eclipse.paho.**{*;}
# keep fastjson

-dontwarn com.alibaba.fastjson.**
-keep class com.alibaba.fastjson.**{*;}

# keep gson

-keep class com.google.gson.*™ { *;}

# keep network core

-keep class com.http.**{*;}

-keep class org.mozilla.**{*;}

# keep okhttp

-dontwarn okhttp3.**

-dontwarn okio.**

-dontwarn javax.annotation.**
-dontwarn org.mozilla.**

-keep class okio.**{*;}

-keep class okhttp3.**{*;}

-keep class org.apache.commons.codec.**{*;}
-keep class com.aliyun.alink.devicesdk.demo.FileProvider{*;}
-keep class android.support.**{*;}

-keep class android.os.**{*;}

6 > SCRYRRAS: 20210425
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2 ANIES &

R BUET#-IT SOK FIIRL, BINRES minHEER,

REHIAIE

SDKZHFERFINE RINT

REBEHRINE

REZBHANEANEREEERYEN LN FTEFRFSMABIProductkey, DeviceName,
DeviceSecret #{TIREFIANIE, BMREVNREBHRE—H, BVNFLIA—MRELEASESHI—MEET
BB,

E: AMERRERHHRR A=A,

FAREFELMNEMRBNREERTFEERXEE, HMREHREKN, MRAHNHMEERMENFEES

KM, BAFREZEFBRNSDKETVIGEK. MBSDKAIIBLMY, HENEERNEEVEMES, 25
WMREANZRESEEZNF, BASKSBHNRHERMENES.

IR ARBU TAR:
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Android SDK-

/**
“IREIRE=TTARR
*/

Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey;// = m3EE!
devicelnfo.deviceName = deviceName;// i & &R
devicelnfo.deviceSecret = deviceSecret;// I8 & %R
/AN EAdeviceTokenflclientI DEZEMEXM TS, A& deviceSecretFEIEE Jinull
[[—R—ZRAR B M2 EERKEEIREdeviceToken, clientldXFEME, X MEMdeviceDynamicRegist
eriZMiR[E
MqttConfigure.deviceToken = deviceToken;
MqttConfigure.clientld = clientlid;
/**
*IEEIRFHAINTIEREE, BESENSREIZIEREE—
*MRXBAARBYEAIE, YMIERREE SIS HEXESENIEE.
*ARPIERMER EREOZE, MERSEEXBIERE.
*/
Map<String, ValueWrapper> propertyValues = new HashMap<>();
/] A
// propertyValues.put("LightSwitch", new ValueWrapper.BooleanValueWrapper(0));
loTMqttClientConfig clientConfig = new loTMqttClientConfig(productKey, deviceName, deviceSecret);
LinkKitInitParams params = new LinkKitInitParams();
params.devicelnfo = devicelnfo;
params.propertyValues = propertyValues;
params.mqttClientConfig = clientConfig;
/**
* IRE VIR
* onError ¥R LEREXKK, FEAFEIRVIEL. MEMSERRS MG LR,
* onlnitDone #IA LA IH
*/
LinkKit.getInstance().init(context, params, new ILinkKitConnectListener() {

@Override

public void onError(AError error) {

/| AR error Bl SHIIALEEIRIZ R

}

@Override

public void onlnitDone(Object data) {

[/ ¥R RTIH data (EATRE S

}

b;

LFENRBSKIANEEDREN TS LSRN ALY, MRENIFMUTEEERHER W, BA
FENEENEAHTER:

NP SSK ]|
ANHEIFNEZER A {ProductKey}.iot-as-matt.RegioniD.aliyuncs.com", EBJRegionIDENEE
BBt s, EHEMETIAM “ "hEE, FEIRNEMENEERXMRESHAZAENAE

S E T T EE, B X BEANRegionD—EEM~ REAZENEER, tin "#£&R2 (L
#) " B9RegionIDN A cn-shanghai, RIZF-@EIProductKeyZabc, BBARMFEALHEZ AN abc.iot-
as-mqtt.cn-shanghai.aliyuncs.com

el sEfl

AYRRA: 20210425


https://help.aliyun.com/document_detail/40654.html

Android SDK- A 5 i%E5

FPREARGWSEHDPEELMANEAURL, FBSLAXE "LOEE" pi "EELFREHTR" ETT

A
R EEXFIFE, EPMQTTEANEZ M TEHAR:

AT S (Endpoint)

MQTT CoAP HTTP

MQTT IR

iot-auth-global.aliyuncs.com

MQTT RN

VPC RLEL2IHT = (Endpoint)

MQTT AMQP ZIRAPI

MQTT ZEREA

AMQP

iot-cn-z2q1n -vpc.matt.iothub.aliyuncs.com

iRAPI

NFERTEWSEFNAR, BiRMAdemoBTRETNETEEMENTES, BTHdemoZ ERER

app/src/main/res/raw/deviceinf o34 fiendpoint &8 B 2 SLHIHIE.

HF&/MR &M DeviceName, DeviceSecretFi 2 AR, BN REFEZ L AEMEIEREAFDNIRESR
PEERE, ATEK BrF&0REZRREEE, MESYBEMEARETHISEMRNSE.

AT IRBE L BIRS T ProductKey, ProductSecret, H{ERIREEENENE—IRIRBEE
DeviceName, E&E FiZEHIMACHIEEEE SN, BT ProductKey, ProductSecret¥E—N = RNFEIRSE
Ri#MEREELN, MESNEREZENEBEERSMACH I ESN, FFLAT &L ProductKey,
ProductSecret BMLEIREME S+, XMEBKRERE BEFEZ LLEREIREEH.

HAEMIE S N =inREIE EHDeviceSecret, AJF18 &8 SDK¥I 1A £ A _EE MR B HIAES R if1T
BEBINE, BREEAREZHEEYENIERINZE, HTFEZEEREEAARFEREFREIHTMIR
EXDeviceSecret, FrLAREEE R F M DeviceSecretiF A FHE, HFRRSHGTOTAHE. BEE

BRZENAEHE.

THEHRHMNSEM I RE:

> MAYRRZA: 20210425


https://help.aliyun.com/document_detail/147356.html
https://linkkit-export.oss-cn-shanghai.aliyuncs.com/demo4instances/android/IoTDeviceSDKDemo.zip

Android SDK-

[] #iHE — B —BINEEMHE IR #HH
/**
AR hAEMRRTY, RELELZE, FEBRITHSEMN, iEsEEEIMEIRES.
* AARERENEAESELIEEEET EREUTdeviceSecret, RERBINERTEH
* AR EMEOXIREdeviceSecret
*/
Devicelnfo myDevicelnfo = new Devicelnfo();
myDevicelnfo.productKey = productKey;
myDevicelnfo.deviceName = deviceName;
myDevicelnfo.productSecret = productSecret;
LinkKitInitParams params = new LinkKitInitParams();
params.devicelnfo = myDevicelnfo;
[ &Eoh&EMIER path #3537, 2 FEREIAENA]
HubApiRequest hubApiRequest = new HubApiRequest();
hubApiRequest.path ="/auth/register/device";
LinkKit.getInstance().deviceRegister(context, params, hubApiRequest, new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
// aRequest B F B9IEREIE
if (aResponse != null && aResponse.data != null) {
ResponseModel<Map<String, String>>response = JSONObject.parseObject(aResponse.data.toString()

new TypeReference<ResponseModel<Map<String, String>>>() {
}.getType());
if ("200".equals(response.code) && response.data != null && response.data.containsKey("deviceSecret

") &&
ITextUtils.isEmpty(response.data.get("deviceSecret"))) {
devicelnfo.deviceSecret = response.data.get("deviceSecret");
// getDeviceSecret success, to build connection.
/] A1k deviceSecret A BB IHEEE
//TODO AR ZEERBLMARIHTANIGEN=THER, ATEENEE
/| FRIh3KEX deviceSecret, JHR#IANIEOEEE
// TODO A& &AL EEL
}
}
}
@Override

public void onFailure(ARequest aRequest, AError aError) {
Log.d(TAG, "onFailure() called with: aRequest =[" + aRequest + "], aError = [" + aError + "]");
}
H
[] ###HHaE —R— RN AEME OISR ######

@ B8 BHi%RSSDKR IS LSk A BTN A AT M I AL.

% 88 R SEM

XA FoHSEN, XENRANSIMERAZTEMAERE RANdeviceNamey, LA BZERZEROCE
{g EdeviceNamei% & . ZaIASEMIE QR ENERAE & deviceSecret, MR E A& deviceTokenfl]
clientid, INMEZBENMESERT, SEIERNE, SEEHEHEFEHISEMINGE.,

10 SRYPRA: 20210425



Android SDK-

HSERRIRERZ G, FEMAINOANSEMSEE, MRNSEMI, cTUAEMEZ FRITEE
HinE, BEAa2EdemoXHl, FTERRBR:

MqttInitParams initParams = new MqttinitParams(productKey, productSecret, deviceName, deviceSecret, M
gttConfigure.MQTT_SECURE_MODE_TLS);
initParams.registerType = "regnwl"; // —E—%FHH
LinkKit.getInstance().deviceDynamicRegister(this, initParams, new IOnCallListener() {
@Override
public void onSuccess(com.aliyun.alink.linksdk.channel.core.base.ARequest request, com.aliyun.alink.link
sdk.channel.core.base.AResponse response) {
AppLog.i(TAG, "onSuccess() called with: request = [" + request + "], response =[" + response + "]");
// response.data is byte array
try {
String responseData = new String((byte[]) response.data);
JSONObject jsonObject = JSONObject.parseObject(responseData);
String pk = jsonObject.getString("productKey");
String dn = jsonObject.getString("deviceName");
/| —E—E%RIRE
String ci = jsonObject.getString("clientld");
String dt = jsonObject.getString("deviceToken");
if (!TextUtils.isEmpty(clientld) && [ TextUtils.isEmpty(deviceToken)) || (! TextUtils.isEmpty(deviceSecre
) {
// TODO by user XBAXJ3MIAAED, FERALERIFAKRIINEEE, HiRappBEREREFEHENHELRSEE
BYE|
destroyRegisterConnect(true);
}else{
showToast("—E—Z R AT EMMINEK, REEETLM " + responseData);
destroyRegisterConnect(false);
}
} catch (Exception e) {
showToast("—&—ZF & AhAEMRINEK, REIFKIERESTH");
e.printStackTrace();
destroyRegisterConnect(false);
}
}
@Override
public void onFailed(com.aliyun.alink.linksdk.channel.core.base.ARequest request, com.aliyun.alink.links
dk.channel.core.base.AError error) {
AppLog.w(TAG, "onFailed() called with: request =[" + request + "], error =[" + error + "]");
showToast("—&—ZHATHEEMEN " + error);
destroyRegisterConnect(false);
}
@Override
public boolean needUISafety() {
return false;
}
b;
[/ BT SR sh A EMERE, HEREE
private void destroyRegisterConnect(final boolean needConnect) {
new Thread(new Runnable() {
@Override
public void run() {
try {
LinkKit.getInstance().stopDeviceDynamicRegister(10 * 1000, null, new IMqttActionListener() {

MAYRRA: 20210425 11
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@Override
public void onSuccess(IMgttToken iMqttToken) {
AppLog.d(TAG, "onSuccess() called with: iMqttToken = [" + iMqttToken +"]");
}
@Override
public void onFailure(IMqttToken iMqttToken, Throwable throwable) {
AppLog.w(TAG, "onFailure() called with: iMqttToken =[" +iMqttToken + "], throwable = [" + thro
wable +"]");
}
1;
} catch (Exception e) {
e.printStackTrace();
}
}
}.start();
}

@ 38 REEBNHNSEHEIREER( L8 ST T .

ID2iZ FIAIE

REZFERNIDBENTEERALIFARELWIE, REVVANFETHZHTER., TAREELS
U4 B /A H LA BY SDKEN IR L B BHE R 2R MBNREIRE

/**

* mimBIREER ITLS INEA AR ERARM A a1k

*ERBET ID2 #1%

*/

loTMqttClientConfig clientConfig = new loTMqttClientConfig(productKey, deviceName, deviceSecret);
clientConfig.channelHost = productKey + ".itls.cn-shanghai.aliyuncs.com:1883";
clientConfig.productSecret = productSecret;

clientConfig.secureMode = 8;

linkKitInitParams.mqttClientConfig = clientConfig;

15 > STRYBRA: 20210425
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Xt FEWEEF, HEFEFRMproductKey, E#EEAID2AINIEFZBNT], ID2IAIESE S o] ATE RV L4 &
REX, WTEMAR:

2M2IET S (Endpoint)

MQTT CoAP HTTP AMQP Zxim AP = ID?

D2 $sl &tttk

iotid.console.aliyun.com

ID* JAIEShHE

iot-cn-z2q1t .id2.iothub.aliyuncs.com

RIS EIEBINIEE 1% & Zl client Config.channelHost B ],

SDK R{1ta#&

MRFEEHEDBE, BRAUTED. ROBEARSED, FEHBRINtNEHME, L—RE9deintEEHIT
. MRIEFAEdeinit BIHEHITING, ERENtEK, EEintth =R E Nt KKEH,

/| BGHEEM notifyListener, notifyListenersd REFEMHIEHRERR— TR

LinkKit.getInstance().unRegisterOnPushListener(notifyListener);
LinkKit.getInstance().deinit();

EERSEIT
NEBBRRRENLTAER, SHTROFERE, TURBUTHRE.

> MAYRRZA: 20210425 13



Android SDK-

IConnectNotifyListener notifyListener = new IConnectNotifyListener() {
@Override
public void onNotify(String connectld, String topic, AMessage aMessage) {
/| i TITEIREERE
[/ connectld %E#E! topic T1T topic; aMessage T{TEE
[ BEfERI0 T
//String pushData = new String((byte[]) aMessage.data);
// pushData 7=fil {"method":"thing.service.test_service","id":"123374967","params":{"vv":60},"version":
"1.0.0"}
// method BRS3£E!; params F#EIERE
}
@0Override
public boolean shouldHandle(String connectld, String topic) {
[ ERRBERRIEEA topic B TF{TEUE
/| ARFRIBE Mtopic, MonNotify REUREIIFtopick TITEkIE
return true; //TODO RE I RIBERIEE
}
@Override
public void onConnectStateChange(String connectld, ConnectState connectState) {
/] MEHEERBREIR RS T HENR, AFEEIRESE SDK ConnectState
}
}
[EMTTER, SFEKEZNRESHRE FTHE
LinkKit.getInstance().registerOnPushListener(notifyListener);
[[BUE TR, SERFRNEIMNEE—IHER
// LinkKit.getInstance().unRegisterOnPushListener(notifyListener);

EZIHEE
HETSAE MU TR, RABRXAN, FRETUREEAHRMRE

LinkKitInitParams params = new LinkKitInitParams();
/[ ... HERBESHFSFNINESH—, UTEMENEESH
[**
IR BB DRI BT SAPPRIT
* BEHERTANVAPPAS RN ZKEIG EHINIR
*/
loTDMConfig ioTDMConfig = new loTDMConfig();
/| RERBRAHBIEIE, RRIARFHE,
/| BRZEESENHASHBECoAPEXIER, IR&FEAITREFTMHEMESNNALRI. 4E. 126, KiflenableThi
ngModelFF /3
ioTDMConfig.enableLocalCommunication =false;
/| REBRYIEEIINE, MRTHE, SMEEhREARZE
[[BRNFFB, FRZEIntAEZSFIMIRETEN (BREREHEER) SERZEZAREonlnitDone
ioTDMConfig.enableThingModel = false;
/| BERAMXILIHEE
[[ERARFE, FFRZE, MIRMRIHMESYIRARXIER, RINGmHRMXFIgETIR
ioTDMConfig.enableGateway = false;
// LinkKitInitParams i&&ioTDMConfig
params.ioTDMConfig = ioTDMConfig;

14 STRYBRA : 20210425
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HNBEREASNEERFRSOBEINSE AlarmPingSender

MqttConfigure.pingSender = new UserDefinePingSender();

Hfthig &

BEFX
$TFFSDKAE} B AR X

PersistentNet.getInstance().openLog(true);
ALog.setLevel(ALog.LEVEL_DEBUG);

Mqtt EESH
o B Mqtt Keep-Alive BY[g]

// interval B{ifh
MqttConfigure.setKeepAlivelnterval(int interval);

® (OSIRE

MqttPublishRequest request = new MqttPublishRequest();

[/ Z¥F0F01, A0

request.qos =0;

request.isRPC = false;

request.topic = topic.replace("request", "response");

String resld = topic.substring(topic.indexOf("rrpc/request/")+13);
request.msgld =resld;

// TODO AFRIBLFMERIES RS E

request.payloadObj="{\"id\":\"" + resld + "\", \"code\":\"200\"" + ",\"data\":{} }";

e cleanSession iRE&
loTMqttClientConfig clientConfig = new loTMqttClientConfig(productKey, deviceName, deviceSecret);

/| 3R receiveOfflineMsg = IcleanSession, BRARIZEZ ELHE S
clientConfig.receiveOfflineMsg = true;

o X Eclientld

clientidE X ] LABEE MOTT-TCPEEERS X4,

MqgttConfigure.clientld = "abcdef003d27";

o REmMQtt SDKEFBHEE

> MAYRRZA: 20210425 15


https://github.com/eclipse/paho.mqtt.android/blob/master/org.eclipse.paho.android.service/src/main/java/org/eclipse/paho/android/service/AlarmPingSender.java
https://help.aliyun.com/document_detail/73742.html?spm=a2c4g.11186623.6.590.543f6eebgjEIo4

Android SDK- A 5 i%E5

automaticReconnectizEAtrue, mattZEEMINZE, NREMEZRHEBMqtthisE, SDKSBEIEMHE
Bt, mERIREAfalse, WmattliF 2/, SDKASEBMENEE, SEAFRBEHERSRIR, BCMAE
BB

MqttConfigure.automaticReconnect = true;

BEXHABESL:
if(MgttNet.getinstance().getClient() instanceof MqttAsyncClient) {

((MgttAsyncClient) MgttNet.getInstance().getClient()).reconnect();
}

RESDKH R A S

ALog.i(TAG, "sdk version =" + LinkKit.getInstance().getSDKVersion());

16 > STRYBRA: 20210425



Android SDK- #1#E 2 7 &

3MERTA
WETMERYERINGE, SWEM LR (WLEREERT) . B LR (LRIERBEAHEIR) NRSHE
B (BXzimARESRENERS) .

getDeviceThing() JRE&] IThing # O NES M [Thing ApiReference,

@ 38 WEREEBRAKELE, BEEMAESRINGKSIKPE "ESINEE" STHEMERELE,

RERM
o RERIE LR

/] && £k
Map<String, ValueWrapper>reportData = new HashMap<>();
// identifier E=imEXNEMNME—ITE, valueWrapper2EMENE
// reportData.put(identifier, valueWrapper); // &ERfil, EZERATEEdemo
LinkKit.getInstance().getDeviceThing().thingPropertyPost(reportData, new IPublishResourceListener() {
@Override
public void onSuccess(String reslID, Object o) {
/| B EIRAIN resID & & B 143 R A9 ME—HRIR
}
@Override
public void onError(String resld, AError aError) {
/] B LIRE K
}
b;

o RERERR

// #R¥E identifier FREVHFIMER PiZEHHE

String identifier = "xxx";
LinkKit.getInstance().getDeviceThing().getPropertyValue(identifier);
/| KB EE
LinkKit.getInstance().getDeviceThing().getProperties()

RESEH
o REJHLR

> MAYRRZA: 20210425 17


http://gaic.alicdn.com/ztms/android-iot-linkkit-sdk/api/com/aliyun/alink/dm/api/IThing.html
https://help.aliyun.com/document_detail/96608.html

Android SDK- #11E 2 7 &

HashMap<String, ValueWrapper> hashMap = new HashMap<>();
/| TODO AFRIBEERERIZE
// hashMap.put("ErrorCode", new ValueWrapper.IntValueWrapper(0));
OutputParams params = new OutputParams(hashMap);
LinkKit.getInstance().getDeviceThing().thingEventPost(identifier, params, new IPublishResourceListener() {
@Override
public void onSuccess(String resld, Object o) { // 1 E3RMTh

}
@Override
public void onError(String resld, AError aError) { // E_EIRKK

}
B;

RERS

o R FIRFZIKRELService EX S Service APl Reference,

/| FREVEE 2RI FTE RS
LinkKit.getInstance().getDeviceThing().getServices()

o REMSFMEN

ZIFFERNMEERSE, BIREZRESHMIBRAAR, BASenvicebMcallType FEERR, RFRSERN
allType="sync" ; BLRSZAR callType="async" ., REEMHIZENKINE 2 ETRESBHAKRA L
N=HRSH TR,
o BRERFSERRE
%,IﬂﬂHIiKE’JSLIE”’“ﬂEaﬁ LRIHEMARETRSEANE R, TTHNBERSEFMOKITESD, —|i§2
SBEEMRS, SEMETE RSN IBISIFSE, onProcess 218 WEIN =i FTHNRSE
FH, F—1TBHE Elﬂﬁﬁﬁﬁﬂiﬂ‘ﬁ’] identifier, AP TILARYE identifier (|dent|f|er%£i%TﬁUL}=
Mo EH RS HENRRF, tTUESHTRNNEEXKIENEER B RS
identifier) MARMNLIE, ZiHARRERSHEE, REFEAEWIIRERESE, HRREHNITET
BE, BIEERELR—SZBEERSTHHEN.
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[ AR R LARIB R FRE M B S R BRI RS A LE 23
LinkKit.getInstance().getDeviceThing().setServiceHandler(service.getldentifier(), mCommonHandler);
/| RS % EMhandler
private ITResRequestHandler mCommonHandler = new ITResRequestHandler() {
@Override
public void onProcess(String identify, Object result, ITResResponseCallback itResResponseCallback) {
[ BRI ZHSPIRSIER identify 1&FiHE4HRSE—IRIR result FTRSIFAREIE
// iotResResponseCallback A 2252k SS AR 2 BN =is B4EERES I Demo i3
try {
if (SERVICE_SET.equals(identify)) { // set R+ IRSS AR
//TODO AFZRBELIEFIZOER ZEISENEY
[EEREXREREMEZE, HIRISETERNELE
[ BPRIBELRE R E S S TR E AT XENXEZRE KN
boolean isSetPropertySuccess = true;
if (isSetPropertySuccess){
if (result instanceof InputParams) {
Map<String, ValueWrapper> data = (Map<String, ValueWrapper>) ((InputParams) result).getData()

[/ R =i FEUERE R Th
itResResponseCallback.onComplete(identify, null, null);
}else {
itResResponseCallback.onComplete(identify, null, null);
}
}else{
AError error = new AError();
error.setCode(100);
error.setMsg("setPropertyFailed.");
itResResponseCallback.onComplete(identify, new Errorinfo(error), null);
}
} else if (SERVICE_GET.equals(identify)){ // get R & RS EA
/] PECRIBHRIG EIAEN AL FER, MR NBEEERERHEENE
telse{// AP ENXRSEAR
[/ RIERENRSHARENAIE, REKHRSEXR
OutputParams outputParams = new OutputParams();
// outputParams.put("op", new ValueWrapper.IntValueWrapper(20));
itResResponseCallback.onComplete(identify,null, outputParams);
}
} catch (Exception e) {
e.printStackTrace();
}

}
@Override
public void onSuccess(Object o, OutputParams outputParams) {
/] IR tag: AP fEANRtag, KREME outputParams: FHEIAMINAREILEIE,outparamsZE3aY
}
@Override

public void onFail(Object o, Errorinfo errorinfo) {
[/ BRSS EAERIK
}
b

o FEERSER
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BFREZFAZ—1 RRPCIEA., ARILGER— N TFTHELER, A=iEMARSBERN, TLE
onNotify RBIZIHEH TTRESAR., KBAIZHENTTRSBARZE, BFPRESSIFRSEBX ISR
FAE, NEBZEFENERBNIER, MEAA—ITHELEBEERNERI =R, HARARNT ZHF
FERABENXRRPC, minMNRALSRSEMHETTRHEBEXRRPGEE T, AFPEHARSDKZEEFE
bSO & =

if (CONNECT_ID.equals(connectld) && ! TextUtils.isEmpty(topic) &&
topic.startsWith("/ext/rrpc/")) {
showToast("¥EI=ixm B EXRRPCTFT");
// ALog.d(TAG, "receice Message="+ new String((byte[]) aMessage.data));
/| RE IR EIEIETAF {"method":"thing.service.test_service","id":"123374967","params":{"vv":60},"versio
n":"1.0.0"}
MqgttPublishRequest request = new MqttPublishRequest();
//Z#B50M 1, ZRIA0
// request.qos = 0;
request.isRPC = false;
request.topic =topic.replace("request", "response");
String|[] array = topic.split("/");
String resld = array[3];
request.msgld =resld;
// TODO AFRIBLFMERIES S E
request.payloadObj="{\"id\":\"" + resld + "\", \"code\":\"200\"" + ",\"data\":{} }";
// aResponse.data=
LinkKit.getInstance().publish(request, new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
Log.d(TAG, "onResponse() called with: aRequest = [" + aRequest + "], aResponse =[" + aResponse +"]");
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
Log.d(TAG, "onFailure() called with: aRequest = [" + aRequest + "], aError = [" + aError +"]");

B;
}
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4. BEXMQTT Topici@Ef{s

Android SDK 12t 7 5 Zin K EERNEMAENED, AP oUMERERXEEOSM B EX Topic HXHI
B, IREMNEMEENEE: kM. TR, BUEITH., MRAEERAYEE, JUESXBAEOINS =R
MxRE,

E/miER
MgttPublishRequest 2£#&2E M com.aliyun.alink.linksdk.cmp.connect.channel.Mqtt PublishRequest ,

/| %%
MqttPublishRequest request = new MqttPublishRequest();
request.isRPC = false;
// topic B AR B2 EE .MM topic
request.topic = topic;
// & E qos
request.qos = 0;
/[ data BRI P R E A RVEIE json String
/751 B EIR {"id":"160865432","method":"thing.event.property.post","params":{"LightSwitch":1},"versi
on":"1.0"}
request.payloadObj =data;
LinkKit.getInstance().publish(request, new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
I Zi2 2%
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
/] RERM
}
hH

TFEER

WTRAXERGFEERR, REFORITHATENMopic, MRREMHfTunsbscribe, ITHXRES—EE. BUR
REERZEBEABITRAXMopic, ITRXREZEN, ZiKIEIXNtopickf, FREERAIRE. 1T
Btopic THETIATE IREB2L/E IConnect NotifyListener 8 onNotify &8, MgttSubscribeRequest &2
£ I com.aliyun.alink.linksdk.cmp.connect.channel.MgttSubscribeRequest ,
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Android SDK- £ 7 X MQTT Topici@E(E

/3715
MqttSubscribeRequest subscribeRequest = new MqttSubscribeRequest();
// subTopic i AR B 2 REITIRM topic
subscribeRequest.topic = subTopic;
subscribeRequest.isSubscribe = true;
subscribeRequest.qos = 0; // Z#F0sKE1
LinkKit.getInstance().subscribe(subscribeRequest, new IConnectSubscribeListener() {
@Override
public void onSuccess() {
/1 3TIRB%Th
}
@0Override
public void onFailure(AError aError) {
/[ 3TEIR K
}
b;

BUHITIH
TBIFREqosBY, EEITHAEMqos 05 1,

/] BUHITIR
MqttSubscribeRequest unsubRequest = new MqttSubscribeRequest();
//unSubTopic B AF B2 EEECHITIHM topic
unsubRequest.topic =unSubTopic;
unsubRequest.isSubscribe = false;
LinkKit.getInstance().unsubscribe(unsubRequest, new IConnectUnscribeListener() {
@Override
public void onSuccess() {
/] BUHITIR R Th
}
@Override
public void onFailure(AError aError) {
[/ BUEITIRIRM
}
1;

22
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5.RRPCHE

EEN A

RRPCRIEZF ninBIE ZiwAPIKE— RRPCIAA, ZBAKRLSRENRENWMN, REHSWE—TE
5K topic, FBILAN /ext /rrpc/{messageld}/{rrpc_topic} 58& /sys/{pk}/{dn}/rrpc/request /${msgld}, i&
ZiRBERIZEEE, TR, FHIBLIELER publish 2 /ext/rrpc/{messageld}/{rrpc_topic} &
/ext/rrpc/${msgld}/${topic}, BEFTERNERBIHE LB EITRI M TTtopic, AW R =iFIIRRPCE
FEA,

EEB{SAPI - RRPC
ESRAEHIZ RRPCHED, & M85 & RRPC BHiER,

REZEMEAPI - InvokeThingsService

BYEARRZ X RS BEOSEEYBEMEESEXIRENRENESRESHM AR SRS ER, BITImE
BEEERRPCAIS B K,

ZNREA

AT EBEMRRPOFARENERD, REFWFEXITHRRPCHtopic, HERRERNEE, LEIIEN =K
BER., UTRAARERESCHRSDKAIALTN, BIMQTTEZERKIN,

RRPCiT

${topic} IXERA A A B E X Btopic, f/alpMraiYxxx/test/user/get, EohalpMraiYxxx i B4R &
productKey, testAdeviceName, RARRPCEZ AL EITIH, ELERIG TTEBINNERS RRPCIFH
B topic J9/sys/${pk}/${dn}/mmpc/request /${requestid},

MqttSubscribeRequest subscribeRequest = new MqttSubscribeRequest();
subscribeRequest.isSubscribe = true;
/] ${topic} BEIFABARBEX topic
subscribeRequest.topic = "/ext/rrpc/+/${topic}";
LinkKit.getInstance().subscribe(subscribeRequest, new IConnectSubscribeListener() {
@Override
public void onSuccess() {
/[ TR h
}
@Override
public void onFailure(AError aError) {
VBRI ES
}
);

RRPCKIFFIEIE
ZIERRPCIE R ATIAE AT ISR B0 12 IRE], BEAEIRE MtopiclBR AT,
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/| ZT BRI TTEITEEEO
LinkKit.getInstance().registerOnPushListener(notifyListener);

/**
* TR, =isMQTT FTHIENSED X ERER
*/

private static IConnectNotifyListener notifyListener = new IConnectNotifyListener() {
[**
* onNotify it & Fi1EE shouldHandle ;& G15E R EX M topic
* @param connectld ZEEER, XBHETRE K connectld == ConnectSDK.getInstance().getPersistentC
onnectld()
* @param topic F{THtopic
* @param aMessage TITHEIERE
*/
@Override
public void onNotify(String connectld, String topic, AMessage aMessage) {
String data = new String((byte[]) aMessage.data);
/] RE IR EIHIERA data={"method":"thing.service.test_service","id":"123374967","params":{"vv":60
},"version":"1.0.0"}
}
[
* @param connectld ZE#EER, XBHIMTREKEE connectld == ConnectSDK.getInstance().getPersistentC
onnectld()
* @param topic F{Ttopic
* @return EEERE X Mopic, MR Htrue, MEEEAFonNotify; 1R Afalse, onNotify R=[EEX{ top
iCHEXRVER, BN INJotrue,
*/
@Override
public boolean shouldHandle(String connectlid, String topic) {
return true;
}
[
* @param connectld ZE#EHE, XBHBREKEE connectld == ConnectSDK.getInstance().getPersistentC
onnectld()
* @param connectState {@link ConnectState}
*  CONNECTED, &&mIh
*  DISCONNECTED, B 1%
* CONNECTING, &z
*  CONNECTFAIL; kI
*/
@Override
public void onConnectStateChange(String connectld, ConnectState connectState) {
Log.d(TAG, "onConnectStateChange() called with: connectld = [" + connectld + "], connectState =[" + con
nectState +"]");
}
b

B A RA

R &R

TR B E Xtopic "/a1ExY4afKY1/testDevice/user/get", FHMSIF =i 4T, RRPC IR EI43E R SIRIERE A
EFENHERITIRE, UTRABINREZMata,
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MqttSubscribeRequest subscribeRequest = new MqttSubscribeRequest();
subscribeRequest.isSubscribe = true;
subscribeRequest.topic = "/alExY4afKY1/testDevice/user/get";
LinkKit.getInstance().subscribe(subscribeRequest, new IConnectSubscribeListener() {
@Override
public void onSuccess() {
/[ TR h
}
@Override
public void onFailure(AError aError) {
JIRALESS
}
);
/| IEREBHM TR
LinkKit.getInstance().registerOnPushListener(notifyListener);
private IConnectNotifyListener notifyListener = new IConnectNotifyListener() {
@Override
public void onNotify(String connectld, String topic, AMessage aMessage) {
if (CONNECT_ID.equals(connectid) && ! TextUtils.isEmpty(topic) &&
topic.startsWith("/ext/rrpc/")) {
[/ topic=/ext/rrpc/1138654706478941696//alExY4afKY1/testDevice/user/get
//ALog.d(TAG, "receice Message="+ new String((byte[]) aMessage.data));
/| RS IR EEIETF {"method":"thing.service.test_service","id":"123374967","params":{"vv":60},"ve
rsion":"1.0.0"}
MqttPublishRequest request = new MqttPublishRequest();
request.isRPC = false;
request.topic = topic;
String[] array =topic.split("/");
String resld = array([3];
request.msgld =reslid;
/| TODO AFRIBEFRIERIES (NEE
request.payloadObj = "{\"id\":\"" + resld + "\", \"code\":\"200\"" + ",\"data\":{} }";
LinkKit.getInstance().publish(request, new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
/] "R EETh
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
JAIVESS
}
b;
}
}
@Override
public boolean shouldHandle(String connectld, String topic) {
return true;
}
@Override
public void onConnectStateChange(String connectld, ConnectState connectState) {
Log.d(TAG, "onConnectStateChange() called with: connectld = [" + connectld + "], connectState =[" + con
nectState +"]");

}
k
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—_—

pAY ]
ZinAEAZRRPOFAMBINT, 2% A EE X topic RRPC,
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Android SDK-

6. TEHE T A

EEN A

ZH LA BIRERE B TTEM, REGKUURBMT AR BHTLE, BAIzmFRIRE
BN E B, XM TREtopiIcEARA—#HE, REGFERBEFTEFNR MDA,

e 1%
HEBRESR H, THFHLETITIRHEATTWE, topick&=: /sys/${pkl/${dn}/broadcast /request /+,

E @] #1%
ER ER2EER LHTITIRA KA B TITH., topick&zL: /broadcast/${pkl/${B E Xaction},

330

ANBEFEESDKIEEWIRK, BiFEMT TTRIFSATUKEELN, FEFIREQ BEEZREHETIT
5, topicRHAAERENXE, RS /broadcast/${pk}/${HE Xaction} 18, EtpBE Xactiont] AR
ERANERE, REIRRERIXRNESCRETITH,

[/ EMR AT IS0 2E
LinkKit.getInstance().registerOnPushListener(notifyListener);
[
* FTEEIRZE, =imMQTT TTEIEH =@ X B[R
*/
private static IConnectNotifyListener notifyListener = new IConnectNotifyListener() {
[
* onNotify &t & H#IIRE shouldHandle ;2 E1EE R IEX Mopic
* @param connectld ZEEER, XBHETRE K connectld == ConnectSDK.getInstance().getPersistentC
onnectld()
* @param topic F{THtopic
* @param aMessage TITHEIERE
*/
@Override
public void onNotify(String connectld, String topic, AMessage aMessage) {
String data = new String((byte[]) aMessage.data);
/] RS iREIZE TR data={"method":"thing.service.test_service","id":"123374967","params":{"vv":60
},"version":"1.0.0"}
ALog.d(TAG, "onNotify() called with: connectld = [" + connectld + "], topic=[" + topic + "], aMessage = [" +
data+"]");
if (ConnectSDK.getInstance().getPersistentConnectld().equals(connectld) && ! TextUtils.isEmpty(topic) &
&
topic.startsWith("/sys/" + DemoApplication.productKey + "/" + DemoApplication.deviceName + " /br
oadcast/request/")) {
[
*topic #&30: /sys/${pk}/${dn}/broadcast/request/+
* T, miRRITHE, RATLHLS#HITack, BERUIZIFHAP ZRFIIZEHRATEILFSack
* 3 f5l: /sys/al4NQ5RLiZA/android_lp_testl/broadcast/request/1229336863924294656
IR RIREIEEEH{TBase64miy, BTN Min LA,
*Wz=ifH: org.apache.commons.codec.binary.Base64.encodeBase64String("broadcastContent".get
Bytes()
*/
I
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ToastUtils.showToast("EI=im#tE #HET1T: topic=" +topic + ",data="+data);
//TODO RiER BT HE ML B IF IR
} else if (ConnectSDK.getInstance().getPersistentConnectld().equals(connectid) && ! TextUtils.isEmpty(to
pic) &&
topic.startsWith("/broadcast/" + DemoApplication.productKey )) {

//
/**
*topic EEAFBASITIAARKE, topic#&X: /broadcast/${pk}/${BTE Xaction}, EEM =ik ki%topic
—%
* 1 f5l: /broadcast/al4NQ5RLiZA/oldBroadcast
AR MARIRHIEEE#H{TBase644miE, TNEHIE EED,
*WNz=im: org.apache.commons.codec.binary.Base64.encodeBase64String("broadcastContent".get
Bytes())
*/
ToastUtils.showToast("EI=imI#ET1T: topic="+topic+",data=" + data);
//TODO #R$Er HEffll 551815 20 18
}else{
ToastUtils.showToast("UZE| =i F1T: topic="+topic+",data=" + data);
/e
*TODO
* IREITIRIBYRE topic Ml 54018
*/
}
}
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\N— T[] [= ==
7 IR
{ERZINEERH, EESIHABFGNTEREINEE, CRESEUMLATFENESNEEEE, 8FRENE
BEE. MESHEERMERESE,

R ERREEEXEOS N ’RE DeviceCOTA,
FaRBECE

String COTA_get ="{"+" \"id\": 123," + " \"version\":\"1.0\"," +
" \"params\": {" + "\"configScope\": \"product\"," + "\"getType\": \"file\"" +
" 1" +" \"method\": \"thing.config.get\"" + "}";
RequestModel<Map>requestModel = JSONObject.parseObject(COTA_get, new TypeReference<RequestMod
el<Map>>() {
}.getType());
LinkKit.getInstance().getDeviceCOTA().COTAGet(requestModel, new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
[ FRBUR 2B B 45 R AL TH
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
[/ RBURFZEC BRI
}
s

AIEN:

RER BT ARBEREERER
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Android SDK- iz f2 i &

[[EE: miHBFEMRE, —NRESRETEK—X COTA EH
LinkKit.getInstance().getDeviceCOTA().setCOTAChangelListener(new IConnectRrpcListener() {
@Override
public void onSubscribeSuccess(ARequest aRequest) {
/[ ATIFIELTh
}
@Override
public void onSubscribeFailed(ARequest aRequest, AError aError) {
JIRALEESS
}
@Override
public void onReceived(ARequest aRequest, IConnectRrpcHandle iConnectRrpcHandle) {
[/ R IRE & TITEIR
if (aRequest instanceof MqttRrpcRequest){
/| i T1TEIR BEEIETAIE R Demo
// ((MqttRrpcRequest) aRequest).payloadObj;
}
}
@0Override
public void onResponseSuccess(ARequest aRequest) {
/| IS intEERE K Th
}
@0Override
public void onResponseFailed(ARequest aRequest, AError aError) {
/| BIEiZiZEE R
}
b;
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8.¥R%F

IR E R LRIRE R T, URMBRRERE,

BE REFSEXEOSNIRE .
FiRIRE

/[ 172 key, valueBIRZZ FTLLE R attrKey # attrValue
String update_label="{"+" \"id\":\"123\"," + " \"version\":\"1.0\"," +
"\"params\": ["+" {"+" \"attrKey\":\"Temperature\"," +
" \"attrvalue\":\"36.8\""+" }"+" ],"+
" \"method\": \"thing.deviceinfo.update\"" + "}";
RequestModel<List<Map>>requestModel = JSONObject.parseObject(update_label, new TypeReference<Re
questModel<List<Map>>>() {
}.getType());
LinkKit.getInstance().getDeviceLabel().labelUpdate(requestModel, new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
/| EFIRERTh
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
/| BFHIRERK
}
s

i BR AR 2

[/ ¥R 2 key, valueBIfizzt BT LLE R attrKey # attrValue
String deleteLabel="{"+" \"id\":\"123\"," +" \"version\":\"1.0\"," +
"\"params\":["+" {"+" \"attrKey\":\"Temperature\"" +
"+ "+ " \"method\": \"thing.deviceinfo.delete\"" + "}";
RequestModel<List<Map>>requestModel = JSONObject.parseObject(deleteLabel, new TypeReference<Req
uestModel<List<Map>>>() {
}.getType());
LinkKit.getInstance().getDeviceLabel().labelDelete(requestModel, new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
/| BIBRAREE R Th
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
[/ BRAREE R
}
b;
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ML T
O. FIRFTEEN
MRYFIEFE—IME, BZMETHFIREEEARR, UWNEEFERFERZESENEE, MXFIREE
BEMT FIREDISEM. FHRZHEMEX T FIREIE. FMNFRE. MRFIRSE. FIREL%. FIREET
%. WIFFRSZANNKR. RIBFIRE LTINS, ﬂ?émﬁze_/l\ﬁﬁiﬁﬁﬁfﬁ?ﬁﬁﬁﬁiﬁﬂéﬁE'\]Fﬁ
BN, MEMFIREZEAMEE. HEEEZEERAPLIE, HE WX RFEEEXEOZSNES
IGateway REEFXRVABREKNMNEESEEZRBARM. B2REO,

W 3 FF A& 3 #2154 BB
o [ BEVBHMEEEXNMXTR (BEMRHBESHEMR) , IRE "FTRER" A "WX" , REMXNEH
INEEDR, HIREMEINEEE XtopicEiEEX YRR, HESBRAIENET PHIREXMN*E S8
THE;
o M ARENEEIRE
i. IMFRENEAMEERINGE, ZWAREH BT, EHFRIZEM X NEE IR INEE
FIREZIEEDIM XA EBLI
i. TMWARE=TANKRNARX, TENRZENRLHRRNFRE=ZTANAFEH ASE

iii. HMXEAFR—PFIREERIMXG, NRFEZFREEBEIVENEOHITIERER, F
EFASDKEA M FREZOBESNMHEN TS, FMZABELARSZFREN=Z2TAHAER; R
EVEFSDKIR M FiIRE LA R OBAMMEN TS, BANNMR— N FRECTBLRS, MRITEX
FIREFTES, MENEERERERELK. MARKHLREEMXZEEFFHERERAE BN
2N

v. HMXEMVENEE— N FRELAZE, FEBFRENRSERLRZHEURIEFREESR
HRSE SR FRENRES K, FrIZREAYREENFIRENEEN, FRELATEREENR
MHEBH TR,

v. HRXEO—TERMEMENEENFIREBLN, RXFREAFREBLEOSHYENFELX
TMFIREEBL;
Vi I—MELFRENEMHAEZNN, UFEXNSNIENFES

vii. SNXBAHBRELEAHN (LLMEERHH, HERNXER) , MXFENAEERMNE KN F
REBRFAFIFREED, BRIBFRELELED, IRNXAMNEFRENBEESNXEL
Al LRBZHRHNEE—H, BARNXFTERFRENEHEMEBR LBRER,

viil. 24 X EWE K BYIE NS X FIREHIREE RN, XIS IZE B R FIRE IR g H
RIXLBFiIRE, HMK @7 H

FEFEHEIRE

o RE BEYEBMIEEXNFRET R (EMRIEESRR) , TRER" A KT, BREFm
HEDINEER

o MEBEHAEFIZE LIRMIEMSDK, EHILMXMMITEIFiRE . WEHNEEFIRE. MENTLAMFIRE L
%3%%%\H%Wﬂ%%ﬁ%ﬁﬂ?AMﬁétﬁ%¥u§,ﬂEM%Fﬁ??umFﬁEXWN#*
m

FEREF=THANKINAR

FigERBE WX E BN ETEMRD, M EFTEERT FREN=CHAHRTRERIE. TER
MXIREFIRE=ZTHENNFA AR, NX RIREB CHIIRERETER:

o MXNFREKWMFRE=TA
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HMXE5FREZBEX—EMN, SNXAIWEEEFREZE, KRN FREN=tH, WEZHIE
HESEMNII, ZIMXENX BS5FRE BETEXSEIN,;

o MXMEFIREN=7TH

MEMXZERCAUSHNECHFREERNFIRE, FEANXRERTENEESABAFREN=TAHE
R, BBATLIBE XA XK FREN=tH, B, ZPWEANX HIH,

o MXBEEHMZEMRMFIRE=TA

W&o PUBE RPN A RS EZEFIRE, HRBEFREFNES (model) PARE—HRR (ELEISN. MAC
k) , BRHAME FIZERDeviceSecret, HF FIRELEEREMBEZMBEMFEAHTTREN (BiF
SAFIEEEMProductkey) , MATIPARIL FIEEE S (model) ZFE =B M & Product Keyhy Bt

5 (MX REMX EXIZME) , HFERENE—IMIMERNTEZYEEMFE S KIDeviceName, AEE

TR =B S IRE N AT M sEM = IHIRENF & FBIDeviceSecret, NMBEIZENFIEEN =T
HER.

@ 3B BHSIMNEEERSRAERTFREEN, BlFREHDeviceNameIABE RE
£ HETYBENES,

FIRENSEM

{EFAPK&DNF& T M

FEETRABAFNSERINEE, TLUREERSDT, BTRRFRE=ZTH. FIREFMEIMXZEH
EEHTHSERRBFRE=ZTAFR, URAHEREFRE=TAHRES, JURIX—F. MRFRE
ELBEHPEREMMNXIRE, ISERASREZFREN=THER.

LinkKit.getInstance().getGateway().gatewaySubDevicRegister(getSubDevList(), new IConnectSendListener(
){
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
ALog.d(TAG, "onResponse() called with: aRequest =[" + aRequest + "], aResponse = [" + (aResponse == nu
IL? "null": aResponse.data) +"]");
try {
/| FI&EThSEMERTH
ResponseModel<List<Devicelnfo>>response = JSONObject.parseObject(aResponse.data.toString(), ne
w TypeReference<ResponseModel<List<Devicelnfo>>>() {
}.getType());
[/ 1817 response KIEIEHI BT B B ML code=200
//ITODO REFEFIREN=TTAER
} catch (Exception e) {
e.printStackTrace();
}
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
/| &AM KK
}
s

{E FHPK&DN&PSEI AT
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-__L,gue 7ﬁ?w&‘lﬂ’]productKey deV|ceName productSecret{E.‘,%\, #Hﬁagﬁ ?@E‘CEHU,}_ﬂﬂ ]
o MER XA XHTARENTER. XS ER, IFEEEMXEEHNENFRE=ZTALRIER
E, #EFBERHEREEETA (COTA) TRAFIREHIPK, DN, PSEREIMNXIRE, ARBHTIRAXH
S, MAGS: FSEBFIRENANXBERBMXNGS, NRESESEE®RMNX, FH
PK&DNIHMEFFTEFRBFEEAMXEL, BRAINXER, AESBREILAINXER.,

[ ZEhSEM S EEERAAE FIREMproductSecret, ¥t TE—MFIREEAEME—=
[/ M EMA XA UZ EFCOTA-ERERE TREESHER, Exin FAFI&EHpk. dn. ps, MXUE
/| SERRENEE /R
/| ERTRERSHEXRNER, SREMEMMXIGENFIEE
MgttPublishRequest request = new MqttPublishRequest();
final RequestModel requestModel = new RequestModel();
requestModel.id = String.valueOf(IDGenerater.generateld());
requestModel.version ="1.0";
requestModel.method = GatewayChannel. METHOD_PRESET_SUBDEV_REGITER;
request.isRPC =true;
JSONODbject jsonObject = new JSONODbject();
JSONArray jsonArray = new JSONArray();
for (inti=0;i<presetSubdevList.size(); i++) {
Devicelnfo itemDev = presetSubdevList.get(i);
Map<String, String>itemMap = new HashMap<>();
itemMap.put("productKey", itemDev.productKey);
itemMap.put("deviceName", itemDev.deviceName);
itemMap.put("random", RandomStringUtil.getRandomString(10));
String sign = SignUtils.hmacSign(itemMap, itemDev.productSecret);
itemMap.put("sign", sign);
itemMap.put("signMethod", "hmacshal");
jsonArray.add(itemMap);
}
jsonObject.put("proxieds", jsonArray);
requestModel.params =jsonObject;
request.payloadObj = requestModel.toString();
LinkKit.getInstance().getGateway().subDevicRegister(request, new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
ALog.d(TAG, "onResponse() called with: aRequest =[" + aRequest + "], aResponse = [" + aResponse + "]");
try {
showToast ("B FIEFIELER");
ResponseModel<Map<String, List<Devicelnfo>>>responseModel = JSONObject.parseObject(aRespons
e.data.toString(),
new TypeReference<ResponseModel<Map<String, List<Devicelnf
0>>>>() {
}.getType());
//TODO REFFIREN=TTAREZ
ALog.d(TAG, "onResponse responseModel=" + JSONObject.toJSONString(responseModel));
//{"code":200,"data":{"failures":[],"successes":[{"deviceSecret":"xxx","productKey":"xxx","deviceNam
e™:"ox"H},"id":"1","message":"success","method":"thing.proxy.provisioning.product_register","version":"
1.0"}
/] EhASEM BTN
List<Devicelnfo> successList = responseModel.data.get("successes");
/] EhASEMR I FIZR
List<Devicelnfo> failList = responseModel.data.get("failures");
} catch (Exception e) {
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e.printStackTrace();
}
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
ALog.d(TAG, "onFailure() called with: aRequest = [" + aRequest + "], aError =[" + aError + "]");

}
B;

RERFIREIE
RE X MFE RIS EEBWLETIRE.

LinkKit.getInstance().getGateway().gatewayGetSubDevices(new IConnectSendListener() {
@Override

public void onResponse(ARequest aRequest, AResponse aResponse) {
/| R FIgETIRER
try {
ResponseModel<List<Devicelnfo>>response = JSONObject.parseObject(aResponse.data.toString(), ne
w TypeReference<ResponseModel<List<Devicelnfo>>>() {
}.getType());
// TODO #RHESEFRE A1 = LI
} catch (Exception e) {
e.printStackTrace();
}
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
[ FRERFIEETIREM
}
hK

wINFIRE
FREDSEMRRZE, TUBLZEORTFREFNIMET.
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final Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey; // =5t4A FFREIS (WiE)
devicelnfo.deviceName = deviceName; // =74l I8 &EAFIE  (KIH)
LinkKit.getInstance().getGateway().gatewayAddSubDevice(deviceinfo, new ISubDeviceConnectListener() {
@Override
public String getSignMethod() {
/| ERNER G E
return "hmacshal";
}
@0Override
public String getSignValue() {
/| FFEVER, AP {ERA deviceSecret KIEERLER
Map<String, String> signMap = new HashMap<>();
signMap.put("productKey", info.productKey);
signMap.put("deviceName", info.deviceName);
// signMap.put("timestamp", String.valueOf(System.currentTimeMillis()));
signMap.put("clientld", getClientld());
return SignUtils.hmacSign(signMap, info.deviceSecret);
}
@Override
public String getClientld() {
/[ clientld RTAEREEE, FaIUERE
return "id";
}
@Override
public void onConnectResult(boolean isSuccess, ISubDeviceChanneliSubDeviceChannel, AError aError) {
/] INES
if (isSuccess) {
[ Fi&ERMAKTLL, ETRAUMFIEE ELENELE
// subDevOnline(null);
}
}
@Override
public void onDataPush(String s, AMessage message) {
[ YRR Fig & T1TEUERE topic="+s +", data="+ message
/AR Hipk BR 8. RSAMAE REIMEIEmMessage.data = byte]]
}
b;

il ey
BRI FHFIRE.
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final Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey; // =5t4A FFRES (WiE)
devicelnfo.deviceName = deviceName; // =748 I8 &EAFIE  (KIH)
LinkKit.getInstance().getGateway().gatewayDeleteSubDevice(deviceinfo, new ISubDeviceRemoveListener()
{
@Override
public void onSuceess() {
/] BRIhIBRFi% & MIPRZ A0 R] S FLRIRI1E
}
@Override
public void onFailed(AError aError) {
[ R Fig &R
}
s

FIRELE

FRAFRELLZE, BHRERTKFIRERN. RXKAFREELMXZE, FESNZHFREL
%, FIRELAZEIUHITFRENITN. RhFEE. T8 ATENRRABRRSHN, FRELE
BOAREFREFMNT—TEH, MRERIFREFMAINEFEEBA.

final Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey; // =5t = RES (WiE)
devicelnfo.deviceName = deviceName; // =Tt i@ &+5i8  (WH1E)
LinkKit.getInstance().getGateway().gatewaySubDeviceLogin(deviceinfo, new ISubDeviceActionListener() {
@Override
public void onSuccess() {
/| REBFig&& L4&RRTH
/| 42 IERTiT iR MIFRAZ RN TIT@EA
// subDevDisable(null);
// subDevDelete(null);
}
@0Override
public void onFailed(AError aError) {
ALog.d(TAG, "onFailed() called with: aError =[" + aError +"]");
}
b;

FIRET L

HFREBL&ZE, MXFTESNZRFREBL, MBEZHOFRERKEHE, FIRETELZEARTLU
BT FIRENEM. TTH. BURITHAFRE,

XRRRA: 20210425 37



Android SDK-

final Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey; // =5t4A FFREIS (WiE)
devicelnfo.deviceName = deviceName; // =74l I8 &EAFIE  (KIH)
LinkKit.getInstance().getGateway().gatewaySubDeviceLogout(deviceinfo, new ISubDeviceActionListener() {
@Override
public void onSuccess() {
/| REBEFIEHE T LRI
}
@Override
public void onFailed(AError aError) {
[ REBFIEEFTERY
}
b;

BT FIREFHEH

MXIREFTUEZFBREFIRE, WEAFRE. BERFRE. WRNFRENABINXR, BAIRFHAIAX
FEAFRENTITEN ., REHEEZAFRENHESYFREMTEALIE, FEMXBAEREFRE
MR ERE.

final Devicelnfo devicelnfo = new Devicelnfo();

devicelnfo.productKey = productKey; // =7t40 = RE S (WiF)

devicelnfo.deviceName = deviceName; // =7t & &+5I8  (H1HE)
LinkKit.getInstance().getGateway().gatewaySetSubDeviceDisableListener(deviceinfo, new IConnectRrpcList
ener() {

@Override

public void onSubscribeSuccess(ARequest aRequest) {
[ TR Th

}

@Override

public void onSubscribeFailed(ARequest aRequest, AError aError) {
/[ 3TEIR K

}

@Override

public void onReceived(ARequest aRequest, IConnectRrpcHandle iConnectRrpcHandle) {
/| FIRERREH
iConnectRrpcHandle.onRrpcResponse(null, null);

}

@Override

public void onResponseSuccess(ARequest aRequest) {
Log.d(TAG, "onResponseSuccess() called with: aRequest = [" + aRequest +"]");
}
@Override
public void onResponseFailed(ARequest aRequest, AError aError) {
Log.d(TAG, "onResponseFailed() called with: aRequest =[" + aRequest + "], aError = [" + aError +"]");
}
hH

REFREVEREE LT
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o FIREMEETIBK

FIREVMRENBULAEFREFMEMXT, BFREELERNBERTAULUAR, £8: BTFE
ARABERSHN, FREVEEVNBEUEOFAREFREERNT—TEA, MEERIFRESE
REDNEEEEEAR.

Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey;
devicelnfo.deviceName = deviceName;
/|  devicelnfo.deviceSecret = "xxxx";
Map<String, ValueWrapper> subDevInitState = new HashMap<>();
/| subDevlinitState.put(); //TODO FF1RIESEFRIE R E
String tsl=null;// BRIREXMRIERIZE, BANT BEEMNSIHREEGAR TSL
LinkKit.getInstance().getGateway().initSubDeviceThing(tsl, devicelnfo, subDevInitState, new IDMCallback<I
nitResult>() {
@Override
public void onSuccess(InitResult initResult) {
[ ERNIR IR I Z fE AT AMBARSS M EIREIRME
}
@Override
public void onFailure(AError aError) {
/| FIREVIEILRK
}
b;

o FIREVERFERZEOFERANEERENYREEA—, KRE Mhing FEOLIMERW TR,

[/ 3RBX IThing SLfl
IThing thing = LinkKit.getInstance().getGateway().getSubDeviceThing(mBaselnfo).first;
/[thing BRIREAZE, MIFIEERER. YHERKRMBK. FRERFMIMX. FEEFLTEEZREE,
// error {5 27E LinkKit.getInstance().getGateway().getSubDeviceThing(mBaselnfo).second i&[g]
/| BE TG EBHE
thing.thingPropertyPost(reportData, new IPublishResourceListener() {
@Override
public void onSuccess(String s, Object o) {
/] 1&& EIRIRESRTh
}
@Override
public void onError(String s, AError aError) {
/] 1&& ERIRER
}
1;

o TIREVERHBRNBAMEER, FRENRFEENERTEEMESR. MREVBLRE.

LinkKit.getInstance().getGateway().uninitSubDeviceThing(mBaselnfo);

REFIREEM LT
fEAMXNEEHGT FIRE NI LT,
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final Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey; // =5t4A FFRES (WiE)
devicelnfo.deviceName = deviceName; // =74l I8 &EAFIE  (KIH)
String topic = xxx;
String publishData = xxx;
/13715
LinkKit.getInstance().getGateway().gatewaySubDeviceSubscribe(topic, deviceinfo, new ISubDeviceActionLi
stener() {
@Override
public void onSuccess() {
/| REBFEFITIHRKIN
}
@Override
public void onFailed(AError aError) {
[ REBEFIEHFITHRRY
}
b;
/%%
LinkKit.getInstance().getGateway().gatewaySubDevicePublish(topic, publishData, deviceinfo, new ISubDevi
ceActionListener() {
@Override
public void onSuccess() {
/| REEFI&H/KRMBEIN
}
@Override
public void onFailed(AError aError) {
[ REBFIEELEHBRY
}
hH
/] BUHITIR
LinkKit.getInstance().getGateway().gatewaySubDeviceUnsubscribe(topic, deviceinfo, new ISubDeviceActio
nListener() {
@Override
public void onSuccess() {
[ REBEF&FECHIT RN
}
@0Override
public void onFailed(AError aError) {
[/ REBFIERECHITIASEE
}
H

Z#Permitjoin

MEMXZEAEREFTARES (XREFEFEE) , MXFEEKEIRE=iHHNPermitjoinig 28, BE

EFIRE. URFMFIES. BRTNRAERZ IS PermitjoinfIF 2 BE T —MNERP#iTXE) , o

PAUEIE T 8785 LT XS Permit joinil B B9 L TE :

o MXFELAMHERECESHFRE, WRMEKRAIIEEESHNFRE, BARLTEHIMFIRE,;
AINFRENEONAZRIEERE - "

o IMNRMAEIFIPermitjoinZ/a, KMMEXEEZET S MEERSHNFIRE, ROsimiMEd—NFIRE
T
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/[ iTRAHYMIFER permitJoin F1T
LinkKit.getInstance().getGateway().permitJoin(new IConnectRrpcListener() {
@Override
public void onSubscribeSuccess(ARequest aRequest) {
ALog.d(TAG, "onSubscribeSuccess() called with: aRequest = [" + aRequest + "]");
showToast("permitJoin subscribe success.");
}
@Override
public void onSubscribeFailed(ARequest aRequest, AError aError) {
ALog.e(TAG, "onSubscribeFailed() called with: aRequest =[" + aRequest + "], aError =[" + aError +"]");
}
@Override
public void onReceived(ARequest aRequest, IConnectRrpcHandle iConnectRrpcHandle) {
ALog.d(TAG, "onReceived() called with: aRequest = [" + aRequest + "], iConnectRrpcHandle = [" +iConnect
RrpcHandle +"1");
showToast("#ZUkZIpermitJoinig<");
// TODO user add sub device &
if (aRequest instanceof MqttRrpcRequest){
/| TIETFITHRE Z3
// ((MqttRrpcRequest) aRequest).payloadObj;
// ResponseModel<Map<String, String>>responseModel = JSONObject.parseObject(((MqttRrpcReques
t) aRequest).payloadObj, new TypeReference<ResponseModel<Map<String, String>>>(){}.getType());

[ R EIEIER G
[{tid™, /ERid
// "version":"1.0", //ALinkiMYBIkRZASS
// "params":{
// "productKey":"xxx", /[FIREWES, MRABHE, REMEXADIFEMFIZREFEN
// "time™:60 //MXEZISHFMFILEFHEORNE, int2EE, PAAF
/l }
/! }

//TODO &, #&il. BER Fi&&H
/| ERVBIBTEFIGEIRIRRRM. BRE
if (iConnectRrpcHandle != null) {
AResponse response = new AResponse();
// B1E 3 TODO edit by user
// response.data B id FEREESIKFEIH permitJoin JHEH id RIF—
response.data ="{\"id\":\"xxx\", \"code\":\"200\"" + ",\"data\":{} }";
iConnectRrpcHandle.onRrpcResponse(((MqttRrpcRequest) aRequest).replyTopic, response);
}
}
}
@Override
public void onResponseSuccess(ARequest aRequest) {
ALog.d(TAG, "onResponseSuccess() called with: aRequest =[" + aRequest +"]");
}
@0Override
public void onResponseFailed(ARequest aRequest, AError aError) {
ALog.d(TAG, "onResponseFailed() called with: aRequest =[" + aRequest + "], aError = [" + aError + "]");
}
1;
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LAz B
10.IXE= T
MNEYFTRAESYERNGES, oMUESREE FEYINIRENEFRSERI =K, SHEFENE—

NEHEY JSON BRNEURE, FERF BCREXINEREN, MREAEESRNREL TN, ERE
ETEME. B REMWRIER, HEBMERENHRLER.

BE REMTHEXEOSLRE
iz LT

o RERIKIREX T
o ENRIRIREXT
o MIRZIHIRER T

/| RBUgEFF AFL SIS % Demo
String data="{"+"\"method\": \"get\"" + "}";
/| BENgEFF TERBREBIMNIREE FEBUREIR versionl, TEEMBYEIE {ver} EifiAversion+l
/[ String data ="{"+"\"method\": \"update\"," + "\"state\": {" + "\"reported\": {"" +
// "\"color\":\"red\"" + "}" + "}," + "\"version\": {ver}" + "}";
[IBIBRIGERF color Bk {ver}EEEif
// String data="{" + "\"method\": \"delete\"," + "\"state\": {" + "\"reported\": {" +
// "\"color\":\"null\"" +"}" +"}," + "\"version\": {ver}" + "}";
LinkKit.getInstance().getDeviceShadow().shadowUpload(data, new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
] & & TF BT
/| B3EMET S EHET173 Demo
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
| &EHZFERRK
}
b;

BT
BIFsHRER THREN, —REMAE APP XEFIRENIE, APPEFIRENIE, BESKTRRE
FTEFDRER, REKRHRRTINREF TS, BRI desied MEERTREEH.

/| B RIS &R FEM
LinkKit.getInstance().getDeviceShadow().setShadowChangelListener(new IShadowRRPC() {
@Override
public void onSubscribeSuccess(ARequest aRequest) {
[ ITENRg &R F FITEIERTh
}
@Override
public void onSubscribeFailed(ARequest aRequest, AError aError) {
[T &R F FTHIERN
}
@Override
public void onReceived(ARequest aRequest, AResponse aResponse, IConnectRrpcHandle iConnectRrpcHa
ndla)
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DOCIS))
[ 2B ZiREIETIT, T1TEIETE aResponse B EMH
try {
if (aRequest != null) {
String dataStr = null;
if (aResponse.data instanceof byte[]) {
dataStr =new String((byte[]) aResponse.data, "UTF-8");
} else if (aResponse.data instanceof String) {
dataStr = (String) aResponse.data;

}else{
dataStr = String.valueOf(aResponse.data);
}
//Log.d(TAG, "dataStr =" + dataStr);
[/ B EIEIETF

[[{"method":"control","payload":{"state":{"desired":{"mode":2,"color":"white"},"reported":{"mode
":"1" "color":"red"}},"metadata":{"desired":{"mode":{"timestamp":1547642408},"color":{"timestamp":1547
642408}},"reported":{"mode":{"timestamp":1547642408},"color":{"timestamp":1547642408}}}},"timestamp"
:1547642408,"version":12}
[ (UEEE
ShadowResponse<String>shadowResponse = JSONObject.parseObject(dataStr, new TypeReference
<ShadowResponse<String>>() {
}.getType());
if (shadowResponse != null && shadowResponse.version != null && TextUtils.isDigitsOnly(shadowRes
ponse.version)) {
version = Long.valueOf(shadowResponse.version);
}
AResponse response = new AResponse();
// TODO AP LIz HigH
[l BRPERIgEZ2E LIREFRESI =R
/| EIRgEZ EHESIRR
[/ tRIBEHFISEPRE LR
response.data = shadowUpdate.replace("{ver}", String.valueOf(version + 1));
/| B—ME replyTopic EERIAME ARPAEEIRE
iConnectRrpcHandle.onRrpcResponse(null, response);
}
} catch (Exception e) {
e.printStackTrace();
}
}
@Override
public void onResponseSuccess(ARequest aRequest) {
/| FITRBZ 5 LRI
}
@Override
public void onResponseFailed(ARequest aRequest, AError aError) {
/| TITREZ 5 EIRKY
}
b;
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11.3044 &

SDKHI X ERTHREERHTTP2R N ZBIMY, B XM LR ENE BN FE GRS .
T gE 5 BA
o XFHZM EEEN, MU SR L&, HIUBEXHNS R LR

o XFFEELEKE, HET R ELEANLEE, AP IE LENRENEHFBEE LESE KR/ part_len ), A
B = B F AR

@ W WRREEEAME LENE, BEEOAMINREERDSIMEEER SR,

AL src/mainfjaval.../H2FileManagerActivity.java 32 {01a) {8 A S04 £ THAE
Nk

IStreamSender 2 HTTP2 iiBEE O %,

LinkKitInitParams params = new LinkKitInitParams();
params.devicelnfo = devicelnfo; // &% Demo

// params.propertyValues = propertyValues; // E #1141k 5K

// params.connectConfig = userData;

[/ H2IR 55

loTH2Config ioTH2Config = new loTH2Config();
ioTH2Config.clientld = "client-id";

/AR R{pk}NEEproductKey

//i0TH2Config.endPoint = "https://{pk}.iot-as-http2.cn-shanghai.aliyuncs.com";
params.iotH2InitParams = ioTH2Config;

/] 14Tlinkkit #0941

[/ linkkit #¥01381¢ R Th 2z E =] LAE AN R 5 T IREY IStreamSenderstfl
IStreamSender client = LinkKit.getInstance().getH2StreamClient();

R LENRE D endPoint FERIEregionHITHERNIER, RRIregionXy M AIRegion IDIEE M ( i H]
oK) .

B EE

Completablelistener 2 @ANSFEIFEA,
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/| BRIRERHIH B EEX. MZEHEX exception
// client Bp¥I341L3K1589 IStreamSender SEISEfI
client = LinkKit.getInstance().getH2StreamClient();
client.connect(new CompletableListener<Object>() {
@Override
public void complete(Object o) {
[/ BEXEZTh
}
@Override
public void completeExceptionally(Throwable throwable) {
/] BRI
}
b;

X4 b1

el 52tk
Xk LfEREIESE .

final Http2Request request = new Http2Request();
//0SS ETFEMX &, XHBRIEMNIENRER A [a-zA-Z][a-zA-20-9_.]%
request.getHeaders().add("x-file-name", "fileName");
[|REEBERBXMH. O(FEE), L(BE). BiAN0, MRXHBEEE, HEETFARINES, WEIEREW
request.getHeaders().add("x-file-overwrite", "1");
[IX R, FIEENBOSSBEIEE,
[/ request.getHeaders().add("x-file-content-type", "jpg");
String serviceName = "/c/iot/sys/thing/file/upload";
[ EEERREE X HRIEREE
String filePath ="/sdcard/demo.jpg";
client.uploadFile(serviceNme, request, filePath, new CompletableDataListener<Http2Response>() {
@Override
public void complete(Http2Response http2Response) {
/] £Ef&ERkTh
}
@Override
public void completeExceptionally(Throwable throwable) {
/] EfERM
}
@Override
public void callBack(String fileUploadID) {
[ A% EfZ09ID, MRFEMALE, FEEANXMileUploadID
[ BIEIAZXR, EFRERRE—XBfileUploadID AF G40 45
}
b;

W 4L
MBENGZE EEEXMT, FERTXHEENE, BEEXANL—XifileUploadid,
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final Http2Request request = new Http2Request();

/[ fileUploadld 73 E—%%k EfZ5EmETID
request.getHeaders().add("x-file-upload-id", fileUploadid);
String serviceName = "/c/iot/sys/thing/file/upload";

[ EBREREER EEXX ARG

String filePath = "/sdcard/demo.jpg";

client.uploadFile(serviceNme, request, filePath, new CompletableDataListener<Http2Response>() {

@Override
public void complete(Http2Response http2Response) {
showToast(http2Response.toString() + "success");

}
@Override

public void completeExceptionally(Throwable throwable) {

showToast(throwable.toString() + "fail");
}
@Override
public void callBack(String fileUploadID) {
fileUploadld = fileUploadID;

}
B;
W FF % 2
X L ERRZ BRI ERE,

// client EN#1341L3%1589 IStreamSender SEHRSEf
client.disconnect(new CompletableListener() {
@Override
public void complete(Object o) {
}
@Override

public void completeExceptionally(Throwable throwable) {

}
B;

46
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12.1&&/reset

BN~ RIR Tresetikdl, AFERIES LNERE, iHRSREINETRE, XENERIRS BELH,
EEENHET, REFNSERHRMIRE LT TresetiglE, IBAZEEFALNK SDKIREIIAPEE =
ﬁ%o

AndroidifE RBEBRF It kreset @RS, 08 HiRHANERENMEF & E1EBSDKEreset %0
reseti@B2Z/E, SDKARNRELIE:

o MRIXBEL, EAresetiZEOEI =R, MINZEHEE N inkkt (BAdeinit) , LMIZEBRE240IE,

o MBIREAREL, RE— Nreset IAREN, REHBREANlinkkit, JFEElnkkit# EFFVIBLHEE, RBiE
EEFX N reset iR N EREMINZ 5B A resetiZ 0, reset=l 2G4 SMMIREN AN, WRAPP
EE S BRAPPEUIEZ /S, N T RBEINABITresetiRI1ET , G BIBERT

LinkKit.getInstance().reset(new IConnectSendListener() {
@0Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
ALog.d(TAG, "reset onResponse ");
}
@Override
public void onFailure(ARequest aRequest, AError aError) {
ALog.d(TAG, "reset onFailure");
}
b;

BHEEARFEENHAFRBRPERE
ERIHE:

MRFRREMEROTHNEEEFARFELER, BABFREETFIAPPSREZBARIABEXRZ
B, AREMREHTE. MRRERUENERILLTHI—1TAF, BAKAF ITLUED R reset 115
SHNZRBIRIRESFERPNSEXR, BRRAF RS T UAREHRITES

W EZEIFA LinkKit.getinstance().reset FEOAREMNEIHBRIRSSRERAFNHEXER,
ARFEFHTIHSTEMAEE

BRYLA:

WEREFRIAEER T eI TEMINEE, REH R EERSProductKey, ProductSecret, 1&&EEZIf
B =YIBE A o] LUEIE 317 E AT i2 X R EUR & B9 DeviceSecret ; B2 HiR&IRENRI T DeviceSecret 2 f5,
W RE T A M R EIREUZ E B DeviceSecret, miHESIELH,

H 18 % 35 BV El DeviceSecret Z f5, EE¥DeviceSecret B BN BEM T, HEBNERF fitikreset iRk
HEEFHAPPE, E M BRAPPEIE th R E NG DeviceSecret B bRz, MNRIREE A FLREE S DeviceSecret#
M=, ATILZIRBEBHREHER, FREZFERIZIREProductKey, DeviceNameid RT3k, EIfJE
=R H AMBRY Bz deviceName B1i% %, REEHMEIE—MERdeviceNamedig&EBI D], T REZFRIE
R E BB R ARG T B deviceSecret T LA B P 1 B BUIS R .
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13. 8118

T @matt FRE paho BREHIRTS, BAERMANRE, cTAERImatt#iAEXNERBEMNNT

HEXHEIRE.
] 3
CIR R T
iR FEEIRB R =z
1101100 ERROR_SDK_ERROR SDK 18k RER R E
1101101 ERROR_SDK_INIT_ERROR
72y = 74 EE\
ERROR_PARAMS_DEVICEI etk =i
120 - - productKey.
NFO_INVALID . N
- deviceName J =
LAl = =4
191 ERROR_PARAMS_DEVICE_ Zﬂeﬁgs—eﬁi (RE
SECRET_NULL . -
- B) AE
ERROR_PARAMS_SECURE_  f&f itls INIERRZ, B2
122 MODE_ITLS_WITH_PS_NU  =jt4 productSecret
LL (FREH) A=
deinit RIT5ZM, BF
ERROR_STATE_LINKKIT D S
123 - - - fFdeinit TR EBYIE
EINITING
%
mattZEEN- 8EEE
MEEE,; - wE=7xA
-33 MQTT_CONNECT_ERROR ERIEH,; - HEEER
BIEHH; - RESMNRE
FAR— =4
HTTPEREOEIR, W
— B — BN AN A R -
-4 ERROR_HTTP wNEERTRELER,; -
MERTERE, - ER
HEREES;
1101220 ERROR_COTA_GET_PARA REUREREBERESHE
MS_ERROR =
1101230 ERROR_SHADOW _INVALI SDKi& RN ia B AIRE
D STATE ®EFHEXED
ez E: B
1101231 ERROR_SHADOW_UPDAT E%F‘;ziiifgr &
E_FAILED IxlEmS
message
ERROR_SHADOW_PARAM - N
_ _ N - 5 g a0
1101232 S INVALID REZFEMSHER
48 > MH4RRA: 20210425
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HiRTG

1101312

1101300

1101301

1101302

1101303

1101304

1101305

1101306

1101307

1101308

1101309

1101310

1101311

1101312

1101200

1101201

FHEIR

iR
ERROR_GATEWAY_PERMI
T_JOIN_DEVICE_INFO_INV
ALID

ERROR_GATEWAY_TOPO
_NOT_ADDED

ERROR_GATEWAY_SUBDE
V_NOT_LOGIN

ERROR_GATEWAY_SUBDE
V_WRAPPER_INFO_NULL

ERROR_GATEWAY _SUBDE
V_WRAPPER_NULL

ERROR_GATEWAY_SUBDE
V_THING_NOT_INITED

ERROR_GATEWAY_SUBDE
V_LABEL_NULL

ERROR_GATEWAY _SUBDE
V_SHADOW_NULL

ERROR_GATEWAY_SUBDE
V_COTA_NULL

ERROR_GATEWAY_SUBDE
V_INFO_INVALID

ERROR_GATEWAY _SUBDE
V_DISABLED

ERROR_GATEWAY_SUBDE
V_DELETED

ERROR_GATEWAY _LABEL
_PARAMS_INVALID

LINKKIT_INIT _FAIL

ERROR_TMP_INIT

ERROR_DM_GET _TSL_INF
O_INVALID

-p=

permitjoinif F 89 83 {& 4]
RIS R ERE LN

LRSI NE A

FREERER

SDKAEFIREERAT

SDKAEBFIREARFE

FIREMER R AWK

RRFRETENS, —
REFRERFMEER

RRFREZFAST, —
RBFRERFMEER

RRFIRETEREN

=, —REFIRERHM
BER

FRE=ZTAFRETH

FRECEZHER

FIREEHMBR

B RESH TN

VAR, —R2iE
mattZEmMIN T, ERE
AT S IR LB B
maqtt Bl W) £ 8] 2 o b S 30
BB RM

IR RM, TMPHIIAL
£

WA kM, REXTSLIE
BXM

> MAYRRZA: 20210425
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iR

4

fHIREE FEEIRTD IR &
1101202 ERROR_DM_INIT_THING_P  #JtaLkM, ¥iEEIRER
ARAMS_INVALID SHEH
1101203 ERROR_DM_GET_TMP_IDE  #JiafbkM, #IHEEIFRER
VICE e
REEERW, b
ERROR_DM_RESET _FAILE o
1101204 5 - - - matti KRB IEER B
%
ERROR_DM_INIT_THING_F
1101205 - == - BiNYA
AILED_IS_INITING MREIAL S
1101020 ERROR_DUPLICATE_SDK_|  EE#IiA, HuigEk
NIT BRI E EETRL
EOFFSHER, B
ERROR_CALL_INTERFACE .
1102000 PARAMS ERROR - BERWTNEOD T EE
- msgztsub error code
1102002 ERROR_PARAMS_ERROR BHEIR
DM_INIT_PARAMS_INVALI N
200201 b - PIIa S H TR
500301 DM_INIT_GET_TSL_RESP a1 D F2 ch SR B AR B
ONSE_ERROR S
ERROR_DUPLICATE_SDK_| .
100 NIT DM - - REEEERSEEVRK
ERROR_DUPLICATE_SDK_| L
101 NIT LK - LinkKit SDKEE #1181¢
ERROR_CMP_PARAMS_ER
510 ROR - CMP #5512
514 ERROR_CMP_REGISTER_C ZHERETEEM, —&
ONNECT _ERROR_EXIST o] LAZR B
ERROR_CMP_SEND_ERRO
— — — = \/-\-‘-\E KT
517 R_CONNECT_NOT_FOUN BRI, SRR
b AEE
ERROR_CMP_SEND_ERRO
521 R_CONNECT_NOT_CONN RELW, EEREST
ECTED
ERROR_CMP_REGISTER C
529 - - - EIELBIETES
ONNECT _IS_REGISTERING EEREIEE M
4201 ERROR_UNKNOW B P imNEE IR
50 > MA4RRA: 20210425
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=R FHEIRE iR &

4101 ERROR_NETWORK ERROR  RIZZ$EIR

4102 ERROR_SERVER 55 M X R

4103 ERROR_BUSINESS W SR
MqttEsiz4g

1=FRMY R ES

2= E P RIS
3=RIEREFATA

4=5EIRM B P 2D

S5=FAUEE

6=EIMEIR
32000=2%7%3k B R 55 28 A9 M Kz BB AT
32100=EBEEEZF
32101-B¥rFE P iEE
32102=F P HETE M &R
32103=TiEEEERS R
32104=F P HKiEE

32105=#5%ER SocketFactory & 5IEI2F URI LA
32106=SSL BRE iR

32107=F A IFEE EIA A AR ERE
32108=FAIiRFIME

32109=B rFFiEE
32110=BE#{TIEER
32111=FFHNE X
3220013 A BHEERAF
32201=2 G EEFERS
32202=1EfE# T ZH LR
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nle, =

14.% W |oj

RRPCEENEZ e, REHIEE4201

SRR 2P EENEIERS— M ERLSONSIR, SRR e,

714 10591-10591/com.haier.intelrefriger D/ConnectSDK: send() common request

714 10591-10591/com.haier.intelrefriger D/PersistentConnect: send()

715 10591-10591/com.haier.intelrefriger D/MgttNet: getConnectstate()

715 10591-10591/com.haier.intelrefriger D/MgttNet: getC onnectstatn() paho state = true
728 10591-10591/com.haier.intelrefriger E/MgttSendExecu + j to byte array error

728 10591-10591/com.haier.intelrefriger W/System.err: jgva.io.NotSerializableException: ord.json.JSONObject

728 10591-10591/com.haier.intelrefriger W/System.err: at java.io.ObjectOutputStream.writeObject0 (ObjectoutputStream.java::

729 10591-10591/com.haier.intelrefriger wW/System.err: at java.io.ObjectOutputStream.writeobject (ObjectoutputStream.java:3:
729 < 51-10591/com.haier.intelrefriger W/System.err: at

k.l dk.channel.core.persistent.mgtt.send.b.asyncSend (MgttSendExecutor.java:124)

729 10591-10591/com.haier.intelrefriger W/System.err: at com.aliyun.alink.linksdk.channel.core.persistent.mgtt.b.asyncSenc
729 10591-10591/com.haier.intelrefriger W/System.err: at

k.linksdk.channel.core.persistent.PersistentNet.asyncSend(PersistentNet.java:75)

BRIVE . BRENBEERMIEHISONEIES, HREX.

PO 5K F 15 7 a5l 7 i e 3

Q: MXAEFREDSEREK, BSEMSHRFREIIR, zmREEMMATI, ERREWTIERN
=? AEBERTERNSEZEENRE:

o FIRBRABHHSEM
o FREBEEEBMNIEMMKIZRETT

Q: MAREFRENSEM, IFEMINREEINFIRE, zREEMENER, ERRIRET2MF
REER? ASBUZIA]ENRRER T ZRERFBNSEM . RMBEMNKIRET, EEUJERFIR
%1-‘_1%\15- |=JiEl 195;

IR & ah A& M o R
Q: LinkKit SDKai & EMEO LK, SEVEHKEY, TREK? ARERAFBEE
3|"SSLHandshakeException:

com.android.org.bouncycastle.jce.exception.Ext Cert PathValidat orException: Could not validate
certificate: null", BEREEGBEXRG, mottiEPeit 7a#E, FEZBFHESNEIEERE,

matt EERIKEE

mattZEERINZ S, mqttﬁﬂ%qﬂfﬂjl*ﬁﬁTE’AEﬁJiE’_iiiﬁﬂ’\]o HiXgetiEEfE: 1-2-4-8-16-32-64-
128-128S.. B AR EE L—XIERERZEFESF T —REIXEBKNE & EMRE

WA ErmattEEZE A 7

// @A

2020-01-17 11:51:40.607 32730-32730/com.aliyun.alink.devicesdk.demo D/LK-DM-DeviceManager: onConnec
tStateChange() called with: s = [LINK_PERSISTENT], connectState = [DISCONNECTED]

[ BRERE, EHEFR—ERERBRMEIFFEER, XBERFEBFEERNdisconnect#iRiE

2020-01-17 11:56:30.807 2617-2671/com.aliyun.alink.devicesdk.demo W/LK-core-PersistentEventDispatch: m
gtt disconnected, method = [null], content = [null], errorCode = [32109], message = [Connection lost, Conne
ction lost (32109) - javax.net.ssl.SSLException: Read error: ssl=0x7dbe00f708: 1/O error during system call, So
ftware caused connection abort]

WfEX A SDK BE1#TMattEELNAE?

52 > MHRA: 20210425
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MqttConfigure.automaticReconnect = false;

MATMNESHESDKEEEL AR THNEE?
EEUTEERY paho BHKET —REE, KENHHN LERTR

2020-01-17 11:38:19.007 32730-32730/com.aliyun.alink.devicesdk.demo I/LK-core-loTMqttAsyncClient: mqtt-
paho connect start, userContext = [null], callback = [com.aliyun.alink.linksdk.channel.core.persistent.mqtt.
MqttNet$3@18e0bf], [ clientld = Ip_test&al4NQ5RLiZA|securemode=2, v=1.7.0,lan=Android,0s=9,signmetho
d=hmacshal,ext=1,timestamp=1579232298867|]

MM B EHIBTSDKEELR?

// paho BE

2020-01-07 14:57:06.097 9955-9955/com.aliyun.alink.devicesdk.demo D/LK-core-MqttDefaulCallback: connec
tComplete, reconnect=true, client=com.aliyun.alink.linksdk.channel.core.itls.loTMqttAsyncClient@c212ad5,
threadld=Thread[main,5,main]

// channel-core B&

2020-01-07 14:57:05.095 9955-10005/com.aliyun.alink.devicesdk.demo I/LK-core-MqttDefaulCallback: mqtt ¢

onnectComplete,reconnect = true ,ssl://al4NQ5RLiZA.iot-as-mqtt.cn-shanghai.aliyuncs.com:1883

ICv BRI KA B I . B 75

] BRIER B IR TH

2020-01-17 14:04:00.090 9442-9490/com.aliyun.alink.devicesdk.demo D/LK-core-MqttPaho: fine, c= org.eclips
e.paho.client.mqttv3.internal. CommsSender , method = run , msg =802, inserts = Ping,PINGREQ, throwable
=null

[/ WE =i Bk R

2020-01-17 14:04:00.103 9442-9489/com.aliyun.alink.devicesdk.demo D/LK-core-MqttPaho: fine, c= org.eclips
e.paho.client.mqttv3.internal.Token , method = markComplete , msg = 404, inserts = Ping,PINGRESP msgld 0,
null, throwable = null

ERUBEXCBESEH

T LUE I LI MqttPingSenderiE [, T&% AN , XEBTPURE T—RAZ OB
HiEs, URELEREOBE, &KX OBNNEAAERITEENE,

/| B PrivateMqttPingSender SCIL T MqttPingSenderiE
MqttConfigure.pingSender = new PrivateMqttPingSender();

SDK #17iREE, A ZLogEXH3

FRA: BPAEHEBEIRE65536, KRXiFSdex, SEEXRITHA#E
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https://github.com/eclipse/paho.mqtt.java/blob/v1.2.2/org.eclipse.paho.client.mqttv3/src/main/java/org/eclipse/paho/client/mqttv3/TimerPingSender.java
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