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1 BS5imiEAIS™

1.1 RFIRIEA
HIREETT I0OS A, Android N, XfTE/NER, o H5 MADPEMERKLANERN, 55%E
AR ERREZIHIEN

AAAR
SRR NNIEFRZHFUTRABARA R :

1. SDKFA, XTFa@iEE SDK ARERFZHERERMBIAINIE, FE2E: SDKFBEAN,

EA:

SRR AIAIERM T Java. Python, PHP. C#. Golang. Node.js #1 Ruby iEES#) SDK.,
HIRER SDK #ITHAR, TRHHE HTTPS IBREIMELE L, AREHE. B3R
B SDK AR AERSIHEMRERMKETAINIE,

2. HTTPS REFA. XFa@EE HTTPS RERAARERSHERERRININE, BS
Z: HTTPS [REEH.

BESE

SEXHEHRTEFPRENTA:
AndroidE iR ;
i0S ZEFIRIEN;
#unique_9;
XAfTE H5 WEEA;
IR HMEE S AT EINEREEA,

1.2 SDK @A REA

LIRER SDK MITH AN, TEHZE HTTPS BEXRELUWSZEEL, FAEHE. EHIit
HNRZEWAREEY SDK AHERFZHEMR SRR AINIE, SRR AINERET
Java, Python., PHP, C#. Golang. Node.js #1 Ruby i&=# SDK,

REINEFRFRIREA
KEINEEXRE, EAUTZFR:
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mREEMEN.
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b ZRINER, AEZSERE
FACE,
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identityType

String

il

CERT_INFO,

CERT_INFO

certType
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String
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am 3] BEEYVR fiiR ~HHE
certifyld String |2 JNEID, RIRIAEME—FRIR, 7eff3ad26a
9c7b68c511
b9f35eb1a354
certifyUrl String |2 IMERFZAD URL, https://picker.
antcloudauth.
aliyuncs.com/
gateway.do?...
EBRIAEER

EWMNEERE, EAUTZER:

B 34 EEVE fii i wHE
method String |2 T AR XS R AVIRME, query
BB Aquery,
certifyld String |2 JNIEID, BE5REINEERIIR |7eff3ad26a
B B certifyld{RiF—3, 9c7b68c511
bof35eb1a354
sceneld String |2 INIEZ=ID, F5AEINEEX | 1000000006
B B9scenel dRFF—EL,
AETHE, BRI, HNSHIIRNT:
B E3id] BEYSR 1A w~HE
passed String |2 EEES, BIAT, NEIAF |T
identityInfo String | & INERERER, —ARESAIEH | "Identityinfo
=IREIAE, " "["cert_type
":"IDENTITY_C
ARD","cert_no
":"330703xXxXX
XXXXXXXX" !

cert_ name":"ik




m=,

2R E3id] BREYS iR wHIE
materialinfo String | & INEEARHEER, EEAER | "Materialinfo
EME, —REGAEFRSERER |": "{\"facial_pic

ture_front\":
{\"verify_sco
re\":\"80.
107902181204
\",\"quality sc
ore\":\"82\",
\"FEATURE_FA
CE\":\"/9j/
4AAQSkZJRg
ABAQAASABI
AAD/4QBMRX
\)

SDK {88

1. JAVA SDK
% JAVA SDK j&%3: aliyun-openapijava-sdk,
BcE Maven {K#

<dependency>
<groupld>com.aliyun</groupld>
<artifactld>aliyun-java-sdk-saf</artifactid>
<version>1.0.2</version>

</dependency>

HEF KB, -

<dependency>
<groupld>com.aliyun</groupld>
<artifactld>aliyun-java-sdk-core</artifactld>
<optional>true</optional>
<version>4.5.0</version>

</dependency>

<dependency>
<groupld>com.alibaba</groupld>
<artifactld>fastjson</artifactld>
<version>1.2.60</version>

</dependency>

<dependency>
<groupld>com.google.code.gson</groupld>
<artifactld>gson</artifactld>
<version>2.8.2</version>

</dependency>

iRER:



https://github.com/aliyun/aliyun-openapi-java-sdk/tree/master/aliyun-java-sdk-saf?spm=a2c4g.11186623.2.10.2c1c194amNsKnr

- BCE JAVA SDK B9IREE . [ =SDKFF A I5RT;
o IRTTATELCREEEITRIES Maven KB : 5 S1 F0 U552,

REBBRBIGT:

import java.io.lOException;

import java.util.HashMap;

import java.util.Map;

import com.alibaba.fastjson.JSON;

import com.aliyuncs.CommonRequest;

import com.aliyuncs.CommonResponse;

import com.aliyuncs.DefaultAcsClient;

import com.aliyuncs.lAcsClient;

import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.exceptions.ServerException;
import com.aliyuncs.http.MethodType;

import com.aliyuncs.http.ProtocolType;

import com.aliyuncs.profile.DefaultProfile;

pub

lic class FaceVerifyTest {

public static void main(String[] args) throws IOException {

DefaultProfile profile = DefaultProfile.getProfile( cn-shanghai", "<your-access-key-id
<your-access-key-secret>");

IAcsClient client = new DefaultAcsClient(profile);

CommonRequest request = new CommonRequest();
request.setSysMethod(MethodType.POST);

request.setSysDomain("saf.cn-shanghai.aliyuncs.com");
request.setSysVersion("2017-03-31");
request.setSysAction("ExecuteRequest");
request.setSysProtocol(ProtocolType.HTTPS);

/1 WBFMEE
Map<String, Object> serviceParams = new HashMap<String, Object>();

Il REINEFK

serviceParams.put("method", "init");

serviceParams.put(“sceneld", "1000000006");

serviceParams.put("outerOrderNo", "e0c34a77f5ac40a5aa5e6ed20c353888");
serviceParams.put("bizCode", “FACE") /I ESAFEIOSHREF SRR, NEHR

B2 FACE_SDK;7E/NMEFFS, IANEASREBN A FACE,

serviceParams.put("identityType", "CERT_INFO");
serviceParams. put(“certType" "IDENTITY_CARD");
serviceParams.put("certNo", "330703XXXXXXXXXXXX");
serviceParams.put("certName", "ik=");
serviceParams.put("returnUrl", "https //www.aliyun.com");

/*
/1 ERHNELER
serviceParams.put("method", "query");
serviceParams.put("certifyld", "7eff3ad26a9c7b68c511b9f35eb1a354");
serviceParams.put("sceneld", "1000000006");
*
/

request.putBodyParameter("ServiceParameters", ]SON.toJSONString(serviceParams

/] EE{&, Service =fin_face_verify
request.putBodyParameter("Service", "fin_face_verify");

try {
CommonResponse response = client.getCommonResponse(request);


https://help.aliyun.com/document_detail/66496.html?spm=a2c4g.11186623.2.11.3042194a4ZBQt3
https://oss.sonatype.org/#nexus-search;quick~aliyun-java-sdk-saf
https://maven.aliyun.com/mvn/search

System.out.println(response.getData());
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();

}
}
}

2. Python SDK
T#; Python SDK &%,
1. R¥ SDK b,
- MREERAPython 2.x, AITLATHRS, REFERSDKIZILE:
pip install aliyun-python-sdk-core
- MEREEAPython 3.x, FITUTHS, REMEBRSDKZILE:
pip install aliyun-python-sdk-core-v3
2. ZE R m SAF SDK,
pip install aliyun-python-sdk-saf
~EIREBIT:

from aliyunsdkcore import client
from aliyunsdksaf.request.v20170331 import ExecuteRequestRequest

clt = client.AcsClient('<your-access-key-id>'/<your-access-key-secret>'/cn-shanghai')
#IRESH

request = ExecuteRequestRequest.ExecuteRequestRequest()
request.set_accept_format('json')

# FrmServiceid S E [ AR S P BServiceF R iR
request.add_query_param('Service', 'TdSLH)7= @Service')
request.add_query_param('ServiceParameters', ' AZjsonZ=fF&H")

# RiEEXR
response = clt.do_action_with_exception(request)
print(response)
RER:
Python SDKHHIRER . ZEFEATSE: WERSDKFKIER.
3. PHP SDK
5|F PHP SDK,

wERNR

<?php
require _ DIR__.'/vendor/autoload.php';


https://github.com/aliyun/aliyun-openapi-python-sdk/tree/master/aliyun-python-sdk-saf
https://help.aliyun.com/document_detail/53090.html?spm=a2c4g.11186623.2.16.3042194a4ZBQt3
https://help.aliyun.com/document_detail/53111.html?spm=a2c1g.8271268.10000.152.2e90df25s6Mxay

use AlibabaCloud\Client\AlibabaCloud;
use AlibabaCloud\Client\Exception\ClientException;
use AlibabaCloud\Client\Exception\ServerException;

/1 EE—N2REFiH
/] EEEH access-key-id F1 access-key-secret
AlibabaCloud::accessKeyClient('<access-key-id>', '<access-key-secret>")
->regionld('cn-shanghai')
->asDefaultClient();

/] -- TRSEKBEIFMERNZEAOBBE, KERXEHAERKZED
$serviceParams = array(
"method"=> "init",
"sceneld"=> "1000000006",
"outerOrderNo"=> "e0c34a77f5ac40a5aa5e6ed20c353903",
"bizCode"=> "FACE",
"identityType"=>"CERT_INFQ",
"certType"=> "IDENTITY_CARD",
"certNo"=> "330011200102257788",
"certName"=> "hiHpE",
"returnUrl"=> "https://www.aliyun.com");
/-

try {
/] -- TRSHETRE
$result = AlibabaCloud::rpcRequest()
->product('saf')
->scheme('https')
->version('2017-03-31")
->action('ExecuteRequest')
->method('POST')
->host('saf.cn-shanghai.aliyuncs.com')
->options([
'query’ =>
'Service' => 'fin_face_verify’',
'ServiceParameters' => json_encode($serviceParams)
]I
)
->request();
il ==
echo($result);
} catch (ClientException $exception) {
echo $exception->getMessage() . PHP_EOL;
} catch (ServerException $exception) {
echo $exception->getMessage() . PHP_EOL;
echo $exception->getErrorCode() . PHP_EOL;
echo $exception->getRequestld() . PHP_EOL;
echo $exception->getErrorMessage() . PHP_EOL;

}

>

EA:
PHP SDK IR ESR . REFEHRTUSE: [MERSDKALERM.
4. C# SDK
T C# SDK JEAL,

2% (# SOK NHRREEMNERER: MESSDKAAIER.


https://help.aliyun.com/document_detail/53111.html?spm=a2c4g.11186623.2.18.3042194a4ZBQt3
https://github.com/aliyun/aliyun-openapi-net-sdk/tree/master/aliyun-net-sdk-saf?spm=a2c4g.11186623.2.19.3042194ahrZLNb
https://help.aliyun.com/document_detail/66509.html?spm=a2c4g.11186623.2.20.3042194ahrZLNb

5. Golang SDK
% Golang SDK,
Golang /~BIMHES

package main

import (
"encoding/json"
llfmt"

"github.com/aliyun/alibaba-cloud-sdk-go/sdk"
"github.com/aliyun/alibaba-cloud-sdk-go/sdk/requests"
)

// ResponseContent iR E{&
type ResponseContent struct {
Data map[string]string “json:"data™

RequestlID string ‘json:"requestld™
Code string ‘json:"code™
Message string ‘json:"message™

}

func main() {
/] FEEEH access-key-id F] access-key-secret
client, err := sdk.NewClientWithAccessKey(

"cn-shanghai", "<access-key-id>", "<access-key-secret>")

request := requests.NewCommonRequest()
Il -- TREBYEFRE
request.Domain = "saf.cn-shanghai.aliyuncs.com"
request.Version ="2017-03-31"
request.ApiName = "ExecuteRequest"
request.Scheme = "https"
request.QueryParams["Service"] = "fin_face_verify"

/] -- TREHRBIIMERNZEOMIARE, NERREAENEAZEND
serviceParam := map|[string]string{

"method": "init",
"sceneld":  "1000000006",
"outerOrderNo": "e0c34a77f5ac40a5aa5e6ed20c353900",
"bizCode":  "FACE",
"identityType": "CERT _INFQ",
"certType": "IDENTITY_CARD",
"certNo": "330011202002257788",
"certName": "Z{AfF-EIHEER",
"returnUrl": "https://www.aliyun.com",
}
il ==
serviceParamByte, err := json.Marshal(serviceParam)
if err 1= nil {
panic(err)

request.QueryParams|["ServiceParameters"] = string(serviceParamByte)

response, err := client.ProcessCommonRequest(request)
if err 1= nil {
panic(err)

respContent := ResponseContent{}
err = json.Unmarshal(response.GetHttpContentBytes(), &respContent)


https://github.com/aliyun/alibaba-cloud-sdk-go/tree/master/services/saf

fmt.Printf("response data is %#v\n", respContent.Data)
fmt.Println("end")

}

REA:
Golang SDKMIRFHER . REFEHTSE: MERSDKALIER.
6. Node.js SDK
T# Node.js SDK jR#,

HITUA TS %L E@alicloud/pop-coretEth, TS hY--saveFIERE NN
BIpackage.json3 b, {E KRR,

$ npm install @alicloud/pop-core --save
Node.js 55 R%H1:

const Core = require('@alicloud/pop-core');

/] BEEH access-key-id F1 access-key-secret

var client = new Core({
accessKeyld: '<access-key-id>',
accessKeySecret: '<access-key-secret>',
endpoint: 'https://saf.cn-shanghai.aliyuncs.com’,
apiVersion: '2017-03-31"

h;

/] -- TIRSEUKBSLIMER R OMRAE, NERMEXIMEDRAED
var serviceParams = {

"method": "init",

"sceneld": "1000000006",

"outerOrderNo": "e0c34a77f5ac40a5aa5e6ed20c353901",

"bizCode":  "FACE",

"identityType": "CERT _INFQ",

"certType": "IDENTITY_CARD",
"certNo": "330011200102257788",
"certName": "wZ&-iX/R",

"returnUrl": "https://www.aliyun.com"

}
I --

var params = {
"Regionld": "cn-shanghai”,
"Service": "fin_face verify",
"ServiceParameters": J[SON.stringify(serviceParams)

}

var requestOption = {
method: 'POST'

¥

client.request('ExecuteRequest’, params, requestOption).then((result) => {
console.log(JSON.stringify(result));

}, (ex) => {
console.log(ex);


https://help.aliyun.com/document_detail/63640.html?spm=a2c4g.11186623.2.22.3042194azwNGIW
https://github.com/aliyun/openapi-core-nodejs-sdk

i:
Node.js SDK MRS, REEMTTSE: WERSDKALIER,
7. Ruby SDK
T Ruby SDK iRf8,
HITA T 6n € %% Alibaba Cloud Core SDK for Ruby:
$ gem install aliyunsdkcore
Ruby #3741 :

require 'aliyunsdkcore'

client = RPCClient.new(
access_key id: '<your-access-key-id>',
access_key secret: '<your-access-key-secret>',
endpoint: 'https://saf.cn-shanghai.aliyuncs.com’,
api_version: '2017-03-31'

)

response = client.request(
action: 'ExecuteRequest’,
params: {
"Regionld": "cn-shanghai",
# FEmServiceig S E [ AR SH X D HService F B IR
"Service": "ML @Service",
"ServiceParameters": "AZjsonZ&F&"
I
opts: {
method: 'POST'
}
)

print response

EA:
Ruby SDK IR ESR . REFEHTUSE: WERSDKF LS.

1.3 HTTPS [R&FH
Y
BORKER:

- BRSESKHbE: https://saf.cn-shanghai.aliyuncs.com
« BMY: HTTPS
- A POST


https://help.aliyun.com/document_detail/57342.html?spm=a2c4g.11186623.2.24.3042194azwNGIW
https://github.com/aliyun/openapi-core-ruby-sdk
https://github.com/aliyun/openapi-core-ruby-sdk/blob/master/README-CN.md?spm=a2c4g.11186623.2.26.3042194azwNGIW&file=README-CN.md

REIAERFR

REINEIBERE, ENBRSH, HEServiceParameterst json ZRFEBEANUTFER:

SR xE REYVE iR whlE

method String |2 REINEFERIRIE, init
BB Rinit,

sceneld String |2 INIEHRID, EEHAEIEIAE | 1000000006
HREEMEM.

outerOrderNo |String |2 BPIERNE—FRR, EA321L |e0c34a77f5
KENFEBHFASHE/LIF |acd0abaabe
fFeEFEEXNEIR, $iEa | 6ed20c353888
PAMER—EEYE, JSERTILAMER
— NN ERIBIE T,

bizCode String |& INEA RSB AR &EINERSG | FACE_SDK
BxX:
LYAPEIOS HREFEL
RINER, JAEZSER
FACE_SDK,
HEPENEFRPE H5 E
hAEINER, AEZRBE
FACE,

identityType String |2 BINERSHEEE, WA CERT_INFO
CERT_INFO,

certType String | & IEEEE, HEIZESE, % |IDENTITY_CARD
JYENIDENTITY_CARD,

certNo String |2 BFEMEHS, 330103xxxx

XXXXXXXX
certName String |2 BFitE, k=




2R 32 EEY® fiid PlE
returnUrl String |2 B PSS T E ENE Y B iRttt https://www.
mEREEEERALER | 2Yun-com
H, B ENTFER
&,
HIREKA mIMNER ST EIA
IEREEN, BEREENA
FIGEEXMERBINES, 8
BHREEONBRE, BFE
FEHSHTENENNAER
Scheme, FIFESE: EIHK
}?\}Emo
AEINER, BsBREImE, HNSHIIRNT:
2 xE BREVE fiiid PlE
certifyld String |2 JNEID, RIRSIAEME—FRIR, 7eff3ad26a
9c7b68c511
b9f35eb1a354
certifyUrl String |2 IMERFZEADO URL, https://picker.
antcloudauth.
aliyuncs.com/
gateway.do?...
0 Sz 7~ B AN :
{
"code": 200,

"requestld": "5CD69C04-8A6B-4CC3-A0C9-D18D5FEFA788",

"data": {

"certifyUrl": "https://picker.antcloudauth.aliyuncs.com/gateway.do?...",
"certifyld": "7eff3ad26a9c7b68c511b9f35eb1a354"

b

"message": "OK"

}
BEIAEER

BHINELERE, BENBERASH, HEServiceParameterst json ZRFEBEANUTFER:

BB Aquery,

E1 7 i) REVE iR whiE
method String |2 T AR LTS RAVIRIE, query




2 E3id] BREYS iR wHIE
certifyld String |2 JNIEID, 5 &EINEEREIR |7eff3ad26a
B B certifyld{RiF—3, 9c7b68c511
bof35eb1a354
sceneld String |2 INIEY=ID, FS5AELIAIEEXK | 1000000006
Bsceneld{®F—3,
REBHE, BRI, HNSHTIRNT:
B E3id) Yy A= s wHIE
passed String |2 EEEE, BEAT, MEBEAF T
identitylnfo String | & INERFRER, —RBVAIES | "Identityinfo
SREAZE, " "{"cert_type
":"IDENTITY_C
ARD","cert_no
":"330703xXxX
XXXXXXXX" "
cert_name":"iK
materiallnfo String | & INEEAEHEER, TEABR | "Materialinfo

M, —RENEZRHR2R

": "\"facial_pic
ture_front\":
{\"verify_sco
re\":\"80.
107902181204
\",\"quality _sc
ore\":\"82\",
\"FEATURE_FA
CE\":\"/9j/
4AAQSKZJRg
ABAQAASABI
AAD/4QBMRX
\p

BRASH

EfER HTTPS AR IHIEAERMARTAINIER, &

BAUTERASH:

;E\ﬁ

£=1

£

REV®

iR

Format

String

=
=

IREMERIZER, ZFSONSXML,

ZIAAXML,




2R E3:d) EEVE fiid

Version String |2 APIRRAS, AEHEFR: YYYY-MM-DD, AARARS
[ 42017-03-31,

AccessKeyld String |2 B =MALEFAIERSAANESRID, FER
#unique_12,

Signature String |2 BEERB, XTERNERZE, B2 APIEE
ML,

SignatureM String |2 HE2H, BREIZIFHMAC-SHAT,

ethod

Timestamp String |2 BERNEEE. BERIRBISO8601HRER
N, HEEERAUTCHE, &XA: YYYY-MM-
DDThh:mm:ssZ,
flEn, 2014-7-29T12:00:00Z (AR
IB2014F7H2988920 07708 .

SignatureV String |2 BEEERRAK, BRIRAR.0,

ersion

SignatureNonce |String |2 W—ENE, BTHIERNEERKE. BFRFEARRE
KB ZERARNEYEIE.

Action String |2 BYEw 2 ExecuteRequest,

Service String |2 BARRSE, RRSZSZEHEERfin_face_verify,

ServicePar String |2 BARRZSSHW json KRB, BEAEX A TEEZEO

ameters SHEN,

3

i%ER:
B RABARRS I ARINEER, SLREEIITEAN MRS E ServiceParameterssEIA],

BARSE

FAWEERB, UTF2EEEIE:

, =
Code Message

200 OK

401 SHARE.

402 NABREREFE.,

403 FEMgS*rrr* ZEREA fin_face_verify RS, SiEZIH. 3
404 INERREERFE




Code Message

405 TR EREEZ—:
« BMIANECRAEE;

- BHNFERRH14EAS, ARITFEALF R,

406 ZH certifyld,
407 INEE XM,

408 FHBOANERTEE XK.
501 REHEIR,

502 RAREIC,

503 RRER,

TERBRA (JavaiBE)

AN POM 4K :

<dependency>
<groupld>com.google.guava</groupld>
<artifactld>guava</artifactld>
<version>19.0</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld>
<version>4.5.2</version>

</dependency>

BAZEOLEINENERINES

import java.io.BufferedReader;
import java.io.lOException;

import java.io.lnputStreamReader;
import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;
import java.text.SimpleDateFormat;
import java.util.ArrayList;

import java.util.Arrays;

import java.util.Date;

import java.util.HashMap;

import java.util.List;

import java.util.Map;

import java.util.Map.Entry;

import java.util.SimpleTimeZone;
import java.util.UUID;

import com.google.common.io.BaseEncoding;
import org.apache.http.NameValuePair;
import org.apache.http.client.entity.UrlEncodedFormeEntity;

import org.apache.http.client. methods.CloseableHttpResponse;

import org.apache.http.client. methods.HttpPost;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClientBuilder;
import org.apache.http.message.BasicNameValuePair;



public class SafTest {
public static void main(String[] args) throws Throwable {
/BB =MKS B9 appKey 1 appSecret
String appKey = "<accessKey>";
String appSecret = "<accessSecret>";
String safUrl = "https://saf.cn-shanghai.aliyuncs.com”;

K

Map<String, String> serviceParameters = new HashMap<String, String>();
[l KEINEFXK

serviceParams.put("method", "init");

serviceParams.put("sceneld", "1000000006");
serviceParams.put("outerOrderNo", "e0c34a77f5ac40a5aa5e6ed20c353888");
serviceParams.put("bizCode", "FACE");

serviceParams.put("identityType", "CERT _INFQ");
serviceParams.put("certType", "IDENTITY_CARD");
serviceParams.put("certNo", "330703XXXXXXXXXXXX");
serviceParams.put("certName", "sk=");

serviceParams.put("returnUrl", "https://www.aliyun.com");

/*
/1 ERHNELER
serviceParams.put("method", "query");
serviceParams.put("certifyld", "7eff3ad26a9c7b68c511b9f35eb1a354");
serviceParams.put("sceneld", "1000000006");
*
/

Map<String, String> params = new HashMap<>();
/1 #EOWFSH-EE fin_face_verify
params.put("Service", "fin_face_verify");

" //&?ﬁtuiik%iizm%%&, REFEHESE, BERAXHEENWSSHERS, WSSHERKLE
Jjsont&T

params.put("ServiceParameters", com.alibaba.fastjson.JSON.toJSONString(servicePar
ameters));

doPOPRequest(appKey, appSecret, safUrl, "ExecuteRequest", "2017-03-31", params);
}

public static String doPOPRequest(String appKey, String appSecret, String url, String
action, String version, Map<String, String> parameters) throws Throwable {
String encoding = "UTF-8";
Map<String, String> paramsForPOP = new HashMap<>();

Il RESH-EE

paramsForPOP.put("AccessKeyld", appKey);

paramsForPOP.put("Format", "JSON");// ElE

paramsForPOP.put("SignatureMethod", "HMAC-SHA1");// ElIxE

paramsForPOP.put("Timestamp", formatlso8601Date(new Date()));// T BB 2!
YYYY-MM-DDThh:mm:ssZ

paramsForPOP.put("SignatureVersion", "1.0");// BElE

paramsForPOP.put("SignatureNonce", UUID.randomUUID().toString());// BiT4EmRK—
THENE, BIRIEKRATES

paramsForPOP.put("Version", version);// ElE

paramsForPOP.put("Action", action);

if (parameters != null) {
parameters.remove("Signature");
paramsForPOP.putAll(parameters);

}

String signature = computeSignature(paramsForPOP, appSecret, encoding);
paramsForPOP.put("Signature", signature);// I8 &KiNEpostSE



String result = httpPost(url, paramsForPOP, encoding);
/] R[E{E

System.out.println(result);

return result;

}

private static String httpPost(String url, Map<String, String> paramsForPOP, String
encoding) throws I0OException {

CloseableHttpClient httpClient = HttpClientBuilder.create().build();
HttpPost httpPost = new HttpPost(url);

List<NameValuePair> urlParameters = new ArrayList<NameValuePair>();
for (Entry<String, String> entry: paramsForPOP.entrySet()) {
urlParameters.add(new BasicNameValuePair(entry.getKey(), entry.getValue()));

httpPost.setEntity(new UrlEncodedFormEntity(urlParameters, Consts.UTF_8));

CloseableHttpResponse response = httpClient.execute(httpPost);

BufferedReader rd = new BufferedReader(new InputStreamReader(response.
getEntity().getContent()));

StringBuffer result = new StringBuffer();

String line="";

while ((line = rd.readLine()) != null) {

result.append(line);

return result.toString();

}

private static String formatlso8601Date(Date date) {
SimpleDateFormat df = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm:ss'Z");
df.setTimeZone(new SimpleTimeZone(0, "GMT")); // ;x = EAGMTHY ]
return df.format(date);

}

public static String computeSignature(Map<String, String> parameters, String secret,
String encoding)
throws Exception {
/1 BZHKeyiRFHIGFHEF
String[] sortedKeys = parameters.keySet().toArray(new String[] {});
Arrays.sort(sortedKeys);

String separator = "&";
boolean first = true;

/1 ERFRBIERFRFSH
StringBuilder sb = new StringBuilder();
for (String key : sortedKeys) {
if (first) {
first = false;
} else {
sb.append("&");

sb.append(encode(key, encoding)).append("=").append(encode(parameters.get(
key), encoding));
}

/I £ TIHEEZHFRE toSign

StringBuilder toSign = new StringBuilder();
toSign.append("POST").append(separator);
toSign.append(encode("/", encoding)).append(separator);
toSign.append(encode(sb.toString(), encoding));



return getSignature("HmacSHA1", (secret + separator).getBytes(encoding), toSign.
toString().getBytes(encoding));
}

private static String encode(String value, String encoding) throws Unsupporte
dEncodingException {
if (value == null) { return null; }

// {€EFURLEncoder.encodefRiBf5, RK"+""*""%7E" AN # 2 APIFLE B ZRIBIE
return URLEncoder.encode(value, encoding).replace("+", "%20").replace("*", "%2A").
replace("%7E", "~");
}

public static String getSignature(String algorithm, byte[] secret, byte[] data) {
try {
javax.crypto.Mac mac = javax.crypto.Mac.getlnstance(algorithm);
mac.init(new javax.crypto.spec.SecretkeySpec(secret, algorithm));

return BaseEncoding.base64().encode(mac.doFinal(data));
} catch (Exception e) {

e.printStackTrace();
}

return null;

}
}

1.4 APIEZHLF

AXNETES HTTP/HTTPS REABSRAT AANERSEON, MEBKREINHE,

NFE—IRHTTPHEHTTPSIMNGER, EISREH DD EERERRIEATIERESD,
E{AH{EA AccessKeyID ] AccessKeySecret SIFRMNZZIGUESEI, AccessKey BIFRENES
D#unique_12,

$B—: RENBLHERERS
1. B8HF. BREARBERSHRBREZFINFHRF.
iR EA:

SEMA GET MERRIBFKRE, XESHHEIEK URL hHISHERS, B URL ? Z/5H & &R
B9EBSY .



2. BHRE, (A UTF-8 ZRFEIRIBRFCI986MNHIDIERSHMMSHEVE, KEHMANT:

AEBUTHE: 2/ A~Z, a~z. 059 IRER -, _. .. ~
HEFRHRIBMN %XY 891830, Hop XY 2FFRFXIM ASCI 836916 #Hl, R~f): FAWEI

S (") MR %22,
¥ RE UTF-8 2/, DAL %XY%ZA... BIHE,
& () BB %20, MARMS (+) . ZHBHXSapplication/x-www-form-
urlencodedMIMEAR R RFIEEZEM, EXEFRAE., MREERNR Java iREEDPHjava
.net.URLEncoder, TJRASEARERED percentEncode Hi8, RERMIDEHFRPM
T (+) BiA%20, BES (*) BRA%2A. B7EBRABRES (~) , BIOISE LRI
RNRIBFRE,

private static final String ENCODING = "UTF-8";

ggevségrs]tiatic String percentEncode(String value) throws UnsupportedEncodingE

return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").
replace("", "%2A").replace("%7E", "~") : null;
}

3. ER%S (=) EEEHEENBERSHMSHRNE.
4. FAES (&) EERFHENERSY, IRSHEHFSH1FHEE—E.

B LS RER THEHIERFRE (CanonicalizedQueryString) , HEWBEFEIEREHNNE
Ko

SR°: NEE|FNEH

—

. MESEEFRE StringToSign, R oI LARHEER percentEncode 218 E—SMERNMBHE
KER&, UNT:
StringToSign=
HTTPMethod + "&" + //HTTPMethod: &3Zi&EKE HTTP F55%, #I80 GET,
percentEncode("/") + "&" + //percentEncode("/"): Z&F (/) UTF- 8 HE/SBINE, B %

2F,
percentEncode(CanonicalizedQueryString) /&M B IE KPR E,

. IREBRFC2104MEN, HEZHBLF/HES StringToSign B HMAC-SHAT {8, REITERHNE
Java Base64 &L 5%,

N

Signature = Base64( HMAC-SHA1( AccessSecret, UTF-8-Encoding-0Of(StringToSign) ) )

HR:
HEEZ, RFC2104 MEH Key EERH AccessKeySecret MM ES5S (&) , EH ASCIE
H38, EEER, B&M#unique_12,
3. HN0MEHE RFC3986 MM RS /52 ESignatureZEI M EHIEKREF R URLE,


http://tools.ietf.org/html/rfc3986
http://www.ietf.org/rfc/rfc2104.txt
http://tools.ietf.org/html/rfc3986

2 TA&SDKIEA

2.1 BARE
TE&SDK+RZHIEBANERTUSERHFEEEEFHAPPAE, BEFEEEBEIIZAPPY AP #ITEL L
INER =,

BERER

il

NREFHERE Android 5 i0S NAPINERF S, BoIRUEAESRRE ANERS .
AR F
EEAR, BEERANEA:

APP IAESDK N RS AR M2 =ARSAE
1: AP FEAE K 2: REIAEER ]
Ca SR T
_____4_]&@_“1I_EU§L,'—1&1‘IE;D """"""""""" t 3- ﬁ@b&ﬁfURL\ L}\ﬁElD
5: AHHIAESDK _

10: REGAELS

} : o[ |7 HIENEL R
”- o BREE ‘ 8: EEIAIELS R Ej

»|
U< """ 12: EEIAESR

R iR

Fs AR

1 P FRINE.

2 Rz A BR 55 i 18] £ AR SE AIEARSS iR R INIETE K

3 SRR AINIEARSSiHIR EHAIE 1D FIAE URL 45152 F AR S5 4 .

4 Rz FABR S5 iR AGE 1D RIAE URL BB A AR F i

5 N &= FiniE A EM R SR K SEAIAIE SDK,

6 N AZEFinE AP RRINERRHMER LSRRI INERS I,




Fs AR

7 EREERSEANERSF IR IRIBEMHEINEL R,

8 TRERSE ANEBRSS IR RINES RIREZ8 SDK,

9 SDK @33 [E1F ek #1045 51| i A & P is RBUAERE

10 N & P i [ fR 55 i EEAERES .

11 N A RRSiREEMATANERS wEALESS.

12 TRIRSENNERS IR RIAESRIR @45 N ARSI
SRR

1. ENEEFPIHEMMELN SDK, ERERSE, BIRBEFERE, SNUATHENNE,
AndroidZE FPiRiEA
i0S BEFImEA

2. ENFRSIHEMIER API, EERESLRSZIHEN,

2.2 AndroidEPIRIEAN
AXIESMETE Android FiFIthEE R BRSE AMERS .

AR RM
KW RFE Android 4.3+ & LiET,

3R HY SDK #01 Demo &5

T& Android SDK 1.0.2 JRA&
T#; Android demo 1.0.2 JRA

K10 SDK {Kifi

MBENNBAZEFPiEAKB mPaasS BEitZE, NRMNARER SDK; RN FHE P iHKi mPaas
EARE, W mPaas ik SDK,

280 SDK {X3ZFF armeabi 89 so {4, MNREHIN A PIEEZFEMIEE SDK, BERMEATHE

PMRER armeabi:

ndk {
abiFilters "armeabi"

}
A N0ERERR SDK

1. fi#JE AlipayVerifySDK-1.0.2.zip, 8FrA .aar A libs BRT:


https://gw.alipayobjects.com/os/bmw-prod/c516861a-32cb-4595-8568-629cd3db5ec0.zip
https://gw.alipayobjects.com/os/bmw-prod/9533792f-f2ab-4503-ab4b-93c68af5ff97.zip

2. £ T 7289 build.gradle XAk libs BRIEAKBEE.

allprojects {
repositories {

I HMUATHRE
flatDir {

dirs 'libs'
}

}
}

3. EM A build.gradle X4 FMNEE

android {
/I HMUATARE

useLibrary 'org.apache.http.legacy’
}

4. 7N A build.gradle X FHRMKER

dependencies {
/I BRI TARE
compile 'com.android.support:appcompat-v7:26.1.0'
compile (name:'verifysdk-1.0.0.190522154510', ext:'aar")
compile (name:'releaseLoging-4.0.0.00000003', ext:'aar')
compile (name:'bio-7.1.0.00000001", ext:'aar')
compile (name:'hardware-7.1.0.00000001', ext:'aar')
compile (name:'toyger-7.1.0.00000001', ext:'aar")
compile (name:'zface-7.1.0.00000001', ext:'aar’)
compile (name:'zim-7.1.0.00000001', ext:'aar')
compile (name:'rpc-2.1.0.180302121215-Z0L0OZ', ext:'aar')
compile (name:'zolozsdk-7.1.0.00000003', ext:'aar')
compile (name:'securitysdk-open-6.0.5.20191014', ext:'aar')
compile 'com.alibaba:fastjson:1.2.8@jar’
compile 'com.squareup:otto:1.3.8'

}

#0 mPaas i SDK

1. ##JE AlipayVerifySDK-1.0.2.zip, F#¥ verifysdk-1.0.0.190522154510.aar. securitysdk-
open-6.0.5.20191014.aar A libs B& T,

2. £ T#2H build.gradle X457 libs BREAIKBCE.

allprojects {
repositories {

I HIMUATRE
flatDir {

dirs 'libs'
}

}
}

3. #IANEE mPaas BmUMENN AT BN T CEKH.

allprojects {
repositories {
maven {



credentials {
username
passworg "*FxEEEE

Wkkkkkkkll

url "http://mvn.cloud.alipay.com/nexus/content/repositories/releases/"

}
flatDir {
dirs 'libs'

jcenter()

}
4. 7£ bundle T8 app #&3kth, EE build.gradle 34, M0 SDK BI4KES ,

dependencies {

/I BMATAE

provided "com.alipay.android.phone.zoloz:zcloud-build:3.0.1.190704174711:api@
Jar"

compile (name:'verifysdk-1.0.0.190522154510', ext:'aar")

compile (name:'securitysdk-open-6.0.5.20191014', ext:'aar')

compile 'com.squareup:otto:1.3.8'

}
5. 7£ portal T#289=E module ##kth, B E build.gradle 3X&, &0 bundle 894K,

dependencies {

/I AMAMTARE
~ bundle "com.alipay.android.phone.zoloz:zcloud-build:3.0.1.190704174711:nolog@
jar"

manifest "com.alipay.android.phone.zoloz:zcloud-build:3.0.1.190704174711:
AndroidManifest@xml"

}
EH APl RiEINIE

1. HEREINENER.
KEINEE ZHEREE certifyld MK url, WEHEIRSZHIBEXEORSE,

JSONObiject requestinfo = new JSONObject();
requestinfo.put("url", url);
requestinfo.put("certifyld", certifyld);

2. KHEIANIE,
B FA startService EOIERIAIE, EAHBIN context, INEEBARZERLIELE R H9EIE,

ServiceFactory.build()
.startService(context, requestinfo, new ICallback() {
@Override
public void onResponse(Map<String, String> response) {
// TODO with sdk response

}



D;
3. JRBUANESE R,

JINIEZ 3RS, 1Callback.onResponse F5iAS#EEAA, £ response ZER AR XERANER.

public interface ICallback {

/**
* IR [E145
* resultStatus 45 2 IRSHE

* result.certifyld A RINIER K S
*

* @param response &R &R
*
/

void onResponse(Map<String, String> response);

}

Hh, ResultStatus ¢ EXMNT:

REH fiiR
9000 UNISCRO
6002 MEFE
6001 RAFRBGET WERE, R
4000 WEEE
REA:

resultStatus = 6001, 6002 B, result REFIBEAZ, BAEAFTEIRE result IREUE,
resultStatus= 9000 ¥, WEAEEXETHNIEREONTHARLRS (HTHRHIEZD)

5gm)

Status: 4000 B & HIER4H errorCode W TR :

SRS ik
UNKNOWN_ERROR RKANRE
SYSTEM_ERROR RARRE
USER_IS_NOT_CERTIFY B RINIE

HAth

RERESE

NERERORE, BUUSEUTRERERERS:

-keepclassmembers class ** {

@com.squareup.otto.Subscribe public *;
@com.squareup.otto.Produce public *;

}




-keep public class com.alipay.mobile.security.zim.api.**{
public <fields>;
public <methods>;

}

-keep class com.alipay.mobile.security.zim.biz.ZIMFacadeBuilder {
Iprivate <fields>;
Iprivate <methods>;

}

-keep class com.alipay.android.phone.mobilecommon.logger.AlipayMonitorLogService {
Iprivate <fields>;
Iprivate <methods>;

}

-keep class com.alipay.android.phone.mobilecommon.rpc.AlipayRpcService {
Iprivate <fields>;
Iprivate <methods>;

}

-keep class com.alipay.android.phone.mobilecommon.apsecurity.AlipayApSecurityServ
ice {

Iprivate <fields>;

Iprivate <methods>;

}

-keep class com.alipay.zoloz.toyger.bean.ToygerMetalnfo {
Iprivate <fields>;
Iprivate <methods>;

}

-keep class com.alipay.zoloz.toyger.algorithm.** { *; }

-keep class com.alipay.zoloz.toyger.blob.** {
Iprivate <fields>;
Iprivate <methods>;

}

-keep class com.alipay.zoloz.toyger.face.** {
Iprivate <fields>;
Iprivate <methods>;

}

-keep class com.alipay.zoloz.hardware.camera.impl.** {
Iprivate <fields>;
Iprivate <methods>;

}

-keep public class com.alipay.mobile.security.zim.plugin.**{
public <fields>;
public <methods>;

}

-keep class * extends com.alipay.mobile.security.zim.gw.BaseGwService{
Iprivate <fields>;
Iprivate <methods>;

}

-keep class * extends com.alipay.mobile.security.bio.service.BioMetalnfo{
Iprivate <fields>;
Iprivate <methods>;

}



-keep class com.alipay.zoloz.toyger.workspace.FaceRemoteConfig{
*.

}

-keep public class com.alipay.zoloz.toyger.**{

}

-keep public class com.alipay.mobile.security.zim.gw.**{
*.
} 7

-keep class com.alipay.deviceid.module.senative.DeviceldUtil { *;}

7

-repackageclass com.alipay.deviceid.module.x

-keep class com.alipay.deviceid.module.rpc.deviceFp.** { *; }

-keep class com.alipay.deviceid.module.rpc.report.open.** { *; }

-keep class com.alipay.deviceid.DeviceTokenClient { *; }

-keep class com.alipay.deviceid.DeviceTokenClient$InitResultListener { *; }
-keep class com.alipay.deviceid.DeviceTokenClient$TokenResult {*;}

-keep class com.alipay.rds.v2.face.RDSClient { *; }
-keep class com.alipay.rds.constant.* { *; }

2.3i0S EFIREA

AXIESEIE 10S NAPEMRERIRTAIMERS .
AR M

=

F@AIE i0S 9.0+ &8 BT,

- YRAFEF Objective C++ ER SRR AMERS .

- WA REMZMNEZST SDK, MREBHINATELER T XATE mPaaS IRZATSDK, &
S i0S EFiREAN (mPaasS kR) .

3%HY SDK 1 Demo 55
R EN T FEXS R kR ANAY SDK #1 code demo,

RO AN XA R PN E AR SDK BIARAS . AlipayVerifySDK.framework/Headers/
APVerifyService.h ,

FERREE

1. 7£ info.plist PEEEFBE LR IEK,

Privacy - Camera Usage Description o oo (E/RBMEN, AWl


https://gw.alipayobjects.com/os/bmw-prod/c02774e6-c718-47e3-87b6-de129cdeba83.zip
https://gw.alipayobjects.com/os/bmw-prod/2b8e90cc-91b8-4b14-a4f2-6e68f921a46d.zip

2. 7£ Xcode H94R1FiX & B X7 Bitcode i£IR,

0 Asss? General Capabilities Resource Tags Info Build Settings Build Phases Build Rules

Basic  Customized (I Levels + Q- biteo|

v Build Options
Setting /A SSS

Enable Bitcode No ¢

3. 7£ Xcode ¥ EH Linking > Other Linker Flags &, #/Mi&& -0bjC -framework "
BioAuthAPI" -lxml2,

0 Asst General Capabilites Aessurce Tags Inte

Buid Prases Duels Rules
oot (0 NEEERER e G othas e
* Linking
’ Y
[ Other Linker Flags -ObjC framework “3ioAuthAPI™ -lami2 ]
Cuole Lirac: AfGuments Yos G

4. 7£ Xcode @i# 18 EHY Edit Scheme > run > Options 122 Metal API Validation,

Build tions i i
> ‘;» e Info Arguments Options Diagnostics
Run Application Data ~ Mone =
Lg ’ Debug .
Test Routing App Coverage File  None ke
> & sevuo
— Profile GPU Frame Capture _Automatically Enabled E
Release
g Anovze Metal API Validation | Disabled al
Debug
B Background Fetch || Launch due to a background fetch event
> p Archive
Release _
Localization Debugging Show non-localized strings
Application Language  System Language )
Application Region  System Region B

XPC Services Debug XPC services used by this application

- - S SRR S . S VR S YR

0 framework 341 bundle 34

@ R

SE1MPE 2 EFRIRPHLALSE, BB,



1. 5|\ SDK & frameworks X4 TFrEH framework E| TiEZ 4,

AlipayVerifySDK.bundle APBToygerFa...e.framework
AlipayVerifySDK.framework » APPSecuritySDK.framework
- BioAuthAPIl.framework

BioAuthEngine.framework
MPRemoteLo...g.framework
ToygerService.framework
Zolozldentity...er.framework
ZolozMobileRPC.framework
ZolozOpenPl...ild.framework
ZolozSensor...es.framework
ZolozUtility.framework

¥ ¥V ¥V vV ¥V ¥V VvV v v v ¥

2. EFHEIUITE bundle X, FEEFHEZER T, bundle XHEREZH framework
XA,

1%+ TARGETS, H i Build Phases #r&51, £ Copy Bundle Resources 375040 Q4D
bundle:

APBToygerFacade.bundle: {iF APBToygerFacade.framework oo
ToygerService.bundle: {iF ToygerService.framework g
BioAuthEngine.bundle: {fi7F BioAuthEngine.framework &
AlipayVerifyBundle.bundle: fiFframeworkth

¥ Copy Bundle Resources (9 items)

AlipayVerifyBundle.bundle ...in framework
ToygerService.bundle ...in framework/frameworks/ToygerService.framework
BioAuthEngine.bundle ...in framework/frameworks/BioAuthEngine.framework

APBToygerFacade.bundle ...in framework/frameworks/APBToygerFacade.framework



4.

EAAPI

SIAXXH, HREMRK.,

NNELEE.

7£ Linked Framweworks and Libraries o &080 T i0S R4t %

Name
libc++abi.tbd
libicucore.tbd
libc++.1.tbd
libz.1.1.3.tbd
8 WebKit.framework
54 UserNotifications.framework
54 Accelerate.framework
{4 AssetsLibrary.framework
4 ImagelO.framework
[ AvFoundation.framework
=4 CoreMotion.framework
4 CoreMedia.framework
& CorelLocation.framework
54 CoreFoundation.framework
=2 QuartzCore.framework
=4 CoreTelephony.framework

54 CoreGraphics.framework

AN EINEE.

-4 APBToygerFacade.framework
=4 APPSecuritySDK . framework
i3 BioAuthAPLframework

4 BioAuthEngine.framework

-4 MPRemoteLogging.framework

54 ToygerService framework

54 ZolozidentityManager.framework

58 ZolozMobileRPC.framework

54 ZolozOpenPlatformBuild.framework

& ZolozSensorServices.framework
4 ZolozUtility.framework
+

Drag to reorder frameworks

#import<AlipayVerifySDK/APVerifyService.h>
[ZolozSdk init] // REXIAK

#H startVerifyService

#import <AlipayVerifySDK/APVerifyService.h>

[[APVerifyService sharedService] startVerifyService:@{@"url": url?:@"",

target:self
block:A(NSMutableDictionary * resultDic){

H;

@"certifyld": @"test-certifyld",
@"ext": @"test-extInfo"
}

NSLog(@"%@", resultDic);

Status
Required £
Required &
Required &
Required &
Required &
Required &
Required &
Required
Required &
Required £
Required &
Required £
Required &
Required &
Required &
Required &

Required £

Required
Required
Required
Required
Required
Required
Required
Required
Required
Required

Required



BB

SRR

options

BERDMSH
WIE url, ZBHMNARSIHIKS.
AINERBAIE ID, ZS 8 MM RS HIR
B
@"certifyld": @"test-certifyld",// IAIEFRX
S, NBRRFZHIKE
@
@"url":url?:@",

@"certifyld": @"test-certifyld",
}

targetVC

XA controller, ¥J1E4R navigation
Controller, BEFEZ [R5 navigationBar Fift
A SDK, EREIRE, BX SDK REIEBHE

X navigationBarView,

block

R[EPLEER, 7£ resultDic BEEIKEY,

BESR
BlEREHF NS NT

result: {resultStatus: 'xx',

result: {}
SR xE ik
resultStatus string INERELE RIS, #FI
T ResultStatus EX
result.certifyld string KRINIERKS certifyld
result.errorCode string WVZHEHIRD
HEA:

result XIRTTREA null, APIEAZENDZEZEZMMHEHMELIE, B% NPERE.

ResultStatus WEENXWT:

RSB iR
9000 A&
6002 MEZE




R&H ik

6001 BFBUET IS RE, E5EY
4000 WVEE2E
EA:

resultStatus = 6001, 6002 B, result WREHIIBAZ, BAEBEARZTEIRE result I REUE.
resultStatus= 9000 BY, WEAHAEEXETHINIEREZEOTHARRRS (BTFHHEHEZIER
8) .

Status: 4000 B8 & BIER errorCode W TEKEIR

&R 3%
UNKNOWN_ERROR ANBE
SYSTEM_ERROR RERE
USER_IS_NOT_CERTIFY BFPRINE

H

2.4i0S EPIRIEAN (mPaas IR)
RIS 10S MAPEM SRR SEAINERS
ARG
BT SDK R##5 i0S 9.0 LA LRAN#N RS, SDK R#FF swift #31@#,
MR A Objective C++ EERLE R SE AMIAIERRSS .
BN APEEMTESN SDK,

HRES

i

£ mPaaS B EH P EMEMAL ANEMNEEE i0S BERB TS BH AL —H, FTELBIFH
ZAMKFEZBEPR, FHE mPaaSItE diEMFSE NERSZ =iz

R:
mPaaS EZ#EB[BMES N ZH2E,
BHiRE
1. BRESIHIRE url 45 i0S EFi%;
2. BEHEFiHTMBH#ENELT,



https://help.aliyun.com/document_detail/109290.html?#h2--rpc-6

EEIE

1. % mPaasS T2

ARXLA mPaas i0S 60 HAFEEENERNE, NBFAEANTE, ATHAHE, RO
RERNMEFIE. R mPaaS MEELFE, TAREX—F,

BE4ci@id mPaas Extension glIEE—N i0OSIRE, REEREEEZEANNAN,

B 24 mPaas FrLIE:
E
izTH
WERH: | AliverifDemo |
RiE
Language:  Objective-C
SAZIREE:  Users/donglei/Documents/mPaaSiOSAr
E@TR 021 58 B B S

App ID: 7E3CGB0121415
App Key: 7E3C5B0121415_10S
Workspace ID:  beimo

Bundle Identifier: com.raydbg.app




. iEH mPaas TMEEREHMAAL:

MmizTH mPaaS SDK
®iEIA ) e
- T
2WTH
» () HsEBAE SR B
> (@) @& TR
> © —tehe
T amr Y
B MR | kIR
B % T

tIEEME, SUHHE mPaas MBTIEESE. BXAET.
2. EEIANINERS
BE%E #unique_17, FHEBL AIANERS HIRENE EHHHIACcessKey,
RAGEE
1. 7 info.plist PEEBGLNRIE K,

Privacy - Camera Usage Description a woodBEREMEN, AFm?

2. 7£ Xcode 4R 1FiR & X7 Bitcode IEIN,

E Ay sss ¢ General Capabilities Resource Tags Info Build Settings Build Phases Build Rules

Basic Customized m Levels + Q- bited

¥ Build Options
Setting ;A sSS

Enable Bitcode No ¢




TRERSE A IAIE

ERUARFF AR / 2 T SDKIEAN

3. 7£ Xcode ¥ EH Linking > Other Linker Flags &, #/Mi&& -0bjC -framework "

BioAuthAPI" -lxml2,

D Ass

Basic

* Linking

Sriing

General Capabilisies Aessurce Tags inte Buid Settings Butd Prases Buld frules

= other linker

[ Other Linker Flags

-ObjC framework “BicAuthAPI™ -lami2 ]

Quote Linkor Arguments

4. 7£ Xcode iR X E K Edit Scheme > run > Options 122 Metal API Validation,

T

—w

> }, ?ulld

3 targets

> f. Tost

Debug

— le[i le

»8

Release
Analyze
Debug

Archive

Release

Info Arguments Options Diagnostics
Application Data  None
Routing App Coverage File  None

GPU Frame Capture  Automatically Enabled
Metal APl Validation = Disabled

Background Fetch || Launch due to a background fetch event

Localization Debugging || Show non-localized strings
Application Language  System Language B
Application Region  System Region B

XPC Services Debug XPC services used by this application

P . EIR I S Y TR S TV

34

SAYRRAN: 20200413



1. SLAGAIME mPaas hR SDK #EA

a) SETH L AINIEmPaashRSDK 1 code demo ,

b) ¥frameworks X &L TErAframework3 4 RMNEI TS :

SDK R E/ES RN T 344 :

9 i0S Z{¢E... (mpassii) *» [ mpaasFrameworks E

B frameworks 2

AlipayVerifySDK.bundle
AlipayVerify...framework »®

| | Frameworks
¥ . |Frameworks
—
> @ APEToygerFacade.framawork
B = APPSecuritySDK framework
b = BioAuthAP| framework ?
B = BioAuthEngine.framework

b (= ToygerService framework

| 3 @ ZolozldentityManagerframewaork

» = ZolozOpenPlat...uild framework 7
P = ZolozSensorServices.framework

b =5 ZolozUtility.framework M

P = SystemConfiguration.framework
b CoreTelephony.framework
b = Webkit. framework

ZolozSenso...s.framework
ZolozOpen..ld.framework
APPSecurit...K.framework
ToygerService.framework
ZolozUtility.framework
Zolozldentit...r.framewaork
APBToygerF....framework
BioAuthAPLframework
BioAuthEngine.framewark

C) A HENLATEA bundle 3, HEHEFHEETTE, bundle XEHERZH
framework X,

%3¢ TARGETS, % Build Phases #r% 51, 7£ Copy Bundle Resources 70401 T~ MW
bundle:

APBToygerFacade.bundle: {iF APBToygerFacade.framework o

ToygerService.bundle: fiF ToygerService.framework &

BioAuthEngine.bundle: {iF BioAuthEngine.framework &

AlipayVerifyBundle.bundle: fiFframeworks

¥y ¥ ¥ ¥ ¥ ¥ ¥ wv w|

0


https://gw.alipayobjects.com/os/bmw-prod/b7f2d7e8-744e-4f9f-8c97-8bd282c7cade.zip
https://gw.alipayobjects.com/os/bmw-prod/99516505-b696-4a15-9b41-a818aca94a03.zip

MobileRuntime.plist

L J Resources

AlipayVerifySDK. bundle
BicAuthEngine.bundle
APBToygerFacade. bundle

yY7v¥T¥ruwz

ToygerService.bundle

| Assels. xcassets
LaunchScreen.storyboard
= back_button@2x.png
¥ i | Supporting Files

2. X ANIE=#=REE

£ mPaaS TED, FEEIEHEXNAMEVSHERKHEITIHRWLIE, =828ZolozMobil
elnterceptorB42 XM, HESELAIAILE SDK i, XBEEILZEZEHETME mPaas =& 8

Eaﬁq: o

B4, BEITFmPaasSazsshouldwKDispatchStartEventHx,

SEK58:

// fii&: DTFrameworkinterface+DEMO.m

'—"(void)application:(UIApplication *)application beforeDidFinishLaunchingWithOptions

:(NSDictionary *)launchOptions{

}

- (void)application:(UlApplication *)application afterDidFinishLaunchingWithOptions:(

/1 Step 1. ¥lIaEmPaasS H5 & 88
[MPNebulaAdapterinterface initNebula];

/1 Step 2. YA RPCIZ# 88
[MPRpcInterface initRpc];

/1 Step 3. BEEZolozh E RV 28
ZolozMobilelnterceptor *zolozlcp = [[ZolozMobilelnterceptor alloc] init];
[MPRpcInterface addRpcinterceptor:zolozicp];

//Step 4. N REARIRAIIA1E .
[ZolozSdk init];

NSDictionary *)launchOptions{

//Step 5. NebulaB 2B EEK

NBServiceConfigurationGet().shouldwWKDispatchStartEvent = YES;

= B3 =T =3



}
3. T ANIEWSSE A
a) 3R

#import<AlipayVerifySDK/APVerifyService.h>

b) JE#SDK

#import<AlipayVerifySDK/APVerifyService.h>

[ZolozSdk init] // RE#IAK

%ER:
BREF#NAKAE,

i@ startVerifyService, it#FP TR EBE#EUEIT,

#import<AlipayVerifySDK/APVerifyService.h>
[[APVerifyService sharedService] startVerifyService:@{@"url": url?:@"",

NSLog(@"%@", resultDic);
1

C) MASH

@"certifyld": @"testcertifyld",
@"ext": @"testextInfo"
Jtarget:self block:*(NSMutableDictionary * resultDic){

BB

SRR

options

BERINSH:
WIE url, ZSHMNARSIHIKS.
ARINERBAIE ID, 1Z2 8 MM RS i
RIS,
@"certifyld": @"test-certifyld",// INIEizRK
S, NBRRFZHIKE
@{

@"url":url?:@"",
@"certifyld": @"test-certifyld",
}

targetVC

A7 controller, 7GR navigation
Controller, BEEZ}2J& navigationBar &
HA SDK, EIREKRE, B SDK REEAR

HE X navigationBarView,




SHBR

SRR

block

REPLEER, 7£ resultDic EEIREY,

d) iR[E%
BliE REH AN SEHA AN T

result: {resultStatus: 'xx',

result: {}
Bm £l iR
resultStatus string INERBERRSE, #1
PAT ResultStatus X
result.certifyld string KIRINIERKS certifyld
result.errorCode string WEREHIRE
1R

result YR TJEEA null, APIEAEZRBZEZTEMGMEMLIE, #B% NPE RE,

e) ResultStatus BEEENX

K58 fiik
9000 W&
6002 M E
6001 APEHETWERE, ERE
4000 VERE
EA:

resultStatus = 6001, 6002 B, result WRHFAZ, BEABAZTEIRI result XIHREL

1z o

resultStatus= 9000 By, WEAFEXTHANEEREZEOEN

oJEXH) .

RERS (ATFHRIER




TRERSE A IAIE SRUNRFFARIER / 2 BASDKIEEA

4. WiE
ERAERS, TRWIEE, MZAEMTRE:

Mo SIM = 3:00 PM @ (ma)

S 3

IATERLIS

FEAR, FTeALT ST

M (2)

% BB
1. #EEEMAAE . framework & bundle#ft,

AlipayVerifySDKEJbundle7E4h 88, H&bundleft.frameworkd,

XHERA: 20200413 39



2. & app PEEANSR, TERHIEEIRIESE scheme, FNRTFHRARFTE:

NBServiceConfigurationGet().shouldWKDispatchStartEvent = YES;
3. RIRIDBEEMLIRAS, IRASETILAEAPVerifyService.hd#k |,

h| APVerifyService.h

h APVeriftyService.h ) No Selection

APVerifyService : NSObject

* @param ur

+ [Pparam
« [@Pparam block

- )startVerifyService: (NSDictionary *)options
target:(id)targetVC
block: ( () (NSMutableDictionary * resultDic))bleck;




3 IS IMEFRIEA

3.1 BEARE

XAEMEFENERTUSERALTFEEECHARNIMNENEFPYAFP BT DMERNGR,
BERER
MREHFBAMNENEFPINERF SR, BOIEAESRRIANERS.

EARIF
FEAR, BEFRARNFE:

INER A EHKEED INEFRSE b B = AR 55 28
1: BAFSAE ‘T 2: RERNERR i
SR EEeE TR
7”W”"””7””777”’4”5”%@&&’9&{;”&&&6 777777777777777777777 { 3: ﬁ,@.‘AﬂEURL\ .I‘}\ﬁEID
5: ARZSEFMEED —:-l 6: EINEEE

' 7: HEAELE
9: EARN * BEW E

10: KEGAELSR

A
[a2]
&
=
<
=
hi¥
#
v

N 11: HEFHAELER _‘r:|
s min

AR PR IR

FS 8

1 P FHAIANIE.

2 INZ R IR S5 18] ] B = AR 55 ik R NIEIE K o

3 fo] B = AR S5 im IR EIAIE 1D FIAIE URL /N2 AR S5 .

4 INE P RRSSIRRHAILE ID FIIAIE URL RIS T E/INEFF,

5 XN ENEFBRTEFREES.

6 I EFREENE AP RIMINERME BB E R RS,
7 f] BB = AR S5 IR AR B BRI B INE S R .




FS 71

8 F] BB = AR S5 IR A E S5 RAR B8 ST AT E FHABE T o

9 ZAYEFEESETE EE RS 5 I/NME FIREUMERTS.

10 NEFEEE R RS HERIANPRES.

11 R R RFSiIHE/NEF RS RO RESH,

12 fo] BB = BR SSim RNIE S RIR Bl 45/ N 2 Fr AR 55 4 o
SRER

1. AN ENEFPERIMNEFRES . BAERS R, 52 LATHEEXE#unique_9,

2. WINERFRSHEMMER AP, BERESIRSIHEN.

3.2 X E/NEFRIEEA
AIE S BT E M T E/INMEFIEE S AINERS .
BESR
1. A APl REINIE
a) REINIERS
if F startBizService & [Oi&KIAME

function startAPVerify(options, callback) {
my.call('startBizService', {
name: 'open-certify’,
param: JSON.stringify(options),
}, callback);

b) EIANIERRE.
KEINEE ZHEREE certifyld MK url, WEHEL RS HIEXEORE,

startAPVerify({
certifyld: certifyld, url: url}, function (verifyResult) {
/INEZERENARM A, LITEZBEARENE, FRETREESVSISFHERBTLIE
if (verifyResult.resultStatus === '9000") {
/] BERIN, BABEIGGIEEENEIZE

/...
return;
}
/1 AP EHEBGEINIE

if (verifyResult.resultStatus ==="'6001") {
// TIF toast §5127R
return;

}

const errorCode = verifyResult.result && verifyResult.result.errorCode;



/!
b
;

2. BARAIES
a) ENFRH LS

B3 R #0E A B2 4 verifyResult: { resultStatus:

HAh 25 AR HI BT RI L 12 ...

xx’, result: {}}

Bm E 3] ik

resultStatus string INEREERRSHE, #1
PAF ResultStatus X

result.certifyld string ATNIEFRKS certifyld

result.errorCode string W REHIRB

i EA:
result XfROJ§EA null,
b) ResultStatus

APl IEANERBZIEFEMMEMLIE, B% NPERE.

K58 fiik
9000 NIE&EE
6002 MERE
6001 AFPEETSERE, ERE
4000 WERE
ER:
resultStatus = 6001, 6002 BY, result WRHIBAZ, BMABZARBEIRE result WRE
=,
resultStatus= 9000 BY, WEAHFEEZFTRANEEREOTORLRS (BFIHEIER
oJEKH) .
Status: 4000 B1&HIERS> errorCode ¥ FERIGFIR
iR iR
UNKNOWN_ERROR RKNFE
SYSTEM_ERROR RAAERE
USER_IS_NOT_CERTIFY F P RINE

Hith




4 H5THIZA

4.1 ENGE

H5 REEAEATUSERAFEEESHAN H5 MDA AL L ANERG R,
FRANF

EEAF, BEERBRANFA:

Al XTEFRAE ) SRR 55 2% PR = ARSS =8
1: APFEAE _#l 2: BEAEER

4: BENAIEURL, AIEID
5: AEZMAEFHEED m 6: RIZINIERE

; JE 7: HEAELE

m:ﬁ@ﬂﬁ%%

9: EAHEHK

Y
(o]
B
]
s
i
i
b

N 11: EFAESR L|—j|
F 2 smvaen -

AR AR

FS 7L

1 FPFRIAE.

2 I T3 AR 55 i 1) P 2B = R S5 i R 2 INIEIE K

3 fi] 2 = AR 554w R [EAGEE 1D FIAGE URL 45 T2 AR S5 i o

4 P B AR 55 im 4 IAILE 1D MIIAIE URL 481525 M 0T,

5 W BT A 34T EFFIRRE

6 XA EF BN A P RRMINER RSB LM R R RS .
7 o E R RFIHRBEB R A EINEESE R,

8 F] B = AR S5 IR AIE S RIR BI4A ST EFFHBE T o

9 SZAYEFFRRBE B B8 RIS 51 W SURBUAEIR S




Fs iEA

10 P T3 [a] fa] B = AR B im A MEIRAS .

11 M B8 Z= R 55 i o) W BT AR i [ R R &

12 M B 7= AR S5 U S A IE 45 SRR [O] 45 I T2 AR 551
ERTEB

1. AHSWNA D ERTERREEN . BRERSE, BSNHENHA:
XATE H5 WEEN;
IR AMEE S AT FEINEREEA,

2. 7 H5 MARSIHEMMEL AP, BRESIRSIHEN,

4.2 Zf1=E H5 THEHIEAN
AIIESEETFEKRA HS AEDPEMSRIKSE ANERS ., NREFBELTFiRIS H5 AEH
ERERMBLANNERS, 28 H/MNEGEZTEINEREEA,

BIRRH
Z PR RIS EREANARZ 10.1.32+,

iR EA:
WO ASE AT RBEREGZAEMAS, HMEF startBizService JRAHIFEELEE

const matchResult = window.navigator.userAgent.match(/AlApp\(AP\/([\d\.]+)\)/i);
const apVersion = (matchResult && matchResult[1]) || "'; // #A: 10.1.58.00000170

BIESE
1. B APl &#3INIE
a) ENjs E

function ready(callback) {

// AR jsbridgeBRF AN E#EEAH

if (window.Alipay)SBridge) {
callback && callback();

} else {

/1 MEEEENN W ITENB S
document.addEventListener('Alipay)SBridgeReady', callback, false);

}



}
b) KFIAUERRSS .
B F startBizService #EEKIAIE,

function startAPVerify(options, callback) {
AlipayJSBridge.call('startBizService', {
name: 'open-certify’,
param: JSON.stringify(options),
}, callback);

C) BEINERRE,
KEINEE ZHEREE certifyld XX url, WEHEI RS HIEXEORE,

ready(function() {
/] EEHRE Alipay)SBridge ready Z /54 EH
startAPVerify({
certifyld: certifyld,
url: url
}, function(verifyResult) {

/NEERENFMRRE, U TLEZEARACE, FAETREESWSHERBTL

b}
if (verifyResult.resultStatus === '9000") {
/] SRR, ARG LRSS IZEE
/...
return;
}
/1 AP E&BUHINE

if (verifyResult.resultStatus ==="'6001") {
/] AR toast 883K
return;

}

const errorCode = verifyResult.result && verifyResult.result.errorCode;
//. Hth 45 RIS H B AN ...
});}),
2. WIEIAIESS
a) MRRMES

B3 & #05 NB 244 verifyResult: { resultStatus: ‘xx’, result: {}}

2R HKE iR

resultStatus string INEREERIRSE, #
PAT ResultStatus EX

result.certifyld string KIRINIERKS certifyld

result.errorCode string W EEREHEIR

%ER:



result XfSRETEEA null, APHEAZFNBZEREZMPAMEMELE, B2 NPERE,
b) ResultStatus

K58 fiik
9000 NIE&EE
6002 NERE
6001 AFPEUET I ERE, E5iRE
4000 WERE
RER:
resultStatus = 6001, 6002 B, result REIFBAZ, BABARAFTEIRE result R
=,
resultStatus= 9000 BY, WEAHEEZFTRANEEREOTORLRS (BFRHEIER
oJENE)
Status: 4000 B1&HIERS> errorCode ¥ FERIGFIR
HiRg ik
UNKNOWN_ERROR RANRE
SYSTEM_ERROR RAAERE
USER_IS_NOT_CERTIFY F P RINE
Hith

4.3 ImSMGESZ N EINEREERA
AXIESAEL A EWI HS REPERSRHRLANERS, WREASEXHEHN H5 A
HITER, B8 TAE H5 RERA,

R R M
B PR RENZAERADIZ 10.1.32+,

iR HR:
WO S EUTRBIREZMA ERAS, HEEF startBizService JRARIFRELIE

const matchResult = window.navigator.userAgent.match(/AlLApp\(AP\/([\d\.]+)\)/i);
const apVersion = (matchResult && matchResult[1]) || "'; // &1: 10.1.58.00000170

BRIESR



1. BEXNEREFiR, EXTEZFHPHTIAL,
a) EARE I &R AR IREEVAERZA D url NEM EHHEX A ERIHEE: const certifyUrl
= alipays://platformapi/startapp?appld=20000067&url=encodeURIComponent(url);
b) £ H5 WE DT location.href=certifyUrl IR EHFANLZINERRE, INEERGE, X
MHFEINELERRAREFARIESRMHASDIEENEIE I,



2. EIBKERRA,
a) EEEHIR AR Scheme,

« XFi0S &, 7 info.plist X4 oJLIZE URL Schemes (URL types -> URL
Schemes) ., MEFR:

g8 [Ey MyRNLinkDemo } [17] MyRNLinkDemo ) Info.plist ; No Selection
Key Type Value
¥ Information Property List (19 items)
¥ URL types 200 {1 item)
¥ ltem O (2 items)
URL identifier = com.chenlw.myrnlinkdemo
EEEEE
¥ URL Schemes o (1 item)
I Item O myrnlinkdemao

MBERIREIE, 1€ Safari KB PHMA <FIRER Scheme &>://,

APPTY,

XF Android &, BolAEEE B2 XM AndroidManifest.xml &, &8

URLScheme, WNEFR:

¥ LSApplicationQueriesSchemes o~ Array (2 items)
Iltem O String myrnlinkdemo
Item 1 String myrnlinkdemao1
Localization native development re... 2 en
Bundle display name o MyRMLinkDemao
Executable file o $(EXECUTABLE_NAME)
Bundle identifier o org.reactjs.native.example. $(PRODUCT_NAME:rfc1034identitier)
InfoDicticnary version o 6.0
Bundle name o $(PRODUCT_NAME)
Bundle 05 Type code = APPL
Bundle versions string, short o 1.0
Bundle creator OS Type code ] e
Bundle version o 1
Application requires iPhone enviro... 2 YES
Launch screen interface file base... 2 LaunchScreen
» Required device capabilities o (1 item)
B Supported interface orientations o (3 items)
View controller-based status bara.. 2 NO
Privacy - Location When In Use Us... 2
B App Transport Security Settings o (1 item)

AT AT FF

<3

<

(43



ﬁ AndroidManifest.oml 1 local properties

<manifest xmlns: '
package=

<yuses—permission
<yuses—permission

<application
: name=
:allowBackup=
ticon=
: label=
rtheme=
<activity
:name="
:configChanges=
:label=
:windowSoftInputMode=
<intent-filter>
<action I name=
<category I name=
</intent-filter>

<intent-filter>
<action I name=
<category  name=
<category  name=

<data
1 scheme=
thost=
</intent-filter>

</activity>
<activity : name=
<fapplication>

</manifest>

MREIREIER, WO html X B Ni@E#HE href="<ffIREH Scheme &>://
index", AF7E Android FALEEANRER[/FTH .html X4, [E8EE, BIl$TH APP,
b) ERF IR AKIFEKRE, T returnUrl DENZEIR AR Scheme, #ES%E #unique_23/
unique_23 Connect_42 section_gng_5d4 1gb,
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